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NOMINATION OF HON. MICHAEL CHERTOFF

WEDNESDAY, FEBRUARY 2, 2005

U.S. SENATE,
COMMITTEE ON HOMELAND SECURITY
AND GOVERNMENTAL AFFAIRS,
Washington, DC.

The Committee met, pursuant to notice, at 10:03 a.m., in room
SD-342, Dirksen Senate Office Building, Hon. Susan M. Collins,
Chairman of the Committee, presiding.

Present: Senators Collins, Coleman, Bennett, Domenici, Warner,
Lieberman, Levin, Akaka, Dayton, Carper, and Lautenberg.

OPENING STATEMENT OF CHAIRMAN COLLINS

ghairman CoLLINS. Good morning. The Committee will come to
order.

Today, the Committee on Homeland Security and Governmental
Affairs will consider the nomination of Judge Michael Chertoff to
be the Secretary of the Department of Homeland Security. This is
an extraordinarily challenging job, a job that requires an individual
with extraordinary leadership skills, extraordinary dedication, ex-
traordinary energy, and at times, extraordinarily thick skin.

Before I begin, I would like to express my gratitude to the person
Judge Chertoff seeks to replace. Following the attacks of Sep-
tember 11, Tom Ridge answered the call of service to his country.
At a time when homeland security was little more than a concept,
Tom Ridge stepped forward to begin the monumental task of mak-
ing it a reality. He is a pioneer and a patriot, and on behalf of all
Americans, I thank him and wish him great success in his future
endeavors.

Judge Chertoff now steps forward to answer that call. The
strengths and experience he brings are impressive. He has devoted
a significant part of his life to public service, as a Federal pros-
ecutor in New Jersey, then as head of the Justice Department’s
Criminal Division, and now as a Federal judge. As the over-
whelming vote for his confirmation 2 years ago demonstrated, he
is well respected on both sides of the aisle. That is also evident
from the fact that two of our distinguished Democratic colleagues
are here to introduce him this morning.

Since September 11, Judge Chertoff has established himself as a
leading expert on the legal and national security issues sur-
rounding the war on terrorism.

The purpose of this hearing is, of course, to evaluate the quali-
fications, integrity, and positions of the nominee. It is inevitable
and necessary that we do so in the context of where the Depart-
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ment currently stands and where we want it to go. To do that, I
believe it is important that we should also consider the context in
which the Department was born.

In the immediate aftermath of September 11, America was a Na-
tion determined to defeat terrorism, but still feeling its way toward
an effective response. We knew from the start that ensuring our
Nation’s security should not come at the cost of our civil liberties,
the very freedoms that Americans cherish and that define us as a
country. In those perilous, uncertain days, we also knew that we
needed to take decisive action immediately to protect our citizens
from further attacks. Some now question whether we tilted the bal-
ance too far towards security. It is always appropriate to ask that
question, but it is also important to remember the atrocities that
led us to take action and to remember that the threat continues
today.

One of the difficult balancing questions that has been raised in
conjunction with this nomination is the matter of interrogating
those detained in the war on terror. In his responses to our written
questions, Judge Chertoff makes absolutely clear that he believes
that torture is wrong, no matter where it occurs. Of course, that
is exactly right. But the larger issue of security versus liberty is
much more complex and I very much look forward to discussing
this balance with Judge Chertoff today.

Since it began operations nearly 2 years ago, the Department of
Homeland Security has made considerable progress in its mission
of protecting our Nation against terrorism and improving our abil-
ity to respond should an attack occur. The melding of 22 Federal
agencies with some 185,000 employees has proven to be a task as
difficult as it sounds, but it has not been the impossibility that
some predicted. We are, in fact, better protected today and our abil-
ity to respond is greatly improved.

This new year begins, however, with fresh reminders of the great
challenges that lie ahead. A week ago, this Committee held an
oversight hearing to assess those challenges and they are consider-
able. From the lack of long-range strategic planning to an ineffi-
cient management structure to unexplained delays in the Transpor-
tation Worker Identification Credential, our expert witnesses made
a powerful argument that homeland security remains very much a
work in progress.

The Government Accountability Office’s high-risk list released
last week bolsters that assessment. Many of the difficulties the
GAO foresaw 2 years ago in consolidating 22 separate agencies into
one new and cohesive Department remain to be overcome. Now, the
GAO additionally finds that information sharing, both within the
Department and with other departments and other levels of gov-
ernment, is a weakness that also must be addressed.

There are other important challenges that the new Secretary will
face. They include strengthening the security of our ports, ensuring
adequate funding for our first responders, fostering stronger rela-
tionships with State and local law enforcement, and securing our
critical infrastructure. The new Secretary will have a full plate.

The Committee looks forward to hearing Judge Chertoff’s views
about the direction and the future of the new Department as well
as his own priorities.



Senator Lieberman.

OPENING STATEMENT OF SENATOR LIEBERMAN

Senator LIEBERMAN. Thanks, Madam Chairman, and welcome,
Judge Chertoff. Madam Chairman, I was thinking as I was listen-
ing to your opening statement that after our work together on the
intelligence reform bill last year, you said it would be dangerous
if we ever didn’t agree on something because we know so much
about how each other thinks. Your opening statement proves that
either that is true or we have the same person drafting our opening
statements. [Laughter.]

So I will speak more briefly than I had intended. The fact is that
the Department of Homeland Security, in the 2 years since this
Committee led the way in creating it, has become the leader in the
U.S. Government in protecting the security of the American people
here at home.

And you are absolutely right, Senator Collins. Secretary Ridge
deserves credit for beginning the enormous transformation that the
Homeland Security Department’s creation required, and for ena-
bling us all to say today that we are safer than we were on Sep-
tember 11, 2001.

Yet as you know, Judge Chertoff—and as we heard from the
panel of experts and independent analysts that we had in here last
week—significant challenges await the next Secretary, ranging
from the development of a clear strategic plan—and I do not see
how we can ask you to do the job that we want you to do and that
I know you want to do, without having a plan which includes set-
ting of priorities for the Department in a time when you just can
not do everything right away—to improving the Department’s day-
to-day operations.

We heard some very powerful testimony that the position of Sec-
retary of Homeland Security and those who serve the Secretary as
deputies may not have all the authority that they need to carry out
their responsibilities that we have given them. They may not, in
fact, have within their own offices the staff that they need to carry
out their responsibilities that we have given those offices.

There was a suggestion made last week by several of the experts
in regard to the lack of a strategic plan and priorities for the agen-
cy that we establish an Under Secretary for Policy and Planning.
I gather that you have expressed some interest in the creation of
that position. I look forward to hearing your thoughts on it today.

But most importantly, the Department has to receive adequate
financial support to carry out the enormous responsibilities we
have given you in law to protect the American people from a ter-
rorist who will strike us where we are vulnerable. And in an open
society, there are many vulnerabilities. We are never going to be
able to close them all against fanatics who, as someone else has
said, hate us more than they love their own lives. They are pre-
pared to take their own lives in destroying us.

But we know that there remain persistent vulnerabilities that we
have to close at our borders and ports, within our rail and transit
system, at the Nation’s core energy, telecommunications, water,
transportation, financial, and chemical industry networks that
exist. The Coast Guard is in dire need of a modernized fleet. The
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administration and we must do more to prepare the Nation for a
poisible bioterror attack that could put millions of Americans at
risk.

The bottom line is, this Department needs more authority from
us to help you do what we have asked you to do in our defense.
It needs more money. I just can not cloud that in any other way.
I know how difficult it will be in a resource-limited environment,
but we have the best military in the world and therefore the best
international security operation in the world today because we
have invested in it, and we will only have the same here at home
if we invest in it.

To do that, we are going to have to regain some of that sense of
urgency that propelled us following September 11, 2001, and we
are going to have to express that urgency in the way we support
and you administer the Department of Homeland Security.

Judge Chertoff, I have examined your record. I have had the
chance to speak to you at some length. You have served your coun-
try with distinction. I greatly appreciate your willingness to leave
the circuit court to take on these truly awesome responsibilities.

I think you know that a number of questions have been raised
in recent days, as the Chairman indicated, about your role in the
administration’s prosecution of the war on terror, most recently
with regard to advice you provided regarding the laws prohibiting
torture, advice you may have provided while you were head of the
Justice Department’s Criminal Division. I know that you discussed
that issue with the Committee’s staff extensively on Monday.
Today, I think it is important that you discuss these issues publicly
before the Committee and the American people.

My interest here is, first, to determine what your role was in
those various policies, what your opinions are today with regard to
those. But then, second, notwithstanding whether we agree or dis-
agree with you about your course of conduct in those matters or
your opinions today, if they in any way affect your ability to as-
sume the responsibilities for which you are nominated. Otherwise,
beyond those questions, I would say you are extraordinarily well
qualified for the position.

I look forward to the testimony and ultimately I look forward to
working with you to keep America and the American people safe
from terrorist attack. Thank you.

Chairman COLLINS. Thank you, Senator Lieberman.

As is customary, we will be following the early bird rule and I
will now call upon the other Members for opening statements, not
to exceed 3 minutes in length. Senator Warner.

OPENING STATEMENT OF SENATOR WARNER

Senator WARNER. Thank you, Madam Chairman.

Welcome, Judge. We had a wonderful visit in my office, ex-
changed our respective views very cordially and very forthright. We
both started our careers as law clerks for the Federal judiciary and
you succeeded. You ended up on the bench. This country owes you
a great debt of gratitude, having resigned that position to which
you aspired, I presume most of your life, to take on the new chal-
lenges of this day. So as a citizen, we thank you for that, and your
family.
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I would simply say, Madam Chairman, that we take notice that
the U.S. Senate has confirmed this extraordinary public servant on
one occasion and I anticipate, and I intend to give you my support,
you will be confirmed again.

Once in office, I will try and offer to work with you to see that
there is a seamless and full cooperation between the Department
of Defense, over which I have some responsibilities together with
several members, the chairman and ranking member on my com-
mittee, the Armed Services, and your new Department, because
America deserves no less than the full coordination of every single
asset we have to perform your challenging mission. Good luck.

Chairman COLLINS. Thank you, Senator. Senator Levin.

OPENING STATEMENT OF SENATOR LEVIN

Senator LEVIN. Thank you, Madam Chairman, and welcome,
Judge Chertoff.

The new Secretary of Homeland Security will have an enormous
challenge, including strengthening the programs that fund our do-
mestic preparedness and response capabilities, protecting our bor-
ders and ports, and improving our transportation security, and tak-
ing all the necessary steps to enhance our collective security with-
out eroding our core values.

I want to thank our Chairman and Ranking Member for making
reference to Governor Ridge and the dedication that he showed to-
wards that challenge. I know that you both spoke for really, I am
sure, every Member of this Committee and every member of Senate
and the people of the United States in expressing our gratitude to
Secretary Ridge.

There are a lot of funding issues that relate to the Department
that Judge Chertoff will hopefully address. The State Homeland
Security Grant Program, which is one of the most important
sources of funding for our first responders, was actually cut last
year. The administration requested only $700 million for the pro-
gram, which had been funded at $1.7 billion in fiscal year 2004.
Congress stepped in and increased the amount to $1.1 billion in the
final Homeland Security appropriations bill. But if we are serious
about homeland security, we have to fund it.

We also need to change the way funding is distributed by allo-
cating it to those areas where the threat and the risk of attacks
are most significant. The existing funding formula used to allocate
funding in some of the largest Department of Homeland Security
grant programs has led to some irrational and some inequitable re-
sults. Secretary Ridge opposed the formula that led to those results
and the administration said it would propose that the funding be
allocated more on risk.

I look forward to Judge Chertoff’'s perspective on those funding
issues, as well as a number of issues which have been raised.

I raise issues which he addressed as head of the Criminal Divi-
sion at the Department of Justice. He headed the division from
May 2001 until March 2003. Judge Chertoff, you have a reputation
of being a thoughtful person and a straight shooter, and the pres-
ence of these two Senators from New Jersey here today in support
of your nomination is surely a testimony, an eloquent testimony, of
that reputation.
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The Justice Department’s Office of Legal Counsel, which is a dif-
ferent division from yours, took actions that were troubling during
the period in which you headed the Criminal Division, most nota-
bly its promulgation of legal theories circumventing legal prohibi-
tions against torture and inhumane treatment of detainees. Judge
Chertoff’s role in the development of those legal theories needs to
be clarified. Those theories helped to create an environment in
which the abusive behavior of prisoners was either permitted or
was perceived to be permitted. That distortion of our legal and
moral obligation to treat prisoners humanely undermines the safe-
ty of our troops. It also undermines our standing in the world.

Judge Chertoff's written answers to pre-hearing questions state
that he reviewed a draft of the August 1, 2002, Office of Legal
Counsel memorandum that interpreted the definition of torture
prohibited under our anti-torture laws. That discredited August
2002 memorandum defined what constitutes prohibited torture
very narrowly, including the claim that, “physical pain amounting
to torture must be equivalent in intensity to the pain accom-
panying serious physical injury, such as organ failure, impairment
of bodily functions, or even death.”

Judge Chertoff has acknowledged that he was consulted on how
he, as chief Federal prosecutor, would apply the law. Last weekend,
The New York Times reported that the Justice Department’s Crimi-
nal Division, then under Judge Chertoff, was consulted on several
occasions by the CIA as to whether their agents could be subject
to criminal prosecution for using specified interrogation techniques,
and I hope Judge Chertoff will elaborate on the advice that he and
the Criminal Division provided regarding the definition of torture
and the legality of specific interrogation techniques.

There are other events that were reported to have occurred dur-
ing Judge Chertoff's tenure at the Department of Justice that I
hope he will address, as well. For example, a report from the De-
partment’s Inspector General stated that some alleged immigration
law violators detained following the September 11 attacks were
prevented from obtaining counsel in a timely fashion.

So again, I thank you, Madam Chairman and Senator Lieber-
man, for your comments. I share those thoughts of yours not only
relative to Governor Ridge but relative to the principal role of this
agency which Judge Chertoff is going to head and I believe can
head with distinction.

Chairman COLLINS. Thank you. Senator Coleman.

OPENING STATEMENT OF SENATOR COLEMAN

Senator COLEMAN. Thank you, Madam Chairman. I want to
thank you for moving so quickly on this very important hearing
that we are having today. Thank you for your leadership.

I want to join in those who have acknowledged and applauded
Tom Ridge. No one expects the Secretary of Transportation to pre-
vent every highway death. No one expects the Director of the EPA
to prevent all pollution. But we expect the head of Homeland Secu-
rity in this country to make sure that America is safe and not fail-
ing, would have a tremendous impact. So it is an extraordinarily
difficult job and Secretary Ridge did an extraordinary job.
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Judge Chertoff, there is no question in my mind about your
qualifications, and the Chairman laid out that this hearing is about
qualifications and integrity of your position in terms of leading this
Department. I think you come with extraordinary credentials.

The one concern I have as a former mayor, as a local official, and
reflecting on your background as a Federal prosecutor and as a
Federal judge, as working in the Justice Department, is the level
of coordination between this Department and folks at the local
level. I remain deeply concerned about that. Part of it goes to fund-
ing. We had a situation in Minnesota where the Twin Cities, as
they are known in the Twin Cities, perhaps not in Washington, but
as the Twin Cities, Minneapolis gets funded and St. Paul gets ze-
roed out. And the level of communication with local elected offi-
cials, in that instance, the mayor is called the morning of the an-
nouncement. There is no communication, no consultation.

As T speak to law enforcement folks, first responders, they still
raise concerns today about the level of communication. Inter-
national Falls, Minnesota, is in a rural area. It is the coldest place
in the United States. It is one of the 50 busiest land ports of entry
in the United States. We have two nuclear facilities, one in Red
Wing, Minnesota, a rural area on the Mississippi River, one in
Monticello, outside the urban center and considered a rural area.
And the level of communication between folks at the Federal level
and the local level has to be better than it is.

So I look at that funding issue that we had and the lack of com-
munication, lack of understanding. I speak to local law enforcement
and the concerns are there and they are still there. So certainly in
my questioning, I hope we can discuss your vision for what can we
do to improve the level of communication so that our real first re-
sponders know what is going on, are in consultation, are in contact,
are consulted and have the level of confidence they need to be the
ones who, God forbid there ever is an attack on our homeland, have
the ability to respond in the right way.

So with that, I do look forward to this hearing. Thank you,
Madam Chairman.

Chairman COLLINS. Thank you. Senator Akaka.

OPENING STATEMENT OF SENATOR AKAKA

Senator AKAKA. Thank you very much, Madam Chairman. I want
to thank you for expediting this hearing of the confirmation of
Judge Michael Chertoff.

I want to welcome Judge Chertoff to this Committee with my
congratulations on your nomination. I also want to welcome your
family who are present here today. I am certain that they all share
your pride in being nominated as Secretary of the Department of
Homeland Security.

My colleagues and I will lay before you a variety of issues that
concern us and suggest solutions, just as we did with your prede-
cessor, Secretary Ridge, who led this new agency with strength and
grace. DHS remains an agency still in the process of being created.

Madam Chairman, I would ask that my full statement be placed
in the record.

Chairman CoLLINS. Without objection.

[The prepared statement of Senator Akaka follows:]
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PREPARED STATEMENT OF SENATOR AKAKA

Judge Chertoff, please accept my heartiest congratulations on your nomination.
I welcome you and your family today. I am certain they all share your pride in being
nominated as Secretary of the Department of Homeland Security (DHS).

Today’s hearing presents a special opportunity for you to articulate your vision
of how DHS will carry out its mission of defending the Nation’s borders and pro-
tecting us from terrorism while defending our civil liberties. The challenges you will
face, if confirmed, are demanding and will require you to search for answers beyond
the commonplace and apply your impressive skills to this new job.

My colleagues and I will lay before you a variety of issues that concern us and
suggest solutions just as we did for your predecessor, Secretary Ridge, who led this
new agency with strength and grace. But DHS remains an agency still in the proc-
ess of being created. The December 2004 DHS Inspector General report on manage-
ment challenges outlines an array of worrisome problems—some of which are to be
expected when 22 entitles are combined in a single department.

I have a number of concerns, some of which I will summarize today.

I want your assurance that you will defend the Constitution to safeguard our civil
liberties. The price of security should never erode our constitutional freedoms, which
are essential to the preservation of this democracy.

When we met a couple of days ago, you and I talked about the just-released per-
sonnel regulations covering the 180,000 men and women who staff DHS. To make
these new regulations work, there must be significant and meaningful outreach to
this dedicated workforce, their unions, and their managers.

With just about half of the Federal workforce eligible for retirement in the next
5 years, DHS and other Federal agencies must promote a sense of trust and a sense
of worth among its employees.

Madam Chairman, I wish to insert into the record an editorial from the January
31, 2005,1 Washington Post that goes straight to my concerns about the new DHS
personnel rules: Implementing a pay for performance system without a strong per-
formance management system in place, internalizing employee appeals without
independent members and adequate external oversight, and the continued position
by some that belonging to a union is a threat to national security.

Judge Chertoff, it will be up to you to make sure that DHS recruits and retains
the best and brightest to be on the front lines of our national defense.

DHS has been given, by statute, a prominent seat in the Intelligence Community.
But the Department will need to earn the respect of that community through the
quality of its analysis and its response to threats.

The Department must have the financial management systems and practices in
place to provide meaningful and timely information needed for sound and efficient
management decisionmaking. I am particularly pleased that a provision similar to
legislation I sponsored with our former colleague, Senator Peter Fitzgerald, is now
law, thus bringing DHS under the Chief Financial Officers Act and ensuring a Sen-
ate-confirmed CFO who reports directly to the Secretary of DHS.

Judge Chertoff, when we met earlier this week we also discussed my home State
of Hawaii. Given the State’s unique geographic location, nearly 2,500 miles from the
West Coast, there are unique challenges to securing Hawaii from asymmetric
threats. For example, when disaster strikes, Hawaii cannot call on neighboring
States for assistance due to the distance and time differences. Our eight inhabited
islands must be self-sufficient. Secretary Ridge recognized this and took the oppor-
tunity to visit Hawaii. I hope you will go there, too.

Hawaii, as an island State, depends heavily on air travel. We are waiting for TSA
funding to install in-line Explosive Detection System (EDS) machines. This need is
critical at all our airports. Honolulu International Airport serves more than 20 mil-
lion travelers each year, and each of the other islands have international travelers
as well. In fact, the neighbor islands combined serve as many visitors as Honolulu.
Because tourism is the State’s largest industry, crowded lobbies due to long wait
times pose a threat to this critical economic sector.

Judge Chertoff, I look forward to a productive working relationship with you. Con-
gress was the impetus for creating DHS. We want to work with you to ensure the
Department carries out its mission. I am pleased you have stressed the need to co-
operate closely with Congress, particularly this Committee, and to provide the infor-
mation we need to do our job. You will find this Committee very detailed-oriented;
but details are necessary to conduct effective oversight in order to provide you with
the resources and support you will need to be successful.

Thank you Madam Chairman. I look forward to hearing from our nominee.

1 Article from The Washington Post, appears in the Appendix on page 61.
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Senator AKAKA. I have a number of concerns, some of which I
summarize today. I want your assurance that you will defend the
Constitution to safeguard our civil liberties. The price of security,
we know, should never erode our constitutional freedoms, which
are essential to the preservation of this democracy.

We met a couple of days ago. You and I talked about the just-
released personnel regulations covering the 180,000 men and
women who staff DHS. To make these new regulations work, there
must be significant and meaningful outreach to the dedicated work-
force, the unions, and their managers.

Madam Chairman, I wish to insert into the record an editorial
from the January 31, 2005, The Washington Post that goes straight
to my concerns about the new DHS personnel rules.!

Chairman COLLINS. Without objection.

Senator AKAKA. That article talks about implementing a pay-for-
performance system without a strong performance management
system in place, internalizing employee appeals without inde-
pendent members and adequate external oversight, and the contin-
ued position by some that belonging to a union is a threat to na-
tional security.

DHS has been given by statute a prominent seat in the Intel-
ligence Community, but the Department will need to earn the re-
spect of that community through the quality of its analysis and its
response to threats. The Department must have the financial man-
agement systems and practices in place to provide meaningful and
timely information needed for sound and efficient management de-
cisionmaking.

I am particularly pleased that a provision similar to legislation
I sponsored is now law, thus bringing DHS under the Chief Finan-
cial Officer’s Act and ensuring a Senate-confirmed CFO who re-
ports directly to the Secretary of DHS.

Judge Chertoff, when we met earlier this week, we also discussed
my home State of Hawaii. Given the State’s unique geographic lo-
cation, 2,500 miles from the West Coast, there are unique chal-
lenges to securing Hawaii from asymmetric threats. For example,
when disaster strikes, Hawaii cannot call on neighboring States for
assistance due to distance and time difference. Our eight inhabited
islands must be self-sufficient. Secretary Ridge recognized this and
took the opportunity to visit Hawaii, and I hope you will be there,
too.

Hawaii, as an island State, depends heavily on air travel. We are
waiting for TSA funding to install in-line explosive detection sys-
tem machines. This need is critical at all our airports. Honolulu
International Airport serves more than 20 million travelers each
year, and each of the other islands have international travel, as
well. In fact, the neighbor islands combined serve as many visitors
as Honolulu does. Because tourism is the State’s largest industry,
crowded lobbies due to long wait times pose a threat to this critical
economic sector.

Judge Chertoff, I look forward to a productive working relation-
ship with you. I am pleased you have stressed the need to cooper-

1 Article from The Washington Post, January 31, 2005, entitled “Civil Service Reform,” appears
in the Appendix on page 61.
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ate closely with Congress, particularly this Committee, and to pro-
vide the information we need to do the job together. You will find
this Committee very detail-oriented, but details are necessary to
conduct the effective oversight in order to provide you with the re-
sources and support you will need to be successful.

Thank you, Madam Chairman.

Chairman COLLINS. Thank you. Senator Bennett.

OPENING STATEMENT OF SENATOR BENNETT

Senator BENNETT. Thank you, Madam Chairman.

I first met Michael Chertoff as a very green, very new Member
of the U.S. Senate when Senator Riegel was chairing the White-
water hearings and Michael Chertoff came in to inform those of us
that were unburdened with a legal education as to what was really
going on. I was tremendously impressed with him at that time,
learned a great deal from him, and have followed his career with
great interest.

I am happy to make it clear that I will be a very enthusiastic
endorser for his nomination. Mr. Secretary, I think it is, echoing
what Senator Warner said, a demonstration of your willingness to
serve your country that you will give up a lifetime appointment
with a permanent pension to step into a situation that can only be
described as dysfunctional.

That in no way is a criticism of Secretary Ridge. I said to this
Committee and my colleagues when the Department was created,
let us be under no illusions that it will work for at least 5 years.
The past history of departments put together like this dem-
onstrates that the administrative challenge of making something
like this work requires a tremendous amount of time and a tremen-
dous amount of talent, and I agree with those Senators who said
that Secretary Ridge has handled the first 2 years with great dis-
tinction. But the challenge is still just as great and I, for one, am
grateful to you, Mr. Secretary, for your willingness to take it on.

I will have some specific questions about the area of greatest con-
cern that I have, which is cyber security, which I have discussed
with the nominee in the confines of my office, and I will save that
for the questioning period.

Chairman COLLINS. Thank you. Senator Dayton.

OPENING STATEMENT OF SENATOR DAYTON

Senator DAYTON. Thank you, Madam Chairman.

Senator Bennett mentioned a lifetime appointment and a perma-
nent pension. He didn’t mention you also wouldn’t have to appear
before Senate committees, but all the more to your credit that you
are willing to take this assignment on. I apologize for not being
able to meet with you. Mad cow disease is one of the priorities in
Minnesota, so I apologize that that intervened.

I will save most of my comments for the questioning period, but
I do support very strongly what my colleague from Minnesota said.
You notice there are two Minnesotans on this Committee, so I will
be watching to see if you visit International Falls twice for every
one time you go to Honolulu. [Laughter.]

Particularly since this body has in the past debated the need for
additional funds for first responders, for local enforcement and re-
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sponse efforts and the majority decision was not to provide that ad-
ditional funding, it is particularly distressing to see these, what ap-
pear to me to be very arbitrary and nonsensical elimination of
funding for certain areas while others continue at the same or even
reduced level.

Senator Levin had mentioned the threat assessment. The people
I represent, the threat is omnipresent and telling people in one
area that their threat is not real in an era where, as September
11 showed, even the inconceivable is possible, just is not something
that I can get away with saying in Minnesota and I defer to my
colleagues elsewhere.

I also want to address later the Transportation Security Agency.
One thing we are all experts on is flying and getting in and out
of airports and the like, and while there have been some improve-
ments there since pre-September 11, there is also, in my view, as
a result of some of the management decisions that have been made,
less than optimal performance and consistency there.

So again, I will look forward to the chance to question you and
thank you very much for your dedication to our country.

Chairman CoOLLINS. Thank you. Senator Domenici.

OPENING STATEMENT OF SENATOR DOMENICI

Senator DOMENICI. Thank you, Madam Chairman.

Judge Chertoff, I didn’t ask you to come up and visit with me be-
fore you came here to testify because I had no reason to interview
you. I already know you. I will have ample time in this hearing to
discuss issues as I see them for my State and we will probably do
that in the next couple of days.

I want to hearken back for a minute to about 6 years ago. I was
visiting with then-President Clinton. He asked me if I would talk
with him about a problem and give him some suggestions. The
problem was the Immigration Service and the Border Patrol and he
said, “Senator, do you have any ideas on how to fix it up?” Frankly,
I said, I wish you could have asked me about any other thing. I
just don’t know the answer. Our borders are so broken that I don’t
know what to do about it.

Well, we haven’t fixed it. We just packaged it up and gave it to
DHS, and then we gave it an additional concern in that we now
live in an era of terrorism and our borders take on a huge new
level of importance.

I tell you that only because, Judge, you will have an enormous
job at DHS. Many of the pieces that we put together in the Depart-
ment are not functioning properly now, and it will be very difficult
to make them function after you inherit them, so I wish you the
best.

I hope you know that most of what you have to do is manage a
monster. I don’t know who the President could have nominated
that would have been a natural worldwide, renowned manager. He
had a choice and he picked you, not because you are a worldwide,
renowned manager, but because you are a very committed citizen.
You are very intelligent and every government job you have had,
you have done very well. You understand the law, and law enforce-
ment, and that is a big part of this job, so I wish you the very best.
There is no doubt in my mind that you will do it well.
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But I don’t want to join the chorus here who says you need more
money. You may need more money, but what we need to do is
make sure that you tell us what things you have to do and what
things you don’t think you have to do, and I must say they are not
always consistent with Congress’s wishes. That is why I won’t talk
to you about how you are going to distribute money in terms of
first responders. If I were to make you respond to that question
today, you might get some Senators angry enough that they
wouldn’t vote for you on the floor, because the truth of the matter
is, you can’t distribute first responder money the way all the Sen-
ators want it distributed. Some first responder requests do not pose
a significant enough risk to be funded. You know that, and you will
find it out more the longer you are in office, without question.

I expect you, without telling us how today, to not address every
risk that everybody tells you is a threat. I expect you to find a se-
curity plan, an overall strategy that tells us how to assess risks,
how to fund them and which ones are real threats. Every first re-
sponder request is not responding to a risk that is worth funding,
no question about it. Everybody that clamors for first responder
money knows that, but they want money, even for things that
aren’t necessarily risks we should be taking care of.

I close with a little story. When I was 16, I had a very bad bone
problem with one of my legs. The doctor told my mother that I
shouldn’t walk around too much, and over exert my leg, and she
said, “Oh, don’t worry. I will never let him move.” And the doctor
said, “Well, if you overdo this, you could put him in bed and leave
him there, and one day you could wake up to find that he has fall-
en out of bed and has broken his neck.”

So you can’t eliminate every risk. I thank you very much for try-
ing. Do the best you can, and good luck.

Chairman COLLINS. Thank you, Senator Domenici, though I am
not quite sure what the moral of that story is. [Laughter.]

I appreciate your comments.

We are very pleased this morning to be joined by two of our dis-
tinguished colleagues who are here to present the nominee. Senator
Lautenberg is a Member of the Committee, as well, so I would first
want to see if he has opening comments that he would like to give
and then call upon him to begin the introduction of the nominee.
I would note to Judge Chertoff that you are very fortunate to have
two such distinguished Members here with you today.

OPENING STATEMENT OF SENATOR LAUTENBERG

Senator LAUTENBERG. Thank you very much, Madam Chairman.
This might be considered double-dipping because first I get to make
my statement and then I get to introduce our distinguished guest
and friend.

On September 11, 2001, 700 of the Americans who lost their lives
were from our home State of New Jersey. The people of North Jer-
sey could see the smoke rising from the World Trade Centers. The
New York-New Jersey region was attacked on that terrible day and
our region continues to be most at risk of terrorist attack.

This morning, there was a plane crash at Teterboro Airport, a
very busy commercial airport in our State, and as I listened to the
report on TV, the first questions that seemed to arise from the
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commentators was whether this was sabotage or terrorism. It
shows you the sensitivity. If this had happened elsewhere in the
country, I doubt that question would have been raised. But when
you look at the region where the tragedy struck on September 11
in such proportion that we are still in shock over that day, it tells
you something.

Judge Chertoff and I have discussed the FBI’s finding that the
two-mile stretch between the Port of Newark and Newark Liberty
International Airport is one of the most at-risk areas in the entire
Nation for terrorist attack. That ought to be a top priority for pro-
tection.

Now, Michael Chertoff understands that risk and vulnerability
must be the principal yardsticks. I saw his head shaking positively
as Senator Levin talked about that and others about the risk fac-
tor. Right now, funds are not being distributed strictly on the basis
of risk and vulnerability. But I am confident that Judge Chertoff
knows that needs to be changed.

One of the recommendations in the 9/11 Commission report
states, “Homeland security assistance should be based strictly on
an assessment of risks and vulnerabilities and should not remain
a program for general revenue sharing.” So Senator Corzine and I
are drafting a bill to require that all homeland security grants for
terrorism prevention and preparedness be based on relative risk,
threats, and vulnerabilities, and our bill will follow the rec-
ommendation of the 9/11 Commission. It will give the Secretary of
Homeland Security the discretion and the authority necessary to
distribute Federal resources to those areas that are most at risk
and I hope that we will have the support of then-Secretary
Chertoff.

So I look forward to working with him on meeting the homeland
security needs of New Jersey and the entire Nation.

Madam Chairman, do I slip into my introduction at this point?

Chairman COLLINS. That would be great.

Senator LAUTENBERG. I thank you, because we are so pleased
that President Bush has nominated a kind of hometown fellow
from New Jersey. Judge Michael Chertoff is one so well suited for
this critical position of Secretary of Homeland Security. He has the
intellect, we understand that, both academically and as a member
of the Court of Appeals. We have seen him in several positions. I
had the good fortune to have recommended Judge Chertoff three
times. In this case, it is three times and you are in.

We are so lucky to have someone like Michael Chertoff who can
come in and take on this task following Secretary Ridge’s very ar-
duous task and getting the framework established in the first
place. It still has plenty to go, as Michael Chertoff knows, and he
is prepared to take on that task.

Judge Chertoff has the experience to be an excellent Homeland
Security Secretary, lengthy background in law enforcement, keen
understanding of New Jersey and America’s homeland security.
Judge Chertoff was born in Elizabeth, New Jersey, and distin-
guished himself academically as an undergraduate and law student
at Harvard. After graduating from law school, he served as a law
clerk to Judge Murray Gurfein on the U.S. Court of Appeals for the
Second Circuit. Following his clerkship on the Second Circuit,
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Judge Chertoff served as a clerk to a legendary Justice from our
home State, U.S. Supreme Court Justice William Brennan.

In 1990, Judge Chertoff became the U.S. Attorney for the District
of New Jersey. During his tenure, which lasted 4 years, he aggres-
sively attacked organized crime, public corruption, health care, and
bank fraud. And I particularly appreciate the critical role that he
has held in New Jersey, getting the State Legislature to investigate
racial profiling in our State. There was an expression that driving
while black should not be a crime, and it was a reference to a cas-
ual process that had people being stopped for no reason other than
the fact that they were people of color. That propelled the bill that
I introduced in the Senate to ban racial profiling.

Based on his past performance in so many different jobs, I am
confident that Judge Michael Chertoff will be a strong, effective
leader of the Department of Homeland Security and I am also con-
fident that he will make sure that States under actual risk and
threat of terrorism, including our own home State, obviously, get
an appropriate share of Homeland Security funding. It does matter.
We have seen reductions in funding in two of our major cities, Jer-
sey City and Newark, substantial reductions, and overall, a reduc-
tion of some 30 percent in funding available. We desperately need
that help to cope with so many problems that we have in the re-
gion.

Madam Chairman, you know that Judge Chertoff currently
serves on the prestigious U.S. Court of Appeals for the Third Cir-
cuit and I think a good measure of his commitment to public serv-
ice, as was said by others, is to give up a lifelong appointment on
the second-highest court in the land to accept President Bush’s call
to duty.

So, Chairman Collins and fellow Committee Members, I strongly
support Judge Chertoff's nomination. I am proud of him and proud
of the fact that he is going to have a chance to serve, bringing his
full skills and abilities of considerable proportion to do this job. I
urge this Committee to report the nomination to the full Senate as
soon as possible and I thank you, Madam Chairman.

Chairman CoLLINS. Thank you, Senator. Your endorsement
means a great deal to this Committee on which you have served
so well. Senator Corzine.

STATEMENT OF HON. JON CORZINE,! A U.S. SENATOR FROM
THE STATE OF NEW JERSEY

Senator CORZINE. Thank you, Madam Chairman and Ranking
Member Lieberman, and to all the Committee, thank you for allow-
ing me to join in both recommending and endorsing his candidacy
and speaking up for an individual who I deeply believe will do an
outstanding job as the Secretary of the Department of Homeland
Security.

I will say that, hearkening back to the Morris Udall comment
that whatever could be said has been said except by who is saying
it, sodI will be brief and I will submit my formal statement for the
record.

1The prepared statement of Senator Corzine appears in the Appendix on page 65.
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Before I do that, though, I do want to make a couple of com-
ments. First of all, I want to congratulate this Committee for tak-
ing on the intelligence reform issue and driving it to conclusion. I
think the leadership, both of the Chairman and the Ranking Mem-
ber and those on the Committee, has been extraordinary service to
the country, as well as the efforts of Secretary Ridge in serving as
the initial leader of this. So I think those need to be said.

I am sitting next to a remarkable individual. He is one of the
most able lawyers I think America has. Senator Lautenberg talked
about his credentials. He is intelligent, and as we heard in the 9/
11 Commission, we need imagination to be able to deal in pro-
tecting the American people. No one, I think, will bring greater in-
telligence and imagination to this effort than Judge Chertoff.

I know him as an honorable and impartial man. Sometimes peo-
ple will use that he is a tough, straight shooter. I think that is
what we need in this position. He will call them as he sees them.
I think the idea that he has demonstrated, as others have men-
tioned, that he is prepared to give up a lifetime appointment to
take on a job that will come with lots of rocks and stones and bows
and arrows from all of us is a statement to how committed he is
to public service.

This is the third time I have sat at a table recommending Judge
Chertoff. I have to admit he is a personal friend and I like the idea
he is from New Jersey. But I think this is one of America’s most
able public servants.

I know you are going to ask questions about detention. You are
going to ask questions about torture memos and other issues. I will
refer back to the work that I saw done at the New Jersey State
Senate level with regard to racial profiling. It was a test of bal-
ancing, protecting the American public, or protecting the New dJer-
sey public and our civil liberties. No one could have done that more
intelligently and then worked to try to create legislation that would
bring that to be addressed in a way that really searched for the
right balance.

I have read some of the writings, I have reviewed some of the
speeches, and I have had personal conversations about this search
for the right balance that, Judge Chertoff, we will certainly talk to
you about. I don’t think there is anybody better to be looking for
this.

Finally, I would just say this is a focused individual, policy-
based, objective. I think we need to follow the 9/11 Commission’s
recommendation on threat and vulnerability assessments. I would
like to make that case in the context of New Jersey. As Senator
Lautenberg said, we have got this two-mile stretch. Whatever the
outcome is, we really need to make sure that we are allocating
those scarce resources that Senator Domenici talked about based
on the optimization of protecting the American people on threat
and vulnerability. I think this is a man that will do it.

I have to lobby for something that I have been fighting for on
chemical plant security. We have seen in recent rail issues that the
vulnerability that is associated with our infrastructure can be
deadly just in its normal course of events, let alone within the con-
text of a terrorist attack.
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I hope that when it comes to setting priorities, we will all work
to help Judge Chertoff deal with something that I know that he
will imbue in how he goes about making his judgments, and I hope
we will all help him in the day-to-day operations, the managerial
issues that I think come from a colossally difficult job in managing
180,000 people in all of these 22 groups. I think this is the indi-
vidual that will do as good a job as anybody who could be put for-
ward and I proudly recommend him to the Committee. I hope you
will ask great questions about this balancing issue because I think
it is the question of our time, but I do think we have the right per-
son and I recommend him. Thank you.

Chairman COLLINS. Thank you very much, Senator.

I would be happy to have Senator Lautenberg come join us on
the panel and I would be happy to excuse Senator Corzine if you
do need to leave to go on to other events. We thank you very much
for being here today to present the nominee.

Judge Chertoff has filed responses to a biographical and financial
questionnaire, answered pre-hearing questions submitted by the
Committee, and had his financial statements reviewed by the Of-
fice of Government Ethics. Without objection, this information will
be made part of the hearing record, with the exception of the finan-
cial data, which are on file and available for public inspection in
the Committee offices.

Our Committee rules require that all witnesses at nomination
hearings give their testimony under oath, so Judge Chertoff, I
would ask that you stand and raise your right hand.

Do you swear the testimony you are about to give the Committee
will be the truth, the whole truth, and nothing but the truth, so
help you, God?

Judge CHERTOFF. I do.

Chairman CoLLINS. Thank you. Judge Chertoff, I understand
that you have some family members present and I would invite you
to present them to the Committee at this time.

Judge CHERTOFF. Actually, my wife, Meryl, is present. She is sit-
ting right behind me.

Chairman COLLINS. We welcome you to the Committee today.

Judge CHERTOFF. I do have two children. They are at home and
they should be in school. [Laughter.]

We will find out when I get back.

Chairman COLLINS. Do you have a statement you would like to
make at this time? If so, please proceed with your statement.

TESTIMONY OF HON. MICHAEL CHERTOFF,! TO BE SEC-
RETARY OF HOMELAND SECURITY, U.S. DEPARTMENT OF
HOMELAND SECURITY

Judge CHERTOFF. Thank you. Chairman Collins, Ranking Mem-
ber Lieberman, and Members of the Committee, I am pleased to
appear before this Committee as you consider the President’s nomi-
nation of me to be Secretary of Homeland Security.

1The prepared statement of Judge Chertoff appears in the Appendix on page 72.

The biographical information and pre-hearing questionnaire of Judge Chertoff appears in the
Appendix on page 74.
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I want to begin by thanking my family, whom we have just men-
tioned, for their support and sacrifice.

I also want to thank Senators Lautenberg and Corzine for their
introductions. I have known them and I have been friends with
them for a long time. They are distinguished public servants and
t}llleir praise means a great deal to me professionally and person-
ally.

I was deeply honored by the President’s decision to nominate me
to be Secretary of DHS. As I said at the time of the announcement,
if confirmed, I would feel privileged to serve with the thousands of
men and women who stand watch protecting America’s security
and promoting America’s freedom.

Since September 11, 2001, the challenge of our generation has
been to defend our country against the evil of terrorism while hon-
oring our fundamental commitment to liberties and privacy. We
must work together to preserve an America that is safe, secure,
and free.

I want to take this opportunity very briefly to outline some of the
experiences which I will bring to bear if I am confirmed as Sec-
retary of DHS.

As Assistant Attorney General of the Criminal Division of the
Department of Justice from 2001 to 2003, I shared in the manage-
ment of the Department during and in the wake of the attacks of
September 11. As a consequence, I have had the rare experience of
managing a critical government organization under the stress of a
national emergency. I became fully familiar with the central ele-
ments of the war against terrorism, the strategic response, the
need to break down barriers to intelligence sharing, the imperative
of cooperating with other agencies, including what became the De-
partment of Homeland Security, and the importance of negotiating
cooperation with our State and local government officials and our
counterparts overseas.

While serving as the head of the Criminal Division, I was re-
quired to evaluate information from many intelligence agencies as
a prerequisite to operational decisionmaking. As a result, the val-
ues and the limitations of intelligence are familiar to me as a man-
ager.

Additionally, I reconfigured many of our component sections to
push resources into the field and to increase our operational capac-
ity. My style is to lead by example, and that includes a willingness
to get into and understand the challenges faced in the field.

I have also dealt directly with the issue of security at a State and
local level. As a young prosecutor, I worked closely with agents
from services which have now become part of DHS, including the
Customs Service and the Secret Service, and with first responders,
such as State police and local police.

As a United States Attorney in the 1990’s, State and local offi-
cials joined me in fashioning a comprehensive response to address-
ing urban crime and social problems under programs such as Weed
and Seed. I have learned to appreciate the perspectives of State
and local officials because I have shared their vantage point, and
just as important, from my vantage point on September 11 and in
the weeks and months that followed, along with everyone else in
America, I saw and honored the heroism and sacrifice of fire fight-
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ers, police, and other emergency response professionals. If con-
firmed, I look forward to working with them to make the great
promise of this still young Department a reality for them and those
they serve.

I also believe the Secretary of Homeland Security will have to be
mindful of the need to reconcile the imperatives of security with
the preservation of liberty and privacy. As an attorney representing
indigent defendants, as a legislative counsel examining racial
profiling, and as a U.S. Circuit Court judge, I have committed to
fostering liberty and privacy. If confirmed, I will draw on this back-
ground to promote measures that enhance our security while af-
firming our constitutional values.

Finally, the cornerstone of my leadership philosophy has always
been this: Respect those with whom you work. That means invite
candid discussion and advice, make prompt decisions, articulate
clear goals, expect accountability, and reward service.

If I am confirmed as Secretary, we will work as a Department
to improve our technology, strengthen our management practices,
secure our borders and transportation systems, and most impor-
tant, focus each and every day on keeping America safe from at-
tacks. I will be privileged to strive under the leadership of Presi-
dent Bush to accomplish these goals. I will also look forward to
working with this Committee and with Congress in pursuit of our
shared goal of keeping America secure and free. I cannot promise
perfection in our efforts, but I can promise we will work tirelessly
and do everything within the law to keep our Nation safe.

I will be pleased to answer questions from this Committee.
Thank you.

Chairman COLLINS. Thank you, Judge Chertoff.

There are three standard questions that the Committee asks of
all nominees and I would like to dispose of those first.

First, is there anything that you are aware of in your background
which might present a conflict of interest with the duties of the of-
fice to which you have been nominated?

Judge CHERTOFF. No.

Chairman COLLINS. Second, do you know of anything personal or
otherwise that would in any way prevent you from fully and honor-
ably discharging the responsibilities of the office to which you have
been nominated?

Judge CHERTOFF. No.

Chairman CoOLLINS. Third, do you agree without reservation to
respond to any reasonable summons to appear and testify before
any duly constituted Committee of Congress if you are confirmed?

Judge CHERTOFF. Yes.

Chairman COLLINS. And Judge, I am going to add a fourth ques-
tion because this was brought up by several Members. The Com-
mittee has several ongoing investigations involving the Department
of Homeland Security and many of us have experienced difficulties
in gaining access to information and individuals during the course
of our investigations, so I am going to ask you, do you agree to co-
operate with the Committee’s investigations?

Judge CHERTOFF. Yes.

Chairman COLLINS. Thank you, Judge.
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We will now start the first round of questions. They will be lim-
ited to 8 minutes each. I want to assure each of our Members that
there will be a second round, so I would ask you to adhere to the
8 minutes so that every Member gets to speak before it gets too
late in the day. But there will be a second round.

Judge Chertoff, many of the Members of this Committee have
mentioned that you are giving up a very prestigious judicial ap-
pointment, a lifetime appointment on one of the most prestigious
courts in the country in order to take over a troubled Department,
a Department that has experienced and undoubtedly will experi-
ence growing pains. I want to start my questioning by asking you,
why are you willing to give up your very secure position to take
on such an extraordinarily difficult job?

Judge CHERTOFF. Senator, thank you for the question. I want to
begin by saying that the nomination and confirmation by the Sen-
ate of my appointment as a circuit judge was the high point of my
professional life and I have loved every minute of my service on the
Court of Appeals.

But September 11 and the challenge it posed was, at least by my
lights, the greatest challenge of my generation and it is one which
touched me both personally and in my work at the Department of
Justice. The call to serve in helping to protect America is the one
call I could not decline, and I have to say, since having begun the
process with the announcement by the President of his intent to
nominate me, I have been privileged as I travel back and forth
from home to Washington, D.C., to have people come up to me and
express how much they care about the work of the Department and
how important it is to them. I think they have a sense of owner-
ship, unlike any I have ever experienced, and that has redoubled
my sense that it was right for me, if I can add value and make a
contribution, to put my personal considerations aside and to accept
this challenge.

Chairman COLLINS. Judge, speaking as one Senator, I am very
impressed with your commitment and your willingness to make
that sacrifice for your country. I think it reflects a deep commit-
ment to public service for which I salute you.

In your responses to the Committee’s pre-hearing questionnaire,
you talked about the balance that I mentioned in my opening state-
ment between liberty and security. In a speech that you gave at
Rutgers Law School in 2003, you discussed the balance between
the government’s need to exercise emergency powers in times of
crisis with the need to protect civil liberties and you said the fol-
lowing, “Measures that are easily accepted in the sudden response
to overwhelming crisis demand somewhat greater testing in the
light of experience. In the heat of the battle, the decision maker
has to rely on foresight because he has no hindsight. We should,
therefore, not judge him in hindsight, but at the same time, when
hindsight does become available, we would be foolish if we did not
take advantage of its lessons for the future.”

You were involved in developing the Justice Department’s inves-
tigative strategy in the immediate aftermath of the attacks on our
country. In your view, looking back now, did the Department strike
the right balance in the policies that it pursued?
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Judge CHERTOFF. Senator, let me begin by making the principle
I believe in very clear. I believe that we cannot live in liberty with-
out security, but we would not want to live in security without lib-
erty. So we need both of those to fashion the architecture of our
civilization going forward.

I believe in the response to September 11, the Department, at
least speaking from my vantage point, did everything we could to
strike the right balance. But I also know the lesson of history is,
as I said in the speech, dealing in a crisis, particularly an unex-
pected crisis, fashioning a response with the tools that we have at
hand, there are inevitably going to be imperfections, and the crit-
ical thing is to learn from things that experience teaches us.

In response to our efforts after September 11, I think there has
been considerable review of that, for example, by the Inspector
General. I have appreciated the opportunity to look at what the In-
spector General found and I think there are some lessons which we
have learned and can continue to learn as we attempt to get ever
closer to what I think is that ideal balance between liberty and se-
curity.

Chairman COLLINS. Judge, one of the greatest challenges that I
believe that you will face is strengthening the security of our ports.
This is an area that I do believe has not received the attention it
deserves nor the funding that is needed. The Coast Guard, for ex-
ample, has estimated that implementing the Maritime Transpor-
tation Security Act would cost $7.3 billion over 10 years, yet in the
current fiscal year, the Department of Homeland Security will dis-
tribute only $150 million in port security grants. That is a huge
gap. But that is a major step forward, believe it or not. That was
the first budget in which there was funding that exceeded $100
million.

We have three ports in my home State, including the economi-
cally strategic port in Maine’s largest city of Portland. They still
have significant needs in terms of port security. I hear from the di-
rector of the port that there is not enough flexibility in the system
nor enough funding.

In response to written questions from the Committee, you noted
that this is an important area. Can you tell me what you plan to
do to improve the security of our ports and will you push for more
funding?

Judge CHERTOFF. Well, I am acutely aware, because I also come
from a State which has major ports, of how important the issue of
ports are from a standpoint of our security. I know the Department
has already taken steps forward in terms of the screening and in-
spection of cargo. I know the Coast Guard has taken steps to im-
prove port security. But I know we have a lot left to do.

My general philosophy on all of these issues of protecting our
vulnerable infrastructure is to be disciplined about identifying and
prioritizing so that we are not spending all of our effort on one type
of infrastructure, for example, aviation, and neglecting other parts,
such as ports and cargo.

I do think we need to be flexible. I think we have to have a for-
mula for funding and a formula for lending assistance to State and
local governments across the board that takes account of the reality
of vulnerabilities and risks in making sure that we are making a
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fair allocation, and I think we need to encourage feedback to make
sure we are on the right path.

Chairman COLLINS. I recently visited our Nation’s two largest
ports in California, Los Angeles and Long Beach. Those two ports
alone handle some 43 percent of all the containers coming into our
country. Just a couple of days after I left, an alert crane operator
spotted 32 Chinese nationals in two separate containers who had
been smuggled into the country. That really concerns me, because
if the smugglers of illegal aliens know to use the container system,
then surely al Qaeda has identified that as a possible means of
smuggling an al Qaeda cell into our country. Despite all the high-
tech cameras and other surveillance techniques and the Depart-
ment’s screening programs, none of those caught these illegal Chi-
nese citizens. It was, in fact, an alert crane operator.

What does that say about the effectiveness of the programs that
we have now to ensure that containers have cargo that is harmless
to our country and important to our commerce rather than con-
taining threats to our country, such as the makings of a dirty bomb
or even terrorists themselves?

Judge CHERTOFF. I share your concern about the story. I read it.
I don’t know the facts. I think every time there is an instance
where we find a penetration of our security, whether it be people
coming in through containers or people slipping things into air-
ports, it raises a concern in my mind.

It seems to me these are opportunities to learn. We need to go
back and see what this tells us about something that we are not
doing and then we ought to make adjustments. And one of the
things I would hope to do if confirmed is set about finding out with
respect to this and other instances what the lesson is.

Chairman COLLINS. Thank you. Senator Lieberman.

Senator LIEBERMAN. Thanks, Madam Chairman. Thanks, Judge
Chertoff.

I want to go to some of the questions that have been raised about
things that happened that you may have been involved in while
you were head of the Criminal Division at the Department of Jus-
tice post-September 11. After September 11 and the attacks, do you
recall participating in the development of the investigative strategy
at the Department of Justice that led to the detention of a large
n{n;lber of people on immigration violations, I believe over 760 peo-
ple?

Judge CHERTOFF. Yes.

Senator LIEBERMAN. In April 2003, the Inspector General for the
Department of Justice determined that there had been wrongdoing
in the carrying out of that policy, and that many of the detainees
had been encountered by investigators coincidentally with no con-
nections to leads on terrorism. Others were detained based on
anonymous tips from the public suspicious of Arab or Muslim
neighbors who, in their opinion, were keeping unusual schedules.
Once detained, a significant number of the individuals were not al-
lowed to call their lawyers or their family, and according to the IG,
some were physically abused. The detainees were held for an aver-
age of 80 days, according to the IG’s report, primarily because of
FBI delays in clearing them, and in the end, none of the detainees
were charged in connection with terrorist activities.
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Needless to say, I, and I know most everybody who read the IG’s
report, was very troubled by the findings. I wanted to ask you now
what was your reaction to the report, whether you think mistakes
were made in the carrying out of that strategy that you helped de-
vise at the Justice Department.

Judge CHERTOFF. I am happy to answer that, Senator, and if I
may, just for a moment, to set the context of the policy as I partici-
pated in formulating it.

Senator LIEBERMAN. Please.

Judge CHERTOFF. I remember very vividly in the couple of days
after September 11 being struck by the fact that 19 hijackers had
seamlessly gotten into the country, gotten on airplanes, and with
the exception of the heroism of the passengers in the last plane,
had carried out their missions. Based on my experience inves-
tigating, it seemed obvious to me that there was a likelihood that
there were other people in the country who had assisted them,
wittingly or unwittingly, in carrying out their mission.

I also thought, based on the history of al Qaeda, there was a very
serious risk that there were going to be other attacks, including,
to be honest, attacks that would be worse than September 11.

So the objective, as I saw it, and I think this was generally
shared, was to begin the kind of investigation we would normally
do but compressed in a very tight time frame and on a huge scale,
using in many cases agents who had never had prior experience
with terrorism. And the mandate that went out was, follow all of
the leads that are generated by the hijackers and their behavior.
For example, if we found pocket litter in a rent-a-car that had been
used by a hijacker and there are phone numbers, follow the num-
bers, credit card receipts.

Senator LIEBERMAN. Right.

Judge CHERTOFF. So that was the plan as conceived and I think
that it was a reasonable plan under the circumstances.

What I did not participate in was the actual decisionmaking
ﬂboutdwhere people should be detained or how they should be

oused.

I did read the IG report when it came out and I was troubled
to see that certainly the plan as conceived had not always been ex-
ecuted perfectly. For example, I understand from the report that
there were agents who sometimes perhaps took a tip without much
foundation and used that as a basis to pursue investigation. I un-
derstand that because I know that, particularly in New York, peo-
ple were laboring under the emotional stress of seeing their col-
leagues killed, under very difficult physical conditions. But clearly,
that is something that is regrettable.

I understand, in fact, was informed at the time there were delays
in clearing people, the idea being that everybody who was arrested
was in violation of the law, so they were lawful arrests——

Senator LIEBERMAN. They were, and let me just clarify, in viola-
tion of immigration——

Judge CHERTOFF. Immigration or criminal laws.

Senator LIEBERMAN. Right.

Judge CHERTOFF. And everybody who was detained was detained
in accordance with the law, but nevertheless, the policy was to try
to clear people as quickly as possible so that we no longer had to
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argue to keep them detained. I understand that process was slow-
er. In fact, I raised it a couple of times with the FBI during the
process. But again, they were operating from a position of simply
never having had to contend with this kind of pressure.

As far as the reports by the Inspector General concerning people
not getting access to lawyers, that was, frankly, not something I
was aware of at the time. That is clearly not something that should
have happened. And to the extent that there were instances of
guards acting in an improper fashion, that is also clearly inappro-
priate and my understanding is that, I think, probably is under in-
vestigation as we speak.

Senator LIEBERMAN. I appreciate your answer. I must say, the
part of the IG’s report that most agitated me was the fact that peo-
ple would be held without a right to counsel, which is such a fun-
damental right in the United States. I appreciate your saying that
you thought that was a mistake.

Let me ask you now, as you approach becoming leader of the De-
partment in which the Immigration and Naturalization Service and
other entities associated with immigrants are located, what would
you do to ensure that similar abuses do not occur again in the fu-
ture?

Judge CHERTOFF. Well, I know, first of all, that the Inspector
General recommended a series of steps. His report came out, I
think, a matter of days before I left for the bench, but I believe that
some of those proposals had already been put into effect. Others,
there was a commitment to put into effect. So clearly, we have to
again learn the lessons and put into effect protocols to prevent
these kinds of issues from arising again.

Part of it is intelligence and training. Frankly, if we have better
databases and people are better trained, and I believe that has
happened, the ability to identify who really has a link to terrorism
and who doesn’t is going to be enhanced. So that is going to elimi-
nate or reduce one set of problems. It also will make the clearance
problem become diminished because we will have a better ability
to get at databases. We won’t be wondering if we have complete in-
formation.

I think to the extent, and I think this applies across the board,
to the extent we deal with people who are properly and lawfully
detained because of legal violations, there should never be any pos-
sibility of those people being mistreated by guards. I think that if
a clear message is sent through the investigative and disciplinary
process, people will understand that a person is presumed inno-
cent. And even if we need to detain somebody in accordance with
the law because we are investigating the possibility of involvement
with terrorism, that is not an excuse or a license to mistreat that
person.

Senator LIEBERMAN. I thank you again for that. Let me say to
you that in the aftermath of September 11, as you well know, there
was and continues to be a lot of agitation about the Patriot Act and
how it was used to abuse individual freedoms. I personally find
some but little evidence of that. But I do find some significant evi-
dence that deprivations of due process and rights occurred, as in
this case, under immigration law, and that, in fact, immigration
law is greatly lacking in some of the fundamental due process pro-
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tections that we associate with what it means to be American or
be in America and enjoy American protections.

I would just finally ask you if you would consider, with every-
thing else we are asking you to do, to bring to bear in this new
position your law enforcement, your legal, and your judicial experi-
ence to recommend to the Congress and to the administration steps
that can be taken to improve the existence of due process in the
conduct of our immigration laws.

Judge CHERTOFF. I would certainly like to work on that, Senator.

Senator LIEBERMAN. Thank you.

Chairman COLLINS. Thank you. Senator Warner.

Senator WARNER. Thank you, Madam Chairman.

Judge, I am privileged to kind of step in every now and then and
help the District of Columbia with its problems, and during the
course of the inauguration, the District of Columbia, in coordina-
tion with Virginia and Maryland, really stepped up and did a mar-
velous job on the questions of security and other costs associated
with it. You need not respond to this question because your able
staff, whom I know quite well, right behind you are going to take
notes. But there is a question on the funding and the reimburse-
ment.

The budgets of the District are quite stretched and I want to
speak up on behalf of the Mayor and the citizens and the security
team that he put forth in this and see if we can’t ask your staff
to reconcile that situation.

Likewise, the Congressional delegations of Maryland and Vir-
ginia, working with the Representative for D.C., Eleanor Holmes
Norton, we put in an amendment to the homeland defense legisla-
tion establishing the Office of the National Capital Region. It is ba-
sically to coordinate issues regarding homeland defense. At some
point, not the first week or the second week, but at some point,
take a look at that because this region has the pride of the Nation’s
capital. So much of the infrastructure of our government is in the
two States and the Nation’s capital. I think that it needs to be
taken a look at and see if you can give it a little personal attention.

In due course, you will have the responsibility of determining
whether your current infrastructure space is adequate. I represent
to you I will be glad to help you on that. I think probably some
improvement is needed. Your predecessor, who did an admirable
job, did the best he could in a very short period of time.

And on other budget matters, I would hope to work with the
Chairman and Ranking Member of the Committee. If you think
there is additional funding needed, let us bring it to the attention
of this Committee and see what we can do to work it out.

Today’s Washington Post carried a very interesting article by a
highly recognized and respected journalist. I don’t know whether
you have had a chance to look at it or not, but I was rather in-
trigued here on your opening day to be greeted by this valentine
that dropped on your desk. [Laughter.]

It has got a number of critical points in here, but one that really
caught my eye, and I will repeat it, “Two arms of the Department
are gridlocked over efforts to secure hazardous chemicals on
trains.” Well, regrettably, we have witnessed here recently two in-
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cidents where there was a very tragic situation on trains. Can you
represent to us that you will move that agenda item up

Judge CHERTOFF. Yes.

Senator WARNER [CONTINUING]. And take a good look at it?

Judge CHERTOFF. I will.

Senator WARNER. Trains are very difficult to put secure. We saw
that tragic incident of the individual who presumably had a mental
problem and now caused the death of a lot of people. Our Nation’s
railroads are absolutely a central part of the infrastructure and we
have got to improve it.

Another point, and I am just going to ask this question just
forthright, and that is, again, we both served in the prosecutor’s of-
fice and I watched with great interest when you prosecuted cases
in my State of Virginia as a Federal prosecutor in the area of ter-
rorism. Time and time again, the issue of the identification of ter-
rorists comes up.

I think you have got to face up to this question of the national
I1.D. card and what this Nation should do about it. Have you got
some views that you would share with us this morning on that
tough issue?

Judge CHERTOFF. Well, Senator, I know it is a tough issue. I
know that there is legislation, I think in the Intelligence Reform
Act, that talks about setting national standards for drivers’ li-
censes.

Senator WARNER. Yes. That is sort of a fallback, in a way.

Judge CHERTOFF. Whether or not the country ultimately decides
it wants to move to some more standardized identification, I think
what I have observed certainly as a citizen over the years, my own
experience has been that the drivers’ license has become in many
respects the standard identifying document. In fact, I remember
trying to get into—I won’t even mention the agencies, but certain
buildings using my credentials and people saying, no, I want to see
your driver’s license instead.

That suggested the reality is, at a minimum, we need to make
sure that drivers’ licenses are reliable. There is no, it seems to me,
argument in favor of having unreliable licenses. So I certainly look
forward to working on that.

As to the larger issue, because I know it is complicated, it is
?Oﬁlething I would certainly want to study and consider very care-

ully.

Senator WARNER. Well, there are tremendous advancements in
the technical community as to how to take certain, whether it is
your eyes, your fingerprints, or so forth, and make that I.D. a very
credible instrument and one that does not lend itself to forgery or
wrongful duplication. You said if the country decides. You can’t sit
around waiting for the country to decide. Somebody has got to
stand up and let the brickbats come at them and make the rec-
ommendation and hopefully the Congress will step up to that tough
decision and give you the support that you feel the issue deserves.

I think that the terrorists have an agenda for this Nation and
I think the work that has been done by Secretary Ridge and others
has heavily contributed to deterring a major attack. But we will
have to sleep with one eye open for the indefinite future and I feel
very comfortable with you there. You are kind of like the boxer sit-
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ting in his corner and that bell is ringing and when you come out,
you start swinging, because this article this morning points out
that apparently more clout is needed, and you understand what
clout is.

Judge CHERTOFF. I do.

Senator WARNER. You do, and you don’t need this Committee to
put that definition before you. You are ready to exercise it and see
that your cabinet position elevates itself and you take on the Sec-
retary of Defense, is that correct?

Judge CHERTOFF. I am prepared to use every faculty at my com-
mand to make sure that we get the job done.

Senator WARNER. Thank you, sir. With that, I think I will yield
back my time.

Chairman CoLLINS. Thank you, Senator. Senator Levin.

Senator LEVIN. Thank you, Madam Chairman.

Judge Chertoff, the 9/11 Commission said the following about the
allocation of homeland security funds. “Homeland security assist-
ance should be based strictly on an assessment of risks and
vulnerabilities,” Do you agree?

Judge CHERTOFF. That is my philosophy, yes.

Senator LEVIN. Now, there are a number of questions which have
been raised about your actions when you were head of the Criminal
Division and I would like to spend the balance of my time this first
round on those issues.

I think you have acknowledged having conversations from time
to time with lawyers from agencies outside of the Department of
Justice who were seeking advice related to specific interrogation
techniques. Was the CIA one of those agencies that talked to you?

Judge CHERTOFF. I think, Senator, and this is the position I took
with the staff, I did speak with lawyers for the intelligence commu-
nity. I don’t know that identifying a specific agency is—might be
getting into betraying a confidence, which I feel that I am kind of
committed to honor. I am certainly, though, and I have indicated
that I will be pleased to indicate what my position was and what
I communicated to those lawyers.

Senator LEVIN. OK, and we will get to that. Does the Federal
statute that prohibits torture, 18 U.S. Code 2340, apply to the CIA?

Judge CHERTOFF. My understanding is that the statute applies
to official action. I don’t have the statute in front of me. I have a
recollection that there is a geographic limitation to the statute, but
I may be wrong about that.

Senator LEVIN. But that it applies to—I think you are wrong
about that, but that it does apply to all employees of the Federal
Government?

Judge CHERTOFF. My understanding is it applies to any official
action. I think it also applies to foreign official action.

Senator LEVIN. Now, the statute defines torture as, “an act com-
mitted by a person acting under the color of law, specifically in-
tended to inflict severe physical or mental pain or suffering upon
another person within his custody or physical control.” A memo-
randum interpreting that statute by the Department of Justice’s
Office of Legal Counsel, which was not your division but neverthe-
less you are familiar with it, obviously, that memorandum was pre-
pared for White House Counsel Alberto Gonzales on August 1,
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2002. It defined, “severe physical pain or suffering” as pain rising
to the “level that would ordinarily be associated with a sufficiently
serious physical condition or injury, such as death, organ failure,
or serious impairment of bodily functions.”

You said in your answers to pre-hearing questions that the Office
of Legal Counsel showed you a draft of what you, “believe devel-
oped into the August 1 memorandum” to obtain your views on how
a prosecutor might apply the anti-torture law in a practical sense.
Is that accurate?

Judge CHERTOFF. That is correct.

Senator LEVIN. All right. Now, do you agree with the definition
of torture contained in the August 1, 2002, memo?

Judge CHERTOFF. Let me begin by saying, first of all, of course,
torture is illegal, so we begin with that proposition. And, in fact,
the President has said that on a number of occasions.

Second, I don’t—since I saw a draft of what I believe became this
memo, I don’t remember if that language was in it or whether it
was used as or purported to be kind of a bottom-line definition.

Senator LEVIN. My question is do you agree, not did you. I will
get to the “did” in a moment.

Judge CHERTOFF. With that as a—I do not believe that definition
is a sufficiently comprehensive definition of torture.

Senator LEVIN. All right. Now, let us go back in time. Did you
object to the definition in the memo in 2002?

Judge CHERTOFF. As I say, because I don’t remember the way it
was specifically worded, I can tell you that my role in dealing with
the memo was limited to this. I was asked to communicate what
my views were as a kind of practical prosecutor about how a stat-
ute like the torture statute would be applied, and my essential po-
sition—and again, this is talking to other lawyers so it is really
lawyer-to-lawyer kind of discussion—was that when you are deal-
ing with a statute with a general standard and an intent issue, the
question of good faith and an honest and reasonable assessment of
what you are doing becomes critical and whether or not a par-
ticular type of thing that someone proposes to do violates the stat-
ute is going to depend on whether a prosecutor views it as a viola-
tion of the statute is going to depend a great deal upon whether
the particular technique is specifically mentioned in the statute, or
if it is not, whether the people who are thinking about doing it are
making an honest assessment about whether what they are going
to do rises to the level of the statute.

I guess my bottom-line advice was this. You are dealing in an
area where there is potential criminal liability. You had better be
very careful to make sure that whatever it is you decide to do falls
well within what is required by the law.

Senator LEVIN. Wasn’t the main purpose of that memo to address
the definition of torture? How could that issue not have come up?

Judge CHERTOFF. It is—again, since I was not involved in the
process of how the memo was generated, I can’t tell you why it was
generated or what the purpose was. And, of course, to the extent
there was scholarship done or review of cases or legal materials,
I had no involvement in that and frankly don’t know what those
were.
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I could only give the practical advice that I have, I guess, based
on my experience over the years in dealing with this kind of stat-
ute, and that advice was very simple. You are dealing with a defi-
nition which in some respects is general. There is an intent issue
in the case. You had better be sure that you have good faith and
you have operated diligently to make sure what you are consid-
ering doing is well within the law.

Senator LEVIN. Last weekend, the New York Times reported that
you were consulted on several occasions by the CIA as to whether
CIA officers risked prosecution by using particular interrogation
techniques. The article stated that, “one technique that CIA officers
could use under certain circumstances without fear of prosecution
was strapping a subject down and making him experience a feeling
of drowning.”

Now, it is unclear whether or not they are quoting somebody as
saying that was your comment, but nonetheless, that is in the arti-
cle. Do you believe that the technique which was described in the
New York Times article violates the statute?

Judge CHERTOFF. Again, and this is—I am confident I was con-
sistent about this on the handful of occasions this question came
up. As a prosecutor, and in dealing with lawyers, as a prosecutor,
institutionally, my position was not to give advance advice about
what you can do. It was to look at a historic state of facts and then
determine whether the statute applies. So I was not prepared to
say to people, to approve things in advance or to give people specu-
lative opinions that they might later take as some kind of a license
to do something.

My position was limited to making sure people understood—and
these are lawyers I am talking to—that what is critical here is the
honest good faith assessment by these people of what the effects of
what they are doing is and how it measures against the statute.

Senator LEVIN. Let me just wind this question up because I am
almost out of time. Were you asked whether or not that technique,
the use of that technique, would subject the user to prosecution?
Specifically, were you asked?

Judge CHERTOFF. I am sure a number of techniques were men-
tioned to me. It is sometimes difficult now in retrospect to know
what I was told at the time versus what I have now read in the
copious discussion in the press. But I can tell you that whatever
was mentioned to me at the time, my answer was exactly the same.
I am not in a position to evaluate a set of facts based on a hypo-
thetical circumstance.

I will tell you, if you are dealing with something that makes you
nervous, you better make sure that you are doing the right thing
and you better check it out and that means doing honest and dili-
gent examination of what you are doing and not really putting your
head in the sand and turning a blind eye.

Senator LEVIN. To summarize, you would not, then, have given
a yes or no answer to that question?

Judge CHERTOFF. Correct.

Senator LEVIN. Thank you. Thank you, Madam Chairman.

Chairman COLLINS. Thank you. Senator Coleman.

Senator COLEMAN. Thank you, Madam Chairman.
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I am just going to touch briefly on the torture issue just so it is
clear and it is very clear for the record here and it is certainly clear
in your answers. You stated the President has said that, “torture
is wrong no matter where it occurs,” and your position on that
is—

Judge CHERTOFF. Exactly correct. I completely support the Presi-
dent’s view on that.

Senator COLEMAN. And as a former prosecutor, I must say,
Judge, I have great respect for your analysis and basically telling
folks, if you are not sure it is a problem, you had better act very
carefully. You had better look at the statute. But my concern, as
we have this discussion, is that we get into situations where we are
judging certain techniques and making judgments and coming to
speculative opinions about things that are in front of us. I think
that could be dangerous, so I respect your analysis and I respect
your judgment.

I associate myself with the comments of the Ranking Member,
Senator Lieberman, who talked about this issue of basic notions of
due process, right to counsel, very basic stuff, no license to mis-
treat, and adhering to those standards are important and what I
h}(leard from you today was a reflection of that and agreeing with
that.

The other side of that is I want to make sure that we are not
gun shy in these areas. That may not be a great analogy, but our
Permanent Subcommittee did an investigation of sham tax trans-
actions. We had the IRS in front of us and the IRS went through
a lot of difficulties with this Congress over abusive behavior across
a number of years and I almost got the sense that they were then
stepping back where they should have been stepping in because of
the nature of their experience here.

So with that fundamental understanding, notions of due process,
notions of liberty, no license to mistreat, I would hope, then, that
we are not hesitant to step forward and do those things to protect
security where they need to be done, the Patriot Act being a good
example.

Judge CHERTOFF. I can say the Patriot Act, for example, in the
areas in which I dealt with it, was a significant aid in allowing us
to pursue terrorism cases. To be very brief about it, I was surprised
shortly after I came on the job to realize there were large amounts
of intelligence relevant to terrorism that I was legally forbidden to
see as head of the Criminal Division because of this wall between
intelligence and law enforcement. And when the act brought that
down and a subsequent court decision brought that down, I was as-
tonished at what there was that we could now use to make cases
and actually prosecute people involved in terrorism because we
could have the full picture, and I think that is an example of a very
important step forward.

Senator COLEMAN. And it has been effective.

Judge CHERTOFF. Yes.

Senator COLEMAN. I was very pleased that the Chairman decided
to ask a fourth basic question—and you said you would cooperate
with the investigations of this Committee. I take it that also means
Subcommittees of this Committee.

Judge CHERTOFF. Yes.
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Senator COLEMAN. The Permanent Subcommittee is looking into
the issue of container security. Ranking Member Levin and I, along
with the Chairman and Senator Lieberman, Ranking Member of
the full Committee, have submitted two letters to Under Secretary
Hutchinson, chairman’s letters requesting certain documents, so
again, I take it that the answer is an affirmative across the board
and we look forward to working with you on that.

Judge CHERTOFF. Yes, it is.

Senator COLEMAN. Let me just go back to my issue of commu-
nications one more time. I understand the issue of standards for
funding that have to be based on risk and assessment. My concern
is how you get there. My concern is the process that is used in
making that assessment and that it is not a Washington bureau-
cratic process, but it is one that understands what is happening on
the ground. That is our concern, Senator Dayton and I representing
Minnesota, with what happened in Minneapolis and St. Paul. Any-
body who looks at a map or anybody who just knows the name
“Twin Cities” understands that they work hand in hand. You have
an assessment process that in the end zeroes out completely fund-
ing for one entity, one urban center, while putting a lesser amount
of money in the other urban center. So my concern is with the proc-
ess, not with the political decision, are we getting money, but is the
Department communicating in a way with folks at the local level
so they really know what is going on.

One other issue of communication, HBO had a film called “Dirty
War” which described the chaos of a dirty bomb

Judge CHERTOFF. I saw that, yes.

Senator COLEMAN. It is worth looking at.

Judge CHERTOFF. Yes, I saw that.

Senator COLEMAN. One of the issues there was this whole issue
of first responders not saying that they were adequately trained,
didn’t get adequate information. I have had a conversation, for in-
stance, with the Hennepin County Sheriff’s Office, Captain Brian
Johnson, who from his perspective still feels that the lines of com-
munication between the sheriff’s office and Homeland Security and
local officials needs improvement, God forbid we ever have to test
that out.

From your vantage point, can you tell me, give me a sense of
where the Department can go to satisfy those concerns of folks at
the local level that there is adequate communication with the folks
at the Federal level?

Judge CHERTOFF. First of all, I totally agree with that one, if the
keys to our protecting against vulnerabilities and our ability to re-
spond if, God forbid, we have an attack, is the ability to work in
partnership with State and local officials, tribal people, and private
people, and we can’t do that if we are not prepared in advance.

I know, for example, the FBI has Joint Terrorism Task Forces
and a long history of working across the board. It seems to me one
of the things I want to make sure about if I am confirmed, very
soon after I get on board, is to see that we have an adequate net-
work of communication with the responsible people in each of the
States through which we can go back and forth in terms of infor-
mation, not just our sending information down, but understanding
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their practical constraints and what they need in order to respond,
for example.

I agree with you, Senator. This is an area where we can’t use a
cookie cutter. Every State is different. I mean, there are geographic
issues, as you point out, that certainly cry out as a matter of com-
mon sense for treatment that is different from treating two cities
that are 500 miles apart.

I don’t know why the Department sometimes misses that. As I
said, people make mistakes. What I do want to put into place is
a strong system of feedback so that before we reach a final deci-
sion, if we are doing something silly, we hear about it. I am quite
confident that we will always have some disagreement, but I would
like to believe that at least it is disagreement that comes after in-
telligent discussion and analysis.

Senator COLEMAN. But let me add another wrinkle to the issue
of communication, and first, let me state that having worked with
the Joint Terrorism Task Force, they are pretty effective, certainly
in our area, very effective. So it is a good model and I get good
feedback on that.

The other wrinkle is an issue for border States, myself, the
Chairman and Senator Levin, and that is dealing at a border area
where you have local officials dealing both with Federal officials
here and folks from another country. In my last visit up to Grand
Marais, the border area in Minnesota, they talked about the dif-
ficulty of communicating with the Canadians.

So you have the issue of local-Federal, and then on the other
hand you have an international piece there. Can you talk a little
bit about your sense of where that is at today and the kind of
things we can do to strengthen the coordination between folks at
the local level, another country, and folks at the Federal level?

Judge CHERTOFF. Well, I think that is an important point and we
see both at the border, obviously with Canada and Mexico, and also
with respect to cargo, for example, in dealing with our friends over-
seas. We can’t do this alone. This is an area where I have to say
I have some experience from my prior job at Justice. We made a
real effort to go out and meet our counterparts in other countries
and form strong working relationships, actually putting people
overseas to work side by side with foreign prosecutors, and that
taught me that we actually have a terrific relationship with our
overseas partners when it comes to dealing with the issue of ter-
rorism.

I think it is important to have not only at the Federal level con-
tacts with the Canadian Government and the Mexican Govern-
ment, but also bringing local officials into that process so that we
can really try to reach some kind of a symmetry. I know there are
differences in the legal systems, but we have certain things that we
have to get if we are going to keep our borders open and also se-
cure.

Senator COLEMAN. There are also differences in communication
technology. There is a difference in licensing of firearms, the whole
range of things——

Judge CHERTOFF. Yes.
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Senator COLEMAN [continuing]. That make it very tough for folks
at the local level up there to have the level of coordination they
need.

Judge CHERTOFF. I know that.

Senator COLEMAN. Thank you, Madam Chairman.

Chairman COLLINS. Senator Lautenberg.

Senator LAUTENBERG. Thank you, Madam Chairman.

I am satisfied that, with the responses that we have heard from
Judge Chertoff as to risk-based needs and understanding of the
need to protect civil liberties even as we go on a search to eliminate
the possibility of terrorist attacks and organizations forming that,
having that in mind. So I am going to try to just narrow it down
to a couple of things.

I wonder whether, Mr. Chertoff, you have had a chance to look
at things like the color-coded system. I find it to be kind of pecu-
liar, because in the State of New Jersey, we have been on orange
alert and they have identified buildings and locations where we are
susceptible to attack and have seen commentaries that we uncov-
ered that describes these specific places. To me, a color-coded mes-
sage that doesn’t tell you what to do doesn’t do anything but raise
the anxiety level. Do we want people to just stay home, not go to
the doctor, not go to school, not go to work? That is totally imprac-
tical and I wonder whether you have had a chance to think about
that. If not, I would commend it to your attention and hope that
you will be able to get onto that very quickly. Do you have any re-
sponse to that?

Judge CHERTOFF. My only brief thought, Senator, of course, hav-
ing experienced it up to now as a—at least for the last 2 years as
a citizen, is I do understand the value of having a notification sys-
tem for our State and local counterparts. Obviously, the more spe-
cific we can be as to region or type of installation, the better off
we are. But I do think it is important for them to know when there
is a heightened level or heightened concern.

The second piece, of course, is the public piece. I remember when
things weren’t announced publicly and then almost as a matter of,
as the sun rising in the morning, some version of what was com-
municated leaked out in the paper and then there was some kind
of public uncertainty. I think the value of public notification is in
part simply to explain to people why they may be seeing certain
things happening, for example, why they may see concrete blocks
or more police in front of a particular building than they saw the
day before.

On the other hand, I think it is important not to convey the im-
pression that a heightened alert means people ought to change the
way they go about their business. We always encourage people to
be watchful. The shoe bomber case was a great example of how or-
dinary citizens prevented an attack.

I am open, of course, to taking a look at the system and seeing
whether we can refine it in a way that makes it a little bit clearer
or a little bit less alarming and preserves the basic notification
function with State and locals.

Senator LAUTENBERG. Senator Coleman was talking about the
communication to the local level and I think the practicality of try-
ing to do that is perhaps almost impossible because when you think
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of the number of jurisdictions there are within each State, county,
local, and regional, and every State, I believe has a State police de-
partment. Shouldn’t that be a kind of a focal point and expect that
their communications system—that, I suggest, is also an area for
review for the Judge Chertoff of Homeland Security, to see what
these States have and where they are lacking and alert them to the
fact that, hey, we want to get the information to you as quickly as
we can.

Now, you have to give us a central place. We can’t go to the larg-
er cities or more industrialized cities and do it in a practical fash-
ion. So I think that also is something that—I don’t want to give
you a lecture here, but I think that kind of thing ought to be high
on the agenda.

Judge CHERTOFF. It will be.

Senator LAUTENBERG. They described in the paper today some
dysfunctionality at the Department of Homeland Security. I saw
some folks in the audience who I know are members of the police
union and they wanted to hear your testimony. What about your
management philosophy regarding Federal workers, the right to or-
ganize, collective bargaining and so forth? How do you see that in
terms of your ability to manage this gigantic program?

Judge CHERTOFF. Well, I know the Homeland Security legisla-
tion, of course, allowed the Secretary and the Department to take
some steps to change the traditional method of compensation and
things of that sort in order to increase efficiency. I also know from
my experience that this Department will not succeed unless the
people with whom I serve, if I am confirmed as Secretary, feel that
their service is appreciated and treated fairly, and I understand
that there is some controversy and concern about some of the
changes that were announced in the most recent regulations.

What I would like to do early on is sit with the union representa-
tives—I have certainly worked with unions in the past and I under-
stand the important role that they play—and see if I can address
their concerns. We obviously have stages of implementation to go
and I think we ought to be informed in how we make these deci-
sions by how the people who serve at DHS feel about it. That is
important. Their morale is really indispensible to making the job
of the Department work.

Senator LAUTENBERG. There has been talk about privatizing
the—and I am never quite sure where privatizing and public fall
out, but it is about turning over to the business sector the screen-
ing operation. Well, we took it away from the private sector be-
cause it wasn’t functioning well. Despite some glitches here and
there, I think it is quite apparent that there are a lot of energetic,
committed people out there who are doing their job diligently. I
wonder whether you have had a chance to look at the question of
whether or not the screening at the Department of DHS ought to
be returned to the private sector.

Judge CHERTOFF. I have not, Senator, but I know it is an impor-
tant question. I also have to say my personal observation in the
last year, since I often seem to be pulled aside for secondary
screening [Laughter.]

Is that, actually, I feel I am—while it is not something I would
willingly experience all the time, I am treated professionally and
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courteously and I have at least had a generally positive impression
of how the TSA workforce has worked.

Senator LAUTENBERG. So it is working fairly well, getting better,
%_th(iink, all the time. The question is, does what works have to be
ixed.

Judge CHERTOFF. Again, I have given you my own individual ex-
perience, which I would not extrapolate from. But I do think this
is an issue that needs to be seriously considered. Again, I am very
mindful of the stake that the people who work at TSA have in
what they are doing and the dedication of their service.

Senator LAUTENBERG. Madam Chairman, I congratulate you for
conducting this hearing and my colleagues for the nature of their
questions and concerns. I think Mr. Chertoff has handled his re-
sponses very well. I look forward to voting for his confirmation.

Chairman COLLINS. Thank you. Senator Bennett.

Senator BENNETT. Thank you very much, Madam Chairman.

First, a totally parochial issue. Last night, President Bush signed
the emergency designation for the flood conditions in Southern
Utah, which will change the status of FEMA dealing with that par-
ticular challenge. I toured the area and it is incredibly dramatic to
see the power of water when nature unleashes it in the kind of
force that it came down into parts of Southern Utah. There were
not a lot of homes destroyed by the standards of the Florida hurri-
cane, but if it were your home that was destroyed, you would recog-
nize how much of an emergency this was.

So I simply mention that. I am looking forward to working with
you, with FEMA and your people to see what we can do to maxi-
mize the aid and to make it come as quickly as possible because
it is always humbling for a human being to see what happens when
nature unleashes her fury, even if it is relatively self-contained. It
was just incredible and dramatic.

Now, going back a little in my own history and a subject you and
I have discussed but that I want to discuss publicly here in this
hearing, as Chair of the Senate Special Committee on the Y2K
Problem, I became aware of how vulnerable our society now is to
a computer failure. We worked to prevent what would have hap-
pened if the computers had failed by accident as a result of a pro-
gramming problem. But as I did so, it occurred to me what could
happen if the computers failed on purpose. If someone got into the
American computer networks, which are all interlaced now, and
brought deliberate harm, the damage to the economy could be more
serious than the damage from a nuclear weapon, more longlasting,
more expensive, and more difficult to repair.

I held a hearing on this subject in the Joint Economic Committee
because of the impact on the economy and I still remember very
clearly the testimony that we received from a CIA witness. At-
tempting to lead the witness, which as Senators we can do. (You
lawyers are not supposed to do that, but we Senators do that every
day.) I said, isn’t it likely that the next attack on this country will
not be a military attack but will be a computer attack, a cyber ter-
rorist attack, making again the point that it could do more damage
to the economy. And the witness said, “No, Senator, that is not
likely because the terrorists want something that is very dramatic,
splashy, on television, and television pictures of computers not
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working simply won’t do it in terms of their agenda for what they
want to say to the rest of the world.”

Chillingly, that testimony was less than 60 days prior to Sep-
tember 11 and we have seen that particular assessment carried out
as the terrorists wanted something very dramatic. They picked a
symbol of American capitalism, the Twin Towers in New York.
They picked the symbol of American military might in the form of
the Pentagon. And we assume that if the other plane had not gone
down in Pennsylvania, they had also picked the U.S. Capitol,
where it gets very personal. That is where I work.

I think the response of this country in Afghanistan and then Iraq
has taken the terrorists—let us put it this way. They are occupied
in ways that we are not seeing any kind of attacks now. Bin Laden
is rendered incapable of communicating with his network in any
way other than carrier pigeon or personal courier. He is hiding in
a cave somewhere. He cannot pick up a cell phone. Zarqawi is obvi-
ously occupied otherwise in Iraq.

The combination of the American military and the international
intelligence community cooperation, working with the Patriot Act
and others, has prevented terrorism from giving us a sequel to Sep-
tember 11. The Sherlock Holmes story about the dog that didn’t
bark, the real news here is the attack that hasn’t come. And since
September 11, we have had a number of opportunities, and we
have a number of vulnerabilities which are talked about here in
this hearing, none of which the terrorists have been able to exploit
because the military and the intelligence community has, as I say,
got them occupied elsewhere, and I like that. I much prefer to deal
with Zarqawi in the streets of Baghdad than in the streets of De-
troit.

But the time is still coming. The vulnerability is still there. And
at some point, some terrorist is going to say, all right, let us re-
group here. Let us look at American vulnerabilities. And one major
American vulnerability still remains our critical infrastructure, 90
percent of which is in private hands—Verizon, we are seeing the
merger with AT&T and SBC, and power plants and chemical
plants, all of which are dependent upon computers for their secu-
rity and their safe operation, which if they got hacked into could
produce tremendous devastation.

So with that lead up, I would like to discuss several things with
you. One proposal, which I don’t expect you to have a specific re-
sponse to other than the one you have given the Committee, but
the creation of an Assistant Secretary with primary focus on this.
Is that something that you would give careful consideration to?

Judge CHERTOFF. I certainly would. One thing—what I would
like to do is make sure that we have the kind of positions in the
Department that are capable of attracting people of a sufficient
stature and quality to really give us value in terms of dealing with
the cyber security threat.

Senator BENNETT. And do you agree that the cyber security
threat is not just science fiction stuff, but it is real and requires
attention at the highest levels of the Department?

Judge CHERTOFF. I absolutely do.

Senator BENNETT. Have you given some thought to this, have
some feelings that you could share with us at this point?
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Judge CHERTOFF. I have given it some thought and I recognize
that although I am reasonably competent on a computer, there are
real limits to my expertise and this is really an area which is heav-
ily technology dependent. One thing I would like to do actually, in
terms of my own staffing of the front office, is making sure I bring
somebody on board who really understands computers and these
issues.

I guess the couple of observations I would make is that I believe
the Department has in process plans and programs to deal with the
issue of alerting people to potential attacks, which I think experi-
ence shows is important, working with private sector to develop
guards against these kinds of attacks and remedies for these at-
tacks. I think that those are all very important efforts in terms of
dealing with the issue of cyber terrorism. And I am also mindful
of the fact that we could have a combined cyber attack and a phys-
ical attack, as you point out, where a cyber attack lowered defenses
and then there was a follow-on physical attack.

So the clock on all of these things is ticking and without prom-
ising that everything can be done at once, I do think it is a matter
that needs to be attended to urgently.

Senator BENNETT. I very much appreciate your statement here
and getting it into the record. Madam Chairman, the nominee has
made that pledge to me privately, for which I am very grateful.

The one last comment I would get into the record, given the fact
that 90 percent of this critical infrastructure is in private hands,
the challenge of information sharing back and forth between the
government and private entities, between private entities them-
selves, and then within the government agencies, is an enormous
challenge and everybody is putting it off under the pressure of
more immediate things. I don’t know how much time the military
and the intelligence community can buy us for this and I appre-
ciate the Secretary’s focus on this particular issue.

Chairman COLLINS. Thank you. Senator Akaka.

Senator AKAKA. Thank you very much, Madam Chairman.

Judge Chertoff, today’s The Washington Post reported on your
role in the alleged retaliation against an employee of the Justice
Department Professional Responsibility Advisory Office who dis-
agreed with DOJ interrogation policies. As the author of legislation
to strengthen protections for Federal whistleblowers this troubles
me. My question to you is, will you pledge to protect whistleblowers
and foster an open work environment that promotes the disclosure
of government mismanagement and government illegality?

Judge CHERTOFF. Senator, first I had no part in any way, shape
or form in any retaliation against this individual for any reason,
let alone giving advice. I am pledged to support whistleblowers and
to support candid assessments by employers when there are prob-
lems in the Department. In fact I would like to hear about them
first because, as I said previously, we all make mistakes and the
only way we learn is if we get feedback and I would rather get the
feedback to correct it than have people just simmer about it.

Senator AKAKA. Since 2001, I have been urging the administra-
tion to develop a coordinated response to bioterrorism and agri-
culture security through legislation which I reintroduced this ses-
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sion. Improving coordination among Federal, State and local agen-
cies is critical to the health and safety of Americans.

What will you do to improve bioterrorism preparedness within
the Department and do you consider agricultural security to be a
responsibility of DHS?

Judge CHERTOFF. Senator, my understanding is that agricultural
security is a joint responsibility of DHS and the Department of Ag-
riculture as well as other agencies of the government. I believe, in
fact, there is a sector council that deals with this in particular.

The whole issue of nuclear, biological, chemical contamination
and weapons is probably generally acknowledged as the most seri-
ous single threat that we face as a country. We have seen that
when there have been contamination problems historically in pri-
vate industry they can be deadly as well as disruptive on a wide
scale. We have also seen though there are ways to respond to that
in terms of confining the damage, being able to track the damage,
building in protections within the system in terms of how we han-
dle our food. I am not in a position to comment on specifics but I
do look forward to working with, if I am confirmed, with the Sec-
retary of Agriculture and other interested agencies in making sure
we are strengthening that sector.

Senator AKAKA. Senator Lautenberg raised this issue so I will
not ask a question, but I want to emphasize that approximately
3,800 comments were filed on the proposed homeland security per-
sonnel system regulations, virtually all of them in opposition to
them. All the unions representing employees at DHS have raised
strong objections. So I am pleased that you have pledged to discuss
with employees why they view these regulations as unfair.

Like most Americans, I am troubled by recent reports of taxpayer
dollars being used for public relations campaigns to promote ad-
ministration policies. Such action is contrary to law which forbids
the use of appropriated funds for public relations purposes.

Do you know if DHS is using funds for public relations cam-
paigns? And will you give this Committee your assurance that
under your leadership DHS will not use taxpayer money for such
purposes?

Judge CHERTOFF. I am not aware of any such things, although
I am not at the Department. I will certainly make sure that in
terms of our public outreach effort we are complying with the law
in how we spend taxpayer money.

Senator AKAKA. You have been characterized in the press as a
defender of the use of data mining by the Federal Government. As
you know, while data mining may identify terrorist threats and im-
prove government efficiency, it may also collect personal data that
could violate an individual’s privacy rights. At my request, GAO re-
viewed the data mining activities of the Federal Government and
confirmed the challenges data mining poses to the protection of pri-
vacy.

If confirmed, how will you safeguard Americans’ privacy rights
while using data mining techniques to wage the war on terror? And
how will you ensure the accuracy and quality of data mined from
the private sector?

Judge CHERTOFF. Senator, I think that is a very sensitive issue
and needs a lot of thought and I look forward to talking to people
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in the Department about the ways in which we can deal with that
issue. Obviously, we are concerned about accuracy, we are con-
cerned about not intruding unnecessarily into personal things. We
are very concerned about when we do obtain data, even if it is pub-
licly available data, that we not disseminate it widely or in a way
that is inappropriate. I understand there are proposals, for exam-
ple, to have methods of keeping parts of the data separate so that
no one person looks at everything comprehensively unless you can
match them and show that there is some reason to suspect that
someone is involved in terrorism. I think, frankly, technology prob-
ably has a significant role here.

It is an important subject. I have certainly had reinforced to me
in the last 2 weeks how important privacy is and how painful it
is to lose your privacy. I think it is very important that we protect
the privacy of Americans and I want to make sure that as we con-
duct ourselves in this potentially very valuable area that we are
doing everything we can to protect that value.

Senator AKAKA. According to press reports, the administration
will seek $2.4 million in fiscal year 2006 to create an Office of the
Assistant Secretary for Policy, Planning, and International Affairs.
International coordination is an operational function now being
handled by 12 different offices in DHS. I agree DHS needs a dedi-
cated policy office, but I see international affairs as its own func-
tion.

If you take a suspected terrorist off a plane in Bangor, Maine
and return him to his home country, we need to know his next
steps. This can only happen with international coordination. I
would appreciate your commitment to review and to report back to
this Committee on how you propose to streamline DHS’s inter-
national affairs function, and also your vision of DHS’s inter-
national activities. I would look forward to that.

Thank you very much for your responses.

Judge CHERTOFF. I will do that.

Senator AKAKA. Thank you, Madam Chairman.

Chairman COLLINS. Thank you. Senator Domenici.

Senator DOMENICI. Thank you very much, Madam Chairman.

Let me talk a minute about your Department and how you are
going to get the kind of information you need. First, I want to add
to the thoughts of Senator Bennett when he alluded to why we
have not had anything happen since September 11 here at home.
I would have added one thing. I think that homeland security ac-
tivities, at least those activities under the general rubric of home-
land security, even while the Department was being put together,
had some effect. I think we had an impact on the potential oper-
ation of terrorists within the United States. It is more difficult
today for them to plan and execute a terrorist activity in America
than it was when September 11 occurred, whether we are all pre-
pared to say you are in perfect shape or not, I think it is tougher
for terrorists to get things done. I hope it gets even more difficult.

Having said that, I drive around the cities in my home State and
I am a captive, as all of us are, to what is being done on our streets
and to our buildings in the name of security. Cities are closing
streets, building barriers, spending thousands of dollars digging up
streets so we can put in new lampposts that cannot get knocked
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over. I wonder across America how many thousands of things are
we doing in the name of national security, and I cannot fathom
how many.

But I am very concerned that, as we prepare ourselves, we have
somebody giving direction as to what we ought to do and what we
ought not do. We need that, not just down at the grass-roots level
where people think there is a danger so they spend money, or they
do things.

Now I do not know how to cope with that; I cannot figure it out
in my mind. But it does seem to me that you need, on behalf of
our country, a strategic plan that talks about what the dangers are
and how we ought to implement programs to assess the risk. Is
that true or not?

Judge CHERTOFF. I completely agree with that. I think in the
foundation, from a policy standpoint, of everything we do has to be
a disciplined, strategic vision of what our priorities are, because as
I think a number of Members of the panel said today, we cannot
protect everything, everywhere, every time. We have to make
choices, so we have to be disciplined and intelligent about the way
we make those choices, and that means having a strategy.

Senator DOMENICI. Now I want to talk about first responders. A
national program of first responders—a Federal program—did not
come about after September 11. It already existed 5 years before
the attack. We passed a bill here in the Senate. I can remember
it vividly. It was done on the floor as an amendment, providing
$165 million in funds. Senator Nunn and I added that amendment.
It created homeland securities to be determined by the Defense De-
partment. We did not know where to put the money, which city
should have homeland security. But we thought we had a lot of se-
curity. In fact to tell you the truth, we thought we had a homeland
security operative in New York. Now we are told maybe we did,
and maybe the attack would have been worse if we did not have
that operative.

But I wonder if it is not also your responsibility to determine
whether first responder activities are really effective. How do we
judge whether we have the right things in place? We know it was
communication, or lack of it; that we all need to be on the same
wavelength.

I think it is also very important that we not mislead ourselves
into thinking we have got first responders in 100 major cities and
surrounding 50 other risk areas only to find that everybody knows
how to make a lot of noise, and ambulances will all go to an attack
site, then we will have more ambulances and you will not be able
to travel the streets.

Do you agree that we ought to make sure what we have got is
the right thing? And how do we do that?

Judge CHERTOFF. I do agree, and lot of this involves our working
again with State and local officials, providing them with informa-
tion, providing them with benchmarks, so there is an under-
standing of what they need to be prepared for. And also looking for
mutual cooperation. Not every town has to have a full panoply of
things. Sometimes it may make sense for a region or a particular
area to be able to cover something. I think these are things where
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the Department, working with State government can really add
value at the local responder level.

Senator DOMENICI. I submit to you that, in all deference to local
involvement, many localities will judge it in terms of how many fire
engines we gave them, and how many new radio systems we gave
them. All that is good, but I think we need some kind of a simula-
tion process where we find out whether what we have will work,
and I urge that you try to find out some way to do that.

My next question has to do with how you gather information that
you need. Let me talk about technology. There is a tendency, when-
ever an agency is created as big as yours that needs new tech-
nology, to build your own new technology in-house. I think that is
a terrible mistake. We have so many sources of science and tech-
nology, and the evolution of it. They are out there working on
things that will help you. The problem is that we do not have a
system wherein you call upon them to share that technology, or
that they feel free to give you the technology they have.

So I urge that there be a very serious effort to see where the
technology development is, and that you capitalize on what is avail-
able, and that you charge existing research programs with doing
things for you. Do you understand what I am talking about?

Judge CHERTOFF. I absolutely do and I agree.

Senator DOMENICI. Now I happen to have two national labora-
tories in New Mexico that have a lot of research they do, and they
make it available to DHS. But sometimes they tell us, nobody is
interested. They tell us Federal agencies are doing their own re-
search, or——

Judge CHERTOFF. We should be interested because there is a lot
of expertise out there in the private sector, and we would be short-
changing ourselves and the public if we did not look there for some
solutions.

Senator DOMENICI. There are both public and private capabili-
ties. I did not mean just public.

My last observation has to do with, how do you know what the
risks are? I do not think that you are supposed to find out what
the risks are on your own, or we would not need a CIA, right? Or
we would not need other intelligence-gathering operations.

So I would hope that your Department would be on a path that
says, we have these other formidable agencies that are supposed to
be gathering the kind of information we need as to what risks are
out there. So you would not be preparing for terrorists and terrorist
activities that the intelligence people tell you do not exist. Because
we could dream them up, right? We have plenty of fertile minds.
But are they real or not? I would just like your thoughts about that
bﬁcause I think it is a very important issue, but I am not in your
shoes.

Judge CHERTOFF. Senator, the cornerstone of our ability to
prioritize is understanding what the risk really is. From outside, I
was a very strong supporter of the Intelligence Reform Act which
the Chairman and Ranking Member were so instrumental with the
Committee in moving forward, because I think we do need to have
a central location for intelligence.

My vision for DHS is twofold. One, DHS itself will collect infor-
mation and intelligence, partly through its network of State and
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local partners. But also, my understanding is DHS has people at
the new NCTC. They need to be full participants because only DHS
can pull the information it needs for its particular analytical func-
tions. DHS cannot count on people in the middle, who do not un-
derstand the needs, to push the information out. So that is my ap-
proach to the issue of intelligence.

Senator DOMENICI. Thank you very much. Thank you, Madam
Chairman.

Chairman CoLLINS. Thank you.

Senator DAYTON. Thank you, Madam Chairman.

Judge, the February 14, 2005 issue of the magazine The Nation
has an article which alleges that in June 2002, just prior to John
Walker Lindh going to court regarding an evidence suppression
hearing that the Justice Department’s Criminal Division, under
your direction, offered him a deal reducing his charges if he would
not appear before that judge and allegedly describe his experiences
of being tortured or abused by U.S. authorities after his capture.
Is that accurate?

Judge CHERTOFF. My recollection is somewhat different, not sur-
prisingly. I hasten to add, I do not have the documents in front of
me. But let me begin by saying, this is a completely public and
transparent issue. Obviously, the arrest of John Lindh was na-
tional if not international news. All the proceedings took place in
open court.

There was a point in time that I was made aware by the lawyers
working on the case that they had discovered that while Lindh was
in custody of some military personnel there were some photographs
taken of him, and he had been held perhaps in the battlefield in
difficult conditions. I do not remember exactly what they were. I
do not remember there being an allegation of torture at the time.

These discoveries were disclosed to the defense by the govern-
ment. The government made that information, what they had,
available to the defense. I believe they were presented to the judge
in papers which were filed in open court and fully available to the
public.

The decision to reach a plea agreement was not driven by the de-
sire to keep a secret of something that had already been publicized,
but was, as is the case with all decisions to accept a plea, looking
at the time and effort that would be necessary to litigate the case
versus whether the government could substantially achieve its re-
sults in the case by getting a plea. In this case, I think the plea
required not only a sentence of approximately 20 years but actually
cooperation by Lindh.

Senator DAYTON. But the issue is—have you seen this article,
sir?

Judge CHERTOFF. Someone showed me the article.

Senator DAYTON. One of the defense attorneys for Lindh asserts
that you demanded, reportedly at the Defense Department’s insist-
ence, according to what defense attorneys were told, that Lindh
sign a statement swearing he had “not been intentionally mis-
treated” by his U.S. captures and waiving any future right to claim
mistreatment or torture. The article goes on further, you attached
a “special administrative measure” essentially a gag order, barring
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Lindh from talking about his experience for the duration of his sen-
tence. Is that accurate?

Judge CHERTOFF. All I can say, Senator, is I do not have the plea
agreement in front of me. It is not uncommon in my experience to
have circumstances where in the course of a plea, a defendant who
has raised claims that the police somehow committed misconduct,
will waive any claim that it is intentional. So I do not think it is
uncommon. But again, I do not have the plea agreement.

Senator DAYTON. This was not a matter of police abuse, which
is a serious matter. This was a matter of alleged torture by U.S.
authorities, which is important on this case because it preceded
some of the other incidents reportedly of torture that had not then
come to light. I just would like to speak

Judge CHERTOFF. Senator, let me just be clear.

Senator DAYTON. No, let me just finish here. Because when you
talk about pictures and the like, these allegations of his torture in-
cluded keeping a seriously wounded and untreated Lindh who was
malnourished and dehydrated, blindfolded and duct taped to a
stretcher for days in an unheated and unlit shipping container and
reportedly threatening him with death, that defense lawyers said
was known to you, known to the prosecution, and that desire to
suppress that from coming—you talk about transparent trans-
actions—suppress that information from coming to public light was
what drove this offer.

Judge CHERTOFF. Senator, I do not believe that is correct for the
following two reasons. One, first of all my recollection is, and I
think I directed that it be done, that the appropriate military in-
vestigative authorities were made—if they were not already made
aware, were made aware of this, so they could conduct an inves-
tigation and discipline the people who had done something wrong,
which is what we always do.

Second, it could hardly have been kept secret because it was dis-
cussed in papers filed in open court at considerable length. The
plea and everything else was put on the record in front of the
United States District judge. So I have to say the idea that some-
how this was to keep something secret does not jibe with my mem-
ory. My memory is the government forthrightly, the prosecutors in
the case, who were not involved in the underlying conduct, forth-
rightly disclosed it. The matter was litigated openly in front of a
United States District judge, and the appropriate military authori-
ties who investigate misconduct by military personnel, which unfor-
tunately does occur from time to time, were given the information
about the case and pursued their investigation.

So there was in no sense an effort by my lights to keep any of
this hidden, because in fact I recall it being public.

Senator DAYTON. Are you aware of any other cases, instances in
which the Justice Department offered, negotiated a plea to anyone
for suppression of evidence or information regarding alleged torture
or mistreatment?

Judge CHERTOFF. No, I am not aware of any other instance, and
I do not think that—as I said, this concept of, in the context of a
plea, requesting that somebody waive a claim, I've previously en-
countered that in just ordinary, garden variety context with the
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criminal justice process. It is not something that is particularly
rare, I think.

Senator DAYTON. Regarding the Patriot Act. In retrospect now,
are there areas, aspects of that law that you believe should be cur-
tailed or eliminated? Or conversely, are there areas that are still
inadequate or insufficient that should be expanded or added?

Judge CHERTOFF. Again, my experience with the act is a couple
of years old. In the areas in which I worked I thought the informa-
tion sharing, the additional enhanced criminal penalties actually
worked quite well. Particularly in information sharing, I think was
critical in allowing us to pursue additional terrorism cases.

With respect to criticism of the act, my position is always that
if there is something that we have not anticipated that is going on
that we do not know about, I am always interested in hearing
about it and I am always open to adjust. I do not know that I am
aware as I sit here of any particularly systemic criticism of the act
that comes to mind.

Senator DAYTON. Anything that you are aware of that is lacking
that should be expanded or added?

Judge CHERTOFF. I know the Congress has added some addi-
tional measures. Again, because I am 2 years out of date I am not
sure I am perhaps in a position right now to articulate things that
I think need to be added.

Senator DAYTON. I will reserve my questions for the second
round. Thank you, Madam Chairman.

Chairman COLLINS. Senator Carper.

Senator CARPER. Thanks, Madam Chairman.

Judge, good morning. How are you holding up?

Judge CHERTOFF. Good morning. Fine, thanks.

Senator CARPER. I rode down on the train this morning with one
of your colleagues from the Third Circuit Court, a fellow named
Becker. A senior judge who is doing really great work, as some of
my colleagues know, on asbestos litigation reform. I have been in
and out of this hearing—I apologize for that—but sitting in with
the Judiciary Committee to try to find common ground on that sub-
ject. I think we made a little progress today. And I have got a hear-
ing going on on clean air, trying to bridge the difference between
the administration’s proposal and the proposal that some others of
us have taken on clean air.

Anyway, we were coming down on the train today—and I know
you travel on the train a fair amount—and I asked Judge Becker,
did you feel safe today? He said, fairly safe, considering the com-
pany I am with.

You and I talked earlier this week about rail security; something
I often raise with Secretary Ridge and others, as my colleagues will
tell you. We have got all these folks, especially in the Northeast
corridor, who ride the rails, intercity passenger rail, Amtrak, and
also a lot of folks who ride transit to get to home, to work, and
other places. We have done, I think, a pretty good job of addressing
security needs around airports. We are trying to do a pretty good
job around ports. We have been slow on the uptake with respect
to intercity passenger rail and transit. I just want to ask you to
share your thoughts with us about the adequacy of what we are
doing, what we might do more of, different, less of.
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Judge CHERTOFF. I am mindful of the terrorist attack in Madrid
which exposed the attractiveness of rail as a target. I am mindful
of the incident in South Carolina some weeks ago involving chlo-
rine. And then there was the incident on the train tracks in Cali-
fornia. So it is hard not to be aware that trains have a vulner-
ability and have attractiveness as a target.

There are obviously issues with respect to protecting trains that
are different than airplanes. Again, I think this is part of our need
to have a comprehensive assessment of what our infrastructure,
transportation and fixed is, and to take a priority-driven approach.
When we look at this issue I understand there are pilot projects
with respect to screening, for example. So we want to look at the
possibility of screening for explosives and radioactive and chemical
materials.

There are particular points in the rail corridor, tunnels and
bridges, which may be particularly vulnerable. We need to assess
what we can do to strengthen those and to protect them.

Then I think, again, we need to work with State and local part-
ners in terms of making sure, for example, that our trackage is
adequately covered and is cut back. There are maybe some techno-
logical things we can do.

Again, this is part of an overall look at what we are doing to pro-
tect our country, and I think this is an issue we need to focus on.

Senator CARPER. Thank you. Just a follow-up to that, if I could.
You may be mindful that the Congress has appropriated for the
current year an amount of money for transit. We have also appro-
priated a much smaller amount of money to support intercity pas-
senger rail, notably Amtrak. The administration’s budget that will
be submitted to us probably in a week or so apparently will zero
out entirely Federal support for Amtrak, both on the operating side
and on the capital side. Even with $1.2 billion a year in support,
Amtrak has a tough time supporting the capital infrastructure, the
trackbed, overhead wires, signaling systems, the rolling stock, all
the repair shops, train stations and all, with the support of the
$1.2 billion.

The administration thinks that Amtrak can get by without any
Federal support now. And meanwhile we need to improve the qual-
ity of our security on our trains, and better surveillance in our tun-
nels, better ability to escape, to breath in tunnels should people
have to evacuate trains, find an exit, better surveillance of bridges.
Simply just having dogs who are available to—sort of low-tech but
it actually works—to use those where we need to, or just have
some more Amtrak police.

I am not sure how we pay for all this. I know we are having a
hard enough time paying for it when Amtrak received, as they are
this year, $1.2 billion. The idea that they are going to run the
trains on time and meet the security needs with nothing from the
Federal Government, in my own judgment is just ludicrous. You do
not have to comment on that.

My question though is this, who should be responsible for paying
for the extra security precautions that we are going to be taking
with respect to intercity passenger rail and with transit?

Judge CHERTOFF. I am not sure as I sit here I have sufficient
knowledge to know how, particularly when you are dealing with
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rail, how things are allocated between departments and to what ex-
tent the responsibility, for example, for trackbed and things of that
sort rest with State and local government.

Clearly, in this area we are always dealing with finite resources.
There is always more that you could use. I think the issue will be
to, again, evaluate where, even in the rail context, where our prior-
ities are, what are the most vulnerable issues? Some of what we
need to attend to may be a response and recovery, escape and
things of that sort. And low-tech things like dogs sometimes work
pretty well too, and I think dogs are comparatively inexpensive.

So I think we need to look at all of those ways of approaching
the problem as well as funding that may be available in other de-
partments, and State and locally, in fashioning our response.

Senator CARPER. Thank you. Let me turn to another issue. Sen-
ator Collins and I have worked with our colleagues over the last
year to write a formula, as I mentioned to you yesterday, to dis-
tribute funds to States and to first responders. We have tried to
provide an acknowledgment that all States, even little States like
Rhode Island and Delaware get some minimum support for these
purposes. But to also acknowledge that there are different levels of
risk and to try to figure out how we provide a funding formula that
reflects and respects those different levels of risk.

The legislation that we crafted was included in the 9/11 Commis-
sion bill, went to conference. I think the House had a different ap-
proach and in the end both approaches dropped out and we ended
up with nothing. I would welcome any advice you would have for
us, what counsel would you have for us, from the perspective of
Secretary, in readdressing this issue?

Judge CHERTOFF. If confirmed, obviously, I would look forward to
working on this issue, which I know is one of the most burning
issues faced in this area. As I have said I think in some of my indi-
vidual conversations, I believe—my philosophy is a risk-based, vul-
nerability-based system. I think that is what the 9/11 Commission
talked about. And a cookie-cutter approach that says, we just do it
based on population or something like that I think is not the most
effective way to deploy these funds.

We need to be sensitive to where the infrastructure is and what
the potential damage and risk is. Sometimes that may be a func-
tion of population density, sometimes it may be infrastructure that
is located in a State which does not have a large population but
which serves a large population. So we have to consider that. We
have to consider how vulnerable it is inherently. We have to con-
sider what is already in place to protect and respond.

Then there is the intelligence piece of risk which is to consider
what we know historically and currently about what kinds of
things al-Qaeda is targeting. I understand that every community
believes its infrastructure is the most important thing. But I think
as we develop our protocols further and we get a better sense of
what our infrastructure is we can have a more nuanced and more
careful approach to allocating funds.

Senator CARPER. My time has expired. Thank you very much.
Good luck. Madam Chairman, thank you.

[The prepared statement of Senator Carper follows:]
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PREPARED OPENING STATEMENT OF SENATOR CARPER

Thank you, Madam Chairman. I remember this Committee coming together more
than two years ago to set in motion what is probably the largest, most significant
reorganization of the Federal Government we’ve ever attempted—the creation of the
Department of Homeland Security. We had our share of disagreements back then
but I think the Department we created is now able to prevent and respond to ter-
rorist attacks more effectively than the Federal Government was before September
11.

I also remember sitting in this room just before the Department of Homeland Se-
curity officially came into being and talking to Secretary Ridge at his nomination
hearing about how daunting the task ahead of him truly was.

Judge Chertoff, the task you have ahead of you, should you be confirmed, is no
less daunting.

Since September 11th and the creation of the Department of Homeland Security,
we've made great strides in a number of areas. In countless others, however, we
have our work cut out for us.

This Committee held an excellent hearing last week during which we asked a
panel of experts to look back at how successful the Department of Homeland Secu-
rity has been in meeting its mandate. Some of what we heard last week led me to
believe that we have a long way to go before we attain the efficiency and improved
coordination we envisioned when we crated the Department. One witness last week
even went so far so to say that weaknesses in management at the Department “cut
against the core rationale for passing the Homeland Security Act of 2002—gaining
the synergy of having most of the key Federal agencies with homeland security re-
sponsibilities grouped in one department.”

A November report from the Department’s Inspector General discusses how key
management officials, such as the Chief Financial Officer and Chief Information Of-
ficer, are basically unable to do their jobs at times. The CIO apparently doesn’t even
have the authority and resources necessary to control and coordinate the IT pur-
chase and deployment decisions made by the various Department components.

A recent report from the Heritage Foundation and the Center for Strategic and
International Studies discusses how Homeland Security managers have had dif-
ficulty developing policy and implementing it throughout all of the Department’s
component agencies.

You'll probably hear today, Judge Chertoff, about a number of our priorities that
we believe the Department of Homeland Security should be dedicating more time
or money to. I have some priorities of my own I'll be discussing, chief among them
being the gaps in security we have today in our Nation’s rail and transit systems.

Thinking about issues like rail security, I have to say I don’t envy you at all,
Judge. Should you be confirmed, you'll be taking on this important job at a time
when the government is facing record budget deficits and the Department of Home-
land Security will likely be forced to work with a lot less money than we’d all like
to give it.

Throughout this hearing, then, I'll look forward to hearing from you some details
about how you would prioritize, plan, and manage during such a challenging time.

Chairman COLLINS. Thank you, Senator.

Judge Chertoff, we have two choices at this point. My inclination
is to keep going, to begin the second round of questions, and I
think with some good fortune we could be finished within an hour.
The alternative is to break for lunch, or if you and our court re-
porter need a shorter break—she indicates that she is fine, so we
will give you the tie-breaking vote.

Judge CHERTOFF. I am very happy to proceed as we are.

Chairman COLLINS. Then we will proceed.

I want to follow up on Senator Carper’s question about the home-
land security grant funding. As we look at this issue I do believe
that the legislation that so many of us, Senator Carper, Senator
Levin, and I worked on last year did strike the right balance. It
is, I would caution you, a mistake to assume that population den-
sity or population alone equates to risk and vulnerability.

The Rand Corporation, for example, in a report noted that home-
land security experts and first responders have cautioned against
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an over-emphasis on improving the preparedness of large cities to
the exclusion of smaller communities or rural areas noting that
much of our critical infrastructure and some potential high-value
targets, nuclear power plants, military installations, agricultural
facilities, are located in less populated areas.

Moreover, those of us who come from the State of Maine are very
aware that two of the September 11 hijackers began their journey
of death and destruction from Portland, Maine. We know from the
9/11 Commission’s report that the hijackers trained, hid, and
transited through some of the smaller communities in our country.

Do you agree that an effective homeland security strategy must
include some funding that is dedicated to smaller States and rural
areas for first responders and infrastructure protection?

Judge CHERTOFF. I agree that we need to be mindful as we talk
about a threat-based and risk-based approach that population and
population density are not surrogates for doing this kind of ap-
proach. That we need to look at all the things that you have out-
lined, Chairman Collins, in deciding where money ought to be
spent. That includes things like where there are vulnerabilities be-
cause of borders, where there is infrastructure both big buildings
and even agricultural infrastructure that serves a large commu-
nity. In fact what we ought to be driven to is a much more finely
grained analysis of where the threat is, where the risk is, rather
than,has the Rand Corporation criticized, a population-driven ap-
proach.

Chairman COLLINS. Those of us who represent border States are
aware of the vulnerability of an international border. We are also
aware of the need to strike the right balance between security at
the border and the need to allow the free flow of legitimate individ-
uals and commerce across those borders.

In northern Maine, where I am from originally, there have been
many problems with individuals having family members on either
side of the border, the hospital may be on the Canadian side, serv-
ices may be on the American side. There are hospitals throughout
Maine that rely on Canadian nurses, for example. We have experi-
enced problems with ensuring that the legitimate traveler can eas-
ily cross the border without undue delay.

Will you pledge to work with me to try to resolve some of those
problems as we are tightening our borders to prevent terrorists
from coming across, we are not doing so in a way that impedes le-
gitimate travel and commerce?

Judge CHERTOFF. Yes, I will.

Chairman COLLINS. Another area of great concern to a number
of Committee Members is the state of the Coast Guard. As you
know, the Coast Guard has embarked upon a recapitalization pro-
gram that is known as the Deepwater program. The Ranking Mem-
ber and I have been pushing for an acceleration of that program.
I met with Coast Guard officials in Maine and California who have
told me of cutters that are not able to be deployed because of main-
tenance problems; of helicopters that have had near misses because
of their age. It is obvious that the legacy assets of the Coast Guard
are deteriorating rapidly.

If you add to that the fact that the Coast Guard’s responsibilities
and operations since September 11 have increased by 25 percent
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without a corresponding increase in personnel and equipment, we
are putting tremendous strain on the Coast Guard.

A Rand report issued last year suggested that accelerating the
project from 20 years to 10 years would generate almost 1 million
additional mission hours and it would save $4 billion over the life
of the project. This is an area where I think we are being penny-
wise and pound-foolish. We could save $4 billion, get the assets we
need in place far sooner if we accelerated the project.

What is your position on accelerating the Deepwater program in
the post-September 11 environment?

Judge CHERTOFF. I am aware of the fact that the program was
originally initiated prior to September 11. Obviously, the Coast
Guard’s mission has been increased now because, in addition to the
traditional legacy missions which remain important, there is an en-
hanced mission with port security.

I am not sufficiently familiar with the current state of the equip-
ment to respond with precision to the question about whether in
fact assets are degrading more rapidly than envisioned. But I un-
derstand the argument that we need to at least consider, is there
some way to accelerate some part of this in order to save money
over the long run. It is a matter, I think, of importance not only
to the Coast Guard itself but also part of our port security program
and the whole range of missions that we do. So I would look for-
ward to really taking a look at that and understanding what the
arguments are pro and con in assessing what my position would be.

Chairman COLLINS. I hope you will take a close look at this. I
would encourage you to talk to Admiral Loy before he departs the
Department of Homeland Security, and also to meet with Admiral
Collins, the head of the Coast Guard—no relation, but he is a fine
individual nonetheless—and get their prospective. If you talk to the
Coast Guard men and women out along our ports you really will
see a dangerous and deteriorating situation.

Finally, I want to follow up on the second question that I asked
you about whether in hindsight, as you look at the investigative
strategy the Department of Justice employed in the post-September
11 attacks, whether or not there are some lessons to be learned.
You said that the strategy was correct but that the IG’s report has
shown that there were some implementation problems.

Based on your responses to Senator Lieberman, am I correct in
concluding that you believe there were problems in how long it took
to clear detainees, and also in how detainees were treated in deten-
tion, including the issue of their access to counsel?

Judge CHERTOFF. The short answer is yes. I think that the clear-
ance process—I do not fault—I understand the constraints. I un-
derstand that they were agents who had never worked terrorism
before who were now being thrust into the field, being forced to
make decisions literally under pressure of life and death, and that
the FBI was stretched on the one hand wanting to follow all the
leads to avoid another catastrophe, and yet needing to have agents
do the clearance process.

I think that was unfortunate. My hope and expectation is that
as people have been better trained and as we have better data-
bases, the clearance process will be quicker. That we will have
more experience.
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Mistreatment of detainees in detention facilities is wholly unac-
ceptable. It has always been unacceptable. Again, I understand it
was an emotional time. But training has to be in place so people
understand that you do not give in to emotions. People are being
detained not to be mistreated or punished but simply as part of the
legal process to allow an investigation to be completed.

Likewise, with the lawyers, it was not my understanding that
there was any plan to keep people away from their lawyers for the
sake of doing so, at least from my perspective. I think to the extent
that there is a right to counsel in immigration proceedings, that
that right ought to be honored. The point, again, of detention is not
to mistreat people but it is to accomplish the result of allowing the
investigative process to go forward, always, and I want to under-
line always, to the extent the law permits, and always under the
supervision of a judge, be it an immigration judge or a Federal
judge if it is a criminal case.

Chairman CoOLLINS. Thank you. Senator Lieberman.

Senator LIEBERMAN. Thanks, Madam Chairman.

First, Judge Chertoff, I want to congratulate your wife for now
approaching the end of 3 hours of listening attentively to not only
our questions but your answers. This is very admirable.

Judge CHERTOFF. She deserves a lot of commendation for her be-
havior throughout this entire process. I appreciate it.

Senator LIEBERMAN. I am sure.

I want to come back to something else that occurred while you
were head of the criminal division, briefly. Again it has been in the
public discussion the last few days. Senator Levin spoke to you
about the memo of August 2002 from Mr. Bybee of the Office of
Legal Counsel and your involvement in questions that might have
been raised as a result of it, or from the CIA.

There was apparently a second memo or letter that Mr. Bybee
issued which, though classified, I gather or it has been alleged, dis-
cussed rather than the broader definition of torture, specific meth-
ods of torture and whether they were acceptable.

I wanted to ask you, to the best of your recollection were you con-
sulted in the construction of that memo or letter?

Judge CHERTOFF. No. I have never seen it. The only thing, which
I mentioned to the staff is, if I said something to somebody and
then they took what I said and unbeknownst to me put it in a
memo, that is something I would not know. But I was not aware
of a memo like that being prepared and was not consulted about
it.

Senator LIEBERMAN. Thank you for that. So just to clarify, both
in terms of this memo, but more to the point of the first memo, to
your recollection were you asked to pass judgment on any specific
delineated methods of treatment of prisoners that some might con-
sider torture? We mentioned water boarding before. There is a
whole list. Or was not on a question of the general definition?

Judge CHERTOFF. I cannot tell you what was in the heads of the
people that were asking me, and whether people hoped to get some
kind of a definitive answer. I can tell you that my response was
as it is. First of all, given my institutional position I made it very
clear torture is illegal and if you violate the statute you are likely
to get prosecuted. I was not prepared to approve in advance tech-
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niques based on hypotheticals. Again, these were discussions with
lawyers so I expected them to understand why I was not going to
do that.

My practical advice in dealing with the statute, again, given the
way it is worded, was that in general when prosecutors look back
to judge whether or not to prosecute they want to have honest and
good-faith behavior.

Senator LIEBERMAN. So that if you had been asked about some
of the other delineated forms of treatment of prisoners that might
be considered torture like sleep deprivation, sensory deprivation,
etc., to the best of your knowledge and recollection your answer
would have been the general one that you just gave?

Judge CHERTOFF. Correct.

Senator LIEBERMAN. Not to say that that would have made it or
that would not have made it.

Judge CHERTOFF. Right.

Senator LIEBERMAN. I do recall that you said before—and correct
me if I am paraphrasing it wrong—that you basically said to them,
“if you are nervous about it, be careful.”

Judge CHERTOFF. I think that is right. The one other thing I
should add, if someone had——

Senator LIEBERMAN. “Cautious” is really what I want to say. In
other words, I am hearing that almost as if you were saying to
them, “if you do not want to come close to law and you are nervous
about something, you would be wiser not to do it.”

Judge CHERTOFF. Effectively I was saying—I cannot say it any
differently than I said it—basically you need to be very careful if
you are in that area.

The one thing I want to make sure is clear, and I do not have
a specific recollection of this, but if somebody had said something
that was specifically forbidden in the statute I think at that point
I probably would have said, you probably better take a good look
at the statute.

Senator LIEBERMAN. But you do not have a recollection that you
were asked about specific conduct, or do you?

Judge CHERTOFF. No, I was asked about some specific conduct.
It is difficult for me to separate what I was told at the time from
what I have subsequently learned.

Senator LIEBERMAN. That is what you said before.

Judge CHERTOFF. But my position was that I did not want to be
pulled into the discussions of hypotheticals.

Senator LIEBERMAN. Let me go to the subject of funding, which
is on everybody’s mind. Most homeland security is local, is a maxim
that you will find followed here in Congress. I want to share with
you an experience that we had and just ask you to take a look at
it. In addition to the general drop in homeland security funding
which affected all of the country, the Urban Area Security Initia-
tive was administered in the last year in a way—and I believe I
have got this correct—that eliminated from consideration commu-
nities under 225,000 in population. So to be real direct, that meant
that the city of New Haven in Connecticut, which had received a
substantial grant under that program in the previous year, was
eliminated.
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I want to ask you to take a second look, not at that specific deci-
sion but at the formula, because it does seem to be—and this is the
other side of the question Senator Collins raised—that the small-
ness of the size of a community ought not to automatically elimi-
nate it, assuming it also has risk factors included in it. So my ques-
tion is, would you take another look at that formula?

Judge CHERTOFF. Yes.

Senator LIEBERMAN. Thank you.

Finally, we referred earlier to risk at chemical plants, which has
been a real concern of one of your two Senators that introduced
you, Senator Corzine. Last week Richard Falkenrath, former home-
land security advisor to President Bush, told the Committee we
have done essentially nothing in this area and made no material
reduction in the inherent insecurity of our chemical sector. He said
that if a terrorist were to attack that sector, “There is potential for
casualties on the scale of, or in excess of 9/11.”

So I want to ask you if you have thought about this, and whether
you agree this should be a top priority as Secretary, and that the
Federal Government ought to play a more active role in achieving
security at chemical facilities?

Judge CHERTOFF. I have thought about it. I am not in a position
to judge, in fact, what the Federal Government has done to date
in this. I understand there are programs underway to work with
industry to upgrade with respect to security, hardening, and re-
sponse.

But I do think this—and again I can draw on my personal expe-
rience—I do agree that this is an area of potential significant risk.
I think the Federal Government needs to be able to use a whole
range of tools to bring the industry up to an appropriate standard.
At a minimum we have to give them—I know there are surveys
and guidance that we can give them of things they can do on their
own. I think there are incentives we ought to consider, including
working with the insurance industry.

My experience with Y2K was, a lot of industry woke up when the
insurance people started to talk about what they were prepared to
insure and not insure.

But also I understand the President has indicated that he sup-
ports, if necessary, the use of authorities to require chemical com-
panies to come up to certain standards, with appropriate penalties
if they do not do so. So I think the President has indicated that
that kind of approach, if necessary, would be appropriate to make
sure our chemical plants are safe.

Senator LIEBERMAN. We will look forward to working with you on
that, as well as everything else we talked about this morning.
Thank you very much.

Chairman COLLINS. Thank you. Senator Levin.

Senator LEVIN. Thank you, Madam Chairman.

Judge Chertoff, I want to share with you and have you look at
a document which I also would like to be given to the Members of
the Committee up here. It is an extraordinary document. I think
probably an astounding document. We gave a copy of this to your
staff I believe yesterday or this morning.
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It contains a series of three FBI E-mails, memos that were writ-
ten in May 2004,1 but it is quite clear it is referring to events that
occurred probably in 2002. The document is one of many that were
released recently as part of a Freedom of Information Act request
by the ACLU. It is redacted in places. It clearly questions the inter-
rogation techniques that were being used at Guantanamo Bay,
called Gitmo, that were witnessed by the FBI agents. And the doc-
ument showed that the FBI was really seeking to distance itself
from those techniques.

I want to go through this document with you, Judge. On page 1,
third line down in the text, the author of the E-mail is someone,
T.J. Harrington of Division 13 of—excuse me, it looks like. I cannot
see who it is from but it was written to T.J. Harrington, Division
13 of the FBI.

Here is what it says. I went to Gitmo with blank early on and
we discussed the effectiveness of blank with the supervisory Spe-
cial Agent. We—that is the behavioral analysis unit—and the ITOS
one, which is the International Terrorism Operations Section one,
it also met with Generals Dunleavy and Miller explaining our posi-
tion, law enforcement techniques versus the Department of De-
fense. Both agreed the bureau has their way of doing business and
the Department of Defense has their marching orders from the Sec-
retary of Defense. Although the two techniques differed drastically,
both generals believed they had a job to accomplish. In my weekly
meetings with the Department of Justice we often discussed blank
techniques and how they were not effective or producing intel that
was reliable.

Then the memo goes on with a series of blanks which appear to
be individual’s names that have been redacted but with the abbre-
viation SES after the names, indicating that the individuals were
members of the Senior Executive Service.

The document then says that the redacted names were of persons
from the Department of Justice Criminal Division. That was your
division. And that they “attended meetings with the FBI. We all
agreed blank were going to be an issue in the military commission
cases. I know blank brought this to the attention of blank.”

Then on page 2 of this memo in the middle the author writes the
following, that “we spoke to FBI Office of General Counsel with our
concerns. I also brought these matters to the attention of the De-
partment of Justice during detainee meeting with blank, expressed
their concerns to blank.”

Then on page 3, the author writes, has there been any written
guidance given to FBI agents in either Gitmo or Iraq about when
they should stand clear, B.C.—I presume that means because of—
the interrogation techniques being used by DOD or DHS, followed
by some additional blanks.

Now again while these E-mails were written in 2004 they appear
to refer to events that took place earlier, perhaps in 2002. I say
that because the first general mentioned in the E-mails, Major
General Dunleavy was the operational commander of Gitmo for 9
months ending in October 2002, and Major General Miller was in

1The series of three FBI E-mails provided by Senator Levin appears in the Appendix on page
62.
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charge of Gitmo from October 2002 through March 2004. Since I
believe you were in charge of the criminal division at Justice from
2001 until 2003 March, it appears——

Judge CHERTOFF. Actually May or June.

Senator LEVIN. Through June 2003?

Judge CHERTOFF. Yes.

Senator LEVIN. So it would appear that these events or some of
these events took place while you were in charge of the criminal
division.

Now what they indicate is that the interrogations that were wit-
nessed by the FBI agents, that so concerned the FBI agents, were
discussed in weekly Department of Justice meetings, with FBI
legal counsel, with at least four senior officials in the criminal divi-
sion.

My first question is, during your tenure as head of the criminal
division at the Department of Justice did you ever become aware
of the issues raised in this document involving FBI personnel wit-
nessing DOD interrogation techniques at Guantanamo Bay that
were contrary to FBI techniques?

Judge CHERTOFF. Let me say this. First of all I do not recall hav-
ing any discussion about techniques that the Defense Department
was using in Guantanamo other than simply the question of
whether interrogations or questioning down there was effective or
not. I was never informed or I had no knowledge at the time—
again, I want to take out of my head things I have read in the
paper recently—about any use of techniques in Guantanamo that
Wereuanything other than what I would describe as kind of plain
vanilla.

Obviously, the FBI has its own way of doing things. For example,
the FBI might read Miranda warnings to people. DOD might not.
I am not particularly familiar with DOD techniques, either stand-
ard techniques as they exist in the normal field Army manual or
what additional techniques might have been considered.

So for me to interpret this document, which I have not seen,
which was written basically a year after I left and which refers—
I would really be speculating.

But I can tell you this, I was not aware during my tenure at the
Department of Justice that there were practices in Guantanamo, if
there were practices in Guantanamo, that would be torture or any-
thing even approaching torture.

Senator LEVIN. Judge, you do not know whether or not your
name appears in the unredacted version of this document or not?
You have never seen the document before you said; is that correct?

Judge CHERTOFF. Correct. I know I was not in SES. I was a PAS.
But other than that, I have no——

Senator LEVIN. We did not see this document, by the way, until
yesterday when my staff saw it on some web site, I believe.

Do you know who those—are you surprised, put it this way, to
read that members of the criminal division were present at these
discussions?

Judge CHERTOFF. My problem is, Senator, I do not really know
what the discussions are. What I see is a lot of different—what I
see is a discussion of techniques. I do not know whether the tech-
niques reflect simply different ways people question, or whether
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they reflect the fact that the DOD was doing something that ap-
peared to be maybe getting close to the line of what would be ap-
propriate or not. And that is a big difference, obviously.

It does not surprise me that people at the criminal division
would have attended meetings generally to find out if information
was being obtained from detainees, and what the progress was in
terms of was DOD going to be moving people out of Guantanamo
and sending them home again. That is because, my understanding
is part of the process of deciding who should be sent home required
an assessment of whether anybody believed that, based on the evi-
dence, that this person was a terrorist threat or not.

So again, given that I do not know what the meetings being re-
ferred to are, what the techniques are being referred to, and who
the people are, it just would be shear guesswork on my part.

Senator LEVIN. At the top of page 2 it says, we have this infor-
mation. Now we are trying to go beyond. Did we ever put into writ-
ing in an EC memo, note, or briefing paper to our personnel our
position blank, that we were pursuing our traditional methods of
building trust and a relationship with subjects.

What is an EC memo, do you know?

Judge CHERTOFF. I think it is just an internal FBI document.

Senator LEVIN. Do you know who the members of the criminal
division were who attended meetings with the FBI on this subject?
There were weekly meetings with the Department of Justice. They
discuss techniques, how they were not effective or producing intel
that was reliable. There were four names there that were redacted.
They are all from the Department of Justice’s criminal division. Do
you know who those would be?

Judge CHERTOFF. I do not know who these people are. I do not
know when these meetings occurred because this is an E-mail writ-
ten a year after I left, so it covers a span of time. I want to empha-
size, I do not know that the discussion of techniques or differences
and techniques means that the techniques being used by DOD
were necessarily what I would call harsh techniques. My under-
standing was there are just simply different ways of questioning.
The FBI does it one way. There are police departments that do it
differently. So I would be speculating about what was going on in
these meetings.

Senator LEVIN. Now you indicate because you never saw the
memo that you do not know who the people were who were rep-
resenting you at those meetings.

Judge CHERTOFF. I do not know that they were representing me
because I do not know if the meetings were current when I was
head of the criminal division.

Senator LEVIN. Or that the meetings took place while you were
head of the criminal division.

Judge CHERTOFF. Correct, I just do not know.

Senator LEVIN. Would you be willing to inquire to find out for
this Committee?

Judge CHERTOFF. I have to tell you, Senator, I am a sitting Fed-
eral judge. I do not know that I have the ability to inquire about
this.
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Senator LEVIN. Then I would ask our Chairman as to whether
or not we could inquire, Madam Chairman, could we see this entire
memo?

Chairman CoLLINS. I will take it under advisement.

Senator LEVIN. I thank you for that.

My time is up. The only other question that I would have—by
the way, I guess EC is an electronic communication.

Judge CHERTOFF. It might be.

Senator LEVIN. Which I know my children would know, but I do
not.

I would also then ask whether or not you ever had any discus-
sions—if I could ask for liberty for one more question—have you
ever had any discussions

Chairman COLLINS. We do need to move on, Senator.

Seﬁlator LEVIN. Thank you, Madam Chairman. I will finally wind
up then.

Did you ever have any discussions with Judge Gonzales about
that August memorandum that was addressed to him?

Judge CHERTOFF. I do not believe so.

Senator LEVIN. Or about the subject of that memorandum?

Judge CHERTOFF. I do not believe so.

Senator LEVIN. Thank you. I would have additional questions, if
I could, for the record, Madam Chairman. How long will the record
be kept open?

Chairman COLLINS. The record will kept open till 10 a.m. tomor-
row morning, and there are going to be additional questions from
several Members, including myself. Senator Dayton.

Senator DAYTON. Thank you, Madam Chairman.

Judge going back to the Lindh case, did anybody from the De-
partment of Defense, the military, or anyone else in the adminis-
tration contact you or anyone else to your knowledge on the pros-
ecution team asking that reduced sentence be offered to Mr. Lindh
or his attorneys to suppress allegations of torture and/or improper
treatment?

Judge CHERTOFF. Again, Senator, I have to say I do not think—
although I understand that there was a—not having the document,
I do not know what is in it. Assuming there was a provision in the
document to say that there would be no claim of intentional mis-
treatment, which as I say is not an unusual thing, I am sure that
was requested by somebody. I do not remember who requested it.

In terms of the decision about whether to take a plea, I do not
agree that it was driven by the desire to suppress information be-
cause my recollection is that the information had been made public
in filings made by the defendant. So one would have been sup-
pressing something that was publicly discussed.

Senator DAYTON. So you do not recall anyone contacting you from
the Pentagon, the military, anywhere else in the administration
asking that this information or any information or allegations of
mistreatment be suppressed, and requesting that there be a nego-
tiated plea reduction in order to accomplish that?

Judge CHERTOFF. I am confident we discussed with the Defense
Department in some detail the appropriateness of taking a plea
and what the plea should be. I guess what I am not comfortable
in agreeing with this magazine article is saying that somehow the
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purpose of doing it was to suppress information, because my under-
standing is the information was public and therefore there is noth-
ing to suppress. It is out. It is public. My recollection—again, I do
not have the documents—is that the counsel for the defendant, who
were very able and aggressive, had raised it publicly. So while
there are reasons to take a plea, I do not think hiding the allega-
tion was one of them.

Senator DAYTON. About a year ago, The Washington Post re-
ported a story of a Buddhist nun, a 30-year-old woman originally
from Tibet. Her family was being reportedly tortured by Chinese
authorities so she fled to Nepal for safety. Then when she feared
being rounded up by Chinese authorities or the Nepalese govern-
ment and returned to China, she fled to the United States and
sought asylum. She arrived in August 2003, was granted asylum
by an immigration judge in November.

Then the Department of Homeland Security appealed that case.
She was returned to her cell, this was reported the end of January
last year in The Washington Post, and her attorney said that her
next court date would be likely in the fall at the earliest. She did
not speak any English, did not understand any English, was basi-
cally incommunicado. Had only had this one appearance in court
where asylum was approved. The Chairman and I wrote a letter,
and I think there were some other inquiries too. She was then re-
leased and the appeals court subsequently ruled in her favor.

We wrote also and asked Secretary Ridge for the number of in-
stances where this was also occurring and were told that in fiscal
year 2003, DHS had sought review of 486 cases involving asylum
grants. I realize with all of your myriad responsibilities it is not
going to be possible for you to review each one of those, but I would
ask that somebody make a determination.

And in his response he says it is generally the discretion that the
appropriate ICE field officer, the director, whether or not to ask for
the alien to be incarcerated during that DHS appeal, absent excep-
tional concern such as national security issues or danger to the
community. Somebody ought to be able to decide whether a 30-
year-old Tibetan nun is a threat to the community and to our na-
tional security or not, especially after a judge has ruled in her
favor, just on the grounds on basic humanity. As the article said,
here she is fleeing persecution in China and ends up being incar-
cerated here.

Again, I am respectful of the difficulty in making these distinc-
tions, but I think, is important, especially if this is going to be a
longer term predicament that we are in, that these decisions and
these distinctions be made rationally and carefully.

4 Jlildge CHERTOFF. I agree with that. I think we should definitely

o that.

Senator DAYTON. Thank you. I would also ask you to review
what occurred on June, I believe it was the 9th, possibly the 8th.
My staff says the 8th, I say the 9th, so it is probably the 8th of
last year when a private plane carrying the Governor of Kentucky
flew into the restricted airspace here in violation of FAA proce-
dures, but nevertheless did so. The transponder was not func-
tioning. The same situation we experienced on September 11, 2001.
Despite some progress, and I think real progress that has been in
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interagency communication and the like, an open line which is
great to have but evidently not all parties are staffing that line on
an ongoing basis. So it does not do any good to have an open line
if no one is there to receive the information.

Anyway, there was a breakdown in communication. Thousands of
people were evacuated from the Capitol complex, being told, prob-
ably under the circumstances by the Capitol Police, take off your
shoes, run for your lives. If that plane had been other than what
it was, it would have crashed into the Capitol within a minute of
the time that alarm was sounded. So clearly, again, we will never
be perfect but when something that replicates what occurred on
September 11 can occur, and you could not have a more real-life,
realistic simulation of that kind of a situation where most of the
responsible authorities really thought that there was another at-
tack. And to see those continued failures to protect this Capitol
complex to me was really shocking.

Despite inquiries that I and other Members of Congress have
made, to my knowledge, there have been no consequences from
that at all. That is also alarming.

Judge CHERTOFF. I agree that is something that, as I said I think
previously, when there are penetrations or issues like that, those
are opportunities for us to go back and see, why did that happen.
I think that is a valuable thing to do.

Senator DAYTON. Thank you. I would urge you to review the
interdepartmental communication so that it is adequate to be im-
mediately responsive, which it has to be.

Then finally, I just support what my colleague Senator Coleman
said about the predicament in Minnesota, because it is nonsensical.
There is a book in my library in my office called The Death of Com-
mon Sense, and I could apply that on a daily basis around here.
In this case, we are giving a real double message to local officials
if we say, make yourself a priority, take the necessary actions, and
then on the other hand we turn around and say, you are not impor-
tant enough, you are not high risk.

If somebody here is going to make a determination that certain
parts of the country are sufficiently low risk then they should tell
them so and relieve them of the responsibilities, the expenses and
the like. But to say, you need to do all that and have local officials
conscientiously doing that at cost, have the public believe that is
necessary, and then turn around and just without any forewarning
just say, now you are out, and the city and county right adjacent
to you is in is really, from a standpoint of intergovernmental rela-
tions, is really destructive. But it is also really a contradictory mes-
sage and it is very unfair to them.

If we are not going to be consistent and we are not going to fol-
low up here with the resources necessary to carry out what we say
needs to be done, then I think we are really guilty of rank hypoc-
risy at this level. I hope and would urge that—and I respect that
you serve under the President and that they have a process, includ-
ing Office of Management and Budget, but I think it is imperative
that if we are going to do our responsibility here as a separate
branch of government to protect this country, that we have con-
fidence that we are getting from you, regardless of OMB’s view, re-
gardless of someone else’s fiscal policy, we are getting from you the
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assurance that we are providing you with the resources necessary
to protect this country to the best of our possible capabilities.

I would ask if you are willing to take that responsibility to com-
municate that independently to us and give us that assurance inde-
pendently.

Judge CHERTOFF. I think you deserve my candid assessment of
where we are and what we need to do, and I will give that to you.

Senator DAYTON. Thank you. I will support your nomination. I
wish you well.

Judge CHERTOFF. Thank you very much. Thank you, Senator.

Senator DAYTON. Thank you, Madam Chairman.

Chairman COLLINS. Thank you.

Judge you have completed what I hope will be the first of many
appearances before this Committee as we work with you to improve
our homeland security. As you can see, this Committee is very con-
cerned about the Department, about its policies, and about improv-
ing the security of our Nation. We are going to aggressively oversee
the Department. We have new and expanded jurisdiction to do so,
and look forward to working very closely with you.

I want to conclude this hearing by again thanking you for your
commitment to public service, your patriotism, your dedication to
the Nation. I continue to think that is highly unusual and very im-
pressive that a Circuit Court Judge would choose to give up a life-
time appointment to the Federal bench in order to serve in this im-
portant post. So I commend you for your dedication, for answering
the call to service.

I do have additional questions for the record. The fact that I am
submitting them for the record does not mean that I care any less
about them than the ones that I posed to you today and I look for-
ward to receiving your answers. I know Senator Levin, and I sus-
pect other Senators as well, will have some questions to submit.

Without objection, the record will remain open until 10 a.m. to-
morrow for the submission of any written questions or statements
for the record. I would note that the Committee will include in the
record the many letters that we have received from law enforce-
ment organizations endorsing your appointment. I have been very
impressed with the support that you have from the law enforce-
ment community. I think that bodes well for working out a good
relationship with those who are truly on the front lines in the war
on terrorism.

So thank you very much for answering the questions.

Senator DAYTON. Madam Chairman, may I inquire, what is your
intention regarding a vote on

Chairman CoLLINS. I had hoped to have a vote tomorrow. Unfor-
tunately, there were objections on your side of the aisle to doing
so, so we will have the vote on Monday in conjunction with the first
roll call vote, or if there is not a roll call vote it will be late in the
afternoon on Monday.

Senator DAYTON. Thank you.

Judge CHERTOFF. Thank you very much. I appreciate being able
to appear before the Committee, and if I am confirmed, I really
look forward to working with you all.

Chairman CoLLINS. Thank you. This hearing is now adjourned.

[Whereupon at 1:25 p.m., the Committee was adjourned.]
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PREPARED STATEMENT OF SENATOR VOINOVICH

Madam Chairman, thank you for expeditiously holding this hearing to consider
President Bush’s nominee for one of the most important positions in the Federal
Government: Secretary of the Department of Homeland Security.

Judge Chertoff, I would first thank you for your continuing service to our Nation
during these challenging times. Your willingness to step down from a lifetime ap-
pointment to the Federal bench to take what is certainly one of the most difficult
jobs in the Federal Government is a testament to your patriotism and dedication
to public service. I would also thank your family for the sacrifices they have made
and will continue to make.

I enjoyed our meeting yesterday very much. I believe you are well qualified for
the office in which you are about to enter and am happy to support your nomina-
tion. Please let me know if I can assist you in any way during the next 4 years.

Thank you, Madam Chairman.

PREPARED STATEMENT OF SENATOR COBURN

Thank you, Chairman Collins. I am pleased to be here today to review the nomi-
nation of Judge Michael Chertoff to be the next Secretary of the Department of
Homeland Security.

Judge Chertoff has a distinguished background in the law and public service. He
has served in a wide range of positions: In the administration, on staff here in the
Senate, and in the private sector. I think we can all agree he has an impressive
background.

Of course, what is important for us to determine in this hearing is how Judge
Chertoff will serve our Nation if confirmed as Secretary of Homeland Security. Of
particular interest to me in this regard is how he plans to use the finite resources
of the Department to secure our Nation’s borders.

At our most recent hearing, Senator Stevens made an excellent point by telling
the witnesses that they should not expect Congress to continue throwing money at
the Department of Homeland Security. The Department must find a way to use the
resources at its disposal in the most efficient and effective manner possible. At that
same hearing our witnesses broadly agreed that the Department has not thought
through the most effective ways to utilize its sources. Too often, we have turf battles
and a “manage by the inbox” approach to long-term planning and policy.

It is important to me that we know what Judge Chertoff views as the priorities
for the Department, and how he plans to use its resources to most effectively protect
our homeland and secure our borders.

I thank Judge Chertoff for being here today and for his service to our country.
I am looking forward to hearing what he has to say.

Thank you, Chairman Collins.

PREPARED OPENING STATEMENT OF SENATOR PRYOR

Thank you, Madam Chair and Senator Lieberman, for convening this hearing and
continuing your bipartisan leadership as we address the important matters our
Committee faces today and in the days ahead.

Judge Chertoff, good morning it is nice to meet you.

As our Committee has been assessing the challenges and opportunities at the De-
partment of Homeland Security it has become even more apparent to me what awe-
some responsibility DHS is tasked with in leading the efforts to protect our borders
and secure transportation and other critical parts of our infrastructure.

Of course, it follows that the Secretary of DHS, as director and coordinator of
those efforts, faces extraordinary challenges.

(59)
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It is imperative that the Secretary of DHS lead the charge to make this country
safer, while steadfastly honoring our Constitution, which protects our precious
rights and liberties.

I look forward to hearing how you would meet the challenges and accomplish the
high goals of the post for which you have been nominated.
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Final Edition

SECTION: Editorial; A20

HEADLINE: Civil Service Reform

LIKE MOTHERHOOD or apple pie, "performance-based pay" — the concept that ostensibly lies at the heart of the
civil service reform unveiled at the Department of Homeland Security last week — is something everybody loves. That
better ernployees should be paid more; that managers should be able to fire the incompetent; that the federal government
should offer pay that at least competes with the private sector; that our civil service should be more flexible in the post-
Sept. 11 world: None of that is controversial. What is controversial — and what could be extremely damaging, if not
carefully monitored — are some of the reform's other effects, intended or otherwise.

We have three areas of doubt. The first concerns potential problems with the "performance-based” system itself. At
the moment, the vast majority of federal employees are graded either on a five-point scale, from "unsatisfactory" to
N ding,” or on a "pass~fail" criterion that offers no precise definition of "good performance.” The vast majority
of government managers have no experience making more sophisticated evaluations. Training managers will take an
enormous amount of time and money, both of which the goverment is notoriously stingy about committing. Although
DHS's published regulatory schedule calls for some of its employees to be subject to the new system as soon as next fall,
no critetia have been published, and no pilot program has been launched. Paul C. Light of the Brookings Institution, an
advocate of civil service reform, calls the current timetable "wildly optimistic."

Without clear performance criteria and management training, civil service "reform” could slide into civil service
politicization: To put it bluntly, if managers can get rid of people whom they perceive as politically unsound simply by
handing out bad evaluations, it won't be long before civil servants cease to be politically neutral. DHS and the Office of
Personnel Management argue vociferously that the new system contains all of the same protections against politicization
as does the old. But the new regulations do reduce the power of some neutral arbitrators. They also appear to raise the
standard for employee appeals, which will make it harder to get a disciplinary decision overturned.

Finally, and most worrisomely, the new system appears to undermine government trade unions in ways that are hard
to justify. The government already has the ability to bypass unions — and in particular their right to negotiate working
conditions — in case of a national emergency. Now administration spokesmen argue that they may also need to bypass
unions in case of potential emergencies, or simply because they need flexibility. John Gage, president of the American
Federation of Government Employees, calls this claim "disingenuous” and argues that the changes simply use homeland
security as an excuse to "remove employees' rights in a much broader area.” It would be nice to believe the administration's
fervent denials of a plot to destroy the mostly Democratic unions. But before we do, we'd like to see some clearer
arguments from the administration about what the eli ion of union bargaining has to do with either the pation's safety
or civil service performance.

Before these proposals go further — the Defense Department is preparing similar reform — Congress ought to look
more closely. Lawmakers should consider legislation that sets broad parameters for performance criteria, an appeals
process that preserves civil service neutrality and union involvement. These changes are potentially too political to be left
to the managers directly involved.
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in inand out of the US compared to the trall o

BT ST AT e ey ide of

concerning me b
information. “The conversalions were somewhat heated

Y O
X D i i hnany admi b5 ~1
information was the same info the Bureau oblained. 11 shil did not prevent them from continuing the; b6 «3,2,5
metheds”, DOJ was with me at GTMO uring that time.

»IC -1,2,5

Bottom line is FBI personnel have not been involved In any methads of interrogation that deviate from our policy.
The specific guidance we have given has always been no Miranda, otherwise, follow FBUDOJ policy just as you
would in your field office. Use common sense. Utilize our metheds that are proven (Reed schoo, efc),

i you would itke fo calt me fo discuss this on the telephone { can be reached at[: B2 -1

~-Original Messagee--~

.
T BI26/2004 ‘wm" BASRED

DETAINEES-2709
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. - N
Message ¢ Page 20f3
From. HARRINGTON, T J. (Divi3) (FBI)
Se , 2004 9:21 AM
T3 (va13) {FB) bs -1
Subject: RE: pls confirm bIC -1
1)
NON-RECORD .
M . Referral/Direct

We Have this information, now we are trying to go Wn EC, memo,
note of briefing paper to our personnel our position that we were
pursuing our traditional methods of bullding trust ant a TeRatONSTIP With Subjects. {0

—--Or{gl

mezmmﬁ:{) {FBI} b6 -1

Sent: Monday, May 10, 2004 10:52 AM  pan 5

Ta: HARRINGTON, T J. (Div13) (FBI)

ce: Divi3) (FBI); BATTLE, FRANKIE (Div13) (FBI); BOWMAN, MARION E.
{Div R .
Subject: RE: pls confirm
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
BAU at the request of the then (GTMO Task Force, ITOS1) wrote an EC (quite long) explainingthe oy
Buresu way of i vs. DoDs o Qur format g has always been that all
r conduct in interviews in the manner that they would in the field, -2
jong with FBI advised that e LEA {Law Enforcement Agencies) al  b7¢ -2
e s 3 Were ol in the pracuce of the usin nd were Qf the oninion results
® R enfal fDizect obtained from thess interrog e BAU explained] FBI has been
o . successful for many years ini via ionat interviewing techniques. g .y
Wa spoke to FBl OGC with oy, ese ratters to the attention of DOJ b6 -2
durm? detalnee meetings with| xpress thair concerns to BIC -2
as a copy of all the information reganding the BAU LHM, | believe she has provided thatte b6 -1
TJ Ramington. BIC -1
i may Tave more specific Information in my desk at HQ. | will search what | have when | return
(5/17).
~==-Original Message-—--
From: HARRINGTON, T . {Divi3) (FBI)
Sent. Monday, May 10, 2004 4:33 AM b6
£, FRanE (Ovig) (a0l Jowid) (Faz):::] -
Divi3) (FBI} »7C -1
ubject: rw: pis confirm
S i BUT UNC SIFIED
NON-RECORD -
Please review pur control files, did we produce anything on paper??7
~-Qriginal Message---
] me. Capront, Valerie &, (DIv0g) (FBI)
) Sel 09, 2004 2:31 PM hé ~1
;émvos) (mry wampeneTon, T o B0 Jere
9/26/2004 /

DETAINEES-2710
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Page 3 of 3

el

Message LE =T
.o~ N
sy erarl— T owas) ray »6 -2
b7C -1

- Subject: pis confirm

N ’) VE BUT A SSIFIED
9] NON-REGORD

1ihink 've heard this several times, but let me ask one more time: b1

Has there been any wiitten guidance given to FBI agents in aither GTMO or Iraq about
hi dlear” biz of the interrogation techniques being used by DOD or DH: '-

SENSITIV

y SENSITIVESRUNCLASSIFIED

SENS! B : 1ED

BEN: CLASSIFED

DERIVED FROM: G-3 £BI Classification Guide G:3, dated 1187, Forelgn Counterintalligance Investigations
DECLASSIFICATION EXEMPTION 4 .
SECRET/ORCQON,NOFORN :

S

©126/2004 . DETAINEES-2711
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STATEMENT OF SENATOR JON S. CORZINE
INTRODUCING MICHAEL CHERTOFF,
NOMINEE TO BE SECRETARY OF HOMELAND
SECURITY

February 2, 2005

Madam Chairman, Mister Ranking Member, and members of
the committee, it is my pleasure today to join my colleague,
Sénatér Lauténberg, iﬁ introducing Michael Chertoff, the nominee
to be Secretary of Homeland Security.

First, however, allow me to commend you, Madam Chairman
and Mister Ranking Member, for the work you did in successfully
pushing through the Intelligence Reform bill. Your commitment
and that of the members of this committee ensured that the bill was
passed into law. By doing so, you have done a great service in
protecting the security of the American people here at home.

This is my third opportunity to introduce Judge Chertoftf.

The first was at his confirmation hearing to be Assistant Attorney

General for the Criminal Division. The second was when he was
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nominated to be Circuit Judge for the Third Circuit. In each of
these capacities and throughout his career, Judge Chertoff has
served New Jersey and our nation exceptionally well, and I am
privileged to support him and recommend to the committee his
nomination to be Secretary of Homeland Security.

Judge Chertoff is an extraordinary professional and a
remarkably able lawyer. He is highly intelligence, honorable and
impartial. He is also a straightshooter, which is exactly what we
need right now in this position. He is also a personal friend.

Madam President, the nominee recently told me that this
position, as Secretary of Homeland Security, is the most important
task he has ever undertaken in his public career. Given his
cc;mmitment to public service and the distinguished results of his
remarkable career, this statement speaks for itself.

Michael Chertoff has impeccable credentials — not the least
of which is being a native New Jerseyan. Senator Lautenberg has
elaborated on his enormously impressive resume. Suffice it to say

that Michael Chertoff’s reputation as a brilliant, tough, impartial,
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and truly world class litigator led one New Jersey paper to suggest
that he might be New Jersey’s “Lawyer Laureate.”

At the outset, I would like to reiterate one aspect of the
nominee’s career mentioned by Senator Lautenberg: Michael
Chertoff’s role in helping the New Jersey state legislature
investigate racial profiling. As Special Counsel to the State Senate
Judiciary Committee, he led the committee probe into how top
state officials handled racial profiling by the State Police. His
work was bipartisan, objective, balanced and thoroughly
professional, and helped expose the fact that for too long, state
authorities Were aware that statistics showed minority motorists
were being treated unequally by some law enforcement officials,
anld yet ignored the problem. This landmark racial profiling
investigation tested Judge Chertoff’s ability to balance the state’s
responsibility to provide for the public safety with protecting our

citizens’ civil liberties.
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Madam President, Judge Chertoff is uniquely positioned to
undertake the enormous challenges that come with the position of
Secretary of Homeland Security. Particularly important to the
citizens of New Jersey is his understanding of the critical
importance of allocating our homeland security resources to those
areas of the country where the risks and vulnerabilities are greatest.
New Jersey, for example, stands on the front lines of the war on
terror. It was the source of the anthrax attack that hit this
institution, is the most densely populated state in the nation, and
has been the subject of recent terrorism alerts by the Department of
Homeland Security. Yet its homeland security funding in Fiscal
Year 2005 has been slashed by one third. Threat-based resource
aliocation, which was an unambiguous recommendation of the
9/11 Commision, should be a national priority. It is time we pass
legislation that will ensure that our homeland security allocations

are truly based on risk and vulnerability.
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Judge Chertoff also understands the critical importance of
protecting our chemical facilities. Only a week ago, the former
Deputy Homeland Security Advisor to the President testified to
this committee that industrial chemicals are “acutely vulnerable
and almost uniquely dangerous,” presenting a “mass-casualty
terrorist potential rivaled only by improvised nuclear devices,
certain acts of bioterrorism, and the collapse of large, occupied
buildings.” He added that chemical plant security “should be the
highést critical infrastructure protection priority for the Department
of Homeland Security in the next two years.”

There are other critical issues that the nominee will face and
that I am confident he is prepared to take on. Our rail lines are
w;)efully unprotected and recent accidents have demonstrated the
risk that rail transport of toxic chemicals could be attacked by
terrorists. There is important work remaining at TSA, where
airport screening is far from complete and where too little attention
has been paid to ground transportation. And the Department of

Homeland Security has not yet adequately confronted the
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vulnerabilities of our ports. The checklist is long and the issues
complex. And in my view, Judge Chertoff is the best person to

address them.

Madam Chairman, one of the critical issues to be addressed
by the new Secretary of Homeland Security will be civil liberties.
On this issue, [ know Judge Chertoff to be thoughtful and open-
minded. Since the initial response to the 9/11 attacks, he has called
— both publicly and privately — for a new approach to detentions of
terror suspects. As he said in November 2003, "We need to debate
a long-term and sustainable architecture for the process of
determining when, why and for how long someone may be
detained as an enemy combatant, and what judicial review should

be available." Madam Chairman, [ am confident that this

commiittee will take him up on that offer.

I strongly believe that we as a nation can be both secure and
free. Given Judge Chertoff’s work on racial profiling in New

Jersey, I am confident that he will pursue law enforcement
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strategies that are both effective and unbiased. And his stated
commitment to respecting recent Supreme Court decisions on
detainees assures me that he will always pursue terrorists within

the context of our laws and treaty obligations.

No one knows what the future may bring. The terrorist threat
shifts, and we are constantly learning about new vulnerabilities. At
this critical moment, [ believe that Judge Chertoff has the kind of
commitment, intellect and imagination that we need. Someone
who is focused on keeping us safe. Someone who understands that
homeland security means identifying the greatest risks and
vulnerabilities and making them a priority. Someone who
recognizes that, in protecting ourselves, we cannot sacrifice our
basic principles and values. Madam C—hairman, I am confident

that Michael Chertoff is that person, and I am proud to support his

nomination to be Secretary of Homeland Security.
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INTRODUCTORY STATEMENT OF JUDGE MICHAEL CHERTOFF

Wednesday, February 3, 2005

Chairman Collins, Ranking Member Lieberman, Members of the Committee. [ am
pleased to appear before this Committee as you consider the President’s nomination of me to be
Secretary of Homeland Security. Before [ proceed with a brief opening statement, I would like
to introduce my wife, Meryl, who is seated behind me in the first row. My two children are back
at home in school. I thank my family for their support and sacrifice.

[ was deeply honored by the President’s decision to nominate me to be Secretary of DHS.
As [ said at the time of the announcement, if confirmed I would feel privileged to serve with the
thousands of men and women who stand watch protecting America’s security and promoting
America’s freedom.

Since September 11, 2001, the challenge of our generation has been to defend our
country against the evil of terrorism while honoring our fundamental commitment to our liberties
and privacy. We must work together to preserve an America that is safe, secure, and free.

1 want to take this opportunity to briefly outline some of the experiences which I will
bring to bear if I am confirmed as Secretary of DHS.

As Assistant Attorney General of the Criminal Division of the Department of Justice
from 2001 to 2003, I shared in the management of the Department during, and in the wake of,
the attacks of September 11", As a consequence, [ have had the rare experience of managing a
critical government organization under the stress of a national emergency. My duties made me
fully familiar with many of the central elements of the war against terrorism. 1 assisted in
formulating our strategic plan of respense; breaking down the barriers to intelligence sharing;
cooperating with other agencies—including the Department of Homeland Security—and
negotiating cooperation with our law enforcement counterparts overseas. I also sat on the Justice
Department National Security Coordination Council, which brought together leadership of key
Justice components including the FBI and INS. As part of these efforts, I worked closely with
officiajs across our government, across our country, and across the world on some of the key
facets of homeland security.

While serving as head of the Criminal Division, I was required to evaluate information
from many intelligence agencies as a prerequisite to operational decision making. As a result,
the value—and limitations—of intelligence are familiar to me as a manager. Additionally, I
reconfigured many of our component sections to push resources into the field and to increase
operational capacity. My style is to lead by example, and that includes a willingness to delve
into and understand challenges faced in the field.

But, I have also dealt directly with the issue of security at the state and local level. Asa
young prosecutor, [ worked closely with agents from services that are now part of DHS such as
the Customs Service and the Secret Service, and with first responders such as state police and
local police in major law enforcement actions. As United States Attorney in the early 90s, state
and local officials joined me in fashioning a comprehensive approach to addressing urban crime
and social problems under programs such as Weed and Seed. Accordingly, I have leamned to
appreciate the perspectives of state and local officials because I have shared their vantage point.
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And just as important, from my vantage point on September 1 1™ and in the weeks and months to
follow, along with everyone else in America I saw the heroism and the sacrifice and the
commitment of firefighters, police and other emergency response professionals. And if
confirraed 1 look forward to working with them to make the great promise of this still-new
Department a reality for them and those they serve.

I believe that the Secretary of Homeland Security will have to be mindful of the need to
reconcile the imperatives of security with the preservation of liberty and privacy. As an attorney
representing indigent defendants; as a legislative counsel examining racial profiling; and as a
United States Circuit Court Judge, I have committed to fostering liberty and privacy. If
confirmed, I will draw on this background to promote measures that enhance our security while
affirming our constitutional values. :

Finally, the corerstone of my leadership philosophy has always been this: respect those
with whom you work. That means invite candid discussion and advice; make prompt decisions;
articulate clear goals; expect accountability; and reward service.

If I am confirmed as Secretary, we will work as a Department to improve our technology,
strengthen our management practices, secure our borders and transportation systers — and most
importantly — focus each and every day on keeping America safe from attacks. I will be
privileged to strive under the leadership of President Bush to accomplish these goals. 1 also will
look forward to working with this Committee in pursuit of our shared goal of keeping America
secure and free. I can’t promise perfection in our efforts, but I can promise that we will work
tirelessly and do everything within the law to keep our nation safe.

I will be pleased to answer the Committee’s questions.
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BIOGRAPHICAL AND FINANCIAL INFORMATION REQUESTED OF
NOMINEES

A. BIOGRAPHICAL INFORMATION
1. Name: (Include any former names used.)
Michael (NMN) Chertoff
2. Position to which nominated:
Secretary of Homeland Security
3. Date of nomination:

4. ,AddreSSL(Lirs,t,rcu;r;éhf,place of residence and office addresses.)

Residence:

Office:

50 Walnut Street, Room 5037
Newark, NJ 07102

5." . Date and place of birth:
November 28, 1953, Elizabeth, NJ

6. Marital status: (Include maiden name of wife or husband’s name.y -
Meryl Chertoff, nee’ Mery! Justin

7. Names and ages of children:
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Education: List secondary and higher education institutions, dates attended,
degree received and date degree granted.

Harvard University School of Law, 1975-1978; 1.D. magna cum laude 1978
Harvard College, 1971-1975; A.B. magna cum laude 1975
London School of Economics, 1972-1973 (year abroad with credit)

Employment Record: List all jobs held since college, including the title or
description of job, name of employer, location of work, and dates of employment.
(Please use separate attachment, if necessary.)

6/2003-Present Circuit Judge
U.S. Court of Appeals for the Third Circuit
50 Walnut St., Rm. 5037
Newark, NJ 07102

6/2001-6/2003 Assistant-Attorney-General-—————— .
U.S. Department of Justice
950 Pennsylvania Ave., N.W.
Washington D.C. 20530

5/1994-5/2001 Partner
Latham & Watkins
oeeeicee .. One Newark Center, 16th Floor
Newark, NJ 07101
2000-2001 Special Counsel
- N.J. Senate Judiciary Committee
. ~ Trenton, NJ

. 1995-1999 Investigations Officer

N.Y. Mason Tenders District Council (court-appointed)

1994-1996 Special Counsel
U.S. Senate Whitewater Committee
(includes service as minority counsel to the Banking
Committee)

6/1990-4/1994 U.S. Attorney
U.S. Attorney’s Office, D.N.J.

2
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Department of Justice
970 Broad St., Rm. 702
Newark, NJ 07102

7/1987-6/1990 First Assistant U.S. Attorney
U.S. Attorney’s Office, D.N.J.
Department of Justice
970 Broad St., Rm. 702
Newark, NJ 07102

9/1983-6/1987 Assistant U.S. Attorney

U.S. Attorney’s Office, SD.N.Y.
Department of Justice

One St. Andrews Plaza

New York, NY 10007

8/1980-8/1983 .. .. .Associate ... .
Latham & Watkins
1300 New Hampshire Ave., N.-W.
Washington D.C.

7/1979-7/1980 Law Clerk
Justice William J. Brennan, Jr.
U.S. Supreme Court
One First St., N.E.
Washington D.C.

7/1978-7/1979 Law Clerk
Judge Murray Gurfein
U.S. Court of Appeals for the Second Circuit
Foley Square
New York, NY 10007

6/1978 Summer Associate
Miller, Cassidy, Larroca & Lewin
2555 M St., N.W.
Washington D.C. 20037

4/1978-5/1978 Part-Time Staff
Mass. Legislative Oversight Commission

3
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State Capitol
Boston, MA

9/1977-4/1978 Research Assistant
Harvard University School of Law
Cambridge, MA

6/1977-1/1977 Summer Associate
Sullivan & Cromweli
125 Broad St.
New York, NY 10004

6/1976-7/1976 Summer Associate
McCarter & English
Gateway Four
Newark, NJ 07102 B

6/1975-7/1975 Intern
Tax Analysts & Advocates
6830 N. Fairfax
Arlington, VA

Government experience: List any advisory, consultative, honorary or other part-
time service or positions with federal, State, or local governments, other than those
listed above. = - '
1996 Commissioner

- N.J. Election Law Enforcement Commission
’ (state agency that enforces state campaign finance laws)

Business Relationships: List all positions currently or formerly held as an officer,
director, trustee, partner, proprietor, agent, representative, or consultant of any
corporation, company, firm, partnership, or other business enterprise, educational
or other institution.

Partner, Latham & Watkins, Newark, NJ (law firm), 1994 - May 2001

Fellow, American Bar Foundation, 1997 - present
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Trustee, Association of Criminal Defense Lawyers - New Jersey, 1997 - May 2001
Advisor, CompostAmerica, Spring 1999
Editorial Board, New Jersey Law Journal, 1994 - May 2001

Director, New Brunswick Development Corp., New Brunswick, NJ, 1994 - May
2001

Memberships: List all memberships and offices currently or formerly held in
professional business, fraternal, scholarly, civic, publie, charitable and other
organizations.

Master, Edward Bennett Williams Inn of Court, Washington, D.C., 2001- 2003

Ex Officio Member; Executive-Committee, International Association of - .- — ..
Prosecutors; 2001--2003 — o e

Editorial Board, New Jersey Law {Q}lrnal, 1994-2001

N.J. Supreme Court Criminal Practice Committee, 1997 - 2000
Association of the Federal Bar of the Staté of New Jersey, 1994 - 2001

Trustee, Association of Criminal Defense Lawyers - New Jersey, 1997 - 2001

Association of the Bar of the City N.Y., 1984 - 2

-Committee on Legal Education, 1984 - 1987
~Committee on Criminal Advocacy, 1987 - 1990

Federal Bar Council (NY), 1989 - 2001

New Jersey State Bar Association, 1989 ~ Present
-Executive Board, Federal Practice Committee, 1989 - 1990

Lawyers Advisory Committee, U.S. District Court, District of New Jersey (ex
officio), 1990 - 1994

American Bar Association, 1980 - 1983, 1997 - Present
-Antitrust Section, 1980 - 1983
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-American Bar Foundation, 1997 - Present
Associated Harvard Alumni
Nomahegan Swim Club, Westfield, N.J.

Westfield N.J., College Men’s Club (raises scholarship money for college-bound
students)

Cosmos Club, 2121 Massachusetts Avenue, N.W., Washington D.C.
Harvard Law Review

London School of Economics Alumni

13.—-Political affiliations and activities:

(a) List all offices with a political party which you have held or any public
office for which you have been a candidate.

None

b) List all memberships and offices held in and services rénderéd to all
political parties or election committees during the last 10years. =
I was an alternate delegate to the 2000 Union County, N.J, Republican
Convention.

I supplied occasional advice on criminal justice issues to the Bush for President
Campaign in 2000, and was a vice chair of the N.J. finance committee in 2000.

From 1997-2000, from time to time [ served on finance {:gmrxiittees inthe
campaigns of N.J, State Senators Donald Di Francesco, John Bennett and Joseph
Kyrillos.

In the fall of 1996, I did some fundraising for U.S. Senate Candidate Dick
Zimmer of New Jersey, and I introduced Bob Dole at a campaign event.

During 1998 and 1999, I served as occasional outside counsel to the local
campaign organization of Essex County, N.J. Executive James Treffinger.

6
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¢) Itemize all political contributions to any individual, campaign organization,
political party, political action committee, or similar entity of $50 or more for the
past 5 years.

ZIMMER, DICK
VIA ZIMMER 2000 INC
10/24/2000 1000.00

TREFFINGER, JAMES W
VIA JIM TREFFINGER FOR SENATE INC
06/05/2000 500.00

FRANKS, ROBERT D
VIA BOB FRANKS FOR US SENATE INC
08/08/2000 500.00

KYRILLOS, JOSEPHM B e
PRIMARY 2001
04/20/2000 500.00

BAGGER, RICHARD
PRIMARY 200!

©06/25/2001500.00

Honors and awards: List all scholarships, felléwﬁhips, honorary degrees,
honorary society memberships, military medals and any other special recognitions
for outstanding service or achievements.

2002 - Juris Doctor honqris‘ causa, Sctpn Hall Law School, Newark, N.J.

2002 - Trial Attorneys of New Jersey, Trial Bar Award for “Distinguished Service
in the Cause of Justice”

1976-1978 - Member and Note Editor, Harvard Law Review

1986 - Annual Legal Award Association of Federal Investigators (for successful
prosecution of corruption in Sullivan County, New York)

1987 - U.8. Department of Justice John Marshall Award for Outstanding
Achievement in Trial of Litigation (for successful prosecution of leaders of

7
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Mafia’s national “Commission,” United States v. Salerno, et. dl.)

1992 - Anti-Defamation League Distinguished Public Service Award

1994 - U.S. Department of Health & Human Services Inspector General
Prosecutive Leadership Award

1997 - Fellow, American Bar Foundation
2004 - Pingry School Letter-in-Life

Published writings: List the titles, publishers, and dates of books, articles, reports,
or other published materials which you have written.

Note, Valuation of Conrail Under the Fifth Amendment, 90 Harv. L. Rev. 596

(1977 . o

—Case Note; LS Trust Co. v. New Jersey,- 91 Harv..L. Rev. 83 (1977)

" "Editor, Note, Constitutional Problems in the Execution of Foreign Penal

Sentences, 90 Harv. L. Rev. 1500 (1977)

____Editor, Note, The Finality Rule for Supreme Court Review of State Court Orders,

91 Harv. L. Rev. 1004 (1978)

Book Review (with-R. Hills), Shareholder Litigation, 60 Wash. U.L.Q. 735 (1981)
"Book Review of Confessions, Truth. and the Law, 93 Mich. L. Rev. 1713 (1995)

Article, Changing Definitions of Willfulness in Federal Criminal Law, Washington

Legal Foundation Legal Backgrounder, Oct. 21, 1994

Article, “Whitewater: Why It Matters” Newsweek, June 10, 1996

Substantially wrote the following editorials for the New Jersey Law Journal:

“Tools Against Terrorism,” June 1996
‘ “Celebrity Jurors,” September 1998
“Unsolomonic Compromise,” March 2000

“Victims Attain a Voice in the Criminal Justice Process,” New Jersey Lawyer,

February/March 1994

Letter, “People v. Sol Wachtler,” New York Times Book Review, May 11, 1997

Symposium on Securities Law Enforcement, 17 Seton Hall Legis J. 1 (1993)

“Law, Loyalty, and Terror: Our legal response to the post-9/11 world” The Weekly

Standard, December 1, 2003

“Judicial Review of the President’s Decisions as Commander in Chief,” Rutgers

Law Review, Summer 2003

“Justice Denied: The International Criminal Court is even worse than its critics

have said,” The Weekly Standard, April 12-April 19, 2004

8
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“Why is this Ball in Our Court?” The Wall Street Journal, June 17, 2004
1 have authored a number of judicial opinions, which are available online.

Speeches: Provide the Committee with four copies of any formal speeches you
have delivered during the last 5 years which you have copies of and are on
topics relevant to the position for which you have been nominated.

On October 10, 2003, I gave a speech entitled “Law, Loyalty, and Treason: How
Can the Law Regulate Loyalty Without Imperiling It?” in Chapel Hill, NC, at the
invitation of the North Carolina Law Review. Four copies of my prepared speech,
a revised version of which was published in the December 1, 2003 issue of the The
Weekly Standard, are enclosed.

On October 20, 2003, I gave a speech entitled “Judicial Review of the President’s
Decisions as Commander in Chief,”in Newark, NJ. A revised version of the
speech was published in the Summer 2003 edition of the Rutgers Law Review as
noted in question 15. I do not have a copy of my remarks as given.

On April 13,2004, [ gave a speecb ent@tled “America Needs Legal Infrastructure
for the War on Terror,” at a meeting of the American Bar Association in
Washington, DC. A revised version of the speech was published in the June 17,

2004 edition of the Wall Street Jouiinal as rioted in question 15. I do not havea
copy of my remarks as given.

While I served as Assistant Attorney General, I gave numerous other public -
speeches and participated in several panel discussions. I typically spoke without a
prepared text. If I locate any reports of these speeches, I will provide them to the
Committee.

Selection:

(a) Do you know why you were chosen for this nomination by the President?

I believe the best explanation for the President’s decision to nominate me as
Secretary of Homeland Security is set forth in his statement of announcement,
which I attach for Committee review.

(b) What do you believe in your background or employment experience
affirmatively qualifies you for this particular appointment?

9
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The highlights of my public service career are summarized in the White House
personnel announcement of January 11, 2005, which I attach.

I have a broad range of experiences which I will bring to bear if I am confirmed as
Secretary.

As Assistant Attorney General for the Criminal Division from June 2001 to June
2003, I served as part of top management for the Department of Justice in the
wake of the attacks of September 11. As a consequence, I have had the rare
experience of managing a government agency under the stress of a national
emergency. My duties involved me in — and made me intimately familiar with —
most aspects of the war against terrorism: Formulation of our strategic plan of
response; breaking down the barriers to.intelligence sharing; negotiating
cooperation with our law enforcement counterparts overseas; and collaborating
with other agencies ~ including the Department of Homeland Security —in =~
fashioning a coordinated effort to-detect, disrupt-and incapacitate terrorists.. As. .
part of this effort,- [ worked.-closely with officials across-our government, and sat
on the Department of Justice National Security Coordination Council, which
brought together leadership of the key Justice components with national security
responsibilities, including the FBI and (what was then) INS.

As head of the Criminal Division, I was required to-evaluate intelligence
information from virtually all the intelligence agencies as a prerequisite to
_operational decisionmaking. As a consequences, the value - and limitations ~ of
such information are familiar to me as a manager. Additionally, I reconfigured
many_of our component sections to push resources into the field and to increase
operational capacity. My style is to lead by example, and that includes a
willingness-to delve into and understand challenges faced in the field. Another
particular emphasis was fostering interagency teamwork and flexibility.

Apart from serving in senior Department of Justice leadership, I have led 2 major
United States Attorney’s Office, and, as a private attorney, worked with large
organizations in managing business crises.

Relevant, as well, is the fact that I have served in law enforcement at the line
level. As a young prosecutor, I worked closely with agents from the former
Customs Service and the Secret Service, and with state police and local police in
major law enforcement actions. I can appreciate their perspectives and problems
because I shared their vantage point when I started out in government.

10
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Finally, 1 believe that the Secretary of Homeland Security must always reconcile
the imperative of security with the preservation of liberty and privacy. Asan
attorney representing indigent defendants, as a legislative counsel examining
racial profiling, and as a United States Circuit Judge, I have committed to
fostering liberty and privacy. If confirmed, I will draw on these experiences in the
rule of law to promote measures that enhance our security while affirming our
constitutional values.

B. FUTURE EMPLOYMENT RELATIONSHIPS

Will you sever all connections with your present employers, business firms,
business associations or business organizations if you are confirmed by the Senate?

Yes

-- Do you have any plans, commitments or agreements to pursue outside
—employment, with or.-without compensation, during your service with the_ _

government? If so, explain.

No

Do you have any plans, commitments or agreements after completing government.
service to resume employment, affiliation or practice with your previous employer,
business firm, association or organization? o

No

Has anybody made a commitment to employ your services in any capacity after...-
you leave government service?

No

If confirmed, do you expect to serve out your full term or until the next
Presidential election, whichever is applicable?

Yes, at the President’s discretion
C. POTENTIAL CONFLICTS OF INTEREST

Describe any business relationship, dealing or financial transaction which you have
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had during the last 10 years, whether for yourself, on behalf of'a client, or acting as
an agent, that could in any way constitute or result in a possible conflict of interest
in the position to which you have been nominated.

None of which I am aware.

Describe any activity during the part 10 years in which you have engaged for the
purpose of directly or indirectly influencing the passage, defeat or modification of
any legislation or affecting the administration and execution of law or public
policy other than while in a federal government capacity.

5/18/99 Testimony before the United States Senate Finance Committee on U.S.
Customs Oversight (invited by the Committee)

11/99 Testimony before the New Jersey State Senate on Jury Selection in Death
Penalty Cases
Do you agree to have written opinions provided to the Committee by the. .
designated agency ethics officer of the agency to which you are nominated and br
the Office of Government Ethics concerning potential conflicts of interest or any
legal impediments to your serving in this position? '

Yes
.. .. D.LEGALMATTERS

Have you ever been disciplined orcited for a breach of ethics for unprofessional
conduct by, or been the subject of a complaint to any court, administrative agency,
professional asseciation, disciplinary committee;-or other professional group? If
$0, provide details.

No

To your knowledge, have you ever been investigated, arrested, charged or
convicted (including pleas of guilty or nolo contendere) by any federal, State, or
other law enforcement authority for violation of any federal, State, county or
municipal law, other than a minor traffic offense? If so, provide details.

No
Have you or any business of which you are or were an officer, director or owner
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ever been involved as a party in interest in any administrative agency proceeding
or civil litigation? If so, provide details. -

In my official capacity as U.S. Attorney and Assistant Attorney General, Criminal
Division, I was named a party in a number of civil cases. A list is attached hereto.
1 was not actively involved in any of these litigations and do not know their curren
status.

[ was a defendant in an automobile accident in which my car was struck from
behind. The lawsuit was filed in 1998 and the court entered judgment in my favor
in April 2000.

In 1981, I received a divorce on consent in Superior Court, D.C.

4, Please advise the Comrmittee of any additional information, favorable or
.-unfavorable, which-you-feel-should be.considered in connection-with-your.
nominatiop. '

-~ E.FINANCIAL DATA

Al information réquested under this heading must be provided for yourself, your
spouse, and your dependents. -(This-information will not be published in the record of the
" hearing on yolt nomination; but it will be retained in the Committee’s files and will be
available for public inspection.)

AFFIDAVIT

Micha;l Chertoff, being duly swom: herreby states that he has read and signed the
foregomg Statgment on Biographical and Financial Information and that the information
provided therein is, to est of his knowledge, current, accurate, and complete.

e
e

p>t

b/ A~
Su/b}cri Wﬂl before me this /B day of 2005
7 W
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U.S. Senate Committee on Homeland Security and
Governmental Affairs
Pre-hearing Questionnaire for the
Nomination of Michael Chertoff to be
Secretary of Homeland Security

1. Nomination Process, Background, and Conflicts of Interest

1. Why do you believe the President nominated you to serve as Secretary of Homeland
Security?

ANSWER: The President’s public statements indicate that my professional background and
substantial experience in public service were factors in his decision to offer me this honor and
opportunity for further service.

2. ‘Were any conditions, expressed or implied, attached to your nomination? If so, please
explain.

ANSWER: No.

3. ‘What specific background and experience affirmatively qualifies you to be Secretary of
Homeland Security?

ANSWER: My career has provided me with a significant breadth and depth of experience with
the law enforcement community as well as a basis for understanding the needs of the first
responder communities. These experiences provide a base for understanding the uuique needs of’
voth communities, which wiki Ue vital to administration of this Department. Based on my
experience as an Assistant United States Attorney for the Southern District of New York, as the
United States Attorney for the District of New Jersey, as well as the Assistant Attorney General
for the Criminal Division, 1 also understand the intricacies of effective administration. Whether
as trial attorney, prosecutor, special counsel, Assistant Attorney General, or appellate Judge, |
have been dedicated to addressing and resolving the critical issues which come before me in a
prompt, fair, and effective manner. If confirmed as Secretary of Homeland Security, 1 will
devote my energy to helping to protect America’s families and communities, promote the many

facets of our Nation’s homeland security and, as important, to preserve our Nation’s fundamental
liberties.

4. Have you made any commitments with respect to the policies and principles you will
attempt to implement as Secretary of Homeland Security? If so, what are they and to whom have
the commitments been made?
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ANSWER: No. I have made no commitments other than to faithfully execute the laws and to
preserve and protect the Constitution of the United States. In other words, as noted above, I will
devote my energies to helping to protect America’s families and communities, promote our
Nation’s homeland security and, as important, to preserve our Nation’s fundamental liberties.

S. If confirmed, are there any issues from which you may have to recuse or disqualify
yourself because of a conflict of interest or the appearance of a conflict of interest? If so, please
explain what procedures you will use to carry out such a recusal or disqualification.

ANSWER: No. As the attached letter to the Office of Government Ethics makes clear, I intend
to divest myself of any holdings that could cause a conflict of interest or an apparent conflict of
interest. I will also consult closely with the Department to ensure that [ avoid any potential
conflict problem, and follow all appropriate procedures in the event that my ethics advisors deem
a recusal appropriate in a particular situation.

IL Questions Related to Prior Service

6. Please describe the role you played in the development of the Administration’s policies
regarding the use of military tribunals for certain detainees in the war on terrorism. Do you
support the use of such tribunals?

ANSWER: 1 was not involved in the formulation of the President's executive order regarding
military tribunals. At some point afier the President issued the original order, I and others at DOJ
were asked to provide suggestions regarding discovery and trial procedures for the tribunal. 1

believe that military tribunals should be available to the President to invoke appropriate
circumstances.

7. ‘What role, if any, did you have in the development of the Administration’s policies
regarding the treatment of detainees and prisoners of war in the global war on terror? What role,
if any, did you have in the development of the Administration’s position regarding the
applicability of the Geneva Conventions to members of al Qaeda and the Taliban militia?
Specifically, did you have any role in drafling, reviewing or commenting upon (1) the January
22, 2002 memorandum to Alberto Gonzales, Counsel to the President, and William Haynes 11,
General Counsel for the Department of Defense, from then Assistant Attorney General Jay
Bybee, concluding that those treaties did not apply either to al Qaeda or the Taliban; (2) the
January 25, 2002 memorandum from Alberto Gonzales to the President addressing the Secretary
of State’s request for reconsideration of this legal position; or (3) the February 1, 2002 letter from
Attorney General John Ashcroft to the President commenting upon the status of Taliban
detainees under the Geneva Conventions? Do you agree that the United States should not apply
the protections of the Geneva Conventions to either al Qaeda or Taliban detainees? Apart from
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the legal question of whether these treaties apply, what are your views as a policy matter as to
how the U.S. should treat those it detains?

ANSWER: Except as addressed in answer 8, I did not participate in the formulation of
Administration policy on how to treat detainees and prisoners of war in the global war on terror
or on the application of the Geneva Conventions. I did not draft, review or comment on the
documents specified. 1am not sufficiently versed in the law in this area to offer a definitive
opinion regarding how the Conventions apply to the conflict with al-Qaeda or the Taliban, and in
any event as to interpretation of law would defer to the Attorney General. Ido agree with the

President that it is important to respect these international conventions and their underlying
values. ’

8. What role, if any, did you have in drafting, reviewing or commenting upon the August 1,..
2002 Office of Legal Counsel memorandum to White House Counsel Alberto Gonzales which
expressed the legal opinion that for the purposes of the criminal prohibitions of 18 U.S.C. §
2340, “[pJhysical pain amounting to torture must be equivalent in intensity to the pain
accompanying serious physical injury, such as organ failure, impairment of bodily function, or
even death”? Do you agree with the definition of torture provided in this memorandum? As the
head of the Department’s Critninal Division, what was your responsibility with respect to
interpreting this criminal statute? Are there any circumstances under which you believe the
President could legally authorize torture? Do you agree with the memo’s author that the
President retains the right to authorize acts of torture outlawed by statute or intemational
agreement if he believes such legal restrictions encroach upon his constitutional authority as
Commander-in-Chief?

ANSWER: Let me be clear: The President has said that “torture is wrong no matter where it
occurs,” and I agree completely with his position.

As the Committee recognizes, the Office of Legal Counsel, headed by its Assistant Attorney
General, is a component that is separate and distinct from the Criminal Division, which I headed.
As I understand is not uncommon, OLC did show me a draft of what [ believed developed into
the August 1 memorandum to obtain my views on how a prosecutor might apply 18 US.C. §
2340 in a practical sense. [ understand that the OLC opinion has been rejected by the
Administration and replaced by a new OLC opinion interpreting the statute. I do not think that

the phrase quoted in the question is a sufficiently comprehensive definition of what constitutes
torture under the statute.

As head of the Criminal Division my responsibility would have been to apply the statute to a
particular set of facts if a possible violation were referred to the Division by an agency for a
proseculive decision. As noted above, from time to time the Division might also have expressed
views on criminal law matters to other components.
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The question whether the President could authorize torture is not one which I can reasonably
envision arising in view of the President’s complete renunciation of torture. Answering the
general question of the constitutional limits of Presidential authority and the impact on that
authority of a statute or international agreements would require me to conduct a serious study of
a large body of specialized law relating to the separation of powers which I have not undertaken.
I understand that the section of the August 2002 memorandum discussing this issue has been
withdrawn and replaced by a new OLC opinion.

9. Since 9/11, the Justice Department reportedly has expanded its use of the material witness
statute, to hold those it wishes to detain in connection with certain terrorism related matters
without having to charge them with a crime. What, if any role, did you have in developing,
reviewing or commenting upon the expansion of the use of material witness warrants after 9/117,
Do you believe it is appropriate to hold under such warrants individuals other than those it is
necessary to detain to ensure they testify at a judicial proceeding? What standards do you believe
should apply to the use of material witness warrants in such circumstances?

ANSWER: The standards that apply to the use of material witness warrants are set forth in the
Federal Criminal Code. The use of material witness warrants is authorized by 18 U.S.C. § 3144,
which provides for the arrest and detention of a person who may have testimony material to a
criminal proceeding and whose presence may not be obtained by subpoena. Persons held as
material witnesses have the right to counsel, and under 18 U.S.C. § 3006A, court-appointed

counsel shall be provided for any material witness financially unable to obtain adequate
representation. ’

The use of material witness warrants in grand jury proceedings is an appropriate law enforcement
technique — a technique authorized by Congress, routinety used by the Department of Justice, and
repeatedly approved by federal courts nationwide. See, e.g., U.S. v. 4wadallah, 349 F.3d 42.(2d
Cir. 2003). An individual detained as a material witness must be found by a federal judge to
have information material to a grand jury investigation and to have met the criteria for detention
under the Bail Réform Act (18 U.S.C. § 3141 ef seq.) after an adversarial hearing. The decision
to detain a material witness is therefore made by a federal judge rather than the prosecutor or law
enforcement agent. Generally, material witnesses are released once they provide the information
they have about the investigation, unless they are detained under some other legal authority (for
example, immigration or criminal charges).

In the aftermath of the 9/11 attacks, [ participated in the formulation of a general investigative
strategy in response to the attacks. That strategy was to follow each of the many thousands of
financial, communications, physical and other leads generated from the 9/11 investigation; to
identify persons linked by these leads with the 9/11 or other terrorism investigations; to
investigate those persons; to charge those persons if there was evidence that they had violated the
criminal or immigration laws; and to make appropriate legal arguments in court to detain those
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charged persons until such time as we concluded that they were not part of a terrorist conspiracy.
The strategy was built on the recognition that every lead should be pursued as far as possible, lest
the one missed lead prove to be the connection to another fatal attack.

I agreed that the material witness statute should be used by the Justice Department in accordance
with the law in this effort to secure the testimony of persons where that testimony was material to
terrorism investigations and it was impracticable to secure the presence of the persons by
subpoena. As a matter of law, all of those detained on material witness warrants have been found
by federal judges to have information material to a grand jury’s investigation. In my tenure at the
Justice Department the material withess warrant statute was essential to furthering the Justice
Department’s terrorism investigations and prosecutions.

10.  With respect to the questioning of John Walker Lindh, what was the role in the Lindh
matter of the Criminal Division attorney who sought the views of the Professional Responsibility
Advisory Office (PRAQ)? Did you ask any supervisor to take any action with respect to the
attorney from the Criminal Division because of his contact with PRAO? If so, when did you
make that request and what did you ask? What was your view of the role of PRAQ in the matter
involving Lindh?

ANSWER: To my knowledge, the Criminal Division attorney who sought the views of the
Professional Responsibility Advisory Office (PRAO) did not have a formal “role” in the Lindh
matter. I'was more recently informed that the attorney was assigned to do some specialized
research projects on the Lindh matter. Evidently, the attorney decided to seck the counsel of the
PRAO office with respect to the FBI’s authority to interview Lindh. I did not ask the supervisor

to take action with respect to the attorney from the Criminal Division because of his contact with
PRAO.

My view of the role of PRAO in the matter involving Lindh was as follows:

1 understood that PRAQ’s assignment was to provide guidance to prosecuting attorneys regarding
issues that may arise under the professional ethics rules in the states in which the prosecuting
attorneys are admitted or practice. 1 also understood that among the rules on which PRAO
advises are those canons of professional ethics that specifically address communications between
Department attorneys and represented individuals. The issue in Lindh did not involve
communication by Department attorneys but, rather, an FBI agent who wished to question a
combatant overseas. As I understood it, under Department regulations in force since 1999,
attorney ethics rules falling under the purview of PRAO did not apply to FB1 agents. See 28
C.F.R.77.2 (expressly excluding from the definition of attorney for ethics purposes
“investigators or other law enforcement agents.”).

II1. Role and Responsibilities of Secretary of Homeland Security
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11, What is your view of the role of Secretary of Homeland Security?

ANSWER: The Department of Homeland Security was created two years ago to ensure a
comprehensive, unified effort to protect the American people against new dangers. As Secretary
of the Department, my primary mission will be to protect the American people from another
terrorist attack.- More specifically, I will continue the work of Secretary Ridge to improve and
streamline airline security, enhance the protection of our borders and ports of entry, and take vital
steps to safeguard the nation’s critical transportation and infrastructure. As Secretary, [ will also
seek to reduce the nation’s vulnerabilities to weapons of mass destruction and cyberterrorism. |
will emphasize partnership with the state, local and tribal governments, as well as the private
sector. [ will also strive to effectively oversee and execute homeland security policies, while
ensuring efficient and fair administration of the Department.

12.  Inyour view, what are the major challenges facing the Department of Homeland Securit);
(DHS)? What do you plan to do, specifically, to address these challenges?

ANSWER: The Department of Homeland Security was founded upon the premise of securing
our Nation’s borders and infrastructure from another terrorist attack while preparing our first
responder community, our citizens, and our Nation to respond in the event of another such attack.
Challenges include integrating information, securing border and transportation efficiently, and in
a way that preserves free flow of people, goods, and services, and which emphasizes the
protection of privacy, civil rights, and civil liberties. As Secretary, I see a major challenge in
ensuring that the Nation is prepared for those threats which, in reality, are the most critical for
our Nation, while also ensuring the Department is prepared to move swiftly and effectively to
repel and respond to those threats. This focus will require tightening the administrative structure
of the Department and ensuring appropriate resource allocation.

13, How do you plan to communicate to DHS staff on efforts to address relevant issues?

ANSWER: 1 understand that the Department of Homeland Security (DHS) has a variety of
formal and informal communication channels in place to help foster effective, timely and
accurate communication with DHS employees. Through e-mail, executive messages, the
intranet, newsletters, video and web casts, employee town hall meetings, and face-to-face
communication, the Department works to ensure DHS employees as well as managers and
supervisors receive key messages and information about relevant issues. These mechanisms are
in place not only to provide delivery of accurate, timely and relevant information to employees
on a day-to-day basis, but also during an incident or crisis. Should I be confirmed, I will
continue to place importance on good two-way communication.

IV. Policy Questions

Human Capital Management
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14.  What will be the principal challenges in the area of human capital management at the
Department of Homeland Security in coming years and, if you are confirmed, how do you intend
to address these challenges?

ANSWER: Let me begin with a brief background note, applicable to this answer and by and
large also applicable to a good many other answers included in this document. Many of the
questions posed in this questionnaire go to a level of specific detail about Department programs,
DHS sub-components, or (as here) draft proposals for regulations or other efforts about which I,
as a sitting judge in the Federal system, have relatively little in the way of current, firsthand,
personal or definitive knowledge. Of course, I have endeavored to identify as much information
as possible so as to be as responsive as possible to the Committee, and thus normal
preconfirmation consultation with the White House personnel office and related staff, the Office.
of Government Ethics, and DHS Counsel and staff have been conducted. That said, these -
answers are my own, and are based upon my understanding of the information provided me.

It appears that much progress has been made in bringing these organizations together and the
employees of DHS are to be commended for their efforts to date. Common core values,
leadership development, and intra-Departmental collaboration will all be necessary to reinforce

the shared culture and mission among the frontline employees of the Department on a continuing
basis.

15, What is your specific plan to reach out to and assure DHS personnel at all levels that, as
Secretary, you will listen to and work with them to address their concerns?

ANSWER: I am a strong believer in working with employees, all stakeholders and unions that
represent a significant segment of the DHS workforce. Communication with employees is
important, and, if confirmed, I plan to reach out to them on this and other issues that affect them

16.  What actions in your past executive experiences demonstrate your style and approach in
the area of labor-management relations? If confirmed, what steps will you take to achieve the
kind of labor-management relationships you want?

ANSWER: Although I have not had extensive experience with labor-management relations, I
have made it a goal to treat all employees well and try to create an environment where employees
can be as productive and satisfied as possible. If confirmed, I pledge to work with employees, all
stakeholders and unions that represent a significant segment of the DHS workforce.

17. ‘What is the status of the final regulations for the new human resources management
system for the Department of Homeland Security?

a. What do you believe will be the impact of the new system on the ability of the
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Departmnent accomplish its mission in the coming years?

ANSWER: The final regulations for the new DHS human resources system are coming out this
week. Iunderstand that these regulations are the resuit of an extended period of collaboration
and study led by DHS and the Office of Personnel Management (OPM) in coordination with
OMB.

b. Some federal employees criticized the proposed new personnel regulations, which were
published in proposed form on February 20, 2004, claiming these rules threaten employees’ due
process rights, excessively curtail collective bargaining, and propose an unduly vague pay and
performance system. What is your opinion of each of the principal objections raised by these
federal employees to the regulations? What would you do, as Secretary, to address or respond to
the various concerns expressed by these federal employees about the proposed regulations?

ANSWER: The final regulations for the new DHS human resources system are coming out this
week. 1understand that these regulations are the result of an extended period of collaboration
and study led by DHS and the Office of Personnel Management (OPM) in coordination with
OMB. It appears that source of the principal objections mentioned here are not with any

particular decision within the Department, but rather with the statutory language of the Homeland
Security Act.

18.  lItisextremely important that employees of the Department and their elected
representatives be allowed to participate in a meaningful way in the implementation of the new
human resource system. How do you plan to make opportunities available for employees and
their representatives to participate meaningfully in the implementation of the new system?

ANSWER: 1am a strong believer in working with employees, all stakeholders and unions that
represent a significant segment of the DHS workforce. Communication with employees is
important, and, if confirmed, I plan to reach out to them on this and other issues that affect them.

19.  Many believe that effective human resources management requires that rank and file
employees be included in making day-to-day decisions that affect their working lives. With
respect to DHS, in particular, GAO has stated: “Regardless of whether it is part of collective
bargaining, involving employees in such important decisions as how they are deployed and how
work is assigned is critical to the successful operations of the department.” Human Capital: DHS

Faces Challenges in Implementing Its New Personnel System (GAO-04-790), June 2004, page
16.

a. Do you agree that involving employees in such decisions is critical to the successful
operations of DHS?
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ANSWER: I am a strong believer in working with employees, all stakeholders and unions that
represent a significant segment of the DHS workforce. Communication with employees is
important, and, if confirmed, I plan to reach out to them on this and other issues that affect them

b. The regulations for the human resources management system, as proposed in February
2004, would grant DHS greater discretion as to the circumstances concerning when collective
bargaining will occur. With respect to important decisions such as how employees are deployed
and how work is assigned, to what extent will you involve employees in making the decisions
through collective bargaining, to what extent will you use other processes for involving
employees in the decisions, and to what extent will you allow decisions to be made without
employee invoivement?

ANSWER: As I just mentioned, I am a strong believer in working with employees, all
stakeholders and unions that represent a significant segment of the DHS workforce.
Cemmunication with employees is important, and, if confirmed, I plan to reach out to them on
this and other issues that affect them.

20.  What do you believe will be the biggest challenges facing the Department in
implementing the new human resources management system? What do you believe should be the
role of the Secretary in addressing these challenges?

ANSWER: I feel that the role of the organization’s leader is to set the tone for the change.
Undoubtedly, change management will be the biggest challenge. This is an historic change that
directly impacts a substantial number of DHS employees. When you are improving systems that
have been in place for so long, it is only natural to expect a high degree of uncertainty and angst.
That doesn’t mean that we should shy away from the challenge.

21, Inaddition to the implementation of the new human resources management system, what
would be your plans to continue the integration of the diverse organizational cultures of
approximately 180,000 employees from 22 agencies into a.cohesive department?

ANSWER: It appears that much progress has been made in bringing these organizations
together and the ernployees of DHS are to be commended for their efforts to date. Common core
values, leadership development, and intra-Departmental collaboration will all be necessary to

reinforce the shared culture and mission among the frontline employees of the Department on a
continuing basis.

22, The FY2005 Homeland Security Appropriations Act did not fully fund the
Administration’s request for the initial implementation of the new human resources management

system. How will you ensure appropriate resources are made available for the initial
implementation of the new system?
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ANSWER: It is my understanding that the program office feels they are appropriately resourced
for the task at hand, but will need three years to complete instead of two.

23.  The pay-for-performance component of the new human resources management system
will require evaluation of employees by their supervisors. i

a. How would you address the concems of front line employees that supervisors, who will
be granted pay and performance evaluation discretion under the new system, be properly trained
to ensure transparency and fairness for all personnel? What would be your plans for training
front-line employees on the details of the new system?

ANSWER: 1 believe that training and developing those individuals who take part in the
performance management process is critical to the performance appraisal effectiveness.
Managers need to be trained in order to appropriately align organizational goals, to become better
coaches and mentors for the workforce, and to ensure their readiness to distinguish levels of

performance for pay purposes. I understand that training for managers and supervisors will begin
this spring.

b. The proposed regulations outline an intention to implement key safeguards for the
purpose of achieving a fair, effective, and credible system. For example, the proposed
regulations specify that the performance management system “must . . . be fair, credible, and
transparent.” If confirmed, what will you do to fulfill this worthy goal, and to mitigate any risk
that the enhanced management discretion will foster arbitrary and unfair action and politicization
in the workplace?

ANSWER: I believe that trainiig and developing those individuals who take part in the
performance management process is critical to the performance appraisal effectiveness.
Managers need to be trained in order to appropriately align organizational goals, to become better
coaches and mentors for the workforce, and to ensure their readiness to distinguish levels of

performance for pay purposes. I understand that training for managers and supervisors will begin
this spring.

c. The proposed regulations would authorize DHS to design and implement the new pay-
for-performance systern within broad regulatory guidelines. To what extent and in what manner
would you provide for involvement of affected employees in designing and implementing the
new pay and performance system?

ANSWER: Again, I am a strong believer in working with employees, all stakeholders and
unions that represent a significant segment of the DHS workforce. Communication with

employees is important, and, if confirmed, I plan to reach out to them on this and other issues
that affect them
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24.  The February 2004 proposed regulations for the human resources management system
provided that employee appeals from certain discipline cases would be heard by an internal DHS
review panel rather than by the independent Merit Systems Protection Board. What do you think
of this proposal? If such a system of internal appeal is authorized, how would you, as Secretary,
maintain the real and perceived independence of the panel and its decisions, so as to gain the
confidence of the Department’s personnel?

ANSWER: As I have already mentioned, I understand that the final regulations for the new DHS
human resources system will be coming out soon. I look forward to learning about these
important details within the new system.

25.  Some argue that the compensation for federal law enforcement officers is falling farther
behind their counterparts in state and local government and the private sector, and that this
situation will harm the Department’s ability to recruit and retain a highly-qualified law
enforcement workforce. What is your view of this?

ANSWER: It is my understanding that DHS already has significant flexibility in the design of
pay systems for employees. 1 recognize the importance of this issue and, if confirmed, will
review to see if additional flexibilities are necessary.

26.  The December 2004 report from the Inspector General entitled “Major Management
Challenges Facing the Department of Homeland Security” identified a serious problem involving
the length of time necessary to complete the security clearances process, even for federal
employees from other agencies who hold clearances when they enter DHS. The Intelligence
Reform Act of 2004 includes several provisions to streamline the security clearance process,
including a provisions to require reciprocity among clearances at the same level among agencies.

What steps should the Department take in response to the report in order to prevent future delays
in the process of granting access to classified information?

ANSWER: DHS, like other Executive Branch Departments and agencies, complies with the
requirements of Executive Order 12968, “Access To Classified Information,” which establishes a
uniform Federal personnel security program for employees who are considered for initial or
continued access to classified information, Executive Order 12968, like the Intelligence Reform
and Terrorist Prevention Act of 2004, calls for background investigations and eligibility
determinations to be “mutually and reciprocally accepted by all agencies.” 1understand that
DHS has implemented this reciprocity requirement since its inception. It is important that DHS
employees have access to the tools required to carry out their missions. In addition, I understand
that DHS is taking a number of steps to streamline and improve the quality of the security
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clearance process which I will monitor closely if confirmed.

27.  Under the Department’s “One Face at the Border” initiative, inspectors from the former
Customs Service, Immigration and Naturalization Service (INS), and Animal and Plant Health
Inspection Service (APHIS) have been merged into a single front-line inspection position.

a. As inspectors with specialized training and experience in the former Customs Service;
INS, and APHIS retire, how would you make sure that the remaining and newly hired officers in
front-line border position can perform the jobs that were previously done by these specialists?

ANSWER: CBP currently has underway a very aggressive cross training program for existing
staff, as well as a two year OJT training program for newly hired CBP Officers. -This will
ultimately lead to one officer performing most functions and is the necessary step to creating one
face at the border. Each CBP Officer will have a foundation in all of the legacy missions —
customs, immigration, and agriculture. Each of the legacy agencies had specialties — for
instance, Customs had targeting units and Immigration had fraudulent document experts. CBP
will continue to provide training to retain these specialties.

In light of the special scientific training required to perform the agriculture mission, CBP will
continue to hire individuals as Agriculture Specialists who have the appropriate educational
backgrounds. Their efforts will be enhanced by the other inspectors, all of whom will have basic
agriculture training. In addition, all Agriculture Specialists will continue to be provided New
Officer Training to ensure an adequate focus on the other CBP priority missions. All CBP
Officers will be provided adequate refresher training periodically (every three to five years) to
maintain skill levels within the various disciplines, including pathway risk analysis, pest
identification, and technology advancements. Understanding that some of the best training often
comes from experience, CBP will begin assigning new Officers into specialty positions, such as
the passenger analytical units and rover teams, thereby allowing experienced Officers to provide
them with advanced training and mentoring in areas of expertise.

b. Do you believe that certain individuals should be trained as expert specialists, to be called
in to conduct secondary inspections when particular specialized knowledge is required, or do you

believe that all officers should be equally fully trained in alf Customs, INS, and APHIS
disciplines?

ANSWER: Iunderstand that the specialized knowledge required to perform all disciplines is too
broad for a single individual. Therefore, CBP believes that we should maintain some individuals
with specialized skills to carry out the various missions of the agency. This seems to me to be a
reasonable approach, but if confirmed I look to examining this issue in depth and making sure
that CBP has the requisite expertise to accomplish its missions.

Procurement
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28.  In fiscal year 2004, the Department of Homeland Security spent more than $6 billion
acquiring a wide variety of goods and services needed to meet its mission. What do you see as
the most significant procurement challenges facing DHS and how will you address these?

ANSWER: When the Department was created, 22 existing organizations were combined. I
understand that of those 22 organizations, only seven brought a procurement office and personnel
with them and those offices were staffed for their pre 9/11 activities, not for the complexity and
amount of procurement activity that the Department now requires, If confirmed, I will lead DHS
in recruiting aggressively in both the Federal and private sector to meet the challenge of hiring
the right acquisition workforce — both in terms of quantity and quality of personnel required to
meet our critical mission mandate.

I would also review the functional authority of the procurement program and ensure that the
Department has appropriate oversight and control over its acquisition program.

29.  GAO bhas designated the implementation and transformation of the Department of
Homeland Security (DHS) as bigh-risk due to the size and complexity of the effort, the existing
challenges faced by the components being merged into the department, and the potentially
serious consequences should DHS fail to effectively carry out its mission. DHS, which has some
of the most extensive acquisition requirements in government, is still integrating the mission
functions and acquisition practices of 22 entities. Congress remains concerned about DHS’
efforts to develop an integrated acquisition organization that eliminates duplication stemming
from the merger of so many different entities, some with their own procurement systems.

a. ‘What steps has DHS taken to assure adequate oversight and control over acquisitions in
the department, and what is your opinion of the Department’s progress in this area?

ANSWER: I understand that the Department is exercising oversight and controlling
procurement authority over the Department’s acquisition programs, and if confirmed, I will
continue to focus DHS leadership’s attention on its acquisition programs.

1 understand that DHS has put several measures in place aimed at oversight of acquisition, For
example, I understand that DHS has adopted the Government Accountability Office (GAO)
framework for reviewing and overseeing its acquisition program. This framework, designed to
enable senior agency officials and accountability organizations to conduct high-level, qualitative
assessments of an agency's procurement processes, is the basis for the Department’s acquisition

oversight program. [ further understand that DHS has created an investment review process
chaired by the Deputy.

b. What steps will DHS do you believe DHS should take to leverage its buying power of
supplies and services in the department?
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ANSWER: As I understand it, DHS has implemented a Strategic Sourcing Program that features
the establishment of 15 Commodity Councils: Each Commodity Council focuses on a
strategically important supply and service category, such as weapons and uniforms. The
Councils leverage the Department’s buying power and ensure consistency and compatibility of
requirements between the component agencies of the Department.

Additionally, I understand that DHS has established an Information Technology Acquisition
Center (ITAC) within the Department, chartered with leading the effective, consolidated, and

efficient acquisition of billions of dollars of information technology goods and services across
the Department.

30.  GAO found that oversight of procurement in DHS is difficult because procurement
managers are placed at a low level within the organization, and they do not have the leverage to
hold employees across the agency accountable for compliance with procurement policies. See
GAQ-03-799 and GAO-04-544. Further, procurement activities are not coordinated well because
DHS has not made effective use of cross-functional teams—consisting of procurement, program,
budget, financial, and legal representatives-—throughout the acquisition process.

a. Do you agree with GAQ’s characterization of the problem and its cause?

ANSWER: As I understand it, this specific issue arises from a General Accounting Office
(GAO) report on two of the Department’s component agencies. I also understand that the GAO
audits were started before DHS was established. If confirmed, I look forward to reviewing the
reports with the Department’s Under Secretary for Management and Chief Procurement Officer,
and taking appropriate action to address any remaining concems. The Department has indicated
that it addressed the problem of organizational placement of the procurement function as it
developed the Department’s overall organizational structure.

b. What steps have been taken, and what further steps, if any, do you believe should be
taken, to address the concerns identified by GAQ?

ANSWER: As I understand it, this specific issue arises from a General Accounting Office
(GAO) report on one of the Department’s component agencies. In addition, the GAO report was
started before DHS was established. The Department has indicated that it addressed the problem

of organizational placement of the procurement function as it developed the Department’s overall
organizational structure.

DHS is improving its effective use of cross-functional teams by developing such teams early in
the acquisition planning process. The Investment Review Board, chaired by the Deputy
Secretary and with members throughout the Department, monitors the progress and performance
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of the teams throughout the acquisition process.

If confirmed, I will ensure appropriate attention is given to the procurement function to enable
accountability and control over the Department’s acquisition programs. [ will also personally
ensure leadership commitment to robust acquisition planning and monitoring of goals through
the investment review process.

c. ‘What remaining challenges does the Department face in fully integrating its acquisition
system?

ANSWER: When the Department was created, 22 existing organizations were brought together,
the integration of those entities, particularly as it related to management processes, takes time. If
confirmed, I wiil continue to focus on infusing a cross-functional perspective early inthe ™~
planning stages of an acquisition and improve upon the groundwork already laid.

31, Reports indicate that DHS procurement managers are unable to make strategic decisions
that would allow them to maximize spending power across the agency because their information
systems do not provide visibility into what is being spent agency wide for goods and services and
who the major vendors are. See GA0-03-799 and GAO-04-544.

a. Do you agree with the characterization of the problem and its cause as described in these
reports?

ANSWER: As I understand it, this specific issue arises from a General Accounting Office
(GAQ) report on two of the Department’s component agencies. I also understand that the GAO
audits were started before DHS was established. If confirmed, I look forward to reviewing the
reports with the Department’s Under Secretary for Management and Chief Procurement Officer,
and taking appropriate action to address any remaining concerns.

b. What steps have been taken, and what further steps, if any, do you believe should be
taken, to address the concerns identified in these reports?

ANSWER: [ understand that DHS is implementing an automated procurement system within the
Department’s procurement offices. It is also actively participating with OMB on the e-gov

initiatives, including developing and implementing the new Federal government-wide
procurement data system.

Though I have not yet been fully briefed, I understand DHS is developing an integrated business
system called eMerge®. The automated procurement system will feed into the eMerge? system
and provide integrated procurement, business and financial information for the Department.
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32.  The DHS IG reports that the department has a large and growing number of complex,
high cost procurernent programs under way that need to be closely managed. For example, the
Customs and Border Protection’s (CBP) Automated Commercial Environment (ACE) project
will cost $5 billion and the Coast Guard’s Deepwater Capability Replacement Project will cost
$17 billion and will take three decades to complete. Further, the Department recently awarded a
$10 million contract for the development of a system to support the U.S. Visitor and Immigration

Status Indication Technology (US-VISIT) program for tracking and controlling the entry and exit
of all aliens entering and leaving the country.

a. Does DHS have a strategic acquisition workforce plan to help identify the knowledge,
skills, and abilities the agency needs to ensure it can meet current and future contract
t requir ts? What is your opinion of the strategic acquisition workforce planning

that has been performed, and what such planning do you believe is needed, to meet the concerns -
expressed in this report?

ANSWER: I understand that the DHS strategic acquisition workforce plan was developed
during the transition and is being implemented in stages. I understand that the plan includes
development of certification programs (including training, experience, and some education
elements) for various members of the acquisition workforce including procurement professionals,
program and project managers, contracting officer technical representatives, and in the future, IT
professionals, and finance and budget professionals. If confirmed, I look forward to becoming
more familiar with this initiative and working to ensure its success.

b. The Coast Guard, at least partially in response to a GAO report on the Deepwater Project,
has promised to reevaluate the program in order to address emerging mission needs post-9/11.
Some maritime security experts believe it is critical that the process for generating and approving
new project requirements be responsive to evolving demands. In your view, should DHS and its
agencies review, reevalnate and adjust where necessary and possible, procurement contracts
initiated prior to 9/11 and/or the formation of the Department of Homeland Security? If so, how?

ANSWER: [ believe that, to the extent possible, the Department should be responsive and adapt
procurements to meet emerging mission needs and changing circumstances.

33, DHS is one of the largest federal agencies in terms of procurement spending. GAO has
recommended that agencies employ a variety of commercial best practices, including spend

analysis techniques and commodity councils to identify opportunities to leverage buying power
and better manage suppliers. What is your opinion of these techniques recommended by GAQ,

and what additional steps, if any, do you believe DHS should take to make more effective use of
such techniques?

ANSWER I understand that DHS has developed a Strategic Sourcing Program to focus on
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procurement spend, sourcing, and strategic supplier relationships. If confirmed, I look forward to
becoming more familiar with this program and determining whether any additional steps should
be taken to improve procurement practices, with due regard to the GAO recommendations.

34, Over the past several years, federal agencies have increasingly used other agencies'
contracts to acquire goods and services, such as through the use of government-wide acquisition
contracts and the General Services Administration's (GSA) Federal Supply Schedule program.
While the use of these contract vehicles can be an effective and efficient acquisition tool, there
has also been widespread criticism of GSA and the Department of Defense for improperly using
the schedules program to obtain goods and services that were outside the scope of the schedule
contracts, as evidenced by the GSA Inspector General's report of December 14, 2004 on GSA's
FTS Regional Client Support Centers. For example, GovExec.com reported in August of 2003
that "Officials at GSA's Federal Technology Service, a division that provides contracting servicés
to other agencies for a fee, improperly used more than $37 million in funds set aside for
technology purchases to pay for construction projects on behalf of the Army in Washington state
and the Eastern European nation of Moldova..." What steps will you take to ensure that DHS is
properly using other agencies' contract vehicles, including the GSA schedule program?

ANSWER: As [ understand it, the Departient is aware of the issues regarding the GSA FSS
program and DOD’s use of that program. The Chief Acquisition Officer Council has been
briefed on the issues and will continue to exercise oversight and control over the use of GSA's
schedule contracts, as well as the use of interagency agreements with other Federal agencies.

35.  _Because defense of the homeland requires taking maximum advantage of cutting-edge
technologies, the department will need to atiract the best and most innovative firms in the private
sector. But many of these firms traditionally have declined to do business with the federal
government. What steps will you take to create an environment in which innovative firms in the
private sector will be willing to do business with the department?

ANSWER: As I understand it, the Department has begun several initiatives to bring both
existing and new businesses to the Federal government. DHS is effectively using the authority
provided the Section 831 of the Homeland Security Act of 2002 to attract non-traditional firms to
research and development projects. The Under Secretary for Science and Technology has issued

Broad Agency Announcements (BAA) for research and development projects to attract
innovative firms to DHS.

Information Technology

36.  The DHS chief information officer (CIO) has a significant role in guiding technology
investments and creating one network and one infrastructure to ensure IT-connectivity among the
Department’s 22 legacy organizations. Despite these key responsibilities, in July 2004 the OIG
reported that the CIO is not a member of the senior management team, with authority to
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strategically manage IT Department-wide. In line with federal IT management guidelines, the
OIG recommended providing the CIO with greater authority by repositioning this official to
report to the Office of the Deputy Secretary. The OIG said that by reporting to the Under
Secretary for Management instead, the CIO is not a peer with the DHS Under Secretaries and
component directors, and, as such, lacks the power and influence to advise senior executives on
how best to implement and manage IT across the Department. What steps do you believe are

necessary to ensure that the CIO has adequate authority to fulfill his strategic IT management
responsibilities?

ANSWER: If confirmed, I will ensure that the CIO has the authority and responsibility
necessary to meet the Department’s mission. I recognize that the role of the CIO is of great
importance to the mission accomplishment of DHS and that the CIO should be positioned in a
manner that enables the CIO to assert strategic influence and authority over IT. Given that two -
years have passed since the Department’s creation, it makes sense to review the Department's
structure. I plan to take this opportunity, should I be confirmed, to undertake such a review.

37.  The Federal Information Security Management Act (FISMA) requires an annual
independent evaluation of the information security program within DHS by the OIG. The two
evaluations conducted by the OIG since the creation of DHS, have recognized the efforts and
progress made to ensure the security of the Department’s information systems.

a However, the two evaluations also identified a pumber of security weaknesses and
recommended that DHS recognize as a material weakness the current condition of its information

security program. What steps will you take to ensure that DHS” information systems are properly
secured?

ANSWER: Iunderstand that the Department has made significant improvements in its
information security posture under my predecessor's leadership, including positive steps for
resolving securify weaknesses identified by the Department's Office of Inspector's General.

Consistent top-down leadership is critical to ensuring that effective information security controls
are institutionalized throughout the Department. Safeguarding the vital information associated
with the Department's overall mission of protecting the Nation will continue to be a high priority,
and I will provide the necessary impetus for ensuring that this principle is fully implemented
throughout the Department. 1 recognize that it is essential for the Department to protect the
information and information resources necessary to undertake our important mission.

b. Among other things, the Department of Homeland Security’s Office of Inspector General
has stated that the Department's Chief Information Officer “is not well-positioned to meet the
department’s IT objectives.” (“Major Management Challenges Facing DHS, “ pg. 8). The OIG
pointed out that the CIO has limited resources, is not a member of the Department's management
team and has no formal relationship with the CIOs of Department components outside of the
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Department's C10 Council. What steps would you take to ensure that the Department's CIO has
oversight and control over IT planning investment and deployment?

ANSWER: If confirmed, I will ensure that the CIO has the authority and responsibility
‘necessary to meet the Department’s mission. Irecognize that the role of the CIO is of great
importance to the mission accomplishment of DHS and that the CIO should be positioned in a
manner that enables the CIO to assert strategic influence and authority over IT. Given that two
years have passed since the Department’s creation, it makes sense to review the Department’s
structure. I plan to take this opportunity, should I be confirmed, to undertake such a review.

38.  With a prominent, and highly visible, federal mission to preserve, protect, and secure our
Nation's freedoms, how would you envision exerting a more concerted effort to increase the
resources available to the DHS Enterprise Architecture effort for overcoming the challenges
affecting the transformation of its business processes and modernizing its supporting systems to
maximize operational effectiveness?

ANSWER: If confirmed, I will ensure that the Department’s Enterprise Architecture (EA) will
be institutionalized and utilized as a critical tool in the efforts to integrate the Department’s
systems and processes. It is necessary to drive this tool down throughout the Department so that
mission capabilities are aligned and that the support systerns behind the mission are rationalized
and maximized. The challenge in implementing change is dealing with the complexity,

maguitude, and dynamic elements (people, process and technology) for what is strategically
required.

39. A major challenge for DHS is establishing a Department-wide IT strategy for ensuring
effective comrmunications and information exchange among its approximately 180,000
employees, largely drawn from the 22 legacy agencies. Taken together, DHS organizational
elements have over 100 disparate, redundant, and non-integrated systems used to support a range
of administrative functions, such as accounting, acquisition, budgeting, and procurement. The
Department also must ensure that individual technology investments are aligned with an
overarching, Department-wide framework for IT. What do you plan to do to meet the
Department’s systems integration and interoperability challenges?

ANSWER: The underlying framework for effective communications and information exchange
among the organizational elements of the Department and their approximately 180,000
employees is a common IT infrastructure. Foremost in their relationship to information sharing
among the components of this infrastructure are a common network and a common email system.

I understand that these two efforts, and others, are well underway through the Department’s
Infrastructure Transformation Program.

If confirmed, [ will continue to place a priority on these issues, towards evolving the
Department’s ability to carry out its critical missions.
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40.  Intestimony describing the Department of Justice’s antiterrorist prosecutions that you
delivered to the Senate Banking, Housing and Urban Affairs Committee in January 2002, you
stated that “We are using computers to analyze information obtained in the course of criminal
investigations to uncover patterns of behavior that, before the advent of such efficient
technology, would have eluded us. In our search for terrorists and terrorist cells, we are
employing technology that was previously used primarily by the business community.”

a. Would you please discuss the viability, cost and impact to civil liberties and privacy of
data mining systems?

ANSWER: Technology has broadened exponentially the ability to extract information from
data. In seeking to identify and stop those who would come to this country determined to attack~
and kill innocent Americans, it is important that we use all appropriate tools that are lawfully at
our disposal. It is equally important, however, that -- in the quest for knowledge from existing
and new data sources -~ we protect the important privacy and civil liberties principles in our
Constitution and other laws. This may include legitimate issues such as notice, consent, access,
dissemination, appropriate use, redress, and data integrity and security. And this focus is
necessary in order to preserve as legitimate our efforts and build a consensus on respectful use of
the information that is available to us. Concerns over potential abuses and the intrusiveness of
data mining methods and technologies are valid and important. I believe that we can and should
use technology in appropriate ways to help us advance security while, at the same time, fully
complying with the Constitution and other laws to safeguard the privacy and civil liberties of
Americans.

1 understand that leaders in the business community have demonstrated that privacy and new
technology are not mutually exclusive; rather, that privacy protections must be built into the
foundation of both the technology and the policy objectives that drive the development of such
technology. While the conventional wisdom may be that there is a “cost” to privacy and civil
liberties, hard work and ingenuity can, and have, proven that it need not be so. Federal law
provides a framework for considering new technologies and new programs for their impact on
personal privacy: the Privacy Impact Assessment, required for new technologies and data
gathering programs under Section 208 of the E-Government Act of 2002, and was expanded in
particular for the Department of Homeland Security to apply to all new rules of the Department
under Section 222 of the Homeland Security Act. 1 will work with the Department’s Privacy
Officer and Officer for Civil Rights and Civil Liberties to ensure that privacy and civil liberties
impacts are considered throughout the Department.

b. Based upon your experience, is it possible to design data-mining technologies in ways
that strike better rather than worse balances between liberty and security?
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ANSWER: Yes. As noted above, I believe that applying fair information principles and
transparency to data mining programs, and scrupulous consideration of privacy and civil liberties
at the inception of such programs and throughout the technology design and development
processes, will allow us to design data mining technologies and establish protective procedures in
ways that fully safeguard the constitutional and other legal protections for the privacy of
Americans, and thus can strike the appropriate balance between liberty and security. If
confimmed, I will work with the appropriate elements of the Department, including the Privacy
Office and the Office for Civil Rights and Civil Liberties.

41, What should DHS's role be in the area of biometric identification of citizens, visitors,
criminals, and terrorists and bow is it different than what the FBI currently does?

ANSWER: The Department of Homeland Security (DHS) is statutorily responsible for
homeland and border security, as well as baving policy oversight of the visa issuance process,
and is solely responsible for making determinations of citizenship and admissibility to the United
States. Iunderstand that biometric technologies are rapidly improving both the efficiency and
security aspects of this responsibility — through establishing and verifying the identity of U.S.
citizens and foreign nationals as well as allowing matching against criminal and terrorist
information. The best example of DHS activity is the US-VISIT Program, which uses fingers
cans to verify the identity of foreign travelers and is the largest daily used biometric program in
the world with, I understand, over 150,000 people processed each day with a response in
seconds.

With respect to the DHS and FBI relationship in this area, there are significant differences in the
size, scope, and diversity of their efforts, along with the public’s expectation of convenience and
privacy. US-VISIT does compare against fingerprints of known terrorists and foreign fugitives
provided by FBI through regular extracts. However, while having different perspectives, DHS
and FBI must improve upon their two-way and real-time information sharing, with all
appropriate privacy protections in place.

Financial Management

42, The auditors of DHS’s financial statement auditors were unable to express an opinion on
DHS’s fiscal year 2004 financial statements due to certain deficiencies in financial management
at the Department and identified many material internal control weaknesses.

a What are your views on the importance and role of sound financial management in

managing operations and in holding managers accountable for effectively meeting missions,
goals, and objectives?

ANSWER: Sound financial management is extremely important. DHS is entrusted each year
with about $40 billion of the public’s money. And with that money, DHS works to achieve its
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missions, including protecting the homeland. Sound financial management is all about linking
mission, goals and objectives to costs, and holding responsible managers accountable for their
performance. DHS must keep the public’s trust that not only is it keeping the public safer, but
doing so in a financially accountable manner. If confirmed, I will make this issue a priority.

b. ‘What should be done to ensure DHS implements an effective financial management
system and resolve its internal control weaknesses?

ANSWER: The 2004 DHS Accountability Act subjects DHS to the Federal Financial
Management lmprovement Act. To comply with this statute, I understand that the CFO is
proceeding with plans to design and implement the Department’s resource management
transformation initiative, referred to as eMerge2, a business-focused program designed to
consolidate and integrate the Department’s budget, accounting and reporting, cost managemert,”
acquisitions and grants, asset management, and budget functions. As I understand it, this system
will significantly assist in implementing improvements.

43, In October 2004, the DHS Financial Accountability Act was enacted requiring DHS to
obtain an opinion on its internal controls over financial reporting, similar to Sarbanes Oxley
requirements, beginning in fiscal year 2006. What steps will you, as Secretary, take to ensure
compliance with the Act’s requirements?

ANSWER: Many of the provisions of this new Act have not yet been established within
government. However, I understand the Chief Financial Officer has taken the initiative to
establish a Department-wide comunittee comprised of representatives from all component
financial management staffs, including representatives from the various procurement,
information technology, and human capital domains, as well as staff from the Inspector General.
In addition, the CFO is obtaining assistance and expertise from inside and outside of government
to implement these intricate provisions. This committee and our employees have been charged
with formulating both a short-term and long-term plan to implement and incrementally improve
on internal control provisions of the Act.

Strategy and Policy Development

44, The current Homeland Security Strategy sets a general framework for our homeland
security efforts, but has been criticized as too general and lacking clear priorities and deadlines
for action. The strategy, completed in the summer of 2002, is now also dated. If confirmed, what
would your plans be with respect to updating and strengthening this strategy? Please be as
specific as possible. As discussed in a September 29, 2004 colloquy between Senators Lieberman
and Collins, with respect to the Department of Homeland Security Financial Accountability Act
(H.R. 4259, now P.L. 108-330), that strategy should incorporate more rigorous risk analysis and
set clear priorities and deadlines, as well as achieve greater integration of diverse federal
strategies related to terrorism. What aspects of the Homeland Security Strategy, if any, do you
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believe need improvement? If confirmed, do you commit to make updating and strengthening the
Strategy a critical priority and to comply with Congressional directives on this matter?

ANSWER: I certainly support both the DHS Strategic Plan and the National Strategy for
Homeland Security and I believe they have started us in the right direction. That said, I certainly
favor robust review of the Strategy, given it has been almost three years since its writing and
more than two years since the creation of the Department. Ilook forward to reviewing this and
other strategic issues should I be confirmed.

45. A recent CSIS/ Heritage Foundation report found that the DHS Secretary currently “lacks
a policy apparatus with which to lead the development of proactive, strategic homeland security
policy, let alone do anything beyond ‘managing by the in-box’ and responding to crises of the
day.” It states that DHS lacks a high-level policy officer with the staff and authority to articulate
and enforce policy guidance across the Department. It calls for the establishment of a unified
policy planning staff headed by an Undersecretary for Policy who would report directly to the
Secretary via the Deputy Secretary. The Undersecretary would establish and direct a formal
policymaking process and oversee a policy making board, conduct long range policy and
strategic planning, conduct program analysis, and conduct periodic net assessments and research
specific department-wide issues of interest to the Secretary and DHS leaders. What is your view
of this recommendation?

ANSWER: Given that the merger of DHS brought together several policy and planning
structures, it scems appropriate to expand the current structure to a robust DHS policy office.
Such a unified, DHS-wide policy mechanism should coordinate strategic policy activities on
behalf of the Department while overseeing the existing program policy and planning efforts. 1
believe the Homeland Security Act recognized the Secretary’s need for flexibility in organizing
the new department, and granted important authority in this area. Iunderstand thai Secretary
Ridge has thoroughly examined and undertaken certain re-organizational steps utilizing this
authority. If confirmed, I will certainly be reviewing any specific recommendations for change

and reorganization-including that of the policy office-and will keep Congress apprised of these
Teviews.

Congressional Oversight

46.  Because of the critical nature of DHS’s mission, Congressional oversight will be
considerable and an important means of reporting to the public on the department’s performance.
GAQ, responding to Congressional requests, has increasingly experienced difficulty in gaining
access to officials and records to support Congressional oversight responsibilities.
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a. Do you agree that Congress and GAO are entitled to timely and full access to federal agency
records and other information and to federal officials as Congress determines is necessary to
fulfill its oversight responsibilities? What steps would you take to ensure such access?

ANSWER: Ihave a deep and abiding respect for the Constitution and the laws of this country
and, if confirmed, I intend to ensure that everyone in the Department works closely and
respectfully not only with other Executive Branch employees but also with members of the other
two branches of our Government and particularly with the Congress. In this regard, I wiil ensure
that every effort is made to promptly and professionaily respond to appropriate requests for
information, whether the requests come from any of the various Committees or Sub-Committees
exercising oversight over the Department or from the Government Accountability Office. {
appreciate the need for GAO auditors and investigators to access appropriate information from
the Department and I also understand the benefit to the Government and to my own mission that-
can flow from Congressional oversight and GAO input. :

b. DHS officials will sometimes deny or delay congressional and GAO access to documents
by claiming that they are “pre-decisional,” often in cases where decisions have been finalized.
GAQ and the Congress clearly have a right of access to deliberative materials. What is your view
on this issue, and what actions will you take to rectify this problem? Do you concur that the fact
that material may be exempt from public disclosure under FOIA does not mean it is exempt from
disclosure in response to a Congressional or GAO request for information or material?

ANSWER: It is difficult to identify particular actions in the absence of specific context, but I
understand that the Department of Homeland Security has established an official policy of
cooperation with GAQ, one that was worked closely with GAO. I can assure you that, if I am
confirmed, I will look into this issue, I will seek the legal guidance of the Department’s General
Counsel, and I will ensure not only that the Department fully complies with the law, but also that

it makes every effort to respond to such requests in a timnely manner, and to resolve cooperatively
any issues that may arise.

c. DHS has denied this Committee access to interview Immigrations and Customs
Enforcement (ICE) agents concerning allegations that certain ICE agents failed to share
information that may have prevented the naturalization of a suspected terrorist. DHS has also
denied this Committee access to interview CIS naturalization officials regarding decisions they
made in the naturalization process for this individual. Please explain the legal justification for
such a refusal, and state whether, if confirmed, you would continue the policy under which the
refusals are based, and whether you would provide the Committee access to the officials and
information that it has requested.

ANSWER: First, let me state plainly: Iam told that it is DHS policy to cooperate with
Congressional requests for information and testimony, and I fully support and will continue that
policy. As to this specific matter, 1 understand that DHS officials responsible for naturalization

U.S. Senate Committee on Homeland Security and Governmental Affairs Pre-hearing Questionnairdioye 24 o4 165



111

FINAL

adjudications have met extensively if not yet fully satisfactorily with Congressional staff to
address not only questions relating directly to this individual case, but also as to concerns about
naturalization policies and quality control procedures. These concerns are understandable, and if
confirmed I would be happy to look into this situation, address it, and advise the Committee as
appropriate.

More generally, when information requested relates to open investigations, adjudications, and
civil (including administrative or regulatory) or criminal enforcement actions pending before or
within a regulatory or law enforcement agency, other equities or parameters are often involved. I
know that at the Department of Justice, where I worked in many different capacities for a number
of years, there were appropriate limitations, for example, as to certain information about criminal
investigations or prosecutions, and civil and administrative matters as well. In many cases there
were and are court rules or other limitations about what could be disclosed even to colleagues
within the Department, let alone elsewhere in the executive branch. Frankly, I am not yet fully
familiar with all the parallel protocols that apply to the components of DHS. But I can say this:
should I be confirmed, I will ensure that DHS continues to work on enhancing its processes for
coordinating these types of information requests to reduce the time needed to comply.

47.  While you served as Assistant Attorney General for the Criminal Division, the Justice
Department initially declined to comply with a subpoena for declination memoranda relating to a
House Committee’s investigation of FBI misconduct during the 1960s and 1970s. The President
invoked executive privilege over these records, but then provided the Committee with access to
the records after a period of negotiation.

a. Do you believe that Congress should be denied access to deliberative records relating to
closed investigations or prosecutions? If so, please explain the basis of that belief.

ANSWER: I believe that congressional committee oversight regarding executive branch
programs plays an important role in the integrity of government and the legislative process.
Hence, the executive branch has an obligation to accommodate legitimate committee oversight
needs for information, consistent with its own responsibilities. How best to accommodate those
needs in the context of a particular matter is difficult to anticipate but, if confirmed as the
Secretary of Homeland Security, I will work to find mutually acceptable solutions in response to

committee requests for deliberative documents of the Department of Homeland Security relating
to closed matters.

b. If confirmed as Secretary, do you agree to provide such records in response to requests
from appropriate Congressional Committees?

ANSWER: If confirmed, I will make every effort to accommodate the information needs of
congressional committees conducting oversight about the operations of the Department of

Homeland Security. The precise contours of such accommodations would depend upon the
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congressional needs and executive branch interests in the particular situations and would likely
include the provision of appropriate iriformation in one form or another.

c. If you believe there are exceptions to the Department’s obligations to comply with
Congressional information and document requests, please explai the basis for that belief and
elaborate upon the factors you would consider in deciding whether to comply.

ANSWER: First, let me state plainly: Iam told that it is DHS policy to cooperate with
Congressional requests for information and testimony, and I fully support and will continue that
policy. As to this specific matter, when information requested relates to open investigations,
adjudications, and civil (including administrative or regulatory) or criminal enforcement actions
pending before or within a regulatory or law enforcement agency, other equities or parameters are
often involved. Iknow that at the Department of Justice, where I worked in many different -~
capacities for a number of years, there were appropriate limitations, for example, as to certain
information about criminal investigations or prosecutions, and civil and administrative matters as
well. Inmany cases there were and are court rules or other limitations about what could be
disclosed even to colleagues within the Department, let alone elsewhere in the executive branch.
Frankly, I am not yet fully familiar with all the parallel protocols that apply to the components of
DHS. But I can say this: should I be confirmed, I will ensure that DHS continues to work on

enhancing its processes for coordinating these types of information requests to reduce the time
needed to comply.

Inspectors General

48.  Inspectors General are intended to serve as independent watchdogs against waste, fraud,
and abuse, but they also can act in a collaborative capacity with agency management to help

avoid such problems at the outset of agency programs. Please describe the relationship you
intend to have with the DHS OIG.

ANSWER: I recognize the important role the Inspector General plays in highlighting waste,
fraud and abuse, and strongly support the appropriate exercise of this critical function. The
relationship with the Inspector General is much more productive when it involves mutual trust
and understanding of responsibilities. For that reason, should I be confirmed, I will work to
foster a positive relationship with the Inspector General and encourage this relationship with
Departmental leadership across the board.

49, There are indications that the DHS OIG may not have adequate resources to carry out its
missions fo prevent waste, fraud and abuse. Although the Department’s budget increased by $3.6
biltion in Y05 (or roughly 10%), the FY 05 OIG budget was cut by $3 million, or just over 3%.
In response to queries by Committee staff, the OIG has also indicated that the Office lacks
adequate investigative staff to respond to the number of allegations of waste fraud and abuse that
the Office receives and that it is unable to provide audit coverage of all Department’s activities it
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considers appropriate. Do you believe the OIG is adequately funded? If you are confirmed, what
steps will you take to ensure that the DHS OIG has adequate funding and personnel to carry out
its responsibilities?

ANSWER: I understand that, in FY 2005, the Office of Inspector General (OIG) received a 2.4
percent increase over its FY 2004 appropriation. 1assure you that I understand and appreciate
the importance and value of the OIG and will work very closely with the IG to ensure that it has
the resources needed to carry out its statutory responsibilities.

50. The OIG rmitinely refers findings and recommendations from its inspections, audits, and
investigations to DHS management for corrective action, as does the U.S. Government
Accountability Office (GAQ). It is OIG’s practice to make these referrals to the senior manager
directly responsible for the activity or program that is the subject of the OIG review. In response
to Committee staff, OIG has stated that on at least one occasion these managers have declined to
directly respond to the OIG or have delegated responsibility for responding to the organizational
units that were the subject of the original inspection, audit, or investigation. If you are confirmed,
will you ensure that DHS officials to whom OIG and GAQ findings and recommendations are
addressed are directly responsible and accountable for responding to such findings and
recommendations and taking appropriate corrective action?

ANSWER: Iam interested in this important issue, and if confirmed would expect to look at this
and related issues. As noted above, I recognize the important role the Inspector General plays in
highlighting waste, fraud and abuse, and strongly support the appropriate exercise of this critical
function. The relationship with the Inspector General is much more productive when it involves
mutual trust and understanding of responsibilities. For that reason, should I be confirmed, I will
work to foster a positive relationship with the Inspector General and encourage this relationship
with Departmental leadership across the board.

Intelligence Reform

51. The Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA), signed into law
by President Bush on December 17, 2004, establishes a Joint Intelligence Community Couneil
(JICC), which will be chaired by the Director of National Intelligence (DNT). In addition, the
JICC will consist of the Secretaries of Homeland Security, Treasury, State, Energy and Defense,
as well as the Attomey General. The JICC will be critical to helping the DN achieve the “unity
of effort” in the intelligence community that has been lacking. Its role is to assist the DNI in
developing and implementing a joint, unified national intelligence effort to protect national
security by (1) advising the Director on establishing requirements, developing budgets, financial
management and monitoring and evaluating the performance of the intelligence community; and
(2) ensuring the timely execution of programs, policies, and directives established or developed
by the Director. If you are confirmed as Secretary, how do you envision your specific role on the
JICC and what will you do to contribute to its success?
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ANSWER: If confirmed as Secretary, as a member of the JICC, I will assist the DNI in
developing and implementing a joint, unified national intelligence effort to protect national
security. I see this as an important aspect of the Intelligence Community reform effort and will
work with the DNI to help him or her effectively manage the IC. Initially, I see that assistance in
two key areas: ensuring that DHS effectively brings its unique capabilities and skills to the IC,
and that DHS intelligence needs are conveyed in a fashion that allow the DNI to structure
programs to meet those needs. To that end, [ will ensure that the Department of Homeland
Security is providing all necessary support to the DNI and the Intelligence Community through
access to information and analytic products that originate within DHS as well as access to the
expertise of DHS staff. I will also work with the DNI and other members of the JICC to assure
that IC members are focused on priority intelligence collection and analysis that supports the

DHS mission to prevent and deter terrorist attacks and protect against and respond to threats and-
hazards to the nation. ‘

Information Sharing

52, The 9-11 Commission, among many others, noted the critical importance of information
sharing to the fight against terrorism. The Intelligence Reform and Terrorism Prevention Act of
2004 implements a key recommendation of the 9-11 Commission by requiring the President to
establish an Information Sharing Environment that facilitates the sharing of terrorism information
among all appropriate federal, state, local, tribal and private sector entities.

a. If confirmed, what will you do to make establishing this environment a priority for
the Department?

ANSWER: As recognized repeatedly by the President and the Congress, robust information
sharing among Federal agencies is essential in combating terrorism. If I am confirmed,
information sharing will be one of my top priorities. 1 will ensure that DHS remains an active
participate in the development and implernentation of the Information Sharing Environment.

b. ‘What do you believe DHS's role should be in this new Information Sharing
Environment?

ANSWER: DHS has and will continue to be primary contributor to the development and
implementation of all areas of the ‘Environment,” including the enunciation of policies, and
establishment of the functional standards. I recognize that no single department can or should do
this alone; it must be a joint effort in order to bring the needed cultural, policy, legal and
technological changes.
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c. What are the distinctive capabilities that DHS possesses as a source, consumer,
synthesizer or distributor of terrorism information?

ANSWER: DHS is uniquely positioned as an information source, as well as operating in many
of the fields of the Information Sharing Environment: Homeland Security; Law Enforcement;
Intelligence; Emergency Preparedness and Response; Cyber-Security; International Trade; and
Private Sector and Critical Infrastructure Protection. By virtue of its mission and enforcement
responsibilities, DHS is also a very significant law enforcement entity within the Federal
Government, and thus is a source of information, as well as a consumer.

d. In what areas do you believe that DHS can most effectively lead or contribute to
the development and implementation of the Information Sharing Environment?

ANSWER: I understand that DHS, working in concert with DOJ, has already accomplished
several important collaboration efforts. For example, in the creation of the Implementation Plan
for Executive Order 13356, DHS became the clearinghouse for concerns raised by State, local,
and Tribal governments. DHS has also established collaborative relationships with relevant
private entities to ensure that the inputs of the private sector are heard and included in the
formulation of policy.

One of DHSs primary responsibilities is to accept collected information from State, local, and
Tribal governments and the private sector and provide it to the greater Federal community, as
well as to serve as the conduit for dissemination of vital information to those partners. This
uniquely positions DHS to serve in the development, implementation, and management of that
portion of the Environment in which State, local, Tribal and private sector partners will
participate.

53.  The Department of Justice, through the Federa] Bureau of Investigation, the Office of
Justice Programs and other offices, also has substantial responsibilities for fostering information

sharing with and among state and local first responders, in particular state and local law
enforcement agencies.

a If you are confirmed, what specific actions do you intend to take to coordinate
with the Justice Department's efforts in this area, and to avoid duplication of effort?

ANSWER: It is my understanding that the Department of Homeland Security is already working
extensively with the Department of Justice and its components in efforts to coordinate
information sharing and work towards the Information Sharing Environment.  If confirmed, 1

intend to encourage continued coordination on information sharing initiatives between DHS and
DOJ.
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b. Are there specific programs or systems at either DHS or the Justice Department designed
to promote information sharing with state and local officials that can and should be expanded to
address the information sharing priorities of the other department?

ANSWER: Yes. [understand that in the fall of 2004, DHS, DOJ and others connected the DHS
Homeland Security Information Network, the DOJ/OJP supported Regional Information Sharing
System, the FBI's Law Enforcement Ounline, and the Criminal Information Sharing Alliance
Network. If confirmed, I look forward to learning more about this initiative and determining
whether it is meeting the need for enhanced information sharing between the two Departments
and with state and local agencies.

c. Are there specific information sharing programs or systems at either DHS or the
Justice Department that you believe can be eliminated as overlapping or
redundant?

ANSWER: At this time I understand that no specific systems have been identified. The
development of a system of systems in the short term, however, holds great promise for
improving the ability of State, local, and Tribal governments to obtain access to vital information
through the Department of Homeland Security and others. DHS is currently working internally
to identify overlapping or redundant programs that can be eliminated.

Information Analysis and Infrastructure Protection

54.  The Homeland Security Act states that the responsibilities of the Under Secretary for
Information Analysis and Infrastructure Protection include “to disseminate, as appropriate,
information analyzed by the Department within the Department, to other agencies of the Federal
Government with responsibilities relating to homeland security, and to agencies of State and
local governments and private sector entities with such responsibilities in order to assist in the
deterrence, prevention, preemption of, or response to, terrorist attacks against the United States.”

a. How will you ensure that preventing attacks will continue to be the priority it
needs to be both for IA and the entire Department?

ANSWER: Preventing attacks is at the essence of the mission of the Department, and
specifically its Information Analysis and Infrastructure Directorate. If confirmed, I understand
that I will receive daily briefings and updates as needed throughout the day from IA regarding
both current and strategic intelligence matters, and my highest priority will be to deter, detect,
and prevent attacks upon the American people.
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b. As Secretary, how will you ensure that the intelligence division at DHS is capable of
meeting this objective?

ANSWER: If confirmed, | intend to support IA's unique role in the Intelligence Community and
make certain they have access to all the information and officials needed to do their job.

55.  The Intelligence Reform and Terrorism Prevention Act of 2004 creates a Director of
National Intelligence with significant authorities over the Intelligence Community, including (1)
determining the intelligence budget, (2) managing the execution of the intelligence appropriation
through the departments containing elements of the Intelligence Community, and (3) tasking
collection and analysis. The DNI also has a right of concurrence in the selection of the Assistant
Secretary of Homeland Security for Information Analysis. What steps will you take to ensure
that the DNI is able to exercise his or her authorities effectively vis-a-vis elements of the o
Intelligence Community within DHS, including budget and tasking authority? ‘

ANSWER: I understand that since the inception of DHS, IAIP, specifically, the Office of
Information Analysis (IA), has been working with the Director of Central Intelligence (DCI) in
his capacity as head of the Intelligence Community, I understand that these coordination efforts
have included the collaborative management of intelligence programs and the determining and
levying of intelligence collection requirements. I further understand that IA is currently involved
in numerous transition efforts led by the DCI's staff. These efforts will transition to the DNI and
his or her staff once named and confirmed. As the 1A has been a full partner in the Intelligence
Community and a consistent communicator with the DCI and his staff, I believe that 1A should
similarly work with the DNI and his or her staff to ensure all authorities and requirements of the
DNI are fulfilled. Should I be confirmed, 1 intend to continue to work closely with the DCY, and
subsequently the DNI, on these critical transition issues and to work in close partuership to
ensure that the DNI has all the information necessary to aid in carrying out his statutory

responsibilities with respect to budget, resources and requirements for the intelligence
community.

56.  The Intelligence Reform and Terrorism Prevention Act of 2004 creates a National
Counterterrorism Center with two responsibilities: First, via its Directorate of Intelligence, to
serve as the preeminent analytic body on terrorism and to draft net assessments. Second, via its
Directorate of Strategic Operational Planning, to conduct planning for joint counterterrorism
operations across the Executive Branch and such planning includes the mission, objectives to be

achieved, tasks to be performed, and the assignment of roles and responsibilities across the
Executive Branch.

a. How will IAIP support the Directorate of Intelligence? For example, what should be the
division of labor between the NCTC’s Directorate of Intelligence and IAIP regarding the

production of analytic products, and what are your plans for JIAIP to detail analysts to the
Directorate?
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ANSWER: [Iunderstand that IAIP’s Office of Information Analysis (IA) will support NCTC
through assignment of staff and funding and by continuing to fulfill its unique role in the
analytical and operational mission as a partner in the war on terrorism.

1 understand that IA presently has three personnel detailed to the NCTC, with another five due to
arrive in February, and one more in March. In addition, IA has provided funding to pay for ten
contract analysts for NCTC. As IA continues to grow and mature, 1A will increasingly replace
contract analysts with staff officers who rotate into the NCTC as part of a professional analytic
development program. In my view, this plan for deployment should offer multiple benefits.
First, it should help ensure that NCTC has the advantage of operating with trained DHS officers
who bring unique skills from the Department. Second, it should provide a long term bepefit to
DHS and the community when those officers return with a broader set of skills and experiences.”
And finally, these details will solidify a collaborative partnership that should allow both IA and
NCTC to leverage each organization’s unique information environment.

T understand that IA has a singular focus on the protection of the American homeland against
terrorist attack and that IA plays an important part in the intelligence partnership with NCTC and
other organizations. I understand that IA’s position allows it to leverage DHS’s unique posture
in the Intelligence Community (IC}—which is derived from its operational mission requirement
to work with nontraditional stakeholders in the state, tribal, local, major city and private
sectors—and that it is important for LA to provide access to these entities (and their information)
to the IC (and NCTC). As a customer of NCTC’s unique information and community analysis
and as a partner in the IC, I understand that IAIP will continue to map terrorist threats to the
homeland against our assessed vulnerabilities and assess and prioritize the relative risk of
terrorist attack in order to drive efforts to protect America. Through its combination of
intelligence analysis and infrastructure assessment, I understand that 1A will independently
analyze information from multiple IC sources and leverage unique DHS knowledge to provide
both warning and suggested protective measures directly to the American people.

b. How will DHS facilitate the Directorate of Strategic Operational Planning’s
effectiveness? For example, will DHS detail employees from various DHS components to this
Directorate to support the development of plans that include DHS? And are there circumstances

in which you foresee DHS objecting to a particular plan, and if so, how can those circumstances
be avoided?

ANSWER: I believe that DHS should be a fully vested partner in the National Counter
Terrorism Center (NCTC), and particularly within the Strategic Operational Planning Directorate
(SOP). Iunderstand that, from the outset, DHS has had three senior members of the Department
assigned to the effort. I understand that these members along with representatives from other
departments and agencies have formed the NCTC Strategic Operational Planning transition team
which is responsible for putting together a concept of operations for the NCTC that supports the
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partnering departments and agencies responsible for addressing issues related to the war on
terrorism. )

Strategic Operational Planning should develop national strategic level plans though a truly
interagency process. It should coordinate and integrate, but not replace or duplicate, the efforts
underway within the U.S. Government. 1believe that inter-agency investment and participation
in the development of strategic plans will serve to minimize any conflicts that may arise during
the planning process.

57.  How should the relationship between DHS and state, local, and tribal governments be
structured for the effective sharing of intelligence information? What steps should be taken to
strengthen that relationship — for example, what will you do to facilitate the granting of security
clearances for state, local, and tribal governmental officials and the drafting of Executive Branch
analytic products at the lowest possible level of classification? And how will IAIP infuse
intelligence information from state, local, and tribal governments into the Intelligence
Community?

ANSWER: Iunderstand that DHS has responsibility for ensuring effective sharing of
intelligence information with State, local, and Tribal governments and the private sector and has
made great strides in improving information sharing with these partners. The establishment of
the Homeland Security Information Network (HSIN) has delivered a real time, collaborative
information sharing capability with such partners Nationwide, and the implementation of this
capability at the Secret level this year will greatly increase the ability to share classified
information.

DHS will continue to support the efforts under the President’s Executive Order (E.O.) 13356,
“Strengthening the Sharing of Terrorism Information to Protect Americans.” Implementation of
the E.O. will strengthen DHS's ability to share information with their State, local, and Tribal
pactners, significantly improve the release of analytic products to the lowest possible level, and

aid IAIP in passing information from State, local, and Tribal partners to the intelligence
community.

Additionally, I understand that the Homeland Security Advisory Council (HSAC) recently
provided to the Secretary a number of recommendations regarding the appropriate roles,
responsibilities, and requirements of State, local, and Tribal govemments as it relates to
intelligence and information sharing. 1look forward to reviewing the HSAC’s recommendations.

58.  Inaddition to being "consumers” of terrorism-related intelligence, state and local
governments are also collectors of such intelligence. To improve the sharing of information
across all jurisdictional boundaries, several states and cities, including New York, Los Angeles,
Arizona and Massachusetts are creating their own "fusion centers." These centers allow states to
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consolidate the intelligence they and private sector entities gather that may be related to terrorist
and criminal activity. Consequently, information that may not seem significant in isolation can be
collected, compared, and analyzed for patterns of terrorist or critninal activity. Also, the
Intelligence and Information Sharing Working Group set up under the federal Homeland Security
Advisory Committee, has called for a nationwide network of fusion centers, coordinated through
statewide plans for how each level of government, and in some cases, the private gector, will
work together to consolidate and evaluate data from every conceivable source, with minimum
standards established by the federal government. What role, if any, do you believe the federal

government, in particalar DHS, should play in the establishment of fusion centers at the state and
local level?

ANSWER: I am aware of the Homeland Security Advisory Council’s (HSAC) report given to
the Secretary in December. It is my understanding that the report made numerous -
recommendations regarding the appropriate roles, responsibilities, and requirements of State, :
local and Tribal governments as it relates to intelligence and information sharing and I look
forward to reviewing these recommendations.

Information sharing is essential to prevention and response activities and in detecting trends or
patterns of terrorist or criminal activity. Irecognize that no single department can or should do
this alope. It is my understanding that DHS, in partnership with the DOJ, other Federal entities,
and State, local, and Tribal officials, are currently studying best practices and minimum standards
for fusion centers. Ilook forward to studying their findings.

59.  Due to the nature of its activities such as border security, DHS is a significant collector of
intelligence information. What is IAIP’s role within DHS regarding the collection and analysis
of intelligence information — for example, does IAIP direct the collection of intelligence by DHS
components and have primary responsibility for analysis, or is authority diffused among DHS
components? And what are the metrics for assessing whether IAIP has fulfilled that role?

ANSWER: IAIP does not direct the collection of information or intelligence from DHS
components. IA, as a member of the IC, has the primary responsibility for intelligence analysis,
and works with the other inteiligence organizations within DHS. IA has established reporting
relationships with all elements of DHS and regularly receives daily reports and spot reports from
all activities within BTS, USCG, and others. IAIP advises all DHS components of the
information needs of its analysts and requests reporting of relevant information on the topics of
terrorism information, homeland security information, information on organized crime and
narcotics, or any other information deemed relevant to the homeland security mission. 1A
maintains continuous contact with DHS components to advise them of any "priority information

needs" that may arise due to intelligence tips or due to the necessary security activities of special
events.

60. In August, 2004, the DHS OIG reported that despite expectations that JAIP would take
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the lead role in terrorist watch list consolidation, “IAIP has not provided the leadership of the
watch list consolidation effort that is needed. Specifically, DHS is not carrying out significant
responsibilities assigned to it under the Homeland Security Act, i.e., orchestrating the integration
of terrorist information and establishing national policies and guidelines governing the use of
such information. Instead, other federal entities that have traditionally collected, analyzed, and
disseminated watch list information continue to conduct these efforts under the auspices of two
newly created interagency organizations: The Terrorist Threat Integration Center (TTIC) and the
Terrorist Screening Center (TSC).”

a. 1f you are confirmed as Secretary, would you play a leadership role in consolidating the
terrorist watch lists and coordinating their use with other federal, state, and local participants?

ANSWER: [ understand that the terrorist names from the 12 terrorist watch lists identified in the
April 2003 report “Terrorist Watch Lists Should be Consolidated to Promote Better Integration
and Sharing” were consolidated into the Terrorist Screening Data Base (TSDB) maintained by
the Terrorist Screening Center (TSC) on March 12, 2004. The TSDB is continuously updated
and is the master list of terrorist identities known to the U.S. Government.

b. Should the strategic and policy coordination role for the watch lists be a DHS
responsibility? If it is not a DHS responsibility, then whose responsibility should it be?

ANSWER: I understand that a number of statutes exist emphasizing the importance of watch
list consolidation and the Administration has undertaken significant efforts in this area. Should I

be confirmed, I look forward to reviewing this issue and developing a more informed opinion on
this matter.

. How will you ensure that the watch list accurately includes people of concern and
removes them when those concerns have been addressed?

ANSWER: I understand that the TSC has documented procedures to ensure identities in the
TSDB meet the criteria established for inclusion at a specific screening opportunity. The criteria
are examined for all names being nominated for inclusion in TSDB before it is added to the
database. Additional procedures are in place to validate the information in TSDB against the
criteria whenever a possible encounter has occurred with an individual matching the name. I
understand that since December 1, 2003 the TSC has removed over 5,950 records from TSDB
based on inaccurate or additional information.

d. How will you ensure that the lists are appropriately used for security concerns, and no
other purposes?

ANSWER: Access and use of the information contained in TSDB is defined in a Memorandum
of Understanding (MOU) between the TSC and screening entities. It is key to note the TSDB
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only contains the Sensitive But Unclassified (SBU) identifying information and does NOT have
any of the classified (or sensitive) derogatory information. Access controls to the derogatory data
is defined by the agency “owning” the data and requests for information must meet their
requirements before any information is released.

61.  Most of the nation’s critical infrastructure is in the private sector, raising important issues

about what the policies should be regarding private sector access to security information held by
the government.

a. ‘What is your view of granting security clearances to private sector officials?

ANSWER: In order to protect and safeguard the critical infrastructure facilities of this country,
it is important that the Department share relevant information with appropriate private-sector ~
officials. These private-sector recipients, however, must be properly screened and trained to
receive the information, whether it is classified or not. To that end, the Department has
established the State, local, & Private Sector Program within the Office of Security to initiate the
background investigations, adjudicate the completed investigations, and grant security clearances
to private sector officials. The Department also implemented the Sensitive Security Information
category for information that should be protected but does not warrant formal classification as a
means to share information more effectively. I recognize this is an important issue to enable

DHS and its partners to accomplish its mission, and, if confirmed, I will review the status of
clearance requests and processes.

b. What standards and procedures for granting access do you believe are appropriate for
private sector officials?

ANSWER: DHS is investigating and granting access to private sector officials according to the
same requirements it applies to DHS employees and contractors. It is anticipated that these
private sector officials will be receiving, handling, and storing the same classified national

security information as other DHS personnel, and therefore, Executive Order 12968 requires that
they be held to the same standards.

To prevent and deter terrorist attacks and protect against threats and hazards to the nation, it is
critically important to safeguard this couniry’s most sensitive information. The Department must
therefore ensure that the private-sector officials to whom it grants access to classified information
have unquestioned, impeccable integrity. The Department’s security clearance standards and

procedures are designed to ensure confidence in an individual’s trustworthiness, reliability, and
“loyalty.

62.  Established in March 2002, the Homeland Security Advisory System was designed to
disseminate information on the risk of terrorist acts to federal agencies, states, localities, and the

public. However, these entities have raised questions about the System, the threat information
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they receive from DHS, and the costs they incur in responding to heightened alerts,

a. How would you respond to their concerns?

ANSWER: The Homeland Security Advisory System (HSAS) was created with the input of
State and local officials. It continues to evolve as DHS improves the Nation's capabilities to
assess and respond to terrorist threats. For example, the system includes the flexibility to assign
threat levels for the entire nation, or a particular geographic area or infrastructure sector,
depending on the credibility and specificity of available threat information. It should be noted
that in addition to being reflective of what is known about a particular threat, the HSAS
represents a collaborative process to support decision making, taking into account current threat
information and incorporating the perspectives of other Federal entities (both within and outside
of DHS); State, local, and tribal partners; and private sector stakeholders prior to a decision beiig
made regarding raising or lowering the threat level. DHS provides as much information as -
possible as soon as it becomes available to support this process.

However, I recognize the importance of continual assessment of HSAS operations and will work
closely with State and local authorities to ensure the system is effectively utilized to meet the
needs of all its stakeholders.

b. What plans do you have to improve the current Advisory System?

ANSWER: As noted above, it will be important to continually assess the Advisory System and

ensure its ability to adjust to the needs of the stakeholders. If confirmed, I would be happy to
consider improvements.

c. What-would you suggest as ways to address costs when heightened alerts are issued?

ANSWER I understand that the Department takes changes in the HSAS level very seriously with
full appreciation of the cost and other implications on State, local, and tribal governments as well
as the private sector. If confirmed, I will continue to explore altemative methods of funding the

costs of heightened security needs in response to a HSAS level change such as the Urban Area
Security Initiative grants.

d. Some have called for more specific regional or location threat information. What do you
see as the current barriers to implementing a new Advisory System that could be more specific?

ANSWER: The elevation of the HSAS level to ORANGE for the financial services sector in
New York, northern New Jersey, and Washington, DC in August of 2004 demonstrates the
flexibility of the HSAS to adapt response to specific threat information when available. This
flexibility allows DHS, local communities, and others to target resources appropriately and
reduce resultant costs where possible. DHS learns new lessons and continues to improve the
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system each time HSAS level changes are considered.

63.  To date, the Environmental Protection Agency has taken the federal lead role in ensuring
the safety of the nation’s drinking water supplies.

a. Do you see that changing in coming years?

ANSWER: The safety of the Nation's drinking water as identified in the Clean Water Act is the
authority of the EPA through legislation that has been in place for many years. Since the events
of 9/11, water security has emerged as a component of water safety. DHS and the EPA have a
close collaborative relationship that leverages the security analysis capabilities of DHS and the
EPA’s water safety expertise and relationships with water utilities, water related government
entities, and associations. This shared responsibility between DHS and EPA provides a robust™ *

and comprehensive approach to the safety and security of the Nation’s critical drinking water and
wastewater facilities.

b. If s0, how would you characterize the appropriate division of responsibilities between
EPA and the Department of Homeland Security?

ANSWER: It is my understanding that the Homeland Security Presidential Directive 7 (HSPD-
7) designates EPA as the Sector-Specific Agency for drinking water and water treatment systems.
As a Sector-Specific Agency, EPA is responsible for tactical security program development and
implementation at the sector level as well as the strategic sector planning called for in the Interim
NIPP. DHS is also charged with providing the integration of the threats, vulnerabilities, and
coasequences to the Sector Specific Agencies such as EPA, and for coordinating the overall

national effort to enhance the protection of critical infrastructure and key resources.

64.  GAO has reported on the vulnerability of the nation’s 15,000 chemical facilities to
terrorist attack. How should DHS ensure that these facilities do not place at risk the millions of
Americans who reside in proximity to them?

ANSWER: I understand that DHS is applying a risk management process in order to enable
comparative assessments of vulnerabilities and estimate potential consequences related to critical
infrastructure sectors, in particular chemical facilities. I also understand this approach is being
used to identify those chemical facilities posing the greatest potential danger to the American
public. 1t leverages assessments and analyses previously collected or done by the EPA as well as
those continuing to be collected and assessed, and the work being done in the sector on a
voluntary basis. 1 am told that those facilities deemed to pose the highest risk receive
considerable attention from the Department to help protect them. This includes working closely
with owners and operators of these facilities to analyze vulnerabilities and address any gaps in
protection to reduce both the “attractiveness™ of the asset as a target and the consequence of a
successful attack. I further understand that JAIP is employing a variety of initiatives to
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accomplish these goals, as well as leveraging initiatives which the private sector has
appropriately undertaken. . .

1 also understand that the Department has recently awarded five contracts for the development of
next generation chernical sensors for both indoor and outdoor use. These sensors will be used in
part to give immediate wamning to areas swrrounding chemical facilities in the event of an
incident, whether intentional or accidental. These are all examples of the kinds of initiatives that
I would employ if confirmed as Secretary of Homeland Security.

65.  In October 2002, Secretary Ridge and the Administrator of EPA stated that they

supported bipartisan legislation to require chemical facilities to assess their vulnerabilities and
act to reduce them,

a. Do you think legislation creating federal security requirements for chemical facilities is
needed? :

ANSWER: The President’s National Strategy for Homeland Security states that the Department
may seek legislation to create incentives for the private sector to adopt security measures or
invest in improved safety technologies. I understand that the White House and the Department
have worked closely with particular Members of Congress interested in this issue, and that the
President has endorsed legislation to ensure a more rigorous Federal role in the chemical sector.
If confirmed, I will continue to assess proposed legislation and work with Congress to improve
the framework for chemical site security.

b. If s0, how should DHS work with the Congress to make this happen?

ANSWER: DHS looks forward to continuing its relationship with Congress, and as in the past,
looks forward to providing input and insight on legislation directed at the protection of our
Nation's chemical plants.

66.  GAOQ has identified actions needed to better prepare critical financial market participants
for wide-scale disasters, such as terrorist attacks. While many participants have reduced their
risks, some entities stifl have elevated risk of operational disruption that could threaten the ability
of the securities markets to operate. What actions would you take in, either alone or working
with the SEC to increase the readiness of the securities markets?

ANSWER: I understand that DHS and the Department of the Treasury, which has the sector-
specific responsibility for the financial sector, work closely with the SEC to encourage, support,
and enhance two-way information sharing between the government and the financial community.
Together, DHS, Treasury, SEC, and other members of the Finance and Banking Information
Infrastructure Committee (the Government Coordination Council for the sector), will ensure
timely dissemination of relevant, actionable information on threats to and incidents related to the
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sector. DHS, Treasury, and other Federal agencies working with the financial sector will
continue to collaborate and facilitate critical tasks and activities necessary to prevent, protect
against, respond to, and recover from incidents. The recent elevation of the threat level for
certain parts of the financial sector demonstrates the success of this coordination and
collaboration. 1 further understand that preparedness is a continuous process involving efforts at
all levels of government and between government and private sector entities to identify threats,
‘determine vulnerabilities, and identify required resources.

67.  Bioterrorism attacks can be directed at many different targets in the farm-to-table food
continuum, including crops, livestock, food products in the processing and distribution chain,
facilities, and research laboratories. As Secretary, what would be your strategy at the field level
to better protect agriculture and the food supply in concert with other federal agencies, state and
local agencies, and the private sector? -

ANSWER: The strategy for protecting the Nation's food supply chain is outlined in Homeland
Security Presidential Directive 9 (HSPD-9). This document articulates the Administration’s
policy for government at all levels to partner with the private sector in this vital effort. The
strategy calls for a new degree of coordination and collaboration between government agencies,
and very specifically identifies key responsibilities, objectives, and tasks. The food and
agriculture infrastructure is a highly complex, mainly privately owned production system that is
highly integrated internally, and externally integrated with other critical infrastructures.

DHS, in collaboration with the Department of Agriculture (USDA) and the Food and Drug
Administration (FDA) as well as our State and local government partners, has supported industry
in organizing and deploying a new Food and Agriculture Sector Coordinating Council. This
Council will expand and complement the original Food Information Sharing and Analysis Center
(ISAC), but now represents each segment of the food supply chain.

68.  HSPD-9 calls for a national policy to defend the agriculture and food system against
terrorist attacks, major disasters, and other emergencies. DHS is to coordinate with other federal
agencies to create a new biological threat awareness capacity to enhance the detection and
characterization of an attack. What would you do to ensure this biological threat awareness
capacity is implemented and sustained?

ANSWER: 1 understand that the effort to establish a new biological threat awareness capability
for the nation is well underway. Through extensive collaboration between the various Federal
agencies, DHS is coordinating the development of the National Bio-Surveillance Integration
System (NBIS). This new disease surveillance capability breaks down traditional “stovepipes”
and integrates disease detection and surveillance information on human, animal, plant, water,
environment, law enforcement, and intelligence sources into a single bio-situational awareness
information framework. This new framework will enable agencies, state partners, and select
industry partners access to a common operating picture. 1 further understand that the system will
provide a new ability to more rapidly characterize bio-situational information, improve the
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Nation's ability to differentiate between natural and intentional events, and facilitate response to
those events,

69.  The Independent, non-partisan Trust for America’s Health (TFAH) recently issued its
second annual report on the Nation's preparedness for bioterrorism. The report concluded that
“despite incremental progress, three years after September 11, 2001, there is still a long way to
go to protect the American people from a bioterror attack.” The report found that only six states
were fully prepared to administer and distribute vaccines and antidotes from the national
stockpile, only five public health laboratories had the capability to respond to chemical terrorism,
and only one third of the labs had sufficient capability to respond to biological attacks. These
findings echo conclusions reached by other observers, such as the Government Accountability
Office. Given the enormous potential harm that could result from a successful bioterrorist attack
on the U.S., if confirmed, what actions will you take to ensure that the U.S. is fully prepared for
this threat and that longstanding shortcomings identified by TFAH and others are addressed?

ANSWER: If I am confirmed as Secretary of Homeland Security, I will work closely with
Secretary Leavitt at Health and Human Services and Secretary Nicholson at Veterans Affairs to
ensure we effectively leverage the resources the President and Congress have made available to
build countermeasures against bioterrorism and support efforts already underway to improve the
rapid distribution of countermeasures in the event of an attack. Iam confident we share a
common commitment to establish emergency-ready public health and healthcare entities across
the Nation. The Department recently issued FY 2005 grant guidance that now requires States to
establish a senior advisory committee of officials that oversec assistance programs from Federal
departments and agencies, including those offered by DHS and HHS. These Committees dre
charged with enhancing integration and leveraging relevant funding sources and resources that
support implementation of homeland security strategies, including public health and medical
initiatives. Project BioShield ensures that funds are available to pay for advanced development
and acquisition of “next-generation” medical countermeasures. Finally, in April, DHS will
conduct the third in the Top Officials, or TOPOFF national-level full-scale exercises with
Federal, State, local, private sector and international partners. This exercise, like previous
TOPOFF exercises, includes a large-scale bioterrorism scenario. They have proven to be

invaluable in testing our public health and healthcare systems and identifying key lessons for
improving their readiness.

Protection of Critical Cyber Infrastructure (Cyberspace Security)

70. - As youknow, it isn't just this country's physical infrastructure that is under threat of
attack, but the cyber infrastructure as well. Indeed our national information infrastructure is
attacked every day, causing costly disruption to our commercial and government networks. DHS
and others are fearful of, and have been on the watch for, combined attacks, in which a physical
terrorist attack coincides with a cyber attack to disrupt the systems needed to respond to the
physical attack. There is some concern in Congress that the department’s structure is inadequate
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to address this threat. What steps do you intend to take to improve the department’s ability to
address Cybersecurity?

ANSWER: I understand that there are several initiatives underway in the Department to
improve the nation’s “cyber defense” posture that may be leveraged to improve the nation’s
“cyber defense” posture.

First, I am told that the National Cyber Security Division (NCSD) within IAIP maximizes our
capability to plan for combined physical and cyber attacks and improve our ability to respond
after such an attack occurs. However, we can still make improvements. I understand we are stiil

looking to increase NCSD’s role, and I am committed to looking at the appropriate way to
accomplish this.

T understand that the NCSD has made progress in coordinating the implementation of the
National Strategy to Secure Cyberspace with other agencies, the private sector, academia, and the
international community — though much more can and will be done to improve their operations.

I plan to review their progress and assess ways in which we can further leverage partnerships,
provide value to our constituencies, and target resources effectively.

71.  Our critical cyber infrastructure is subject to attack from a variety of individuals and
groups — terrorists, international criminal groups, and foreign intelligence services, as well as
hackers and disgruntled insiders.

a. ‘What do you believe is the relative risk of attack from these or other types of malicious
actors, and how should the answer to this question affect the relative priorities that DHS places
on various aspects of its infrastructure-protection mission?

ANSWER: At this time, it is not appropriate for me to comment on this issue as I do not have
authority to access the necessary information to adequately respond. If confirmed, I would be
happy to look into this concern, address it, and advise the Committee as appropriate

b. Among other things, how critical do you believe is the risk of international terrorists
mounting computer-based attacks, either alone or in combination with physical attacks?

ANSWER: Certainly any threat to our nation’s infrastructure, both physical and cyber, is very
serious. At this time, however, it is not appropriate for me to comment on this issue as I do not
have authority to access the necessary information to adequately respond. If confirmed, I would
be happy to look into this concern, address it, and advise the Committee as appropriate.

72.  Ithas now been nearly two years since the Administration issued its National Strategy to
Secure Cyberspace in February 2003. DHS has made some progress in establishing procedures
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for responding to cyberspace security incidents and to educate the public, such as through the
establishment of the National Cyber Alert System as a means to relay cyber security information
to computer users. However, less has been done to reduce long-term cyber threats and
vulnerabilities. What is your opinion of the Department’s record in implementing the various
priorities in the National Strategy so far?

ANSWER: The priorities of the National Strategy to Secure Cyberspace cover an enormous
amount of breadth and depth on emergency operations, vulnerability reduction, securing
government cyberspace, training and awareness, and international cooperation. Several key
elements have been achieved and are underway in the Department that are improving the nation’s
“cyber defense” posture. In its eighteen-month existence, the DHS National Cyber Security
Division (NCSD) has made significant strides in each of these areas, both in operationalizing a
computer emergency readiness team as well as identifying and pursuing key strategic initiatives
and coordination needs.

73.  The National Strategy laid out strategic objectives, and assigned to DHS overall
responsibility for cyberspace security, but it expressed these responsibilities in vague generalities,
without clear assignment of responsibilities and without time frames or deadlines or benchmarks
for measuring performance. See Homeland Security: Information Sharing Responsibilities,
Challenges, and Key Management Issues (GAO-03-1165T) Sept. 17, 2003, page 24. According
to a report of the DHS Inspector General, one year later the National Cyber Security Division of
DHS still had not “[p]rioritized its initiatives to address the recommendations of the {National
Strategy],” “[ildentified the resources needed to ensure that it can identify, analyze, and reduce
long-term cyber threats and vulnerabilities,” or “[d]eveloped strategic implementation plans,
including performance measures and milestones, focusing on the division’s priorities, initiatives,
and tasks.” DHS Office of Inspector General, Progress and Challenges in Securing the Nation’s
Cyberspace (OIG-04-29) July 2004, page 4.

a. How important do you believe it is for DHS to establish clear assignments of
responsibilities, performance measures, milestones, and deadlines for fulfiliing DHS's
cyberspace security mission?

ANSWER: The National Cyber Security Division (NCSD) has addressed many of the concerns
in the 2004 DHS Inspector General report and has developed a Strategic Plan for future work
related to its mission to implement the National Strategy priorities. The Strategic Plan, with
actionable steps and milestones, is currently under review by DHS leadership for submission to
Congress in conjunction with the FY06 Budget Justification requested in the FY0S
Appropriations Committee Report. If confirmed, 1 look forward to reviewing the NCSD
Strategic Plan and ensuring its implementation.

b. If confirmed, what will you do to address this deficiency?
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ANSWER: There is much work going on in the National Cyber Security Division (NCSD) to
coordinate the implementation of the National Strategy to Secure Cyberspace — as well as
Homeland Security Presidential Directive 7, which is now the operative Administration policy on
securing cyberspace — with other agencies, the private sector, academia, and the international
community. They have made great strides in the eighteen months of their existence and more can
be done in each of their focus areas of US-CERT Operations, Outreach and Awareness, Law
Enforcement and Intelligence Coordination, and Strategic Initiatives. If I am confirmed, it is my
intent to review their progress and work with them to assess ways in which we can further

leverage those partners, provide value to our constituencies, reflect our milestones and metrics,
and target resources effectively.

74. Do you believe the Department’s cyberspace security R&D budget is sufficient and -
appropriate, in comparison to other R&D priorities, or do you believe it should be larger or
smaller than it is now? What would be your priorities for R&D in the area of cyberspace
security?

ANSWER: The allocation of funding resources to portfolios in the DHS Science and
Technology Directorate (§&T) is done based on a formal strategic planning process, that takes
into consideration risks, threats, vulnerabilities, and other strategic objectives, to perform
prioritization within and across technical portfolios. DHS is highly supportive of the planning
approach taken by S&T, and believes that this process results in technically sound and
supportable decision making with regards to funding allocations. As noted in my responses to
Question 71, however, it would not be appropriate for me to comment on these priorities as I do
not have authority to access the necessary information to adequately respond

75.  Legislation recently was passed by the House and introduced in the Senate to create
within DHS an Assistant Secretary for Cybersecurity, to assist the Under Secretary for
Information Analysis and Infrastructure Protection. See section 5028 of S. 2845 as it passed the
House; Senate Amendment 3894 to S. 2845. What do you believe are the advantages and
disadvantages of such legislation, and do you support its enactment?

ANSWER: Given that two years have passed since the Department’s creation, it makes sense to

review the Department’s structure, including that of IAIP. I plan to take this opportunity, should
1 be confirmed, to undertake such a review.

Critical Infrastructure

76.  The Homeland Security Act of 2002 calls for DHS to carry out comprehensive
assessments of vulnerabilities of the key resources and critical infrastructure of the United States,
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including determining the risks posed by particular types of terrorist attacks. Using this
information, DHS is to identify priorities for action by DHS, other federal agencies, state and
local government, and the private sector. A Dec. 2004 report by the DHS Inspector General,
“Major Management Challenges Facing DHS,” states that the Department has made progress
identifying critical infrastructure assets, but the process IAIP is using to assess threats, determine
vulnerabilities, ascertain mitigation requirements and set priorities is “evolving.” However, in a
Dec. 14, 2004 letter to the editor of USA Today, DHS Assistant Secretary for Infrastructure
Protection Robert Liscouski stated that despite assertions to the contrary, DHS “has identified the
highest priority targets {related to the nation’s critical infrastructure}, and we — with our state,
local, tribal and private sector partners -- are protecting them.” He contended that DHS met and
exceeded President Bush’s December 17 deadline that a strategy be completed for compiling the
database, by “not only forming the strategy, collecting and analyzing the data and identifying the
priorities, but, most importantly, by protecting them ~ a point sometimes lost.”

a. Has the Department substantially completed its required efforts to conduct critical
infrastructure vulnerability assessments that can be the basis for setting priorities for homeland
security efforts and, with respect to assets that are most important to protect, has an acceptable
fevel of protection been achieved? If not, please describe what more needs to be done.

ANSWER: The nature of our nation’s critical infrastructure is constantly changing. Important
facilities within both the public and private sector are continuously being added to the national
inventory, and others are removed through obsolescence and devaluing. In addition, we are
dealing with adaptive adversaries which will likely, given time, adjust their strategies and tactics
in an attempt to counter our protective measures. Consequently, the task of critical infrastructure
identification and evaluation, as well as our efforts to constantly improve and broaden our
protective posture is unending. I note that DHS has completed comprehensive vulnerability
assessments. If I am confirmed, I look forward to reviewing the Department’s efforts to date.

b. How would you evaluate the department’s progress in building a National Assets
Database, a national inventory of the nation’s physical critical infrastructure?

ANSWER: As I understand it, the United States possesses the most extensive, complex, and
interdependent system of infrastructures ever created. Literally tens of thousands of assets,
facilities, physical plant, and information technology systems ensure the available, efficient,
reliable, and secure delivery of services across seventeen critical infrastructure and key resource
sectors.

T understand that the National Asset Database is one of the tools used to identify the
Department’s priorities for protection. The National Asset Database is just that, a database of
information on the Nation's infrastructure - both critical and non-critical - including more than
80,000 sites. The sites range from nuclear facilities and chemical plants to bridges and shopping
malls. I further understand that it is the analysis of the data, not the raw data itself, which is key
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to our protection efforts. DHS, with its Federal, State, local, and private sector pariners, will
continue to collect data across the nation and catalog, analyze, and prioritize it to ensure that
resources are spent effectively to protect the Nation's interdependent critical infrastructure and
key resource sectors. Because our nation changes every minute of every day — new bridges are
built every day, technology changes every day — the National Asset Database will never be
complete. It is a dynamic and continually evolving resource.

c. There are differing opinions as to what role the federal government should play in
ensuring that the nation’s critical infrastructure, such as chemical facilities, are prepared for a
terrorist attack. What role should the federal government assume?

ANSWER: The Federal government has a critical role to play in homeland security. However,
with the vast majority of our Nation's infrastructure being owned by the private sector, it is
neither practical nor possible for the Federal government to assume sole responsibility for
protecting each and every asset. Acting in partnership with State, local, and private sector
entities, Federal departments and agencies are working to identify, prioritize, and coordinate the
protection of critical infrastructure and key resources in order to detect, deter, and defend these
assets relative to a threat. As directed by Homeland Security Presidential Directive 7, DHS is
coordinating this overall effort and will continue to do so as the Interim National Infrastructure
Protection Plan is fully implemented. Although DHS oversees coordination, this is truly a
Federal government wide effort as implementation relies on the expertise of the Sector Specific
Agencies in working with each sector.

d. The GAO has frequently called for a risk management approach for homeland security
investments. What do you think are the elements of such an approach?

ANSWER: I understand that one of the underlying themes of the Interim National Infrastructure
Protection Plan is the application of a risk management approach in designing and implementing
protective programs related to the Nation's infrastructures. As I understand it, the Department
has initiated a Risk Analysis Management for Critical Asset Protection (RAMCAP) program.
The selected model under development provides a common methodology, terminology, and
framework for homeland security risk analysis and decision-making that can be applied across
each sector. The elements incorporated into the risk assessment tool include tactical threat,
assessment of facility/sector vulnerabilities, consequences of attack, likelihood of attack, and
annual economic risk. The Department has already established common vulnerability reports to
facilitate the collection of vulnerability data. Combined with available threat data, the result of
the analysis process is to assist in determining the most beneficial combination of
countermeasures and mitigation strategies within the constraints of available resources. This will

enable the Department to make comparative assessments based on a common risk-assessment
approach.

e. How do you plan to ensure that DHS agencies such as TSA fully implement and integrate
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a risk management approach into their processes for evaluating security enhancements across all
modes of transportation? :

ANSWER: It is my understanding that DHS is the Sector Specific Agency responsible for the
transportation sector. Within the Department, TSA has been designated as the lead organization
responsible for the overall strategic planning and program management under the framework
spelled out in the Directive. It is important to also recognize the other partners within DHS, such
as the U.S. Coast Guard, and the Federal government, such as the Department of Transportation
which collaborate with DHS to protect the transportation infrastructure.

Risk-based decision-making and prioritization are comerstones of DHS' work. TSA has been
and will remain in synchronization with the Department’s approach to the protection of
infrastructure, by using the Risk Analysis Management for Critical Asset Protection (RAMCAP)
program. The selected model under development provides a common methodology, '
terminology, and framework for homeland security risk analysis and decision-making that can be
applied across each sector. By using this tool, risk management should be consistent not just
across transportation modes, but across sectors.

f. The 9/11 Commission noted in its Final Report that the Department still had not yet
completed the critical infrastructure inventory and plan for all modes of transportation, and
reconunended that the Department develop a comprehensive strategy to secure that sector. The
Intelligence Reform and Terrorism Prevention Act of 2004 included a requirement that DHS
develop a National Strategy for Transportation Security by April 1, 2005 - specificaily requiring
an identification and evaluation of all transportation assets and as well the development of risk
based priorities. The development of a comprehensive, national transportation security plan
should help identify, define and begin addressing vulnerabilities with transportation-related
critical infrastructure. Do you believe the development of a National Strategy for Transportation
Security should be a top priority for the Department of Homeland Security?

ANSWER: Addressing transportation security is a top priority. DHS has already developed the
Transportation Sector Specific Plan in response to Homeland Security Presidential Directive 7
(HSPD-7) and in support of the Interim National Infrastructure Protection Plan currently under
final review within the Department. In addition, TSA is developing Modal Annexes to the
Transportation Sector Specific Plan that will further detail roles, relationships, and
responsibilities across federal and non-federal entities to provide security in each mode of
transportation,

77.  Security expert, Dr. Stephen Flynn, makes the case in his book, “America the Vulnerable:
How Our Government is Failing to Protect Us From Terrorism” that despite the many post-9/11
security precautions that have been proposed and implemented since 9/11, “our most serious
vulnerabilities remain ominously exposed.” He cites a vast menu of soft targets still vulnerable
to attack, including water and food supplies, chemical plants, energy grids and pipelines, bridges,
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tunnels, and ports; and the millions of cargo containers that carry most of the goods we depend
on. Given these vulnerabilities, and the demonstrated capabilities of our terrorist enemies, Dr.
Flynn argues that we have not really begun the work of integrating security into our economy and
marketplace such that it is an accepted part of the way we conduct business, similar to the way
we have integrated product safety: “the rationale for investing in security should follow the same
logic [as incorporating safeguards in products]. The difference is that security focuses on
developing countermeasures against people who consciously set out to cause harm and spawn
disruptive consequences.”

a. Do yon agree with Dr. Flynn’s arguments and this conclusion? If not, why not?

ANSWER: Given that the vast majority of the critical infrastructure is owned by the private
sector, infrastructure protection is a shared responsibility. Private industry and other critical - ~
infrastructure owners and operators have begun to see security as an integral part of their
operations. It will take time to fully implement this concept, as doing so may require
modifications in design and operation of critical infrastructure. These fundamental changes must
occur over the natural lifecycle of such assets as many of them cannot be implemented
immediately. If confirmed, I look forward to further reviewing this issue.

78.  One of the problems Dr. Flynn has cited is the lack of incentive in the private sector to
adequately invest in security. For example, with respect to protecting the 85% of the nation’s
critical infrastructure owned by the private sector, Flynn contends that “unfortunately, without
standards, or even the threat of standards, the private sector will not secure itself. In fact, in the
absence of clearly defined and well-enforced security requirements, companies that invest in
protective measures for the parts of the infrastructure that they own place themselves at a
competitive disadvantage.” Flynn argues that it would be irrational for company executives in
industries with thin profit margins, like the chemical industry, to invest in greater security absent
the assurance that their competitors will do the same. Flynn's view is at odds with the

Administration’s reliance on voluntary standards and compliance by key sectors of our critical
infrastructure.

a. If you are confirmed as Secretary, how will you seek to ensure that the private sector’s
critical infrastructure assets are adequately protected?

ANSWER: The President’s National Strategy for Homeland Security states that the Department
may seek legislation to create incentives for the private sector to adopt security measures or
invest in improved safety technologies. Iunderstand that the Administration has worked closely
with particular Members of Congress interested in this issue, and that the President has endorsed
a more rigorous Federal role in the chemical sector. I also note that DHS is continuing to work
with the Sector Specific Agencies and private sector to develop incentives in the form of
standards and best practices, and other means, while continuing to manage risks by prioritizing
our investments and protective measures. DHS will continue to work with other federal
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departments and agencies, state, local, and tribal governments, and the private sector to protect
the nation’s critical infrastructure.

b. How do you believe DHS can convince private businesses that defending critical
infrastructure is necessary even though it may cost them substantial sums of money?

ANSWER: DHS experience to date indicates that private businesses recognize that enhancing
protection of critical infrastructure is necessary. For example, firms in the finance sector taken
steps often well beyond their regulatory requirements, as they know that protection and effective
response are critical to minimize disruptions to their business continuity. One goal of the
National Infrastructure Protection Plan is to ensure that protective measures are integrated into
business operations and to provide a metrics framework to serve as a foundation for measuring
private sector investment. If confirmed, I look forward to working on this issue. o

c. De you believe that DHS needs any additional authorities to prompt the private sector to
improve security of critical infrastructure?

ANSWER: The President's National Strategy for Homeland Security states that the Department
may seck legislation to create incentives for the private sector to adopt security measures or
invest in improved safety technologies. This is a question that, if I am confirmed, I will ensure
that DHS considers in partnership with those agencies and departments that have lead sector-
specific roles, as we move forward in protecting the nation’s critical infrastructure

d. ‘What, if any, incentives or disincentives do you believe government should provide in
order to ensure that minimum security standards are reached.

ANSWER: The President’s National Strategy for Homeland Security states that the Department
may seek legislation to create incentives for the private sector to adopt security measures or
mvest in improved safety technologies. Iunderstand that the White House and the Department
have worked closely with particular Members of Congress interested in this issue, and that the
President has endorsed legislation to ensure a more rigorous Federal role in the chemical sector.

If confirmed, I will continue to assess proposed legislation and work with Congress to improve
the framework for chemical site security.

Protection of Information

79.  DHS Management Directive 11042 issued last year, regarding the safeguarding of
Sensitive but Unclassified information, and the accompanying Non-Disclosure Agreement were
criticized by some DHS employees and outside groups for their breadth. On January 6, 2005,
DHS issued a revised Directive, designated 11042.1, and has discontinued the use of the Non-
Disclosure Agreement in favor of a training program for DHS employees regarding the handling
of protected information. However, some continue to express concern that the Directive covers
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an overly broad and vaguely defined universe of information. See “Homeland Security reversed
secrecy policy, but protests persist,” Govexec.com Daily Briefing, January 12, 2005,

a. The management directive indicates that any DHS employee, detailee, or contractor, can
designate information as “For Official Use Only,” but it does not describe any process by which
the designation can be lifted or challenged. Do you believe that such a process needs to be
established in the directive?

ANSWER: Although I have not yet been fully briefed on this, I understand that DHS is working
to improve its process for handling sensitive-but-unclassified information. Each DHS employee,
detailee, and contractor is responsible for the designation of information as “For Official Use
Only” (FOUO). Iunderstand that the DHS Management Directive provides clear guidance as to
what constitutes FOUO information and what does not If, at some point, the reason(s) for v
marking a document as FOUOQ is no longer valid, then such designation should not be used.”

As the Management Directive indicates, the FOUO designation does not exempt information
from release under the Freedom of Information Act (FOIA). Therefore, if an individual makes

such a request for Department information, the request will be reviewed and considered on a
case-by-case basis.

DHS also advises that there is a process whereby a designation may be reviewed. If there is a
disagreement as to the proper marking of a document, then the relevant parties will work

collaboratively to reach a consensus solution as to the appropriate level of protection afforded a
particular document.

b. The directive describes a number of categories of information that can be designated as
“For Official Use Only,” including any information “that could constitute an indicator of U.S.
govermment intentions, capabilities, operations, or activities or otherwise threaten operations
security.” Are you concerned that this definition is too broad, and could encompass a substantial
portion of information at DHS?

ANSWER: DHS continues to examine the appropriate parameters of FOUO materials. As1
understand it, the definition must be broad enough to cover the wide variety of sensitive

information handled by the Department, and it also must be specific enough to properly instruct
DHS personnel on the designation.

The above-referenced excerpt aims to protect and safeguard important information about the
Department’s enforcement and security functions and operations, so that terrorist or criminal
organizations may not gain advantage from such advance knowledge of DHS activities. DHS

will continue to work with its partners and stakeholders to reach the appropriate characterization
of FOUOQ information.
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c. How do you plan to address the need to keep sensitive information protected with the
public’s need to be informed?

ANSWER: As I understand it, the Management Directive indicates, the FOUO designation does
not exempt information from release under the Freedom of Information Act (FOIA). Therefore,
if an individual makes such a request for Department information, the request will be reviewed
and considered on a case-by-case basis. DHS aims to strike a balance between the public’s valid
right to know how its government agencies operate, and the need to protect and safeguard
sensitive information and prevent it from getting into the hands of terrorist organizations. DHS
will continue to examine the propriety of the balance it has struck, and it will take appropriate
remedial action as necessary.

d. In what ways do you belicve that DHS sharing information with other federal agencies, ~
state and local governments, and the private sector serves to further the Department’s mission?
Are you concerned that excessive classification or excessive designation of information as

protected could interfere with DHS’s mandate to share information with state, localities, and the
private sector?

ANSWER: The Departinent of Homeland Security is committed to sharing sensitive
information with appropriate State and local government officials and private-sector individuals.
Indeed, the sharing of information is a cornerstone of the DHS approach to protecting the

homeland. DHS policies are designed to not impede the legitimate flow of information to those
who require it.

DHS, once again, aims to strike the proper balance between sharing appropriate information with
State and local government personnel and private-sector individuals, and not disclosing sensitive
information to our adversaries. We look forward to continuing to work with governmental and
private partners in order to achieve the comect balance.

e. 1t is our understanding that non-disclosure agreements are still in use for DHS
contractors. Do you plan on reconsidering such use of non-disclosure agreements?

ANSWER: DHS will continue to examine its use of Non-Disclosure Agreements. The use of
NDAs is commonplace in the interactions and relations between and among government
agencies and commercial companies. DHS believes that they are useful instruments to promote
awareness of the standards used in designating sensitive information.

f. Section K of the Management Directive describes the obligations of DHS employees,
detailees and contractors with respect to the destruction of FOUO material. Do you believe the
directive is consistent with the obligations to maintain records under the Federal Records Act? If
not, how should the directive be modified?

U.S. Senate Committee on Homeland Security and Governmental Affairs Pre-hearing Questionnaire Page 51 of 165



138

FINAL

ANSWER: The Federal Records Act governs the retention of records that document an
agency’s policies and transactions. It establishes procedures for the orderly destruction of
records pursuant to procedures approved by the National Archives and Records Administration.
To the extent that the Management Directive could be construed as inconsistent with the Federal
Records Act, the Act, of course, controls. As I understand it, any ambiguity in the Directive can
be clarified with a subsequent issuance.

g What is your opinion with respect to the public concerns that have been expressed
regarding the Directive?

ANSWER: I understand that DHS has aimed to strike a balance between the public’s valid right
to know what its government is doing and the need to safeguard certain sensitive information,
that if placed in the hands of terrorist organizations or other adversaries, could be exploited to the
detriment of the nation. If confirmed, I look forward to examining this issue in more depth. -

80. - Under the Critical Infrastructure Information Act of 2002 (CHA) (6 U.S.C. §§ 131-134),
which was enacted as part of the Homeland Security Act of 2002, certain information related to
the security of critical infrastructure that is voluntarily submitted to the Federal Government and
for which the submitter requests protection will be exempt from disclosure under the Freedom of
Information Act and will be subject to other secrecy protections. At hearings before this
Committee on similar legislation, several witnesses testified that such protections would be
essential to encouraging non-federal entities that own critical infrastructure to share information
that the Government needs to fulfill its infrastructure protection mission. However, other
witnesses expressed concem that legislation such as the CIIA would not actually be effective at
encouraging entities to share sensitive information with the Government, but could result in
excessive amounts of private sector information being brought under a veil of secrecy, possibly
including information related to environmental, health, and safety risks and regulatory
compliance. “Securing Our Infrastructure: Private/Public Information Sharing,” Hearing before
the Senate Committee on Governmental Affairs, May 8, 2002.

In response to written questions from this Committee to Tom Ridge prior to his confirmation
hearing, asking his views of the CIIA and describing the concerns that had been raised, former
Secretary Ridge stated:

“In fact, one of the measures of success for the CIIA will be evaluating the quality of the
information shared with the Government owing to the CIIA protections and, in tun, the
Government’s dissemination of that information to the general public to help prevent physical or

computer-based attacks against us. In such cases, CIIA success means getting more information
to the public rather than less.”

a. By this measure, what is your opinion of the success, so far, of the CIIA?

U.S. Senate Committee on Homeland Security and Governmental Affairs Pre-hearing Questionnaire Page 52 of 165



139

FINAL

ANSWER: If I am confirmed, I will review the operations and effectiveness of DHS programs,

including the CII Act of 2002, Until that time, I do not feel qualified to address the effectiveness
of the program.

b. In answering the foregoing question, please explain with reference to the amount, types,
and quality of information voluntarily shared under the CIIA program, and the amount, types, and
quality of information disseminated to the general public as a result.

ANSWER: As stated above, I will review the operations and effectiveness of DHS programs,
including the CII Act of 2002. Until that time, I do not have access to the information necessary
to adequately respond to this question.

c. Do you believe that other factors more accurately measure the success of CIIA thus far?
If so, what are they?

ANSWER: I understand that DHS is establishing a program to be able to receive, validate, and
disseminate PCII as required by the CII Act and implementing regulation. In this regard,
significant effort has been expended in three general areas to; (1) establish an education and
‘training program for users and train JAIP staff on what PCII is and how it neéds to be handled
and used; (2) inform the private sector about the existence of the CII Act and what protections it
provides to the information they voluntarily share with DHS; and (3) establish an accreditation
program under which DHS can share PCI with other federal agencies and state and local
governments and be able to assure the private sector that its information will be protected the
same way no matter where it is being used. If confirmed, I will undertake a review of the
program.

§1.  With respect to controlling what information the CILA protections will be applied to,
former Secretary Ridge also stated in his answers to this Committee:

“By adopting procedures that carefully “tag and track’ information that is voluntarily submitted
with a request for protection under the Act, in conjunction with the designation of specific
critical infrastructure protection programs authorized to receive the information, the procedures
will help define and clarify what information is subject to special protection.”

a. Should CIIA protections apply only to information that is shown through a “tag and
track” mechanism to have been obtained from information that was voluntarily submitted, with a

request for protection, to a critical infrastructure protection program designated to receive that
information?

ANSWER: The CH Act protections do apply only to information that is voluntarily submitted to
DHS. If I am confirmed, I look forward to reviewing this program and evaluating its
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effectiveness.

b. Do you believe current DHS authorities and procedures are sufficient to achieve that goal,
or would you propose changes to those authorities and procedures?

ANSWER: If I am confirmed, I will undertake a review of the CH Act and the related authorities
and procedures, and the current DHS program. Until that time, I cannot properly evaluate DHS’.
existing authorities.

Immigration and Border Security

82.  DHS interacts with the immigrant community on a daily basis. What will you do to work
with the immigrant community and gain their trast? o

ANSWER: I think that there are two principal means of ensuring good relations with the
immigrant community. The first is to make certain that DHS line officers conduct themselves in
a professional and courteous manner while discharging their duties. The second is to reach out to
immigrant communities when they have concerns about DHS policies or operations that may
affect them. I understand that the Department has a good reputation in both areas, and I intend to
continue and build on that reputation.

83, During your time on the federal bench, you beard a number appeals related to
immigration matters, including a number of cases involving claims for asylum or withholding of
removal. The President has indicated that immigration reform will be a priority on his agenda for

his second term. As Secretary, your responsibilities will include implementation and
enforcement of the immigration laws.

a. What do you see as your role in advising the President on this important issue?

ANSWER: The Secretary of the Department of Homeland Security (DHS) is in a unique
position to advise the President on immigration issues. The DHS structure incorporates the
principal immigration agencies for the nation. In addition, the DHS staff includes experts who
are familiar with the complexities of immigration law, policy, benefits, and operations, and the
Secretary may draw on that expertise to give the President a full picture of how reforms will
affect the immigration system as a whole.

b. Did your experiences on the bench influence your views regarding U.S. immigration
policy, and if so, how?

ANSWER: During my tenure on the Third Circuit, I heard numerous immigration cases that
provided a view into the complexities of our immigration structure. As Secretary I will seek to
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continue to support the direction of the Administration in ensuring that our immigration policy
welcomes those lawful travelers and entrants while continuing to provide sufficient safeguards
against those who seek to harm the United States.

c. Do you support comprehensive immigration reform? What specific reform proposals
would you support, and what role can the Department of Homeland Security play in immigration
reform?

ANSWER: I see the Department as having an active, principal role in advising the President on
immigration reform, both on the basis of DHS's subject-matter expertise and responsibility for -
carrying out those reforms that are put into place. Important reforms have already taken place
under my predecessor including the current effort to eliminate the backlog has led to numerous
small reforms in the immigration process. Achieving that backlog elimination will allow more” ~
comprehensive immigration reform to succeed.

Finally, I sapport the principles envisioned by the President's Temporary Worker Program as I
believe that immigration reforms can enhance our homeland security and public safety, while
providing undocumented workers an opportunity to work lawfully in the United States for a
temporary period of time.

d. Because of significant backlogs, permanent lawful residents and American
citizens must wait for many years before close relatives can receive visas to
re-join their families. Would you support increasing visa allocations to expedite
family reunification?

ANSWER: As I understand, the lengthy wait for family-based visa issuance is the result of
an immigrant priority system that numerically limits the number of immigrant visas that may be
issued annually to citizens of each country and by family relationship. If confirmed as Secretary,

would want to study this issue, look at potential solutions, and work with Congress to ensure that
our system is fair.

€. Even after someone has qualified for a visa, applicants typically face long processing
delays. What steps would you take at DHS to ensure visa applications are processed more
quickly and more efficiently?

ANSWER: The actual visa issuance process at U.S. overseas posts is the responsibility of the
Department of State. In terms of immigrant visa qualification, I understand that U.S. Citizenship
and Immigration Services (USCIS) provide information to the Department of State on applicants
seeking permanent resident status, and that the Department of State allocates immigrant visas to
the extent possible under existing statutory numerical limitations. If confirmed, [ will work
cooperatively with Dr. Rice and the Department of State to review the existing process to ensure
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that the Department is doing everything in its control to facilitate the timely issuance of visas to
overseas applicants.

84.  In June 2003, DOJ Inspector General Glenn Fine issued a report concerning the detention
of 762 aliens who were held on immigration charges in connection with the investigation of the
9/11 terrorist attacks. The report found "significant problems" in connection with these
detentions and made 21 recommendations for improvements.

Specifically, the OIG report found that following 9/11 the government detained hundreds of
aliens on immigration charges because the FBI indicated that these individuals were "of interest”
due to the investigation of the 9/11 attacks. The OIG concluded the FBI and INS “did little to
distinguish the aliens arrested as the subjects of PENTTBOM leads or where there was evidence,
of ties to terrorism from those encountered coincidentally to such leads with no indication of any
ties to terrorism.” Nevertheless, DOJ adopted a policy that such aliens would be held in detention
without bond until cleared by the FBI, even if this meant holding them beyond a scheduled
deportation date or preventing a voluntary departure from the United States. Due to delays in the
clearance process, these detainees were held for an average of 80 days. More than a quarter of the
762 were held longer than three months. While in detention, these aliens were subject to, among
other things, delays in charging them with a specific violation, obstacles to obtaining legal
counsel and access to family members and, in some cases, abusive treatment.

None of the individuals detained under this policy were charged with any connection to
terrorism, although some were eventually deported on the basis of imumigration violations.

As Assistant Attorney General for the Criminal Division, you were involved with the terrorism
investigations following 9/11, and the OIG report suggests you were involved in the policy to

hold some terrorism suspects on immigration charges instead of, or in addition to, criminal
violations.

Please describe your role in developing, implementing and overseeing the policies discussed in

the OIG report. Please include, specifically, a discussion of the Department of Justice's policies
post 9/11: '

a. to authorize detentions without charges during a crisis for "an additional reasonable
period of time” beyond 48 hours;

ANSWER: To answer this question properly, I need to place my role in the context of the events
of September 11 and their immediate aftermath as they relate to the detentions discussed in the
O1G report.

On September 11, I was present at the FBI Command Center for approximately 20 hours,
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commencing shortly after 9:00 am. During the next six weeks, most of my daily activities
occurred at the command center, where I was normally present from early in the morning until
late at night (or early the following morning).

During the days following September 11, the following facts became evident to me: For
months before September 11, a group of al-Qaeda terrorists, including the 19 hijackers
themselves, had secretly penetrated the United States, some in the guise of students seeking to
pursue studies. These terrorists deliberately (and consistent with al-Qaeda tradecraft) kept a low
profile, and sought to blend into the community. Further, they exploited existing criminal
networks to obtain false identification; relied upon others to provide housing and other support;
and skillfully bypassed existing airport security to execute their plan.

The objective of these terrorists was not limited to attacks to September 11. Based onal-
Qaeda’s previous terrorist acts and Bin Laden’s explicit declaration of war on America and
Americans, it was obvious to me that the terrorists intended additional attacks on the United
States, seeking to inflict large numbers of casualties and if possible, to damage the institutions of
American government. Thus, my operating assumption in the days after September 11 was that
these attacks were a prelude to other attacks, of equal, or perhaps greater, severity.

‘What was unclear in those days was how imminent the next attack might be; how broad
was the remaining al-Qaeda network in the United States; and whether those who had financial,
physical or communications interaction with the hijackers were witting or unwitting facilitators
of the conspiracy.

Accordingly, I participated in the formulation of a general investigative strategy in
response to the September 11 attacks. That strategy was to follow each of the many thousands of
financial, communications, physical and other leads generated from the 9/11 investigation; to
identify person linked by these leads with the 9/11 or other terrorism investigations; to
investigate those person; to charge those persons if there was evidence that they had violated the
criminal or immigration laws; and to make appropriate legal arguments in court to detain those
charged persons until such time as we concluded that they were not part of a terrorist conspitacy.
The strategy was built on the recognition that every lead should be pursued as far as possible,
lest the one missed lead prove to be the connection to another fatal attack.

Apart from participating in the formulation of that strategy, 1 devoted my efforts to an
operational role in the criminal investigation generated from the 9/11 attacks. In this capacity, 1
participated in the process of secking approval from the federal courts to obtain search warrants,
Title Iif authorization, and other orders necessary to follow leads; from time to time participated
in discussions about whether to charge individuals under the federal criminal laws; and worked

to assemble a comprehensive picture of the conspiracy from the thousands of leads being pursued
simultaneously across the country.
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More generally, the Criminal Division coordinated with the United States Attorney’s
Offices across the country in their investigations of the 9/11 leads and their prosecution of
criminal cases, and with the FBI and INS to help those agencies ensure that relevant investigative
information about any immigration violator was conveyed to immigration prosecutors in the field
for use in bond hearings. As detailed at page 15 of the OIG report, much of this coordination
took place through participation in the SIOC Working Group, which sought to facilitate the flow
of information from the FBI and other agencies to the INS.

As explained in the OIG Report (p.20), neither I nor (to my knowledge) anyone from the
Criminal Division played a role in how or where immigration detainees would be held or in
setting their conditions of confinement.

b. to hold detainees until affirmatively cleared by the FBI;

ANSWER: In addition to my general answer to section a above, as explained in the OIG report, 1
believed that if individuals linked through investigation to the hijackers or terrorism were
chargeable with violations of our criminal laws or immigration laws, as enacted by Congress, the
govemment should seek detention in accordance with the applicable law while were
investigating to determine if the charged individuals posed an actual threat. In these discussions,
1 repeatedly emphasized that this policy applied only to those properly chargeable with breaking
the law and that detention should be sought consistent with relevant law and regulations.

c. to allow an automatic stay of a bond or release determination of such detainees to allow
the Department of Justice to continue to hold such detainees while it appealed the decision;

ANSWER: Other than described in section a, I recall no role in this and do not believe I had a
role in this.

d. to close all immigration hearings involving the 9/11 detainees and other secrecy measures
regarding these detentions.

ANSWER: Other than described in section a, I recall no role in this and do not believe T had a
role in this.

85.  The OIG report found that the policy was based on an assumption among key DOJ
officials that such detainees would be cleared by the FBI relatively quickly. Indeed, when the IG's
office interviewed you during its investigation, you stated that you believed at the time that many
clearances could be completed "within a few days." According to the report, some Department
officials said they believed as late as the summer of 2002 that these clearances were being
completed within a few days. Yet the report also indicates that, in late September of early
October 2001, a staff attorney form the Criminal Division's Terrorism and Violent Crime Section
drafted 2 memo in your name to the Assistant Director of FBI's Counterterrorism Section raising
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concerns about the lack of resources to conduct the clearances in a timely way.

With respect to your involvement with the memo, the report states:

"When interviewed by OIG, Chertoff said that while he was familiar with the contents of the
draft memorandum, he did not know whether it was sent (it was not, according to other
witnesses). Chertoff recalled orally raising the issue of the pace of clearance investigations with
FBI Director Mueller and Assistant Director Watson, but indicated that during the first few
months after the attacks he believed these issues related to the impact of the clearance process on
bond hearings (as opposed to the removal of aliens from the United States). Chertoff told the
OIG that he later became aware of a delay in removing detainees when he received questions
from Congress about this issue as a follow-up to his November 28, 2001 testimony before the
Senate Committee on the Judiciary.” ’

a. What was the basis for your initial belief that the clearances could be accomplished in
several days?

ANSWER: My impression that the clearances could be accomplished in several days was based
on my experiences as a federal prosecutor and previous experience working within the
Department of Justice.

b. When did you learn that it was taking significantly longer — a few months not days for
most ~ for the FBI to clear these individuals?

ANSWER: As described in the OIG report, I became aware of problems in the pace of
clearances, which had an impact on bond hearings.

c. What actions did you take, if any, to alert others to these delays and seek to expedite the
process?

ANSWER: As described in the OIG report, 1 recalled orally raising the issue of the pace of
clearance investigations with FBI Director Mueller and Assistant Director Watson, and also
asked others to raise it with the FBL.

d. In your opinion, does the existence of the delays change the appropriateness of the

underlying policy to use immigration charges to hold those of interest to the FBI for a terrorism
investigation? :

ANSWER: The existence of the delay suggests the importance of developing appropriate
procedures to streamline clearances in the future.

86.  Is your opinion of the appropriateness of the detention of aliens after September 11"
affected by the OIG’s conclusion that many of the detainees had been “encountered
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coincidentally... with no indication of any ties to terrorism”? Please explain your answer.

ANSWER: My understanding is that each and every person detained in the course of the 9/11
investigation was detained with an individualized predicate, meaning, a criminal charge, an
immigration violation, or a judicially-issued material witness warrant. There was a legal basis
for each detention. I want to emphasize my belief that the Justice Department was right in being
cautious about releasing illegal immigrants who were found in the immediate aftermath of the
September 11 attacks, The top priority of the Justice Department was preventing another
terrorist attack against the American people, and the lawful detention of individuals who were
known to have violated immigration laws - like the September 11 attackers themselves — was a

reasonable policy. Iacknowledge that the policy could have been implemented better and it will
be in the future.

87.  In light of the OIG report and any other information, what changes if any would you make
in the government's policies that were the subject of the OIG report? In your opinion, would such
a strategy be justified again in the event of an another terrorist attack and investigation?

ANSWER: Speaking personally, I believe that the Government faced an unparalleled challenge
on September 11: How to prevent devastating terrorist attacks that might arise at any moment
from al-Qaeda “sleepers” who had been specifically programnmed to disguise themselves, blend
into ordinary life, and to exploit existing networks for obtaining phony documents and other
means of support. That challenge was compounded by the fact that the September 11 attacks
physically crippled the FBI and U.S. Attorney’s Office in New York (which were the repositories
of much of the Department’s antiterrorism expertise at the time) and impaired communication
between New York and Washington for a period of time. Furthermore, because the 9/11
conspirators operated in cities and towns across the country, the 9/11 investigation necessitated
following and analyzing many thousands of leads generated by numerous FBI field offices, some
of which had little previous experience in conducting terrorism investigations. Looking for a
terrorist under these circumstances was akin to looking for a needle in a nationwide haystack, but
with the needle masquerading as a stalk of hay.

As you know I have been out of the Executive Branch for some time, but I believe that
circumstances have improved. Better intelligence capabilities here and abroad, greater
experience, and a general increase in preparedness will allow the Government to react with more
precision in the event of another attack. Indeed, by effective enforcement that reduces the
possibility of such an attack, we correspondingly reduce the possibility that we will again face the
exigencies that arose in the immediate wake of 9/11.

The OIG report identifies concerns that FBI investigative delays or lack of precision in
turn led to delays in processing of immigration detainees. In the aftermath of the surprise attack
on September 11, the FBI labored under physical and resource constraints in the face of an urgent
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investigative demand of unprecedented scope. Now, additional resources, training enhancements
and reorganizations within the Department and the FBJ, as well as the Intelligence Reform Bill -
are designed to ~ and should continue to — increase FBI expertise and capability and streamline
coordination, so that in any future nationwide terrorism investigation delays and imprecision will
be minimized. Furthermore, I believe that the FBI and DHS should and will continue to build
upon their experience to develop and firmly establish appropriate protocols for classifying
subjects of terrorism investigations at the appropriate level of concern, setting up appropriate
deadlines for notification that a particular detainee is or is no longer a terrorism risk; sharing
information between law enforcement and immigration agencies; and finalizing a crisis

management plan that clearly delineates each agencies procedures and responsibilities in the
event of a national emergency.

These enhancements would further reduce the potential for impinging on civil liberties- I
believe that DHS and DOJ have implemented some of these proposals and, if confirmed, I will
work to further increase their successful implementation.

Thave little familiarity with the Bureau of Prisons or INS regulations, policies and
practices as they existed during (2001 and 2002) or as they exist now. Accordingly, I have no
basis to evaluate whether there were lapses or problems in BOP or INS detainee procedure or
violations or BOP or INS regulations, other than the conclusions of the OIG report. If, as the
Report concludes, there were unnecessary delays in processing detainees or unnecessarily
rigorous restraints imposed on their custody, these should be analyzed and corrective action
taken. The purpose of detention is not punitive, but is designed to serve the interests of security
and discipline within facilities. Accordingly, I do believe that the Government should and will
consider the OIG’s recommendations in this regard, but I do not feel competent to offer an
opinion on them specifically.

88.  The OIG report also discusses disturbing conditions of detention for some of those held
on immigration charges in connection with the investigation of the 9/11 attacks. In the words of
the OIG report, these conditions were "excessively restrictive and unduly harsh.” Those concerns

were further documented in a supplemental OIG report on the detainees released in December
2003.

a. Were you aware of such conditions at the time? If so, did you make any efforts to
seek improvements?

ANSWER: No, I was not aware of those conditions at the time. Although I understand from the
OIG report that there are allegations that guards at one facility deliberately mistreated some
detainees, I have no personal knowledge about this. If true, this misconduct is wholly
unacceptable and should be (and I believe is being) investigated fully. At the end of that
investigation, any appropriate prosecutive or disciplinary action should be taken. Clearly, the
Government should continue to reinforce the message to corrections personnel that any detainees
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are not being held for punishment and should be treated with appropriate respect and restrain.
b. 1f not, when did you become aware of such conditions?

ANSWER: From the OIG report.

c. ‘What steps would you take as Secretary of Homeland Security to ensure appropriate
treatment for those detained for violations of immigration law?

ANSWER: Though I have not had the opportunity to read the supplemental IG report on this
matter, I take the expressed concerns seriously. I understand that ICE has implemented a new
detention standard specifically to address the report’s findings. I think we should strive for a
situation where detainees in DHS controlled facilities can have access to counsel, telephones, and
visitation privileges. Likewise I think it would be helpful to house detainees in together
according to criminal history and other relevant factors.

89.  The OIG report found that in addition to delays in charging, there were additional delays
before some detainees were notified of the charges against them. Current law and regulations do
not specify a deadline to provide such notice. The Department of Homeland Security has issued
guidance that such notice be given within 72 hours of arrest, however there are exceptions that
would still allow considerable delays.

a. Do you support a firm deadline for notifying individuals of immigration charges filed
against them? If so, what should that deadline be?

ANSWER: Under DHS internal guidelines, a charging document for immigration charges, must
be served upon the detained alien within 72 hours of arrest, taking into account such factors as
infrastructure and logistical considerations, the need to obtain conviction records and other )
information related to the alien or immigration charges, the need for legal review and other law
enforcement requirements. In narrowly defined emergency or other extraordinary circumstances,
service of the document shall be made as soon as practicable.

There is a need for some flexibility for such guidelines to allow for unforeseen circumstances
during narrowly defined national emergencies or other extraordinary circumstances, such as
disruptions that interrupt basic logistical functions.

b. As Secretary, what steps if any would you take to establish such a deadline?

ANSWER: Should I be confirmed, I will certainly look into this matter.
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90.  After the terrorist attack of September 1 1th, the Department of Justice created the
national security entry and exit registration system (NSEERS or "special registration™), a tracking
scheme that required visitors from certain countries to be fingerprinted, photographed, and
interrogated by immigration officers. This program required men from 25 predominantly
Mustim and Arab countries to report to immigration offices around the country for fingerprints,
photographs and questioning by officers. More than 13,000 men who complied with call-in
registration were reportedly placed in removal proceedings for immigration violations unrelated
to national security. The NSEERS program was transferred from DOJ to DHS in 2003. In
December 2003, DHS announced (by interim rule) that it wotld suspend the 30-day and annual
interview requirements related to special registration. Since the December announcement, there
has reportedly been confusion in the immigrant community about the continuing requirements of
NSEERS and the consequences of not registering.

a. Please describe what role, if any, you played in developing, implementing or
overseeing the NSEERS program.

ANSWER: I played no role in developing, implementing, or overseeing the NSEERS program.

b. Do you believe the NSEERS program should continue? If so, what aspects of the
program should be continued, and in what form? Please explain your reasons, including the
policy rationale for continuing NSEERS. '

ANSWER: NSEERS was stood up, in part, as the first step towards a more complete entry-exit
system. Congress has required the implementation of a comprehensive, automated entry-exit
system so that we know when an individual enters and exits the United States. This is a critical
capability, which is being implemented in a phased-in approach through US-VISIT.

As I understand from the Department, differences remain between NSEERS and US-VISIT with

respect to exit capability and the NSEERS interview. . I am committed to implementing a

comprehensive entry-exit system, and should I be confirmed, I will review all aspects of the US-
' VISIT and NSEERS programs to identify areas of improvement.

c. Do you believe it is fair to expose individuals to special registration requirements

and greater risk of deportation based on their national origin? Should the government consider
suspending deportation proceedings against individuals who were placed in proceedings after
they voluntarily complied with the special registration requirements? Please explain your answer.

ANSWER: With respect to Jaws governing an individual’s admissibility to the United States,
Congress, appropriately, has given Federal agencies significant authority, including the
responsibility to collect certain information upon an individual’s entry and exit.

With respect to NSEERS, the requirements have been based on a number of factors identified by
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the intelligence community as warranting closer scrutiny. If confirmed, I will review the policies
surrounding enforcement of NSEERS requirements. I also understand the sensitivities
surrounding this critical legal and policy issue, and, should I be confirmed, I look forward to
further discussions on the matter. ’

d. What steps should DHS take to improve outreach and education to the affected
community of the ongoing requirements of special registration?

ANSWER: The government has a responsibility to effectively communicate such admission
requirements to the affected individuals. As I understand the current process, a Customs and
Border Protection (CBP) iaspector provides an alien registered in NSEERS with written
instructions for departure registration and a list of ports through which the alien may depart. If
confirmed, I will ensure that community outreach and education on all immigration requirements-
remains a top prionity for the DHS. .

91.  The setting of visa policy has been an important component of homeland security
attention over the past few years. DHS has been asked to take on responsibilities that were once
the purview of the State Department.

a. What specific role would you see the Department playing in establishing and overseeing
the implementation of visa policy?

ANSWER: I look forward to working with the Secretary of State on these issues. As you know, DHS
establishes visa policy and reviews policy implementation pursuant to Section 428 of the Homeland
Security Act and as further elaborated under section 1(b) of the implementation MOU between DOS and
DHS. 1believe DHS should continue to work with DOS to strengthen the integrity and security of the
U.S. visa system. DHS brings a strong security concern to the process and first line experience in how
our visa system and policies are exploited by terrorists and other criminals to illegally enter the U.S.

I understand that the DHS Private Sector office has been critically important in informing the visa policy
process about the concerns of the business, academic, and travel communities. | believe that the
Department should continue to look to the private sector to not only identify visa problems and to
recommend solutions but to provide feedback after changes are made to the visa process.

b. As head of the agency responsible for setting visa policies, how would you plan to create
a balance between the two principles of securing our nation’s borders and facilitating legitimate
travel? Would you foresee any changes to address the concerns of the business and academic
communities who have criticized the visa process as being too “cumbersome™ or “stringent™?

ANSWER: For immigration and travel issues, including visa policy, [ understand that DHS and DOS
have used the mantra "Open Doors, Secure Borders." I agree with that philosophy. It captures the

common sense notion that we should keep criminals and terrorists out of our country as we quickly and
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easily process those into the U.S. who are known or low-risk travelers. Accordingly, DOS in
coordination with DHS, FBI, and the intelligence community should continue to examine the visa
process, streamline the process wherever possible, and system interoperability and information sharing
to help further facilitate the visa process. At the same time, it is imperative that DHS close security gaps
in travel to the U.S. The two goals of travel facilitation and security are complementary. For example,
the faunch of an international registered traveler program will enable frequent, low-risk travelers to
enroll in a program that permits DHS to establish the identity of participants while easing visa
application and inspection processes. At the same time, this ease of travel for low-risk individuals frees
the time of CBP inspectors to focus on unknown travelers, thus increasing security.

With respect to the business and academic communities, it is my understanding that DHS and DOS
together have made significant improvements in 2004 to facilitate the visa issuance process for business,
student, and research travelers. 1 am receptive to working with the business and academic communities

regarding visa matters. I am also looking forward to working with the Secretary of State and DOS to
ensure that the visa.process is efficient and effective.

92.  The Homeland Security Act of 2002 required the establishment of visa security units at
U.S. consular posts overseas for the purpose of reviewing visa applications.

a. What, in your opinion, is the role of DHS Visa Security Officers at consular posts
overseas?

ANSWER: The role of Visa Security Officers is to provide law enforcement and counter-
terrorism expertise to enhance the security of the visa issuance process beyond what is currently
being provided by FBI, State Department Consular Officers and Diplomatic Security fraud
specialists. This is done through the review of visa applications (including 100% in Saudi

Arabia), providing expert advice and training to Department of State’s Consular Officers; and
related investigations.

b. Would you pian to strengthen the capacity of these DHS officers to implement more
effective security-based reviews of visa applications? If so how?

ANSWER: Iam aware that the Department has a plan for deploying additional Visa Security
Officers to certain consular posts. 1know that such plans can be resource intensive.
Additionally, I understand that the Department has identified enhanced training as a critical
element to enhance Visa Security Officers’ counter-terrorism function and that a specialized

training curriculum for Visa Security Officers is under development. If confirmed, 1 will review
this matter closely.

. Given the small number of consulates overseas where DHS Visa Security Officers will be
stationed, would it be effective-and cost-efficient to also train more consular officials in
evaluating security risks posed by visa applicants? What role can DHS play in providing such
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training pursuant to section 428 of the Homeland Security Act?

ANSWER: If confirmed, I intend to review the entire program and determine how best to
marshal limited government resources to be meet potential threats and enhance homeland
security.

93.  President Bush recently signed legislation that delays until October 26, 2005, the
requirement for Visa Waiver Program countries to include biometrics in their passports.

a. Do you anticipate that program participants will meet this deadline?

ANSWER: The Administration initially requested an extension of the deadline to November ™~
2006 to ensure that Visa Waiver Program participant countries would be able to meet the
deadline for inclusion of biometrics in passports. Tunderstand that programs in these countries
are undergoing rapid development to meet the 2005 deadline, and substantial progress towards
the inclusion of biometrics in passports will have been made by the October 26, 2005 deadline,
including the initial issuance of passports.

b. How will you respond if foreign governments again raise concerns about their ability to
meet this new deadline?

ANSWER: In coordination with the State Department, I would work with foreign governments
to explain the requirements of U.S. law and the reasons for which the law was enacted. With
regard to specific deadlines, I would actively encourage foreign governments to make every
effort to meet deadlines set by law. Where appropriate and feasible, I would offer assistance and

guidance to help foreign governments in understanding requirements and in meeting the required
deadline.

In addition, many of the challenges faced by foreign governments are also the same challenges
facing the United States in developing biometrically-enabled passports. Many of these
challenges are technological in nature, and I would ensure that appropriate technology and
experiences are shared with foreign governments to ensure that the development of
biometrically-enabled passports can proceed as quickly as possible.

c. If this deadline cannot be met, what would be your contingency plans?
ANSWER: If the deadline cannot be met, the Administration might want to review the reasons
for why a particular country or countries failed to meet the deadline. Many of these countries are

* strong allies in the war against terror and all contribute substantially to our economy through
tourism, attendance at our schools, cultural exchanges, and other means.
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If confirmed, I will work closely with the Department of State and within the Administration to
identify all possible options for a contingency plan. It is important that DHS work to ensure that
the requirements set by Congress and signed by the President are met, and I will ensure that DHS
undertakes every effort to ensure that foreign governments meet the 2005 deadline.

94.  Inarecent talk at the Center for Strategic and International Studies, Secretary Ridge
commented that the United States should require U.S. passports to include all ten of the bearer’s
fingerprints, adding that “{i}f we’re going to ask the rest of the world to put fingerprints on their
passports, we ought to put our fingerprints on our passports.” His advice to you, if confirmed,
was to “be aggressive” in pursuing this requirement, noting that it is “a lot easier to negotiate
with your allies if you've already done what you’'re asking them to do.”

a. How would you respond to Secretary Ridge’s comments? Do you agree with the
suggestion that passports should include a full set of fingerprints?

ANSWER: I look forward to working with the Secretary of State on this issue. As you know,
DHS does not issue passports.

Ideally, a U.S. travel document should be issued to an individual upon establishing his/her
identity, and that travel document should contain enough information to allow for on-the-spot
identity verification quickly, to ensure against counterfeiting and identity theft, and to speed
American travelers through air, land, and sea ports of entry.

b. ‘What steps do you believe should be taken to improve the security and reliability of U.S.
passports?

ANSWER: 1 understand that DHS has offered suggestions for improving the security and

reliability of U.S. passports to DOS. If confirmed, I look forward to working with the Secretary
of State to ensure that U.S. passports are secure.

At a minimum, we can improve the security and reliability of U.S. passports by setting
appropriate standards for identification documents which can be used in support of a passport
application, ensuring that U.S. passports work with document readers and scanners used in other
countries, and in working cooperatively internationally to create a real-time lost and stolen

passport database. Lastly, we need to aggressively implement the fraud control measures in
IRTPA provided by the Congress.

95.  The Intelligence Reform and Terrorism Prevention Act of 2004 requires the Secretary, in
consultation with the Secretary of State, to develop and implement a plan to require a passport or
other document, or combination of documents, deemed by the Secretary of Homeland Security to
be sufficient to denote citizenship and identity for all travel into the United States by U.S.
citizens and nationals from Western Hemisphere countries, including Canada, for whom such
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requirements have previously been waived. This plan must to seek to expedite the travel of
frequent travelers, including those living in border communities.

a. What types of document, or combination of documents, do you believe should be
considered sufficient, in lieu of a passport, to denote identity and citizenship?

ANSWER: A passport establishes both identity and citizenship for foreign travelers, which
makes it an ideal document for travel into the United States. However, other documentation may
also suffice to establish identity and citizenship. If confirmed, I look forward to working with
DOS in the interagency process to review this important issue.

b. In developing and implementing this plan, what steps will you take to ensure that the
needs of frequent travelers, including those living in border communities, are taken into
consideration?

ANSWER: Border communities face unusual challenges because they depend economically on
the ability for both foreign visitors and U.S. citizens to quickly cross the U.S. border. It is vital
to the economic security of the United States that the Department continues to improve and
facilitate travel across land borders.

I understand that DHS has a number of ongoing efforts which seek to both facilitate travel and
increase security, such as registered traveler programs and improving border facilities. In
ensuring the national security of the United States, it is also vital that the Department protect the
economic security of the U.S. as well. Expediting the legitumate travel of frequent visitors serves
the goals of the Department and of the United States. I will work closely with the Secretary of
State to make the determination on which documents would be adequate.

96.  Some have proposed enacting legislation that would prohibit the issuing of visas to
anyone who is a citizen or national of a country declared by the State Department to be a state-

sponser of terrorism. Would you support applying a blanket prohibition of this kind based
strictly on citizenship?

ANSWER: Certainly we must have enforcement and security measures that counter the
increased threat of terrorism present to the United States and the rest of the world. However, we
must remember that in spite of the dangerous practices and policies of the countries declared to
be state-sponsors of terrorism, there are many among their nationals who share our values.
While we must be vigilant in the protection of our homeland, we must also recognize that not all
of the millions subject to the rule of these governments are supporters of their practices and that

welcoming individuals who qualify for visas to this country is one of the best ways to export our
values and ideas about freedom abroad.
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97.  Several thousand criminal aliens illegally in the United States have been ordered
removed, but cannot be because their countries of origin refuse to accept them, Many other
aliens cannot be removed because their countries of origin lack a functioning government, and
therefore cannot affirmatively accept them. As a result, the aliens are either held for long periods
or released into the community. The Immigration and Nationality Act requires the State
Department, upon being notified by the Secretary of DHS | to discontinue granting visas to
citizens of countries that refuse to accept aliens ordered removed to their countries of origin.

a. What would be your policy be regarding the use of this tool in response to the refusal of
foreign countries to accept the return of their citizens, subjects, or residents?

ANSWER: I believe that every country has a legal obligation to accept its citizens. If a country

refuses to accept its citizens then diplomatic efforts should be made to encourage them to do s¢. -
One of the diplomatic choices is to invoke visa sanctions. It is obviously a sensitive matter that
would work closely with the Secretary of State.

b. What do you believe our policy should be toward removal of aliens to countries that lack
functioning governments?

ANSWER: The recent Supreme Court decision, Jama vs. ICE, upheld the government's ability to
remove an alien to a country without the explicit, advance consent of that country's govemment. [
expect that the Department will evaluate the removals of aliens to countries without functioning
governments on a case-by-case basis.

98.  The Census Bureau has estimated that at least 8 million undocumented aliens live in the
U.S. Many, if not most, undocumented aliens come to the U.S. for employment purposes. The
effectiveness of the employment verification process established by the 1986 immigration law to
prevent employers from hiring undocumented aliens has been limited.

a. In your opinion, what if anything should be done to enhance the employment verification
process and/or the employer sanctions provisions of the law in order to prevent employers from
hiring undocumented aliens?

ANSWER: For our immigration system to work, employers and employees must understand and
abide by the applicable laws. The government’s job is to promulgate laws that are understandable
and can be followed.

I understand that one possibility for a new approach would be the model now being tested by the
Basic Pilot Program. This program is an employment eligibility confirmation system jointly
administered by Citizenship and Immigration Services (CIS) and the Social Security
Administration (SSA). I understand from DHS that this pilot has been largely successful so far
because it is voluntary and easy for employers to understand and use.
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If confirmed, I will devote attention to this issue.

b. Do you favor increasing immigration enforcement or changing immigration policy to
better respond to a wide range of economic demands from the science community, agricultural
facilities and other employers?

ANSWER: I think the President’s Temporary Worker Program would permit vigorous
enforcement of our immigration law and yet afford willing workers the opportunity to accept jobs
that no American citizen will do. If confirmed, look forward to learning more about the possible
solutions to the needs of our imraigrant community and those who work with them.

c. Are there any circumstances in which you would support a law granting lawful permanent
residency to undocumented immigrants who have lived in the U.S. for a number of years, held
jobs, and paid taxes? Please explain your answer.

ANSWER: It is my understanding that the immigration laws provides some means for doing so
already particularly for aliens who have lived here a long time and have United States citizen
children. While I do not think an amnesty is the right policy decision for this country, I think we
want to ensure that the immigration system is fair to people here seeking lawful status and people
who are waiting patiently abroad and are seeking to enter the country legally.

d. President Bush proposes allowing undocumented immigrants to apply for temporary work
permits so that they may work and reside in the U.S. legally for a number of years, after which
time they would not be able to stay in the U.S. unless they found some other means to secure legal
status. Do you support this policy? Undocumented immigrants may be less willing to come
forward to apply for temporary work permits if they know they will lose their legal statas upon the
expiration of the work permits unless they find some other means to remain in the U.S. What is
your response to this concern?

ANSWER: I strongly support the goals of the President for immigration reform. There is no
quick and easy panacea to undocumented migration and tough choices will have to be made to
deal with this difficult problem. If confirmed, I intend to look at these issues very carefully,
including the temporary worker program proposal, and intend to work with the President and the
Congress to design effective solutions to meet these goals.

99.  Please discuss your understanding of any shortfalls and gaps existing within DHS that

hinder or play a role in its ability to effectively secure our land borders against illegal entry. How
would you address any such shortfalls and gaps?

ANSWER: With the creation of DHS, the responsibility for securing the border against illegal
entry both at and between the ports of entry was brought within one Department. T understand
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that DHS has developed several initiatives aimed at improving border operations both at and
between the ports of entry, including the issuance of a revised National Border Patrol Strategy.
Implementation of this strategy will require the ability to detect and respond to border penetrations
using the right mix of technology, tactical infrastructure, personnel and equipment.

For instance, I understand that CBP is currently developing the America Shield Initiative (ASI), a
domain awareness system that will use a mix of sensors, cameras, and other detection technology
to identify intrusions and direct Border Patrol agents to the sight of the intrusion. Ideally, this
system will frequently be able to identify in real time the source of the intrusion, meaning that it
will be able to differentiate between an animal and a person most likely engaged in illegal activity.

100. U.S. Customs and Border Protection (CBP) is responsible for the dual missions of
safeguarding borders against the illegal entry of goods and people and of regulating and

facilitating legitimate international trade and foreign travel. Oftentimes, these missions come into
conflict.

a. What do you see as major challenge(s)‘ with CBP’s dual role?

ANSWER: After the September 11 attacks, it became evident that the mission of U.S. Customs
and Border Protection must be to prevent terrorists and terrorist weapons from entering the United
States. However, as security increased after the attacks and trade at the Northern Border ground
to a near halt, it became equally evident that the security mission must not be accomplished at the
expense of facilitation of legitimate trade and travel.

Given the sheer volume of traffic ~ more than 428 million passengers and pedestrians, 23.5
million rail, sea and land containers — I understand DHS embraces using a smart border, multi-
layered strategy. This strategy hinges on risk management principles. It begins by pushing our
zone of security beyond the immediate border area to address threats and vulnerabilities before
they arrive at our border. The receipt of accurate information early in the shipping or traveling
process is critical so that CBP can identify risky shipments or travelers overseas, before being
placed on a ship or boarding a plane bound for the United States. DHS should continue to build
upon the accuracy and timeliness of the advance information, as well as the ability of the
Automated Targeting System (ATS) and the National Targeting Center (NTC) to identify high-
risk shipments and travelers, in order to accomplish both goals.

I understand that the smart border concept also relies upon partnerships with the trade and the
traveling communities that allow CBP to expedite the entry of low-risk, known shipments and
individuals while focusing more attention fo unknown, higher-risk traffic, such as the Customs-
Trade Partnership Against Terrorism (C-TPAT) and the Free and Secure Trade (FAST) program.
The continued expansion of these partnerships will be central to meeting the dual goals.
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1 also understand another element of the smart border strategy is the use of technology, such as
non-intrusive inspection systems to more rapidly screen containerized cargo. This technology has
allowed CBP to thoroughly inspect a greater number of containerized shipments for anomalies
and radiation without increasing wait times at the border. The continued deployment of these
devices will be critical to accomplishing the dual goals.

b. ‘What priority do you plan to give to each mission if confirmed?

ANSWER: These goals are opposite sides of the same coin — and one does us no good without
the other. If we focus solely on security, then the U.S. economy and our Nation's livelihood
suffer. If we focus solely on facilitation, then we are inviting another attack on U.S. soil. Of
course there are times of heightened alert or when specific intelligence exists, that security must
trump facilitation. But generally, we must seek to build upon existing programs that increase - -
security while at the same time facilitating trade and travel — such as the Customs-Trade
Partnership Against Terrorism (C-TPAT) and Free and Secure Trade (FAST) program, as well as
trusted traveler initiatives like SENTRI, NEXUS, Air NEXUS, and the newly announced
Registered Traveler Program.

c. DHS has implemented or modified a number of security measures at our ports of entry that
are designed to tighten security, including programs such as US-VISIT (which addresses
foreigners visiting and traveling within the United States) and the Trusted Traveler program
(which is designed to facilitate travel and improve security domestically). In light of the careful
balance between CBP’s dual role, is it appropriate at this time to expand these or other similar
programs and, if so, how can the Secretary of Homeland Security ensure expansion addresses
national security concerns without unfairly burdening or restricting the flow of goods and people?

ANSWER: Programs such as Registered Traveler are indeed aimed at both facilitation of travel
and enhancement of homeland security, as they expedite the travel of vetted, low-risk participants
and free resources to more closely examine unknown travelers. Should I be confirmed, 1 will
definitely review the current programs to determine the appropriate path forward, including
looking at how to integrate related programs that provide for secure movements across our

borders or through our aviation and transportation systems and expedite the movement of low-risk
persons or goods.

While some refer to the mission of DHS in terms of balancing commerce facilitation and
homeland security, I believe it is more appropriate to discuss these two goals as two sides of the

same coin. For both our national and economic security, these dual missions must be considered
together.

101, If you are confirmed as Secretary, how will you balance the often competing demands of
security and legitimate travel and commerce in implementing border controls?
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ANSWER: DHS should continue to balance the needs of security with the needs of travelers, but
those needs are not necessarily in competition. The first need of any traveler is to travel safely
and arrive at the intended destination. As Secretary, I would act to ensure that the safety of
travelers as well as the security of the United States remains a priority for the Department.

In implementing border controls, consideration must be given to all the factors involved,
including economic impacts, local community needs, and the impact upon the traveling public.
Legitimate trade and travel is vital to the economic security of the U.S. and must not be
compromised. DHS can act to secure the United States while also improving free trade and
commerce by, for example, expanding its Registered Traveler Programs, increasing the use of
technology and biometrics to speed identification and resolve issues, and pre-clearance of goods
and travelers into the United States.

To meet the need for facilitated trade and travel without compromising national security, I would
as Secretary promote the use of technology and improved border facilities, the creation of

innovative and visionary programs, and the improvement of regulations as a means of meeting
these goals.

I will also work closely with the private sector, to include the airlines and cruise ships industries,
as well as the multiple stakeholder groups who advocate for positive change along the borders
with Mexico and Canada.

102.  Some believe that having an effective interior enforcement strategy to identify and remove
aliens not lawfully present in the U.S. is an essential component to having an effective border
strategy.

What shouid be the nexus between border enforcement and interior enforcement? How shculd the
two be balanced in terms of priority and resources?

ANSWER: Interior enforcement is an essential component to having an effective border strategy,
and it must be aggressively pursued if the Department is to stem the flow of individuals arriving in
the United States legally or remaining in the U.S. beyond the time that they are authorized. 1
expect CBP and ICE to coordinate closely to ensure prosecution or timely removal of individuals

who illegally enter the United States either between the ports of entry or at the ports of entry with
fraudulent or stolen documents.

103.  There have been reports that the United States has seized suspected alien terrorists and -
rendered them to foreign countries where they have been imprisoned and tortured and that U.S.
Immigration and Customs Enforcement officials have assisted in these operations. Do you believe
it is lawful to perform such reditions to countries we have strong reason to believe will torture
those so rendered? What is your view of renditions as a policy matter? If confirmed, what would
be your policy concerning the involvement of DHS personnel in operations that lead to the
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rendition of suspected alien terrorists to foreign governments known to have violated global
standards concerning the human rights of prisoners?

ANSWER: As signatory to the Convention Against Torture (CAT), the United States will not

remove anyone to a.country where it is more likely than not that they will be tortured by their
government. :

104. A recent joint report by the Center for Strategic and International Studies (CSIS) and the
Heritage Foundation suggests that while DHS succeeded to some degree in consolidating agencies
with overlapping missions, it fell shost in the area of border and immigration security. In
particular, it cited overlap and lack of a clear delineation of responsibilities between U.S. Customs
and Border Protection (CBP) and Immigration and Customs Enforcement (ICE). In addition, the
report concluded that the split of responsibilities between CBP and ICE was done without a
compelling reason, and recommended merging the two organizations and eliminating the Border
and Transportation Security Directorate.

a. Have you read the CSIS and Heritage report? If so, what are your views with respect to
these findings and recommendations?

ANSWER: Iam familiar with this particular report, and welcome the opportunity to assess this
recommendation. If I am confirmed as the next Secretary of Homeland Security, it is my intention
to review the structure of the entire Department. I look forward to working in close cooperation
with Congress to implement any necessary changes.

b. If confirmed, what steps, if any, will you take to address the report’s findings and
recommendations?

ANSWER: - As noted above, I look forward to the opportunity to assess the structure of the
Department and the recommendations found in this report.

105.  Since the creation of the Department of Homeland Security, the United States Visitor and
Immigration Status Indicator Technology (US-VISIT) program has been one of its top priorities.
The 9/11 Commission also stressed the importance of this program in its final report, and
recommended accelerated implementation of the screening system. The Intelligence Reform and
Terrorism Prevention Act of 2004 requires DHS to submit, no later than 180 days after enactment
of the Act, a plan to speed the full implementation of the biometric entry and exit system.

However, implementation of the US-VISIT program is inherently risky because it has a multi-

faceted mission, is large and complex in scope, has challenging milestones and has significant
potential cost.

a. Will the speeded implementation of the biometric entry and exit system be a priority of
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DHS if you are confirmed as Secretary? If so, what steps would you take to speed its
implementation?

ANSWER: Yes, if confirmed, I will place a high priority on the implementation of the biometric
entry and exit system as quickly and effectively as possible . I understand that the Department is
currently finalizing the strategic plan and vision for the entire immigration and border
management enterprise. [ will want to review the situation carefully and then work with Congress
to get to the right result.

b. How would you oversee implementation of US-VISIT to minimize project delays and
changes in scope and cost-growth?

ANSWER: US-VISIT is in the process of being implemented in increments designed to ensure-
an orderly and effective securing of U.S. borders while minimizing the risks of implementation. I
would continue the existing oversight of the program, which has proven to be very effective.

As 1 understand it, since its creation, US-VISIT has successfully delivered three scheduled
implementations on time, within budget, and beyond expectations. In meeting its stated goals,
US-VISIT worked closely with the GAO, the DHS Investment Review Board, and OMB to make

sure. that planning and expenditures were kept within guidelines. This cooperative effort should
continue.

1 would also ensure that US-VISIT maintains clear goals and deadlines with reasonable and
achievable milestones, thus ensuring that project delays are minimized, changes are rarely needed,
and so that expenditures are justified and within established guidelines.

c. What steps would you take to ensure that US-VISIT is achieving the programmatic and
technological results intended?

ANSWER: While US-VISIT is a challenging project, it is also an important project vital to the
continued security of the United States. More than just a means of keeping terrorists out, US-
VISIT is also a mechanism to facilitate legitimate trade and travel across our borders.

To ensure that a high level of success, I would continue to monitor and measure performance of
the program through a combination of statistical measures, such as wait times and number of
travelers processed, and non-statistical measures, such as reports of significant apprehensions. In
addition, I would alsc listen to foreign governments, the travel industry, and other interested
parties for ideas on ways that the US-VISIT system could be improved.

I would also expect to continue the current procedure of having US-VISIT work closely with
OMB, the GAQ, and the DHS Investment Review Board as part of an ongoing management and
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review process. There are also benefits to maintaining a strong internal DHS communication so
that issues that need resolution are quickly brought to my attention for action.

106.  During the coming year, DHS plans to develop and deploy its ability to capture arrival and
departure information on foreign nationals at land Ports of Entry (POEs). However, questions
arise as to whether DHS has fully identified and addressed the need for near- and long-term
facility upgrades at these POEs, some of which may require substantial coordination with other
federal agencies and border communities.

a, Do you share concerns that changes in the border management processes at land POEs
could increase wait times for travelers entering or leaving the country, especially given the

condition of existing facilities and roads leading to land POEs? Is so, how would you address
these concerns?

ANSWER: 1 understand that CBP is working closely with US-VISIT to create a land border
solution that works and DHS is encouraged that such a solution is possible. As the final solution
is proposed, feasibility studies will be completed to determine potential facility needs. CBP is
also performing assessments of the land POEs that include facility infrastructure, structure and
traffic flow planning. These planning efforts are also being coordinated with the Federal Highway
Administration (FHWA).

If confirmed, I will work with border communities to assuage their concems regarding the
potential negative impacts of implementing critical changes in border operations.

b. ‘What would be your plans for coordinating with other federal agencies to identify and
address facility upgrade issues, including the costs DHS and other agencies might incur as a result
of the need to make major facility upgrades?

ANSWER: Facility needs should be closely monitored as the final solution is proposed. In
general, we know that there is need for facility upgrades at ports of entry on both the northern and
southern border. For instance, there is currently a power/electrical shortfall at many of the ports

due to increased work flow and traffic volumes as trade among the North America nations has
increased.

1 understand less than approximately ten percent of the space at land POEs is utilized by agencies
other than CBP. CBP coordinates with them through the Border Station Partnership Council,
which includes members from the FHWA, the Department of State, the General Services
Administration (GSA), and the Food and Drug Administration. In addition, by working with
private sector interests at the border, DHS should be able to accelerate the building of needed
additional infrastructure along the border to facilitate trade and enhance security, such as
dedicated Free And Secure Trade (FAST) lanes.
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<. What plans would you have to work with border communities to minimize the impact on
travel and trade resulting from changes to border management processes and more specifically,
infrastructure and facilities?

ANSWER: Iunderstand US-VISIT is already scheduling outreach programs to work with the
communities to discuss what the expectations are from the implementation of the US-VISIT
process. Further, CBP is also a member of the GSA lead Co-Operative Planning Groups, which

are in place at most of the large land POEs and are instituted when a major project is begun at the
small land POEs.

107.  The Chief of the Office of Citizenship for U.S. Citizenship and Immigration Services is
responsible for promoting citizenship and producing retated educational and training materials.
As Secretary, how will you ensure that this office plays a primary role in outreach to immigrarit’
and shaping the value and meaning of citizenship? ’

ANSWER: Secretary Ridge fully supported the work of the Office of Citizenship, and I will do
so as well. It is important to be strategic in how we approach this mission. 1 understand that the
Office of Citizenship is developing materials for and targeting outreach to immigrants at two key
points: when they first become permanent residents and later when they begin the formal
naturalization process. I think this is a sound approach. We must also leverage our efforts by
establishing a robust network of local and national stakeholders. Ilook forward to working with
the Congress to find ways to enhance the work of the Office of Citizenship to ensure that our
Nation's immigrants are fully prepared for the all the rights and responsibilities that U.S.
citizenship entails.

108. The Committee is aware of several articles over the past year that describe declining
nurabers of foreign students attending U.S. colleges and universities, enrollments that contribute
significantly to the U.S. economy. Since the fall of 2002, some educators have expressed
concerns about delays in visa applications for foreign students. At the same time, other countries
such as England and Germany are experiencing double digit growth in foreign student
enrollments. Last summer the National Academy of Sciences was briefed by the Educational
Testing Service that the number of foreign students taking the Graduate Record Examination and
submitting enroliment applications to U.S. institutions has dropped dramatically.

The Committee clearly understands the need to carefully screen those individuals who wish to
enter our country from abroad. At the same time we must strive to achieve visa policies that
suppoit our economy and our standing at the forefront of international academics. If confirmed,

what will you do to address these important concerns with respect to visas for international
students?

ANSWER: 1 wholly support the Department of Homeland Security continuing efforts to enhance
both the security of the visa process and facilitation of legitimate travel and trade to the United
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States, a goal embodied in the Administration’s policy of “Secure Borders and Open Doors.”

I am keenly aware that America’s outstanding academic and research institutions are as valuable
to U.S. national security as the overt protection of our borders and recognize that one of the
foundations of the U.S. academic and scientific communities is vibrant international participation.

1 understand that over the past year, DHS and the Department of State have met with thousands of
our stakeholders from academia, tourist and business groups and the healthcare industry. They
have not only helped foster a better understanding of the problems, but have also suggested.
immediate and practical steps for improvements. The Department and is now implementing some

of their suggestions and I look forward to implementing these and other suggestions from our
stakeholders.

1 am pleased to hear that as a result of a well-coordinated interagency process, the overall visa
process has been shortened and improved, while retaining the necessary security safeguards. 1

understand that, now 97 percent of the people who apply for visas and are approved receive them
within one or two days.

As Secretary, I'will continue to support these and other Department efforts to meet the goals to
enhance the security of our citizens and visitors while facilitating travel for the millions of visitors
we welcome each year.

109.  The Intelligence Reform and Terrorism Prevention Act of 2004 contains various
provisions to promote and accelerate the use of biometric technology for secure identification.
For example, the law requires the Secretary of Homeland Security to develop a plan to accelerate
the full implementation of an antomated biometric entry and exit data system for aliens traveling
to or from the United States. The law also provides for the use of biometric technology in airport
access control and Jaw enforcement travel. The Department of Homeland Security is also
developing other biometric identification systems, such as the Transportation Worker
Identification Credential (TWIC) and Registered Traveler Program

How do you plan to advance the development and deployment of these various biometric
- identification systems and to ensure the interoperability and compatibility of these systems and
those under development by other agencies? As you develop and deploy these biometric

identification systemns, how will you ensure that privacy and civil liberties concerns are fully
addressed?

ANSWER: Ensuring the compatibility and interoperability of biometric systems, particularly
those within the Department’s purview, is particulatly important for efficiency, security and
privacy. Irecognize the responsibility given to the Secretary under the Intelligence Reform and
Terrorism Prevention Act of 2004, as well as by the President under Homeland Security
Presidential Directive-11 on terrorist-related screening procedures. Within the Department, there
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is significant expertise in these matters, and I understand integration efforts are underway. Should
1 be confirmed, I will place a priority on continuing these important efforts.

“Non-Work” Social Security Numbers

110.  There are circumstances under which some individuals who are here legally but who are
not authorized to work may need a Social Security number (SSN). For example, some State or
local laws require an SSN to receive general public assistance benefits. Social Security cards and
records are annotated at the time a number is assigned to reflect the fact that the individual has not
been authorized to work by the Department of Homeland Security (DHS).

Under 8 U.S.C. 1360(c)2), if earnings are reported to the SSA on an SSN issued to an alien not”
authorized to work in the United States, the SSA has been required to provide that information,
initially to the Immigration and Naturalization Service in the Department of Justice, and now to
the Department of Homeland Security, on an annual basis. This information is disclosed in the

form of a “non-work” alien (NWALIEN) file, and is intended to help DHS identify non-citizens
who may be working illegally.

In 2003, the Social Security Administration’s Inspector General (IG) completed an audit of the
NWALIEN file for Tax Year 2000. The IG found 872,138 reports of earnings for 574,461 non-
citizens who had been classified as not authorized to work by the DHS. SSA identified $21.3
billion in earnings that were associated with these SSNs issued for non-work purposes. The

analysis also identified 862 records with earnings of over $1 million for 765 unique non-work
SSNs.

a. What do DHS and ICE do with the information provided by the SSA? Is it used for
immigration enforcement purpeses? If not, why not?

ANSWER: My understanding is that information provided by the NWALIEN file cannot be
easily used for immigration enforcement purposes. I am also advised that DHS continues to work
closely with the Social Security Administration to determine what system and information
improvements could be made to facilitate better information sharing, within appropriate
parameters.

b. Do current Social Security files provide an accurate picture of upauthorized employment
in the United States?

ANSWER: I suspect that Social Security files do contain a great deal of information that could be
used as indicators of unauthorized employment in the United States. I think this is an issue that
needs further examination, however, and if confirmed, 1 intend to examine it.
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c. Does DHS routinely provide information to the SSA to enable them to update their records
to reflect changes in work status for non-citizens? If not, why not?

ANSWER: I understand that the ICE Detention and Removal Office does share some information
with SSA on a limited basis, periodically supplying the names and SSNs of deported aliens. As
with the above answer, I look forward to examining this issue further and working with the Social
Security Administration.

d. Is there a need to make the files and data systems at SSA and DHS more compatible? If
so, what will you do to make the files and data systems more compatible?

ANSWER; I am uncertain at this time what the specific solution is to improve information
sharing between SSA and DHS. If confirmed, I pledge to examine this matter closely.

Coordination on Immigration Policy

111, With the dissolution of the INS and the creation of three separate Bureaus responsible for
different aspects of immigration law, there is no single official devoted solely to ensuring
consistent and coordinated immigration policy and implementation.

a. In the absence of such a leader, does the Department of Homeland Security need some
type of structure or coordinating instrument to ensure consistent policies and application of laws?

ANSWER: The current structure, as Y understand it, was discussed during the creation of the
Department. At this time, I am reluctant to hypothesize about possible structural changes at the
Department. Should I be confirmed, I will welcome input from others on this matter, as well as
conduct a full review of the Department’s structure.

b. What steps would you take to ensure more effective coordination between the three
bureaus?

ANSWER: I will fully consider the matter, should I be confirmed, to understand the current
mechanisms for coordination as well as determine any changes, as appropriate.

Local Immigration Offices
112, Local offices continue to suffer from inadequate staffing, funding, and antiquated

technology, alt of which have a negative impact on processing times for immigrant petitions and
applications. Staffing shortages and new mandates have reportedly also caused officers to be
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pulled from adjudications in order to perform enforcement-related functions, like the National
Security Entry and Exit System (NSEERS). As Secretary, what steps will you take to ensure
increased and experienced staff and improved and updated databases?

ANSWER: I have devoted most of my career to public service and 1 am well aware of the
resource limitations that the federal government faces. It is my understanding that the particular
NSEER issue has been resolved. Moreover, [.am committed to giving DHS employees, who work
50 hard to make this country safe and welcoming, the training and resources they need to do their
jobs. If confirmed, I look forward to working with Congress on such matters.

Immigration Enforcement by State and Local Police

113, In 1996, the Department of Justice Office of Legal Counsel ruled in a published opinion
that state and local police lack legal authority to stop and detain an alien solely on suspicion of
civil deportability, as opposed to a criminal violation of the immigration laws or other laws; that
ruling was reiterated in November of 2001. (Assistance by State and Local Police in
Apprehending Hlegal Aliens, February 5, 1996, Office of Legal Counsel,
http://www.usdoj.gov/olc/immstopolahtm) In 2002, then-Attorney General John Ashcroft asked
his Office of Legal Counsel to look into the matter again, and OLC reportedly opined in spring
2002 that state and local police do have this “inherent authority.” The 2002 OLC opinion has
never been made public,

a. ‘What are your views on the expanded use of local police in immigration matters?

ANSWER: | recognize the critical role state and local law enforcement play in the homeland
security mission. In the normal course of events, state and local law enforcement officials are the
first responders to any incident or attack against the United States. They are also likely to
encounter foreign-bom criminals and immigration violators during the course of their daily duties.
Iam advised that the Department makes immigration status information available to state and
local law enforcement through the ICE Law Enforcement Support Center (LESC) within minutes
of a query and that ICE encourages its officers at all Ievels to engage in partnerships with state and
tocal law enforcement agencies through a variety of partnership arrangements because this is the
best way to increase the effectiveness of our organizations. 1 think we need to look carefully at
whether and how local police are involved in immigration matters. If confirmed, I would want to
study this issue carefully.

b. Some local police officials do not wish to be involved in enforcing immigration law, while
others have indicated an interest in assisting in the enforcement of immigration laws. Many of
those who oppose the involvement reason that undocumented aliens will be reluctant to report
crimes against themselves or others if they fear that contacting the local police will lead to their
deportation. Many security and law enforcement experts also argue that good intelligence and
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strong relationships are the keys to keeping our nation and our streets safe. Another concemis
that if state and local police enforce federal civil immigration laws, foreign nationals who might
otherwise be helpful to security investigations will be reluctant to come forward, for fear of
immigration consequences. How do you respond to these concerns?

ANSWER: I think these are legitimate concerns and, if confirmed, I will review the issue
carefully. '

Immigration and Customs Enforcement

114.  According to some news reports, several DHS component agencies — such as the Federal
Air Marshal Service (FAMS) and ICE — may be suffering from problems with low morale. If
confirmed, how would you boost morale within these agencies?

ANSWER: It appears that all of the DHS components have felt initial “growing pains”
associated with the creation of a new Department of this size and complexity. For ICE, that task

has been even more complicated than that of other agencies which transferred intact to the new
Department.

Part of the challenge in the creation of ICE was, apparently, to ensure continuity of operations
while at the same time creating a2 new management and administrative infrastructure. It has also
been a challenge bridging the cultural gaps that arose in bringing together different law
enforcement components with proud histories into a single functioning agency. I would continue
to prioritize ICE integration efforts, should I be confirmed as Secretary.

Ensuring strong communication with the field is also important to bolster morale. I understand
that ICE leadership has communicated with ICE field employees through frequent field visits to
deal with any confusion or corcerns.

Finally, to characterize this uncertainty as necessarily creating “low morale” is unfortunate and
runs the risk of becoming self-fulfilling. As I understand it, ICE continues to post record levels of
performance when it comes fo the basic metrics of law enforcement — that is, arrests, seizures,

prosecutions, and so forth, Improvement is always possible, however, and if confirmed I will
work with ICE’s leadership to that end.

Federal Air Marshal Service: There were a number of significant challenges associated with the
emergency stand-up of the FAMS that may have contributed to some initial growing pains, and
there continue to be media reports about a small number of issues that seem to be driven by the
same small number of individuals each time they arise. It is my understanding, however, that a

recent inspection of the Atlanta Field Office by a FAMS management review team determined
that morale was good.
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If confirmed, I will take action to maintain high morale within the FAMS workforce and continue
to develop and support initiatives to meet that goal across the Department.

115, Almost two years after the creation of the U.S. Immigration and Customs Enforcement
bureau (ICE), many fundamental management challenges persist that degrade operational
effectiveness and could have serious consequences for agents and the public. Among the
unresolved issues include unclear roles and responsibilities, problems with investigative priorities,
and budget problems.

‘What do you see as the key management challenges with respect to ICE and, as Secretary, what
steps would you take to improve the capabilities of this bureau?

ANSWER: The reorganization of the 22 agencies that made up the new Department was
complex. Perhaps one of the most complex aspects was realigning various legacy budgets, into
the newly created organizations within DHS. I understand the Department has additional work to
do to ensure the problem is fixed functionally in FY 2005. I have been advised that ICE has
strengthened its budget execution and oversight processes and that the Department continues to
closely monitor the situation. If confirmed, [ will work to ensure that previous budgetary
problems do not recur.

116.  The Intelligence Reform and Terrorism Prevention Act of 2004 included several
provisions designed to improve the Federal Air Marshals Service, including measures to
maxirnize deployment of air marshals on international flights and allows the Federal Air Marshals
Service to provide training, as appropriate, to law enforcement personnel from foreign countries.
What more, if anything, can or should be done to improve security on international flights?

ANSWER: I understand the Department has taken a number of initiatives to improve the security
of both international and domestic flights  including employing a layered aviation security
system of which FAMS are a critical element. If confirmed; T will take all appropriate measures to
improve aviation security.

117.  There have been a number of press reports regarding conflict between some employees of
the Federal Air Marshal Service and their management. What will you do to ensure good
relations between employees and management at the FAMS?

ANSWER: The Federal Air Marshal Service (FAMS) has been instramental in restoring the
confidence of the traveling public in the commercial aviation industry. The FAMS is a vital
component of our Nation's aviation security system; which uses a risk-based, layered approach.

In addition; the management structure for the FAMS was created subsequent to the mass hiring of
Federal Air Marshals (FAMs). I understand that the FAMS assembled a management team

consisting of individuals with proven senjor and executive level management experience from a
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variety of Federal Law Enforcement Agencies. This team was hired to develop and build a
professional law enforcement infrastructure that previously had not existed. Consequently, the
FAMS has acquired a very experienced and senior law enforcement management team that, from
the onset, not only had the ability to manage, but also to mentor the new workforce given that

there were only 33 legacy Federal Aviation Administration (FAA) FAMs onboard prior to the
9/11 attack.

If confirmed, I will take seriously the needs of the Department’s 180,000 employees and work to
address their concerns.

Transportation Security

118.  The Transportation Security Administration (TSA) made progress in the last yearin - .
assessing the performance of its screening functions. Now that the agency is collecting data on

screening, the next step is to collect information for other security initiatives, assess the data, and
make targeted improvements.

How would you plan to ensure that reliable, accurate performance data on security initiatives is
collected and analyzed, and used to make decisions regarding enhancements and resource
aliocations?

ANSWER: Iunderstand TSA is currently developing the Transportation Security Operational
Plan (TSOP). This plan is being coordinated with other DHS organizations, DOT Modal
Administrators, and private stakeholders. The plan, scheduled to be completed and forwarded to
Congress by April 1, 2005, includes an appendix to specifically discuss measuring program
effectiveness.

As part of this appendix, TSA will be establishing an “outcome based” plan to measure
{ranspartation security operations. This effort will provide a gauge used to measure the
effectiveness of the various programs and initiatives implemented in support of enhancing
security in the surface transportation sector.

TSA is also exploring how to use performance measurement processes for other modes of
transportation that are similar to those in place for aviation. The ultimate goal would be to

provide a guide to what kind of regulatory or other actions to take to ensure strong security
outcomes.

119.  The GAO has recommended that the Secretary of Homeland Security and the Secretary of
Transportation develop mechanisms, such as a memorandurn of understanding, to clearly define
the roles and responsibilities of TSA and DOT in transportation security matters. Representatives
from the transportation industry and state and local government associations have stated that they
are not clear about which agency to contact for their various security concerns and which agency
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has oversight for certain issues. They have reportedly received conflicting messages from the
different federal entities. How do you plan to address this perceived lack of clarity and in what
timeframe?

ANSWER: I understand the importance of clarifying roles and responsibilities among Federal
agencies, with our partners in the state and local governments, and with private industry.

The Department has informed me that, on September 28, 2004, the Deputy Secretaries of the
Department of Homeland Security (DHS) and the Department of Transportation (DOT) signed a
Memorandum of Understanding that establishes the framework for interaction between the two

departments. Should I be confirmed, I will ensure DHS maintains a strong working relationship
with DOT.

120.  While the performance of TSA’s passenger and baggage screening workforce continues to
improve concerns have been raised about the number of weapons and banned itemns that the
screening workforce still fails to detect, and GAQ has noted that some problems persist.
Additional training and new technologies may play a role in improving screeners’ performance.

a. What steps do you believe should be taker to improve the performance of our screener
workforce, and what tools might TSA utilize to aid in this effort?

ANSWER: The passenger screening at checkpoints has certainly been effective in keeping from
six to seven million prohibited items per year from coming on board aircraft. In addition, almost
3,000 arrests were made at security checkpoints in fiscal year 2004. If confirmed, I will
continually seek ways to improve performance through training and development and
procurement of improved screening technologies.

b. ‘What do you believe the associated costs will be, aud who do you believe should bear
these costs?

ANSWER: The full cost to improve the equipage of screening checkpoints is under review. The
Federal government has paid the cost to equip checkpoints, and I expect that this will continue.
Any cost sharing arrangements will be considered on a case-by-case basis depending on the
security and budget priorities of the Department. '

[ The federal government took over airport security screening following the September 11,
2001 terrorist attacks. However the Aviation and Transportation Security Act, which required
federal screeners, also allowed the Department to jnitiate a pilot program which would allow
private contractors to replace federal screeners at airport security checkpoints. Over the past year
a few airports across the country participated in the pilot program, and in November 2004 the
Department of Homeland Security announced it would begin accepting applications from airports
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which sought to opt-out of the federal screening system. To participate, airports must apply to
TSA, private security firms can also apply to become approved security contractors. TSA then
selects a security firm for approved airports and a contract is signed between the agency (not the
airport) and the security firm. The law requires that the security firms abide by the same security
standards, and federal supervisors will continue to oversee the contract screeners. A recent GAO

report could not find conclusive evidence that private screeners performed any better than federal
screeners.

i ‘What procedures should the Department have in place to ensure
that contracted screeners provide the same or better security than federal screeners?

ANSWER: I understand that TSA is required by statute to ensure the same level of security is
provided by both private contract and federal screeners. If confirmed, I will ensure the
appropriate mechanisms are in place to monitor privately contracted screeners and guarantee-
private screeners provide, at the minimum, the same level of security.

ii. Do you believe airports should be allowed to use or continue to use

privately contracted screeners if evidence is found that minimum security standards are not being
met?

ANSWER: If confirmed, and as appropriate, I will work to ensure we utilize the best methods to
screen airline passengers and ensure minimum security standards are met. 1 would take prompt

action at any airport should I find that the minimum security standards are not being met; whether
it be by private or federal screeners.

il What safeguards should be put in place to ensure privately
contracted screeners are not unfairly or unduly pressured by airlines or airports to speed the flow
of passenger traffic through checkpoints, at the expense of security?

ANSWER: | understand that TSA is required by statute to ensure the same level of security is
provided by both private contract and federal screeners. If confirmed, I will ensure the
appropriate mechanistas are in place to monitor privately contracted screeners and guarantee
private screeners provide, at the minimurm, the same level of security.

121, Since TSA began operations, much of the agency’s attention and resources have been
focused on securing passengers and baggage at the nation’s commercial airports. The 9/11
Commission noted that the agency’s efforts did not yet reflect a “forward-looking strategic plan.
In response to this, the Intelligence Reform and Terrorism Prevention Act directed the Department
of Homeland Security to develop a comprehensive, national strategic transportation security plan.
TSA will clearly be involved in this effort. As the agency moves forward, what would you
recommend for DHS planning to determine the appropriate balance between aviation security and
security for other modes of transportation? Do you anticipate either seeking additional funding to
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address the needs of other modes of transportation, reprogramming current funds, or both?

ANSWER: I understand that DHS has paid considerable attention to the security of all modes of
transportation. The responsibility of securing our Nation's transportation systems is a shared one.
TSA’s main charge, both under the Aviation and Transportation Security Act (ATSA) (P.L. 107-
71) and as part of DHS, is to coordinate these efforts under the gnidance of the Secretary and the
Under Secretary for Border and Transportation Security, ldentxfy gaps and work with appropriate
partners to ensure that security gaps are filled.

Congress gave TSA an explicit operational role for the security of the aviation system, which has
driven resources devoted to aviation versus other modes. These specific responsibilities and the
operational nature of TSA’s relationship to aviation appropriately require an inherently different
and more robust effort in this mode of transportation.

In addition, TSA's efforts in non-aviation security over the past two years have focused on greater
information sharing between industry and all levels of government, assessing vulnerabilities in
non-aviation sectors to develop new security measures and plans, increasing training and public
awareness campaigns, and providing greater assistance and funding for non-aviation security
activities. TSA should work with its government and industry stakeholders to continue these
efforts, establish best practices, develop security plans, assess security vulnerabilities, and identify
needed security enhancements.

122.  The DHS FY 2005 appropriations act requires DHS to triple the percentage of cargo
inspected on passenger aircraft. The Intelligence Reform and Terrorism Prevention Act of 2004
also included several air cargo security provisions, including a requirement the Department
finalize air cargo security regulations and implement a pilot program to make use of blast resistant
containers. What do you see as the major challenges in implementing these and other
requirements?

ANSWER: 1 understand DHS is implementing the requirement to triple the percentage of cargo
inspected on passenger aircraft through phased changes to the Aircraft Operator Standard Security
Program (AOSSP) with the higher inspection rate achieved by the middle of June 2005.

While TSA is committed to meeting the Congressional mandate imposed upon it by the FY05
Appropriations act, as Secretary, I will also strive to refocus TSA's attention on implementing its
Air Cargo Strategic Plan, which prescribes a threat-based, risk-managed approach similar to that
taken for screening international cargo. In the international arena this approach has proven to be

cost effective and flexible. It should provide greater security by infusing security throughout the
air cargo supply chain.

123. A recent report by CSIS and the Heritage Foundation suggests that the TSA’s mission
lacks clarity. In particular, it cites the Border and Transportation Security Directorate’s faiture to
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effectively delineate the relative responsibilities of TSA and CBP, particularly with respect to the
responsibility for securing the movement of cargo into the United States. This failure, the report
finds, has resulted in policy impasses between these agencies. The report recommends that TSA's
mission be restructured so as to become an operational agency with no oversight or infrastructure
protection policy functions, focusing on overseeing DHS deployments protecting elements of
transportation infrastructure that are deemed to be of national importance.

a. ‘What are your views on these findings and recommendations?

ANSWER: Iam familiar with this particular report, and welcome the opportunity to assess this
recommendation, If I am confirmed as the next Secretary of Homeland Security, it is my intention
to review the structure of the entire Department. I look forward to working in close cooperauon
with Congress to implement any necessary changes.

b. If confirmed, what steps, if any, will you take to address this perceived lack of mission
clarity?

ANSWER: As noted above, I look forward to the opportunity to assess the structure of the
Department and the recommendations found in this report. If confirmed, I will take actions to
clarify responsibilities across the Department, as necessary.

Mavitime and Port Security

124.  Numerous terrorist threats have been articulated against the various transportation modes,
in particular leading to a vigorous discussion regarding our ports, shipping containers, the security
of foreign ships and mariners, Liquefied Natural Gas (LNG) terminals, and a host of other
significant issues. As you may know, approximately 95% of our trade - totaling nearly $1 trillion
- enters through one of our 361 seaports on approximately 8,555 foreign vessels manned by
255,555 foreign mariners making more than 55,000 port cails per year - providing a vital lifeline
to our economy. The Coast Guard's estimates in 2003 for the implementation of the Maritime
Transportation Security Act of 2002 (MTSA) was $1.5 billion for the first year and $7.3 billion
over ten years. Yet, since 2002 DHS has distributed only $513 million for port security grants
with another $150 million scheduled for FY'05. In addition, the FY 05 budget was the first
budget to even request port security grant funding.

a. Although the Maritime Transportation Security Act of 2002 (MTSA) has been enacted
and has begun to be implemented by the Coast Guard and Customs and Border Protection Service

- (CBP), what do you see as the most significant and pressing threats facing the U.S. with regard to
maritime and port security and what will you do to prioritize, direct resources, and take action to
mitigate those threats? Please specifically address your views on the use of Port Security Grants
and on providing for a specific authorization for this funding.
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ANSWER: Currently, the Department views chemical, biological, radiological, nuclear and
explosive (CBRNE) devices and their introduction into the country by sea or detonation in one of
America’s seaports as one of the most serious threats facing the United States with respect to
maritime and port security.

To address these concerns in a more systematic, risk-based fashion, the office of State and Local
Government Coordination and Preparedness (SLGCP), in conjunction with the U.S. Coast Guard
(USCG) and other DHS partners, is refocusing the Port Security Grant Program in FY 2005 to
address these priorities.

Finally, the Department strongly supports authorization of funding to address protection of critical
infrastructure, including assets within port areas. -

125.  During the recent debate on the Intel Reform bill it was leamned that cruise ships currently
provide DHS agencies (Coast Guard, Immigration and Customs Enforcement (ICE), and Customs
and Border Protection (CBP)) with several submissions of the same passenger and crew data so
that they may be screened against multiple watch list databases such as the DHS prevent departure
list; the Interagency Border Inspection System (IBIS); the FBI National Crime Information Center
database; and additional unnamed databases under the 96 hour Advance Notice Of Arrival
(ANOA). Section 4071 of the Intelligence Reform and Terrorism Prevention Act of 2004, in part,
was designed to streamline this process by requiring passenger and crew lists be compared to a
consolidated, comprehensive terrorist database while improving security aboard cruise ships. In
addition, it was discovered that some of these passenger and crew lists are not provided to DHS
until after a vessel has departed port.

a. In addition to ensuring Section 4071 is carried out, what other actions, if any, would you
take to develop and implement a more streamlined method for different transportation modes,
including cruise ships, to screen passenger and crew lists against the multiple watch lists that
currently exist and a comprehensive terrorist watch list before departure from, or entry into, the
U.S., and without routinely delaying them from their schedule?

ANSWER: It is my understanding that the Department has worked closely with state and local
government, as well as private sector owners and operators, to improve maritime security. For
example, the Coast Guard has a strong historical relationship with ferry operators and continues to
assist operators in meeting existing requirements. I understand that DHS continually assesses
security requirements using risk-based management principles. I also believe that each security
measure must be weighed against the impact on commerce and in this case particularly on small
business. The Department should continue to examine threats and vulnerabilities as they emerge

and should move quickly to implement regulatory changes or take protective measures where the
risk requires.
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b. in response to the 9/11 Commission’s recommendation that the Department of Homeland
Security focus on securing modes of transportation (in addition to aviation) and a Commission
staff recommendation that TSA begin p ger prescreening for vessels, the Intelligence Reform
and Terrorism Prevention Act of 2004 requires the Department to implement a passenger
prescreening system for large cruise ships. However, thousands of people travel on smaller
passenger vessels — including ferries, charter fishing boats and river cruises — which have little or
no security or of screening their p gers. Though p ger prescreening may not be
the best solution for any or all smaller vessels, other options, such as simple security checkpoints
prior to boarding, may provide some security. Do you believe the Departnient should take any
steps to secure smaller passenger vessels and ferries? If so, what steps and in what timeframe?

ANSWER: The Department has worked closely with state and local government, as well as
private sector owners and operators, to improve maritime security largely and ferry security
specifically. The Coast Guard has a strong historical relationship with ferry operators and
continues to assist operators in meeting existing requirements, as well as continually assessing
whether such requirements should be adjusted based risk management principles. I believe that
each security measure must be weighed against the impact on commerce and in this case
particularly on small business. The Department will continue to examine threats and
vulnerabilities as they emerge and will move quickly to implement regulatory changes or take
protective measures where the risk requires.

126.  The millions of shipping containers that enter our ports every year continue to be listed by
many observers as particularly vulnerable and an inviting method to target our economy and ports.
There is also some controversy over how many of these containers are inspected, how many
should be, and how we accomplish ensuring the security of our nation’s ports and protecting our
economy while simultaneously maintaining our vital trade. In October 2004, DHS sent out a Fact
Sheet stating that 100% of shipping containers are “screened ” prior to entry to the U.S. and that
screening led to 6% of all shipping containers receiving a follow-up “physical examination”.
More recently at the December 2004 Cargo Security Summit held at Georgetown University, DHS
released a draft of a paper entitled “A National Cargo Security Strategy White Paper.” In the DHS
draft, the roles and responsibilities of DHS agencies related to cargo security are described as
having “...ample opportunity for overlap and redundancy, particularly between CBP, TSA, and
USCG.” The draft then concludes that, “During the two years since DHS was established, this has
Sfrequently led to questions of ‘who's in charge [of cargo security] 7' In addition, the draft went
on to state: “ Intelligence analysts suggest that the probability of containers used as a platform
Jfor a terrorist attack is low.” This draft report does continue to state that the severity, or
consequences, of a terror attack using a shipping container are rated at a high level.
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a. Do you think that the risks posed by shipping containers entering our ports has been

adequately mitigated or do you think that there are still areas for improvement to the screening
and inspection of shipping containers?

b. If you do think that there are areas that have room for improvement with regard to the
security of shipping containers entering the U.S., can you please explain what your focus and
priorities will be as the Secretary of DHS in this area ?

<. How do you proposé to clearly delineate the responsibilities for cargo security within
DHS’ component agencies and when do you expect the ambiguity to be cleared up in response to
DHS’s own question of “who's in charge [of cargo security]”?

ANSWER: Since the terrorist attacks on September 11, 2001, I understand DHS and its

component agencies have implemented important measures to significantly improve the security
of maritime commerce.

Vessel and Port Security

The physical security of ports and vessels, both at home and abroad, has been greatly enhanced
with the implementation of the Maritime Transportation Security Act and its global counterpart,
the International Ship and Port Facility Security (ISPS) Code.

Cargo Security—A Layered Approach

1 understand international cargo security is primarily a responsibility of U.S. Customs and Border
protection, while TSA has the lead on domestic cargo security. Whether we look at home or
abroad, the approach must be the same—to pre-screen all cargo for risk and focus our available
human and technology resources on cargo determined to be high-risk.

In my vicw, the first and most critical component of an effective cargo security strategy is
mitigating the introduction of a WMD/WME threats coming across our borders via cargo
container.

The second critical component of an effective cargo security strategy is the collection and analysis
of information to determine risk associated with every shipment coming into the country. In
short, we must know in advance what type of cargo is coming into the country in order to
understand the risk associated with a particular shipment.

The third component is the use of non-intrusive inspection (NII) technology to effectively screen
cargo shipments that are determined to be of elevated risk.

Finally, 1 will ensure that DHS helps develop, test and deploy new technology and business
process solutions to further secure the cargo supply chain.
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Partnerships

Certainly, government action alone is not adequate to keep the flow of commerce moving
efficiently and securely. As a result, DHS has formed a close partnership with the corporations
responsible for transporting goods internationally. The hallmark of this effort is the Customs-
Trade Partnership Against Terrorism (C-TPAT), through which CBP works with nearly 7,000

private companies that have voluntary sought to improve security in those segments of the supply
chain beyond DHS’s regulatory control. :

I understand that the Department has taken on the development of a National Strategy for Cargo
Security, in particular to highlight roles and responsibilities as well as articulate milestones and an
end state for the near future. This effort will clarify the question as to “who’s in charge™ in cargo
security.

d. Lastly, what relationship should DHS develop and/or maintain with other federal agencies,
including the Department of State, the Department of Energy and the Department of Defense for
the purpose of preventing dangerous radioactive materials from entering the United States?

ANSWER: While certainly not on expert on radioactive materials, I believe that DHS should
continue their practice of working with any agency that can assist in this effort. For instance, 1
understand that CBP has developed interagency relationships with DoD, DOE, DOS and other
nuclear-related agencies to ensure coordination and alignment with CBP's efforts to prevent
radioactive materials form entering the United States.

127.  The Container Security Initiative (CSI) was developed after September 11, 2001 in an
effort to protect the United States, and global trade generally, from acts of terrorism. CSI
embodies a policy of pushing our borders back to inspect containers before they present the
greatest risk to the United States. More than 90% of the world’s trade is transported in cargo
containers, and more than 6 million containers arrive in one of the more thaun 300 U.S. ports of
entry each year. Under the program, the screening of containers that poese a risk for terrorism is
accomplished by teams of CBP officials deployed to work in concert with their host nation
counterparts. CSI participation began with 20 of the world’s largest ports, and is currently
operational at 33 ports worldwide, though staffing levels and available equipment varies from

location to location. The Department of Homeland Security has stated that it plans to consider
expansion of the program.

a. Is further expansion of CSI necessary? If so, what is your vision for the scope of the
program?

ANSWER: While T have not been fully briefed on the program, I understand that further
expansion of CSI is necessary to increase the Departments capacity to protect the United States
and global trade from acts of terrorism. Commissioner Bonner has stated that the program will be
expanded to a total of 50 foreign ports by the end of calendar year 2005,
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b. How should the Department deal with cargo not shipped through a CSI port, now and in
the futare?

ANSWER: I understand that CSI is but one piece of a multi-layered, risk-based approach. DHS
has impl ted a layered, defense-in-depth, risk-based approach that includes the screening of
all containers bound for the U.S. and the inspection of all high risk containers.

128. More than 6 million containers enter the United States through our ports every year, and
only a small fraction of them are inspected by DHS. Because inspecting every container could
affect the flow of commerce, Customs and Border Protection (CBP) utilizes a risk analysis
program to determine which containers ought to be inspected, either manually or via various
electronic means. Programs such as CSI are heavily dependent on the success of the risk analysis
program identifying which containers present the greatest risk. The National Targeting Center is
supposed to provide target-specific information to CBP agents so that “high-risk” containers can
be inspected. The Center utilizes the Automated Targeting System (ATS) to do this, and ATS
scores containers and determines risk based on internal and external information. However, some
experts have raised concerns that the limitations of the current risk analysis program for cargo
containers diminish the effectiveness of the container security programs.

a. One concern is that the targeting system may not collect enough information - that the data
submitted may not provide accurate, detailed and complete information on containers that have
moved through multiple transshipment points prior to the port of loading. A related concern is that
CBP does not have a program in place to track containers through multiple transshipment points.
As a result, some experts believe that terrorists can hide the true contents of a container by
moving that container through numerous ports and transportation modes, thereby disguising its
point of origin and providing opportunities to disguise the vuitents of the container. What steps
should be taken, if any, to address the concerns associated with transshipment and contai

security? i

ANSWER: I understand that CBP has developed and implemented a layered strategy that
includes four interrelated and complementary initiatives: the 24 Hour Rule/Trade Act of 2002, the
National Targeting Center (administering CBP’s Automated Targeting System that risk scores all
maritime cargo entering the United States), the Container Security Initiative (CSI) and the
Customs-Trade Partnership Against Terrorism (C-TPAT). I also understand that DHS maintains a
variety of near and long-term programs to develop and test advanced container security devices
(ACSDs) that will more effectively seal a container and provide evidence of tampering as well as
several programs to enhance the quality of trade data used in risk management decisions. If
confirmed, I look forward to continuing the efforts to improve supply chain security.
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b. Another serious concern is CBP inability to validate “low risk” containers. While
Customs inspectors have the authority to conduct random inspections of containers, few have the
time or resources available to do so. Random checks are necessary for providing a benchmark,
and assessing the effectiveness of ATS, allowing the system to develop and improve. Do you
believe random inspections of “low risk” containers (containers not identified by ATS as high risk
for the purpose of inspection) are necessary?

ANSWER: I understand that CBP is already a proponent of using random inspections for
benchmarking and assessment of operations, as well as for creating an unpredictable targeting
variable within its selection algorithis, and that CBP has a random selection process in place
called the Compliance Measurement Program which has been randomly selecting consumption
entries since 1994. 1 understand that, post-9/11, it was modified to include a manifest-discrepancy
component that required the inspector to review and compare the entry to the manifest data to
determine if the claimed container contents were in fact adequately declared on the manifest. If
confirmed, I look forward to becoming more familiar with this issue and determining if additional
random inspections of “low-risk™ containers are necessary.

C. ‘What other steps, if any, should be taken to validate low risk containers and assess the
effectiveness of ATS?

ANSWER: If confirmed, I look forward to looking into this issue in depth and taking any
appropriate action to validate low-risk containers and assess the effectiveness of ATS,

129.  There have been reports of poor security at some of the 15,000 chemical plants and other
critical facilities around the country and that they lack basic security plans to mitigate potential
attacks and reduce impacts if they are attacked. It is the Committee’s understanding that at a
minimum however, the Federal Government has required approved security plans at chemical
plants and other critical facilities in port areas through the Maritime Transportation Security Act
of 2002 (MTSA) that is being implemented by the Coast Guard. In addition, MTSA required the
Coast Guard to form Area Maritime Security Committees and to compile an agreed upon list of
critical infrastructure between the Federal, State, and local governments as well as interested
industry and community stakeholders. MTSA became law on November 25, 2002 and the Coast
Guard published Final Rules on October 22, 2003 which required the implementation of security
plans by July 1, 2004 - which some people consider a remarkably quick and relatively nimble
effort in the bureaucratic work of taking a law, translating it into regulations, and implementing
the rules. Though the Coast Guard is still in the process of physically verifying 100% of the
provisions of these plans, it seems that DHS has made progress at protecting important and
especially hazardous facilities in port areas. Outside of these port areas however, it does not
appear that the same clear lines of jurisdiction, effort, and responsibility exist for DHS.
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Do you believe that the MTSA framework to form Area Committees, identify critical
infrastructure, and require security plans on certain facilities is working in our port areas? If so,
what will you do as DHS Secretary to encourage or require those areas not covered by MTSA to
institute a similar framework? If not, why not and what will you do to improve upon the
requirements and framework of MTSA to provide adequate security to our port areas and the
remaining critical infrastructure of our nation?

ANSWER: I understand that the Maritime Transportation Security Act of 2002 (MTSA)
framework has proven highly successful in the port environment through the submission, review
and approval of facility security plans, areas, or port security plans and by establishing Area
Maritime Security Committees. This framework may prove effective in other applications and is
currently aligned with interdepartinental security initiatives. The Federal, State, local, and
industry partnerships that exist within the MTSA Area Maritime Security Committees can readily
serve as models for security initiatives in other parts of the Nation's infrastructure. I will promote

similar critical infrastructure protection strategies beyond the port areas, according to risk-based
approach.

130.  The Maritime Transportation Security Act of 2002 (MTSA) called for DHS to issue a
worker identification card that uses biometrics to control access to secure areas of ports or ships.
The Transportation Security Administration (TSA) has experienced significant project
management problems in implementing the card and is still in the process of testing a prototype
system at various ports of entry throughout the U.S. and is already several months behind
schedule. In the meantime, it is the Committee’s understanding that some facilities are still
accepting nothing more than a driver’s license as acceptable identification to gain entry. Do you
beligve that there have been good reasons for the implementation delays associated with the
TWIC program thus far, and what will be your approach to get this key security measure
implemented effectively and quickly?

ANSWER: ] understand that the Transportation Worker Identification card (TWIC) program has
faced significant challenges when it comes to interoperability of technology, changes to business
practices and management. The program goal has been to deploy a flexible, yet inferoperable,
nationwide system/standard for identification and access controls for use in secure areas of the
transportation system. This is no small task. At this point, I understand the program is on track to
provide recommendations soon for full implementation based on the prototype phase. Should I be
confirmed, I will review these recommendations thoroughly and work to implement the program
in a responsible, timely manner.

131, In May 2003, President Bush launched the Proliferation Security Initiative (PSI) to stem
the trafficking of weapons of mass destruction and related materials. A critical component of
carrying out the PSI is through maritime interdiction operations. These operations use-among
other capabilities-maritime patrol aircraft to collect intelligence and are of particular value in
crowded shipping lanes and in areas of poor weather or visibility. However, land-based aircraft
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need bases to fly from that optimize their speed, range, and turnaround capability on missions,

The current Maritime Patrol Aircraft force includes P-3 bases in Hawaii, Florida, Maine, and
‘Washington State. From these sites, multi-mission maritime aircraft response time to any point on
the coast will be less than two hours, and all major sea lanes of approach can be covered within
the operational range of the aircrafl.

Have you considered the establishment of a Joint Forces Maritime Interdiction Center under the
Proliferation Security Initiative? Are you familiar with the potential maritime interdiction
capability and strategic location of installations such as the Naval Air Station in Brunswick,
Maine?

ANSWER: Maritime Patrol Aircraft (MPA) play an important role in several arenas of PSJ,
including conducting patrols of the sea lanes which contribute to Maritime Domain Awareness,
and intelligence-based searches for particular vessels of interest. Aside from the Naval Air
Stations hosting P-3 Squadrons, the Coast Guard and CBP also contribute MPA to the PSI effort
from various locations around the nation.

There has been much discussion of a Joint Maritime Command with responsibilities for Maritime
Homeland Security of all sorts, not just PSI. I understand that the current Command and Control
structure was satisfactorily tested during a Coast Guard sponsored exercise, CHOKEPOINT 04,
last November. The exercise involved 16 nations and included MPA resources from the Navy,
Coast Guard, CBP, and our international partners. The development of any Joint command to
oversee these operations would be a substantial effort that would be undertaken in consultation
with the Department of Defense only after considerable study of our existing capabilities. Several
related efforts are currently underway, such as Maritime Domain Awareness and development of

the National Strategy for Maritime Security. Should I be confirmed, I look forward to reviewing
their findings.

132.  During the first four rounds of Port Security Grants it would appear that in some cases
tenant maritime terminal operators and private terminal operators may have been awarded port
security grants that were not coordinated with those of the Port Authority on whose property they
operate or other adjacent private terminals. This lack of coordination between private terminals,
tenants and Port Authorities may have led to scarce port security dollars being spent on
duplicative, mismatched, or unneeded security systems. In addition, the competitive nature of the
port security grant program leads to an environment where coordination for the greater security
needs of the entire port is not always the primary concern of the applicant for the grant, We
understand that the local Coast Guard and Maritime Administration representative perform a
screening of the local grant applications before they are considered for approval by the
Department, but that this screening is not binding and that the Department may override any effort
at coordination at this level in their final grant awards.

‘What is your opinion about how these scarce port security grant dollars being awarded can be
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better coordinated to meet the security needs of the entire port while not providing conflicting,
mismatched, or duplicative security systems to adjacent or tenant terminal operators?

ANSWER: If confirmed, I will work to ensure that this process will eliminate any duplication of
effort and that resources are allocated to enhance the security of the entire port area in a manner that is
also consistent with the security requirements of the region it serves.

Coast Guard

133.  As DHS Secretary you will also serve as the representational Service Secretary for the
Coast Guard, By law the Coast Guard is always one of the five Armed Forces of the U.S. and
your position could be equated to that of the Secretary of the Army, Navy, or Air Force. The
Homeland Security Act established a number of protections for the Coast Guard’s non-homeland
security missions. These are provisions that the Committee worked bard to develop and they
ensure that all of the functions and assets of the Coast Guard will be maintained intact and without
significant reduction as a result of the Coast Guard’s transfer into the DHS. Given that, among
other non-homeland security missions, in 2003 the Coast Guard responded to 19,000 reports of
water pollution and hazardous material releases, answered 31,500 rescue calls and saved 5,100
people, the Committee believes that these protections are extremely important. Recent examples
of these missions and their importance to our nation are reflected in the large oil spills in the
Delaware Bay and Alaska, the latter of which resulted in the unfortunate loss of six of the ship’s
crew and a Coast Guard helicopter when it crashed while attempting to rescue crew members
from a disabled ship in extreme weather conditions. Twenty other crewmembers were saved by
the Coast Guard during this same incident. Many times the very people and assets that are
performing a non-homeland security mission in the momning are performing a homeland security
mission in the afternoon.

What will you do to ensure a budget for the Coast Guard that continees to provide sufficient funds
to conduct its nou-homeland and homeland security missions noting that the Coast Guard
performs both missions with the same personnel and assets? How will you protect the Coast
Guard’s unique multi-mission service as one of our five Armed Forces in any potential
reallocation of functions or reorganization of DHS?

ANSWER: The U.S. Coast Guard is a maritime, military, multi-mission service pc g a
unique blend of humanitarian, law enforcement, regulatory, diplomatic, and military capabilities.

[ understand the vast responsibilities of the Coast Guard, including maritime homeland security,
law enforcement, search and rescue, defense readiness, marine safety, waterways management,
living marine resources protection, and marine environmental protection. Further, the Coast
Guard is unique in that it brings both law enforcement and national defense responsibilities. All
Coast Guard Mission-Programs are aligned with the Department of Homeland Security's strategic
goals, and the Coast Guard should continue to balance the requirements of all missions to ensure
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the best overall service to the American people.

The Coast Guard’s discretionary budget has grown more than 53 percent from 2002 to 2005 in an
effort to give Coast Guard men and women the tools they need to carry out their important
missions. I will continue supporting the Coast Guard in their effort to meet both their homeland
and non-homeland missions. .

134.  The Coast Guard has undergone an exponential growth in missions and responsibilities
and substantial growth in both budget and personnel since it re-focused its assets on the Homeland
Security mission following the events of 9/11 and their transfer to DHS. In addition, they are in
the process of re-capitalizing their surface and aviation assets under the Deepwater program.
Strains of this transformation have shown in certain critical skills in both the enlisted and officer
ranks as all the billets have not been able to be filled and others have been filled with junior
persons that do not always have the level of experience expected or required. Maintaining or
attracting people to the critical skills that have taken on an extraordinary amount of work or
performs particularly arduous duty has been successfully accomplished by the use of Critical
Skills Retention Bonuses (CSRB) by all the branches of the Armed Forces, including recently in
the Coast Guard. A recent DHS-IG report concluded that one of the three major barriers to
improving and sustaining readiness in the Coast Guard was the workload demands on Captain of
the Port personnel in continuing to implement the Maritime Transportation Security Act of 2002
(MTSA) while simultaneously suffering from declining experience levels and sustained high
operating tempo since 9/11.

‘What will you do as the DHS Secretary, and as the representational Secretary of the Coast Guard,
to support the continued or expanded use of CSRB’s for those specialties in the Coast Guard that
are experiencing critical shortfails in the numbers needed for the Coast Guard to effectively and
successfully perform its missions, especially with the ongoing implementation of the Maritime
Transportation Security Act of 2002 (MTSA)?

ANSWER: I will do everything in my control to ensure the Coast Guard has the tools and
resources to retain the critical skills they need to perform all of their essential homeland security
and non-homeland security missions. CSRBs are certainly one factor having a positive influence
on retention and I will continue to support them along with all other pay and incentive programs
the Coast Guard deems appropriate. I look forward to working with you to ensure the Coast
Guard personnel are properly supported.

135, The Coast Guard has begun an extensive 20 year recapitalization of its major assets to
include its Cutters and aircraft under a multi-billion dollar program called Deepwater. This
program was primarily designed before the events of 9/11 and the Coast Guard’s move to DHS
and focused on its missions more than 50 miles from shore. While there is no argument about the
need for such an effort due to the age and obsolescence of the Coast Guard’s current assets, the
Deepwater program has struggled at first to get adequate funding and then to adjust to the post
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9/11 environment and its new homeland security responsibilities. It is the Committee's
understanding that Al Qaeda’s effective maritime attacks have not been more than 50 miles off
shore; but on the USS COLE in the harbor at Aden, on the Tanker LIMBERG within sight of the
coast of Yemen, and a thwarted-plan to attack vessels in the Straits of Gibraltar and all involved
very small, explosive laden boats. The FY'05 DHS Appropriation Bill stated the concerns of the
Appropriations Committees from both the Senate and House and required the Coast Guard to
provide a new baseline for Deepwater reflecting the post 9/11 environment. In addition, there
have been several GAO and DHS-IG reports with recommendations for the improvement in the
management overall of the Decpwater program.

a. What will you do to ensure that the Coast Guard's Deepwater program correctly reflects: the
threats we face in the maritime arena; the Coast Guard’s move to DHS and their new post 9/11
responsibilities; the Coast Guard’s much valued non-homeland security missions; and provide this
vital program with adequate funding while ensuring that proper management of this large and
complex program is performed effectively? )

ANSWER: As you know, and I bave learned, the Integrated Deepwater System (IDS) was
conceived in the late 1990s to replace the major surface and air assets in the Coast Guard
inventory that existed at the end of the 20th century. The IDS acquisition focuses on system-wide
capabilitiés, not specific assets, so it is not just new ships and aircraft but an integrated approach
to upgrading existing shore, air, and surface assets while transitioning to newer or more capable
platforms with improved command, control, communication, computers, intelligence,
surveillance, and reconnaissance (C41SR) and innovative logistics support. Given that the Coast
Guard developed the initial implementation plan in 1998, it is now evaluating whether this plan
will enable it to meet its mission requirements in the post 9/11 world.

Deepwater is a major undertaking that has been supported strongly by both the Department and
the Administration. If confirmed, I look forward to developing a thorough understanding of this
critical acquisition program and how to easure appropriate funding and management is provided.

136.  Due to the events of 9/11 several members of the Senate have supported an acceleration of
the original 20 year Deepwater program to either 15 or 10 years. In addition to the more pressing
need to bring these assets on line in an accelerated manner in the post 9/11 environment, the Coast
Guard's legacy assets, many of which were rapidly approaching or past their expected service life,
have been put into an aggressive and more demanding schedule since 9/11. This increased service
has increased the wear and tear on these assets, as exemplified by the critical need to immediately
re-engine the HH-65 helicopters, and erased much of any remaining service life requiring the
Coast Guard to spend millions of dollars just to maintain these legacy assets. A RAND report
issued last year suggested accelerating the project, from 20 years to 10 years, which would
generate almost one million additional mission hours available to the service and save $4 billion
in procurement costs over the life of the project.
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What is yéur position on acceleration of the Deepwater program in the post 9/11 environment and’
why? What will you do to maintain the Coast Guard’s legacy assets while awaiting for Deepwater
assets to come on line?

ANSWER: As noted above, the Coast Guard is evaluating the current Deepwater implementation
plan to ensure it meets the mission requirements of the post 9/11 world. This acquisition project
was designed to span 20 years so that new assets are delivered as legacy assets reach the end of
their useful lives, which minimizes total acquisition costs over the course of the project.

Unfortunately, legacy assets are reaching the end of their service lives faster than anticipated, but
they must remain operational while awaiting their eventual replacement. I support funding for the
maintenance necessary to sustain the Coast Guard’s legacy assets until they are replaced. Re-
engining the HH65 helicopters is an example of a major legacy asset sustainment project to both-

correct a significant flight safety risk and extend the life of a critical “workhorse” asset for all
Coast Guard missions.

137.  The Maritime Transportation Security Act of 2002 (MTSA) required larger, commercial
vessels in U.S. waters to be equipped with electronic identification equipment, as part of a
nationwide wireless ship-tracking system. The United States Coast Guard has been working to
deploy Autonatic Identification System (AIS) technology. However, a recent Government
Accountability Office (GAO) report (GAO-04-68) noted that high costs, as well as a pending
fawsuit, are threatening the effectiveness of the program.

a. What, if anything, should be done to expedite implementation of the Automatic Identification
System program?

ANSWER: Iunderstand that the Automatic Identification System (AIS) is a critical capability
to enhance navigation safety and homeland security and increzse Maritime Domain Awareness. |
take GAO findings and recommendations seriously and, if confirmed, I will review the program
accordingly. Iunderstand that the Coast Guard is acting upon these recommendations.

138.  Under the Homeland Security Act, the DHS Secretary has the authority to reallocate
functions of officers and establish or discontinue organizational units within the DHS. The
Homeland Security Act also established a number of protections for the Coast Guard’s non-
homeland security functions. During the debate on the FY'05 DHS Appropriations it appeared
that the Coast Guard’s Research and Development (R&D) program was being absorbed into
DHS’s Science and Technology Directorate and that their funding was being reduced from
traditional levels which threatened their historic, experienced, non-homeland security R&D efforts
in marine environmental protection and search and rescue.

a. While the Committee understands the need to consolidate and reorganize potential
duplicative functions within DHS, it also recognizes that several agencies and facilities still
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possess critical non-homeland security missions that might be difficult or impossible to replicate
elsewhere. If confirmed, what will you do to ensure the protections for the Coast Guard’s non-
homeland security R&D efforts within DHS?

ANSWER: Iunderstand the clear intent of congressional action in FY05 when it placed RDT&E
funding in the CG appropriation. I understand that the R&D Center is the sole government entity
performing and sponsoring research in support of the Coast Guard's non-homeland security
missions, and I am mindful of section 888(d) of the Homeland Security Act of 2002, which
prohibits the diversion of any asset of the Coast Guard “to the principal and continuing use of any
other organization, unit, or entity of the Department, except for details or assignments that do not
reduce the Coast Guard’s capability to perform its missions.”

DHS has made clear it intends to fund research and development for non-homeland security Codst
Guard mission areas. At a minimum, that funding should be in line with the FY0S5 appropriation,
adjusted annually for budgeted inflation rates. It should be recognized, however, that, as reflected
in sections 302(4), (11), and (12) of the Homeland Security Act, the Congress created the
Department’s Directorate of Science and Technology (S&T) precisely for the purpose of
conducting, coordinating, and integrating the research, development, testing, and evaluation
(RDT&E) activities of all elements of the department. Therefore, it is my view that, in order to
fulfill its statutory responsibilities, and to make the Department’s RDT&E efforts more effective
and efficient, S&T should have a prominent role in the Coast Guard’s RDT&E efforts while
ensuring that the needs of all Coast Guard missions are appropriately addressed. Iunderstand
DHS S&T intends to enter into a Memorandum of Understanding with the Coast Guard to outline
the specific responsibilities of the Department and the Coast Guard in order to ensure R&D
benefits for the non-homeland security missions while avoiding duplicative functions in DHS.

b. Do you believe established centers for research and development that support non-
homeland security missions for agencies within the Department should be maintained?

ANSWER: If confirmed, I look forward to examining this issue with the benefit of the advice of
the Department’s Under Secretary for Science and Technology.

139, Secretary Ridge used the term “One Team, One Fight”; yet it is the Commiittee’s
understanding that much more work is needed to fully merge the 22 agencies of DHS into “one
team”. For example, the Coast Guard maintains joint harbor operations centers Jocated in
Norfolk, Charleston, SC, and San Diego and which they are currently evaluating. While the
centers in Norfolk and San Diego may be more focused on the large naval facilities located in
those cities, the Charleston center appears to have greater application for the majority of our ports
that do not have a large naval presence. One of the Homeland Security and Governmental Affairs

Committee’s highest priorities in oversight of DHS will be the integration of the agencies into one
effective team.
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a. Please describe how DHS is implementing its ‘One Team, One Fight’ concept in these
joint harbor operation centers and specifically in the center located in Charleston, SC.

ANSWER: There is a clear need to integrate the Coast Guard’s Joint Sector Command Center
(SCC-Js) with Federal, State and local partners who have a stake in the port and coastal security.
As the Lead Federal Agency for Maritime Homeland Security, the Coast Guard is ideally
positioned to consolidate their Sector Command Centers, implement and upgrade appropriate

sensor suites and jointly staff these command centers with the appropriate mixture of Federal,
State and local partners.

1 have been told by DHS the SCC-Js in San Diego and Hampton Roads are jointly manned and
operated by Navy and Coast Guard personnel, primarily due to the large naval presence in those -
two ports. There is no “one size fits all” approach to arranging the appropriate mixture of joint
service cooperation or interagency cooperation. Since each port’s geographic layout is different,
and the custemer bases vary (military, commercial, recreational, etc), critical infrastructures vary
(petroleum, chemical, container, passenger cruise ship terminals, etc) and potential Federal, State
and local partners vary (jurisdictional relationships to various commercial and military activities).

Further, DHS has indicated the Charleston Harbor Operations Center (CHOC) is a unique
interagency arrangement where DOJ maintains primary focus on the shoreside approaches to the
pier and the Coast Guard focuses from the pier to sea. This arrangement between DOJ and the
Coast Guard facilitates each agency’s focus on their jurisdictional interests, but the co-location

enables a level of information-sharing and couples maritime domain awareness with shore-side
awareness seamlessly.

b. Do you see these centers as a framework for intelligence and information sharing among
the agencies of DHS as well as their State and local partoers to ensure the security of our ports?

ANSWER: These Joint Sector Command Centers and Interagency Operations Centers appear to
provide a facility for the sharing of information and intelligence. As stated earlier, there isnot a
“one size fits all” solution. They will allow the information sharing framework in which the right

mixture of joint service or interagency cooperation and sensor suites can be carefully developed to
provide the “One Team, One Fight” approach.

While these centers provide key command and control nodes, the “One Team, One Fight”
approach must also focus on other programs that emphasize partnerships and collaborate on
mutual interests through committees and fostering new working relationships.

c. If you believe these centers are effective in our port areas, do you believe this framework
should be duplicated in other ports?
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ANSWER: Iunderstand the Coast Guard has done extensive port vulnerability assessments in
militarily and economically strategic ports. Based on the Coast Guard’s analysis, they are already
moving forward with planning to establish additional Sector Command Centers in a variety of
locations around the country. If confirmed, I will look forward to having a better understanding of
these efforts and how to support them, ’

d. Do you believe this framework could be effectively duplicated to inland areas as a method

of merging DHS agencies and their State and local partners into the ‘one team’ that Secretary
Ridge spoke of?

ANSWER: This approach to enabling partnerships between Federal, State and local law
enforcement officials certainly shows promise for inland areas as well. Geography and
jurisdiction will be critical to determining the specific arrangements to provide this command
center approach.

Rail and Transit Security

140.  Unlike the aviation environment, rail and transit systems are “open” systems, where
passengers freely embark and disembark at any of the many stops or stations throughout a system.
This makes screening p gers and impl ing security procedures, with 2 minimum
disruption or delay, even more difficult to accomplish. In May 2004, TSA launched a rail security
pilot program to determine the feasibility of screening passengers and bags for explosives before
boarding a train. The goal of the Transit and Rail Inspection Pilot (TRIP) program was to
evaluate emerging technologies and procedures for screening passengers and their bags for
explosives in the transit and rail environment. Advanced explosives detection portals and K-9
units were among some of the security technologies and procedures tested. If confirmed, will you
make it a high priority to complete and release the report on TRIP? Additionally, in your opinion
what steps can and/or should be taken to secure surface transportation, particularly in open
systems where complex security measures might cause unwieldy delays?

ANSWER: I understand that the Department, through the Science and Technology Directorate as
well as TSA, has been conducting research, development, and operational testing of explosives
detection technology. If confirmed, I will work in partnership with state, local, and private sector
owners and operators to take the appropriate steps to improve surface transportation security.
Further, I will ensure TRIPP report is completed and released in a timely manner.

141, Rail transportation’s unique characteristics — an open system, with networks crossing
through either dense, urban areas which allow for multiple attack points and easy escape, or rural
regions which are difficult to patrol or secure — make the system highly vulnerable to attack, as we
saw last March in Madrid, Spain. Passenger and freight rail systems remain vulnerable today.
However, the Department of Homeland Security has yet to develop a coordinated federal policy
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on rail security. Do you believe the Department of Homeland Security should develop a
coordinated policy covering freight, p ger and cc rail? What should be the role for
the federal government in preventing or mitigating an attack on rail infrastructure and assets? As
secretary, would you support and or promote a version of the rail security legislation (S. 2273)
passed by the Senate last year?

ANSWER: | understand that, under Homeland Security Presidential Directive 7 (HSPD-7), DHS
was tasked with coordinating the national effort to enhance security protection of critical
infrastructure and key resources, including development of the National Infrastructure Protection
Plan (NIPP). I am not familiar with 8.2273; however, should I be confirmed, I will work with
Congress to promote appropriate rail security legislation.

142. A recent freight train accident in South Carolina killed nine people and hospitalized
dozens more when chlorine gas escaped from a tank car following an apparently accidental crash.
Accidents like this remind us of the potential threat posed by terrorists targeting such transport of
hazardous materials, especially through densely populated areas, including Washington, DC.
‘What steps will you take to protect these shipments and the populations through which they travel
from terrorist attack, including hazardous materials temporarily stored in rail cars while awaiting
delivery to their ultimate destination?

Until March of 2004, 90-ton tank rail cars containing dangerous toxic chemicals traveled through
the District, passing within four blocks of the U.S. Capitol building and near the Departments of
Transportation and Energy. A senior scientist from the Naval Research Laboratory said that an
attack or accident involving such cars could put the lives of the more than 100,000 people at risk
within 15 to 30 seconds and had the potential to cause the death of those exposed. The EPA has
estimated that a "worst-case” accident involving just one 90-ton tank car would cause a "danger
zone" of 14 miles. If Capitol Hill was ground zero, as many as 2.4 million people including
President of the United Statcs and Members of Congress would be well within the 14 radius.
Those shipments reportedly stopped last March under an agreement between DHS and CSX
Transportation, but the details of the agreement have not been made public.

Do you believe such shipments should be permitted to pass through Washington, DC? If not,
what will you do to ensure they do not resume?

ANSWER: Since the terrorist attacks of September 11, 2001, I understand that the government
and that private sector have undertaken several initiatives to ensure the security of hazardous
material rail shipments. If confirmed, I will examine the issue of rail shipment through
Washington, DC and take appropriate action.

143, The U.S. Conference of Mayors (the Mayors) has repeatedly called for notifications of rail
shipments to keep city officials aware of potential dangerous materials traveling through their
jurisdictions. In their document entitled, the “National Action Plan for Safety and Security in
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America’s Cities,” the Mayors identified freight rail security as an issue area of major concern.
Their Plan recommends that freight railroads be required to develop new notification procedures
and to provide better information to the local jurisdictions through which the railroads will be
transporting chemicals and other hazardous materials. Additionally, the Mayors recommend that
improved notification and information should extend to the storage of freight on sidings and to

other practices that could pose risks to immediate neighborhoods and major local assets and
venues.

Do you believe that existing notification procedures provide adequate information to local
officials and communities, alerting them to dangerous shipments traveling through their
communities? If confirmed, would you conduct an assessment of existing freight railroad
notification procedures? What steps will you take improve this system?

ANSWER: If confirmed, I will examine the notification issue and take appropriate action.
Emergency Preparedness and Response

144.  As we continue to fight the war on terrorism, natural disasters are continuing to occur
regularly.

a. How will you balance the war on terrorism and homeland security focus with the natural
disasters that are occurring regularly?

b. Do you have sufficient funds available in the Disaster Relief Fund?

ANSWER: ANSWER TO a AND b: The approaches to terrorism and natural disasters are not
mutually exclusive. I have been told that a broad all-hazards approach recognizes that the same
comprehensive framework of mitigation, preparedness, response, and recovery can be used to
address the full range of disasters. Sound preparedness planning must also utilize a variety of
hazard-specific scenarios to ensure that the Nation's response system is sufficiently flexible, and
can call upon appropriate assets and expertise.

My understanding is that the Department is focused on terrorism and protecting the homeland and
it is also committed to an all-hazards approach of preparedness for, response to, and recovery
from all events, including natural disasters. Recent efforts to improve response to and recovery
from a terrorism event do not diminish FEMA’s commitment to dealing with the destruction

caused by a nataral disaster. In fact, I am told these efforts have strengthened FEMA''s response
to natural disasters.

Finally, 1 understand the President’s Disaster Relief Fund is a no year fund that has been
replenished, responsibly, by Congress through the Appropriations process, as needed.
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FEMA/DHS routinely keep OMB and the Congress apprised of the costs of current disaster
operations. At present, I understand that FEMA has sufficient funds in the Disaster Relief Fund
and continues to provide aid to victims throughout the country.

c. State and local stakeholders in particular have raised serious concerns about the
implementation of HSPD-8, in using scenarios that focus on almost exclusively terrorism and not

an all-hazards perspective, What are your plans to work with stakeholders to address concerns
such as these?

ANSWER: I understand that suite of planning scenarios incorporates both terrorist threats and
natural hazards, including hurricanes, earthquakes, and pandemic influenza. The compilation was
not designed to be exhaustive; rather, it represents a range of key national risks, especially those in
which our prepareduess is still lacking. The scenarios were used to catalog critical homeland
security tasks and required prevention, response and recovery capabilities to meet all hazards —
not just terrorism. Most tasks, such as “Coordinate incident management operations” are common
to ail threats and hazards. Our nation has had considerable experience in dealing with large-scale
natural disasters, but not with catastrophic terrorism scenarios. This is why they warranted
emphasis. The scenarios were compiled with input from experts across government. For
implementation, I will ensure that the process continues to involve professional associations and
stakeholders from across the nation to develop agile, flexible, and robust capabilities to meet a
wide-range of threats and hazards like those represented by this selection.

145. Some emergency management experts have lamented a slower decision making process
within FEMA following its incorporation within DHS. In the report, DHS 2.0: Rethinking the
Department of Homeland Security, the Heritage Foundation and Center for Strategic and
International Studies recomamend consolidation of DHS response missions into FEMA. It further
proposed a “flatter” managenient structure and elimination of middle-management in the EPR
Directorate to better allow the Secretary to lead on the important issues of preparedness and
response.

a. ‘What steps will you take as Secretary to ensure that FEMA s preparedness and response
requests receive timely approval?

ANSWER: It is my understanding that the integration of FEMA into DHS has not slowed the
decision making process regarding the Federal government’s ability to prepare and respond to any
emergency or disaster event. FEMA has a well-established and efficient process for managing
approvals and denials of disaster requests from states. Indeed, I am told that FEMA''s integration

into DHS has only led to a strengthening of the Federal government’s ability to prepare for an
event that is likely to occur.

b. What are your views on the management changes recommended in the report with respect
to the preparedness and response functions of DHS?
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ANSWER: If I am confirmed as the next Secretary of DHS, it is my intention to not only review
the report’s recommendations regarding preparedness and response, but also to review the
management structure of the entire Department. I understand that the Department is currently
conducting an inventory of all preparedness programs and assets to determine the feasibility of
consolidating those programs and assets under a single entity. If confirmed, I look forward to
reviewing the results of this assessment.

Homeland Security Presidential Directive 8 Implementation

146. HSPD-§ calls for a national domestic all-hazards preparedness goal to establish
measurablé readiness priorities and targets with plans for national planning guidance to be issued
in a very fast timeframe. The new intelligence reform bill and the fiscal year 2005 DHS
appropriations legislation set rapid implementation timeframes.

‘What steps would you take to ensure DHS produces a well-crafted goal with related priorities,
capability expectations, and metrics by that time?

ANSWER: HSPD-8 requires close consultation and coordination with stakeholders across all
levels of government. This consuitation and coordination is the key to ensuring the goal and
priorities reflect the best input from experts across all levels of government. 1 understand that the
Department has engaged hundreds of professional associations and stakeholders from across the
country in the implementation effort, and I look forward to participating in the continued
interagency effort. It is my understanding that DHS is on track to establish the goal, priorities,
capability expectations, and metrics in the time provided in the intelligence reform bill and the
fiscal year 2005 DHS appropriations legislation.

147.  DHS has chosen to apply what it calls “the capabilities-based planning approach” to
rapidly implement HSPD-8, based primarily on the approach under development by the
Department of Defense for its capability development.

What do you think of this approach and what changes, if any, would you make in how DHS is
specifically using the approach?

ANSWER: Iunderstand that capabilities-based planning is an advanced methodology for all-
hazards planning, which has been in decades-long use in the emergency management community.
The capabilities-based planning methodology is planning, under uncertainty, to provide
capabilities suitable for a wide range of scenarios while working within an economic framework
that necessitates prioritization. All-hazards planning addresses natural disasters and accidental or
man-caused events, including those involving terrorist use of a weapon of mass destruction. I am
told that, DHS has benefited from the Department of Defense’s implementation of capabilities-
based planning and is collaborating with them as well as other departments and agencies to share
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lessons and best practices. As DHS applies improved methodologies and tools across the
homeland security community, I would fully anticipate and welcome many “product
improvements” in the Department’s planning approach and tools.

148. The Fiscal Year 2005 Homeland Security Grant Program guidelines call for statewide all-
hazards preparedness strategies to be consistent with the national preparedness goal and to address
and to implement tools such as national planning scenarios, task lists, and capabilities lists.

a. What flexibility do you believe states and localities should have in setting their own
priorities based on their own risk assessments rather than following the federal national
requirements?

ANSWER: Securing the nation is a shared national responsibility, and every State and
community’s preparedness contributes to that end. State and local flexibility must be recogmzed
as important principles in meeting this goal. At the same time, I understand that DHS must have
some means for prioritizing the billions of dollars of homeland security assistance it distributes
each year, and a means for tracking progress of State and local efforts. Establishing national
preparedness goals and developing tools such as planning scenarios and lists of critical homeland
security tasks allows DHS to strengthen the ability of States and localities to address unique needs
while also developing the collective proficiency and required capabilities that provide national
assurance that we are prepared for the threats and hazards facing our nation. I further understand
that the national preparedness goal and planning tools are being developed in close collaboration
with stakeholders from all levels of government and the private sector to further ensure State and
local flexibility are built into the system.

b. Do you agree that states and Jocalities often have a better sense of local needs and
priorities then federal entities?

ANSWER: Yes, States and localities best understand their unique needs and priorities and reflect
that understanding in the State homeland security strategies. They also clearly understand that the
tasks of preventing, protecting, responding to and recovering from the threats and hazards we face
will require the combined efforts of Federal, State, local and tribal governments, as well as the
private sector. At the same time, DHS is uniquely positioned to understand the Nation's threats,
risks, and vulnerabilities. Experience has driven home the lesson that catastrophic terrorist attacks
or natural disasters have nationwide impact. The terrorist threat is adaptive and global in scale,
requiring not only that we act locally to meet unique needs and priorities but that we also ensure
those actions contribute to our collective national preparedness against potentially catastrophic
threats and hazards. Thus, it is essential that States and localities determine their homeland
security needs and priorities using a cornmeon process based on national assessment criteria and
priorities. I understand that this will provide a commeon framework for understanding needs and
for ensuring that target capability levels are achieved nationally.
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149. In 2005, DHS plans to expand its capabilities-based planning approach to the private
sector, nongovernmental organizations, and citizens. Some believe such an expansion will be
very difficult.

a. What incentives would you provide private sector organizations to adopt the capabilities-
based planning approach? What would be the authority for those incentives?

ANSWER: As we call on private entities to improve security over dangerous materials and the
Nation's vital infrastructure, a variety of incentives exist to encourage and enforce security. 1 am
committed to working closely with Congress and the private sector to identify the most effective

means to encourage and enforce homeland security and safeguard our citizens, economy, and way
of life.

b. How, if at all, will the capabilities-based planning be integrated with national strategies for
homeland security and critical infrastructure protection?

ANSWER: The National Strategy for Homeland Security established the vision that led to
adoption of a capabilities-based planning approach. The National Strategy states the nation must
“develop interconnected and complementary homeland security systems that are reinforcing rather
than duplicative and that ensure essential requirements are met.” The National Strategy for the
Physical Protection of Critical Infrastructures and Key Assets identified the need to “coordinate
the complementary efforts and capabilities of government and private institutions” and to “foster
an environment in which key public - and private - sector stakeholders can better protect the
infrastructuzes and assets they control according to their specific responsibilities, competencies,
and capabilities.” These strategies highlight the need for a capabilities-based planning approach
that establishes standards of performance necessary to reach consensus about respective
govemment and privaie sector homeland security roles and responsibilities. This process has been
a collaborative effort among those charged with responsibility for national preparedness and
critical infrastructure protection within the Department, across the Federal government, and
throughout the homeland security community.

Private Sector Preparedness

150. The 9/11 Commission and Secretary Ridge have endorsed the voluntary adoption of the
NFPA 1600 standard as the national preparedness standard. The new intelligence reform act calls
for the DHS Secretary to establish a program to promote private sector preparedness for terrorism

and other emergencies, including promoting the adoption of a voluntary national preparedness
standard.

a. What do you believe should be the major elements of the private sector preparedness
program?
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ANSWER: The Intelligence Reform Act highlighted basic elements of private sector
preparedness and identified that these measures are common across the private and public sectors.
1 understand that the major elements of a preparedness program, such as the Department's
Community Preparedness initiatives as well as those identified in NFPA 1600, generally include:
a well-organized, comprehensive set of authorities, responsibilities, agreements and activities that
are documented in regularly exercised and updated plans; a program that comprehensively
prepares for and mitigates risks; the active involvement of leaders; regularly conducted training
and outreach; promotion of highly collaborative partnerships; measures of accountability;
adequate resources; consistency with applicable regulatory requirements or voluntary standards;
provision for continuity of operations; and ability to respond in the event of an incident with the
required speed and effectiveness.

b. ‘What approach would you take in promoting the adoption of a national preparedness
standard?

ANSWER: NFPA 1600 appears to be an excellent example of the well-structured development
of a voluntary consensus standard for emergency management and business continuity planning.
As the Intelligence Reform Act notes that NFPA 1600 and other existing standards will require
modification to ensure they meet the full range of homeland security responsibilities, including
prevention and protection. Iunderstand that DHS is already working with governmental and non-
governmental standards-making bodies to develop standards that establish broad performance
goals or benchmarks, as well as “micro-level” standards that address specific operational
procedures, training competencies, or equipment specifications.

Homeland Security Advisory System

151. . Established in March 2002, the Homeland Security Advisory System was designed to
disseminate information on the risk of terrorist acts to federal agencies, states, localities, and the
putlic. However, these entities have raised questions about the System, the threat information
they receive from DHS, and the costs they incur in responding to heightened alerts.

a. How would you improve the current Advisory System?

ANSWER: The HSAS is a collaborative process, which takes into account current threat
information and incorporatés the perspectives of other Federal entities (both within and outside of
DHS), State, local, and tribal partners, and private sector stakeholders. It will be important to
continually assess the Advisory System and ensure its ability to adjust to the needs of the
stakeholders. If confirmed, I would be happy to consider improvements.

b. What would you suggest as ways to address costs when heightened alerts are issued?

ANSWER: When considering HSAS level changes, 1 understand DHS carefully considers the
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potential impacts on affected sectors and geographic areas. I also understand the Department has
made changes based on these considerations — including the decision to allow grant funds to be
used for overtime costs of State and local law enforcement associated with protective measures
under ORANGE and for specific urban areas under YELLOW for large events and critical
infrastructure. I recognize the importance of this issue and, should I be confirmed, I pledge to
work with State and local officials to address their concerns.

152.  Many have called for more specific regional or location threat information. What do you
see as the current barriers to implementing a new Advisory System that could be more specific?

ANSWER: The elevation of the HSAS level to ORANGE for the financial services sector in
New York, northern New Jersey, and Washington, DC in August of 2004 demonstrates the i
flexibility of the HSAS to adapt response to available threat information. This flexibility allows

DHS, local communities, and others to target resources appropriately and reduce resultant costs
where possible.

If confirmed, I will work to ensure that DHS continues to assess and improve the system each
time HSAS level changes are considered.

Regional Approach

153.  GAO’s recent work on domestic preparedness grants—including those administered by
ODP and successor organizations—showed that grant management could benefit from a
coordinated regional approach that builds a consensus of problems and potential solutions.
Coordinated regional approaches can also better target resources while reducing or eliminating
duplication and inefficiency. Among other things, data is needed on funding streams used
regionally, purchases made, and purchases plawied.

a, What policies, practices, and steps would you implement to ensure regionally collaborative
approaches to enhancing domestic preparedness?

ANSWER: I'understand DHS has taken a very proactive stance in encouraging States to leverage
existing regional entities, and establish regional collaboration where it does not exist. In addition
to the work that DHS has done to establish the Urban Areas Security Initiative (UASI), which
encourages regional collaboration among large, multi-jurisdictional cities, the Fiscal Year 2005
Homeland Security Grant Program adds another opportunity for regional participation, In 2005,
each Urban Area receiving Federal grant funding from DHS must develop a multi-jurisdictional
prevention and response plan based on the Improvised Explosive Device (IED) planaing scenario.
1f a state does not have a designated Urban Area, they must identify a multi-jurisdictional
metropolitan area or region in which to conduct this exercise. The goal of this planning and
exercise requirement is to further facilitate the integration of regional operational planning and
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activities.

b. What policies, practices, and steps would you implement to ensure that regional data was
collected regarding funding streams, purchases made, and purchases planned?

ANSWER: Collecting regional data is an important component of ensuring that Federal funds
are being spent effectively and efficiently. Through the Urban Areas Security Initiative (UASI),
the Department has encouraged the formation of regional structures, by mandating that the State,
core city and core county/counties take into account those other governmental entities that are
either contiguous to the Urban Area with whom they have mutual aid compacts. This regional
structure provides for the prudent and necessary expenditures of Federal financial assistance
against the stated goals and objectives outlined in the Urban Area Homeland Security Strategies.
It is my understanding that SLGCP has greater improved its collection of data on how grant funds
are being expended, including information on which States use a regional structure, and how grant
funds are being expended at the State and local level towards regional projects. I also understand
that DHS is beginning to collect data that will outline the projects by solution area (such as
equipment, planning, exercises and training) as well as by discipline {(such as law enforcement,
fire services or public works).

c. Do you believe that regional offices now in the Department should be reorganized? If so,
what should the timetable be?

ANSWER: I certainly intend to consider plans to establish a DHS regional structure with each
regional office responsible for a specific geographic area of responsibility. If confirmed I will
consider an appropriate regional structure for DHS and develop a timetable for implementation.

Communications Interoperability

154. The new intelligence reform act requires DHS, coordinating with the FCC and the
National Telecommunications and Information Administration, to assess potential technical and
operational standards and protocols for a nationwide interoperable communications network that
may be used by public safety, homeland security, and other first responder petsonnel.

a. ‘What policy guidance would you give officials who are doing the assessments?

ANSWER: First, as over 90 percent of public safety communications infrastructure is owned and
operated at the local and State level, it is vital that any interoperability solution take into
consideration the State and local level perspective Assessing potential technical and operational
standards and protocols is complicated by the challenge of replacing existing equipment while
maintaining legacy systems. To move forward, existing State and local infrastructures should be
leveraged to the extent possible limit the burden on State and locals of new system and equipment
requirements they cannot afford to maintain.
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In addition, while the improvement of interoperable communications begins with technology, I
understand that there are other critical success factors in planning and implementing interoperable
communications that must be considered in developing a nationwide interoperable
communications network. It is my understanding that the Department’s Office of Interoperability
and Compatibility and its SAFECOM program are working with the public safety community to
encourage a shift from a technology-centric approach to a comprehensive focus on all critical
success elements. These critical elements — frequency of use of interoperable communications,
governance, standard operating procedures, technology, and training and exercises — must also be
addressed to develop robust interoperability solutions. )

b. ‘What do you see as major challenges in the assessment and then later implementation of a
nationwide interoperable communications network?

ANSWER: Perhaps the best answer has already been presented by the National Task Force for
Interoperability (NTFI) in its final report on public safety communications. NTFI was formed and
funded by the DOJ National Institute of Justice, and included representatives from across the
public safety community. It defined the following five barriers to interoperability:

¢ Incompatible and aging communications equipment
Limited and fragmented budget cycles and funding
Limited and fragmented planning and coordination
Limited and fragmented radio spectrum
Limited equipment standards

s & & &

Upon confirmation I look forward to working with the Office of Interoperability and
Compatibility and other principal DHS agencies on the means to address the solutions to these
barriers as quickly and effectively as possible.

155.  The inability of first responders to communicate with effectively with one another during
an emergency is a long standing problem. Consequently, the Intelligence Reform and Terrorism
Prevention Act of 2004 includes several provisions to promote the development of interoperable
communications among our nation’s first responders. Among other things, the Act authorizes
establishment of an Office for Interoperability and Compatibility within the Directorate of Science
and Technology, which will carry out DHS responsibilities and authorities currently related to the
SAFECOM program. It requires the Secretary to develop a comprehensive national approach to
achieving public safety interoperable communications, coordinate with other Federal agencies,
accelerate the development of national standards, and develop appropriate minimum capabilities
for interoperable communications for federal, state and local public safety agencies. The Act
further authorizes the awarding of multi-year grants to ensure that first responders in high threat
areas can communicate with appropriate state and federal partners when responding to
emergencies. These provisions signal Congress’ intent that the federal government significantly
enhance its support for this vital homeland security need.

U.S. Senate Committee on Homeland Security and Gaver { Affairs Pre-hearing Questi ire Page 113 of 165



200

FINAL

a. If you are confirmed as Secretary, what steps will you take to ensure that Congress” intent is
realized so that achieving interoperable communications receives the leadership such a national
priority requires?

ANSWER: 1 understand that interoperability is a priority for DHS. In order to build on the
successful efforts of SAFECOM, Secretary Ridge formed the Office for Interoperability and
Compatibility (OIC) in October 2004 to serve as the overarching program within the Department
to strengthen and integrate interoperability efforts that improve local, tribal, State, and Federal
public safety preparedness and response. If confirmed as Secretary, I will continue to make

interoperability a top priority for DS, and will work the OIC and give it the support it needs to
expedite solutions. .

d. How do you believe the grant process should be used to focus state and local emergency
planners and first responders on developing and implementing plans for achieving specific first
responder interoperable communications capabilities?

ANSWER: It is my understanding that within the FY 2005 Homeland Security Grant Program,
the office of State and Local Government Coordination and Preparedness (SLGCP) is building on
the RAPIDCOM initiative, requiring each urban area receiving FY 2005 Urban Areas Security
Initiative funding to develop a plan to achieve tactical interoperable communications across
jurisdictions in the urban area, and to test that plan through exercises. States that do not have a

designated urban area must identify a multi-jurisdictional metropolitan area or region in which to
undertake this requirement.

With input from the public safety community, I also that understand SAFECOM bas created
coordinated grant guidance for use for relevant DHS and DOJ grants which outlines eligibility for
grants, the purposes for which grants may be used in support of interoperability. and guidelines for
implementing a wireless communication system. Grant guidance is an important step toward
improving national interoperability because it helps to align public safety communications related
grant dollars with the national effort to improve interoperability at all levels of government.

If confirmed as Secretary, I will work with DHS to continue to leverage the grant process as a
stimulus for action guidance and to support achievement of interoperable solutions nationally.

Citizen Involvement

156.  Over the past two years, DHS has initiated many new programs such as Citizen Corps and
Ready.Gov for citizen awareness and preparedness.

a. How do you rate the effectiveness of these efforts? How, if at all, would you change these
programs?
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ANSWER: [ understand Citizen Corps and the Ready campaign have made important
contributions to preparedness. The Ad Council has called the Ready public awareness campaign
the most successful launch in the history of the Ad Council and has garnered more than $360
million in donated media support.

It is my understanding that “Public Awareness and Citizen Participation” is one of the national
initiatives reflected in the FY 05 DHS grant guidance to the States. In the coming year, Citizen
Corps and Ready will be more closely aligned organizationally and will work more closely with
State and local governments as well as other stakeholders to focus greater attention on the role
citizens play in homeland security; to better educate the public about all-hazards safety and local
emergency plans; and to encourage collaboration between emergency responders and citizens
through training, exercises, and volunteer programs. In addition, if confirmed I will review othér
areas within the Department that focus on engaging the general public in hometown security and
assess whether these efforts could be combined with Ready and Citizen Corps to promote a
unified and Department-wide voice on community preparedness.

b. Are there additional initiatives you believe might add value to citizen involvement in
homeland security?

ANSWER: I understand that there are outstanding examples from around the country of how
citizens are contributing to homeland security — from critical infrastructure protection and bio-

terrorism exercises to watch programs and volunteer tearns trained and ready to supplement
emergency responders.

The Department certainly has the opportunity to help replicate existing Iocal programs nationwide
and expand opportunities for citizen involvement through pilot programs that would create a more
comprehensive network of citizen participation programs. For example, I understand the
Community Emergency Response Team (CERT) program, a valuable emergency response
training program that is a part of Citizen Corps, was started by the Los Angeles Fire Department
in 1994 and is now active nationwide. There are many other examples of successful focal
programs that the Department could explore to see if they too could be expanded nationwide.

DHS will continue the work of the Ready campaign and Citizen Corps and support additional
community outreach through schools, private and public sector worksites, faith-based
organizations, recreational outlets, and local media. Local, State, and national leaders must also
place greater emphasis on citizen responsibility and ensure their constituents have necessary
information relating to preparedness as well as training and volunteer opportunities.

Funding Formulas and Grants
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157. In When Terrorism Hits Home: How Prepared are State and Local Law Enforcement, the
Rand Corporation noted that “[hJomeland-security experts and first-responders have cautioned
against an overemphasis on improving the preparedness of large cities to the exclusion of smaller
cotnmunities or rural areas, noting that much of our critical infrastructure and some potential high
value targets (nuclear power plants, military installations, agriculture facilities, etc.) are located in
less-populated areas.” Moreover, we know that al Qaeda attackers lived, trained, transited, hid,
and otherwise used rural areas as a staging ground for the September 11, 2001 attacks.

a. Do you agree that an effective homeland security strategy must include significant funding
dedicated to smaller communities and rural areas for first responders and infrastructure
protection?

ANSWER: An effective homeland security strategy must recognize that each state will have
some basic requirements for prevention, protection and response. Given that we possess finite
resources in time, funding, and personnel, we must ensure that our allocation of resources is done
as efficiently and effectively as possible based upon we what currently know. Iunderstand the
Department has provided almost $12 billion dollars to State and local entities since September 11,
2001. States were required to perform detailed threat, vulnerability, needs and capability
assessments at the local level, and then roll that information up into a comprehensive state
strategy that addressed prevention, response and recovery goals. Urban Areas were required to go
through the same assessment and strategy development process.

b. What steps will you take to ensure that smaller communities and rural states and localities
receive adequate federal assistance to prepare to thwart or respond to terrorist attacks?

ANSWER: If confirmed, I will work with SLGCP towards flexible means of allocating grants
based on threats, vulnerabilities, and needs, appreciating that these factors do not only apply to
densely-populated regions. DHS also continues io give considerable flexibility to States to decide
on funding allocations. I understand that SLGCP guidelines mandate thai the State Administrative
Agency (SAA) provide at least 80% of the total amount of the grant award to local units of
government. This funding can be used for prevention, protection, response or recovery to

terrorism incidents, so recipients may address any of the gaps identified in their State Homeland
Security Strategies.

[ Do you agree that international borders, coastline, and the presence of critical
infrastructure, such as power plants and food supplies, are important factors that must be included

in addition to population and population density in distributing risk-based counter-terrorism
grants?

ANSWER: Absolutely. Key structures or areas such as high traffic borders, high volume ports,
mass transit operations, and critical infrastructure should be taken into account when DHS is
allocating grants and when states are expending their DHS homeland security assistance. It is my
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understanding that through the FY 05 Urban Areas Security Initiative (UASI), the Department
used a risk-based formula that took into account not only threat, but the presence of critical
infrastructure in 13 sectors, including transportation, energy, power plants, agriculture and food,
governmental facilities, commercial assets, defense industrial base, and others. Population and
population density were also factors in the overall UASI formula devised to identify 50 large
urban centers to participate in the program. The recipients of the UASI funds have the ability to
expend their dollars against the goals and objectives as stated in their Urban Area Homeland
Security Strategy. As Secretary, I would work to ensure that in making risk-based allocations for
state homeland security funding, DHS would look at these factors, as well as others such as the
presence of borders, ports, transit activities, and critical infrastructure

d. Do you agree that, while population should be a factor in the allocation of homeland
security grants, that localities that face significant threats should not be disqualified from

receiving homeland security funding simply because they do not meet a particular population
threshold?

ANSWER: Yes, all jurisdictions should be given consideration when allocating homeland
security funding and funding should be allocated based on risk, of which population is only one
factor. In addition, it is my understanding that DHS continues to give considerable flexibility to
States to decide on funding allocations to localities through the State Homeland Security Grant
Program. SLGCP guidelines mandate that the State Administrative Agency (SAA) provide at least
80% of the total amount of the grant award to local units of government.

e In allocating FY2005 UASI grants, the Department chose to measure a locality’s
population solely based on the population within city limits rather than look at metropolitan areas
or rely on other patterns of population distribution. Such an approach systematically
disadvantages areas of the country such as New England that are made up of numerous contiguous
smaller cities and towns. Do you believe that DHS, rather \iuan relying on arbitrary (and
sometimes centuries-old) political boundaries, should explore other means of defining an “urban
area” and other measures of how many people are likely to truly be at risk in a given area? Do
you agree that this would be more consistent with DHS’s focus on regional cooperation and
mutual aid? :

ANSWER: Major incidents will invariably have a regional impact, and prevention, protection,
response and recovery missions all require extensive regional collaboration. Homeland security in
the 21" century is highly interdependent, and it is imperative that we explore expanding our
collaboration to effectively address the threats and hazards we face. IfIam confirmed, I will
work to identify and expand successful regional approaches that allow participants to coordinate
planning and protection, spread costs, and share risk. State and local officials recognize the value
of risk-sharing agreements, and I look forward to close cooperation and consultation in
determining how best to assess risk, and ensure Federal assistance, including UASI grants,
strongly promotes expanded regional collaboration and mutual aid.
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f ‘What criteria should be used to determine which localities should receive direct funding?

ANSWER: I understand that other than port security grants and fire act grants, no funding is
made directly to a locality. Instead, DHS provides funding to States to ensure consistency with
State strategies and priorities. The Urban Areas Security Initiative provides financial assistance to
address the unique planning, equipment, training, and exercise needs of high risk urban areas, and
to assist them in building an enhanced and sustainable capacity to prevent, respond to, and recover
from threats or acts of terrorism. This funding is provided to urban areas through the State
Administrative Agencies.

DHS identified eligible urban areas through a formula that included variables to objectively -
prioritize funding for high-threat, high density urban areas. It is my understanding that the FY 05
UASI grant formula includes variables such as threat data from classified Intelligence Community
information and reported Federal, State and Local incidents; law enforcement activity; critical
public and private sector infrastructure; mutual aid cooperative agreements; and population and
population density.

The UASI program and the approach to identifying urban areas have evolved as our knowledge
base and capabilities improve. If confirmed, I will work to ensure that the formula reflects input
from Congress and our State and local partners, among others, and recognize the evolving nature
of both threat and overall risk.

g ‘What steps should be taken to ensure that direct funding to localities is spent in
coordination with states and other localities and is consistent with state response plans?

ANSWER: 1 understand that other than port security grants and fire act grants, no funding is
made directly is made directly to a locality. Currently, Homeland security grant Program funding
is disbursed is directly to the States to ensure that funds are spent in a coordinated fashion in
support of the goals and objectives included in the State homeland security strategies. It is also
my understanding that a minimum of 80 percent of these funds are passed-through to local
jurisdictions. In addition, UASI funding is provided to urban areas through the State
Administrative Agencies (SAA). I also understand that participation of local jurisdictions was a
critical component of the State Homeland Security Assessment and Strategy Process that took
place in FY 2003 and remains a core component of DHS programs. If confirmed, I look forward

to working with our stakeholders to ensure the spending is coordinated and consistent with State
strategies.

158.  In the past two years, several concems have been raised about the possible misuse of
homeland security funding provided by Congress through various DHS grant programs.

U.S. Senate Committee on Homeland Security and Governmental Affairs Pre-hearing Questionnaire Page 118 of 165



205

FINAL

a. What oversight do you believe DHS should exercise with respect to how recipients of
Homeland Security grants are using the funds?

ANSWER: Recipients of grant funding are primarily States, territories and urban areas, but other
grantees include city and county governmental entities, transportation systems, port authorities,
and private companies. Iunderstand a major challenge in administering first responder grants is
balancing two goals: minimizing the time it takes to distribute grant funds to State and local first

responders, and ensuring appropriate planning and accountability for the effective use of grant -
funds.

I note DHS already has established a number of policies and procedures to ensure accountability
on the part of grant recipients in use of funds. SL.GCP has consolidated six separate homeland |
security and emergency management grant programs into the Homeland Security Grant Program,
which has resulted in one simplified application package from States and territories, better
coordination of program goals and resources at the State level, and consolidation of reporting
requirements. States and urban areas are required to develop and submit for DHS approval
homeland security strategies that address threat, vulnerability, needs, and capabilities. Allocation
of grants funds must be tied to the strategic goals established to meet the threats, vulnerabilities
and needs identified in the strategy.

b. What assurance should DHS provide that funds are being used properly?

ANSWER: DHS should continue to place more emphasis on results-based reporting of planned
and actual grant expenditures, monitor expenditures, and make every effort to ensure that grant
guidance is clear and complete, providing technical assistance as appropriate. It is my understand
that SLGCP has implemented a biannual reporting process that tracks expenditures to ensure they
are based on State strategy goals and objectives. Ialso understand that DHS is beginning to
collect data that will outline the projects by solution area (such as equipracnt, planning, exercises
and training) as well as by discipline (such as law enforcement, fire services or public works).

In addition to these programmatic and reporting systems, I understand DHS already uses a variety
of formal and informal monitoring activities to ensure accountability in the management and
administration of homeland security grant funding. SLGCP plans to perform at least one formal
monitoring visit to all 56 states and territories each fiscal year. In addition, SLGCP has assigned
Preparedness Officers who work with every state/territory on a daily basis in implementation of
their homeland security strategy and grants management issues.

1 further understand that SLGCP aggressively investigates reports of misallocation of funds and
takes actions to rectify the issues accordingly. When areas of confusion arise, SLGCP
periodically issues Information Bulletins that provide additional guidance or clarifies DHS s
position on the use of grant funds. The Department routinely provides technical assistance at the
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request of grantees to aid in programmatic operations, and conduct regional financial management
training to grantees

If confirmed, I would continue these activities and seek other methods to encourage effective
monitoring.

159.  In June 2003, a non-partisan, independent task force sponsored by the Council on Foreign
Relations, chaired by former Senator Warren Rudman, issued a report entitled “Emergency
Responders: Drastically Under funded, Dangerously Unprepared.” That report (at page 1) stated
that “the United States remains dangerously ill prepared to handle a catastrophic attack on
American soil.” The report found (at page 1) for example, that “on average, fire departments
across the country have only enough radios to equip half the firefighters on a shift, and breathing
apparatuses for only one-third. Only 10 percent of the fire departments in the United States have
the personnel and equipment to respond to a building collapse.” It also noted that police
departments in cities across the country do not have the protective gear to safely secure a site
following an attack with weapons of mass destruction.” The Task Force stated (at page 2) that if
current funding levels (state and federal) are maintained, America will fall approximately $98.4
billion short of meeting critical emergency responder needs over the next five years. Despite
these and other findings, the Administration proposed, and Congress approved, less funding for
first responders and preventers in FY 04 than FY 03. Last year, federal funding for first
responders decreased for the first time since the 9/11 terrorist attacks.

a. If you are confirmed as Secretary, what will you do to close the gaps between the funding

necessary to meet these and other identified needs, and the amount of funding available to fulfill
them?

ANSWER: While I am not conversant with the details with the CFR report, I would note that
supporting our nation's public safeiy and homelard security is a shared responsibility for all levels
of government and for all Americans. The Administration believes the President's Budget
requests have included sufficient funding to address the most critical needs of State and local first
responders, recognizing that DHS and its State and local partners are still evaluating the full
extent of our homeland security vulnerabilities and needs. In FY2005, DHS anticipates awarding
over $3.5 billions in grants. As national prioritics and capabilities are further defined through the
HSPD-8 process and the development of the national preparedness goal, homeland security grant.
guidance will continue to prioritize spending to close critical capability gaps nationally. If
confirmed, I will work to ensure that the critical funding necessary to support our Nation's first
responders continues to be made available in a timely and effective manner.

b. How can we assess what is truly needed and not short-change those in the first line of
defense?

ANSWER: DHS is working with State and local entities and the first responder community to
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develop a national preparedness goal that will provide target capabilities and performance metrics
that will allow jurisdiction to assess their preparedness.

Additionally, as national priorities and capabilities are further defined through the national
preparedness goal process, homeland security grant guidance will continue to become more
targeted, ensuring that funding is expended ¢o close critical capability gaps nationally. If
confirmed, T look forward to ensuring that the Department remains committed to ensuring that
critical funding necessary to support our nation’s first responders continues to be made available
in a timely and effective manner.

160.  For FY 2005, DHS decided not to renew New Haven, Connecticut’s funding under the
Urban Areas Security Initiative (UASI). In addition to New Haven, five other cities that received
FY 2004 UASI grants were excluded. 43 communities remained in the program. According to
the FY 2005 program guidelines, UASI allocations are distributed using credible threat, presence
of critical infrastructure, vulnerability, population, population density, law enforcement
investigative and enforcement activity, and the existence of formal mutual aid agreements as
funding factors. However, the exclusion of cities that were designated as “high threat urban
areas” in FY 04 from the FY 05 program is difficult to explain and is very disturbing. The result
is that communities designated as high threat areas one year are left without dedicated funding
before their vulnerabilities are adequately addressed. This problem is especially acute given deep
cuts proposed by the Administration in the State Homeland Security Grant Program.

a Has the threat to these particular communities decreased while it has increased for others?

ANSWER: Answer provided below.

b. Has the Department sufficientiy catalogued and prioritized critical infrastructure across the
counfry such that it can reliably determine that protecting the critical infrastructure in the excluded
cities is no longer a national concern?

ANSWER: ANSWER TQ BOTH 160(a) AND 160(b): I understand that the Department used the
most comprehensive and robust data available in determining the urban areas eligible for funding
under the FY 2005 UASI program. To expand your description of the funding formula used to
allocate the UASI funds is a combination of five variables: 1) a combined threat index derived
from classified intelligence community information and reported Federal, State, and local
incidents; 2) a law enforcement activity index that accounts for the number of FBI terrorism-
related cases under investigation and/or arrests, along with Immigration and Custom Enforcement
data for special interest alien apprehensions; 3) an index for national critical public and private
sector infrastructure, weighted for vulnerability and consequence of loss; 4) an index for formal,
written mutual aid cooperative agreements; and 5) an index for population and population density.
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If confirmed, I look forward to reviewing the way these funds are being allocated to see if there
are ways the process can be even further improved. I recognize that the non-static nature of risk
and threat may lead to changes in the funding allocation over time. 1 believe that all relevant data
and the manner in which it is used to determine the urban areas at greatest risk should be
continuously reviewed and improved so that this program most effectively and efficiently in
reduces the vulnerabilities of the areas at greatest risk.

161.  Smatler states often have a smaller tax base and more limited resources that more
populated states. Yet, open borders and coastlines, nuclear power plants, critical food supplies,
large temporary tourist populations, ports, and other significant targets are located in these
communities. Without federal assistance to these areas many terrorism prevention and recovery
needs will simple remain unmet. Despite these facts, some co ors have suggested that too
much federal funding has gone to rural areas and urge a large shift in funding to favor large
population centers alone.

a Do you agree with those that believe too much funding has gone to small states?

ANSWER: Every State has some risk factors and minimum capabilities that will need to be
addressed. As we become more sophisticated in our data collection and analysis, our funding
decisions should become more refined and more targeted towards risks, vulnerabilities, and needs.

b. Are small and rural states now prepared to meet the challenges of a terrorist attack, such
that DHS should focus its attention and resources on populated areas to the exclusion of smaller
states?

ANSWER: Our homeland security depends upon our commitment to secure those areas that are
of the highest interest to our enemies and which would result in the highest consequences if
attacked. While disagreements may occur regarding distribution of the Federal investment among
the various jurisdictions across the country, we ail agrec thei our financial investments should first
secure those areas most at risk of a terrorist attack. However, because terrorists can live and plan
anywhere, and because critical infrastructure, homeland security efforts must encompass the
nation. If I am confirmed as Secretary of Homeland Security, I will ensure that we carefully
differences in risk and resource base among States.

162.  On January 6, 2005, this committee announced that it would conduct an investigation of
allegations of fraud and waste in the distribution of disaster aid by the Federal Emergency
Management Agency. In the course of this investigation, the committee will seek and expect full
access to documents, witnesses and other information related to FEMA’s processes, decision-
making, recommendations and actions in connection with the distribution of disaster aid,

particularly with respect to the recent series of hurricanes that hit Florida and the Southern
Atlantic coast.
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a. Can you assure the committee that it will receive FEMA’s full cooperation in this
investigation and that you will personally intervene, if necessary, to assure such cooperation?

ANSWER: If confirmed, I will make every effort to accommodate the information needs of
congressional committees conducting oversight about the operations of the Department of
Homeland Security. The precise contours of such accommodations would depend upon the
congressional needs and executive branch interests in the particular situations and would likely
include the provision of appropriate information in one form or another.

b. Can you assure the committee that it will receive full access to all documents, witnesses
and other information needed to conduct its investigation and to ensure visibility into how
taxpayer funds are being spent?

ANSWER: If confirmed, I will make every effort to accommodate the information needs of
congressional committees conducting oversight about the operations of the Department of
Homeland Security. The precise contours of such accommodations would depend upon the
congressional needs and executive branch interests in the particular situations and would likely
include the provision of appropriate information in one form or another.

c. What actions will you take to protect the integrity of FEMA’s disaster aid program?

ANSWER: If confirmed, I would work with FEMA to ensure that it continues to be a good public
steward of taxpayer dollars through proper program and financial controls, while stiil ensuring
that the needs of all eligible disaster victims are met in the quickest possible fashion. FEMA has
responded to numerous natural disasters over the last fiscal year and aided millions of victims.
DHS will continue to review its policies and programs to improve the effectiveness and efficiency
of response and recovery efforts.

Exercises and Communication

163.  DHS has conducted two major preparedness exercises and the reporting of is working fo
report on the lessons and best practices learned. In the meantime, the Department is also
preparing for its third coordinated, full-scale exercise this spring.

a. How useful do you feel preparedness exercises such as TOPOFF-2, the five-day, full-scale
exercise and simulation of how the nation would respond in the event of a WMD attack, are in
preparing the nation to respond?

ANSWER: Preparedness exercises such as TOPOFF 2, and TOPOFF 3 are extremely useful
because they allow emergency resources to operate using real world scenarios and help identify
issues or preparedness gaps that require attention prior to an actual event. I understand that these
exercises are planned and developed over two years, increase in complexity and provide an
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important opportunity for interaction between local, State and Federal response agencies that
otherwise might not work together prior to real incidents. These week-long exercises test the
capabilities of numerous entities thronghout specific regions with national and international
participants. I further understand that the lessons learned from these exercises are utilized when

developing national response plans, first responder training, and designing new homeland security
initiatives.

b. Do you believe DHS should fund and oversee additional exercises in different areas of the
country to help identify and address weaknesses in regional response capabilities?

ANSWER: Yes. In addition to TOPOFF, DHS supports numerous other exercises to provide
Federal, State, and local responders and regional organizations the ability to.test their capabilities.
With the ongoing expansion of the exercise programs, the Department will be able to better
understand and to address the needs of responders throughout the Nation.

164. Effectively communicating risk to the public during an event is essential. What policies
would you have for disseminating information to the public swiftly and what role do you envision
for DHS in different scenarios?

ANSWER: The Secretary of Homeland Security has the responsibility to coordinate response to
major domestic incidents. A critical component of that national effort is communications ~ our
ability to inform our citizens accurately and promptly about homeland security issues and
incidents. This is a challenge for us to meet at the Federal, State, local and private sector levels.
1 understand that DHS is responsible for coordinating the Federal incident communications effort
to-ensure that the public is fully informed during incidents of national significance. Specific
procedures and communications protocols have been developed, exercised, and refined during
real-world incidents. Iunderstand these are now incorporated as doctrine within the National
Response Plan and the National Incident Management Sy<tem (NIMS). When activated, they
rapidly unify the Federal incident communications effort and ensure synchronization of the
message with State, local, tribal, and private sector incident management authorities.

In addition, the Homeland Security Advisory System (HSAS) was implemented to improve
coordination and communication among all levels of government, the private sector and the
American public. Since this tool was unveiled, DHS has demonstrated that the HSAS can be
raised for the entire Nation or applied more surgically to certain geographic regions or industry
sectors on the basis of intelligence reports at that time.

First Responders

165.  Although the Department has recently created a “one-stop” shop for first responder
funding in the office of State and Local Government Coordination and Preparedness (OSLGC),
coordination issues within DHS remain. For example, SAFECOM and OSLGC have
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independently developed scenarios for first responders to use in assessing their capabilities to
respond to specific types of events. It is not clear how first responders are expected to combine
the two sets of scenarios to develop a single, cohesive assessment of their current capabilities.

‘What would you do to coordinate DHS’ guidance for and interaction with first responders to help
them identify the threats and events for which they should be prepared, assess their capabilities to
prepare for and respond to those threats and events, and measure their progress in developing
needed capabilities?

ANSWER: I understand there are 15 scenarios that have been developed that focus both on
terrorist threats and natural hazards, including hurricanes, earthquakes, and pandemic influenza.
These scenarios represent a range of key national risks, and are designed as illustrative planning,
scenarios to inform and guide development of agile, flexible, and robust homeland security
capabilities at all levels of government. They form a core element of the strategy for achieving a
true national preparedness system, as called for in Homeland Security Presidential Directive 8,
and will be used by all DHS components to assist states and local jurisdictions in assessing their
capabilities to prevent, protect, deter, respond to, and recovery from specific types of events and
achieving minimum baseline capability levels.

T also understand that the Department is currently conducting an inventory of all of its
preparedness programs and assets so that an analysis can be completed to determine the feasibility
of consolidating those programs and assets under a single entity solely dedicated to preparedness
activities. If confirmed, I look forward to reviewing the results of this assessment,

166. Some state and local governments believe that they should be allowed to use funds in the
Homeland Security Grant program for salaries for first respender personnel, which is one of their
most critical homeland security needs. Secretary Ridge, however, testified before this Committee
an May 1, 2003, that it was not the role of the federal government to pay the salaries of state and
local employees. Despite opposition from the Administration, Congress passed the Staffing for
Adequate Fire and Emergency Response Firefighters Act (SAFER Act), which authorizes funds
for a competitive grant program for localities to hire more fire fighters. The Act was passed as part
of the Fiscal Year 2004 National Defense Authorization Act. DHS has also recognized that the
federal government must assume a larger share of the burden for funding first responders by
allowing states and localities to use up to 25% of certain homeland security grant funds to support
operational overtime costs associated with critical infrastructure profection during elevated threat
levels. Do you support these initiatives in which the federal government is actively assuming a
greater role in helping states and localities meet these personnel responsibilities?

ANSWER: The focus of Federal funds must be the development of sustainable capacity at the
State and local levels to ensure preparedness. Iunderstand that the Department does support
efforts to supplement, but not supplant, State and local personnel needs in specific circumstances.
The operational costs included in the 25% of the Urban Areas Security Initiative (UASI) and the
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Law Enforcement Terrorism Prevention Program (LETPP) are available for the payment of
overtime costs related to the protection of critical infrastructure during both Code Orange and
Code Red alerts and a lesser amount at code Yellow, These funds also may be used for overtime
costs related to the participation in local, state, or regional information shating entities, such as
Joint Terrorism Task Forces (JTTFs). The Department encourages these information sharing
initiatives, as a way of providing enhanced capacity at the state and local level to detect, deter,
disrupt or prevent acts of terrorism. The I further understand, however, that there is a concern that
allowing grants to be used for the hiring of additional State and local public safety personnel will
divert funds from training and equipping those already on the front lines, and would leave these
newly-hired personnel at risk of termination once grant funds expire.

167.  The aforementioned report of the Council on Foreign Relations pointed out that the nation
has yet to define national standards of preparedness — that is the essential capabilities that each -
jurisdiction of a particular size should have or have immediate access to in order to keep citizens
safe. Without such standards, it is impossible to determine for each jurisdiction the gaps between
how prepared it is and how prepared it needs to be. The Council stated that “the absence of a
functioning methodology to determine national requirements for emeérgency preparedness
constitutes a public policy crisis. Establishing national standards that define levels of
preparedness is a critical first step toward determining the nature and extent of additional
requirements and the human and financial resources needed to fulfill them.” (page 8-9).
Similarly, the 9-11 Commission pointed to the need for “benchmarks for evaluating community
needs.” (Commission report at page 396).

a What is your understanding of the amount of progress the Department made in developing
such standards or benchmarks?

ANSWER: I understand that the Department has sought extensive input from the Federal, State,
local, and tribal levels of government and the private/non-profit sectors, and intends to publish the

National Preparedness Goal at the end of March 2365.
b. When would you anticipate that these standards would be completed?
ANSWER: I understand that the Department has sought extensive input from the Federal, State,

local, and tribal levels of government and the private/non-profit sectors, and intends to publish the
National Preparedness Goal at the end of March 2005.

c. Do you agree that these standards are necessary in order to guide funding decisions?
ANSWER: I belicve these standards are essential so officials at all levels of government can make
informed decisions about where to best apply finite resources, and can gauge and report progress to

the public. If confirmed, I look forward to an energetic Federal, State, local, tribal and private sector
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partnership that uses outcome-oriented standards of performance that are reliable indicators, have
predictive power, and provide actionable information.

Science and Technelogy

168. The Science and Technology Directorate is the primary research and development arm of
DHS.

a. How adequate do you believe the current efforts are to coordinate ongoing and future
research among different federal agencies?

ANSWER: I understand that the current efforts to coordinate research among the Federal
agencies are adequate and are, in fact, working well. The S&T Directorate has been coordinating
with all other relevant Federal agencies as well as other components of the Department of
Homeland Security, as well as working with other Federal agencies. 1 understand that DHS is the
coordinating lead on countermeasure research and development. )

b. Do you believe there is a benefit to overlapping research efforts?

ANSWER: Iunderstand coordinated and integrated research efforts across the entire enterprise
allow the Department of Homeland Security to leverage results of the basic science conducted by
organizations such as the National Science Foundation, the Department of Energy Office of
Science and the Department of Commerce National Institute of Standards and Technologies. The
Department also leverages investments in technologies by the Department of Defense and the
Department of Health and Human Services. Multiple approaches and leveraged and coordinated
efforts are critical in areas of high importance, such as nuclear and biological countermeasures.

Research and development efforts in these and other areas should be coordinated to cnsure a
minimum of duplication.

[ What do you see as inhibitors to the transfer of technology for homeland security
purposes?

ANSWER: DHS advises that technology transfer is definitely a concern. Often, technology
developed for one purpose, such as a military application, cannot be transfetred in a
straightforward manner to civil operations. The requirements for maintenance and support, for
performance, and for total cost of ownership often inhibit such transfers. Although the basic
scientific principles that underpin a particular technology may be leveraged, nevertheless

significant re-engineering is required to make the technology suitable for homeland security
purposes.
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I understand that other issues associated with transferring technologies to the homeland security
operating environment include the need for ease of operations, extremely low total cost of
ownership, providing liability relief, providing incentives for non-Federal actors to purchase
useful technologies, developing and promulgating standards and providing technical assistance to
aid those purchasers in their procurement decisions. While DHS has made tremendous progress in
all these areas, much remains to be done, and sustained effort is needed.

169. The Science and Technology Directorate within DHS was designed to be a lean, flexible
organization that could draw broadly across the full scope of expertise and resources within and
outside government to help solve homeland security challenges. However, there are concerns
that, as it is currently operating, the Directorate is not fulfilling this vision. Specifically, the
Homeland Security Act established HSARPA within the S&T Directorate to be similar in
purpose, powers and organization to the Defense Advanced Research Projects Agency (DARPA)
within the Department of Defense. DARPA’s success has been grounded in its independent role,
which has enabled it to recruit outstanding scientific and technical talent, fo promote creativity
and adaptability under a lean, flexible organizational structure, to use highly flexible contracting
authority, and to entice collaboration from other entities by using its own relatively modest R&D
investments to leverage far larger R&D and development investments by its partners, both in

DOD and in the private sector, to achieve the remarkable technology advances crucial to the DOD
mission. B

However, DHS officials have not followed this model for HSARPA.. Instead, the Science and
Technology Directorate includes a large office of Programs, Planning and Budget — an office not
authorized in the legislation — that controls funding decisions and which thus far has chosen to
funnel a disproportionate amount of R&D funding to federal laboratories on a non-competitive
basis rather than to HSARPA for competitive grant awards. The labs will perform “intramural”
services, not the competitive “extramural” outreach effort to leverage other technology actors that
the authorizing legislaiion called for, and which have been far more productive of results. While
there may well be a need for research by the federal labs, such as in the radiological area, this is
not the optimal balance or the one envisioned by the authorizing legislation.

a. For FY 04, what is your understanding of the final breakdown of money distributed
competitively through HSARPA compared to funds given for “intramural” R&D? Do you have a
view on what the propose breakdown should be for FY 05?7

ANSWER: For FY 2004, I understand the S&T Directorate allocated $365 million competitively
to industry, $174 million for Federal laboratories (including construction), and $160 million to the
national laboratory system. For FY 2005, I look forward to working with the Under Secretary for
Science and Technology to allocate funding in a manner that will most effectively meet the
Department’s mission to ensure the safety of the nation.
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b. Describe your views on the role of the office of Programs, Planning and Budget within the
Science and Technology Directorate and on the optimal funding levels for HSARPA and for
intramural entities such as the national labs.

ANSWER: It is my understanding the Office of Plans, Programs and Budgets manages and
executes the PPBS cycle for the Directorate. [ look forward to working with the Under Secretary
for Science and Technology to ensure that the Directorate’s structure and allocation of resources

are conducive to fulfilling its critical missions under section 302 of the Homeland Security Act of
2002.

Office of International Affairs

170.  The mandate of the Department of Homeland Security's Office of International Affairs is
to manage international activities within the Department and to serve as a liaison between DHS
and foreign governments, diplomatic missions, and international organizations. What are your
plans to ensure that DHS is effectively forming and managing relationships with the international

community? How do you envision the role of the Office of Intemnational Affairs in this
Departmental effort?

ANSWER: 1 fully appreciate the concept that to be safe at home, the Department also needs to be
engaged effectively abroad. Effective international partnerships can exponentially increase the
border and transportation security for the US and our international partners. In the first two years
of DHS, the U.S. and the international community have recognized that we have mutual security
problems that we can solve by working together for our mutual benefit.

1 look forward to working closely with the international community in the months and years ahead
to build upon and expand the tremendous international cooperation the Department currently
enjoys. Iunderstand their responsibilities include the promotion of information and education
exchanges with nations friendly to the United States and the sharing of best homeland security

practices and technologies. If confirmed, I will encourage these efforts to become even more
robust,

171.  Because many countries have long histories of fighting terrorism, foreign governments,
universities, businesses, and non-profits are often a valuable source of expertise on homeland
security technologies and terrorism prevention, response, and crisis management. How do you
envision DHS taking advantage of current and potential partnerships with the international
community to better prepare our country for the terrorist threat?

ANSWER: I strongly believe in pursuing international cooperation in support of

counterterrorism technology development, testing, evaluation, deployment, and operation.
International cooperation allows us to expand our capacity by leveraging funding, people, and
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facility resources to address a broad range of threats. Closer international collaboration also helps
to ensure that countermeasures are technologically compatible and interoperable.

I expect that joint research and development activities will cover a broad spectrum including
exchanges of information and experts; joint exercises, workshops, and conferences; and
collaborative research and testing. I understand that there has already been significant activity in
this area, this past December DHS signed an agreement with the United Kingdom to pursue joint
research and development of homeland security technologies. I expect additional agreements with
other countries to follow,

172.  DHS is in the process of developing a system of attaches to serve in embassies around the
world, with the goal of eventually establishing a cadre of DHS specialists to represent DHS
abroad. What is your overall strategy in developing this attaché system?

ANSWER: [ understand the Department is planning to build a cadre of DHS to engage the
international community at senior levels. DHS maintains a robust presence around the world and
its international concerns range from border and transportation security to refugee processing.
The concept of DHS attaches seems promising, and I look forward to engaging on this issue.

Secret Service

173.  Following 9/11, the Secret Service’s protective responsibilities increased with additional
individual protectees as well as the responsibility for a greater number of National Special
Security Events (NSSEs). Further, their investigative mission has become more imperative,
particularly with regard to financial infrastructure protection and the expansion of their Electronic
Crime Task Force initiative. In light of this expanded workload, do you believe the Secret Service
has the manpower and resources it needs to fulfill its protective and investigative missions? Will
the Department be requesting additional FTEs for the agency?

ANSWER: This is my understanding as well.

Security concerns have increased tremendously since 9/11 and the Secret Service has been
fulfilling its enhanced protective responsibilities with Special Agent personnel.

In terms of future growth, I understand that the Secret Service will create a new protective detail
for President George W. Bush and his spouse when he leaves office at the end of his second term.
The addition of a former President’s protective detail is supported by both protective and
investigative based agents. By proactively and addressing this requirement, the Secret Service
will not negatively impact other critical mission areas.

174.  Some are concerned that the Department has plans to de-emphasize the investigative
mission of the Secret Service, including work they do in the areas of counterfeiting, financial
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fraud and cybercrime. Do you believe the Secret Service’s investigative functions should remain

intact, and that the Department should continue to support the work the agency accomplishes in
this field?

ANSWER: As discussed above, the Department is keenly aware of the Secret Service's dual
missions of criminal investigations and protection and has strongly supported the agency’s efforts,
both domestically and abroad. The dual missions of the Secret Service complement each other
and are interdependent. Through its extensive field office network, the Secret Service develops
and maintains the liaison with the international, State, local, and tribal partners who provide the
local foundation for the protective mission. Agents gain valuable maturity and experience through
their work in the field offices which provide a training ground to develop the unique skills
required of the agents for both the criminal and the protective missions. Should I be confirmed, I
will continue to work with the Secret Service to ensure that they have the resources, tools and
authorities necessary to effectively carry out these intertwined dual missions. ’

175.  Many in Congress have expressed support for the Secret Service Electronic Crime Task
Force initiative. What is the Department doing specifically to support this initiative and ensure
the Secret Service has the resources it needs to continue this important work?

ANSWER: As background, the USA PATRIOT Act of 2001 directed the Secret Service to
develop a nationwide network of Electronic Crimes Task Forces (ECTF), based upon the Secret
Service’s highly successful New York ECTF model. The ECTF’s incorporate elements of the
private sector, academia, Federal and state prosecutors, and law enforcement in the prevention,
detection, mitigation and aggressive investigation of attacks on our Nation's financial and critical
infrastructures. [ understand the Service has established 15 ECTFs nationwide.

In addition to the ECTF model, I understand that the Secret Service has established several other
initiatives in the effort of preventing and investigating cyber-based crimes. One of the initiatives
is the development of a cyber training program for State and local law enforcement in an effort to
increase law enforcement capabilities in dealing with electronic crime cases. These efforts
complement the Department’s continuing goal of enhancing State and local partnerships.

176. Please describe your understanding of the mission of the Secret Service as it relates to
National Special Security Events. Were the four NSSE events in 2004 deemed successes from a
security perspective? Do you see a way to “export” the lessons and procedures learned from
NSSE’s to other homeland security programs and projects?

ANSWER: In Calendar Year 2004, the Secret Service developed, coordinated and implemented
the operational security plan for the following five National Special Security Events:
- State of.the Union Address (January 20, 2004)
G-8 Economic Summit (June 6-8, 2004)
State Funeral for President Reagan (June 7-11, 2004)
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Democratic National Convention (July 26-29, 2004)
Republican National Convention (August 30-September 2, 2004)

In 2003, to date, the following two events have been designated as NSSEs:
2005 Presidential Inauguration (January 20, 2005)
State of the Union Address (February 2, 2005)

From a security perspective all of the events to date were successful. The Secret Service's
ongoing partnerships with Federal, State, and Local public safety and law enforcement officials
were exemplified this past summer when the Secret Service was tasked with addressing the
operational security plans for two major, concurrent multi-venue NSSEs (the G-8 Summit and
President Reagan’s funeral ceremonies on both the East and West coasts) while also involved in
the 2004 Presidential campaign. This called for creative use of all available resources — in terms-
of both personnel and equipment. This also highlights the importance of the Secret Service’s field

office network that maintains these ongoing critical relationships with our Federal, State and local
partners.

Federal Identification Standards

177.  Section 7212 of the Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA)
calls for a negotiated rulemaking process to establish federal minimum standards for drivers
licenses. The Secretary of Transportation is in the process of appointing a rlemaking committee
of interested parties, which must submit its recommendation to the Secretary of Transportation
within nine months. Under the new law, the DOT is to consult with DHS in the formulation of
these federal standards, and DHS will have a representative on the rulemaking committee.

a. What priorities should guide the federal government in developing the standards? What is
your view of the role that DHS should play in this process?

ANSWER: DHS shouid participate fully in this activity, supporting DOT in its development
process and providing the homeland security perspective. Iunderstand that a DHS-DOT working
group has already met and will continue to work aggressively on this important matter.

b. Should DHS be seeking primarily to ensure that the final rule results in the most secure

and reliable drivers licenses and identification cards possible? Or should DHS be seeking to
advocate for goals other than security and reliability?

ANSWER: DHS will advocate for secure and reliable licenses. However, DHS recognizes that

Congress gave DOT the lead on this issue and required DOT to conduct a negotiated rulemaking
to develop the standards.

c. Do you believe that requiring applicants in all states to supply social security numbers (or
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proof from the Social Security Administration that they are not eligible for a social security

number) would increase the security and reliability of drivers' licenses and identification cards?
‘Why or why not?

ANSWER: ! do not have a firm position yet on the desirability of using social security numbers
during the issuance process. I will need to learn more from the Social Security Administration
about their databases in order to address this question more fully.

d. Currently, some states allow illegal aliens to obtain drivers licenses. IRTPA specifically
prohibits the minimum standards from infringing on a State's power to set criteria concerning
what categories of individuals are eligible to obtain a drivers license. Some are advocating for
passage of a federal law that would prohibit illegal aliens from obtaining a drivers license in any
state. Do you believe the federal government ought to dictate to the states whether and under
what circumstances they may issue drivers licenses to undocumented aliens? Please describe
what you see as the proper federal role in this question. Should the federal government encourage
issuing licenses and identification cards to undocumented aliens, should it discourage doing so, or
should it remain neutral? Why?

ANSWER: States have traditionally issued driver’s licenses and identification cards to their
residents. Today, driver’s licenses not only serve to certify that a person understands the rules of
the road and is eligible to drive, but are also widely used as a form of identification. While States
are best situated to govern the public safety aspects of licenses, the federal government has a
legitimate interest in improving the security and reliability of documents that are used to establish
and verify an individual’s identity. The related matter regarding issuance of driver’s licenses to
undocumented aliens is particularly challenging. I understand that there are significant issues on
both sides of the debate, though I have not yet had the opportunity to fully consider and hear the
issues involved. Should I be confirmed, I look forward to engaging in the conversation.

178, Section 7220 of the IRTPA requires the DHS Secretary to submit proposed minimum
standards within six months for identification documents required of domestic commercial airline
passengers. Congress must then approve the standards or a set of default minimum standards will
go into effect. Those default minimum standards would require that passengers have (1) a valid,
unexpired passport, (2) a domestically issued document that the DHS Secretary designates as
reliable for identification purposes, (3) any document issued under the authority of the
immigration laws, or (4) a foreign document issued by the country of nationality of any alien not
required possess a passport for admission to the U.S. and designated as reliable for identification
purposes by the DHS Secretary.

a. What factors do you believe DHS should consider in promulgating identification staridards
for airline passengers and drivers licenses?

ANSWER: The primary purpose of setting minimum identification standards for airline
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passengers is to ensure the safety and security of the air environment, especially commercial
airline travel. Guidance provided by the statute’s default standards will assist DHS in proposing
minimum standards for airline passenger identification. Such standards should seek to improve
the document issuance process by enhancing the reliability of verification of “breeder” documents
(i.e., birth certificate, or other documents used to validate the identity of an individual), thus
improving security.

b. In what ways do you think the DHS-proposed standards should differ from the default
minimum standards in the statute?

ANSWER: As noted above, one area where the DHS standards should differ from the default
minimum standards is how the potential DHS standards address the ability of minors to board
commercial aircraft. :

c. Do you believe that the minimum standards for identification documents required of
airline passengers should be any different than federal minimum standards for drivers licenses and
identification cards? If so, why and in what way should the standards be different?

ANSWER: While there may be a substantial overlap between the standards used for
identification required of airline passengers and the standards used to issue driver’s licenses and
identification cards, the standards need not be identical since they serve different purposes. The
primary purpose of setting minimum identification standards for airline passengers is to ensure the
safety and security of the air environment, and especially commercial airline travel. This should
no doubt inform, but not mandate the processes by which States issue and verify identification.

d. Should DHS attempt to ensure that the federal minimum standards for drivers licenses will
be sufficient to serve as identification for domestic airline passengers? Should the two sets of
standards be integrated? If so, how do you plan to do s0?

ANSWER: I understand that section 7220 of IRTPA requires the Secretary of Homeland
Security, by June 17, 2005, to propose to Congress minimum ID standards for domestic
commercial airline passengers boarding an aircraft. If confirmed I look forward to examining this
issue in depth in developing the proposal. 1also look forward to working with the Secretary of
Transportation to implement section 7212 of IRTPA, which requires the issuance

of regulations that set forth minimum standards for driver’s licenses or personal ID cards issued
by a State for use by Federal agencies, and determining the extent to which the requirements in
section 7212 and 7220 should be coordinated.

Civil Liberties

179.  The nature of the mission of the Department of Homeland Security makes safeguards
especially important. The Department is now our country’s biggest law enforcement agency. It
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has more Federal officers with arrest and firearm authority than the Department of Justice. In
addition, DHS law enforcement personnel have contact with thousands of people every day. In
this post 9/11 world, DHS law enforcement personnel must be especially sensitive to maintaining
civil liberties as they work to strengthen security and detect and deter terrorist attacks. To that end,
when Congress created the Department of Homeland Security, it also established an Officer for
Civil Rights and Civil Liberties as well as a Privacy Officer within DHS to provide input as
policies and programs are developed and implemented that may have potential impacts on the
privacy and civil liberties of individuals.

To further strengthen protections of civil liberties, last Congress, Senators Collins and Wyden
introduced S. 2536, the Homeland Security Civil Rights and Civil Liberties Protection Act of
2004. The bill became law as part of the Intelligence Reform and Terrorism Prevention Act of |
2004. That Act amends the mission of DHS to ensure that actions taken by DHS to protect the
homeland do not diminish civil liberties and civil rights. The Act also codified into law many of
the responsibilities that were assigned to the Officer for Civil Rights and Civil Liberties, including
assisting in the development of departmental policies to ensure that civil liberties are given due
consideration; overseeing compliance with constitutional and other requirements relating to the
rights and liberties of individuals affected by the Department’s programs; coordinating with the
Privacy Officer to ensure that overlapping privacy and civil rights concerns are addressed in a
comprehensive way; and investigating alleged abuses of civil rights and civil liberties. The Act
also clarifies that the Officer is appointed by the President and reports directly to the Secretary.
Finally, the Act requires the Inspector General to designate a senior official within his office to
focus on civil rights and civil liberties issues.

a. If confirmed, what steps will you take to implement this Act?

ANSWER: I believe that it is critical that the Department of Homeland Seourity continue its
commitment to protecting civil liberties and privacy while aggressively seeking ways to enhance
America’s sécurity. We cannot sacrifice liberty for security; rather, we must search for innovative
‘ways to enhance security and liberty at the same time. The Department also must continue to
prohibit the practice of racial profiling, which is unacceptable as a law enforcement tool, and carry
out our law enforcement activities as mandated in the Department of Justice’s Guidance
Regarding the Use of Race by Federal Law Enforcement Agencies.

The Department will fully implement the Homeland Security Civil Rights and Civil Liberties
Protection Act of 2004 (“the Act™). If confirmed, I will ask for an implementation plan from each
of the three offices impacted by the law ~ the Office for Civil Rights and Civil Liberties, the
Office of the Chief Privacy Officer, and the Office of the Inspector General. 1 will also consult
with the Privacy Office and the Office for Civil Rights and Civil Liberties to ensure that, in areas
where they may have overlapping jurisdiction, they have the appropriate protocols in place to
ensure the coordination necessary to take comprehensive action. The Act seeks to strengthen the
roles these offices play within the Department so that senior officials fully consider civil rights,
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civil liberties and privacy issues as the Department formulates policy and carries out its law
enforcement and intelligence activities.

b. What role do you see the Department’s Officer for Civil Rights and Civil Liberties playing
in the development and implementation of Department policy under your leadership?

ANSWER; Preserving the civil rights and civil liberties of the American people is essential as we
combat terrorism. Section 8303(4) of the Intelligence Reform and Terrorism Prevention Act of
2004 codified the Officer’s important role in providing legal and policy advice to the senior
leadership of the Department. I understand that the Officer is preparing an implementation plan
that is responsive to these statutory changes and constructive for the Department, and if confirmed
1 look forward to working with the Officer on this plan. The Officer should have a prominent role
in policy development and implementation.

c. How will you, as Secretary, seek to achieve the necessary balance between preserving our
security and preserving our liberties? How will you ensure privacy, civil rights, and civil liberties
issues are considered and addressed as DHS policies and programs are developed and
implemented?

ANSWER: The Department of Homeland Security is unique in the process it has used to address
issues relating to civil rights, civil liberties and privacy. From its inception the Department has
had a Privacy Officer and an Officer for Civil Rights and Civil Liberties who report directly to the
Secretary. The Intelligence Reform and Terrorism Prevention Act will strengthen the mandate of
both of these important officers. Both of these officials have broad access to the senior leadership
of the Department and have made important contributions to the policies and procedures of the
Department. I will ensure that they continue to play key roles in shaping policy within the
Department. Moreover, I will emphasize that the job of protecting civil liberties is not ine sole
responsibility of these two officials and their offices; instead, it is the responsibility of all of the
officials and employees of the Department to protect America while preserving our freedoms.

d. Under what circumstances do you believe it appropriate to curtail the civil liberties of
Americans or other individuals on US soil or under US control?

ANSWER: I understand that the Department’s mission statement is “Preserving our freedoms,
protecting America ... we secure our homeland.” Preserving our freedoms is the first goal, so
when the Department acts it should do so always with this in mind. Our Constitution guarantees
many civil liberties that we have long cherished. It is never appropriate to curtail those civil
liberties protected by our Constitution or federal statutes. In extreme cases where there is
imminent threat to life, liberty, or property, emergency action may need to be taken that could,
temporarily, impact in a practical matter the fuil exercise of some particular freedoms.
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€. ‘What steps has DHS taken to ensure that our privacy and fundamental liberties are
protected as the Department carries out its mission of securing the American homeland?

ANSWER: The Department has made great progress in standing up two effective offices to
protect fundamental liberties and privacy: the Office for Civil Rights and Civil Liberties, and the
Privacy Office. The Department has been well served by establishing offices that advise senior

leaders as they shape policy, seeking te prevent problems from occurring so that there are fewer
problems to investigate.

f. In what areas do you believe DHS needs to take additional steps in order to ensure the
protection of privacy and fundamental liberties? What specific actions would you recommend as
head of the Department?

ANSWER: The Department should be vigilant in looking for ways to ensure that fundamental
liberties and privacy are protected. As discussed above, I understand that the Officer for Civil
Rights and Civil Liberties is preparing a constructive implementation plan that seeks to be
responsive to the statutory changes contained in the Intelligence Reform and Terrorism Prevention
Act. If confirmed, I look forward to working with him on this and will take any other necessary
steps to ensure the protection of privacy and fundamental liberties, as those situations arise. The
DHS Privacy Office oversees the implementation of the E-Government Act for the Department
and ensures that privacy considerations are considered throughout the life cycle of any DHS
programs. I would expect the important work of both the Office for Civil Rights and Civil
Liberties and the Privacy Office to continue under my supervision to ensure that the protection of
civil liberties and privacy is given the highest priority at DHS.

180.  The Intelligence Reform and Terrorism Prevention Act of 2004 created a Privacy and Civil
Liberties Oversight Board within the Executive Office of the President. Following the 9/11
Commission’s recommendations, this Act creates, for the first time, 2 Board that can look across
the federal government and ensure that liberty concerns are appropriately considered in the
policies and practices of the executive branch. The purpose of the Board is to ensure that privacy
and civil liberties concerns are appropriately considered in the implementation of all laws,
regulations, and policies that are related to efforts to protect the Nation against terrorism. The
Board is empowered to carry out its mission in two equally important ways. First, the Board is to
advise policy makers, including departments, at the front end, to ensure that when executive
branch officials are proposing, making or implementing policy, they appropriately consider and
protect privacy and civil liberties. Second, the Board is to conduct oversight, by investigating and
reviewing government actions at the back end, reviewing the implementation of particular
government policies to see whether the government is acting with appropriate respect for privacy
and civil liberties and adhering to applicable rules.

a. As Secretary, how would you view the role of the Board in DHS’ development of policies
and practices?
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ANSWER: The Privacy and Civil Liberties Board that is authorized by the Intelligence Reform
and Terrorism Prevention Act will review regulations and programs of Federal agencies that are
concerned with combating terrorism and provide advice to the President and Executive
Department heads to ensure that privacy and civil liberties are appropriately considered in the
development of any such regulations and programs. Because DHS is the first agency to have
statutorily required Privacy and Civil Rights and Civil Liberties Officers, whose roles are
precisely to ensure that privacy concerns and civil liberties are addressed in the course of
developing DHS programs and policies, I envision that the Board may look to DHS as a model for
implementing its own mandate. [ anticipate that the Board will work cooperatively with DHS
and, particularly, with our statutory officers who have specifically assigned duties in these
important areas.

b. Are you com