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§1017.21

Research and Development Agreement
or similar arrangement;

(vi) An employee or representative of
a State, local, or Indian tribal govern-
ment; or,

(vii) A member of an emergency re-
sponse organization when responding
to an emergency; or,

(3) A person who is not a U.S. citizen
but who needs to know the UCNI in
conjunction with an activity approved
by the DOE Program Secretarial Offi-
cer or NNSA Deputy or Associate Ad-
ministrator with cognizance over the
UCNI.

§1017.21 Limited access.

(a) A person who is not eligible for
routine access to specific UCNI under
§1017.20 may request limited access to
such UCNI by sending a written request
to the DOE Program Secretarial Offi-
cer or NNSA Deputy or Associate Ad-
ministrator with cognizance over the
information. The written request must
include the following:

(1) The name, current residence or
business address, birthplace, birth
date, and country of citizenship of the
person submitting the request;

(2) A description of the specific UCNI
for which limited access is being re-
quested;

(3) A description of the purpose for
which the UCNI is needed; and,

(4) Certification by the requester
that he or she:

(i) Understands and will follow these
regulations; and

(i1) Understands that he or she is sub-
ject to the civil and criminal penalties
under Subpart F of this part.

(b) The decision whether to grant the
request for limited access is based on
the following criteria:

(1) The sensitivity of the UCNI for
which limited access is being re-
quested;

(2) The approving official’s evalua-
tion of the likelihood that the re-
quester will disseminate the UCNI to
unauthorized individuals; and,

(3) The approving official’s evalua-
tion of the likelihood that the re-
quester will use the UCNI for illegal
purposes.

(c) Within 30 days of receipt of the re-
quest for limited access, the appro-
priate DOE Program Secretarial Offi-
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cer or NNSA Deputy or Associate Ad-
ministrator must notify the requester
if limited access is granted or denied,
or if the determination cannot be made
within 30 days, of the date when the de-
termination will be made.

(d) A person granted limited access
to specific UCNI is not an Authorized
Individual and may not further dis-
seminate the UCNI to anyone.

Subpart E—Physical Protection
Requirements

§1017.22 Notification of protection re-
quirements.

(a) An Authorized Individual who
grants routine access to specific UCNI
under §1017.20 to a person who is not an
employee or contractor of the DOE
must notify the person receiving the
UCNI of protection requirements de-
scribed in this subpart and any limita-
tions on further dissemination.

(b) A DOE Program Secretarial Offi-
cer or NNSA Deputy or Associate Ad-
ministrator who grants limited access
to specific UCNI under §1017.21 must
notify the person receiving the UCNI of
protection requirements described in
this subpart and any limitations on
further dissemination.

§1017.23 Protection in use.

An Authorized Individual or a person
granted limited access to UCNI under
§1017.21 must maintain physical con-
trol over any document or material
marked as containing UCNI that is in
use to prevent unauthorized access to
it.

§1017.24 Storage.

A document or material marked as
containing UCNI must be stored to pre-
clude unauthorized disclosure. When
not in use, documents or material con-
taining UCNI must be stored in locked
receptacles (e.g., file cabinet, desk
drawer), or if in secured areas or facili-
ties, in a manner that would prevent
inadvertent access by an unauthorized
individual.

§1017.25 Reproduction.

A document marked as containing
UCNI may be reproduced without the
permission of the originator to the
minimum extent necessary consistent
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