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§165.9

to respond and shall constitute consent
to the reclassification.

(5) Request for hearing and presen-
tation of oral testimony or witnesses. The
response may include a request for an
informal hearing before the OCC or its
designee under this section. If the Fed-
eral savings association desires to
present oral testimony or witnesses at
the hearing, the savings association
shall include a request to do so with
the request for an informal hearing. A
request to present oral testimony or
witnesses shall specify the names of
the witnesses and the general nature of
their expected testimony. Failure to
request a hearing shall constitute a
waiver of any right to a hearing, and
failure to request the opportunity to
present oral testimony or witnesses
shall constitute a waiver of any right
to present oral testimony or witnesses.

(6) Order for informal hearing. Upon
receipt of a timely written request that
includes a request for a hearing, the
OCC shall issue an order directing an
informal hearing to commence no later
than 30 days after receipt of the re-
quest, unless the OCC allows further
time at the request of the Federal sav-
ings association. The hearing shall be
held in Washington, DC or at such
other place as may be designated by
the OCC, before a presiding officer(s)
designated by the OCC to conduct the
hearing.

(T) Hearing procedures. (i) The Federal
savings association shall have the right
to introduce relevant written materials
and to present oral argument at the
hearing. The savings association may
introduce oral testimony and present
witnesses only if expressly authorized
by the OCC or the presiding officer(s).
Neither the provisions of the Adminis-
trative Procedure Act (b U.S.C. 554-557)
governing adjudications required by
statute to be determined on the record
nor parts 19 or 109 of this chapter apply
to an informal hearing under this sec-
tion unless the OCC orders that such
procedures shall apply.

(ii) The informal hearing shall be re-
corded and a transcript furnished to
the savings association upon request
and payment of the cost thereof. Wit-
nesses need not be sworn, unless spe-
cifically requested by a party or the
presiding officer(s). The presiding offi-
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cer(s) may ask questions of any wit-
ness.

(iii) The presiding officer(s) may
order that the hearing be continued for
a reasonable period (normally five
business days) following completion of
oral testimony or argument to allow
additional written submissions to the
hearing record.

(8) Recommendation of presiding offi-
cers. Within 20 calendar days following
the date the hearing and the record on
the proceeding are closed, the presiding
officer(s) shall make a recommenda-
tion to the OCC on the reclassification.

(9) Time for decision. Not later than 60
calendar days after the date the record
is closed or the date of the response in
a case where no hearing was requested,
the OCC will decide whether to reclas-
sify the Federal savings association
and notify the savings association of
the OCC’s decision.

(b) Request for rescission of reclassifica-
tion. Any Federal savings association
that has been reclassified under this
section, may, upon a change in cir-
cumstances, request in writing that
the OCC reconsider the reclassifica-
tion, and may propose that the reclas-
sification be rescinded and that any di-
rectives issued in connection with the
reclassification be modified, rescinded,
or removed. Unless otherwise ordered
by the OCC, the savings association
shall remain subject to the reclassi-
fication and to any directives issued in
connection with that reclassification
while such request is pending before
the OCC.

[76 FR 49065, Aug. 9, 2011, as amended at 78
FR 62281, Oct. 11, 2013]

§165.9 Order to dismiss a director or
senior executive officer.

(a) Service of notice. When the OCC
issues and serves a directive on a Fed-
eral savings association pursuant to
subpart B of part 6 of this chapter re-
quiring the savings association to dis-
miss any director or senior executive
officer under section 38(f)(2)(F)(ii) of
the FDI Act, the OCC shall also serve a
copy of the directive, or the relevant
portions of the directive where appro-
priate, upon the person to be dismissed.

(b) Response to directive—(1) Request
for reinstatement. A director or senior
executive officer who has been served
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with a directive under paragraph (a) of
this section (Respondent) may file a
written request for reinstatement. The
request for reinstatement shall be filed
within 10 calendar days of the receipt
of the directive by the Respondent, un-
less further time is allowed by the OCC
at the request of the Respondent.

(2) Contents of request; informal hear-
ing. The request for reinstatement
should include reasons why the Re-
spondent should be reinstated, and may
include a request for an informal hear-
ing before the OCC or its designee
under this section. If the Respondent
desires to present oral testimony or
witnesses at the hearing, the Respond-
ent shall include a request to do so
with the request for an informal hear-
ing. The request to present oral testi-
mony or witnesses shall specify the
names of the witnesses and the general
nature of their expected testimony.
Failure to request a hearing shall con-
stitute a waiver of any right to a hear-
ing and failure to request the oppor-
tunity to present oral testimony or
witnesses shall constitute a waiver of
any right or opportunity to present
oral testimony or witnesses.

(3) Effective date. Unless otherwise or-
dered by the OCC, the dismissal shall
remain in effect while a request for re-
instatement is pending.

(c) Order for informal hearing. Upon
receipt of a timely written request
from a Respondent for an informal
hearing on the portion of a directive
requiring a Federal savings association
to dismiss from office any director or
senior executive officer, the OCC shall
issue an order directing an informal
hearing to commence no later than 30
days after receipt of the request, unless
the Respondent requests a later date.
The hearing shall be held in Wash-
ington, DC, or at such other place as
may be designated by the OCC, before a
presiding officer(s) designated by the
OCC to conduct the hearing.

(d) Hearing procedures. (1) A Respond-
ent may appear at the hearing person-
ally or through counsel. A Respondent
shall have the right to introduce rel-
evant written materials and to present
oral argument. A Respondent may in-
troduce oral testimony and present
witnesses only if expressly authorized
by the OCC or the presiding officer(s).

§165.9

Neither the provisions of the Adminis-
trative Procedure Act governing adju-
dications required by statute to be de-
termined on the record nor parts 19 or
109 of this chapter apply to an informal
hearing under this section unless the
OCC orders that such procedures shall
apply.

(2) The informal hearing shall be re-
corded and a transcript furnished to
the Respondent upon request and pay-
ment of the cost thereof. Witnesses
need not be sworn, unless specifically
requested by a party or the presiding
officer(s). The presiding officer(s) may
ask questions of any witness.

(3) The presiding officer(s) may order
that the hearing be continued for a rea-
sonable period (normally five business
days) following completion of oral tes-
timony or argument to allow addi-
tional written submissions to the hear-
ing record.

(e) Standard for review. A Respondent
shall bear the burden of demonstrating
that his or her continued employment
by or service with the Federal savings
association would materially strength-
en the savings association’s ability:

(1) To become adequately capitalized,
to the extent that the directive was
issued as a result of the savings asso-
ciation’s capital level or failure to sub-
mit or implement a capital restoration
plan; and

(2) To correct the unsafe or unsound
condition or unsafe or unsound prac-
tice, to the extent that the directive
was issued as a result of classification
of the savings association based on su-
pervisory criteria other than capital,
pursuant to section 38(g) of the FDI
Act.

(f) Recommendation of presiding offi-
cers. Within 20 calendar days following
the date the hearing and the record on
the proceeding are closed, the presiding
officer(s) shall make a recommenda-
tion to the OCC concerning the Re-
spondent’s request for reinstatement
with the Federal savings association.

(g) Time for decision. Not later than 60
calendar days after the date the record
is closed or the date of the response in
a case where no hearing has been re-
quested, the OCC shall grant or deny
the request for reinstatement and no-
tify the Respondent of the OCC’s deci-
sion. If the OCC denies the request for
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§165.10

reinstatement, the OCC shall set forth
in the notification the reasons for the
OCC’s action.

[76 FR 49065, Aug. 9, 2011, as amended at 78
FR 62281, Oct. 11, 2013]

§165.10 [Reserved]

PART 168—SECURITY PROCEDURES

Sec.

168.1 Authority, purpose, and scope.

168.2 Designation of security officer.

168.3 Security program.

168.4 Report.

168.5 Protection of customer information.

AUTHORITY: 12 U.S.C. 1462a, 1463, 1464, 1467a,
1828, 1831p-1, 1881-1884, 5412(b)(2)(B); 15 U.S.C.
1681s and 1681w; 15 U.S.C. 6801 and 6805(b)(1).

SOURCE: 76 FR 49129, Aug. 9, 2011, unless
otherwise noted.

§168.1 Authority, purpose, and scope.

(a) This part is issued under section 3
of the Bank Protection Act of 1968 (12
U.S.C 1882), sections 501 and 505(b)(1) of
the Gramm-Leach-Bliley Act (15 U.S.C.
6801 and 6805(b)(1)), and sections 621 and
628 of the Fair Credit Reporting Act (15
U.S.C. 1681s and 1681w). This part is ap-
plicable to Federal savings associa-
tions. It requires each Federal savings
association to adopt appropriate secu-
rity procedures to discourage rob-
beries, burglaries, and larcenies and to
assist in the identification and pros-
ecution of persons who commit such
acts. Section 168.5 of this part is appli-
cable to Federal savings associations
and their subsidiaries (except brokers,
dealers, persons providing insurance,
investment companies, and investment
advisers). Section 168.5 of this part re-
quires covered institutions to establish
and implement appropriate administra-
tive, technical, and physical safeguards
to protect the security, confidentiality,
and integrity of customer information.

(b) It is the responsibility of a Fed-
eral savings association’s board of di-
rectors to comply with this regulation
and ensure that a written security pro-
gram for the association’s main office
and branches is developed and imple-
mented.

§168.2 Designation of security officer.

Within 30 days after the effective
date of insurance of accounts, the

12 CFR Ch. | (1-1-23 Edition)

board of directors of each Federal sav-
ings association shall designate a secu-
rity officer who shall have the author-
ity, subject to the approval of the
board of directors, to develop, within a
reasonable time but no later than 180
days, and to administer a written secu-
rity program for each of the associa-
tion’s offices.

§168.3 Security program.

(a) Contents of security program. The
security program shall:

(1) Establish procedures for opening
and closing for business and for the
safekeeping of all currency, negotiable
securities, and similar valuables at all
times;

(2) Establish procedures that will as-
sist in identifying persons committing
crimes against the association and that
will preserve evidence that may aid in
their identification and prosecution.
Such procedures may include, but are
not limited to:

(i) Maintaining a camera that records
activity in the office;

(ii) Using identification devices, such
as prerecorded serial-numbered bills, or
chemical and electronic devices; and

(iii) Retaining a record of any rob-
bery, burglary, or larceny committed
against the association;

(3) Provide for initial and periodic
training of officers and employees in
their responsibilities under the secu-
rity program and in proper employee
conduct during and after a burglary,
robbery, or larceny; and

(4) Provide for selecting, testing, op-
erating and maintaining appropriate
security devices, as specified in para-
graph (b) of this section.

(b) Security devices. Each savings as-
sociation shall have, at a minimum,
the following security devices:

(1) A means of protecting cash and
other liquid assets, such as a vault,
safe, or other secure space;

(2) A lighting system for illu-
minating, during the hours of dark-
ness, the area around the vault, if the
vault is visible from outside the office;

(3) Tamper-resistant locks on exte-
rior doors and exterior windows that
may be opened;

(4) An alarm system or other appro-
priate device for promptly notifying
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