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EMERGENCY PLANNING FOR THE YEAR 2000:
PREPARATION OR PANIC?

FRIDAY, OCTOBER 2, 1998

U.S. SENATE,
SPECIAL COMMITTEE ON THE YEAR 2000
TECHNOLOGY PROBLEM,
Washington, DC.

The committee met, pursuant to notice, at 9:30 a.m., in room
192, Dirksen Senate Office Building, Hon. Robert F. Bennett
(chairman of the committee), presiding.

Present: Senators Bennett, Collins, Smith of Oregon, and Dodd.

Chairman BENNETT. The committee will come to order.

We are very pleased this morning to have John Koskinen and
Lacy Suiter with us as our first panel. I have an opening state-
ment, copies of which are available to members of the press, which
I will not read, out of deference to the fact that Mr. Koskinen has
an airplane to catch a little later in the morning and I think the
committee would be better off hearing from him than from me.
That’s usually the case with every committee chairman, but usu-
ally not observed on Capitol Hill. So I will delay making comment
about some of the issues in my opening statement until after we
have heard from Mr. Koskinen.

I will make this general introduction. Those who have followed
the committee know that we set out in the beginning a series of
priorities, listing them in the order in which we thought failure be-
cause of Y2K problems would cause the greatest impact. The first
priority was the power grid, utilities, and then we talked about
telecommunications. We have talked about transportation—we had
a full hearing on that—the financial system, and now we come to
general government.

We have divided the responsibilities in the committee among the
seven members, because we ended up with seven priorities. Sen-
ator Collins has the lead on the committee for today’s priority,
which is general government activities. We're delighted with the
line up of witnesses that we have.

We will start with the Federal Government, with Mr. Koskinen
and Mr. Suiter, and then we’ll have State governments—the lead
witness will be Governor Leavitt, the Governor of Utah, and the
potential, incoming, prospective, whatever the appropriate adjective
is, chairman of the National Governors Conference, and then we
will go to local government, county, and city. So that’s the outline
for today’s hearing.

While Mr. Koskinen has appeared before the committee before,
we wanted to give him this opportunity to describe to us where we
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are at the Federal Government level, and then interact on the
panel with Mr. Suiter, who will have much of the responsibility of
dealing with Federal Government coordination with State and local
governments in those areas where any kind of emergency may
arise. So that’s the format for today’s hearing.

Senator Collins, we appreciate your leadership on this portion of
the committee’s work, and you're willingness to accept this assign-
ment. I will recognize you for any opening comments you may
have. Senator Collins. Thank you very much, Mr. Chairman. I do
have a fairly lengthy opening statement. It’'s my understanding
that one of our witnesses is under a time constraint. If you would
like to hear from the witness first, I could then do my opening
statement afterwards.

Chairman BENNETT. Yes. I said just before you came in that I'm
going to postpone my opening statement for the same reason, so
I'm grateful to you for your willingness to do that.

Mr. Koskinen, we will go directly to you, then. We welcome you.

I must make this comment. John Koskinen’s responsibility is in
the executive branch, but he has been called as far away as Japan
to talk to the people about their Y2K problems. He’s just getting
over jet lag.

Mr. Suiter is just recovering from coming back from dealing with
immediate emergency problems relating to the current hurricane
and got in very late last night. So we're grateful to both of you for
your willingness to appear before the committee.

Mr. Koskinen.

STATEMENT OF JOHN A. KOSKINEN, CHATIRMAN, PRESIDENT’S
COUNCIL ON YEAR 2000 CONVERSION

Mr. KOSKINEN. Good morning, Mr. Chairman, and thank you for
the kind comments. I am pleased to appear again before the com-
mittee to discuss the role of the President’s Council on Year 2000
Conversion in dealing with this problem. With your permission, I
flvill submit for the record my full statement and summarize it

ere.

In the past, as you have noted, I have described our general ap-
proach to this issue, including the formation of the Council, with
representatives from 35 agencies across the Government, including
the regulatory agencies.

As you know, we have divided the world into 34 sectors that we
are concerned about. We are dealing with a review of the Federal
Government’s operations as it attempts to remediate its systems.
We'’re focused on the interfaces between the Federal Government
and State governments which administer many of our most impor-
tant programs. Most importantly, in each of the 34 sectors, we're
involved in reaching out to public and private entities in the
United States, as well as countries around the world, both to in-
crease the level of awareness, and promote activity on the Year
2000 problem.

This morning I would like to discuss the Council’s role in the de-
velopment of contingency plans and appropriate emergency re-
sponses to any difficulties that may arise as we make the transi-
tion to the Year 2000.
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Before I discuss this issue though, let me express the administra-
tion’s appreciation for the strong support this committee has pro-
vided in the development and passage of the Year 2000 Informa-
tion and Readiness Disclosure Act. In particular, the assistance
you, Mr. Chairman, Senator Dodd, and Senator Kyl have provided
has been an indispensable part of the success we have achieved. As
the President has said, this bipartisan legislation provides us with
an important opportunity to help our Nation prepare its computer
systems for the new century.

I would also note that this committee has made a major contribu-
tion in promoting awareness of, and action on, the Y2K problem
with hearings that have examined, as the chairman noted, public
and private sector progress in important economic sectors that
range from electric power to transportation to telecommunications.

But even with the best efforts of all of us, we need to understand
and expect that not every system and embedded chip will be found
and fixed. To minimize disruptions caused by these failures, busi-
nesses and government agencies must focus on contingency plan-
ning in addition to their remediation efforts.

Federal agencies are developing continuity of business plans for
their core business functions. OMB, in its quarterly reports, has
asked the agencies to report on their progress in this area, and is
looking closely at their planning activities as it develops the Presi-
dent’s fiscal Year 2000 budget.

Through the outreach efforts of our more than 30 sector working
groups, the Council is encouraging agencies and organizations out-
side the Federal Government to prepare two types of contingency
plans. First, we are stressing the need for organizations to develop
a plan that addresses internal system failures. The second type of
plan needs to address the potential for failures in external systems
upon which organizations depend for their day-to-day activities.
These systems can run the gamut from those that help to provide
basic services, such as water or power, to those that support the
activities of key vendors or suppliers.

Federal agencies have had to confront the second type of contin-
gency planning in their relationships with the States. As I said,
States help to carry out several important Federal programs, such
as Medicaid and unemployment insurance. These programs depend
upon Federal-State data exchange points, and agencies have been
working with their State counterparts to ensure that these ex-
change points are compliant. But even if the exchange points are
ready for the Year 2000, service delivery could still be jeopardized
if the State systems behind the data exchanges fail. Federal agen-
cies like the Labor Department, for the unemployment insurance
program, are now working with States to ensure that backup plans
are ready to support continued service delivery should State sys-
tems or other non-Federal systems fail.

One of the Council’s most important roles in the coming months
will be to develop assessments of what is likely to be the impact
of the Year 2000 problem in key sectors of the economy. This infor-
mation will be important to organizations as they develop and re-
fine their contingency plans. For example, everyone is concerned
about having electric power, but that doesn’t mean that they
should all immediately buy their own generators without having a
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better sense of where outages are possible and what their likely du-
ration will be.

The Council has established cooperative working relationships
with umbrella groups in electric power and other important sectors.
The focus initially has been on increasing awareness and the level
of activity by those operating in each sector. We are also, however,
developing assessment processes whereby the umbrella groups will
be surveying their members on a regular basis to determine their
state of readiness. Summary reports will then be provided to the
Council and the public. Over time, such information will allow ev-
eryone to adjust their contingency plans appropriately.

I might note that the Year 2000 Information and Readiness Dis-
closure Act will increase our ability to obtain such assessments,
since it provides protection to the information provided by individ-
ual companies to their umbrella groups, thereby increasing the
likelihood of candid responses.

As you know, the Federal Government, in coordination with
State and local governments, plays a key role in responding to dis-
asters and other emergencies, and is looked to for leadership at
those times. I will let Mr. Suiter of FEMA describe in more detail
the Federal Government’s role, but I would point out that the Year
2000 problem provides a unique emergency response challenge.

With most major emergencies, such as hurricanes or blizzards,
authorities are dealing with one localized problem in a town, coun-
ty, State or region. With the Y2K problem, however, it is possible
that emergency response systems could face multiple system fail-
ures occurring at roughly the same time and in different places.

For example, in a worst case scenario for a city or a town, au-
thorities could face the failure of the power plant, water treatment
plant, and transportation systems. While no one of them alone may
be a major problem, simultaneous failures will test the capacity of
our emergency response systems, and I am pleased that FEMA has
agreed to chair the Council’s Emergency Services Working Group.

The Federal Government has separate response systems related
to specific types of emergencies. Internationally, we have an appa-
ratus for responding to emergencies such as famine and refugee as-
sistance, as well as military threats. Domestically, we have the sys-
tems and relationships that FEMA will discuss with you. We are
presently reviewing our inventory of emergency response mecha-
nisms and authorities to ensure there is no confusion across organi-
zational lines on January 1, 2000, and that we can handle the pos-
sibility of multiple requests for the same resources.

In addition to FEMA, the Council is working with the National
Security Council, the Departments of State, Defense, and Justice,
and others who are responsible for meeting the challenges we may
face, internationally as well as domestically, as we try to coordinate
Federal emergency response efforts.

In particular, we are beginning to look at scenarios that may in-
volve disruptions in key foreign countries, as well as difficulties at
home, so that we can map out plans for appropriate Federal action.
In foreign countries, we are concerned about how Y2K-related dis-
ruptions may affect the operation of our embassies, American citi-
zens living abroad, and American businesses. At home, we antici-
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pate that multiple burdens placed upon State and local disaster au-
thorities may result in an increased demand for Federal assistance.

The American people have confidence in our ability to respond in
the wake of natural disasters. Our objective is to ensure that the
American people have the same level of confidence in the Federal
Government’s ability, and that of our State and local officials as
well, to respond to any Year 2000-related disruptions.

We all want to ensure a smooth transition to the Year 2000. For
most organizations, including Federal agencies, the primary Year
2000 focus up to this point has been on fixing or replacing non-
compliant systems and embedded chips. But as we enter 1999, that
will change.

The Council is committed to encouraging businesses and helping
Government agencies to prepare for likely problems and develop
viable contingency plans. We have to expect some problems on Jan-
uary 1, 2000. If we share information and plans, however, we can
generate public confidence in our preparedness and minimize the
impact of those problems on everyone.

Thank you, Mr. Chairman. I am delighted to respond to inquires,
either now or after Mr. Suiter presents his testimony.

[The prepared statement of Mr. Koskinen can be found in the ap-
pendix.]

Chairman BENNETT. Thank you. Let’s hear from Mr. Suiter and
then we can get the two of you going back and forth.

STATEMENT OF LACY SUITER, EXECUTIVE ASSOCIATE DIREC-
TOR FOR RESPONSE AND RECOVERY DIRECTORATE, FED-
ERAL EMERGENCY MANAGEMENT AGENCY

Mr. SuiTER. Thank you, sir. I appreciate the opportunity to be
here, and it’s good to see you again, Senators, under more pleasant
circumstances than the last time we met on the battlefields of
Maine.

I am Lacy Suiter. I represent FEMA’s Emergency Response and
Recovery Directorate. My directorate coordinates the Federal fami-
ly’s emergency response, as well as its disaster recovery, and to
specific and identifiable emergencies and disasters when requested
to do so by a State’s governor, or in those very rare instances—this
has only occurred once—when directed to do so by the President
until a governor can concur.

In any event, with or without a Presidential determination, a
Governor must both request and concur with any Federal disaster
assistance to be provided within their State. If one views govern-
mental relationships as vertical, then, indeed, FEMA’s programs
represent a bottoms up approach as opposed to a top down activi-
ties.

Y2K assessments, preparedness and emergency response begins
at home, in the community and with local governments, and with
the governor. Federal consequence management response and re-
covery essentially is by invitation only, and that invitation must be
issued through the governor. It is requested by and coordinated
through the governor and never independently by the Federal fam-
ily.

FEMA’s Y2K efforts for fire and emergency services include the
following. We are one of 34 sectors, coordinated by John Koskinen.
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We chair the emergency services sector. We're in the process now
of assessing that sector’s awareness, its preparedness and readi-
ness to respond, were there to be catastrophic failures of systems
at the State or local government level. We’re developing an out-
reach plan for the States and for the States to use with the locals,
if they so choose, and a monitoring process. We are preparing for
disruptions as they are identified to us. In other words, FEMA’s
outreach includes awareness, assessment and preparedness.

We will provide reports in the coming weeks that, when com-
bined with the reports of the other Federal agencies, should give
us our best indication of the extent of total governmental emer-
gency preparedness.

Y2K presents a couple of sets of response needs. First, obviously,
is the technical support to operators of disrupted systems and busi-
ness continuity planning. FEMA’s systems critical to interagency
response are ready. We have 49 mission-critical systems, 34 are
compliant. There are 15 left to do. We are replacing seven of those
systems and we’re coming up with work around options on the
other eight. All of our classified programs are all operational at this
time as far as the continuity of government is concerned.

The second set of response needs is emergency assistance to
State and local governments. FEMA manages the Federal response
through the President’s Federal Response Plan with supplements
which are tailored specifically for certain types of disasters. Y2K
will be one of those plans.

The regional interagency steering committees meet periodically,
and they are about to get instructions to begin meeting more fre-
quently, with the State agencies, at the regional level. These com-
mittees support the bottoms up approach of intelligence, of warn-
ing, of assessment, of preparedness, all leading to whatever the ap-
propriate response and recovery effort might be for a particular
event. We intend to exercise and do some evaluations of those ac-
tivities later this winter or in early spring.

While it is difficult to define the truth on the nature and extent
of the Y2K threat, planning must be based on credible assessments
of specific vulnerabilities that describe the areas at highest risk
and consequences. The Council’s report will help us prioritize those
risks and describe a plausible, worst case scenario. I meet monthly
with the Federal response community to prepare our response to
the Y2K problem and other disasters that occur in the country.
However, the efforts of the emergency management community and
fire services cannot be viewed as a substitute for personal respon-
sibility and community preparedness. We will continue to keep you
informed, sir, as we meet with your committee, on our progress as
we march towards the millennium.

Thank you.

[The prepared statement of Mr. Suiter can be found in the ap-
pendix.]

Chairman BENNETT. Thank you both very much.

Mr. Koskinen, you made reference to the passage of the bill in
the House, and naturally we take credit for all of the passage here
in the Senate. But we will be happy to congratulate you for your
leadership in getting it done in the House.
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Seriously, this is a significant piece of legislation. Everyone in-
volved in working on it I think deserves congratulations. As Mr.
Koskinen and I were talking about this the day before yesterday,
when we started on this, everybody told us it couldn’t possibly hap-
pen. We didn’t have time, it was too complicated, there are too
many competing interests, everybody would stand up and say,
“Well, I can’t accept this, I can’t accept that.”

Now it has happened. It has been an incredibly interesting exer-
cise in the present atmosphere of Washington, which might be de-
scribed as somewhat polarized, where both parties, both branches
of Government, the Legislative and Executive branches, both
Houses, got together and said, “We are facing a genuine emer-
gency. We must put our parochial interests completely aside to do
the right thing.” And while there’s much that I might want that’s
not in the bill, that is not there, the fact that we have as much as
we have and that we have accomplished what we have is, I think,
a demonstration that our system still will rally to a challenge of
an emergency.

I would be derelict, Mr. Koskinen, if I did not acknowledge your
leadership in this, and your dogged determination to see to it that
it did not die. You can take great satisfaction in the fact that this
bill has now passed both houses and is on its way to the President,
and I think it will make a significant difference.

Mr. KOSKINEN. Thank you, Mr. Chairman.

Chairman BENNETT. One of the things we hear so often in this
committee—we’ve had 70 witnesses now—a common refrain from
the witnesses is that it’s very difficult to plan while so much is un-
known. We need better information. The passage of the bill, I
think, will help us get better information from people who have
been hiding behind the threat of their lawyers, that they might get
sued if theyre forthcoming with information. But I would hope
today, and if not today, at some time soon, we can begin to get
some specific information out of your Council, Mr. Koskinen.

Can you give us some idea of when we will see sector assess-
ments from the President’s Council, and if anything can be done to
accelerate the release of these assessments?

Mr. KOSKINEN. As I noted in my written testimony, we already
have two significant assessments that have been provided to us
and are available to the public. One is from our electric power
working group, is working with the North American Electric Reli-
ability Council, and the other is from our oil and gas working
group, which is working with a broad number of industry umbrella
and trade associations.

Approximately 2 weeks ago, they provided their first assessment
of the status of both of those industries. We expect these industry
umbrella and trade associations will continue to provide us that in-
formation, which we will continue to make available to the public.
We have been most aggressive with these areas at the outset, be-
cause, as I noted in my testimony, everybody is very concerned
about the availability of power and fuel.

We hope to have a similar process, especially now that the bill
passed, for the telecommunications industry and other areas. In
health care, for example, the American Hospital Association has
been surveying its members about the status of hospitals so we
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know that other industry organizations have begun these assess-
ments. Now with the bill’s special provisions protecting information
provided for special data requests, I think that we should be able
to accelerate the process.

Our plan all along has been to have at least initial assessments
from the sectors by the end of this year. We chose that time be-
cause most industries have plans where by they are now complet-
ing their remediation and are beginning the testing phase. The in-
formation that all of us are most concerned about is where they are
once they have completed their testing.

During the summer, the major issue was: Were people paying at-
tention to the problem? Were they working on it? But ultimately,
for emergency and contingency planning purposes, we must have
the clearest possible idea as to how many people are actually going
to complete the process in a timely manner. So our goal is to have,
by the end of this year, as many working groups as possible
produce their first preliminary assessments. But we expect to con-
tinue to receive their initial assessments as we move into early
1999.

Chairman BENNETT. For those who are watching television or
who are listening and don’t want to wade through your prepared
testimony, will you summarize where you think we are with re-
spect to the power grid and the availability of fuel?

Mr. KOSKINEN. Anybody who has access to the web can find them
on our web site, which is www.y2k.gov. The assessments are pro-
vided in our groupings for industry sectors. And we will continue
to make assessments available to the public as we receive them.

As a general matter, the NERC report for electric power was a
balanced document. NERC was pleased to note that there appeared
to be less of a challenge than originally thought with regard to em-
bedded chips in electric power, both in generation and distribution
processes.

On the other hand, NERC said that significant portions of the in-
dustry needed to accelerate their rate of progress to meet their
goals of finishing work by the spring of next year, and they issued
guidelines to help facilitate greater progress.

The oil and gas assessment report shows that half the industry
is well into remediation and compliance, and the other half is still
working through planning and assessment. the industry groups
that produced that report also noted that there is an urgent need
for the members of those industries to increase their rate of
progress.

What we have asked these working groups to do, and we will ask
this of all the working groups, is to prepare an analysis that di-
vides those responses by the size of companies reporting, because
both reports indicate that the concern we’ve all had about smaller
organizations still holds true. In these industries and others, the
large organizations, almost by definition, have built-in capacity to
deal with this problem. So whether you’re looking at financial serv-
ices or telecommunications or power, you find that large companies
tend to be working on the problem aggressively, and are deploying
substantial financial and personnel resources toward solving it.

The concern we all have—and these reports mirror that con-
cern—is with the status of small and medium-sized enterprises. In
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telecommunications, we have 1,400 small telephone companies that
deliver services to small towns and rural areas. In fact, as a gen-
eral matter, the Rural Utility Service advises me that 20 percent
of all utility services are actually provided in rural areas of this
country, generally by small and medium-sized organizations. So we
are focused, and have been for some time, on trying to increase the
level awareness and activity in smaller organizations. I think the
advantage of these assessments is that we will be able to quantify
the magnitude of the challenge and hopefully increase the level of
activity in smaller organizations.

I should put a plug in here for National Year 2000 Action Week.
The SBA had started a program that designated the week of Octo-
ber 19 as Year 2000 Action Week, with SBA field offices holding
educational events across the country. We have expanded upon
that, focusing on both small and medium-sized businesses, by invit-
ing local offices from other agencies to hold Y2K events during the
week as well.

The Department of Commerce will be participating. The Depart-
ment of Transportation’s regional offices will be participating. The
Social Security Administration’s offices will be participating. The
goal is to make a full court press in local communities across the
country, to get small and medium-sized organizations to under-
stand that it’s critical for them to solve this problem.

Chairman BENNETT. That assessment will be very valuable.

The Small Business Committee on which I sit, in the next Con-
gress, is going to have to address the question of whether or not
a new category of SBA loan needs to be created for the purpose of
helping smaller enterprises deal with the financial challenge here.

One of the reasons that the bigger enterprises, as you indicate,
are in better shape is that they have the financial muscle to tackle
this. I say to people, you know you're dealing with the CEO who
understands the problem, when he or she tells you that it’s costing
far more than was originally anticipated. Many small businesses
that are on the edge of profitability all the time simply don’t think
they have the resources to deal with this. They're going to have to
borrow somewhere, and many, many banks will say we won’t ac-
cept Y2K as collateral for an SBA loan. It may be an emergency,
but how are you going to pay it back.

So the quicker we can get this kind of information from you, the
better off we, the Congress, will be in fashioning some kind of
emergency loan program through SBA or elsewhere, to help small
businesses that simply cannot solve their problem for financial rea-
sons with some financial emergency money

I know FEMA doesn’t normally deal in ‘that kind of issue. You
come along, or the Federal Government comes along, with loans
after the fact, when there’s an earthquake and something has to
be rebuilt. But here’s one where we know the earthquake is com-
ing, we know exactly when it will hit, and maybe we had better
deal with the financial services before the fact, to try to shore up
the structure so they don’t collapse with the earthquake.

I had better get away from that analogy in a hurry.

Senator Collins, I would appreciate your questions.

Senator COLLINS. Thank you, Mr. Chairman. Again, I want to
commend you, Mr. Chairman, for your leadership on this very im-
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portant issue. Good morning, gentlemen. I want to take this oppor-
tunity to thank Mr. Suiter for all of the assistance that FEMA gave
to the State of Maine during our ice storm in January, which was
the biggest natural disaster in Maine’s history.

In many ways, State, Federal and local disaster authorities
worked very well together to cope with the ice storm’s aftermath
in Maine. But the ice storm also pointed out vulnerabilities in our
emergency response system.

One of those vulnerabilities, to me, is very similar to the kinds
of problems that a Y2K failure could create. For example, because
the electric grid in Maine was essentially knocked out for many
days for much of the State, the State’s emergency broadcasting sys-
tem was also inoperative for at least a week. That system is main-
tained by Maine Public Radio, which lost its transmission facilities
completely for several days. Some Republicans thought that was a
good thing, that Maine Public Radio was off the air. [Laughter.]

I am not one of those who did. But on a serious note, it really
was a problem, that the State lost completely its capacity to have
an emergency broadcasting system during that time.

Has FEMA taken the experience in Maine and other areas of the
Northeast, where there was a widespread failure of the electrical
system, and drawn any lessons from that experience as far as
emergency response systems and the need for a coordinated re-
sponse at all levels of government?

Mr. SUITER. Of course. Most of the missions that we deal with
following earthquakes, major floods, or hurricanes, which I've just
been down on the Gulf Coast reviewing, deals with what happens
when major systems fail. They usually fail because of some natural
cause. Y2K happens to be something else. So, yes, we always evalu-
ate what we did, how we it, and what do we have to do to improve
in the next disaster, and then try to apply those lessons to our
long-term planning.

In this particular instance on the Gulf Coast, we discovered that
we didn’t have the right size generators, and the prime power as-
sets that we needed to get them hooked up as quickly as we pos-
sibly could.

Obviously, we’re leaning forward in the foxhole for Y2K so to
speak, in terms of our readiness to inform the public about what’s
going on, which systems have failed, and certainly using the media
to get the word to the people, is one of our most important efforts.
Senator Collins. I'm going to talk later in my opening statement
about the 911 system, and the potential vulnerabilities that have
been identified in the 911 system.

Has FEMA done any work in this area yet, to assess the 911 sys-
tems that are so important in our States and local communities?

Mr. SUITER. We haven’t finished it yet, but we’re in the process.
There are three or four different agencies who are working on that.
The United States Fire Administration, a part of FEMA, is working
directly with the fire service organizations, the fire chiefs and so
forth, as well as the suppliers of these particular groups. Second
is the Department of Justice, which is working with the law en-
forcement side of the 911 system, and third is the Department of
Transportation, which has responsibility for the emergency medical
services.
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FEMA is reviewing all of this and coming out with a report,
which is not complete, and we will be advising back to those dis-
tricts in the country about the 911 system and what we need to do
to fix it, or be ready if it fails.

Senator COLLINS. When do you expect your assessment to be
completed?

Mr. SUITER. We're working with the Federal agencies right now,
on a monthly basis. We were supposed to have met this past
Wednesday, but unfortunately I was on the Gulf Coast dealing
with the hurricane so we had to postpone that a couple of weeks.

We expect to finish our initial assessment, of the Federal Govern-
ment’s capability to respond, in the next few weeks.

We plan to have our evaluations ready for John’s Council by De-
cember: Federal response planning should be based on what we
know at that point in time.

The Director of our agency, James Lee Witt, plans to make a re-
port specifically to the governors at the NGA meeting here in
Washington in February of 1999. FEMA will be conducting, in co-
operation with John Koskinen, some exercises and evaluations in
April 1999, followed then with specific corrective actions—such as
pre-deployment, if that’s what it takes, a warning system to mon-
itor Y2K as it works around the world so that we see what’s hap-
pening and could get as much advance warning to our local govern-
ments, through our State governments, as we can.

So yes, I think we’re doing quite a bit. We're going as rapidly as
we can. Given all the rest of the disasters going on—there are 31
open disasters as we speak right now in the United States that
we're dealing with—we’re stretched kind of thin. But we think
we’re making good progress and I don’t think Mr. Koskinen is too
unhappy with me yet.

Senator COLLINS. Thank you, Mr. Suiter.

Mr. Koskinen, in the Federal response plan, Executive branch
agencies play an important role in the emergency support systems,
such as transportation, health and medical services, public works,
et cetera. Yet it’s my understanding that the agencies that are re-
sponsible for some of these emergency support systems—the De-
partment of Transportation, for example, Health and Human Serv-
ices, Defense—are listed as Tier 1 agencies. It is my further under-
standing that Tier 1 agencies are those that face the greatest chal-
lenges in becoming Y2K compliant.

That troubles me because, if we’re relying on those departments
in an emergency situation to provide emergency support services,
and if they are having the greatest difficulty, what does that sug-
gest for our ability to respond to an emergency?

Mr. KOSKINEN. It’s an important question and I am happy to an-
swer it.

While the OMB Tier 1 agencies face challenges, it’s because of
particular aspects of their operations. In no case is the ranking re-
flective of their emergency response capabilities. In fact, as Mr.
Suiter noted, one of the first things our emergency services work-
ing group did was pull the Federal response agencies and others
together to review the status of their own systems as they relate
to the Government’s ability to provide emergency response.
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Lacy knows the details better than I—but as a general matter,
agencies, particularly Transportation and HHS, are in good shape
with their emergency response capabilities. They're either up to
speed or will be by the end of this year, so there will be no problem
with emergency response capacity.

But you're right. Agencies like HHS, with the Health Care Fi-
nancing Administration, and the Department of Transportation,
with the FAA, face significant challenges and are focused on over-
coming them.

Senator COLLINS. Thank you, Mr. Chairman.

[The prepared statement of Senator Collins can be found in the
appendix.]

Chairman BENNETT. Thank you very much.

Vice Chairman Dodd.

Vice Chairman DobDD. Thank you very much, Mr. Chairman. I
thank our witnesses.

It may have already been said, Mr. Suiter, but I'm sure all of us
express our tremendous appreciation on how well FEMA has been
responding over the years.

Lower New England has not been faced with the problems of my
colleague from Maine, but I know an awful lot of people in my
State went up to Maine during the ice storms and I think there’s
a general sense that your agency is doing a tremendous job across
our country in responding to these natural disasters that have oc-
curred.

I'm really very grateful. I hear it all the time. We don’t hear a
lot about Federal agencies, but we do hear it about FEMA today.
I want to commend you and the people who work for you for the
tremendous job you're doing.

Mr. SUITER. Thank you, sir. We have a great Director in James
Lee Witt in providing that leadership.

Vice Chairman DobpD. I know you do. He’s very vocal and out-
spoken, and I have referred to that on numerous occasions.

I guess I find myself again in that sense of—maybe I'm the frus-
trated member up here, I guess. We have 15 months, five quarters,
455 days to December 31st. I'm very uneasy about the fact we don’t
have assessments. Generally, we’ve had 70 witnesses before this
committee. The chairman has done a terrific job in trying to expe-
dite a lot of hearings. Generally what we hear from witness on this,
their response is that it’s very difficult to plan while so much is un-
known. We need better information.

We hear from Federal agencies and are frequently told that
they’re waiting for guidance from the President’s Council. We hear
this all the time from people that come up, that we’re going to wait
for the President’s Council to get back and so forth on these assess-
ments. I'm just very uneasy that time is moving along here and
we're not getting these assessments laid out so that we have a
much clearer plan as to how to respond to potential problems.

You said you were hoping by the end of the year to have these,
but could we get a better feeling? You know, that’s going to shorten
up that calendar even more, about whether or not we can get these
assessments, so that these agencies can start making very specific
plans to minimize the potential impact of this. It might seem like
I'm hounding on this, but you understand my frustration here. It
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seems vague, and I watch this calendar go by day after day. I'm
just uneasy about it, to put it mildly.

Mr. KoskKINEN. On behalf of those of us who have clocks on their
desks that count down the days, I'm uneasy as well.

Vice Chairman DoDD. I know that.

Mr. KOSKINEN. And it’s a critical issue.

As T mentioned earlier, we already have two significant assess-
ments that are provided to the Council and are now in the public
domain, one for electric power and the other for oil and gas. These
are two critical parts of our infrastructure and we’re pleased to
have assessments on progress in these areas.

We continue to encourage umbrella groups to provide us assess-
ments for other areas as well. As you know, we have no authority
to require those assessments by industry, but the legislation is a
critical lynch pin in making them possible, because it provides spe-
cific protection to companies and umbrella groups who collect this
information for us. We think it will improve the ability of those
groups to gather candid information from individual companies,
and to ultimately provide us accurate assessment information.

Part of the difficulty—and we’re all frustrated by this—is that
everyone, both in the Federal Government and in the private sec-
tor, is now moving through the remediation phase and into the
testing phase. Virtually no industry will have compiled significant
testing results until the end of this calendar year.

Right now, our assessments give us a picture of the level of activ-
ity. But what we really are looking for, and we hope to begin re-
ceiving this in hard terms, are assessments of actual readiness.
Who has completed their tests? What is the level of compliance?
Our ultimate goal across all of the working groups, through vol-
untary working relationships with umbrella groups and industry
associations, is to get detailed assessments that will tell us the
state of preparedness.

Even without detailed assessments we do now know of several
areas of concern, and we are focused on them accordingly. One is
international, in terms of the lack of preparedness in many coun-
tries. Domestically, as I said, we are very concerned about small
and medium-sized organizations, both in the public sector as well
as in the private sector. So we are mounting a full court press, to
increase the level of activity in those areas, to the extent we can.
At the same time, we are also continually trying to refine our as-
sessment of the severity of the problem in these areas.

I think, when we get to the end of next year, our difficulties are
going to come not from the major companies but from small and
medium-sized organizations, which have the capacity to create sub-
stantial disruptions on the local level. While they may not bring
down the entire country, if you're living in an area that suddenly
finds that its local power company or telecommunications company
or water treatment plant doesn’t work, you have the equivalent of
a major disaster on your hands. That’s what we’re trying to isolate
as best we can.

Vice Chairman DobDD. I appreciate that, and I understand you
don’t have legislative authority. Maybe it’s something we should
have thought about. But aside from that——
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Chairman BENNETT. If we get past S. 2000, we would have. We
tried, but we ended up with what we could get.

Vice Chairman DoDD. Yes.

You know, there is the power and authority that we sort of ex-
tended, if not de jure, de facto, to you, as sort of our “T'sar” of this.
I don’t know if other members of the committee feel this way, but
you certainly would not hear any complaints from me if you were
to set dates. There’s nothing like having a mark out there, saying
to people, “Look, I expect by December 15, or January 10—” and
I realize there might be different dates for different agencies, de-
pending upon the complexity. It’s not a one size fits all.

You know, I’'m expecting that back. When it’s a little vague out
there as to when it comes—I suspect it’s not a whole lot different
when you're dealing in these agencies than it is with sort of the
reaction we get from colleagues and others when we bring up this
matter. We get a bemused look on faces of people.

I don’t know if that’s something you feel comfortable in doing,
and if anyone complained about it, I would be more prepared to go
to your defense and suggested that we do need time tables here,
and to let agencies know we're expecting them to get back so that
those assessments can be made by certain dates.

For instance, I don’t know—Mr. Suiter, can you plan effectively
without an assessment?

Mr. SUITER. Well, we have to respond to the unknown at all
times. We need the assessment. It would focus what we’re doing,
but ig the things we do, we deal with the unknown, the unex-
pected.

I'm sitting here right now, but very well, by this afternoon at
6:00 o’clock, I could be in San Francisco dealing with a catastrophic
earthquake. We know the parameters of what a major earthquake
would do in San Francisco, so we plan backwards from there. Yes,
we need the assessment.

Vice Chairman DoDD. I understand that. My point is that here
you need to assessments in order to——

Mzr. SUITER. Yes, we do.

Vice Chairman DobpD. That’s what were talking about here.
Thafl’s what we have got to get if we're going to move effectively
on this.

It may have been asked by the Chairman or someone else al-
ready, but do you have any plans to preposition core reserves of
personnel, equipment, in anticipation, for instance, on December
31, where you may have power outages and shortages, not because
of an act of God but because of this very predictable problem? You
don’t have to worry tomorrow on whether or not January 1, 2000
is coming. I promise you, it’s going to come. We know there’s a po-
tential here for some serious problems. We all hope it doesn’t hap-
pen, but we know—we’re sitting here today, with 455 days to go,
and we know that there’s a real potential for serious disruption in
this country and elsewhere. You don’t have your assessments so
you really can’t plan that effectively, but there are some things
that can be done.

Are such things such as the prepositioning of personnel and
equipment to deal with this potential problem in place?

Mr. SUITER. Yes, sir.



15

Vice Chairman Dodd. Thank you, sir.

We have a vote coming up, so I would yield to my colleagues. I
do have more questions.

Chairman BENNETT. Senator Smith.

[The prepared statement of Senator Smith can be found in the
appendix.]

Senator SMITH. Thank you, Mr. Chairman. Gentlemen, thank
you for being here.

Last evening on ABC national news there was a story that
caught my attention about Lubbock, TX, who prepared to simulate
as many Y2K tests as possible. When the city moved the calendar
ahead to December 31, 1999, the story indicated that the fire de-
partments, radio communications, and gas to homes just shut
down. The story also indicated that 80 percent of American commu-
nities are not even doing anything about Y2K at this point, or at
least working on solving the problem.

Is Lubbock unique in that they actually tried to simulate a test
and demonstrate what would happen?

Mr. KOSKINEN. They are unique in the sense that they’re the
most visible community that has done it, and we applaud them for
it. As I noted earlier, the Federal Government doesn’t even have
direct lines of communication with many local communities, but we
are working with national organizations representing city execu-
tives, county executives, the National Governors Association, to
urge them to, in effect, replicate what Lubbock is doing. We need
to have people at the local level, at the grassroots level, ask the
questions that Lubbock is asking itself.

What does happen if these failures occur? What are we doing to
avoid them and, if we can’t, how are we going to respond? One of
my great concerns is—and whether it’s 80 percent or not, I don’t
know—that a lot of small and medium-sized cities and counties at
this stage have not yet understood that this problem could have an
immediate and important impact on their citizens as we move into
the Year 2000.

Senator SMITH. If Lubbock is any indication, then we’ll have a se-
rious problem. You know, I've been saying in Oregon that we
should be prepared, we shouldn’t panic, but if Lubbock’s experience
is any indication of what can happen, maybe it’s time to panic.

Are there any States, any regions of the country, where you are
particularly alarmed, that would suggest this 80 percent may be
accurate?

Mr. KOsSkINEN. I think the 80 percent is probably on the high
side, based on the anecdotal information and surveys I've seen. If
you look at surveys done on small businesses, they generally show
that about 40 percent of those surveyed aren’t planning on doing
much, which I have said is rolling the dice on whether or not
they’re going to stay in business. My expectation is we're at a simi-
lar level with small and medium-sized cities and counties.

But clearly, our dealings with States, counties, and cities have
demonstrated that they too are concerned about the difference in
preparations among larger entities compared to their smaller coun-
terparts.

Large, industrialized cities and States understand the problem
and are dealing with it. They haven’t solved it necessarily, but
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they’re dealing with it. But when you start to get to smaller organi-
zations, the initial problem has been the perception of applicability.
People think, if they’re not running a major mainframe operation,
processing millions of transactions, that somehow it’s not their
problem. But they haven’t understood the impact of integrated cir-
cuits, microprocessors that affect virtually everything that runs in
this country. So we are trying to encourage more communities and
community action groups to focus on the issue at that level.

As I have said—and the chairman and I have talked about this—
the Federal government faces substantial challenges, and we need
to focus on them. But this story is more than just a Washington
story. We have to expand it. It has to be a question of what’s going
on in cities and counties across the country, and those issues have
to be raised by public citizens as well as political officials in those
areas.

Senator SMITH. Thank you.

Can Y2K be declared a special event, those words of art, and if
so, what will that allow us to do? Is there a category under FEMA
called a special event.

Mr. SuiTER. We don’t have a category called special event, per
se. The President could make that determination. That would allow
us to respond, if requested to do so by the Governor.

If T might comment on Lubbock, TX, if I could for a moment,
Lubbock, TX for years has been a leader in any number of emer-
gency management and fire service responses and have set the
mark for other cities and communities across the country to follow.
They had a catastrophic tornado there many years ago, and they
learned those lessons at that time and they haven’t repeated those
lessons. It’s a model for the rest of the country to follow.

I don’t know how many other cities are doing that to that extent
now, but that will be a part of our report for you.

Senator SMITH. Thank you, Mr. Chairman.

Vice Chairman DopD. Coming up on the next panel, by the way,
we have the city manager of Lubbock, so you may want to——

Mr. KOSKINEN. It’s called a well-organized hearing.

Vice Chairman DoDD. I'm sure his ears were perking up over
there.

Chairman BENNETT. Mr. Suiter, when did FEMA begin the Y2K
annex to the Federal response plan, and how are you ensuring
agencies such as DOD, which will play critical roles in the plan,
will be ready?

Mr. SUITER. We've been planning our part of this, as far as the
supplement to the Federal response plan, about 4 months. The last
report would have been September 30. But as I said, I had to post-
pone that for a couple of weeks here.

What we have asked all the Federal agencies to do, including the
Department of Defense, is to report back to us in convincing terms
that they will have the ability to communicate up, down and side-
ways with their resources when asked to provide some specific re-
sponse to our governors’ request and to the President. That’s pre-
cisely where we're working.

All of this begins at the local government level, and how we com-
municate up and down and sideways with each other are the inter-
dependencies, the critical part of it. So that’s a part of the response
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that we plan to have ready by the 1st of December here. We will
have a better evaluation by that time.

The initial reports, sir, are not that bad, and they’re in the very
narrow focus of interoperability and how they move their resources
to get our part of the mission done. I don’t know about the rest of
their agencies.

Chairman BENNETT. The more I hear about DOD, the more sym-
pathetic I become, and at the same time, the more worried I be-
come. DOD has so many internal problems of their own, and then
here you come along and say we’re going to draw on DOD resources
to deal with emergencies.

We have had some testimony with respect to their readiness im-
pact as well as the impact of Y2K on national security with respect
to military readiness, and now we’re aware that they play a role
in other places. Being sympathetic with their problems doesn’t
mean that we can allow them to slide by, however. We're going to
have to keep pressure on them.

Mr. SUITER. I think you would be very proud of the response of
the Department of Defense in helping people of the Commonwealth
of Puerto Rico right now. We have planes landing and taking off
many times a day, and they’re bringing in critical supplies such as
water, ice, baby food and other products that we could not get in
there without the resources of the Department of Defense. There
are C-5A’s, 141’s, constantly responding around the clock. We
know that part of it is going to work OK for us. I don’t know about
the other parts.

Vice Chairman DoDD. As an aside to that, the northeast utilities
in my State, one of the companies has volunteered to send person-
nel and equipment down. I called last night and they were told the
trucks they want to send down has to be sent by barge, which
takes about five days to get down there. Since you’re here I'll make
a pitch and appeal. I wonder if there’s any way you could fly some
of those vehicles in down there.

Mr. SUITER. I'll look into it for you, sir. I can’t report off the top
of my head.

Chairman BENNETT. Senator Collins, anything further?

Senator COLLINS. No, Mr. Chairman.

Chairman BENNETT. All right. We promised Mr. Koskinen we
would get him out of here by 10:30, and we’re 2 minutes in ad-
vance. I think we have a vote scheduled at 10:30, do we not?

Vice Chairman DopD. We do. We haven’t scheduled——

Chairman BENNETT. I'm told it is 10:45.

Vice Chairman DoDD. May we submit some additional questions?
I know John has to be moving along, but some of this gets pretty
technical in terms of follow up and so forth. Like the 17 hour
rule—is it 17 days or 17 hours?

Chairman BENNETT. 17 hours. I didn’t get into that; I thought I
would now as we’re waiting for the vote.

Mr. KOsSkKINEN. That sounds like a good question for Mr. Suiter
to answer. [Laughter.]

Let me express my appreciation to the Chairman and the panel
for accommodating my schedule which allowed me to appear with
you this morning. I think it’s another in a series of very critical
issues that you’re dealing with, and we look forward to continuing
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this dialog and working together as we move through, as Senator
Dodd noted, the remaining 455 days.
Than you all.

OPENING STATEMENT OF HON. ROBERT F. BENNETT, A U.S.
SENATOR FROM UTAH, CHAIRMAN, SPECIAL COMMITTEE ON
THE YEAR 2000 TECHNOLOGY PROBLEM

Chairman BENNETT. I had made reference to the First Alert sys-
tem in my opening statement, which I deferred until now. Let me
go through that so that everyone can understand what we’re talk-
ing about.

We have noted a potentially serious oversight and at the same
time unique opportunity with respect to the millennium change.
We tune into the National Weather Service and say what’s going
to happen with the hurricane and hope that they can give us an
advance alert. But with respect to Y2K, because of the way the
world is organized, we will have an advance alert in the form of
one hour at a time moving through the world’s clocks.

With the vice-chairman, Senator Dodd, and Senator Collins, I am
announcing the committee’s pledge to establish a Y2K First Alert
system that will enable citizens of the United States to have up to
17 hours of advance warning of the nature of the Year 2000 disrup-
tions. Just think about the time zones around the world. Citizens
living west of the Eastern Standard Time zone will have progres-
sively more advanced notice. In Utah, we’ll have 19 hours of ad-
vanced notice, and citizens in Hawaii and those in the farthest
reaches of Alaska would have almost a full day advance warning.

Vice Chairman DopD. How much do Susan and I get?

Chairman BENNETT. You're stuck with 17 hours.

The new day begins at a spot in the middle of the Pacific Ocean,
17 time zones earlier than Eastern Standard Time. If the Y2K bug
is potent enough to cause immediate problems in information sys-
tems and embedded chips, you will have a 17-hour description of
Whaﬂ::1 those problems are and it will move progressively around the
world.

The stroke of midnight in Wellington, New Zealand won’t occur
in the United States until 17 hours later, and then in California
3 hours after that and so on.

We think it’s foolish not to use this advance notice and we'’re
going to do what we can to make sure that the implementation of
a 17-hour advance watch system is created. Frankly, Mr. Suiter,
we’ll be working closely with FEMA to have you work with us with-
in the context of your existing authority to achieve this goal.

Now, we've been talking about preparedness. I have had a chart
prepared, over here to my right. I will just walk you through it so
th(:ilt everybody can understand why we are focusing on that here
today.

Let’s take a fire, as depicted in this picture, that occurs in a
high-rise building. I will walk through the various places where we
could have problems.

Vice Chairman DoDD. Just let me say that I thoroughly endorse
the Chairman’s idea here on this. He has announced it for all of
us, but I think it’s really the kind of far-sightedness that I think
is going to be tremendously helpful. So before you move your
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charts, I just wanted the record to reflect that I think this is a very
sound and wise suggestion. Hopefully we’ll discover early on that
there’s not much to worry about, but if there is, it will be of some
help to us. I commend you for it.

Chairman BENNETT. Thank you.

On this burning building, the alarm on the premises would have
to operate correctly to warn that a fire had broken out. Has the
alarm system been certified as Y2K compliant? Then it would auto-
matically alert the fire department through a 911 call. Does the
telecommunications system that handles the 911 call have Y2K
problems, and has the 911 system that receives the call been reme-
diated to be Y2K compliant?

Now, the computer aided dispatch. The call comes in from the
building, everything is compliant, and now we dispatch the fire
truck. That system has computers in it. Is it Y2K compliant in
order to make the right kind of dispatch, or is there a contingency
plan in place in case that fails?

The emergency vehicles start on their way. They have to be
fueled. How about the city government fuel pumps, are they com-
pliant, so that the emergency vehicle can get there? If not, again,
is a contingency plan in place with alternative agreements struck
between the city and local gas stations?

Now, there needs to be personnel on that truck, and the schedul-
ing tool that sets shifts for people to come to work probably is com-
puter operated and it needs to be checked so that the personnel are
scheduled properly.

The traffic signals along the route to get there need to be compli-
ant so that you don’t have gridlock that the emergency vehicle can’t
gﬁt a‘)round. Has the local transportation department examined
these?

So let’s assume that all of those are proper and you get to the
scene, the firefighters now need a reliable source of water. What
about the local water supply, is it dependent on any kind of central
pumping system and will there be water in the fire hydrant?

Medical equipment on the scene. This harks back to the hearing
that Senator Dodd spearheaded for us, is all of the medical equip-
ment in the paramedic’s truck Y2K compliant and will it work? Of
course, we have already gone through the very basic question of
whether we have power overall. Was the fire department able to
check its database to see if the hazardous inflammable equipment
stored at this location was compliant? And so on and son on.

So here we have a single burning building, but it illustrates the
complexity of the Y2K difficulty that could hit us everywhere.

[The prepared statement of Chairman Bennett can be found in
the appendix.]

Chairman BENNETT. Now, the vote has been called.

Mr. Suiter, do you have a comment on this one example of a dis-
aster out of your experience?

Mr. SUITER. Only that if you add the thousands of buildings all
across the United States that might experience the same thing at
the same time, you're exactly correct in your characterization of the
problem.

The only thing to add is the additional unknown of what is the
Y2K impact on that if these systems fail. If we were to take you
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from Baton Rouge, LA all the way to Fort Walton Beach, FL right
now, you would have seen that almost all of those systems failed
in terms of what we depend upon for as single house fire or a sin-
gle building fire, in terms of all the power outages. We had no traf-
fic control system; water pumps were down to pump the water. So
the whole system is dependent on manual back-up systems, that
someone who knows that community, understands their respon-
sibility, can operate even if some of these critical systems fail.

The part that we have to really be reporting back to you on, and
soon, though, is what is the impact of Y2K if all these systems fail
simultaneously and communities don’t have a back-up plan for how
they’re going to respond to this.

We agree with you 100 percent. It was from your staffs that we
got the idea of the advance warning program. That’s why our peo-
ple are working on it, and we plan to continue to work with you
and to get suggestions from you, but also to offer to you what we
plan to do in that area. We will be speeding it up. That’s a very
important characterization and I would like to use it.

Chairman BENNETT. It’s not copyrighted.

Mr. SUITER. Thank you.

Chairman BENNETT. You can have the picture and the chart and,
iis far as I'm concerned, drop it out of B-29’s over the local popu-

ace.

Mr. SUITER. We plan to do just about that, sir, in our outreach
program.

Chairman BENNETT. OK. A vote has been called, so the commit-
tee will stand in recess until we can——

Vice Chairman DoDD. Mr. Chairman, I have an opening set of
remarks. Maybe I could do that while you go vote, instead of taking
the time later, and then when we come back we can go right to the
questions. All right.

Vice Chairman DobDD. I would like to make some opening com-
ments in support of what you’re suggesting.

Chairman BENNETT. OK. Very good. We will turn the gavel over
to you and we’ll get back in time for you to go vote.

Vice Chairman DoDD. And I promise not to pass any legislation
in your absence. [Laughter.]

Chairman BENNETT. Since we don’t have any legislative author-
ity, that’s probably a safe promise.

STATEMENT OF HON. CHRISTOPHER J. DODD, A U.S. SENATOR
FROM CONNECTICUT, VICE CHAIRMAN, SPECIAL COMMIT-
TEE ON THE YEAR 2000 TECHNOLOGY PROBLEM

Vice Chairman DopD. Well, that has never stopped committees
around here from trying anyway.

I thank you, Mr. Chairman. Again, I want to commend FEMA,
and I know all of our colleagues have been doing just a great job.
I wanted to begin and end my remarks with that and emphasize
what I think is important in this area as well and sort of encourage
you. I'm looking forward to hearing from Governor Leavitt and
some of our local folks as well.

Getting people to think about this is really, about 80 percent of
it is getting people to think this and asking each other the ques-
tions about how do we respond to this stuff, it really takes us a
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good distance down the road of addressing the potential problems
we face here.

Again, with the various sectors that we’re all aware of here—in
fact, we will be holding soon a general business hearing, with an
emphasis on small business, just another aspect of this.

Today, of course, as we have heard already, we are going to re-
view emergency preparedness and disaster relief at the national,
State and local level. Indeed, few functions of government are more
fundamental and important than our government’s readiness to re-
spond to the needs of its citizens in emergencies.

These emergencies, again as we've all noted today, can be on a
grand scale, such as floods, tornadoes and earthquakes, or they can
be personal emergencies, where one person may need the police,
the fire department, or an ambulance. In all of these situations,
there is a shared common denominator, and that is communication
systems that receive the calls and direct the responses to those
emergencies. Most importantly, these systems may be very vulner-
able to Year 2000 problems.

Sophisticated information technology systems serve as important
tools for law enforcement today. Systems such as the National
Crime Information Center, or NCIC, the National Law Enforce-
ment Telecommunications System, or NLETS, and individual
criminal information data system operated by each State, enable
officers to obtain the most updated information on wanted persons,
stolen vehicles, criminal histories, and Department of Motor Vehi-
cle records. The ability to dependably and quickly access such infor-
mation is essential both to officer safety and to the speedy and ef-
fective administration of justice at all levels.

A recent survey—and I found these statistics interesting—con-
ducted on the effectiveness of NCIC indicates that during a 1-year
period, 81,750 “wanted” persons were found, 113,292 individuals
were arrested, 39,268 missing juveniles and 8,549 missing adults
were located, and 110,681 cars valued at over $570 million were re-
covered as a result of NCIC’s use.

The good news is that we have been assured that this system
will be fully able to meet its Year 2000 challenge, and that its links
to the systems of all 50 States will remain fully operational. The
challenge for local law enforcement agencies is to be sure that their
own links to these vital information systems, and any similar sys-
tems which they might operate on a regional or agency wide level,
are both compliant and compatible with the larger systems.

Also, at the local agency level, there often is a great deal of
interconnectivity between some of the emergency service depart-
ment’s records systems and those of other city agencies, such as the
court system, the corrections department, and even local utility
companies, thus increasing the potential for Y2K related problems
in this area.

As we have found to be true in so many other areas, Y2K’s pres-
ence is insidious in the area of emergency services. One major po-
lice department related to our staff that its city government was
required to remediate their gasoline pumps in order to assure that
gasoline would continue to flow to its patrol cars on January 1,
2000. I wonder how many departments have made a similar assess-
ment.
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This problem had the potential effect of an entire fleet of city
government-owned vehicles being shut down. In this particular
case, the computerized gasoline pumps perform a time and date
calculation based upon the last time a particular gas credit card
was used to fuel a vehicle and, therefore, was vulnerable to the
Y2K issue. In other case, the sheriff of a large western county re-
lated that his department was currently examining its computer-
ized detention files which are used to track “time in” and “time
out” of the county jail facility, as well as hearing date information
for inmates.

According to the Bureau of Justice Statistics, there are over
17,000 police and sheriff departments in the United States. The
International Association of Fire Chiefs estimates that there are
32,000 fire departments in this country. We also should not over-
look the fact that approximately 65 percent of our country’s Emer-
gency Medical Service agencies reside within the organizational
structure of our Nation’s fire departments.

I think these statistics clearly indicate to all that the potential
scope of the emergency service sector at the State, county and local
levels of our Nation is enormous. The task of assuring that each
of these agencies meets the challenge of providing uninterrupted
and reliable service in the Year 2000 is an immense one. It is a
task that must be tackled at each and every city, township, county
and State government in the Nation.

In addition to the technical aspect of Y2K vulnerabilities, we
must also consider the possibility that January 1, 2000 may bring
with it an enormous increase in the demand for service from our
emergency response agencies. Will there be an increase in the need
for additional traffic control personnel in the event of certain Y2K
failures in the transportation sector? How many additional elevator
extrications will the fire departments be called upon to perform?
None, we hope, but these are all things that we must consider as
we plan.

While the preparedness of emergency service agencies is the
most vital aspect of Y2K preparation for State, county and local
governments, we must recognize that it surely is not the only Y2K
problem that those governments will face. It is, in fact, only one as-
pect of the much larger Y2K challenge confronting the mayors, city
and county executives, as we’ll be hearing from shortly from
around our Nation.

Again, I want to commend FEMA for what it has done in these
other emergencies, the natural disasters. But there are a lot of
these questions that I hope are being raised at the local level as
they think through and examine—I wouldn’t have thought that a
gasoline pump or county vehicles would be an issue, but yet this
smart town made that assessment and found out it was a problem,
and had they not fixed it, would have faced a situation of those
pumps shutting down. It might mean nothing if nothing else hap-
pened. If you had a major problem in your city, it could really be
a serious, serious issue.

Again, I'm not an alarmist about this. We have time on our
hands. But I think what Senator Bennett has been doing will raise
the level of awareness, to get people to think about this. It doesn’t
take much time to think about it and take a good hard look at
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what exists, what potential problems exist. I think it’s just the wise
thing to do.

Again, I appreciate the patience of the audience in listing to this,
but I wanted to share those statistics, which I thought were fas-
cinating, in terms of the numbers of interconnections that exist
around the country.

With that, the committee will stand in recess for a few minutes
until the Chairman comes back.

[Recess.]

[The prepared statement of Vice Chairman Dodd can be found in
the appendix.]

Chairman BENNETT. The committee will come to order.

We apologize for the fact that the Senate has a way of intruding
on our business. They require us to vote and that is, of course,
what we’re here for. So we appreciate the indulgence of the wit-
nesses. The other Senators will be back, I'm sure, after they have
voted.

We now turn our attention to governmental activity outside the
Federal level. I would like to lead a discussion with those at the
State and local levels who must respond to the challenge of the
Year 2000.

I would like to refer to another chart in anticipation of our wit-
ness for the Governors, entitled “The Year 2000 Status of the 50
States”. It’s right next to the burning building over there. That’s
not a deliberate juxtaposition; that’s just kind of the way it got
placed.

It shows the state of readiness of the 50 States. The first blue
block, for those of you who can’t read the label, says “Uncertain”.
That is just under 10 percent. Level I means they’re getting start-
ed, they have identified a champion or tsar, working on awareness,
and beginning an inventory of the problem. Again, that’s just under
10 percent.

At Level II, developed a detailed inventory of operational depend-
encies. That’s the third block over from Uncertain and Level 1.

Level III, or the fourth block over, has a project plan completed,
resources assigned, made detailed risk assessment, they remediate
and test 20 percent of the mission critical systems, reviewing their
vendors, and they are completing contingency plans. That, of
course, is up to almost half the States.

The next two levels, while there is a small blue square there, in
fact, are at zero. Level IV would be completing remediation and
testing of the remaining 80 percent of mission critical systems,
with contingency strategies implemented for mission critical de-
pendencies. In Level V, remaining systems and dependencies com-
pleted and policies in place to avoid noncompliant issues after com-
pliance is reached.

Now, the source for this information is the Gartner Group. If
Senator Dodd were here, he would point out that they are located
in Connecticut. We don’t know that these numbers are exactly pre-
cise, but that’s the first cut that has been made by a group who
have spent a great deal of time on this issue and that’s their as-
sessment of where we are.

[The referred chart can be found in the appendix.]
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Chairman BENNETT. We will hear from Governor Leavitt. We un-
derstand the self-reported numbers from these States are different
from the numbers from the Gartner Group, and we will explore
that.

I am also happy to point out that the National League of Cities
and the National Association of Counties is putting out this packet
called “Y2K and You”. It consists of a folder with some useful infor-
mation in it, and this little bulge in the packet is a videotape that
addresses it. Here is the folder. It has a “Guide to Y2K and You”,
and then in the other part of the folder an overview of frequently
asked questions, hot buttons, Y2K dos and don’ts, and cooperating
organizations. This is useful information from the National League
of Cities and the National Association of Counties.

Then here is an example of a Metropolitan Washington Council
of Governments publication, “Year 2000 Best Practices Manual.”
This shows the kind of effort that is being made, at least in the
greater Washington area. The one question I keep getting asked
and can’t answer, which may be in this: “Is Metro going to work
in the Year 2000?” We will try to find that out, and as soon as we
do, we will report it.

I do not have a corresponding chart for cities and counties. This
kind of information is very encouraging, but I do not know anyone
who has attempted to assess the state of awareness in cities and
counties the way the Gartner Group has done for the States. I
share that with you to set the stage for the conversations that we
are now going to have.

We welcome to the panel Gov. Michael Leavitt. He comes from
a State that I consider enormously outstanding. He is the Governor
of my home State of Utah. He and I share the distinction of both
having finished second in the party conventions, where we sought
our party’s nomination in 1992. He was a close second; I was a very
distant second. In the primary that was subsequently created by
that, he won his primary very handily and I did it just by a hairs
breadth. But close only counts in horseshoes and hand grenades.
If you win, you win, in politics.

Governor Leavitt has been an outstanding chief executive of the
State, and sometimes we get together and reminisce on our days
in the political trenches. Governor, we're delighted to have you
here. He will be the Chairman of the National Governors Con-
ference during the year that the governors will be discussing and
grappling with Y2K problems, so he is a logical spokesman for the
governors.

Senator SMITH. Mr. Chairman, as one whose paternal ancestry is
also from Utah, I would like to say that I think Utah is at least
the second-best State in the Union. [Laughter.]

Chairman BENNETT. I think we had better move on before the
other members of the committee get here. But we appreciate that.

Governor LEAVITT. That wasn’t a logical follow up to Senator
Berﬁnett’s suggestion that second was attractive, I guess. [Laugh-
ter.

Chairman BENNETT. With the Governor on the panel we will
have Maj. Gen. Edward Philbin, who is the Executive Director of
the National Guard Association; John Thomas Flynn, who is the
chief information officer of the State of California and president of
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the National Association of State Information Resource Executives;
and Miss Ellen Gordon, who is administrator of the State of Iowa’s
Division of Emergency Management, and she is president of the
National Emergency Management Association.

Miss Gordon, I understand you have an airplane to catch, too, so
if the other gentlemen will indulge us, we will hear first from the
Governor and then go directly to Miss Gordon so that she can meet
her schedule.

Governor Leavitt, again we’re honored and delighted to have you
here. If you have the wherewithal to argue with the Gartner
Group, we’ll be glad to hear that, too.

STATEMENT OF HON. MICHAEL O. LEAVITT, GOVERNOR OF
THE STATE OF UTAH

Governor LEAVITT. Thank you, Senator.

I think, while there may be some variety in the numbers, I think
the conclusion of the chart and the report of the Gartner Group is
consistent with the testimony that I will present to you today.

Among the States there is substantial progress, but progress has
varied. For some it is significant, advanced to the point where test-
ing is already underway, including testing of law enforcement and
emergency management systems; other States are just getting
started.

There is also a variety of degrees of collaboration between State
and local jurisdictions. Most States, I think, are entirely conscious
of this dilemma, and they understand the need to work coopera-
tively with local jurisdictions. They are working very feverishly
now, and I think the pace is increasing as we get closer to continue
that function.

The National Governors Association, like many other organiza-
tions of its type, are doing what they can to help their members.
We had a summit in July of this year, the “Year 2000 State Sum-
mit”, attended by senior-level policy people from nearly every State.
We have also provided a lot of written material and papers that are
available.

We welcome, as an association, I might add, the passage of the
“Good Samaritan” legislation that was authored and sponsored by
members of this committee, as being an important step forward in
our preparation.

It may be valuable for me to take a moment or two and talk
about some of the things that are happening in Utah, simply be-
cause those are the ones that I know the best. And while in my
judgment there is no State that stands head and shoulders above
as a sterling example of its preparation, I think we are doing
things that other States may share in and we'’re looking very anx-
iously to learn from them.

Utah is moving forward. In essence, we have concluded that we
can cover the problems that we know about. As in every other case,
it’s the problems we don’t know about that worry us.

In the realm of the known, while we are not yet compliant, it is
measurable for us. We are measuring it on a month-to-month basis.
Among those areas that we have identified as known problems, or
known systems of potential problems, we deem ourselves at this
point to be 51 percent compliant among those systems. We are cur-
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rently testing 600 different information technology systems within
our State.

One of the most important things that we have done—and it
happened really in a way that was not intended simply to deal
with the Year 2000 programs—we have developed an alternative
site where we have literally duplicated all of our systems for the
purpose of emergency management. We have developed that “alter-
native site” in a little town called Richfield, which is 130 miles
south of Salt Lake City, as a testing center.

All of our major systems now are being taken to that testing cen-
ter and we are rolling it forward to the Year 2000, to two/zero/zero/
zero, and testing the system to see what occurs. We are finding
that there are problems, some that would be anticipated and many
that would not be. This has been a very helpful facility, one that
as we finish our testing we’re anxious and willing to make avail-
able to local government jurisdictions as well.

Half of the State’s database and mainframe resources, as I men-
tioned, we have found to be compliant, and we’re working on the
others. We are going through a prioritization system, obviously to
make certain that the systems we work on first are the most im-
portant. Those pertaining to public health and safety and so forth
are being prioritized.

Obviously, the unknown component of Y2K is what we’re the
most worried about. We are developing contingency plans, what the
State will do if information technology systems are not remedied in
time, and then how we will deal with the systems during a break-
down in the infrastructure, if that were to occur.

Now, we have directed all of the State agencies to provide contin-
gency plans. We have set a deadline of December 31, 1998. Again,
I think this is consistent with what many other States are doing.
My colleagues on the panel will be able to validate or tell about
their suggestions.

One rule we have found is that, the more we look, the more we
find, and the more we find, the more it costs. We have identified
costs on Y2K in our relatively small State in excess of $50 million
already.

Gratefully, we began some years ago working on the re-develop-
ment of some of our major systems. As we have done that, we have
made them Y2K compliant. We have not included the entire cost
of that resystemization in that $50 million, so we and other States
are developing a substantial amount of resources to go into this.

We are working very closely with every State agency dealing
with Comprehensive Emergency Management. We are working
closely with FEMA and others to make certain that we are there.
I might just say—and my time is rapidly coming to a close—that
perhaps one of the most important things we’re doing is coordinat-
ing in our State the work of local governments, not just in terms
of their own Y2K compliance, but their interaction with us and
Federal agencies.

We have also called together all of the financial institutions in
our State, all of the utilities in our State, all of the major public
systems, and asked them to demonstrate to us their compliance—
all on a voluntary basis. I must say that, for the most part, they
have been very willing to do that. This is a problem that is so
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broad in its scope that no government agency is able to solve it. We
all have to do our share. I think it’s safe to say, Mr. Chairman,
that the States are doing that, to varying degrees, and hopefully
they will be compliant by the Year 2000.

Thank you.

[The prepared statement of Governor Leavitt can be found in the
appendix.]

Chairman BENNETT. Thank you very much, Governor. We appre-
ciate that. We will be back to you with questions.

Miss Gordon.

STATEMENT OF ELLEN GORDON, PRESIDENT, NATIONAL
EMERGENCY MANAGEMENT ASSOCIATION

Ms. GORDON. Thank you. Good morning, Mr. Chairman, and
members of the committee.

My name is Ellen Gordon and I represent and appear before you
today on behalf of the National Emergency Management Associa-
tion, and Governor Branstad, as his emergency management direc-
tor.

On behalf of the association, I thank you for this opportunity to
provide input and to appear before you today to discuss this very
serious issue as it relates to emergency preparedness, response and
recovery. We commend you on the seriousness with which you're
taking on this issue, because we understand and realize that there
will be consequences that we potentially could be faced with in re-
sponding.

I will summarize my remarks in the interest of time.

NEMA represents the State directors, as you mentioned earlier,
of all emergency management in the States and territories and we
are responsible to our Governors for ensuring that the public’s life
and safety is taken very seriously and to protect it from disasters
and emergencies. State emergency managers are well aware of the
Year 2000 issue, particularly the possibility that we may be called
upon to respond to those consequences of Y2K technology failure or
disruption.

NEMA recently conducted a very quick survey, just asking some
very basic questions of our State emergency management agencies
on the overall awareness of Y2K issues. It yielded the following in-
formation. Again, I stress that it was very basic questions that we
asked, in a very quick survey. This is just to get a feel for what’s
going on out there as it relates to emergency management.

All of our State emergency management directors reported that
the Y2K programs for State agencies and the State Y2K programs
differ in organization and implementation strategies, as Governor
Leavitt just pointed out. Many of these agencies, however, are
working with the emergency management agencies within each of
the States and are coordinating, marrying each other up with infor-
mation technology departments and emergency management, so
that is occurring, which is good news.

All State emergency managers indicate their emergency oper-
ation centers will or are currently compliant for the Y2K tech-
nology issue. We find that to be a very serious issue for a State to
be able to respond to any disruption, because if our State centers
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are not operational, we will not be able to coordinate effectively the
State resources.

All States believe that their emergency management systems
that are owned and operated by the State will be Y2K compliant.
At this time most States cannot assure that the emergency man-
agement systems being utilized by local governments will be Y2K
compliant. For example, what you were discussing earlier this
morning, the 911 centers, and all the critical infrastructure it takes
to protect public health and safety.

NEMA believes that the Y2K issues in emergency management
systems, especially at local government levels, needs some focused
leadership from State government. We are going to be working
closely with our local governments throughout our States, as Gov-
ernor Leavitt stated, to provide some leadership and some coordi-
nation, and make sure the information flow is going to local gov-
ernments.

Since all disasters typically involve local emergency management
agencies first, NEMA believes it is important to determine the im-
pact of Y2K on local emergency management systems which could
produce deficiencies in providing for the public health and safety.
As President of NEMA, I am urging all State emergency manage-
ment directors to provide information and assistance, as appro-
priate, to their local emergency management agencies. It is impera-
tive that capabilities be in place and ready to respond to the con-
sequences of a potential Y2K technology disruption.

As we find significant problems in emergency management sys-
tems, I intend to immediately advise the Director of FEMA of any
major shortfall in local government emergency management sys-
tems and seek assistance and solutions to preclude adverse impact
on the public. Hopefully, the partnership of NEMA and FEMA can
help local governments avoid significant adverse consequences of
the Y2K dilemma—not that all the answers lie there, but that’s at
least one major step that we are working on and working very
closely with FEMA.

As I stated, local government has the front line of authority and
responsibility for events or emergencies. However, if the emergency
overwhelms local resources or capabilities, the State then provides
assistance and resources as determined in our State Emergency
Operations Plan. The role of State emergency management is to co-
ordinate and provide the State assistance as required during a dis-
aster or emergency, regardless of whether the disaster is a tornado,
hurricane, blizzard, civil riot, or a Y2K-related disaster.

These responsibilities are common to every State’s emergency op-
erations plan. Most State agencies, not only the emergency man-
agement agency, but most State agencies have disaster prepared-
ness plans that include all hazards preparedness, response and re-
covery procedures. Almost all State and local government emer-
gency management agencies have infrastructures in place to coordi-
nate their agency’s role in disaster response and recovery.

As I alluded to earlier, there are emergency operations centers
throughout the country. However, the degree of that capability var-
ies. Some States, some local governments, will have a better capa-
bility than others.
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As such, NEMA anticipates the Y2K problem will be dealt with
much the same as any other disaster, through an integrated and
coordinated emergency response system. The resources and types of
people needed may differ for a Y2K event, but the emergency re-
sponse system itself will remain the same from the information
that we know today.

Regarding interstate cooperation, NEMA administers the na-
tional Emergency Management Assistance Compact, EMAC, an
interstate mutual aid agreement, a system for us to provide re-
sources rapidly to supplement Federal assistance, when merited, or
to replace Federal assistance when it is not. The EMAC agreement
establishes our legal mechanism and operational procedures to fa-
cilitate the rapid disaster response, using personnel, equipment
and materials from 23 States and 1 territory.

The compact has been tested extensively this year during the
Florida wildfires and Hurricane Bonnie and has proven to be an ef-
ficient and effective system for States to help each other during dis-
asters. As we speak, a number of our EMAC member States are
providing assistance to the Gulf States impacted by Hurricane
Georges.

Interstate mutual aid may prove extremely beneficial should the
infrastructure fail in a Y2K scenario, particularly if only a few
areas within a State or region are impacted. However, should all
States be impacted in a significant manner, mutual aid between
States may not be possible. Individual States would not be able to
spare limited personnel or resources outside State boundaries. So
these are some things that we’re taking into consideration as we’re
working with FEMA on what we can expect the Federal emergency
response plan will be able to deploy if a State needs Federal assist-
ance.

In conclusion, NEMA, with the support of its member States and
territories, and in partnership with FEMA, is working to determine
that Statewide emergency management systems are Y2K compliant
and, if not, what needs to be done to be responsive to disruption
or failure. Many State emergency management agencies already
have plans to activate their emergency operations centers on De-
cember 31st, and watching the reference to the 17-hour issue that
you talked about earlier. Many of us will activate our EOC’s on
whatever the appropriate time is back from an event when we start
being able to get information based on the alert information.

These Y2K preparedness activities are a part of our mission to
coordinate and facilitate resources to minimize the impact of disas-
ters and emergencies on people, property, the economy and the en-
vironment.

The most immediate need is for States to work with their local
governments to identify potential system failures and make sure
the contingency plans are there to manage the consequences of
those failures. In addition, the States need more information and
guidance from the Federal Government as to what assistance will
be made available to State and local governments in a Y2K emer-
gency, particularly if it becomes multi-state.

Thank you again for inviting NEMA to provide this testimony. I
will be happy to answer questions. I don’t have to leave for about
a half an hour.
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[The prepared statement of Ms. Gordon can be found in the ap-
pendix.]

Chairman BENNETT. Thank you very much.

General Philbin.

STATEMENT OF MAJ. GEN. EDWARD J. PHILBIN, USAF [RET],
EXECUTIVE DIRECTOR, NATIONAL GUARD ASSOCIATION OF
THE UNITED STATES

General PHILBIN. Thank you, Mr. Chairman, Senators. I am Ed
Philbin, the executive director of the National Guard Association of
the United States, based here in Washington. I am here today to
offer opinions on the problems that may arise as a result of non-
compliant computers and computer-dependent systems that are un-
able to transition through midnight, 31 December, 1999, and also
to address the role the National Guard could and probably will play
in managing emergencies arising from those problems.

My testimony generally reflects the opinions of the association
and its members, who are the commissioned and warrant officers
of the Army and Air National Guard. It should not be construed
as representing the official positions of the Department of Defense
or of the National Guard Bureau within the Department of De-
fense.

It is increasingly evident that an appreciable part of the Nation’s
infrastructure could be adversely affected in some way by what is
commonly referred to as the Y2K problem. In general, the National
Guard has the capacity to provide military support to civilian au-
thorities, and can contribute a myriad of human and equipment re-
sources to restore essential operations disrupted by Y2K generated
incidents.

Considering the possibilities of a large-scale disruption of govern-
mental, commercial and other routine daily activities, it is certain
that the National Guard will be among the first organizations acti-
vated to assist in the revitalization of the Nation’s computer de-
pendent infrastructure. As with hurricanes, floods and other inci-
dents requiring quick reaction by a well-trained and well-equipped
on-site team, no other organization will be able to respond in sup-
port of police, fire fighting, and other civilian emergency responders
to major crisis situations that may be caused by Y2K disruptions
as well as the National Guard. The National Guard’s practiced
interaction with State and local organizations, and its connections
to the National Command Authority, provide a unique emergency
response capability not found in any other Federal or State organi-
zation.

The immediate need, as Senator Dodd pointed out, is to deter-
mine what responsibilities the Guard will be expected to assume in
the management of the Y2K related problems, that many analysts
have forecast, will have the potential to trigger the destabilization
of societal functions. The National Guard needs to be prepared to
assist in maintaining or reestablishing essential stability in the
civil sector.

I suggest that the Department of Defense must develop a clear
concept of how the National Guard will be required to respond to
the spectrum of problems that could be created by a Y2K disrup-
tion. The DOD, through the Chief of the National Guard Bureau—



31

who by law is the channel of communication between the Federal
Government and the States—must now coordinate with the Adju-
tants General and the Governors to determine the likely, locality
specific scenarios that may arise in a Y2K situation.

The DOD should also assist the Governors and State emergency
response coordinators to ensure that the National Guard itself will
not be impaired by the effects of a Y2K incident at a time when
it will be most needed.

I suspect that, to date, this has not been a priority effort on the
part of the DOD, even though to properly prepare for possible Y2K
disruptions, the Office of the Secretary of Defense must be cog-
nizant of the necessity of ensuring that the National Guard is fully
capable of responding to any such technical breakdown.

We must be certain that the National Guard will not itself be a
victim of any Y2K disruption. All National Guard units in 3,200 lo-
cations throughout the Nation must possess computer dependent
equipment that is Y2K compliant. Responding to the consequences
of these disruptions will be futile if the National Guard’s operations
are plagued by the very consequences the Guard is attempting to
manage.

It is critical that the Y2K response requirements of the National
Guard be fully funded to ensure that it is able to respond quickly
and effectively to the needs of the community. I respectfully re-
quest, Mr. Chairman, that this committee urge the Senate to pro-
vide full funding for Y2K compliance upgrading of National Guard
equipment as one of the highest priorities for such funding, since
the Guard will be among the first responders to a Y2K incident,
together with police, fire fighting and other civilian emergency re-
sponse personnel.

The critical first step in ensuring that the National Guard will
be fully prepared for a possible Y2K calamity is the collection and
sharing of information. When I was Commander of the New Jersey
Air National Guard, the State Adjutant General for the first time
requested all of his commanders to conduct a survey to identify all
of the Army and Air Guard resources that could be made available
in response to a State emergency.

My survey of the New Jersey Air National Guard identified what
was to me a surprisingly long list of both mundane and sophisti-
cated equipment which could be useful in responding to a State
emergency. I strongly recommend that such a survey of the avail-
able resources of both the Army and Air National Guard of each
State and territory be conducted prior to midnight on 31 December,
1999.

Equally important, we must determine how the National Guard
will interact with the Federal Emergency Management Agency and
the DOD in response to Y2K induced emergencies. Command and
control of multiple agencies must result in mutual support rather
than multiple collisions in addressing emergency situations. There-
fore, a comprehensive study should be conducted on the potential
roles of and the interaction between the FEMA, the DOD, and the
National Guard of the various States and territories in response to
Y2K induced problems.

I applaud the recent inclusion of the National Guard for the first
time in the President’s Y2K subcommittee on emergency response,
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chaired by FEMA, and I believe that the subcommittee, with the
DOD, National Guard Bureau and the Adjutants General, must de-
velop a cohesive strategy that prepares this country for any event
of mass effect leading up to and after midnight, 31 December, 1999.

Mr. Chairman, let me stress the need for the Adjutants General
to play an important role in the development of this strategy. In
most cases, it will be the Adjutants General who will integrate the
planning efforts for their respective States with those to be devel-
oped by the National Command Authority.

As you are aware, the Quadrennial Defense Review highlighted
the role of the National Guard in homeland defense of the United
States. While the Guard stands ready to meet the needs of the citi-
zenry during any Y2K incident, it is important that, in preparing
for that eventuality, the National Guard’s ability to respond to its
Total Force mission of rapidly expanding our Army and Air Force
in response to a national threat not be denigrated.

Funding for current combat readiness resources should not be
the source of enhancing the Guard’s ability to respond to a Y2K
event. As an example, it is becoming increasingly evident that the
current structure of the active duty Army cannot execute the cur-
rent two Major Theater Wars strategy without the assistance of the
Army National Guard combat divisions and brigades. This in-
creased dependency on the National Guard requires increased, not
decreased, combat readiness resourcing to enable the Guard to ac-
complish its historic combat mission. Mere reallocation of current
funding to Y2K missions will have a negative effect upon the Na-
tional Guard’s ability to recruit, train and keep our soldiers and
airmen combat ready to respond at a moments notice to a national
threat.

The Year 2000 challenges present an emergency scenario unlike
any other in our Nation’s history. Our technological society has
grown extremely dependent upon the continuity of computer driven
systems and networks and, as a consequence, the Nation’s vulner-
ability has increased appreciably. Any significant disruption of our
computer dependent infrastructure could result in a significant so-
cietal disruption. However, with the cooperative interaction of Fed-
eral and State governments, the military, the private sector, and
with serious advance preparation, the impact of such an event on
the American people can be significantly reduced, if not totally
eliminated.

Mr. Chairman, thank you very much for the opportunity to offer
the opinion of the National Guard Association on the readiness of
the Guard to deal with these potential emergencies. As we have for
over 3V2 centuries, the National Guard of the United States, both
Army and Air, stands ready to protect the Nation against military
threats and local disasters.

I would be happy to answer any questions you might have, sir.

[The prepared statement of General Philbin can be found in the
appendix.]

Chairman BENNETT. Thank you very much.

Mr. Flynn, you represent the largest State in the country, and
perhaps the one we’re focusing on the most.
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STATEMENT OF JOHN THOMAS FLYNN, PRESIDENT, NA-
TIONAL ASSOCIATION OF STATE INFORMATION RESOURCE
EXECUTIVES

Mr. FLYNN. Thank you. My name is John Thomas Flynn, and I
speak before you today as President of the National Association of
State Information Resource Executives, which represents the chief
information officers of the States, and also as Governor Pete Wil-
son’s chief information officer in California.

First of all, I want to express my appreciation for the opportunity
to update this committee on Year 2000 readiness, and particularly
as it affects emergency preparedness.

I'll get right to the point. As to the States overall remediation ef-
forts, compliance among the 50 States with all aspects of mission
critical systems ranged individually from below 10 percent to over
90 percent. I would point out that these figures are based upon
NASIRE’s self-reporting online survey, a hard copy of which I have
provided to this committee.

This report, the latest results of the survey, which in many cases
were done just in the last several weeks, just under half, 24 of the
States, have completed remediation of at least 50 percent—that’s
50 percent of their mission-critical systems. There is no State that
I know of that has announced itself to be 100 percent complete, and
in addition, due to the various interpretations surrounding this
term “completeness”, as well as the legal ramifications involved, we
may not see total compliance claimed until after January 1 of the
Year 2000.

I have also submitted a column that I wrote on this topic of com-
pleteness for Government Computer News for the committee.

Chairman BENNETT. That will be included in the record. Mr.
Flynn. That’s right.

As the remediation process has evolved from addressing software
applications and interfaces, desktop systems and embedded tech-
nologies, a key focus of activity in the States has involved contin-
gency planning, operational recovery and of particular importance
to this hearing today, emergency preparedness.

As to the general condition of the States’ emergency prepared-
ness and the readiness of State emergency response agencies, I
would offer the following. Disaster relief services are facets of a civ-
ilized society that citizens should be able to depend on. Obviously,
we could imagine the residents of New Orleans or the Florida Keys
managing without State emergency and disaster assistance as a re-
sult of the hurricane. Also, you may recall that earlier this year
there was a total blackout, a power blackout, that occurred for
weeks in the central business district of Auckland, New Zealand.
Or you might recall the Galaxy 4 satellite that put 50 million
pagers out of commission, with one satellite and 50 million cus-
tomers affected. When you think about how many lives are touched
by one action or, in this case, inaction, you understand the mag-
nitude of the Year 2000 situation.

Regarding specific emergency preparedness issues, 11 States re-
sponded to a NASIRE survey, which I have also listed in my writ-
ten report to this committee.

The NASIRE Chief Information Officers reported that close
working relationships have been established with their emergency
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management organizations, and their mission critical system reme-
diation for those particular emergency agencies has been given the
highest priority in the States.

I could give a few specifics. Governor Leavitt already mentioned
some of the fine work that’s going on in the State of Utah under
his Chief Information Officer, David Moon. The State of Arizona,
with John Kelly the CIO there, has biweekly meetings with their
Y2K coordinators from the Public Utility Commission, the Attorney
General’s office, the Office of the Courts, and the Department of
Emergency and Military Affairs. Staff representatives from both
Senators McCain and Kyl were recently invited to these meetings.

The Colorado 2000 Council has asked the Colorado Office of
Emergency Management and the Federal Emergency Management
Association to participate in Colorado’s Council. This council is a
coalition of public and private industries representing critical serv-
ice sectors such as telecommunications, public safety, and water,
just to name a few.

I would also point out that New York’s Governor Pataki, his Of-
fice of Technology and State Emergency Response Offices are work-
ing closely on a statewide Y2K emergency response plan, which
they expect to have in place during the first quarter of 1999.

In California, the Governor’s Office of Emergency Services, OES,
is a stand-alone cabinet level agency, like the Department of Infor-
mation Technology, which reports directly to the Governor.

Having this kind of authority naturally leads to quicker and
more comprehensive responses. As you know, California, during
this decade, has suffered through flood, fire, drought, riots, and
other natural disasters with responses coordinated by this depart-
ment.

As CIO for California, my office is partnering with California
OES Director, Dr. Richard Andrews, along with our California Year
2000 Intergovernmental Task Force, which is comprised of State,
county, and city CIO’s, for a Western States Y2K Summit on Emer-
gency Preparedness and contingency planning scheduled for this
fall. Dr. Andrews and I have been in contact with the emergency
directors, State CIO’s and Y2K managers of these States who have
all voiced unanimous enthusiasm for this endeavor. We believe that
the model and subsequent action plan we develop for this summit
will be of value to States, not only in our region but beyond.

In summary, the emergency management services, while they do
not fall directly under the responsibility of our IT organizations,
those who work in the IT environment are working very closely
with their sister agencies who are directly tied to providing support
and order during a disaster.

I thank you for the opportunity and look forward to your ques-
tions.

4 ['I]‘he prepared statement of Mr. Flynn can be found in the appen-
ix.

Chairman BENNETT. Thank you very much. I appreciate the tes-
timony of all of you.

Governor Leavitt, we are very interested in the Year 2000 State
summit that you referred to in your testimony. Could you tell us
a little bit more about that, and then prospectively, during your
term as the head of the National Governors Association, is there
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anything specific that you can see that the Federal Government
ought to be doing to help the States, that we either are not doing
or not doing well enough?

Governor LEAVITT. You can get your own systems compliant. I
think the States recognize the need for us to do ours, that local
governments ought to do theirs. But the national government sys-
tems we're all dependent upon in various ways. I would say the na-
tional government’s highest priority ought to be getting its own
house in order.

I don’t say that in an accusatory way——

Chairman BENNETT. Oh, no.

Governor LEAVITT. I say it simply as a matter of fact.

With respect to the summit that was held, it was really a method
of being able to share among senior policy staff the perspectives of
other States. What’s being done by the chief information officers I
think is a corollary to that.

It has been my experience that there is no dearth of information
about this. There is just simply a dearth of action. Everyone has
to do their part in order to this not to have broad, social con-
sequences.

Chairman BENNETT. Do you agree that the National Guard
might well play a key role in terms of challenges with respect to
civil disorder? I can imagine a metropolitan area where the welfare
checks don’t go out, turning into a really ugly situation rather
quickly if the local computers that handle the welfare checks don’t
get remediated.

Governor LEAVITT. As I mentioned in my testimony, Senator,
there are two levels of planning that we’re going through. One is
to find those systems where we know there’s a problem and to deal
with it. I think most States are going through that process. The
piece that we don’t now understand is what the implication could
be for a system where we can’t contemplate the impact.

Every State, I believe, is using whatever their emergency man-
agement method is. In our State, the National Guard has a dif-
ferent role than it would in another State. In some States, the Na-
tional Guard actually handles the comprehensive emergency man-
agement function. In other States, it is basically an adjunct and
participates. So clearly the National Guard will play some role in
every State. The issue is the degree to which they will play a role
\évill depend entirely on what role they play in their individual

tate.

Chairman BENNETT. Do you expect to have another summit?

Governor LEAVITT. We expect to have an ongoing discussion
with—we are creating a network now with people who have respon-
sibility and are in charge, as Mr. Flynn has suggested. One of the
things that I believe has been most helpful in our State is the cre-
ation of a very sophisticated web site that is available not just to
local governments and State agencies, but also the private sector.
The creation of user groups within the State, our Economic Devel-
opment Office, has begun to develop user groups among small busi-
ness to give them access to information.

But the very technology that at this point imperils us also pro-
vides us the tools of disseminating the information for compliance.
We are working mostly to create information availability.
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We have had a summit with our—we have the benefit of having
one of the great sponsors of this dilemma in our State. Senator
Bennett, you have been a voice, a voice that started off as a voice
in the wilderness, and you have come to the point where you are
well known for your early warning. But we have had the benefit
of that for some time.

So we’re having meetings with our utilities, meetings with our
banks, meetings with our police and public safety people, and we’re
in the process of completely redoing our system for communication.

Another challenge right now, which has also turned out to be an
opportunity in our State, is the 2002 Winter Olympic Games. It is
causing us all to work together. So I think every State has their
own approach to it, and we will continue at the national level at
1éhe National Governors Association to provide information between

tates.

Chairman BENNETT. We passed the legislation that we were con-
gratulating ourselves about all morning today, which will allow
businesses to share information in ways that their legal depart-
ments may have counseled them not to do prior to the legislation.

Do you see any impediments to the sharing of information be-
tween States, or between the State and local government, that we
might address on the Federal level, or are you in an atmosphere
where the antitrust laws or the trial lawyers suing you for liability
is not as big a problem as it is for some businesses?

Governor LEAVITT. They are a significant worry to us, because of
the broad public responsibility we carry. For that reason, we joined
in your applause for the “Good Samaritan” legislation that was
passed.

There may be additional legislation that I am not able to articu-
late at this moment, but we will not hesitate, given the scope of
that problem, to come back to you to ask, if that’s the case. Perhaps
the State CIO’s would be able to respond to that better than I.

Chairman BENNETT.

Vice Chairman Dodd.

Vice Chairman DopD. Thank you, Mr. Chairman. Welcome to all
of you. Governor, it’s nice to have you with us.

Governor LEAVITT. Thank you, Senator.

Vice Chairman DobDD. I appreciate the fine job you're doing.

I was just thinking, I suspect you've got to do a fine job with Bob
Bennett watching over your shoulder here, watching what’s going
on.

Governor LEAVITT. We have no excuse.

Vice Chairman DoDD. You're doing well.

I would point out that the national excitement over the 2000
Winter Olympics coming to Utah is obviously of great interest in
your home State, but also the Nation. So I suppose that’s an added
incentive to get this all working.

You’ve maybe heard that Senator Bennett and I have been con-
stantly pushing, with 70 witnesses—and I don’t know how many
hearings we’ve had with our Federal agencies, including this morn-
ing. I don’t know if you were in the room at the time, but even with
Mr. Koskinen and others—to try to get these assessments in earlier
and push them on the date to complete it, so we can start dealing
with agencies like FEMA, which is of critical importance, and the
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National Guard. You have to have an assessment to determine
what can be done in order for you to start making the determina-
tions of what you are going to need and, of course, it trickles down
here to local government.

So that chart prepared by the Gartner Group—and I appreciate
the Chairman making note of the fact that it’s a fine Connecticut
company, the Gartner Group, and has been a great asset to all of
us in this as they have done surveys here. But that is a pretty low
performance rate by our States. I don’t know where my own State
fits into this scheme. We have had some hearings up there, and I
know John Rowland has been interested in it. We ought to raise
the profile of this a bit.

I don’t know if they have a State-by-State assessment done, but
maybe we will be reaching a point where we want to do a State-
by-State assessment and let that be known. It would be an added
incentive for people to kind of get “back on the horse”.

Governor LEAVITT. Senator, I might defer some to Mr. Flynn,
who indicated that the CIO’s in the country are doing ongoing as-
sessments. I have required my own CIO to report to me monthly.
In all of the areas where we have identified potential problems, we
have quantified our progress. In our State we are 51 percent, as
of this month, but that started in the low teens and each month
continues to increase. We believe we will be compliant in all major
systems by the Year 2000.

But we are only one State. As the Gartner report indicates, there
is a wide variety of progress. But it’s important, I believe, to ac-
knowledge that virtually every State now is moving forward and
the trajectory is a good one.

Vice Chairman DoDD. I'm glad to hear that. As you point out,
others have as well.

There is an interconnectability here on this, with the transpor-
tation system beginning the long list of items, where the towns,
counties and States and the national government are so interwoven
here that the collapse of a system even in a county could have na-
tional reverberations. So I think it’s important to cite that.

This is not an easy question to ask you, and I don’t know if there
is one. But if I asked you as a governor, and based on your con-
versations with your colleagues, what is the single largest concern?
If there is a single large concern you have as a governor, in your
own State, or what you hear from other governors, is there one par-
ticular item that sort of gathers more attention than any other
item, or maybe two?

Governor LEAVITT. We have had some discussion about this. I
think there is a sense of confidence among governors that, among
the problems we know about, we will get them solved. I think it
is the unknown problem that haunts us all.

Obviously, there’s the cost that goes into this. One of the charac-
teristics of the job of governor is that it takes a very broad spec-
trum of responsibility. It could be education, it could be law en-
forcement, all of those things. So I can’t say there is one. But if
there is one area that haunts us, I think it’s maybe the problem
we haven’t thought of.

I would say a second might be the systems we don’t control,
which potentially could be a Federal system. It could be the IRS
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not being prepared. Many of our tax systems are very interrelated
with the Federal tax system. It could be anything. So I think the
interrelationships is probably what worries me, and I think that
would be consistent with my colleagues.

Vice Chairman DoDD. I appreciate that.

Let me ask this of Miss Gordon. The prepositioning issue I raised
very quickly with FEMA, about the prepositioning of personnel and
equipment in areas around the country in anticipation of some
more widespread problem we would like to think about. Is that a
reasonable request, in your view, Miss Gordon?

Ms. GORDON. I cannot speak for all 50 States at this point be-
cause we do not have any solid information as to who is going to
be doing what, but I can pretty much expect that the States will
preposition equipment, perhaps personnel and equipment, in stra-
tegic locations throughout the State for response time, to cut down
on response time. Of course, in January, in the winter, your travel
time is prohibitive in some States. Iowa, for example, will be look-
ing at that very thing.

Vice Chairman DoDD. Mike, do you want to comment?

Governor LEAVITT. We intend to use the 19-hour advantage that
was spoken of earlier with great care.

Vice Chairman DoDD. You notice how he already started that
clock, so I lose two on this.

Governor LEAVITT. We will be, in fact, as a part of our contin-
gency planning, be prepositioning equipment. But 19 hours is a lot
of time to see a problem starting to develop and be able to dispatch
equipment, so we will be using that to the fullest extent possible.

Vice Chairman DoDD. You may have heard me mention with the
FEMA people that the northeast utilities in my State have really
stepped up to the plate on the Puerto Rican problem, the disaster
with Hurricane Georges. They have gone down there to help out.

One of the problems they had, they were told the only way to get
it down there was by barge, by boat, which takes five days. One
of the problems was, it’s not that they wouldn’t fly it; it’s just they
had a higher priority level of materials they wanted to get in by
aircraft—I gather that was the case—because they said they didn’t
have the aircraft to get it down there. That is obviously the unan-
ticipated disaster.

But if all of a sudden we find our ability to move equipment—
and that is one place. Imagine you have multiple, as I presume you
would here, there is a failure here that’s going to be in multiple
places. You're starting to marshal resources, and the capacity to
deliver those resources is something we ought to be thinking about.
So prepositioning to some extent, where you can, would be wise.

General, we thank you immensely. General Gay is a great friend
of mine, the Adjutant General in Connecticut. He does a great job
and comes down here with some frequency. Usually he’s not bring-
ing me money. He’s usually asking for a little money

General PHILBIN. Usually.

Vice Chairman DobDD. I wonder if you have done any assess-
ment—Senator Bennett and I thought we heard, we commented to
each other, that we thought we heard a request. This would make
you unique, General, coming to Washington with a request.
[Laughter.]
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Is there any assessment that the Guard has done in terms of po-
tential additional cost factors? I know you have suggested resource
allocation, which I think deserves to be repeated. The primary goal
of our National Guard, having served in it, is to obviously be pre-
pared to respond to military situations. Every State I know of is
very grateful, by the way and, in addition to that, the resources
that the Guard has provided, I'm certain in every single State, at
one point or another, in recent years, during times of natural disas-
ter or other crises.

Obviously, this cost factor is a major one. We're looking at it
from the standpoint of how do you provide resources to Federal
agencies, State governments and so forth, to try and become com-
pliant. But I have a feeling here that you've already done some
work on this, in terms of what may be requested from our National
Guard in potentially dealing with this issue. I wonder if you have,
and if so, what are the numbers?

General PHILBIN. To make the National Guard Y2K compliant,
I don’t think that anybody really knows what the actual number
is. I have heard wags of $25 million for the Army Guard and $25
million for the Air Guard. In my viewpoint, that’s probably a bare
minimum.

I would point out that all of the equipment we would use, and
have been using for local emergencies, comes out of the equipment
we were given by the Federal Government from the combat struc-
ture, both the Army and Air Guard. That’s what we use for local
operations. There are some cost-sharing formulas that are used for
that, but basically, it’s combat-related equipment that will be used.

Vice Chairman DobDD. Thank you all very much. Governor, it’s a
pleasure to have you here with us.

Mr. Flynn, if I have any additional questions, I will be certain
to send them along.

Mr. FLYNN. Senator, if I could just point out to you, I did submit
with my written testimony a survey of the 50 States.

Vice Chairman DoDD. Great. We do have it, then, State-by-State.

Mr. FLYNN. And I think it will show a little bit better light than
the Gartner Group did.

Vice Chairman DoDD. Connecticut is 50 percent. I would an-
nounce here that Connecticut is just like Utah. We're getting right
along on that. John Rowland will be happy to know I made ref-
erence to that.

Thanks very much. I appreciate that. Let’s put that in the
record.

Chairman BENNETT. It is in the record.

I should comment that, for the Gartner Group, they could not
provide State-by-State data because they have State-level clients
and have contractual agreements, which makes that difficult.

Thank you all.

We will now have the third panel. We have Bruce Romer, who
is the chief administrative officer of Montgomery County—maybe
he knows whether the Metro is going to work or not; Bob Cass, the
city manager of Lubbock, TX, and we've heard a great deal about
Lubbock so far; and John Powell, with the Association of Public
Safety Communications Officers.
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Gentlemen, we appreciate your patience. We hope it has been en-
lightening for you to sit through this morning’s activities. We look
forward to having you enlighten us in your areas of responsibility.

We will go in the order in which I introduced them. Mr. Romer,
you can go first.

STATEMENT OF BRUCE ROMER, CHIEF ADMINISTRATIVE OF-
FICER, MONTGOMERY COUNTY, MD, ON BEHALF OF THE NA-
TIONAL ASSOCIATION OF COUNTIES

Mr. ROMER. Thank you, and good morning, Chairman Bennett,
and members of the committee.

I am Bruce Romer, chief administrative officer for Montgomery
County, MD, and also representing the National Association of
Counties.

I guess if there’s one message that I would deliver today, at least
from my fellow local government officials, it is that the Y2K issue
is not a technology problem. In fact, it is a business management
problem. It really should be addressed at the highest levels of any
organization. It’s a problem of large proportions competing for very
precious resources. In our case, it may impact the delivery of local
government service and public safety, health, human services and
traffic management, just to name a few.

Now, while the Federal challenge for the Year 2000 is sizable,
the local governments’ Y2K challenge is even greater. Local govern-
ments, some 87,000 nationally, have more interdependent informa-
tion technology systems than the Federal Government. We employ
more individuals and we spend more for IT than the Federal Gov-
ernment by far.

Local governments are the direct providers of services that en-
able the rest of our government and business economy to function.
IT systems at Federal installations in Washington, Denver or Chi-
cago may be functioning perfectly—at least we hope they will—but
if the Federal employees who run those systems can’t get to work
safely, or have no basic services when they get there, all of us will
have failed in our responsibilities. We think that a Federal and
local government partnership is required.

Montgomery County, MD has a population of approximately
840,000. We have an annual operating budget of over $2 billion.
We maintain a AAA bond rating from all three credit rating agen-
cies, who have indicated that our Y2K program is, in their opinion,
a model for other jurisdictions.

In 1996, Montgomery County formulated a plan to resolve its
Y2K problem by December 31, 1998, thereby reserving the entire
1999 calendar year for testing and contingency planning. Our pro-
gram is very broad in its scope because it involves the coordination
of all seven independent county agencies, including our public
schools, the community college, and the water utility, all of which
are managed through our Year 2000 project office.

Our compliance program has four phases: system compliance,
business continuity, contingency planning, and community aware-
ness. We think that our progress has been substantial, but obvi-
ously more work remains. We have identified 204 systems that are
in need of attention, of which 36 are today certified as complete.
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That would put us at about Level III, gaining pretty well on Level
Iv.

The county has appropriated to date $35 million. We have allo-
cated significant staff resources. We have also passed special legis-
lation to employ fast-track procurement and budgeting processes to
help us. Some of our original estimates were in excess of $40 mil-
lion, and we were roundly criticized as overstating the problem,
and today we have appropriated and are spending $35 million.

The Y2K projects, I monitor them biweekly through the use of a
high-level management team. A management tracking scorecard
was developed to ensure accountability and to properly address im-
pediments.

Our community outreach program was initiated when we hosted
all of the county’s municipal governments for an information ses-
sion, and a meeting with our chambers of commerce is scheduled
next.

We have also begun to apply our very strong regional role in
emergency preparedness to the Y2K problem. We plan to conduct
an emergency management training exercise in December of this
year to test the entire community’s readiness, Montgomery Coun-
ty’s community readiness, for the next year. We plan to identify the
resources, including personnel and equipment, that may be nec-
essary as the calendar turns.

And then, under the auspices of our Metropolitan Washington
Council of Governments, we are now committed to test our region’s
readiness, probably in the first quarter of 1999. We hope that the
scenario planning that we do in the Washington Metropolitan Area
will be useful to local governments around the country.

Finally, we have recommended some seven initiatives to Con-
gress in our more complete testimony that we hope you will con-
sider. Some highlights include: establishment of a FEMA-like na-
tional emergency fund that might assist local governments to pro-
vide perhaps seed funding for cities and counties to apply the best
practices that have been developed here as a part of our emergency
management exercise. NACo, through Public Technologies, Incor-
porated, could serve as the vehicle for rolling this information out.

Also, of course, as has been talked about, is the passage of the
immunizing legislation that we have all celebrated here rightfully
this morning, and perhaps the establishment of a national program
office to complement the President’s Advisory Council and, of
course, continued congressional leadership to highlight the issues
before us.

In summary, the nationwide extent of Y2K failure is still un-
known, but certain things we know for sure. The deadline is im-
movable and that there is no apparent “silver bullet” solution.
Many of our Nation’s local governments have not started in their
testing and remediation. For many local governments, local re-
sources, both human and financial, are what’s keeping us from get-
ting further along. Hopefully, Federal assistance for this unique
challenge can be applied.

Thank you very much for having us.

[The prepared statement of Mr. Romer can be found in the ap-
pendix.]
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Chairman BENNETT. Thank you, sir. I appreciate the testimony
and the suggestions of specific Federal steps that we can take.

Another vote has been called, so I am required to put the com-
mittee in recess. I will do my best to sprint over and sprint back.
I apologize to our other two witnesses.

The committee will stand in recess.

[Recess.]

Chairman BENNETT. The committee will come to order.

I think that’s the last interruption we will have, but one never
knows around here. Again, my apologies to our witnesses.

Mr. Cass, we will now hear from you. You have been very patient
and we are grateful.

STATEMENT OF BOB CASS, CITY MANAGER, LUBBOCK, TX

Mr. Cass. Thank you, Mr. Chairman. I am very glad to be here.

We have gone through a number of the processes that have al-
ready been described to you, so I will not reiterate those types of
analyses we've already undergone. I believe the primary reason the
Senate staff asked us to be present was the fact that we ran a sim-
ulation Wednesday night that anticipated various Y2K failures on
December 31st, 1999, so if it pleases the committee, I will simply
give you some of the results of that, some of the lessons that we
learned.

I would also point out we're going through detailed debriefings
today back in Lubbock and we’ll certainly be able to provide you
with more detailed debriefing documents later, if you so desire.

One of the first lessons that became readily apparent was that
it’s going to be extremely critical for us to pay close attention not
only to our own processes and systems, but also to those business
partners on whom we’re hugely dependent.

We had small consolation in our simulation exercise when we
found out that although our electric utility system, Lubbock Power
& Light, which we control, was ready, the simulation assumed that
the natural gas suppliers which fuel our boilers would fail. We had
anticipated that problem and, in fact, have already begun meetings
at not only the policymaking level but at the operating level with
the key partners that will impact us, the area power suppliers on
whom we are somewhat dependent, the natural gas suppliers on
whom we are somewhat dependent.

I would certainly urge any other community to begin those dis-
cussions now. Again, it’s important that it take place not only at
the policymaking level, the senior management level, but probably
more important, at the operational level. It is one thing for the city
manager to know you’re compliant; it is more important, I believe,
on the night of December 31st, for the guy that’s flipping the
zwitches to know what his counterpart is thinking and what he’s

oing.

I would say we are also very concerned and very interested not
only in what is going on at the FEMA level—and we certainly want
to salute that agency; they’ve been tremendously helpful to us—but
also other Federal agencies, such as the National Weather Service,
the air traffic control system, those types of things which are going
to heavily impact our operations.
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Another lesson that we learned was that it is important that we
not overlook and immediately discard the low-tech solution. We be-
lieve that most of our systems are already compliant and will be
compliant. We are not going to assume that they will. I would offer
as an example our traffic control system. I had been assured by our
traffic control engineers that it will be compliant. I had been equal-
ly assured that, if it is not, there is not a single embedded chip in
any stop sign in Lubbock, Texas, and that they will have the ability
to spread additional signs to control our major signalized intersec-
tions.

We learned that in our Lubbock Power & Light, a highly sophis-
ticated system which controls our boilers, which are natural gas
fired, we do have on hand very inefficient, very low tech diesel gen-
erators which we do not use except in peaking capacity times. We
also have a million gallons of storage capacity left in our diesel
tanks. We intend to have those filled to the brim and will be, in
the case of an emergency, able to utilize our old diesel generators
to keep the basics of government going and the basics of our citi-
zens’ lives going, in the event we have problems either in the natu-
ral gas suppliers or our more high-tech equipment that is fueled by
natural gas.

Our simulation pointed out what many of you already know, that
the key systems which will impact us are going to be our emer-
gency communications systems, not only those which enable us to
communicate with the firefighter and the police officer in the
street—and let me tell you, they are very concerned about our abil-
ity to do so—but also our ability to communicate with our water
control system. It is small consolation to communicate with the
firefighter if we can’t get water to him.

We think that it’s important—The fourth lesson we learned is
that it’s extremely important to take advantage of the one advan-
tage this particular incident will offer us, and that is the ability to
know when it will occur. I have been in this business for 22 years
and I have handled numerous emergencies. Rarely have they had
the courtesy to announce they’re coming. In this situation, we were
able to preplan and to deploy men and material in appropriate sit-
uations, as Senator Dodd so aptly pointed out, and that was ex-
tremely beneficial to us.

Finally, I would say a lesson we learned is that there is no sub-
stitute for an educated citizenry. As we were putting the simula-
tion together, unfortunately some invalid information got out in the
local media, and the local radio station broadcast some information
indicating that major systems were being shut down, which
prompted a series of very concerned calls on the part of a few citi-
zens to city hall. It felt very much like “War of the Worlds,” the
sequel. We were able to scotch that, to scotch those rumors fairly
quickly, but again it did point out to us the probable lack of knowl-
edge in the general citizenry about this particular issue.

We have already made plans to begin a public education cam-
paign that will take place over the course of the next year. I salute
the committee for the work it’s doing in that regard, too, and I
would be happy to answer any questions.

4 ['I]‘he prepared statement of Mr. Cass can be found in the appen-
ix.
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Chairman BENNETT. Thank you very much. We appreciate the
first-hand information. I think your observations are right on.
Mr. Powell, you get to be the clean up hitter.

STATEMENT OF JOHN S. POWELL, UNIVERSITY OF CALIFOR-
NIA POLICE DEPARTMENT, ON BEHALF OF THE ASSOCIA-
TION OF PUBLIC SAFETY COMMUNICATIONS OFFICERS

Mr. PoweLL. Thank you and good morning. I guess it’s not still
morning yet. Good afternoon.

Chairman BENNETT. It’s morning in Chicago. [Laughter.]

Mr. POWELL. And they have 1 further hour of warning.

My name is John Powell. I'm with the University of California
Police Department at Berkeley. I'm a past president of the Associa-
tion of Public Safety Communications Officials International. Your
staff also directed some questions to me with regard to the Inter-
national Association of Chiefs of Police, as I sit on their Commu-
nications and Technology Subcommittee.

I would like to thank you for this opportunity to provide informa-
tion on the state of our Nation’s local public safety agencies with
respect to the Year 2000 technology problem.

The United States has nearly 19,000 State and local law enforce-
ment agencies. Ninety percent of these have fewer than 24 sworn
officers, and about 50 percent have less than 12 sworn officers.
There are over 32,000 fire departments. Eighty percent of these are
staffed entirely by volunteers. Yet nearly every agency has at least
one system that needs to be checked.

Senator Dodd earlier mentioned the NCIC system. Virtually
every law enforcement agency in this country has a terminal to ac-
cess their State and Federal criminal justice information system.
Senator, these police and fire departments are where Americans
turn first for help.

We have heard horrific predictions being made by millennium
fundamentalists. At the opposite end of the spectrum, it appears
that the majority of Americans, if they are aware of the Y2K issue
at all, consider it to be only a computer problem.

The state of local public safety agencies appears to spread across
this entire range, with thousands of smaller agencies not yet aware
of the potentially major problems they could face in less than 15
months.

Two wake-up calls this year highlight our dependence on tele-
communications services. In April, AT&T’s frame relay network
failed. Twenty-four hour outage caused by a software glitch in a
single card dropped service to major ATM and credit card systems
across the country. Then, as mentioned earlier, on May 19 the Gal-
axy IV satellite failed, disrupting service to 50 million pagers, in-
cluding critical alerting systems used by Federal, State, and local
governments.

Let me highlight the major points in my written response to the
questions you posed.

First you asked about the APCO and IACP role in assessing the
vulnerability of emergency service agencies to your 2000 problems
and our efforts to increase awareness. Such associations generally
do not have specific roles in assessing vulnerability. Yet we often
serve as a statistical resource to those responsible for such assess-
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ments. Associations do play a major role in promoting awareness
and providing education, and they are the keys, I believe, to deal-
ing with Y2K.

APCO and the TACP annually host the world’s largest public
safety conferences in their respective fields. In August, APCO con-
ducted a number of Y2K seminars in Albuquerque. IACP holds its
annual conference in Salt Lake City later this month, and Y2K will
be a topic in several venues. John Clark, Deputy Chief for Public
Safety at the Federal Communications Commission, specifically
will address the forum on issues regarding Y2K.

Second, you asked me to address ways that Y2K might impact
local law enforcement. Agencies will be impacted in four ways, two
internal and two external. First, internal systems must be made
compliant. State and local radio communication systems, these [in-
dicating] appear to be in excellent shape. Unfortunately, our com-
puter-aided dispatch and records management systems don’t fare
so well. Many of these are Legacy systems that will be cheaper to
replace than to make compliant.

Critical considerations for governments include long procurement
lead times, coupled with potential overload on vendors, during the
next 15 months.

The other internal problem—and this is one that’s going to be
hard to deal with—is preparing to meet the special needs of agency
employees during the period of impact. All of us that have been in-
volved in disasters know that people simply don’t perform at 100
percent if they’re worried about their families. Externally, agencies
must deal with the potential disruption of services, primarily utili-
ties providing electrical power and telephone services, especially
911. The critical 72 hours of self-reliance that disaster planners
promote as the average time before help arrives does not apply if
the problem is, indeed, nationwide.

Last, and clearly the most difficult to judge and plan for, is addi-
tional workload caused by impact of the Year 2000 problem on the
public. If even minimal disruptions occur, the additional workload
on law enforcement in particular could be significant.

With respect to a university campus environment, let me simply
say that our issues are identical, except that, like military bases,
campuses are cities unto themselves—in my case, a city of 50,000.
We are responsible for all buildings, all housing, all operations, all
services.

Finally, you asked for recommendations. As a Boy Scout, and
later serving as the emergency preparedness officer at UC Berkeley
during the Loma Prieta earthquake, the drought, the floods, and
the Oakland Hills fire, I learned the critical meaning of two words:
Be Prepared.

The most important issue facing us is clearly education for the
American public in general, and those of us in government specifi-
cally. APCO and the National Institute of Justice are discussing a
series of Y2K seminars targeted at public safety chief officers and
upper level management to specifically address the four impact
areas I just mentioned. To promote maximum attendance by small
agencies, a number of these must be held quickly and at little or
no cost to the attendee. To sponsor such critically needed seminars,
the National Institute of Justice will need a budget augmentation.
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Last, from these halls to the Oval Office, elected officials must
make the Year 2000 problem a top public priority. The American
people need to be aware and be involved. We must have ongoing
and realistic assessments of the potential for problems across the
plethora of impacted services. A public caught off guard by major
failure on January 1, 2000 would result in devastating, long-term
impact on this great Nation.

Thank you.

[The prepared statement of Mr. Powell can be found in the ap-
pendix.]

Chairman BENNETT. Thank you very much.

I should note that Sergeant Powell participated in the arrest of
several armed robbers just a few nights ago. That’s a low tech solu-
tion, but 'm sure you had high tech help. I congratulate you on
your courage and hope that we can keep the high tech equipment
that you used to track that particular incident working properly.

Now, I understand you have two radios here, one that works and
one that doesn’t. Can you give us an example of-

Mr. POweLL. This is a cell phone and I'm not going to count on
it working. Our telephone industry across the country has embed-
ded processors everywhere, be it land wire, and particular our cel-
lular telephones.

You can talk to any public safety dispatch center around the
country. We are getting tremendous numbers of our calls for serv-
ice now coming via cellular or other wireless devices.

This one—indicating—this is our mainstay of communications
between our dispatchers and our field officers, be they fire, law en-
forcement or medical. I am very confident that these are going to
continue to work. Some of the new systems that have very fancy
management software may not properly report statistics across the
Year 2000 boundary, but it’s not going to stop us from being able
to dispatch our officers in the field, at least any place that I'm
aware of.

Chairman BENNETT. As is often the case in these hearings, the
final panel usually ends up with the most practical information.
We've had a lot of theory at high levels, but I think the information
we have gotten from the three of you has been extremely valuable.

Mr. Cass, do you know of any other city that’s planning the kind
of test that you have done? Has anybody been in touch with you
to say “We would like to do it”?

Mr. Cass. We've had several indications of individuals that want
to do one. After doing ours, several communities found out about
it and asked to attend ours, and we allowed them to do so. But
much to our surprise, we were apparently the first to do a simula-
tion.

ﬁhairman BENNETT. Do any of you know of any other cities that
W1

Mr. ROMER. We’re planning to do that in December, and we're
going to share information with Bob. That would be very useful.
We have our planning underway so we could probably benefit from
each other.

Chairman BENNETT. We have talked about the legislation that
allows businesses to share information. Governor Leavitt said it
was useful in his situation as well.
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Are any of you aware of any impediments to getting information
that might be removed by Federal legislation or Federal action?

Mr. ROMER. We've experienced that very directly, and that’s why
we applaud what’s been done with the legislation. We did our busi-
ness continuity planning and challenged all of our departments to
identify all the relationships up and down the supply chain.

We sent out 3,500 letters to those folks up and down the chain,
and to date we have received about 500 responses. But they really
run the gamut. Of course, they are pre-legislation. Some of them
are simply not filled out at all, and some of them simply say “our
attorneys told us not to answer this.” And others have very useful
information.

So I think, at least from Montgomery County’s standpoint, one
of the biggest impediments you have taken care of, or are one the
way to taking care of, with the legislation that allows that informa-
tion to be shared without fear of penalty. I think that’s very impor-
tant.

Chairman BENNETT. One of the other things I have discovered as
we’ve held these hearings is that the people who come forward and
are the witnesses are almost always the people who have done the
best job and are in the best position, so we get a little bit of a dis-
torted, overly optimistic attitude. I think it’s inevitable that there
will be cities that are not ready. I don’t know where they are, and
we're doing everything we can to deal with it.

Mr. Powell.

Mr. POwWELL. One of the things I found, and my biggest concern
with regard to failures, is the loss of our power grid for any length
of time. For a period of time, we’ll be OK. What I found is

Chairman BENNETT. Mr. Cass has got a whole bunch of diesel
fuel. [Laughter.]

Mr. PoweLL. We do, too, but if you can’t get power, you're not
going to get more delivered.

One of the things I found from our utility in Northern California
is that we're getting conflicting information. Their web site will tell
us one thing. They’ll be interviewed by a newspaper or they’ll be
quoted someplace else with different information. So I'm hoping
that this legislation will allow them to standardize some of the an-
swers that they're giving, so we’ll get what the real answer is.

Chairman BENNETT. Let’s assume that Y2K was this weekend,
not 455 days away but this weekend. Where would you think the
main failures would come, in your own system or——

Mr. ROMER. I guess the way I would look at that is there’s a
threshold question, at least for us in our contingency planning, and
that is, is it a “no power, no dial tone” environment, versus the op-
posite

Chairman BENNETT. Let’s assume that it’s not a “no power, no
dial tone”, that the national infrastructure works. What would be
your problem if you didn’t have the additional time that you do
have, what would happen in your county, in your city?

Mr. ROMER. One of the things that we’re concerned about is some
systems that we are integrated with or depend upon over which
right now we feel we have no control. A good example is the health
care system in our county. We have multiple hospitals of various
specialties, and we, of course, are part of that emergency care sys-
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tem when we have to transport injured people or sick people. We
want to deposit them at a competent place and then go on about
our business.

We have a concern that we don’t have enough information that
gives us the comfort that we’re going to be able to do our mission
and pass it off to the other element of that chain. So that’s one
area that we’re concerned about.

In a have power/have dial tone environment, we’re reasonably
confident that our emergency management systems are part of that
compliance already, or will be. So we’re really not that concerned
about traffic management and E 911 dispatch and things like that.

What we are concerned about is some of the systems that we are
responsible for. Let’s take permitting, the whole construction per-
mitting process, or business permitting process. While it may seem
like a governmental function, it can have ripple effects throughout
a local economy if we aren’t prepared to discharge our duties, from
the homeowner who wants to just do something on the weekend to
the restaurant that was planning to open the day after New Years.
So we had that concern about an internal permitting system.

That would be two examples I would give you there.

Mr. CAss. Senator, I would say that, accepting your premise, the
two other concerns we would have would again be those areas in
which our agency abuts up against other agencies. We simply need
to be certain that the linkages will work out.

Second, we're very concerned about—for example, that fire truck
you have on your graphic here. If my other systems work, I still
lack certain assurances about the embedded chips to make sure
that the ladder goes up, to make sure that the wand that my fire-
fighters use that detects poisonous gases when they enter a dan-
gerous scene, that the embedded chip in that is going to work.

We think we’ve hit the major systems. We think we’ve checked
out the major systems. There are many other minor pieces of
equipment that fill the air packs that my firefighters use, on which
we are not able to receive the types of assurances we would like
to have. We're going to be putting people into life-threatening situ-
ations and that’s of great concern to us. Mr. Powell. The one sys-
tem that I'm concerned about, which I think impacts all of us, is
our fire alarm reporting systems. In recent years, we've had really
complex systems going in, and the very minimum that all of them
have is a clock on them. We had one system where the clock was
almost for show, except that it was an integral function of the
microprocessor that went around and scanned all the points. What
happened when it hit 00 on the year, the accumulator overflowed
and the micro stopped and it didn’t go running around and around
every so often to check all the points again. Those interface not
necessarily with our system, but they may interface to a third
party that then calls in the alarm.

In California, as I'm sure is true in many States, specifically in
high-rise buildings, if you don’t have a working fire alarm, it’s
against the law for there to be anyone working in that building.

Chairman BENNETT. Mr. Romer, will the Metro work? [Laugh-
ter.]

Mr. ROMER. Senator, I chair the COG/CAO committee for Wash-
ington COG. We were at the White House on Tuesday of this week,
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kind of giving a “state of the region” report to some members of the
President’s Advisory Council. We did include a Metro report.

The answer is they have done their triage. They have established
a hierarchy of concerns, not surprisingly customer/passenger safety
being at the highest level, and they reported that they were con-
fident that they could guarantee that. The other two levels they
were still working through, that being customer convenience and
the internal support mechanism of the system.

Of some concern to us locally is they reported about a $5 million
gap in terms of their ability to meet their requirements. Now, that
is of concern because, in Washington, like so many other regions,
we as a regional agency support them. Montgomery County is a
major contributor, as is the State of Maryland. So we were some-
what concerned to learn of that gap. I don’t know what their plan
is to meet it.

But to answer your question, they felt that they had the safety
and operational end of a triage to the point where they felt they
could get there on time.

Chairman BENNETT. So it wouldn’t work if Y2K was this week-
end, but they think it will work——

Mr. ROMER. At least in that meeting, everybody was counting on
the 440 days yet to come.

Chairman BENNETT. What about mailing out welfare checks?

Mr. ROMER. We're concerned about that, from a variation of that.
That is partially a State and county function in Maryland.

But similar to that, we’re concerned about the fact that we have
changed over our assistance recipients to using debit cards as a
good, solid management move that made a tremendous amount of
sense when we did it. But now we are concerned—and here again
is a system that we don’t control, but I know, if the debit cards
don’t work, where the complaints are initially going to be lodged.
They’ll be lodged at the county building and city halls across the
country.

So yes, that is a concern, because we have not received the level
of assurance from the people who take those debit cards from the
local Giant supermarket through the bank system that supports
that, that they're going to be able to deliver that yet.

Chairman BENNETT. You heard Governor Leavitt and the other
officials talk about the level of readiness in the State arena. Do you
feel you’re getting the kind of appropriate support from State gov-
ernments that you need?

Mr. ROMER. We've had a couple of good meetings with the Mary-
land Emergency Management Agency. We intend to draw them
into our simulation that we’re going to do in December. I want to
learn from Bob about how they did that in Lubbock, because I
think that’s going to be our opportunity to so draw them into our
process that we will then get the comfort level that we don’t have
yet. It may be simply a lack of information.

So I don’t want to characterize it as being inadequate at this
time, but we have developed that strategy to draw them into our
process, to place certain demands on the State system and see how
it performs for us.

Chairman BENNETT. Mr. Cass, how about Texas?
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Mr. Cass. I would agree with that, Senator Bennett. As Mr.
Romer has pointed out, I wouldn’t want to characterize them as
being unprepared. I would say we involved the National Weather
Service in our simulation and they performed wonderfully, and I
anticipate that other State and Federal agencies will be well-
equipped. We simply need to establish the linkages now to be cer-
tain that that takes place at the operating level.

Chairman BENNETT. Sergeant Powell, the FBI database and
other kinds of electronic connections between local law enforcement
and the Feds, do you think that’s going to work, or is that an area
where we should put attention?

Mr. POwWELL. I am confident—In fact, I'm going over to the FBI
Headquarters later this afternoon. I'm confident that their systems
are going to work. I'm confident that the linkages to the States will
work, and that, for the most part, the States will continue to work.

My worry is at the local terminal level, where that small agency
with three or four officers may not have the resources to get the
corrections made, if they need to be made. Unfortunately, in recent
years, we have all upgraded those terminals, and now almost every
one of them is at least a personal computer, if not more. A lot of
them are in the 5-to 7-year-old area and they’re not going to be
compliant, unless somebody touches them and fixes them.

Chairman BENNETT. I see a parallel here, and correct me if I'm
wrong. The big businesses seem to have the financial muscle and
the technological resources to, with brute force, work their way
through this problem, so that we’re getting information back that
says General Motors will function, City Bank will function, and all
the rest of it.

And then they say, now, the small community bank may have
some trouble. NCUA told us flatly there will be credit unions—and
they’re talking primarily about smaller ones—that will fail.

The statistics you gave us about how many law enforcement
areas have less than 12 officers—I think Montgomery County will
probably be all right, and Lubbock, Texas will probably be all right.
But a law enforcement activity with half-a-dozen officers is very
much like a small business, where theyre not paying any attention
to it, don’t plan to pay any attention to it, and just hope when it
comes that everything will be OK.

Is that a fair characterization of what you see out there?

Mr. PoweLL. Although I have to note that I drove through my
local community bank window earlier this week, and they had a big
sign on the front window that said “We’re Y2K Compliant”.

Chairman BENNETT. Without disclosing any names, I got a note
from a bank saying “We are Y2K compliant”, and at the same time
one of the people working on the problem cornered me and said,
“There’s no way this bank is going to make it.” So we’ll just have
to wait and see, I suppose.

Mr. POowELL. I found it refreshing just to see that they were
aware of the issue.

Chairman BENNETT. Yes.

Mr. ROMER. Senator, one of the strategies that we had proposed
in the seven suggestions was to fill that very gap, to provide some
funding. We had provided two packages, a local package that would
fund the regional readiness test, and a one or one point five billion
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dollar fund nationally that could be used to address some of the
smaller municipalities needs. I would just refer you to that pro-
posal in our material.

Chairman BENNETT. Well, we thank you for that, and for the
specificity of your proposals.

I will say now, in general terms, we have one more hearing
scheduled for this committee prior to the adjournment of the Con-
gress. Given today’s model, we may be interrupted a great deal by
votes because it is scheduled to take place as we get closer to the
end of the session, that we’re supposed to adjourn sine die on the
9th of October and we're scheduled on the 7th of October. So that
does not auger well for our ability to go on uninterrupted.

Assuming my reelection and Vice Chairman Dodd’s reelection, we
will be back at this same stand in the next Congress. We will be
addressing many of these same issues all over again, to try to get
an update on how much progress there has been, and we will be
talking about some of the specific challenges that you have raised
in your testimony, Mr. Romer.

[The prepared statement of Mr. Amyx can be found in the appen-
dix.]

Chairman BENNETT. We thank you and the other members of the
panel. This has not disappointed or broken the tradition that says
the last panel very often comes up with some of the most interest-
ing material.

The committee will stand adjourned.

[Whereupon, at 12:43 p.m., the committee adjourned.]






APPENDIX

ALPHABETICAL LISTING AND MATERIAL SUBMITTED

PREPARED STATEMENT OF CHAIRMAN ROBERT F. BENNETT

Before we proceed with our hearing today, I would like to make an important an-
nouncement. The committee has marked a potentially serious oversight in the na-
tional response to the millennium change. Just as we expect the National Weather
Service to warn us about hurricanes, the Department of Defense to alert us of sneak
attacks, and the Food and Drug Administration to guard against foreign pests and
parasites, so should we expect the Federal Government to provide us with the earli-
est possible warning of Y2K events that may threaten our public safety or national
infrastructure.

Therefore, today, with the vice-chairman, Senator Dodd, and Senator Collins, I am
announcing the committee’s pledge to establish a Y2K First Alert system that will
enable citizens of the United States to have up to 17 hours of advance warning of
possible Year 2000 disruptions. Citizens living west of the Eastern Standard Time
zone will have progressively more advanced notice. Citizens in my home state of
Utah will have up to 19 hours of advanced notice, while citizens of Hawaii and some
citizens of Alaska could benefit from almost a full day’s notice.

The new day begins at a spot in the middle of the Pacific Ocean 17 time zones
earlier than Eastern Standard Time in the United States. If the Y2K bug is potent
enough to cause immediate problems in information systems and embedded chips,
the effect will not occur all at once. Rather, the problems will happen repeatedly
in one time zone after another for one full day. For example, Y2K problems that
occur at the stroke of midnight, December 31, 1999, in Wellington, New Zealand,
won’t occur in the U.S. until 17 hours later, when our own clock strikes 12:00 a.m.
here on the east coast. Similarly, Y2K disruptions occurring in Tokyo, Japan at
“zero hundred hours” on January 1, 2000, occur at that location while it is still only
seven o’clock in the morning on December 31, in New York City. This provides us
with a full 17 hours of advance notice regarding what we might expect to happen
when our own clocks strike midnight later that night.

My colleagues and I feel it is absolutely foolish not to use this advance notice for
the good of the nation. Wouldn’t it be useful to know that utility and transportation
problems are likely to occur, based on information we received as a result of our
Y2K First Alert System, before everyone is already out and about celebrating on
New Year’s Eve? The committee is prepared, if necessary, to introduce legislation
in the event that the existing authorities and mechanisms are not sufficient to ac-
complish the implementation of the Y2K early warning system. We look forward to
working in partnership with FEMA within the context of its existing authority to
achieve this goal.

One of the themes of our hearing today is preparedness of emergency service
agencies at the state, county and local government levels. To illustrate some of con-
cerns in this area, I refer you to this photograph and chart. I will go through a step
by step analysis of all the Y2K bugs which would have to be overcome before the
fire and police department personnel pictured here would be able to make it to the
scene to render emergency assistance.

(53)



54

Water Supply

Traffic Control

Personnel Management
Systems

Emergency Services Y2k Vulnerabilities

Computer Aided
Dhispatching Systems

g 011 ]
R
e M
TR nna
§ a1

il
T
)

1. The alarm on the premises would have to operate correctly to warn that a fire
had broken out. Have these systems been certified as Y2K compliant?

2. The alarm would either automatically alert the fire department, or someone
nearby or in the building would call 9-1-1.

3. The telecommunications system would have to be viable for an emergency call
to be placed, and the 9-1-1 system and Public Safety Answering Point or PSAP re-
ceiving the call would need to be compliant.

4. The Computer Aided Dispatch or “CAD” System would have to be compliant
in order for the call to be dispatched in the most rapid and efficient or as a contin-
gency, a manual dispatch system would need to be in place.

5. The emergency vehicles called to respond need to be fueled. Are the city govern-
ment fuel pumps compliant? If not, has an alternative agreement been struck be-
tween the city and local gas stations?

6. The scheduling tool utilized by the police and fire departments would need to
be compliant so that personnel would be present at work to answer the call.

Building Security
& Fire Detection Systems

Telecommunications
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7. The traffic signals along the route would need to be compliant so that the re-
sponding units would not be delayed. Has the local transportation department ex-
amined these?

8. Once on scene, firefighters would need to have access to a reliable source of
water to be used to fight the fire. What is the Y2K status of the local water com-
pany?

9. Any medical equipment on scene would need to be compliant in the event it
needs to be used to treat potential victims. Has all this equipment been checked for
Y2K compliance?

10. Another very basic issue not to be overlooked every step of the way here is,
do we have power?

11. In the information technology/data systems area, has the fire department been
able to check its data base to see if any hazardous materials are stored at this loca-
tion?

While this example may appear to overstate the case in its detail, it highlights
the broad array of Y2K preparation issues facing city, county and local governments.

I have often said I need to be as Paul Revere in spreading the word about the
Year 2000 Problem. Today, I'd like to lead a discussion about those who must as-
sume the role of the Minute Men—those in government at the federal, state, and
local levels who must be ready to respond to emergencies on a moment’s notice. I
am talking about our nation’s emergency preparedness and disaster relief agencies,
which include FEMA and the Red Cross; our state emergency management offices
and the National Guard; and local emergency response departments—the police,
fire, and Emergency Medical Services upon which our citizens rely every day of the
year.

I must admit that as the senator who has earned the moniker Paul Revere, not
Chicken Little, this is a very sensitive topic. The call today is for preparation, not
panic. We must recognize however, that with 15 months left to go before January
1, 2000, to fail to plan will be to plan to fail!

Due to continuing concerns about the complete readiness of our core sectors such
as electrical power and telecommunications, we are at this point unable to accu-
rately describe how the world will look after we greet the New Year on January 1,
2000. Therefore, we must begin a dialogue on our preparation for potential Y2K dis-
ruptions, as well as our efforts to assess the preparation level of the emergency
services and emergency planning organizations upon which we depend at every level
of government.

We are not yet sure of what the scope or the nature of Y2K disruptions will be
due to the lack of firm assessments about the status of certain industry sectors. I
suspect that we will have a better idea as time goes on, but it is endemic to the
hidden and invasive nature of the Y2K problem that we may not know for certain
what the difficulties will be until they are actually upon us. We are challenged to
plan in some new ways, and to exercise flexibility as we engage in emergency pre-
paredness.

I want to express my confidence that we will continue to progress in every major
sector in terms of Y2K remediation, and that the prospects for wide scale disrup-
tions will be greatly lessened over the next 15 months. However, responsible leaders
at every level of government owe it to their citizens to engage in planning for a wide
range of possible events. There is a greater likelihood of the occurrence of numerous
small and diffused disruptions and minor annoyances which could combine to form
a sort of loud din of Y2K “noise” across the country, than there is for large scale
disruption. We must begin to develop strategies for dealing with that type of situa-
tion as well. We hope that the presence of officials from across the broad spectrum
of federal, state, county, and city government will promote discussions about such
strategies at our hearing today.

Regarding the overall Y2K preparation level of state governments on the whole,
some of the news I have to deliver is not terribly optimistic. Data recently provided
to this committee by Gartner Group of Stamford, Connecticut indicates that only 50
percent of the states are evaluated as Level 111 Status under Gartner Group’s scale.
A Level III rating indicates the state has completed its project plan, has assigned
resources, has completed a detailed risk assessment, remediated, and tested 20 per-
cent of mission critical systems, conducted vender reviews, and completed contin-
gency plans. Thirty percent of the states are listed at Level 11, indicating that they
at least have developed an inventory of operational dependencies. Ten percent of the
states are evaluated as Level 1, indicating that they had begun their projects, had
identified a champion, were aware of the problem, and began conducting their in-
ventories. The remaining 10 percent are evaluated as “uncertain” indicating they



56

were unaware of their Y2K preparedness status. I find that to be very disturbing.
We sincerely hope that progress in this area will be accelerated.

However, there is also some good news to be told in this area. Several of the larg-
est intergovernmental councils and professional organizations are actively engaged
in Y2K awareness programs. The National League of Cities, the National Associa-
tion of Counties, and the International City/County Management Association, in
conjunction with Public Technology Inc. are sponsoring a Y2K awareness program
entitled “Y2K and You.” The Metropolitan Washington Council of Governments has
published a Year 2000 Best Practices Manual. These programs are good examples
ofhwhat an effective dialogue among state, county, and local governments can
achieve.

Let me express my personal gratitude to Senator Susan Collins, whose strong in-
terest and dedication to this issue have made this hearing possible. I also want to
extend the committee’s thanks to all of our witnesses, especially to those who trav-
eled long distances on relatively short notice to be here today. And finally, I want
to express the committee’s enthusiasm to those of you who will be bringing forth
some ideas today that truly place you and your organizations on the cutting edge
of Y2K emergency preparedness and planning.

BENNETT’S Y2K Di1SCLOSURE BILL CLEARS LAST LEGISLATIVE HURDLE, ON ITS WAY
TO WHITE HOUSE WHERE CLINTON EXPECTED TO SIGN

LANDMARK LEGISLATION WILL ENCOURAGE INDUSTRY DISCLOSURE ON Y2K SOLUTIONS,
PROMOTE SHARING OF CRITICAL INFORMATION FOR Y2K READINESS

WaSHINGTON, DC.—Clearing the way for presidential signature, the House of
Representatives today passed landmark legislation sponsored by Senator Bob Ben-
nett (R-Utah), chairman of the Senate Year 2000 Committee, which will allow U.S.
businesses to share essential information for Y2K preparation and solutions.

“Because of the late date in this session, and the complexity of the issue, we were
all told there was no chance of passage of this legislation during this Congress,” said
Bennett.

“The fast track of this legislation’s passage shows what can be done when the ad-
ministration and the Congress work together in good faith.

“The type of disclosure which will result from this bill will move us significantly
toward a Y2K solution. Today’s action is an important first step, but that’s all it
is. We will aggressively address other vital Y2K demands when the Congress recon-
venes next year. In the meantime, I'm extremely pleased with today’s important
progress.”

The purpose of the “Year 2000 Information and Readiness Disclosure Act,” S.
2392, is to help break the silence and encourage full disclosure and exchange of
Year 2000 computer problems, solutions, test results, and general readiness. Ben-
nett maintains that the reason for this stony silence, according to the 70 witnesses
who have appeared before the Special Committee on the Year 2000, is fear of litiga-
tion that can arise from the good faith sharing of information believed to be correct
and true at the time shared, but which later turns out to be incorrect. “All of their
testimony can be reduced to this: We need quality Y2K information,” Bennett said.

S. 2392 provides limited liability protection for a limited time for specific types
of Year 2000 information that is considered essential to remediation efforts. What
it does not do is provide liability protection for failures that may arise from Year
2000 problems. The bill thus promotes company to company information sharing
while not limiting rights of consumers.

S. 2392 highlights

Limited liability protection for statements.—First, note that the bill does not avoid
liability for selling products that do not work. What the bill does do is encourage
information sharing by protecting allegedly incorrect Year 2000 statements from li-
ability, as well as the persons who make such statements, unless the plaintiff can
prove by clear and convincing evidence that the information was false or provided
recklessly, or with the intent to deceive.

For persons who merely republish a third party’s allegedly incorrect Year 2000
statement, the bill provides for liability in situations where republishers fail to pro-
vide adequate notice to persons with whom they share information about either the
source of the information or its verifiability. Liability also exists for republishers if
the information was provided either falsely or with the intent to deceive.

To further encourage the free flow of information, the bill also provides liability
protection for allegedly inaccurate defamatory or disparaging statements unless it
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can be shown by clear and convincing evidence that the information provided was
done so either falsely or recklessly.

In all the types of claims above, “Year 2000 Readiness Disclosure Statements” are
further protected if a claim reaches trial by not permitting these statements to be
admitted into evidence as actual proof that the statement was untrue or incorrect.
These disclosure statements are not restricted from other uses during litigation,
however. For example, these statements would be available for discovery or admissi-
ble into evidence as a business record.

Defines specific types of Y2K information

—One broad category of protected statements is called “Year 2000 Statements.”
Year 2000 Statements may appear in any format including oral or written
statements. Year 2000 statements, however, do not include filings with the Se-
curities Exchange Commission or banking regulators, or statements made pur-
suant to the sale of securities.

—A subset of Year 2000 Statements are called “Year 2000 Readiness Disclosure
Statements.” Readiness disclosure statements must be clearly labeled as such
in written or electronic form and concern one’s own products or services.

—Defines “Year 2000 Processing” broadly in order to clarify that the “Year 2000
Problem” or “Millennium Bug” is not simply a software problem related strictly
to January 1, 2000, but also involves other dates and hardware problems.

Protection for information provided to the government.—In some cases, the federal
government may feel it needs confidential information from the private sector to
help the government repair its own year 2000 problems or for contingency planning
in the case of failures. To help facilitate the flow of information from the private
sector to the government, the bill ensures the confidentiality of voluntary industry
or economic sector information provided to the federal government from being re-
leased to any third party without the approval of the entity giving the information.

Antitrust.—The Justice Department does not feel that the sharing of information
under this bill will result in antitrust concerns. However, we have incorporated lan-
guage they supplied into the bill to confirm that understanding. The bill thus pro-
vides that the antitrust laws shall not apply to such information sharing except
where a boycott or price fixing results. The antitrust laws will remain in full effect
with respect to issues not related to information.

Encourages the use of Internet Websites.—The bill promotes the use of Internet
Websites by stating that where the adequacy of notice about year 2000 testing or
solutions is at issue, the posting of such information on an Internet website is con-
sidered adequate notice, except under certain circumstances.

Establishes a National Information Clearinghouse and Website.—This provision
establishes a single government website at the General Services Administration as
the hub for basic Y2K information for consumers, small businesses, and local gov-
ernments. The website is to also serve as a central links to other government
websites and information clearinghouses on such efforts.
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PREPARED STATEMENT OF BoB CASS

THE CITY OF LUBBOCK’S Y2K DRILL—SIMULATION OF DECEMBER 31, 1999

1. System Control and Data Acquisition system (SCADA)

2. Inertia Switches/Breakers

3. Generators

I. Major systems/areas relative to emergency operations
A. Electric Utilities

a. Natural Gas

4. Fuel Systems
b. Diesel
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B. Water Utilities
System Control and Data Acquisition system (SCADA)
C. Computer aided Dispatch Systems
1. Police System (average 24 calls/hour—25 percent increase in calls w/
power outage)
2. Fire System
3. Texas Crime Information Center (T'CIC)/National Crime Information
Center (NCIC) [criminal history and outstanding warrants]
4. Mobile Data Terminals
5. Records Systems
D. Communications
1. Telephone System
2. 911 System
3. 800 MHz Radio System
a. Police
b. Fire
c. Emergency Services
d. Public Works
4. Pager System
5. Cellular Telephones
E. Traffic Control Systems
1. Traffic Signal control cabinet Testing
2. Prioritizing high volume intersections for Police control if electricity is
lost
3. Stop sign installations at all remaining signalized intersections (i.e.
portable stands, traffic signal poles, sign poles, etc. * * *)

II. The Y2K exercise

A functional exercise was developed to test the organization’s response to possible
Year 2000 failures of internal and external systems. The exercise was designed to
test the organization’s ability to provide services to the citizenry under several
“worst case” scenarios. Managers were evaluated on their thoroughness, realistic ap-
proach to the exercise, and the level of coordination demonstrated in their re-
sponses.

Objectives

_A. Identify the internal elements that affect the services provided by the organiza-
t1.01131.. Identify the external elements that have an impact on internal services pro-
VlfiCG{dEnsure that contingency plans provide realistic solutions for potential systems
falll)l.lrlerfétill public confidence in the organization’s ability respond to Y2K problems.

Lessons learned

A. The organization must continue to plan and prepare for Y2K through 1999.

B. The organization must establish priorities to ensure adequate response to mul-
tiple issues. As we had anticipated one of the major points of vulnerability for Lub-
bock was electric power. We had several scenarios thrown at us that left portions
of the city without electric service for brief periods of time. Such disruptions were
ambiguous—while typical of weather problems, Y2K problems could also be the cul-
prit. As a result we experienced periods where we were without some of our radio
systems, all cellular phones and pagers. When power outages occurred we also lost
operation of our wastewater treatment plant and one sewer lift station.

C. It is critical to have good working relationships with entities that we rely upon
for other services (i.e. electrical power, gas supplies, EMS and FAA, etc.). When sit-
uations occur like during the Y2K drill, it is imperative that you have a method of
constant communication with these entities. We were called upon to allow landings
of several aircraft that were diverted from other airports that had lost radar service.

III. Recommendations

Lubbock is unique in that there are three power companies serving the city, one
of which is owned and is managed by the City of Lubbock. This affords the City
the ability to “island” itself from the national grid system in the event of widespread
power disruptions.

While Lubbock has a unique electric power situation, most of the nation’s cities
do not. It is of utmost importance for the federal government, and more importantly
you as members of the Senate, to urge the electric industry leadership to insure that
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their production and transmission systems are Y2K compliant. A failure to assure
reliable electric service can be devastating.
Each city should adequately address the five following basic questions relevant to

Y2K:

1. Is the organization Y2K Compliant?

2. What are the basic consequences of Y2K failures for the organization?

3. Can all problem areas be addressed prior to January 1, 2000?

4. Are there sufficient resources within the organization to address all Y2K

issues, if not, are there outside resources that can provide support?
5. Have contingency plans been developed to deal with the effects of Y2K?

RESPONSES OF BOB CASS TO QUESTIONS SUBMITTED BY CHAIRMAN BENNETT

Question 1. Do you feel it is critical that every major city or local government
carry out a similar simulation, or are there ways to more economically share the
lessons learned from exercises such as your own?

Answer. From our perspective, it would be very difficult for a city to know their
level of readiness without conducting some type of simulation and/or developing a
readiness tracking system. It is true however, that lessons learned from an exercise
would be beneficial to other cities.

Question 1A. Are you aware now of other cities and municipalities that plan to
do a similar exercise?

Answer. We have determined that Montgomery County in Maryland is planning
to have a similar exercise in December 1998. Other cities have indicated that plans
are being made to conduct an exercise, however, we are not aware of specific dates
being set.

Question 1B. Are organizations of municipalities such as the U.S. Conference of
Mayors, the League of Cities, or the International City/County Management Asso-
ciation prepared to capture lessons learned from your Y2K dry run?

Answer. Public Technology, Inc. (PTI), the National League of Cities (NLC), the
National Association of Counties (NACo), and the International City/County Man-
agement Association (ICMA) have launched the Y2K and YOU Campaign (http:/
pti.nw.dc.us/membership/y2k/) to make local appointed and elected officials aware of
the impact of the Year 2000 problem. The Y2K and YOU website has local govern-
ment links to the City of Lubbock’s Y2K webpage and those of thirteen other local
government entities.

As part of this campaign, a “tool kit” was delivered to over 15,000 U.S. city and
county governments. The tool kit contains a comprehensive package of resource ma-
terials on the Year 2000, including a video explaining the issue. To order a tool kit,
contact pubs@pti.org.

Question 2. Have you learned anything from your simulation of a Y2K emergency
that would indicate more Federal Government assistance is needed?

Answer. Passing legislation limiting the liability for those entities who are per-
forming “due diligence” in preparation for the transition to the year 2000 is bene-
ficial. In addition, special legislation to allow CDBG entitlement cities to use some
percent of their allocated funds to address the Y2K problems could help.

Question 3. What impediments did you encounter in preparing for your recent
Y2K exercise?

Answer. No major impediments were encountered. The entire city staff as well as
other agencies were more that willing to provide their support in the development
of the exercise. Our Exercise Control Team was responsible for developing and ad-
ministering the exercise.

Question 4. What were the greatest problems you encountered during the actual
exercise?

Answer. The emergency response to the Y2K issues in the early stages of the
event is not significantly different than any other natural or man made disaster.
However, some of the major issues faced during the exercise were the loss of electric
power to a major portion of the city, telephone systems went down, the 9-1-1 sys-
tem went down, police and fire communications were lost, and we lost natural gas
to approximately one fourth of the city. (See attached copy of the Exercise Scenario).

Question 5. What would you consider to be the greatest challenge to cities overall
in regard to Y2K preparedness?

Answer. We feel the greatest challenge is to ensure the organization has identified
and tested internal systems and developed realistic contingency plans based on a
worst case scenario. In addition, the city should maintain an awareness of the com-
munity’s readiness by conducting a community wide Y2K Community Readiness As-
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sessment. The assessment will provide information as to the readiness of it’s critical
business partners (suppliers) for continued operations in the Year 2000.

Question 6. What do you consider to be the most pressing Y2K issues for your own
city’s emergency service agencies?

Answer. The most pressing issues facing emergency services agencies are to en-
sure an accurate inventory of the systems with embedded chips is taken and the
problem areas identified are correct as early as possible. In addition, there are spe-
cific issues that need to be addressed within the public safety area. For example,
the patrol officer could face problems with his vehicle, police radio, mobile data ter-
minal, radar systems, and traffic signal systems. The fire fighter could have similar
situation with additional problems with fire apparatus, fire radio systems, gas ana-
lyzers, cascade system for filling air bottles, and the readiness of neighboring volun-
teer agencies who have mutual aid with the city.

PREPARED STATEMENT OF SENATOR SUSAN M. COLLINS

Thank you, Mr. Chairman. Before I begin, I would like to thank the Chairman
and his staff for their hard work on this important topic. The Chairman should be
commended not just for his efforts on today’s hearing, but on the entire Y2K issue.
The Chairman’s tireless efforts on the Y2K matter have helped many in this country
understand the importance of being prepared in order to prevent serious problems
at the turn of the century.

One of the issues that the Committee will focus on at today’s hearing is how the
year 2000 will affect computer systems used by the many law enforcement depart-
ments that we have throughout our country. In particular, an obvious area of inter-
est is how 911 service will be affected and what municipalities should do to ensure
that there will not be coverage problems.

The 911 system had modest origins, beginning as a simple “hotline” system in
1968. In the thirty years since the system was first introduced, the 911 safety net
has become an integral part of American life. Today, Americans living in 90 percent
of our communities can take for granted the fact that if they dial 911, someone will
be on the other end of the line to offer assistance.

And 911 is a number that we dial often in this country—over 300,000 911 emer-
gency calls for assistance are placed in this country each day, close to 110 million
calls per year.

As the size of the 911 system has grown over the years, the technology that sup-
ports our emergency services has continued to advance at a tremendous rate. Many
places in the country now enjoy the advantage of so-called “enhanced” 911 systems.
These enhanced systems automatically pinpoint a caller’s location and telephone
number for the 911 operator.

911 calls are received at what is known as Public Safety Answering Points, or
“PSAPs.” [P-Saps] There are over 4,500 of these PSAPs throughout the country. The
person answering the phone at these PSAPs is often required to fill out a computer
screen which looks something like this [Reference 30 X 40 Poster Board], particu-
larly in the case of “enhanced” 911 systems.

Earlier this summer, FCC Commissioner Michael Powell began playing an active
role in promoting awareness about this potential communications problem in the
public safety community. In June, the FCC held a public safety roundtable which
attracted many nationwide experts in the field of public safety communications.

This symposium concluded that while the Y2K problem poses a threat to these
communications, the problem is fixable. Unfortunately, the fix can be expensive,
with some departments finding that the best solution to the problem is to com-
pletely replace the old non-compliant systems. Moreover, the Association of Public
Safety Communications Officers has estimated that there are over 50 components
in a PSAP that are Y2K-vulnerable.

In addition to 911 systems, law enforcement agencies use other sophisticated in-
formation technology systems in their day-to-day efforts to fight crime. Examples in-
clude the National Crime Information Center, the National Law Enforcement Tele-
communications System, and the individual criminal information data systems oper-
ated individually by all 50 states.

These systems enable officers to obtain the most updated information on wanted
persons, stolen vehicles, criminal histories, and Department of Motor Vehicle
records. The ability to dependably and quickly access such information is essential
both to officer safety and to the speedy and effective administration of justice at all
levels of government.

The good news here is that the Committee has been assured that these systems
will be fully able to meet its Year 2000 challenge, and that their links to the sys-
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tems of all 50 states will remain fully operational. The challenge for local law en-
forcement agencies is to be sure that their own links to these vital information sys-
tems, and any similar systems which they might operate on a regional or agency-
wide level are both compliant and compatible with the larger systems.

Also, at the local agency level, there often is a great deal of “interconnectivity”
between some of the emergency service department’s records systems and those of
other city agencies, such as the court system, the corrections department, and even
l(l)lcal utility companies, thus increasing the potential for Y2K related problems in
this area.

I am hopeful that we will be able to gain more information on these important
issues in today’s testimony. Thank you, Mr. Chairman.

PREPARED STATEMENT OF VICE CHAIRMAN CHRISTOPHER J. DODD

Thank you Mr. Chairman, for your leadership. This Committee continues to have
a very active hearing schedule as we review Year 2000 issues in a variety of indus-
try sectors. The Committee has examined the energy sector, transportation, health
care and financial services and will soon hold a general business hearing with an
emphasis on small business. Today, we will review emergency preparedness and dis-
aster relief on a national, state and local level. Indeed few functions of government
are more fundamental and important than our government’s readiness to respond
to the needs of its citizens in emergencies.

These emergencies can be on a grand scale such as floods, tornadoes and earth-
quakes or they can be personal emergencies, where one person may need the police
or the fire department or an ambulance. In all of these situations, there is a shared
common denominator, communication systems that receive the calls and direct the
reslla)(l)nse‘ And most importantly these systems may be very vulnerable to year 2000
problems.

Sophisticated information technology systems serve as important tools for law en-
forcement today. Systems such as the National Crime Information Center or NCIC,
the National Law Enforcement Telecommunications System, or NLETS, and individ-
ual criminal information data systems operated by each state enable of fleers to ob-
tain the most updated information on wanted persons, stolen vehicles, criminal his-
tories, and Department of Motor Vehicle records. The ability to dependably and
quickly access such information is essential both to officer safety and to the speedy
and effective administration of justice at all levels. A recent survey conducted on
the effectiveness of NCIC indicates that during a one year period, 81,750 “wanted”
persons were found, 113,293 individuals were arrested; 39,268 missing juveniles and
8,549 missing adults were located; and 110,681 cars valued at over $570 million
were recovered as a result of NCIC’s use. The good news is that we have been as-
sured that this system will be fully able to meet its Year 2000 challenge, and that
its links to the systems of all 50 states will remain fully operational. The challenge
for local law enforcement agencies is to be sure that their own links to these vital
information systems, and any similar systems which they might operate on a re-
gional or agency wide level are both compliant and compatible with the larger sys-
tems. Also, at the local agency level, there often is a great deal of interconnectivity
between some of the emergency service department’s records systems and those of
other city agencies, such as the court system, the corrections department, and even
l?lcal utility companies, thus increasing the potential for Y2K related problems in
this area.

As we have found to be true in so many other areas, Y2K’s presence is insidious
in the area of emergency services. One major police department related to our staff
that its city’s government was required to remediate their gasoline pumps in order
to assure that gasoline would continue to flow to its patrol cars on January 1, 1998.
This problem had the potential to effect the entire fleet of city government owned
vehicles. In this particular case, the computerized gasoline pumps perform a time
and date calculation based upon the last time a particular gas credit card was used
to fuel a vehicle, and therefore was vulnerable to Y2K. In another case, the sheriff
of a large western county related that his department was currently examining its
computerized detention files which are used to track “time in” and “time out” of the
county jail facility, as well as hearing date information for inmates.

According to the Bureau of Justice Statistics, there are over 17,000 police and
sheriffs departments in the United States. The International Association of Fire
Chiefs estimates that there are 32,000 fire departments in this country. We also
should not overlook the fact that approximately sixty-five percent of our country’s
Emergency Medical Service agencies reside within the organizational structure of
our nation’s fire departments.
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These statistics clearly indicate the scope of the emergency service sector at the
state, county, and local levels of government is enormous. The task of assuring that
each of these agencies meets the challenge of providing uninterrupted and reliable
service in the Year 2000, is an immense one. It is a task that must be tackled in
each and every city, township, county, and state government in the country.

In addition to the technical aspect of Y2K vulnerabilities, we must also consider
the possibility that January 1, 2000 may bring with it an enormous increase in the
demand for service from our emergency response agencies. Will there be an increase
in the need for additional traffic control personnel in the event of certain Y2K fail-
ures in the transportation sector? How many additional elevator extrications will
the fire departments be called upon to perform? None, we hope, but these are all
things we must consider as we plan.

While the preparedness of emergency service agencies is the most vital aspect of
Y2K preparation for state, county and local governments, we must recognize that
it surely is not the only Y2K problem that those governments face. It is in fact, only
one aspect of the much larger Y2K challenge confronting the mayors, city and coun-
ty executives, state CIOs, and governors throughout the nation as we continue to
move closer to our ultimate deadline.

As I mentioned at the beginning of my statement, the federal government must
be able to respond to earthquakes, floods and other natural disasters. And I share
Senator Bennett’s heartfelt thoughts to those who have suffered through Hurricane
George. The destructive power of this hurricane must remind us how very essential
it is that our state and national emergency response systems operate without im-
pediment. The Federal Emergency Management Agency (FEMA) along with the Red
Cross and the National Guard has always provided a safety net to our citizens
whose lives and communities have been devastated by natural disasters. It is essen-
tial that these organizations maintain their continued readiness.

On a final note, I want to enthusiastically endorse the creation of an early warn-
ing system that might give this country some notice, even if it is only a matter of
hours, that Year 2000 failures occurring internationally are headed our way. Janu-
ary 1, 2000 dawns in the middle of the Pacific Ocean and comes 17 hours before
our dawn in the United States. We should leverage this advantage that nature and
chance has provided us, and a “Y2K First Alert System” is an excellent way to do
so.

Again, thank you Mr. Chairman, I look forward to hearing today’s panels.

PREPARED STATEMENT OF JOHN THOMAS FLYNN
CONGRESSIONAL TALKING POINTS

Good morning, Mr. Chairman. My name is John Thomas Flynn. I speak before
you today as president of NASIRE, representing the Chief Information Officers of
the States, and as Governor Pete Wilson’s Chief Information Officer for California.

I want to express my appreciation for the opportunity to update this committee
on states’ Year 2000 (Y2K) readiness, particularly as it affects emergency prepared-
ness. To get right to the point: as to states’ overall remediation efforts, compliance
among the 50 states with all aspects of mission critical legacy systems, ranges indi-
vidually from under 10 percent complete, to reports of more than 90 percent com-
plete. I would point out that these figures are based upon NASIRE’s self-reporting
online survey, Y2KRemediation in the States, (located at www.amrinc.nettnasire/
y2k).

According to the latest survey results, just under half (24) of those responding
have completed remediation of at least 50 percent of their mission critical systems.
Our NASIRE survey defines “mission critical” as:

Systems that the state has identified as priorities for prompt remediation.
Such systems CAN encompass public safety, public health, as well as finan-
cial and personnel aspects of government services.

No state has declared itself 100 percent complete as yet. In addition, due to the
various interpretations surrounding the term, as well the legal ramifications in-
volved, we might never see total compliance claimed until long after the turn of the
century.

As the remediation process has evolved from addressing software applications and
interfaces, desktop systems and embedded technologies, a key focus of activity in the
states has involved contingency planning, operational recovery and of particular im-
portance to this hearing today, emergency preparedness.
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As to the general condition of the states’ emergency preparedness and the readi-
ness of state emergency response agencies I would offer the following.

Disaster relief services are facets of a civilized society that citizens should be able
to depend on.

Imagine the residents of New Orleans or the Florida Keys managing without state
emergency and disaster services with Hurricane Georges positioned to wreak havoc
at any moment. Recall the total power blackout that occurred for several weeks in
the business district of Auckland, New Zealand earlier this year. Would recovery
and rebuilding efforts work at full capacity or at all if their systems and networks
were nonfunctional? Would citizens have access to life-saving medical aid?

Recall the Galaxy 4 satellite that put 50 million pagers and other telecommuni-
cations services out of commission. One satellite. 50 million customers affected.
When you think about how many lives are touched by one action, or in this case,
inaction, the magnitude of the Year 2000 situation begins to take shape.

Regarding specific emergency preparedness issues, eleven states responded to the
NASIRE survey including:

Arizona, Colorado, Connecticut, Florida, Georgia, Illinois, South Carolina,
Texas, Washington, West Virginia, Wyoming

NASIRE CIO’s reported that close working relationships have been established
with their emergency management organizations, and their mission critical system
remediation has been given the highest priority. A few specifics:

For example, the State of Arizona holds bi-weekly meetings with Y2K coordina-
tors from the Public Utility Commission, Attorney General’s Office, Administrative
Office of the Courts and the Department of Emergency and Military Affairs to co-
ordinate assessment, planning and response activities related to Y2K failures. Staff
representatives from both senators McCain and Kyl were recently invited to these
meetings.

The Colorado 2000 Council has asked the Colorado Office of Emergency Manage-
ment and the Federal Emergency Management Association (FEMA), to participate
in Colorado’s Council. This council is a coalition of public and private industry rep-
resenting critical service sectors such as telecommunications, public safety and
water, to name just a few.

In California, the Governor’s Office of Emergency Services (OES) is a stand-alone
cabinet-level agency like the Department of Information Technology, which reports
directly to the Governor.

Having this kind of authority naturally leads to quicker and more comprehensive
responses. As you may know California, during the last decade, has suffered
through flood, fire, drought, riots and other natural disasters with responses coordi-
nated by this department.

As CIO for California, my office is partnering with California OES Director, Dr.
Richard Andrews, along with our California Year 2000 Intergovernmental Task
Force, which is comprised of state, county and city CID’s, for a Western States Y2K
Summit on Emergency Preparedness and contingency planning this fall. Dr. An-
drews and I have been in contact with the emergency directors, state CIO’s and Y2K
managers of these states who have voiced unanimous enthusiasm for this endeavor.
We believe the model and subsequent action plan we develop for this summit will
be of value to states not only in the western region, but beyond.

As a general rule, emergency management services do not fall directly under the
responsibility of IT organizations. However, those who work in the IT environment
are prepared to work with sister agencies with missions more directly tied to provid-
ing support and order during a disaster. This is and has been the case in the many
other government entities which merit equal attention such as public utilities
(water, electricity, telecommunications), court and criminal functions (prison sys-
tems) and financial benefits (retirement disbursements, food stamps, health care).

I thank you for the opportunity to speak, and would be pleased to answer any
questions.
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RESPONSES OF JOHN THOMAS FLYNN TO QUESTIONS SUBMITTED BY
CHAIRMAN BENNETT

Question 1. NASIRE, as representative of 50 state CIO’s, has a perspective on
Y2K problems that is unique. Would you please tell the Committee the three to five
functional areas where state governments are having the most difficulty in Y2K re-
mediation?

Answer.

1. The number of legacy information technology systems is high and
many of them are quite old, making it more difficult to find resources with
the required knowledge to effect the needed remediation.

2. The proliferation of desktop systems has resulted in an almost endless
variety of software which runs on those desktop systems, all of which must
be assessed to ensure that they are Y2K compliant and replaced where they
are not. The costs are expected to be considerable.

3. Legislative and federal mandates continue to require resources and ef-
fort by the same staff that is heavily involved in the Y2K remediation ef-
fort.

4. Ensuring that all of the interrelationships between systems, both at
the state level and with other external entities, are identified and ad-
dressed.

5. What we don’t know.

Question 2. The 50 states house the 3,800 counties where all the 265 million
Americans live.

a. Is there any relationship between state and county governments in the Y2K
remediation process?

Answer. Yes, there is. As an example, in the state of California, there is an inter-
governmental task force chaired by the state CIO and includes some County CIO’s
and/or their representatives.

b. What are the critical Y2K interfaces and interconnections between state and
county governments that potentially could have serious impact on the public?

Answer.

1. Emergency response
2. Law enforcement

3. Health and welfare
4. Revenue

5. Transportation

Question 3. Has NASIRE made any arrangements to share technical resources be-
tween states after the Y2K date if emergencies occur?

Answer. No.

Question 4. The Gartner Group presentation seems to rate the State Y2K efforts
less complete than the NASIRE data. Would you comment on the level of accuracy
on the NASIRE self-reporting online survey?

Answer. There is no universally accepted national standard for reporting on the
Y2K remediation effort. I do not know the source of the Gartner statistics. The
NASIRE survey represents each individual state’s assessment of its Y2K effort
based on its own standards, and was updated immediately prior to my appearance
before the Committee. However, as you have noted in your question, self-reporting
is not validated.

Question 5. Mr. Flynn you made some very telling points in your testimony con-
cerning responses to emergency situations like hurricanes and power outages that
were single events. What do you think will happen nationally where multiple infor-
mation technology breakdowns within and between states may occur?

Answer. This is why all of the states and their departments need to address busi-
ness continuity planning for all high impact scenarios as soon as possible. The busi-
ness continuity planning must also include global scenarios addressing potential
problems, not just within a state but across the nation. In California, our depart-
ments are beginning to address business continuity planning now. As with other
states, we are putting a lot of effort into determining with whom we interface and
how we interact with entities outside of the state departments, whether that be
local governments, the Federal government, the private sector or other states.

Question 6. The results of the Gartner Group survey which Senator Bennett pre-
sented today paints a much bleaker picture of overall preparedness than does the
NASIRE survey which you provided us with today. Would you comment on why
there might be discrepancies between these two surveys? Do you feel that this is
a good example of why independent verification of an organization’s Y2K status is
important?
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Answer. As noted above, there is no universally accepted national standard for re-
porting on the Y2K remediation effort. Even within individual states, it has been
difficult to reach consensus on what constitutes a “system,” what “mission critical”
means (what is mission critical to one department may not be mission critical to
the state as a whole), and what are the completion criteria which indicate compli-
ance. Independent verification of an organization’s Y2K status would be more useful
if there is universal agreement on the metrics to be used to measure the status of
the Y2K remediation effort.

Question 7. Surveys such as that which NASIRE performed are very important
in assessing how sectors such as state government are preparing for Y2K. However,
we are concerned that surveys that are not carefully controlled and result in a rosier
assessment than is justified might do more harm than good and can lead to a sense
of complacency. When we look at the actual data reported, we find wide variations,
such as New Mexico which reports over 4400 critical systems, and New Jersey
which reports only 195. Our question for you is, in general, what steps has NASIRE
taken to validate the data?

Answer. NASIRE does not have the resources available to validate data from indi-
vidual states. NASIRE has made the assumption that the individual states have es-
tablished their own standards for assessing and reporting the progress of their
agencies and departments to their Legislatures and administration. Since there is
no national standard, we have to rely on the standards set by the individual states.

PREPARED STATEMENT OF ELLEN GORDON

Mr. Chairman and members of the committee: On behalf of the National Emer-
gency Management Association, I would like to thank you for the opportunity to ap-
pear before you today to discuss the Year 2000 technology issue as it relates to
emergency preparedness, response and recovery throughout the country. NEMA rep-
resents the state directors of emergency management in all the states and terri-
tories who are responsible to their governors for protecting life and property from
disasters and emergencies.

State Emergency Managers are aware of Y2K issues and the possibility that they
may be called upon to respond to the consequences of a Y2K technology failure or
disruption. NEMA recently conducted a survey of state emergency management
f\gencigs to determine overall awareness of the Y2K issue and this is what we
earned:

—All states have Y2K program for state agencies. State Y2K programs differ in

organization and implementation strategies.

—All state emergency managers indicate their emergency operations centers are

or will be compliant by Year 2000.

—All states are confident that their emergency management systems that are

owned and operated by the state will be Y2K complaint.

—At this time, most states cannot assure that emergency management systems

being utilized by local governments will be Y2K compliant.

NEMA has determined that the resolution of the Y2K problem in emergency man-
agement systems, especially at local government levels, needs focused leadership.
NEMA has seen reports indicating that up to fifty percent of local governments do
not believe they have a Y2K problem; therefore, it cannot be determined that all
levels of government emergency management systems such as 911, communication
systems, alarms, sensors, or other equipment will continue to function properly after
Year 2000. Embedded systems may lead to failures in electrical transmission, water
and sewer systems, medical devices and telecommunications. Each of these is criti-
cal to public health and safety.

As all disasters typically involve local emergency management agencies first,
NEMA believes that it is important to determine the impact of Y2K on local emer-
gency management systems which could produce deficiencies in providing for the
public health and safety. As President of NEMA, I am in the process of urging all
state emergency management directors to provide information and assistance, as ap-
propriate, to their local emergency management agencies. It is imperative that capa-
bilities be in place and ready to respond to the consequences of a potential Y2K
technology disruption.

As we determine significant problems in emergency management systems, I in-
tend to immediately advise the Director of FEMA of any major shortfall in local gov-
ernment emergency management systems and seek assistance to preclude adverse
impact on the public. Hopefully, the partnership of NEMA and FEMA can help local
governments avoid significant adverse consequences of the Y2K dilemma.
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Role of state emergency management in Y2K

Local government has the front line of authority and responsibility for events or
emergencies. If the emergency overwhelms local resources or capabilities, the State
provides assistance and resources as determined in the State Emergency Operations
Plan. The role of state emergency management is to coordinate and provide assist-
ance as required during a disaster or emergency regardless of whether the disaster
is a hurricane, tornado, civil riot or a Y2K related major disaster. These responsibil-
ities are common to every state’s emergency operations plan. Most state agencies
have disaster preparedness plans that include all-hazards preparedness, response
arid recovery procedures. All State and local government emergency management
agencies have emergency management infrastructures in place to coordinate their
agency’s role in disaster response and recovery.

NEMA anticipates the Y2K problem will be dealt with much the same as any
other disaster—through an integrated and coordinated emergency response system
that I just described. The resources and types of people needed may differ for a Y2K
event, but the emergency response system remains the same.

Interstate mutual aid

NEMA administers the national Emergency Management Assistance Compact
(EMAC), a system for interstate resources to supplement federal disaster assistance
when merited or replace federal assistance when it is not. The goal of the EMAC
is to provide rapid assistance using the closest available resources. As an interstate
mutual aid agreement, the EMAC establishes the legal mechanism and operational
procedures to facilitate rapid disaster response using the unique resources possessed
by member states in the form of personnel, equipment and materials.

Currently, twenty-two states and one territory are signatories to the compact.
Several more states are planning to introduce the compact into their state legisla-
tures in 1999. EMAC has been tested extensively this year during the Florida
wildfires and Hurricane Bonnie. As we speak, a number of EMAC member states
are providing assistance to the Gulf Coast states impacted by Hurricane Georges.
These recent activations have proven that EMAC works. It is an efficient and effec-
tive system for states to help each other during disasters.

Interstate mutual aid through compacts like EMAC, may prove extremely bene-
ficial should the infrastructure fail in a Y2K scenario, particularly if only a few
areas within a state or a region are impacted. However, should all states be im-
pacted in a significant manner, mutual aid between states may not be possible. Indi-
vidual states will not be able to spare limited personnel or resources outside state
boundaries.

Federal assistance to state and local governments

Should state resources and capabilities be overwhelmed by Y2K problems, states
would look to the Federal government for assistance. At this time, state emergency
management agencies through NEMA are working with FEMA and other Federal
agencies with responsibilities in the Federal Response Plan as to the procedures
needed in responding to a multi-state event due to Y2K technological failures or dis-
ruptions.

In summary, NEMA, with the support of its member states and territories and
in partnership with FEMA, is working to ensure state emergency management sys-
tems are Y2K compliant. I am also pleased to report that many state emergency
management agencies already have plans to activate their emergency operations
centers on December 31, 1999. Many are also planning to “run up the clock” on their
systems prior to December to test the systems. Y2K preparedness activities are in
addition and complementary to our mission of coordinating and facilitating re-
sources to minimize the impact of disasters and emergencies on people, property,
the economy and the environment.

The most immediate need is for states to work with their local governments to
identify potential system failures and develop contingency plans to manage the con-
sequences of those failures. In addition, the states need more information and guid-
ance from the Federal government as to what assistance will be available to state
and local governments in a Y2K “disaster,” particularly if it becomes a multi-state
event.

Thank you again for inviting NEMA to provide testimony before you today on this
important issue. I would be happy to answer any questions you may have at this
time.
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RESPONSES OF ELLEN GORDON TO QUESTIONS SUBMITTED BY CHAIRMAN BENNETT

Question. What are your expectations regarding the Federal Government’s role in
assisting states in responding to Y2K disruptions?

Answer. NEMA suggests that FEMA and other federal agencies support states
through the same mechanisms as in any other emergency situation, whether man-
made events or natural disasters. If state and local emergency management capa-
bilities are insufficient to manage the consequences of Y2K-related disruptions,
states will request assistance through the Stafford Act.

In addition, NEMA recommends that FEMA and other relevant federal agencies
begin identifying high-risk areas and potential threats related to the Y2K problem.
These agencies should then share this information through their outreach efforts
with states. Such information is important because states and localities may be un-
aware of non-compliant facilities within their jurisdictions.

Question. As you interpret it, how do potential Y2K disruptions fit within the
scope of the Stafford Act’s definitions of “disaster” and “emergency?”

Answer. Disruptions resulting from the Y2K problem may qualify as emergencies
and disasters as defined by the Stafford Act. The Y2K problem has the potential
for significantly impacting public health and safety and therefore may require state
assistance. If the negative consequences of the Y2K problem exceed both state and
local resources, the Stafford Act authorizes the governor to request federal assist-
ance. Whether Y2K-related disruptions are considered “emergencies” or “disasters”
will depend upon the magnitude of each situation.

Question. What impediments do you see in terms of the federal government’s abil-
ity to respond to Year 2000 related disruptions or emergencies?

Answer. Federal agencies in the Federal Response Plan that are not compliant
will be impediments to the effective response to any Y2K-related emergencies. In
addition, it is essential that all requests for federal assistance be processed in a
timely and efficient manner.

Question. What recommendations do you have for FEMA regarding steps that the
agency can take prior to the Year 2000 in preparing itself to respond to requests
for assistance from states or localities suffering from Year 2000 problems?

Answer. FEMA should work to ensure that all federal agencies in the Federal Re-
sponse Plan are Y2K compliant and prepared for any potential consequences which
may occur. FEMA should also partner with states to identify high-risk areas and
potential threats within their jurisdictions and to develop fail-safe plans in the
event any critical infrastructure fails.

Question. What would you consider to be the “threshold” beyond which we might
expect that a state would request assistance from the Federal government in re-
sponse to Year 2000 problems?

Answer. The “threshold” for requesting assistance for Y2K-related emergencies
should be the same as any other type of emergency as defined by the Stafford Act.
If state and local emergency management capabilities are insufficient to respond to
the consequences of the Y2K problem, governors can then ask the President to issue
a federal disaster declaration.

Question. Describe the efforts being made by state emergency managers to assess
the state of readiness of the emergency management systems at the county and
local level?

Answer. Overall, state emergency management directors have begun working
closely with local coordinators to improve awareness of the Y2K problem, ensure
that critical emergency response systems are compliant, and assess the threat to
local public health and safety. States have been asked to survey local coordinators
as part of FEMA’s and NEMA’s efforts to increase awareness in the emergency
management and response community.

Question. As a state emergency manager, what role do you envision for the Na-
tional Guard in the event of Y2K disruptions?

Answer. As with any other state emergency, NEMA strongly recommends that the
National Guard remain state assets. The National Guard should be at the gov-
ernors’ disposal should any Y2K-related emergencies occur.

Question. It was very interesting to hear of the results of the NEMA survey of
state emergency managers. It is reassuring to hear that all 50 Emergency Oper-
ations Centers will be Y2K compliant in time. Can you tell me how confident you
ar(le vy)ith these results? Will NEMA take any steps to independently verify these re-
sults?

Answer. The survey results represent the opinions of state emergency manage-
ment directors and their staffs on whether their own critical systems will be compli-
ant. It is NEMA’s understanding that all states now have programs tasked with en-
suring that state agencies are Y2K compliant. NEMA has asked the states to survey
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their local counterparts as part of FEMA’s assessment efforts. The results of this
assessment should be available in November 1998.

Question. You mentioned that Y2K emergencies will be like other emergencies,
but that different resources and types of people will be needed to respond. When
is it likely that you will know what those resources and skills are so that you can
take steps to assure you will have them in an emergency situation?

Answer. State emergency management agencies across the nation are active part-
ners in interagency Y2K councils and task forces. This partnering and communica-
tion throughout state government provides an excellent forum to identify resources
and types of personnel needed to address this problem.

Question. You rightly point out that EMAC may fail for a large scale problem like
a Y2K outage since each participant in the compact may be reluctant to share lim-
ited resources since they might be uncertain of what their own state’s needs might
be. Does this mean that everyone will then be seeking federal assistance?

Answer. Whether there will be a significant demand for federal resources will de-
pend upon the impact of Y2K disruptions and the ability of state and local authori-
ties to respond. If states experience only minor disruptions, there will only be a few
requests and EMAC assistance may be adequate. If states experience major emer-
gencies, EMAC assistance will probably be inadequate or unavailable. In this case,
the federal government will be a key response organization since state, local and
private resources will probably be exhausted.

Question. You mentioned that many state emergency management agencies al-
ready have plans to have their Emergency Operations Centers up and running on
]%ecember 31, 1999. Can you tell us how many plan to do this, and which states
they are.

Answer. Because EOC’s are usually operational only during confirmed emer-
gencies, the decision to activate them will depend upon each state’s own risk assess-
ment and level of preparedness. At least ten states have reported plans to activate
their EOC’s prior to January 1, 2000, including Delaware, Florida, Idaho, Indiana,
Iowa, Maine, Maryland, New Hampshire, Washington, and Wisconsin. Other states
are conducting risk assessments to determine whether full EOC activation will be
necessary.

PREPARED STATEMENT OF JOHN A. KOSKINEN

Good morning, Mr. Chairman. I am pleased to appear again before the committee
to discuss the role of the President’s Council on Year 2000 Conversion in the devel-
opment of contingency plans and appropriate emergency responses to any difficulties
that may arise as we make the transition to the year 2000 (Y2K).

Before I discuss this issue, let me express the Administration’s appreciation for
the strong support this Committee has provided in the development and passage of
the “Year 2000 Information and Readiness Disclosure Act.” In particular, the assist-
ance you, Mr. Chairman, Senator Dodd and Senator Kyl have provided has been an
indispensable part of the success we have achieved. As the President has said, this
bipartisan legislation provides us with an important opportunity to help our Nation
prepare its computer systems for the new century.

I would also note that this Committee has made a major contribution in promot-
ing awareness of, and action on, the Y2K problem with hearings that have examined
public and private sector progress in important economic sectors that range from
electric power to transportation to telecommunications. While all of us need to con-
tinue to support the efforts of Federal agencies to prepare their systems—and sev-
eral Federal agencies still face significant challenges in preparing their mission-crit-
ical systems for the year 2000—the real risk of major disruptions comes from pos-
sible failures outside the Government, particularly among small and medium-sized
organizations in both the public and private sectors.

Even with the best efforts of all of us, we need to understand and expect that
not every system and embedded chip will be found and fixed. To minimize disrup-
tions caused by these failures, businesses and government agencies must focus on
contingency planning in addition to their remediation efforts.

FEDERAL AGENCY ACTIVITIES

Federal agencies are developing continuity of business plans for their core busi-
ness functions. OMB, in its quarterly progress reports, has asked the agencies to
report on their progress in this area, and is looking closely at their planning activi-
ties as it develops the President’s fiscal year 2000 budget. OMB is also engaged in
preliminary reviews of possible emergency expenditures should Congress provide
such funding. OMB has encouraged agencies to review the recent GAO guidance on
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contingency planning along with the plan developed by the Federal Government’s
leader in addressing the year 2000 problem, the Social Security Administration.
Agencies with the greatest year 2000 challenges are the ones most in need of busi-
ness continuity plans.

PROMOTING AWARENESS OF CONTINGENCY PLANNING

Through the outreach efforts of our more than 30 sector working groups, the
Council is encouraging agencies and organizations outside the Federal Government
to prepare two types of contingency plans. First, we are stressing the need for orga-
nizations to develop a plan that addresses internal system failures. For this plan,
an organization needs to be asking, and answering, key questions such as: If some
of our internal systems fail, how will we continue our core business processes?

The second type of plan needs to address the potential for failures in external sys-
tems upon which organizations depend for their day-to-day activities. These systems
can run the gamut from those that help to provide basic services, such as water or
power, to those that support the activities of key vendors or suppliers. Organization
heads need to ask themselves: What are our critical external dependencies? Are any
of those dependencies likely to have problems? How will we function if they do?

Federal agencies have had to confront the second type of contingency planning in
their relationships with the States. In many cases, States help to carry out impor-
tant Federal programs such as Medicaid and unemployment insurance. These pro-
grams depend upon Federal-State data exchange points, and Federal agencies have
been working with their State counterparts to ensure that these exchange points are
compliant. But even if the data exchange points are ready for the year 2000, service
delivery could still be jeopardized if the State systems behind the data exchanges
fail. Federal agencies like the Labor Department, for the unemployment insurance
program, are now working with the States to ensure that backup plans are ready
to support continued service delivery should State systems, or other non-Federal
systems, fail.

HELPING TO UNDERSTAND WHAT IS LIKELY TO HAPPEN

One of the Council’s most important roles in the coming months will be to develop
assessments of what is likely to be the impact of the year 2000 problem in key sec-
tors of the economy. This information will be important to organizations as they de-
velop and refine their contingency plans. For example, everyone is concerned about
having electric power. But that doesn’t mean that they should all immediately buy
their own generators without having a better sense of where outages are possible
and what their likely duration will be.

The Council has established cooperative working relationships with umbrella
groups in electric power and other important sectors. The focus has initially been
on increasing awareness and the level of activity by those operating in each sector.
We are also, however, developing assessment processes whereby the umbrella
groups will be surveying their members on a regular basis to determine their state
of readiness. Summary reports will then be provided to the Council and the public.
Good examples of this process can be seen with the reports the Council received re-
cently from the Electric Power and Oil and Gas Working Groups. These assessments
provide us, and the public, valuable information about the status of these important
industries. Over time, such information will allow everyone to adjust their contin-
gency plans appropriately.

I might note that the “Year 2000 Information and Readiness Disclosure Act” will
increase our ability to obtain assessments since it provides protection to the infor-
mation provided by individual companies to their umbrella groups, thereby increas-
ing the likelihood of candid responses.

FEDERAL EMERGENCY RESPONSE MECHANISMS

As you know, the Federal Government, in coordination with State and local gov-
ernments, plays a key role in responding to disasters and other emergencies and is
looked to for leadership at those times. I will let Mr. Suiter of FEMA describe in
more detail the Federal Government’s role, but I would point out that the year 2000
problem provides a unique emergency response challenge.

With most major emergencies, such as hurricanes or blizzards, authorities are
dealing with one localized problem in a town, county, State, or region. With the Y2K
problem, however, it is possible that emergency response systems could face mul-
tiple system failures occurring at roughly the same time in different places. For ex-
ample, in a worst case scenario for a city or town, authorities could face the failure
of the power plant, the water treatment plant, and transit systems. And such prob-
lems could occur in many different towns, cities, or regions at the same time. While
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no one of them alone may be a major problem, simultaneous failures will test the
capacity of our emergency response systems, and I am pleased that FEMA has
agreed to chair the Council’s Emergency Services Working Group.

The Federal Government has separate response systems related to specific types
of emergencies. Internationally, we have an apparatus for responding to emer-
gencies such as famine and refugee assistance as well as military threats. Domesti-
cally, we have the systems and relationships that FEMA will discuss with you. We
are presently reviewing our inventory of emergency response mechanisms and au-
thorities to ensure that there is no confusion across organizational lines on January
1, 2000 and that we can handle the possibility of multiple requests for the same
resources.

In addition to FEMA, which has the lead on domestic emergency issues, the Coun-
cil is working with the National Security Council, the Departments of State, De-
fense, and Justice, and others who are responsible for challenges we may face inter-
nationally to coordinate Federal emergency response efforts. In particular, we are
beginning to look at scenarios that may involve disruptions in key foreign countries
as well as difficulties at home so that we can map out plans for appropriate Federal
action. In foreign countries, we are concerned about how Y2K-related disruptions
may affect our embassies, American citizens living abroad, and American busi-
nesses. At home, we anticipate that the multiple burdens placed upon State and
local disaster authorities may result in an increased demand for Federal help.

The American people have confidence in our ability to respond in the wake of nat-
ural disasters. As we have seen with the recent hurricanes in the Carolinas and the
Gulf Region, many are reluctant to leave their homes, not only because they want
to protect their property, but because they are confident that emergency response
authorities can maintain order and provide key services no matter what the situa-
tion. Our objective is to ensure that the American people have the same level of con-
fidence in the Federal Government’s ability, and that of their State and local offi-
cials as well, to respond to any year 2000-related disruptions.

MONITORING THE TRANSITION TO THE YEAR 2000

We all want to ensure a smooth transition to the year 2000. For most organiza-
tions, including Federal agencies, the primary year 2000 focus up to this point has
been on fixing or replacing non-compliant systems and embedded chips. But as we
enter 1999, that will change.

The Council is committed to encouraging businesses and helping Government
agencies to prepare for likely problems and to develop viable contingency plans. We
have to expect some problems on January 1, 2000. If we share information and
plans, however, we can generate public confidence in our preparedness and mini-
mize the impact of those problems on everyone.

RESPONSES OF JOHN A. KOSKINEN TO QUESTIONS SUBMITTED BY CHAIRMAN BENNETT

Question 1. Mr. Koskinen, everything you say in your statement is true regarding
what we need to do and the urgency of getting it done. However, I must say I am
disappointed by the total lack of specifics in your testimony. We are now less than
15 months, or 5 fiscal quarters, from midnight, December 31, 1999. The country
needs a clear action plan with leadership from the executive branch to deal with
this problem.

By the end of today, this committee will have heard from 70 witnesses. Repeat-
edly, when questioned about the status of contingency plans, the response we heard
was, “It’s very difficult to plan while so much is unknown. We need better informa-
tion.” In addition, if the witness was from a Federal agency, we frequently were told
that they were waiting for guidance from the President’s Council. Can you tell us
when we will see sector assessments from the President Council? Can you tell us
what is taking so long? What is it going to take to accelerate the release of these
assessments?

Answer. The Council’s working groups continue to work with their industry part-
ners to gather information for assessments on the status of year 2000 efforts in key
economic sectors. As noted in my testimony, we have recently received initial indus-
try assessments for two critical areas—electric power and oil and gas. These assess-
ments are available to the public and will be updated regularly.

Our goal is to have initial assessments for the other key economic sectors, which
we will also make available to the public, before the end of this year. Once com-
pleted, these assessments will have provided us a process that we can replicate to
update them throughout 1999.
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The time frame for these initial assessments is dictated largely by where indus-
tries are in the process of remediating their systems. Much like the Federal Govern-
ment, most private sector entities will not have completed their testing work until
the end of this year or the beginning of 1999. That information—where industries
are after they have completed the bulk of their testing—is what will be most valu-
able in determining where disruptions are most likely to occur and what contin-
gency plans are most appropriate.

The Council is committed to continue to work with umbrella groups and industry
associations to do whatever it can to expedite their information gathering. We have
constructed a standard assessment template for use in information gathering and
are hopeful that the recently enacted “Year 2000 Information and Readiness Disclo-
sure Act” will encourage companies to be more willing to answer queries about their
progress.

Question 2. Mr. Koskinen, have you provided any target dates for the completion
of the remaining assessments? Do you anticipate that the assessments will become
specific as time moves on and offer more insight to where we might experience re-
gional problems? I have told the Council’s working group chairs that the target date
for the completion of initial assessments is December 11, 1998. Those that cannot
meet that time table will advise us when the first assessments provided by the pri-
vate sector umbrella groups and industry associations will be available.

Answer. As we move through 1999, assessments will undoubtably become more
refined, with information on where in the country industries foresee the greatest
likelihood for disruptions. The Council is also committed to maintaining a dialogue
with State and local officials on the potential for regional disruptions in the public
sector services which continue to concern us greatly.

Question 3. FEMA contends that without assessments they cannot begin Y2K
emergency preparedness planning. When do you think FEMA can expect to have
these so they may begin their planning efforts? How would you advise FEMA to
plan in the absence of such assessments?

Answer. As was the case for the electric power and oil and gas sectors, FEMA
will have assessment information as soon as the Council does. But as Mr. Suiter
testified, while FEMA would like to have the most detailed information on the sta-
tus of year 2000 efforts in key sectors as soon as it is available, there are things
that it can do, and is doing, to prepare for the possibility of emergencies created
by the year 2000 problem.

FEMA has met with the Federal agencies that play key roles in emergency re-
sponse and has been working to ensure that those agencies will not have difficulties
in getting resources to where they need to be should emergency situations develop
on January 1, 2000.

FEMA has also been communicating with State and local emergency response offi-
cials to make sure that systems at those levels will be ready for the year 2000.
FEMA is beginning a series of regional meetings with local response agencies to pre-
pare them for the unique aspects of possible year 2000 failures. FEMA plans to re-
port in greater detail about the general preparedness of the country’s emergency
systems in the first quarter of next year.

Question 4. Under the Assignment of Emergency Preparedness Functions of Exec-
utive Order 12656, the Director of FEMA is tasked to act as an advisor to the Na-
tional Security Council on issues of national security and emergency preparedness,
including civil defense, continuity of government, and technological disasters. In
most of our hearings we have viewed Y2K as a management problem, do you think
Y2K would qualify as a technological disaster? Do you think the Director of FEMA
and the NSC should be discussing Y2K and the possible implications it may hold
for national security and emergency preparedness?

Answer. Until January 1, 2000, whether or not the Y2K problem will qualify as
a technological disaster remains to be seen. However, recognizing the unique nature
of the problem and the challenges it poses, we have coordinated meetings between
FEMA, NSC and other Federal response agencies such as the State Department,
and they have already begun to work together to review Y2K impacts on national
security and emergency preparedness. Senior level officials from the NSC and
FEMA now meet regularly to discuss how they can best coordinate their efforts over
the next 14 months.

Question 5. Mr. Koskinen, you have expressed concern about the international
sectors. Could you please tell us which portions of the world concern you the most?

Answer. Like businesses and other organizations, countries that are paying atten-
tion to the problem are of less concern than those that are not. Countries that are
aware of the problem and are working on it are basically doing all we can ask of
them. But those that are not paying attention, or think the problem doesn’t apply
to them, are the source of our greatest risk.
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That being said, the countries of most concern are developing nations around the
world, particularly in South and Central America, and Africa. We are also con-
cerned, however, about countries whose more immediate economic challenges ham-
per their ability to devote appropriate attention to the Y2K problem, as is the case
for many South Asian nations, Russia, and the Newly Independent States.

To help bring greater coordination to the work of countries around the world, we
are arranging with the United Nations to organize a meeting of national year 2000
coordinators from around the world in New York City on December 11, 1998. But
the magnitude of the global challenges should not be underestimated.

PREPARED STATEMENT OF SENATOR JON KYL

On Monday night, the Senate passed the Chairman’s “Year 2000 Information Dis-
closure Act” (S. 2392) by unanimous consent, and around 5:30 p.m. yesterday
evening the House passed S. 2392. I would like to thank our colleagues in the House
for their strong support and fast passage of the bill. The rapid bi-partisan efforts
to pass this legislation demonstrates how serious Congress is about the Year 2000
computer problem. I think it has become obvious to every member of this Committee
that prospective Y2K failures present a very serious problem for the United States,
and for other nations as well. Because of the potential adverse consequences for our
nation’s security, economic health, and public safety, we need to do everything we
can to keep Y2K failures from happening. In every hearing of this Committee, the
different industry sectors have all asked for help in sharing information.

Chairman Bennett asked me to look into this legal impediments to information
sharing and to review S. 2392. At my direction, Senate Judiciary and Y2K Commit-
tee staff hosted a series of industry briefings over the summer on their information-
sharing concerns, followed by negotiations among an ad hoc, bipartisan group of
Congressional staff, industry, and Administration representatives. The result was a
well crafted narrowly constructed piece of legislation which enables industry to ex-
change the Y2K information needed to prevent failures.

The purpose of the legislation is to ensure that concerns over liability do not have
a chilling effect on sharing essential Y2K information. So, for example, if in good
faith you provide information about what you have done to fix some Y2K glitch, you
can’t be sued just for providing that information if it later proves to be incomplete,
confusing or misleading to someone else. Of course, if you deliberately lie, or are
reckless in what you say, this bill won’t protect you. It’s also important to under-
stand that this bill does not absolve anyone of responsibility for damages that may
arise from Y2K failures.

Clearly, the Y2K problem has the potential to impact our nation’s emergency re-
sponse systems and operations which are heavily dependent upon information tech-
nology. The “Year 2000 Information Disclosure Act” will be critical in helping to pre-
vent failure, improve readiness and promote contingency planning. However, despite
the best efforts of industry and government to prepare for Y2K, there may be fail-
ures. The severity and length of time for these disruptions is not known. Indications
are that Y2K will be more of an inconvenience that a catastrophe. However, we
must push beyond complacency and carefully consider the contingency planning that
may be necessary in the Year 2000.

Y2K contingency planing is unique, because of the uncertain reliability of the in-
frastructures we rely on in an emergency. Relying on old contingency plans is not
enough. From a state and local perspective it is critical that law enforcement, fire-
fighters and other first responders begin to think broadly about the reactions they
may encounter in their communities because of the Y2K problem. For example, a
coincidental failure of an ATM at a local bank could cause people to panic thinking
that a Y2K problem has put their money is at risk.

My Subcommittee on Technology and Terrorism has been looking at emerging in-
formation warfare threats to our nation’s critical infrastructures, such as tele-
communications, power, and transportation, and what we need to do to protect
them. Our inability to map the critical interconnections in our national information
infrastructure (NII) demonstrates not only a weakness in our Y2K contingency plan-
ning efforts, but the need for a more reasoned security policy.

I would like to thank the chairman for this timely hearing. Preparation, and not
panic, is the key to successfully meeting the challenges of Y2K. And hopefully, in
the course of meeting these urgent Y2K challenges, we will gain insights into how
to make America’s critical infrastructures more robust and secure against other,
more deliberate, threats.
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PREPARED STATEMENT OF GOV. MICHAEL O. LEAVITT

Thank you Senator Bennett and members of the committee for the opportunity
to testify about the state of Utah’s progress in preparing for the Year 2000 tech-
nology problem and to provide you, on behalf of the National Governor’s Association,
an overview of the preparedness response from the vantage point of the states.

THE NGA STANDPOINT

Under the leadership of the governors, states are working to address the Y2K
problem. Progress is varied. For some it is significant—advanced to the point where
testing is already under way, including testing of law enforcement and emergency
management systems. Other states lag behind.

There also are varied degrees of collaboration between state and local jurisdic-
tions, which will be the front-line entities to deal with public safety and emergency
management concerns under best and worst-case Y2K scenarios.

Most states are aware of the need to work cooperatively with local jurisdictions
to ensure that critical systems will continue to function. At this point, the challenge
is to make sure all governors and states reach out to local governments to raise the
level of awareness about the scope and implications of the problem and provide as-
sistance.

As vice chairman of the NGA, I would like to describe some of the steps the gov-
ernor’s association has taken to help states meet their Y2K responsibilities.

In July the NGA hosted a “Year 2000 State Summit” attended by senior-level pol-
icy aides and chief technology officers. Discussions centered on state, local and pri-
vate-sector coordination and on a common agenda for the states to ensure public
confidence in state systems and state-regulated industries.

Additionally, the NGA has published an issue brief titled “What Governors Need
to Know About Y2K.” It outlines the steps governors should take as chief executive
officers, guarantors of public safety and public leaders. NGA also is working with
representatives of groups representing other state and local elected officials to pro-
mote cooperation and communication among all levels of government.

The NGA welcomes the Senate’s passage this week of the “Good Samaritan” legis-
lation authored and sponsored by members of this committee. A significant number
of large computer systems and embedded systems will experience Y2K-related fail-
ures. Greater information sharing by private and public entities would only help
states prepare more effectively.

WHAT UTAH IS DOING

The state of Utah is moving forward. Our outlook is one of cautious optimism. We
are not complacent. Nor are we panicked by the complexity of a problem with the
potential to disrupt lives and with some ramifications beyond the state’s control. In
essence, we can program to cover problems that are known, but we must also plan
for a myriad of possibilities that remain unknown.

In the realm of the known—compliance—our progress is measurable. Utah began
its inoculation drive against the Millennium Bug more than two-and-a-half years
ago. The first steps involved the testing, replacement, and reprogramming of more
than 600 information technology systems.

At this time, more than 51 percent of those systems are fully compliant. The tar-
get date for all systems to be compliant is July 1999.

Under a previous decision unrelated to Y2K, the state of Utah developed an “al-
ternate site” for its data center and mainframe computing resources to have backup
in the case of an earthquake or major emergency. The alternate site is in Richfield,
about 130 miles from Salt Lake City.

Half of the state’s data center and mainframe resources are located there, and as
of now, there also is a mainframe set up specifically for Y2K testing. The Y2K main-
frame allows for full-scale tests of large systems, applications and databases as if
they were running in the year 2000.

Utah’s Y2K compliance efforts also include identifying the information technology
systems that are mission critical—those pertaining to public health or safety, collec-
tion of revenues and disbursement of benefits to those in need. Those systems are
receiving first priority in the coordination and deployment of resources.

The unknown component of Y2K falls in the area of contingency planning.

For Utah’s Y2K efforts, contingency planning deals with two broad categories: (1)
What the state will do if information technology systems are not remedied in time
or they unexpectedly fail due to unforseen glitches; and (2) how we will maintain
essenftfial services in the event that critical infrastructure services are disrupted or
cut off.
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All state agencies have been directed to consider both aspects in their contingency
planning and to have complete plans submitted by December 31, 1998. Every plan
must delineate how services are to be delivered, including manual processes that
might have to be employed.

The state has coordinated the purchase of a software package to help various
agencies conduct detailed contingency planning. The agencies furthest along in that
planning are also the agencies reporting the most work to be done with regard to
planning. It is the same maxim that applies to the Y2K problem in general: The
more you look, the more you find. And the more you find, the more it costs. Total
costs for all Y2K efforts in Utah are expected to top $50 million.

Like every state agency, the Division of Comprehensive Emergency Management
(CEM) has undertaken system remediation and will be in compliance long before the
date change. In its contingency role, the division requires some coordination with
the Federal Emergency Management Agency. In the next couple of months, CEM
expects to install the upgraded version of the Federal Emergency Management In-
formation System (FEMIS).

Current schedules call for installation in October of a FEMIS upgrade at Tooele
County Emergency Management and at the Deseret Chemical Depot, the Army fa-
cility in Tooele County which stores and demilitarizes the largest stockpile of chemi-
cal weapons in the United States. That installation must occur prior to the upgrade
at the state division, now slated for the end of December. Those systems will be cer-
tified by FEMA as being year 2000 compliant.

The state emergency management division also is in the process of integrating
Y2K contingency planning with the state’s existing Emergency Operations Plan—
which covers response to disasters ranging from earthquakes to dam failures. The
authority of the governor is laid out in the emergency plan, and drastic Y2K sce-
narios would be covered therein.

Since I assumed the office of governor in January 1993, I have activated the Utah
National Guard once—when massive snowfall disrupted transportation in the most
populous counties, overwhelming the capacity of local governments.

Activation of the Emergency Operations Plan is triggered when the governor de-
clares a “state of emergency.” If the disaster is beyond the capabilities of the local
jurisdiction or involves two or more counties or a wide area of the state, the state
assumes responsibility for the overall coordination of all state and local government
emergency relief operations.

Those state operations may be augmented by military support assistance, special
forms of disaster assistance available from federal agencies acting under their own
statutory authorities or in accordance with the provisions of compacts with other
states.

While taking care of its own operations, the state also has a vested interest in
encouraging Y2K preparation within the private sector and at the local level. To fa-
cilitate those efforts, I have appointed the Governor’s Coalition For Year 2000 Com-
pliance to track the status of city, county, business and industry efforts and to pro-
mote general awareness by the public. The state has established and maintains a
web site to disseminate information about the Y2K problem to the public.

We have established year 2000 coordinators in every school district of the state
and throughout the higher education system. Those entities have been encouraged
to develop contingency plans as well.

Contingency preparation is of paramount concern. Scenarios must be plausible,
yet broad enough to cover an array of potential ramifications. What happens at the
city and county level if there is a breakdown in the 911 system? What about the
compliance of monitoring systems at refineries or the systems that control manufac-
turing processes. How do we keep essential state buildings running in the event of
power failures? Is it realistic to obtain emergency generators and food supplies for
institutional operations like prisons and the state hospital?

The greatest difficulty in “business recovery” or contingency planning is trying to
decide what scenarios to plan for. In another year, we will know much more about
Y2K readiness on the part of infrastructure providers such as utilities and transpor-
tation grids, and we will likely need to refine contingency plans continually as we
move closer to the time when they may be needed.

Part of the unknown relates to how our large computing systems exchange data
with the federal government, private entities and other states. Even if our system
is compliant, problems can be introduced if the other data exchanges are not compli-
ant. An inventory of all data exchanges with the federal government has been cre-
ated, and we are proceeding to evaluate and test them.

The task moves forward—system by system; step by step, with the foresight we
have today and the flexibility to modify what we will know tomorrow. We undertook
this process early and will continue it through the date change to 01-01-00. Utah
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will not be the first location on the globe to roll over to 2000, and we will be mon-
itoring other areas for electrical failures, infrastructure breakdowns and business
disruption when the sun rises on the new millennium in our time zone.

It is the state of Utah’s expectation that we will greet that dawn informed, con-
fident, and ready.

RESPONSES OF GOV. MICHAEL O. LEAVITT TO QUESTIONS SUBMITTED BY
CHAIRMAN BENNETT

Question 1. Would you agree with the assessment that the states have a long way
to go? In your estimation, can the Federal Government be doing more to help state
and/or local Governments prepare for the millennium rollover?

Answer. While it is accurate to say there is a long way to go still, I do not believe
that state governments, on the whole, have “too far to go”—in other words, the re-
porting that is occurring through the National Association of State Information Re-
source Executives (NASIRE) and other organizations indicates that most state gov-
ernments are making appropriate progress toward completion of compliance efforts.
Most States are reporting between 30 percent and 70 percent completion rates. I
can really only speak for our State—in our case we are now 60 percent complete
with remediation and testing of our mission-critical systems and feel we will have
all of those systems compliant in time. I do not know as much about local govern-
ments across the nation. In our State, our assessment is that larger municipalities
are well on their way to becoming compliant, but that some smaller and medium-
sized cities have only recently begun compliance efforts and have much to do still.
The Federal Government could help local governments by assisting their national
organizations in efforts to raise awareness and assist in compliance efforts. The best
thing that the Federal government can do for the states is to assure remediation
of their own mission critical systems, particularly those that heavily support State
programs and operations. Additional funding for federally mandated systems such
as unemployment and welfare systems would be useful.

Question 2. Were all 50 states represented at the NGA’s “Year 2000 State Sum-
mit”? Can you tell us what kind of follow up to expect from the summit?

Answer. 48 of 50 states were represented at the NGA Summit. As a result, more
states have been involved with support for local governments, there is an increased
level of understanding between key Federal departments and their state counter-
parts, and both State and Federal governments are working to complete data ex-
change projects. NASIRE has completed an online status survey to track overall sta-
tus of the states. Most states expect to have their own systems fully prepared for
Year 2000. States have become involved with PTI, NaCO, and other associations to
provide outreach to counties and cities. Many States are also working through their
public service commissions to monitor the status of the utility industry. States have
also been involved in supporting National Y2K Action Week, SBA’s small business
outreach, and outreach to the education community. A funding problem still exists
with some local governments. Technical resources continue to be a challenge. We
will need to work together to address these issues into the next century.

Question 3. From your perspective as one of 50 Governors responsible for the safe-
ty and well-being of your citizens, what more should be happening at the Federal
level to help reduce the uncertainty in making Y2K preparations?

Answer. One of the things that would be helpful is alluded to in your next ques-
tion. To the extent that the Federal Government is assessing the compliance efforts
and readiness of various industry sectors (transportation, utilities, financial institu-
tions, etc.) it would be helpful if the states could receive regular reports about
progress in those sectors. That would help the states in their emergency response
planning efforts. Similar reports about the status of Y2K compliance by other coun-
tries would also be helpful. As the Year 2000 date change gets closer, the need for
timely and accurate information and reporting from the federal government level
will increase. States’ contingency and business continuity plans are prepared based
on a set of assumptions. As certain types of failures are eliminated as possibilities,
it becomes easier to determine where these efforts should be focused. When the ac-
tual date change occurs, an “early alert” system with clearly defined communication
channels about what is working and what is not in various states and at the federal
level would be important.

States need to hear from the IRS on their data exchanges and to know the scope
of Federal contingency plans. Much could be done to coordinate on contingency and
business continuity issues. States need to be informed of the DOD’s “consequence
management” plan to provide resources to local government in emergency situa-
tions. There should be a national database of all Federal applications that are criti-
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cal to States that includes status information about the progress that has been
made with renovating, testing, and implementing these systems. States could also
make available to the federal government detailed status information on the
progress of federally supported State systems.

Question 4. Governor Leavitt, how would the availability of national assessments
help your state’s emergency response community prepare?

Answer. As indicated in the previous response, regular assessments of various in-
dustry sectors, as well as regular, accurate information about Federal Government
information systems, would be extremely helpful. One of the things we find in dis-
cussing this problem with local governments, public safety officials, and emergency
response personnel, is that most “emergency operation plans” that exist to respond
to natural disasters rely heavily on the concept of “getting help from somewhere
else.” The plans for smaller communities is often simply to turn to larger commu-
nities, community groups, the Red Cross or other aid providers for help. The plans
for larger communities is often to turn to the State, the National Guard, or the Fed-
eral Government. State plans often talk about turning to other states or to the Fed-
eral Government or national associations to bring in help, supplies, etc. The problem
with Y2K is that these kinds of emergency operations plans may not be viable—
the answer can’t simply be to turn to someone else for help, because everyone else
will be dealing with the problem as well! This may create a serious problem in try-
ing to carry out existing emergency operations plans. Communities, states, and or-
ganizations need to be prepared to draw upon their own people and their own re-
sources to deal with possible emergencies and contingencies. One thing that would
be helpful in emergency response planning would be to have the Federal Govern-
ment help prepare information for the States on how the Red Cross, FEMA, and
other national-level organizations are going to divide up and focus their resources
in the event of emergencies. What will their priorities be? Where will they deploy
manpower? If this were to turn out to be a nation-wide problem, instead of a region-
ally localized disaster, will they be able to respond, or are they even planning to?

Question 5. Governor Leavitt, what is the single greatest Y2K concern you have
for your state and continuity of emergency services?

Answer. My greatest concerns would be that we ensure the continuation of elec-
trical power, water, financial, and telecommunications services across the state, that
we put in place the necessary emergency operations plans to deal with possible
problems, and that we provide adequate and necessary information to the public
without creating undue concern or panic.

PREPARED STATEMENT OF SENATOR DANIEL PATRICK MOYNIHAN

I was delighted to see that the House passed S. 2392 (“The Year 2000 Information
and Readiness Disclosure Act”) last night. The Senate passed this bill on Monday
night and I am proud to be an original cosponsor of this most important piece of
legislation. This “Good Samaritan” legislation is intended to promote the open shar-
ing of information about Year 2000 (Y2K) solutions by protecting those who share
information in good faith from liability claims based on the dissemination of that
information. I want to make it clear that this legislation does not address liability
that may arise separately from actual Y2K failures of systems or devices. The head
of the President’s Council on Y2K, John Koskinen, said that passing this bill is one
of the most important things that we could do on the Y2K front. I agree.

Our hearing today will assess how well prepared Federal, state, and local govern-
ments are for the Y2K problem. The hearing will focus on the ability of these gov-
ernments to continue to provide emergency services in the wake of the Y2K prob-
lem, and their responsibility in addressing potential Y2K related emergencies or dis-
ruptions. The results so far show that much work remains to be done.

In a survey of the fifty state governments, the GartnerGroup found that none of
the states have completed their testing and implemented contingency plans. The
survey also found that ten percent of state governments have not even begun to ad-
dress the problem yet. Closer to home, New York State Comptroller H. Carl McCall
released a survey on the progress of New York State local governments on the Y2K
problem. The survey found that many of New York State’s local governments, par-
ticularly smaller ones, are unprepared to face the Y2K problem. I commend Mr.
MecCall for the work he has done on this issue and for doing this survey. But the
survey reveals that New York, as does the rest of the country, has a lot of work
to do in a very short amount of time.

On July 31, 1996, I sent President Clinton a letter expressing my views and con-
cerns about Y2K. I warned him of the “extreme negative economic consequences of
the Y2K Time Bomb,” and suggested that “a presidential aide be appointed to take
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responsibility for assuring that all Federal Agencies, including the military, be Y2K
compliant by January 1, 1999 [leaving a year for ‘testing’] and that all commercial
and industrial firms doing business with the Federal government must also be com-
pliant by that date.”

January 1, 1999 is quickly approaching. I believe the “Good Samaritan” legisla-
tion will encourage Federal, state, and local governments to work together in ad-
dressing the computer problem. I remind my colleagues of John Locke’s conception
of government as a fiduciary trust with the obligation to act in the interest of the
people. If we do not address the Y2K problem, then we have not fulfilled our fidu-
ciary responsibilities.

PREPARED STATEMENT OF MAJ. GEN. EDWARD J. PHILBIN

Mr. Chairman, I am Major General Edward J. Philbin, USAF (Ret.), the Execu-
tive Director of the National Guard Association of the United States (NGAUS). I am
present to offer opinions on the problems that may arise as a result of non-compli-
ant computers and computer dependent systems that are unable to transition
through midnight, 31 December, 1999 and the role the National Guard could and
probably will play in managing emergencies arising from those problems. My testi-
mony generally reflects the opinions of the Association and its members, who are
the commissioned and warrant officers of the Army and Air National Guard. It
should not be construed as representing the official positions of the Department of
Defense or of the National Guard Bureau.

It is increasingly evident that an appreciable part of the nation’s infrastructure
could be adversely affected in some way, by what is commonly referred to as the
Y2K problem. In general, the National Guard has the capacity to provide Military
Support to Civilian Authorities (MSCA) and can contribute a myriad of human and
e%uipment resources to restore essential operations disrupted by Y2K generated in-
cidents.

Considering the possibilities of a large scale disruption of governmental, commer-
cial and other routine daily activities, it is certain that the National Guard will be
among the first organizations activated to assist in the revitalization of the nation’s
computer dependent infrastructure. As with hurricanes, floods and other incidents
requiring a quick reaction by a well-trained and equipped on-site team, no other or-
ganization will be able to respond in support of police, fire fighting and other civil-
ian emergency responders, to major crisis situations that may be caused by Y2K dis-
ruptions as well as the National Guard. The National Guard’s practiced interaction
with state and local organizations and its connections to the National Command Au-
thority provide a unique emergency response capability not found in any other fed-
eral or state organization.

The immediate need is to determine what responsibilities the Guard will be ex-
pected to assume in the management of the Y2K related problems, that many ana-
lysts have forecast, which have the potential to trigger the destabilization of societal
functions. The National Guard needs to be prepared to assist in maintaining or rees-
tablishing essential stability in the civil sector.

I suggest that the Department of Defense (DOD) must develop a clear concept of
how the National Guard will be required to respond to the spectrum of problems
that could be created by a Y2K disruption. The DOD, through the Chief of the Na-
tional Guard Bureau (NGB), must now coordinate with the Adjutants General and
the Governors to determine the likely, locality specific scenarios that may arise in
a Y2K situation.

The DOD should also assist the Governors and State Emergency Response Coordi-
nators to ensure that the National Guard itself will not be impaired by the effects
of a Y2K incident at a time when it will be most needed.

I suspect that, to date, this has not been a priority effort on the part of the DOD,
even though to properly prepare for possible Y2K disruptions, the OSD must be cog-
nizant of the importance of the National Guard being made fully capable of respond-
ing to any such technical breakdown.

We must be certain that the National Guard will not itself be a victim of any Y2K
disruption. All National Guard units in 3,200 locations throughout the nation, must
possess computer dependent equipment that is Y2K compliant. Responding to the
consequences of a Y2K disruption will be futile if the National Guard’s operations
are plagued by the very consequences the Guard is attempting to manage. It is criti-
cal that the Y2K response requirements of the National Guard be fully funded to
ensure that it is able to respond quickly and effectively to the needs of the commu-
nity. I respectfully request, Mr. Chairman, that this Committee urge the Senate to
provide full funding for Y2K compliance upgrading of National Guard equipment as
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one of the highest priorities for such funding, since the Guard will be among the
first responders to a Y2K incident together with police, fire-fighting and other civil-
ian emergency response personnel.

The critical first step in ensuring that the National Guard will be fully prepared
for a possible Y2K calamity is the collection and sharing of information. When I was
Commander of the New Jersey Air National Guard, the State Adjutant General, for
the first time requested all of his commanders to conduct a survey to identify all
of the Army and Air Guard resources that could be made available in response to
a state emergency. My survey of the New Jersey Air National Guard identified a
surprisingly long list of both mundane and sophisticated equipment which could be
useful in responding to a state emergency. I strongly recommend that such a survey
of the available resources of both the Army and Air National Guard of each state
and territory be conducted prior to midnight on 31 December 1999. Equally impor-
tant, we must determine how the National Guard will interact with the Federal
Emergency Management Agency (FEMA) and the DOD in response to Y2K induced
emergencies. Command and control of multiple agencies must result in mutual sup-
port rather than multiple collisions in addressing emergency situations.

Therefore, a comprehensive study should be conducted on the potential roles of
and the interaction between the FEMA, the DOD, and the National Guard of the
various states and territories in response to Y2K induced problems. I applaud the
recent inclusion of the National Guard in the President’s Y2K subcommittee on
emergency response chaired by FEMA and believe that the subcommittee, with the
DOD, National Guard Bureau (NOB) and the Adjutants General must develop a co-
hesive strategy that prepares this country for any event of mass effect leading up
to and after midnight, 31 December 1999. Mr. Chairman, let me stress the need for
the Adjutants General to play an important role in the development of this strategy.
In most cases, it will be the Adjutants General who will integrate the planning ef-
forts for their respective states, with those to be developed by the National Com-
mand Authority.

As you are aware, the Quadrennial Defense Review highlighted the role of the Na-
tional Guard in homeland defense of the United States. While the Guard stands
ready to meet the needs of the citizenry during any Y2K incident, it is important
that in preparing for that eventuality, the National Guard’s ability to respond to it’s
Total Force mission of rapidly expanding our Army and Air Force in response to a
national threat not be denigrated. Funding for current combat readiness resourcing
should not be used to enhance the Guard’s ability to respond to a Y2K event. As
an example, it is becoming increasingly evident that the current structure of the Ac-
tive Duty Army cannot execute the two Major Theater Wars (MTW) strategy with-
out the assistance of the Army National Guard Combat Divisions and Brigades. This
increased dependency on the National Guard requires increased, not decreased com-
bat readiness resourcing to enable the Guard to accomplish its historic combat mis-
sion. Mere reallocation of current funding to Y2K missions will have a negative ef-
fect upon the National Guard’s ability to recruit, train and keep our soldiers and
airmen combat ready to respond at a moments notice to a national threat.

The Year 2000 challenges present an emergency scenario unlike any other in our
nation’s history. Our technological society has grown extremely dependent upon the
continuity of computer driven systems and networks and as a consequence, the na-
tion’s vulnerability has increased appreciably. Any significant disruption of our com-
puter dependent infrastructure could result in a significant societal disruption. How-
ever, with the cooperative interaction of federal and state governments, the military,
the private sector, and with serious advance preparation, the impact of such an
event on the American people can be significantly reduced, if not totally eliminated.

Mr. Chairman, members of the Committee, I would like to thank you for the op-
portunity to offer the opinion of the National Guard Association of the United States
on the readiness of the National Guard to deal with potential Y2K emergencies. As
we have for over three and a-half centuries, the National Guard of the United
States, Army and Air, stands ready to protect the nation against military threats
and local disasters. This concludes my statement subject to your questions.

RESPONSES OF MAJ. GEN. EDWARD J. PHILBIN TO QUESTIONS
SUBMITTED BY CHAIRMAN BENNETT

Question 1. In your testimony you indicated the criticality of fully funding the
Y2K response requirements of the National Guard to ensure that it is able to re-
spond quickly and effectively. What is the amount necessary to fully fund the Na-
tional Guard’s Y2K requirements, both Army and Air divisions? You imply that it
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is not fully funded—can you address the current funding budgeted for the National
Guard’s Y2K requirements? Have requests been made for any shortfalls?

Answer. Full-funding of the National Guard to enable it to effectively respond to
a Y2K incident is essential. I have received estimates that the Army National Guard
will require approximately $38 million for Automation, Logistics, Manpower and
TDY support to be able to ensure mission capability for Y2K incidents. This amount
does not include weapon systems but rather those resources that would most likely
be needed during any such incident. Estimates of Air National Guard requirements
vary greatly and consequently would be difficult to pinpoint at this time.

Question 2. General Philbin, you make a strong case for the importance of the Na-
tional Guard in a Y2K emergency. Certainly, the Guard is used time and time
again, such as today in the southern United States, to deal with major disasters.
I am surprised however that the call for a survey such as youre suggesting has
never been done. You mentioned the survey that was done when you were com-
mander of the New Jersey Air National Guard. It seems natural to me that surveys
and inventories be done to assess readiness. Doesn’t anyone have the responsibility
to do this for the National Guard? Shouldn’t someone be doing it within the Depart-
ment of Defense?

Answer. The National Guard has been successfully providing assistance to the
American public during natural disasters or civil disturbances for more than 360
years. This has allowed the Guard to adapt, and review its response to such events
in order to provide effective Military Support to Civil Authorities (MSCA). Many of
the traditional MSCA roles of the National Guard can and will be utilized during
a Y2K event. However, the unique possibilities that could unfold during a Y2K
event are unprecedented. Surveys have been conducted to determine the capabilities
of the Army and Air National Guard to be able to support events, such as floods,
fires, tornadoes, and riots, that have a historical precedence. These surveys focus
on the premise that an interruption will occur to a portion of normal operations of
the nation’s infrastructure. No event, has the capability to disrupt governmental,
commercial and other daily activities as the Y2K millennium bug, shutting down the
technological components that drive our society. A survey specifically targeted on
Y2K events needs to be conducted in order to determine what capabilities the Na-
tional Guard can offer to support the return to normal function capability.

Question 3. Your have strongly recommended that a survey of available resources
of both the Army and Air National Guards of each state and territory be conducted
prior to midnight on 31 December 1999? Aren’t there National Guard documents
that already exist which provide the requirements for organizations and equipment
as well as ones that indicate the authorized and actual levels? What would be
achieved by a survey such as the one you propose that does not already exist? How
would the results of such a survey be useful?

Answer. Accountability of all National Guard equipment and organizations is
maintained by the National Guard Bureau and the Department of Defense and is
usually focused on the Guards constant readiness. However, no study has been con-
ducted to determine specifically what the Guard and its resources can contribute on
January 1, 2000. The Y2K millennium bug is significant in that it will provide both
foreseen and unforeseen challenges. A survey of equipment to determine what re-
sources are available for all possibilities during a Y2K event will allow the Guard
to better organize a response plan. Insight as to what assets the Guard can contrib-
ute during the following hours and days of the Y2K event are essential in order to
allow the National Guard Bureau and the Department of Defense time and foresight
to enhance their coordinated response plan.

Question 4. Your point is well taken that before the National Guard can perform
any of its emergency response functions it must ensure that it will not be impaired
itself. Would you discuss the current status and milestones of the Army and Air Na-
tional Guards’ Y2K programs? Are the programs adequately funded?

Answer. Being the Executive Director of the National Guard Association and not
the National Guard Bureau, it would not be feasible for me to provide a progress
report. The Chief of the National Guard Bureau and/or the Army and Air National
Guard Directors are better positioned to discuss their progress in achieving Y2K
compliance. However, I am sure the National Guard Bureau and the Adjutants Gen-
eral are working diligently to determine their compliance posture and how they
would support the states in a Y2K situation, should one occur. With that said, it
is my belief that the National Guard may very well require additional funding to
support their compliance review and response capability, but I must defer to the Na-
tional Guard Bureau to provide specifics.

Question 5. Both the Army and Air Force active components have comprehensive
Y2K programs that include their respective National Guard. What is the basis of
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your statement that efforts for fixing the guard Y2K problems are not a priority
within the DOD?

Answer. As demonstrated in the past, the Department of Defense prioritizes fund-
ing as a function of the “first to fight” concept as it applies to the military forces
to execute the National Military Strategy. The services are more inclined to insure
Y2K compliance as it relates to force projection requirements and their ability to
engage an enemy on the battlefield. I doubt that serious efforts have been made by
the Department of Defense to address the role of the National Guard to support the
restabilization of domestic activities due to a Y2K event. I am sure that if the serv-
ices had full funding available, they would resource all of their requirements across
the spectrum. However, threat reduction to the United States over the past decade
has also entailed a defense budget reduction. The DOD has taken the approach that
the Y2K millennium bug is a metaphoric enemy set to attack. They are focusing on
their mission-critical systems, to ensure that the services are prepared to perform
their duties to defend the nation. The National Guard, in addition to defense of the
nation, remains focused on support of local and state governments in ensuring that
society’s infrastructure is returned to and remains functional during a Y2K event.
It is equally important for the National Guard to defend America’s borders from at-
tack, or respond to aid our allies. However, with a set time, where our nation will
face significant dilemmas due to the vulnerability of our technologically dependent
society the Y2K event requires the full attention of the National Guard and the De-
partment of Defense.

Question 6. In your testimony, you express concern over the issue of command and
control of multiple agencies in addressing emergency situations. Specifically what
part of the Federal Response Plan and current command and control structure
under the plan requires refinement or modification? What aspects of possible Y2K
scenarios would cause a need to change current command and control relationships?

Answer. Response to Y2K events begins at the local level. Once local authorities
reach the limit of their capacity, state resources will be required, as in other emer-
gency situations. The capability to activate the National Guard now becomes a fac-
tor for the Governor. The command and control relationships are in place to respond
to situations requiring military support. However, the possible magnitude of a Y2K
response situation may be greater than local resources can handle. Integration with
law-enforcement, fire, medical and other state and federal agencies will require sig-
nificant inter-agency cooperation on an unprecedented scale. It would be prudent to
study the capabilities of the National Guard to determine what levels of support
they could provide along with their ability to respond to a Y2K event.

PREPARED STATEMENT OF SERGEANT JOHN S. POWELL
INTRODUCTION

If the predictions of computer system failures in everything from auto-
mobiles and ATMs to the IRS to traffic signal controls and a plethora of
other systems that support everyday life are even partially realized, the
overload on public safety services will be tremendous. The “bug” is insid-
ious, potentially impacting anything with a microcomputer chip—anything
that has a keypad or timer, displays a date, stores numbers, or performs
calculations. Consider for a moment the possible loss of a few personal
items: digital clocks and wristwatch, automatic coffee maker, camcorder,
home alarm system, pager, personal computer, radio, telephone, television,
thermostats, VCR, and last (but certainly not least) access to ATMs, finan-
cial records, and retirement income (if you’re lucky enough to have it)! Cou-
ple these potential failures for millions of people with increased turn-of-the-
millennia activity and the impact on public safety services could be crip-
pling. The last thing public safety agencies will then want to contend with
is problems with their own operational systems.

—The APCO Bulletin

How big is the overall problem? After reviewing published documents and inter-
viewing a number of Y2K experts, “Silicon Valley Tech Week” concluded in its April
13, 1998 issue: “None of the mission critical sectors in the U.S. are even close to
being Y2K compliant, say the experts. Not the 9,000 electric utility plants. Not the
11,000 banks. Not the telecommunications companies. And certainly not the U.S.
Government.”

IRS Commissioner Charles Rossotti told the Wall Street Journal: “If we don’t fix
the century-date problem, we will have a situation scarier than the average disaster
movie you might see on a Sunday night.” “T'wenty-one months from now, there could
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be 90 million taxpayers who won’t get their refunds, and 95 percent of the revenue
stream of the United States could be jeopardized.” 1

FCC Chairman William Kennard, being questioned by the U.S. Senate, concluded,
“[I am] * * * concerned that the year 2000 problem has the potential of disrupting
communications services worldwide * * *. Every sector of the communications in-
dustry—broadcast, cable, radio, satellite, and wireline and wireless telephony—
could be affected.”

There are, however, other dates both before and after January 1, 2000, that must
also be considered. These include:

1. January 1, 1999: Many spreadsheets and financial applications look forward
during the current year and will see the next year ends in “00.” Those functions
that examine a date range may not be able to handle an ending date (“00”) that
is lower in value than the current date (“99”).

2. August 22, 1999: GPS rollover (reset to zero). GPS is now the most widely used
system for public safety person/vehicle location applications. Beyond this fundamen-
tal application are other telecommunications uses, not the least of which is serving
as the common time base for synchronizing transmitters in wide area simulcast sys-
tems, including most of the nations large commercial paging operations. In addition
to geopositioning and telecommunications applications, GPS is used in major banks
and thousands of financial institutions for accurate date and time recording and
synchronization.

3. September 9, 1999: “Nines end-of-file problem” in legacy systems using 9999
in the date field to denote “end-of-file” (EOF). Most of these programs are main-
frame-based, written in high-level computer languages such as COBOL. Pubic safety
applications include large Criminal Justice Information Systems and motor vehicle/
drivers license systems.

4. February 29, 2000: Not a normal leap year (rule: if the year is divisible by four
but not divisible by 100, or if the year is divisible by 400, it is a leap year). Many
computer programs perform the first two tests (divisible by 4, but not divisible by
100) but do not include the last test. Those that do not will be off by 1 day from
March 1 through December 31, 2000.

LOCAL LAW ENFORCEMENT AGENCY STATUS REPORT

The following agency status reports were collected by three of the Regional Law
Enforcement and Corrections Technology Centers operated by the National Institute
of Justice during the past 10 days:

Aiken County, South Carolina Sheriff’s Department

This department is in the process of purchasing new dispatch equipment and
CAD/RMS software based on a modernization assessment done by NLECTC-SE in
which Y2K compliance was recommended.

Arvada, Colorado Police Department

The Arvada Police Department is in the process of replacing their CAD/RMS sys-
tem in a previously scheduled system upgrade. Y2K issues are a specification in the
RFP and the contract for installation and operation. They are currently negotiating
with their radio system provider (they share a trunked 800 megahertz system with
an adjacent agency) to provide necessary maintenance and upgrades to address Y2K
issues. This process is already budgeted for and is underway. The City information
management department has engaged a consultant to assess and make rec-
ommendations regarding the “lesser” information systems in the City, including the
police department, to address Y2K issues. All of the major information systems have
already been brought into Y2K compliance or are in the process of being brought
into compliance.

Charleston, South Carolina Police Department

This department is in the process of replacing and/or upgrading their CAD/RMS
system based on a modernization assessment done by NLECTC-SE in which Y2K
compliance was recommended.

Charlotte-Mecklenberg, North Carolina Police Department

A county-wide Y2K board is currently reviewing every major system that has a
computer chip as a component as well as major system software packages (including
radio, information management, heating and air conditioning, elevators, cars and se-
curity systems). Thus far, they have not identified the magnitude of the problem.
As the list is completed they are asking manufactures for Y2K certification. They

1IRS Commissioner Charles Rossotti. “The Wall Street Journal, 04/22/98.



104

are concerned that certain chips in key components have built-in Y2K problems that
can only be solved by replacement.

La Vista, Nebraska Police Department

The La Vista Police Department conducted an assessment of their internal infor-
mation management system and found it to be Y2K non-compliant. They are in the
process of spending $18-19,000 for an entirely new system that will be Y2K compli-
ant. The police department has been provided funding for this by the City of La
Vista which has taken a very aggressive stance toward ensuring Y2K preparedness.
The police department is the last department of the City requiring compliance up-
grades. The City is also coordinating with public service providers (electricity, gas,
telephones, etc.) to ensure they are prepared as well.

Leavenworth, Kansas Police Department

The Leavenworth Police Department is in the process of building a consolidated
building and systems with the Leavenworth County Sheriff's Department. This con-
solidated and upgrade is occurring irrespective of Y2K issues but contractual speci-
fications will include Y2K compliance issues. Current systems are not Y2K compli-
ant. This places a significant time constraint on the acquisition and installation
process to ensure operation of the new systems prior to Y2K.

Medical University of South Carolina Department of Public Safety
MUSC has a large committee representing a cross section of all departments of
the university that has been in existence for over a year to address the Y2K prob-

lem. Systems are being modified, upgraded and/or replaced with a completion target
of mid year 1999.

Monroe County, Florida Sheriff’s Department

This department has rewritten all their COBOL code to accommodate the four
digit year and adjusted all chronological date accordingly. They have a model of an
old Posse Code (Federally funded many years ago) that appears to be running fine.
All code is now adjusted, but they are running in a test mode as a parallel system.

Mount Pleasant, South Carolina Police Department

This department’s vendor has made an offer to upgrade their software for Y2K
compliance for approximately $30,000. They are researching other options and are
awaiting a modernization report by NLECTC-SE before proceeding with an RFP.

Nashville, Tennessee Police Department

Their Unisys Clearpath 4400 has a service package to upgrade and correct Y2K
problems. They have run BIOS checks on all old computers and upgraded programs
where necessary. They are replacing their central hub.

San Diego, California Police Department

San Diego PD has a full-time effort to head off the Y2K problem with 2 people
assigned. San Diego describes this as a HUGE problem affecting operations across
the board, especially Computer Aided Dispatch and ARJIS, their regional justice in-
formation system. The police department is working with the city on a coordinated
approach.

Selma, Alabama Police Department

The Selma computer system was recently destroyed by a lightning strike and they
are in the process of replacing the entire system to link communications, booking,
records and eventually other municipal government data bases. New system will be
Y2K compliant. This department is next in line for a NLECTC-SE process review
addressing their information technology modernization needs.

Saluda, North Carolina Police Department

This is a four officer department that is totally computerized. With their small
size (and reducing costs of equipment needed) they upgraded on a timely basis and
are Y2K compliant internally. Their concern is other systems they tie into.

STATEMENT

Thank you for this opportunity to provide the Senate Special Committee on the
Year 2000 Technology Problem with information on what I believe to be the “state
of the nation’s local public safety agencies” with respect to Y2K issues, as well as
what we should be doing to better prepare for what was recently described on the
national news as “the deadline that not even Congress or the President can extend.”

Two “wakeup calls” this year highlight our dependence on critical telecommuni-
cations services. During the week of April 13, AT&T lost its entire frame relay data
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network for 24 hours. The failure was caused by a software glitch in a single net-
work circuit card that was being loaded with updated software while still connected
to the network. 6,600 customers, including major financial institutions and their
ATM/credit card networks, lost service. Then on May 19, Hughes Corporation’s Gal-
axy IV satellite failed, disrupting paging service to millions of paging receivers, in-
cluding critical notification systems used by federal, state, and local public safety
agencies.

We've all seen the horrific predictions being made by some of the millennium fun-
damentalists. Unfortunately, it appears that the majority of Americans, if they are
aware of the Y2K issue at all, consider it to be a “computer problem.” The current
status of local government agencies is somewhere in between, with larger agencies
clearly being more susceptible to the problem, but at the same time also being more
aware of the surrounding issues and having more resources available to deal with
those issues.

Senator Bennett, Committee Chair, posed a series of five questions in his letter
of September 16 [See Attachment A]. Each of these is addressed in a separate sec-
tion below.

1. What is the role of APCO and the IACP in assessing the vulnerability of emergency
service response agencies to year 2000 problems and any efforts to increase
awareness about the problem?

First, as individual membership organizations, public safety associations generally
do not have a specific role in assessing the vulnerabilities of agencies to pending
events. However, the larger associations play a major role in promoting awareness
and providing education to their members and the general public safety community
concerning events that could impact the provision of services. Associations also serve
as a statistical resource to those government agencies who are responsible for mak-
ing such assessments.

Clearly, awareness and education are keys to dealing with the Y2K issue. This
nation has nearly 19,000 law enforcement agencies at the state and local level; At-
tachment D is a breakdown of state and local law enforcement agencies by region
across the United States. Ninety percent of the law enforcement agencies have fewer
than 24 sworn officers and fully half have fewer than 12 sworn officers. The United
States also has over 32,000 fire agencies at the state and local level. Eighty percent
of the fire agencies are staffed fully by volunteers. Many of these agencies are not
yet aware that problems may exists, much less the potential severity that the Y2K
problem could have on both their internal and external operations.

Both associations annually host the world’s largest public safety conferences in
their related fields. At this year’s event held this past August in Albuquerque NM,
APCO conducted seminars to address the myriad of Y2K issues facing public safety
agencies to ensure consistent delivery of service. The IACP will hold its conference
at Salt Lake City from October 17-22. The Year 2000 Problem will be a topic of
discussion at the Communications and Technology Committee meeting and at other
scheduled meetings. John Clark, Deputy Chief for Public Safety in the Federal Com-
munications Commission’s (FCC) Wireless Telecommunications Bureau will be ad-
dressing the Major City Chiefs specifically on Y2K issues.

Fortunately for the public safety community, the FCC has been very active on
Year 2000 issues. Commissioner Michael Powell, the FCC Defense Commissioner
and agency representative to the President’s Council on Year 2000 Conversion, con-
vened a Public Safety Year 2000 Roundtable on June 1 in Washington DC. Panel
members included a number of state/local public safety officials, as well as rep-
resentatives from federal agencies, public safety equipment manufacturers, and con-
sultants dealing with the Y2K problem. Both APCO and the IACP were represented
on the Roundtable.

APCO and the National Institute of Justice are discussing the development of a
series of short (one or two day) Y2K seminars targeted at public safety chief officers
and upper level management to specifically address issues in each of the 4 impact
areas discussed in the following section. We hope that these seminars could draw
from subject matter experts within APCO and from our sister associations. APCO
and NIJ both believe it is critical that such a series of seminars, beginning as soon
as January, be conduct at little or no cost to participants, promoting maximum at-
tendance from the thousands of small public safety agencies in the US. The Na-
tional Institute of Justice operates a series of Regional Technology Centers across
the US that are capable of supporting the logistics for these seminars, but the Na-
tional Institute of .Justice will need a budget augmentation if it is to fund these
at no cost to participants.
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II. Address ways that Y2K problems might impact the operations of local law enforce-
ment agencies. The third area involving other related issues is also discussed in
this section

Local public safety agency response to the Y2K problem has several facets. First,
internal systems must be made compliant. Nearly every agency has at least one sys-
tem that will need to be checked. In the case of law enforcement it is the terminal
used to access state and federal criminal justice information systems. For fire agen-
cies it is probably alarm systems that are commonly used to automatically report
fires. Additionally, many modern pieces of fire apparatus (including both engines
and trucks) have microprocessor-based controllers that monitor the functions of
water pumps, ladder extenders, etc.

There are several levels of systems that are potentially impacted by the Y2K
“bug;” in general they are:

1. Legacy firmware-based systems: Difficult or impossible to upgrade, but probably
not critical unless validating date ranges, these systems are extensively used in
process control application, including traffic signal light controls, elevator controls,
and standalone access control systems. Early standalone systems (access control, for
example) had sufficient read-only memory (ROM), but limited random access mem-
ory (RAM). Programmers went to great lengths to preserve RAM. Many such sys-
tems are still in use! Formats were designed to store dates in a manner that per-
mitted rapid mathematical manipulation. The most common (YYDDD or YYMMDD)
require 2 bytes (16 bits) for a 2 digit year code. Application and report generating
programs using date ranges (for age, access card validity, etc) can not function
across a century boundary if they use a 2-digit year code.

Firmware-based systems also include most of the home electronic items men-
tioned at the start of this Statement: alarm systems, digital clocks, wristwatches,
automatic coffee makers and similar appliances, automatic setback thermostats,
pagers, radios, “smart” telephone sets, televisions, camcorders and VCRs.

2. Mainframes: Getting much of the attention, but usually programmed in higher
level languages such as COBOL making updates easier, these systems include many
federal/state CJIS-type databases.

3. Mini-computers: More difficult to update because code is often written in lower
level languages such as C+ + and optimized for speed, these systems include mes-
sage switches and older and/or larger CAD/RMS systems.

4. Personal Computers: Finally, PC-based workstations are a common man-ma-
chine interface to many 9-1-1 and alarm reporting systems, Computer Aided Dis-
patch (CAD), dispatch consoles, Records Management Systems (RMS), telecommuni-
cations and trunked radio switches and a host of related systems. Email systems
in LAN, Intranet, WAN and Internet applications link personnel and off-site facili-
ties. Mobile Data Terminals (MDTs) are a thing of the past; the new game is Mobile
Computing Terminals (MCTs) based on PC architecture. Within the Personal Com-
puter, there are multiple levels to be addressed:

—Hardware BIOS: Over 90 percent of PCs built before 1997 have a bios-level

problem. Many of these should be easy to fix.

—Operating Systems: Nearly all OS vendors are now addressing date handling
problems with patches or the release of compliant upgrades.

—Applications Software: Many software packages still have a two-digit date prob-
%em. A test of 5000 general software packages found 64 percent had some prob-
em.

—Data Within Single Application: most databases and spreadsheet applications
have 2-digit dates.

—Data Shared Between Applications: applications may make different “guesses”
about the 4-digit year when encountering 2-digit year fields.

For proposed resolution to these problems, we can again turn to the FCC’s June
Roundtable. All of the consultants agreed that there is a quite straightforward proc-
ess to be used for equipment evaluation. The recommended steps include: equipment
inventory, analysis for problem potential, manufacturer/vendor inquiry and certifi-
cation, testing (independent or in-house), correction or replacement of non-compliant
systems, and re-testing. A critical recommendation was the testing of all compo-
nents of a system operating together as a final test once corrections have been
made. Use “IVE”—Independent Verification of Everything!

The consultants further agreed that in some cases the cost, both in time (or lack
thereof) and money, is leading agencies to replace systems rather than attempt to
upgrade an existing investment. In fact, many agencies are using the Y2K bug as
an opportunity to perform much needed replacements of outdated systems.

Equipment manufacturers present were primarily from the land mobile radio
community. Several stated that their public safety equipment lines are so new that
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the problem was addressed in the initial design. Others, including Ericsson and Mo-
torola, stated they have some embedded equipment that may be impacted and offer
information on determining Y2K compliance of their equipment on their Internet
web sites. In particular, Motorola provides a search engine that allows access to in-
formation on Y2K compliance of their equipment in 3 categories: tested and passed,
tested and did not pass (with additional information provided), and not yet tested.
Unfortunately, Motorola has more recently stated that some older equipment, pri-
marily in the high-level encryption arena used by federal agencies, is not compliant
and will not be updated.

The best general news from this Roundtable is that the Y2K bug will not impact
most conventional radio dispatch equipment (radio system infrastructure and field
subscriber units). However, some radio system management equipment and soft-
ware (report generators, etc) may need upgrades, particularly for trunked radio sys-
tems. Unfortunately, the same is not necessarily true of other critical public safety
software such as Computer Aided Dispatch (CAD) and Records Management (RMS)
systems. These systems are widely used; the majority are legacy systems in service
for some years, and will require upgrades to the point that many agencies are con-
sidering full replacement. The critical factor for these latter systems is the long lead
time for government procurements coupled with a potential overload on vendors
over the next 15 months. The attached documents from the City of Oakland, Califor-
nia, [Attachments B & C] highlight the problems in dealing with CAD systems, and
the costs and time elements involved in correcting such problems.

The next area of impact on state and local agencies is dealing with potential dis-
ruption of outside services, primarily utilities such as power and 9-1-1 services, and
the delivery of consumables. The critical “72 hours” of self-reliance that disaster
planners generally acknowledge as the amount of time before outside help is avail-
able at a disaster scene might not apply if the problem is indeed nationwide in
scope. As an example of some of these issues, I will briefly examine the East Bay
areadof Northern California where the University of California at Berkeley is lo-
cated:

The utility supply is of critical importance:

(1) Electric power. Nearly all elements of daily campus life would be profoundly
affected by a prolonged power outage. With the predictions that some nuclear-fueled
plants will be required to cease operations due to the thousands of imbedded sys-
tems that can not possibly be tested in the next 15 months, utilities will be forced
to rely in fossil fuel and water-driven plants. Fortunately, both are in abundance
in Northern California. Nonetheless, Pacific Gas & Electric Company generates a
significant amount of its power at its Diablo Canyon nuclear plant. California, as
with most states, is dependent on a regional power grid. Most people still recall the
massive New England power outage caused by the failure of a simple relay. PG&E
states on its Web site that it has inventoried—but not yet assessed for potential
Y2K problems—its embedded systems, and that it plans to complete repair or re-
If)lacement of these systems by the 4th quarter of 1999, which leaves little margin
or error.

(2) Water supply. Another core consideration is water: whether it will continue to
flow to the campus, and whether it will continue to be correctly treated. An ade-
quate supply of water is critical to fighting some types of fires, and for treating some
types of chemical exposures. A complex series of steps is typically used to treat
water. Failures due to Y2K-related problems at treatment facilities (even those in-
volving an excess of treatment chemicals, as is alleged to have occurred in a Y2K
rollover test at an Australian water utility) could affect the health of local residents,
as well as heating and cooling systems, laboratory experiments, and much more.

Beyond that, the East Bay Municipal Utility District (EBMUD) is dependent on
multiple electric utilities to supply power to its pumping stations and treatment fa-
cilities. Power outages at various points throughout its system could thus adversely
impact water supply and treatment. The treatment facilities all have standby diesel
generators, as do some of the “more critical” pumping stations. In addition, there
are some portable generator trucks that can be deployed in an emergency. These
are all dependent on an adequate supply of diesel fuel being available to permit op-
erations to continue throughout a potentially prolonged power outage.

In addition, EBMUD relies on a Supervisory Control and Data Acquisition
(SCADA) system for monitoring and controlling water pumping which is not Y2K
compliant. However, the vendor of the utility’s SCADA system appears to have suc-
cessfully tested Y2K fixes at several natural gas utilities during Summer 1998, and
t}f‘{ese fixes should be applied to EBMUD’s systems and tested by the first quarter
of 1999.

(3) Telephone systems. The American public relies on a highly advanced land and
radio-based telephone national telephone network that supports virtually all emer-
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gency reporting via the almost universally available 9-1-1 system. A failure in this
complex, computer-driven network, as happened to the AT&T network in mid-April
would be devastating to emergency service providers.

Medical equipment compliance is another area of concern:

Equipment used in local hospitals—and especially at teaching hospitals
like UC San Francisco—might potentially be at risk for Y2K failures. Some
failures have been reported in these devices, and there is still a great deal
of uncertainty in this area.

As reported in the Washington Post on September 24, 1998, Senator
Chris Dodd (D-CT) has taken the unusual step of publicly identifying the
nearly 1,200 medical device manufacturers who failed to respond to a June
1998 letter from the US Food and Drug Administration asking about pos-
sible Y2K problems.

The third area of impact, and clearly the most difficult to judge and plan for, is
the additional workload that could be placed on agencies by public response to
heightened fears toward the end of 1999, followed by actual problems after December
31. If even the minimal worldwide disruptions that have been predicted should
occur, the additional workload placed upon public safety agencies, and law enforce-
ment in particular, could be significant. This is an international problem and I un-
derstand that the Association of Chief Police Officers in the United Kingdom has
already recommended that law enforcement agencies in Great Britain cancel all
leave over the millennium holidays.

Last, and directly related to the third area, is dealing with the special needs of
agency employees during the period of impact. It is a fact that people do not perform
at anywhere near 100 percent if they are worried about their families or their
homes. As with any disaster, public safety personnel will only be effective if they
have prepared themselves and their families in advance. Year 2000 is inevitable;
personal preparation is essential. What can you as an individual do to prepare? Sug-
gestions include:

1. IVE—Independent Verification of Everything. Test all of your important home
appliances by resetting the dates and allowing them to roll over the century and
leap year dates. If you live by your PC as we do it should be at the top of the list,
especially if you use it for on-line banking, financial management, or email commu-
nications with your office. Consider buying a small electric generator to support crit-
ical home electrical needs if power fails; remember to stock up on fuel in approved
storage containers during December, 1999.

2. Bank and other financial services systems are linked in huge international net-
works where a single failure could cause network-wide problems. While the large
banks, brokerage companies, mutual fund houses and stock markets state that they
will be ready, smaller institutions without the fiscal and technical resources to prop-
erly address the problem may pose a higher risk. Correspond with your institutions
and obtain written assurance that your data and your money will survive; then
make sure you keep written copies of all account statements!

Credit card processing has already experienced snags as cards with expiration
dates beyond 2000 encounter non-compliant processing equipment. Again, maintain
copies of your account statements. Check them carefully and be prepared to dispute
inaccurate bills.

Delays in clearing checks (including pay checks) are predicted. A number of Y2K
“experts” are recommending keeping significant cash (up to 2 months worth) on
hand as 2000 approaches.

3. Insurance policies and mortgage documents face similar problems. In both
cases, obtain written documentation of coverage extending beyond 1999. For mort-
gages, it is important to obtain a lender-issued statement detailing payments (inter-
est and principal) already made, as well as an amortization schedule showing pay-
ments during 2000 and beyond in case the lender’s computer system is unable to
issue payment coupons. Both institutions will still expect their payments to be sent!

4. Finally, but perhaps most importantly, is insuring that you will continue to re-
ceive income from your employer or retirement system. Take an interest in your
agency payroll systems and offer advice and assistance as appropriate; all of us are
dealing with the same problem! The Social Security Administration has been work-
ing on Y2K compliance for a number of years and should be ready for Y2K. Unfortu-
nately, as stated above, some other federal government agencies (including the US
Treasury Department) that must work with Social Security are far behind. Since
many public safety agencies participate in local or state retirement systems, it is
important that each of us again maintain detailed records of our account(s) and be
prepared for disruption in payments if you are fortunate enough to be retired.
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III. The next question posed by the Committee concerns Y2K issues in the campus
policing and security environment

With one major exception, these issues are identical to the general public safety
community. That exception is this: campuses, like military bases, are cities unto
themselves, some small but others very large. In the case of UC Berkeley, we have
a daily campus population that can approach 50,000. Within that “city”, and unlike
a general government city, the campus is responsible for all buildings, all oper-
ations, all services. Based on a detailed outside analysis, I can tell you that the Uni-
versity of California appears to be in very good shape overall with respect to Y2K.

Our internal systems are similar to the legacy systems in Oakland and other
agencies described in the status report above. They include CAD, RMS, access con-
trol and fire alarm systems. The RMS system has been upgraded and now appears
to be compliant. The CAD and Access Control Systems were first installed in 1984.
As with the Oakland CAD system, both have seen hardware and software updates,
but today function in much the same way as they did when first installed. These
systems have far outlived their initial design lives. Perhaps George Orwell was
right; however he selected the wrong means to the end!

The company that provided our CAD system last year contacted all of its installed
base, providing a list of system hardware and software that needed to be upgraded
before new Y2K-compliant CAD software could be installed. Those changes have
been completed and UCPD is in fact today installing what should be the final up-
grade to the police CAD system software. Once installed and thoroughly tested both
alone and in conjunction with interfaced software such as RMS, the vendor will cer-
tify the system as Y2K compliant.

Fire alarms are also being examined. Most new or recently-remodeled buildings
have microprocessor-based fire detection systems. As with fire codes around the
country, should these systems fail on January 1, 2000, these buildings can not le-
gally be occupied.

In general, outstanding issues within the University of California public safety en-
vironment have at least been identified and most are being addressed. Fortunately
for us, the millennia falls during a period when classes are not in session. Thus we
will have a small window of opportunity to correct inside problems. We will, how-
ever, suffer equally with problems from outside as previously discussed.

IV. Finally, the Committee asked for recommendations.

In my opinion, the single most important failure to be prevented is the wide-
spread loss of electrical services for more than about 72 hours. Public safety backup
generator systems generally have fuel supplies sized to support 72 hours of continu-
ous operation. Beyond that time, it may be difficult to get fuel delivered and systems
begin to fail. Every effort must be made to ensure this does not happen because the
prolonged loss of power will quickly cripple most public safety facilities and commu-
nications systems.

The single most important issue is education, both of the American public and for
those at all levels of government responsible for identifying, correcting and dealing
with the Y2K Technology Problem.

As previously mentioned, APCO and the National Institute of Justice have started
developing a series of Y2K seminars targeted at public safety chief officers and
upper level management to specifically address issues in each of the 4 impact areas
mentioned above. To conduct these seminars at little or no cost, thus promoting
maximum attendance from the 10’s of thousands of small public safety agencies, the
National Institute of Justice will need a budget augmentation. Congressional sup-
port for a program of this type is extremely important if state and local agencies
are to be properly educated on the wide range of Y2K issues that they must address
over the next year.

Last, from the halls of Congress to the Oval Office, elected officials must make
the Year 2000 Technology Problem a top public education priority. The American
people need to be aware and be involved. We must have ongoing and realistic as-
sessments of the potential for problems across the plethora of impacted services. A
public caught off-guard by major failures on January 1, 2000 could result in dev-
astating long-term impact on the welfare of this great nation.

As a Boy Scout and later serving as the Emergency Preparedness Officer at
Berkeley during the Loma Prieta Earthquake, the drought, the floods and the Oak-
land Hills Fire, I learned the critical meaning of 2 words: BE PREPARED. We must
be prepared.

Clearly, if there is a potential for failure within major segments of the world’s
public and private infrastructures, the one sector that can not be allowed to fail is
the provision of public safety services, and in particular the delivery of appropriate
law enforcement services.
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[ATTACHMENT A]

U.S. SENATE,
SPECIAL COMMITTEE ON THE YEAR 2000 TECHNOLOGY PROBLEM,
Washington, DC., September 16, 1998.
Sergeant JOHN S. POWELL,
University of California Police Department,
1 Sprout Hall Berkeley, CA

DEAR SERGEANT POWELL: The Special Committee on the Year 2000 Technology
Problem, which I chair, is holding a hearing at 9:30 a.m., on October 2, 1998, in
Room 192 of the Dirksen Senate Office Building. The hearing will encompass the
Year 2000 readiness of state and local government emergency response agencies, as
well as Federal emergency response preparedness. I am inviting you to testify on
(1) the role of APCO and the IACP in assessing the vulnerability of emergency serv-
ice response agencies to year 2000 problems and any efforts to increase awareness
about the problem, (2) ways in which Year 2000 problems might impact the oper-
ations of local law enforcement agencies, (3) other Y2K related emergency prepared-
ness issues for local law enforcement, (4) Y2K issues in the campus policing/security
environment, and (5) any recommendations for Congressional or other governmental
action which you believe might have a positive impact in this area.

Please submit 120 copies of your statement no later than 48 hours in advance of
the hearing and an electronic copy in ASCII format. This will help Committee mem-
bers and staff better prepare for the hearing.

Please limit your oral testimony to 5 minutes in length. Your written statement
may be whatever length you believe appropriate, but should be accompanied by a
brief written summary. Statements should be delivered to the Special Committee.
The electronic copy may be provided on a disk, or e-mailed to
year2000@y2k.senate.gov. Due to space limitations in the hearing room, there will
be reserved seating for you and one other person. Other people from your office may
use open seating. Thank you in advance for your participation. If you have any
questions concerning the hearing, please contact Mr. Tom Bello, Committee staff,
at (202) 224-5224.

Sincerely,
ROBERT F. BENNETT,
Chairman.

[ATTACHMENT B]

CITY OF OAKLAND
Interoffice Letter

TO: Avon Manning, Administrative Services Agency Director

FROM: Stephen Ferguson, Director Office of Communications & Information Serv-
ices

DATE: September 16, 1996

SUBJECT: The “Year 2000” and Information Systems in the City of Oakland
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SUMMARY

At midnight on December 31, 1999, when the calendar changes to January 1,
2000, many information systems around the world will either fail or not function
properly. In some cases, the failure will occur long before 12/31/99, e.g., when a sys-
tem must project or make calculations into the future for dates or payment sched-
ules beyond 12/31/99.

In the City of Oakland, a number of business systems have been implemented
over the past 15 years that will be affected by the “Year 2000” problem and must
be addressed as a high priority. The three most critical areas needing immediate
attention are: (1) Payroll/Personnel system, (2) Police Computer Aided Dispatch
(CAD) system, and (3) PC software and hardware. In addition, there are many other
systems in the City which will require modification; however, we believe these sys-
tems can be modified using existing staff within the course of their on-going mainte-
nance duties.

The overall impact of the Year 2000 problem on the City should not be underesti-
mated. The high priority, mandatory workload comes at a time when the informa-
tion technology needs of the City are expanding and resources have been signifi-
cantly reduced. Consequently, staff’s ability to support new technology and systems
demanded by agencies and departments will be curtailed at a critical time.

A detailed study of over 70 systems conducted by the Office of Communications
& Information Services (OCIS) staff estimates that correcting the problems in sys-
tems affected by Year 2000 issues would take over 24,000 staff hours at a cost of
$3,000,000. While this corrective approach specifically addresses the Year 2000
problem, there is little general benefit to the City. In other words, staff can spend
about 18,000 hours correcting the Police CAD and Payroll/Personnel systems, but
when completed, the City will continue to have both a CAD System that is over 17
years old, and a Payroll/Personnel System that is 11 years old, with minimal new
functionality, despite the efforts expended.

Therefore, key recommendations include:

(1) Replace the Payroll/Personnel system at an estimated cost of $1,000,000.

(2) Replace the Police CAD system at an estimated cost of $300,000 to $500,000.

BACKGROUND

The reason for concern over the Year 2000 problem is often not easily understood
by individuals outside information technology organizations. However, a general un-
derstanding of the issue is critical for senior management to support the commit-
ment of resources necessary to solve the problem.

There are two factors that exacerbate the Year 2000 problem: the aging of many
of the City’s information systems, and the historical failure of systems developers
to anticipate or acknowledge the problem.

Many systems currently in use in the City are based upon design specifications
dating back to the late 1970’s and early 1980’s. The systems are sometimes referred
to as “legacy systems.” When the systems were originally developed, the designers
assumed that these systems would last for seven to ten years and would then be
replaced. Instead, many of these systems have been incrementally modified to meet
changing business requirements and are still in use 10, 12, and even 15 or more
years later.

A good example is the City’s Police CAD System. The system was originally pur-
chased by the City as a turnkey application 1n 1976. In 1983, staff began an effort
to replace that system. The replacement project was built upon the premise that the
new system had to function exactly like the old. The only changes were in the un-
derlying hardware platform which involved newer, more reliable technology provid-
ing increased capacity to store and retain a greater volume of data on calls for serv-
ice. Therefore, design considerations related to date issues were carried forward into
the new system without regard for the Year 2000 (a date too distant to be consid-
ered a factor).

The second part of the problem relates to the way programmers were taught to
handle dates required in systems. As a rule, programmer training totally ignored
the Year 2000 problem. Historically, programmers and systems analysts have been
taught to handle dates in a specific format. For example, the date “September 10,
1996” would be stored as 96/09/10. By storing the date in this two-digit (year/month/
day) format, sorting information in date sequence was easier, and calculations of the
time periods between two dates could be made in a standard way.

The Year 2000 problem results from the two-digit year used in the date field. For
example, 1951 is stored as “51,” 1996 is stored as “96,” and 2000 would be stored
as “00.” The computer is programmed to calculate the number of years between
these dates by subtracting the first year from the second year, i.e., 96-51 = 45. In
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the year 2000, the calculation would be 00-51 = —51, an obvious error. In order
to correct the calculation error, every program must be examined first to see if dates
are used in this way, and, if so, then the logic changed accordingly. Furthermore,
every data base must be changed to expand the year portion of the date field from
two to four digits in order to include the century number.

Another aspect of the problem that is far more difficult to analyze and assess is
the impact at the personal computer (PC) level. Staff has tested a number of sys-
tems in the City and found two problems. First, some PC’s have logic chip problems
with the internally stored date when changing to the Year 2000. As a test, we set
the internal clock date to December 31, 1999, at 11:59:00 PM. When the system
clock reached 12:00 AM, the date was erroneously set back to the default date of
January 4, 1980. This condition will be a particular problem when a PC is used as
a network server, e.g., Animal Control, Automated Purchasing, etc., or where a PC
supports a departmental application using the system date.

The second PC problem is similar to the Year 2000 problem previously cited for
legacy systems. While a PC may be capable of handling a date after 1/1/2000, an
application/data base may not. This problem exists for in-house developed as well
as purchased applications, e.g., LOTUS version 2.0 is not capable of working prop-
erly with the Year 2000.

As a result of these two problems, with the logic chip being the more serious, staff
estimates the need to replace approximately 700 personal computers and numerous
software packages prior to July 1999.

RECOMMENDATIONS

Staff recommendations are grouped into four areas: (1) Payroll/Personnel, (2) Po-
lice CAD, (3) PC hardware/software, and (4) Other Systems. Following the summary
of recommendations for the Payroll/Personnel and CAD Systems (No. 1 & No. 2),
a procurement methodology section has been included summarizing acquisition rec-
ommendations.

(1) Payroll/ Personnel

Staff should immediately begin the process of selecting and implementing a new
Paﬂroll/Personnel System. The estimated cost for this project is approximately $1
million.

Selection of a new Payroll/Personnel System must take into consideration the fol-
lowing key factors:

—The system must be flexible in order to meet the City’s payroll rules.

—The system must be part of an integrated suite of software that includes other

financial systems.

—Given the short time line for successful implementation, the rapid procurement

methodology outlined in recommendation No. 3 below should be followed.

(2) Police CAD

Staff should immediately begin the process of selecting and implementing a new
Police CAD System The estimated cost for this project is $300,000 to $500,000.

A major consideration in the Police CAD project should be interoperability with
the Police Records Management System. The project must also use the rapid pro-
curement methodology outlined in recommendation No. 3 below.

(3) Procurement methodology for the payroll/personnel and police CAD systems

The time frames required to implement these systems are too short to use a for-
mal bid or Request for Proposal (RFP) process. Therefore, staff recommends using
a three-step methodology proposed by the Purchasing Division combined with an
SMS cross-functional team. The steps in the process would be as follows:

For the Payroll/Personnel System, select a cross-functional team with
representation from the Office of Personnel Resource Management, Office
of Budget & Finance, Risk & Retirement Administration, City Auditor, and
OCIS to run this project. For the Police CAD System, select another cross-
functional team with representation from appropriate work units.

Each team would then be responsible for completing the following steps:

—Define major systems requirements including a high level check
list of major functions to be incorporated in the system. Document the
requirements. Develop a complete project plan outlining all steps in the
process, responsibilities, and time frames.

—Conduct a survey of available systems using an informal RFP proc-
ess. Attention should be paid to any selection processes recently com-
pleted by other agencies such as the City of San Jose, Oakland Unified
School District, and the Port of Oakland. Evaluate each potential sys-
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tem’s capability against the requirements and using various types of
interviews, presentations and ratings, select a preferred vendor.

—Negotiate an agreement with the preferred vendor for purchase
and implementation of the system. Present the final recommendation
to the City Council for approval of the contract.

(4) PC hardware/ software

The City should establish a policy immediately requiring that all new personal
computer systems and software purchases be Year 2000 compliant.

Each Agency should inventory all personal computer hardware and software and
assess Year 2000 compliance no later than January 1, 1997. After completing the
inventory and assessment, each Agency is responsible for developing a system re-
placement schedule to meet their needs.

(5) Other systems

OCIS staff will develop and implement a detailed work program illustrating how
each of the other systems, not specifically addressed in this report, which require
Year 2000 modifications, will be changed to meet the processing requirements of
each system.

If there are potential resource conflicts, OCIS staff will formulate a proposal to
resolve the resource conflict using outside services.

[ATTACHMENT C]

C1TY OF OAKLAND
Agenda Report

TO: Office of the City Manager

ATTN: Craig G. Kocian, City Manager

FROM: Avon Manning, Director, Administrative Services Agency
DATE:December 10, 1996

RE: IMPLEMENTATION OF THE YEAR 2000 CONVERSION PROJECT

SUMMARY

On January 1, 2000, many information systems around the world will either fail
or not function properly. This is not a trivial issue, but a serious problem which,
by some estimates, will cost American businesses more than $200 billion over the
next four years. This is an informational report intended to acquaint the Council
with the year 2000 problem as it applies to the City’s business systems and com-
puter equipment.

BACKGROUND

The dilemma generated by the Year 2000 problem has three parts:

1. At the time many applications and systems were developed, computer storage
was limited; therefore, dropping redundant data whenever possible saved valuable
storage space. Consequently, the first two digits of the century designation were not
included and many software programs currently in use assume that all dates begin
with “19” and use only two digits to denote the year, such as “96” for the year 1996.
Accordingly, the year 2000 will be interpreted by these programs as the year 1900.

2. Since systems developers did not anticipate that programs written in the 1960s,
1970s, or even the 1980s would still be in use as we enter the 21st century, some
programs were purposely coded to interpret the numbers “99” and “00” in the year
field as special control codes. In addition, some systems may not recognize the year
2000 as a leap year. As we move into a new century, use of the two-digit year, as
found in many City systems will produce skewed data, generate unusable or
unreadable screens and reports, or may cause systems to fail completely.

3. The final aspect of the Year 2000 problem exists at the personal computer (PC)
level. Most PC’s will have logic chip problems with the internally stored date when
changing to the Year 2000. When the internal clock reaches 12:00 am on January
1, 2000, the system will erroneously reset to January 1, 1980 or January 3, 1982.
This is true even for some PC’s acquired earlier this year. A second PC problem is
associated with the inability of PC software programs to properly handle dates after
December 31, 1999. For example, LOTUS version 2.0 does not properly handle Year
2000 dates.

The overall impact of Year 2000 should not be underestimated. The City is chal-
lenged with meeting year 2000 compliance objectives while avoiding major system
failures and the possibility of failed mission critical applications. Specifically, the
most serious Year 2000 impact facing the City is that the Payroll/HR system can
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not properly generate paychecks after DECEMBER 31, 1998, due to the program-
ming issues previously identified. In addition, many other application software pro-
grams and the majority of the PC hardware currently in use will not be operable
as we move into the new century, i.e., past December 31, 1999.

The Administrative Services Agency’s Office of Communications and Information
Services has completed an initial study of over 92 systems in use throughout the
City. An interdepartmental team has been established to guide and direct the Year
2000 Conversion project to bring computer equipment, desktop software, and depart-
ment applications into compliance with Year 2000 requirements.

A detailed report is attached for presentation to the Finance and Legislation Com-
mittee, recommending a course of action the goals and objectives of the Year 2000
Conversion. The plan includes cost projections for staffing, department applications
replacement and modifications, and desktop software and hardware. This high pri-
ority, mandatory workload comes at a time when the information technology needs
of the City are expanding and resources have been significantly reduced and
stretched. Consequently, staff’s ability to support new technology and systems re-
quired by agencies and departments will be severely limited at a critical time.
Therefore, staff must be back filled and subsidized with contractors and consultants.

In addition, the financial and budget systems’ (FMS/BDS) audit report for the fis-
cal year 1994-95 by Deloitte and Touche recommended its replacement to a fully
integrated, centralized system. Consistent with the OCIS information technology
model, the payroll/human resources application and FMS/BDS need to be imple-
mented as an integrated package with a payroll interface. By combining their re-
quirements processes and purchase an integrated package the City’s can better meet
its financial, payroll, and human resources systems needs. A combined Proof of Con-
cept or Request for Proposal for a new comprehensive package gives the City strong
leverage to drastically reduce the overall cost of the financial investment of required
software.

RECOMMENDATION

No Council action is recommended at this time; this is an informational report.

Respectfully submitted,
AvVON G. MANNING,
Director Administrative Services Agency.
Prepared by:
MARILYN VARNADO,
Year 2000 Conversion Project Manager.

Approved for forwarding to the Finance & Legislation Committee:

Office of the City Manager
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STATEMENT OF ASSOCIATION OF PUBLIC-SAFETY COMMUNICATIONS
OFFICIALS-INTERNATIONAL

Founded in 1934, the Association of Public Safety Communications Officials-Inter-
national, Inc. (APCO) is the world’s oldest and largest public safety communications
organization. Perhaps most widely known for standardizing, in 1936, the “10-codes”
used by radio users for over 60 years, APCO is today recognized as the world’s lead-
ing association on public safety communications issues. Most of its 13,000 individual
members are state or local government employees involved in the management, de-
sign, and operation of police, fire, emergency management, emergency medical, local
government, highway maintenance, forestry conservation, and other public safety
communications systems. APCO serves as the Federal Communications Commis-
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sion’s (FCC) certified frequency coordinator for over 80 percent of the land mobile
radio frequencies allocated for state/local government public safety use, and is the
sole coordinator for public safety frequencies in the 800 MHz bands.

With the approach of the new millennium, attention from all sectors of business,
industry and government has begun to focus on the Year 2000 (Y2K) Technology
Problem. There are predictions of major catastrophes in everything from banks to
electrical services. One area that cannot afford to have any type of system failure
is this nation’s public safety service providers. For this reason, APCO is committed
to doing all that we can to assure that the public safety communications infrastruc-
ture this country depends upon will continue to function after December 31, 1999.

APCO has been working with the FCC to share our data and experiences regard-
ing public safety communications and Y2K. APCO actively participated in the FCC’s
Public Safety Year 2000 Roundtable on June 1, 1998. We will be supplying the FCC
with pertinent statistical data concerning the nation’s over 20,000 Public Safety An-
swering Points (PSAP’s) and Communications Centers in order to better coordinate
the overall response to the Y2K issue.

Over the past few months APCO has done much to ensure that our members are
aware of the potential problems that they could face due to Y2K. Each year, APCO
hosts the world’s largest Conference and Exposition devoted entirely to public safety
communications. At this year’s event held this past August in Albuquerque NM,
seminars were conducted to address the myriad of Y2K issues facing public safety
agencies to ensure consistent delivery of service. Our monthly publication The
APCO Bulletin—Public Safety Communications, widely distributed within the public
safety community, continues to publish articles describing Y2K problem identifica-
tion and potential solutions. Copies of the articles Protecting Public Safety Commu-
nications from the Year 2000 by FCC Commissioner Michael Powell and Public Safe-
ty Preparation for the Year 2000: Dealing with the Y2K “Millennium Bug” that ap-
pear in our October issue are attached. Special alerts and articles related to the
Year 2000 problem have also been published in newsletters directed to APCO’s lead-
ership.

To further educate the public safety communications community, APCO has es-
tablished a Y2K Forum on its Web site. This Forum is dedicated to allowing mem-
bers to work together, sharing information and resources to help resolve their Y2K
problems. APCO’s web site can be found at: http://www.apcointl.org.

APCO is now designing a series of regional seminars specifically addressing Y2K
to begin in early 1999. We are hoping to be able to conduct these seminars in con-
junction with the National Institute of Justice and our sister public safety profes-
sional associations, targeting the chief officers and management level staff of law
enforcement and other public safety first-responder agencies at the federal, state
and local levels.

Public safety communications is the vital link between the public and those tasked
to protect their lives and property; it is essential that this link remain functional.
APCO is committed to ensuring that the delivery of public safety services is not dis-
rupted by the Year 2000 Technology Problem.

CHRISTOPHER BEVEVINO, CAE,
Executive Director.

[From the APCO Bulletin, October 1998]

PROTECTING PUBLIC SAFETY COMMUNICATIONS FROM THE YEAR 2000

[By Michael K. Powell, FCC Commissioner]

In the last few months, much public attention has been drawn to the effects that
the millennial date change will have on unprepared computers, intelligent systems,
and microprocessor-controlled machines and appliances. At the Federal Communica-
tions Commission (FCC), we have been aware of the Year 2000 Problem or so-called
“Millennium Bug” for several years because of our concern for the country’s critical
communications infrastructure.

We are particularly concerned about the integrity of the communications systems
upon which police, fire, emergency medical and other public safety service providers
rely to accomplish their all-important missions. Although it appears that conven-
tional radios and radio systems are generally not at risk for Year 2000 failure, the
same cannot be said of many computer-aided dispatch systems, records management
systems, control systems, trunking systems, or electronic security systems. In addi-
tion, public safety agencies must be prepared for possible disruptions in transpor-
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tation service and even electric power service to their agencies and in their commu-
nities that may occur at the turn of the century.

Many public safety service departments nationwide have already acted to prepare
for the Year 2000 Problem. Yet, we are concerned that some public safety entities,
particularly smaller or rural agencies without the personnel, technology and finan-
cial resources available to larger agencies, may not even now realize the seriousness
of the problem and may not have begun taking the necessary steps to prevent sys-
tem disruptions.

With fewer than 500 days to January 1, 2000, it is apparent that no public safety
agency can afford to put off attending to this issue. Often we hear that Year 2000
remediation efforts are hindered by the notions that “it’s someone else’s problem,”
or that an eleventh-hour magic pill will be developed to fix the problem.

Unfortunately, there are no magic or universal solutions. America’s public safety
entities and the communications systems upon which they rely must not only make
sure that they themselves will be ready for the year 2000, but must also be pre-
pared to help others address the emergencies and public service disruptions that
this problem may cause in their communities.

While the measures necessary to address the millennial date change problem (and
other similar computer date change issues of which we are all becoming aware) fre-
quently reach well beyond the communications jurisdiction of the FCC, we do take
very seriously our responsibility to alert the entities we license and regulate to the
various aspects of this problem and those interrelationships that can also affect
other mission-critical aspects of public safety service providers.

As a consequence, we strongly encourage public safety service providers to use all
available resources to develop a comprehensive picture of the potential impact of
computer date change problems on every aspect of their operations. Many manufac-
turers have already done mass mailings to apprise customers of their Year 2000 ef-
forts, have set up special Internet sites that list compliant and non-compliant prod-
ucts, and have created 24-hour telephone support hotlines.

Establishing an open dialogue with these, and other, equipment suppliers and
manufacturers can be very helpful.

In addition to developing a comprehensive understanding of the effects of date-
related changes on all of their operations, departments should also develop a readi-
ness program to troubleshoot potential problems and examine all mission-critical
systems. Such a readiness program should include complete audits of all critical sys-
tems, careful remediation of each problem identified, thorough testing of each solu-
tion, and the formulation of contingency plans that includes the acquisition of those
resources that will be necessary to address the contingencies that have been identi-
fied.

The FCC has established a Year 2000 Task Force to coordinate internal Year 2000
compliance efforts and to assist the communications industry on this issue. The
FCC’s Year 2000 website at <www.fcc.gov/year2000/>, serves as an information re-
source on the Year 2000 Problem and telecommunications, including public safety
communications. The FCC is also an active participant on the President’s Council
on Year 2000 Conversion. The efforts of this government-wide group are described
in detail on the World Wide Web at <www.y2k.gov>.

Finally, the FCC is working closely with other Federal departments and agencies,
including the Federal Emergency Management Agency (FEMA) and the U.S. Fire
Administration (USFA). In that regard, the USFA has developed informational ma-
terials, along with a self-assessment process for determining if a computer system
is Year 2000-ready, that is posted at <www.usfa.fema.gov/y2kfaq.htm> and
<www.usfa.fema.gov/y2kcom.htm>, respectively.

The challenge of implementing public safety Year 2000-readiness rests with public
safety managers and officers, including police, fire and emergency medical and
emergency management departments, nationwide. Time is of the essence. We cannot
extend the Year 2000 deadline. Our national well-being literally depends on the reli-
ability of public safety services and the communications networks that support
them.

The FCC is committed to taking whatever actions it can to assist public safety
agencies across the country in this important effort.
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[From the APCO Bulletin, October 1998]

DEALING WITH THE Y2K MILLENNIUM BUG

[By John Powell and David Buchanan]

If the predictions of computer system failures in everything from automobiles and
ATM’s to the IRS to traffic signal controls and a plethora of other systems that sup-
port everyday life are even partially realized, the overload on public safety services
will be tremendous.

The “bug” is insidious, potentially impacting anything with a microcomputer
chip—anything that has a keypad or timer, displays a date, stores numbers, or per-
forms calculations. Consider for a moment the possible loss of a few personal items:
digital clocks and wristwatch, automatic coffee maker, camcorder, home alarm sys-
tem, pager, personal computer, radio, telephone, television, thermostats, VCR, and
last (but certainly not least) access to ATM’s, financial records, and retirement in-
come (if you're lucky enough to have it)!

Couple these potential failures for millions of people with increased turn-of-the-
millennia activity and the impact on public safety services could be crippling. The
last thing public safety agencies will then want to contend with is problems with
their own operational systems.

How big is the overall problem? After reviewing published documents and inter-
viewing a number of Y2K experts, Silicon Valley Tech Week concluded in its April
13 issue: “None of the mission critical sectors in the U.S. are even close to being
Y2K compliant, say the experts. Not the 9,000 electric utility plants. Not the 11,000
banks. Not the telecommunications companies. And certainly not the U.S. Govern-
ment.”

Tim May, the retired Intel physicist who discovered the damaging effects of nu-
clear radiation on computer chips, concluded, in the same issue of Silicon Valley
Tech Week: “* * * financial collapse will occur when investors wake up and realize
what’s coming. July 1, 1999, is the start of the IRS fiscal year 2000. The IRS won’t
be able to process W2s and 1099s at that time. It has 100 million lines of code and
isn’t even awarding a Y2K conversion contract until October 1998. Jan. 1, 2000 may
be an opportunity for terrorists, millennium fundamentalists, and others out to take
advantage of a weakened infrastructure.”

IRS Commissioner Charles Rossotti told the Wall Street Journal: “If we don’t fix
the century-date problem, we will have a situation scarier than the average disaster
movie you might see on a Sunday night.”

In the April 22 edition of the Wall Street Journal, Rossotti was quoted as saying,
“Twenty-one months from now, there could be 90 million taxpayers who won’t get
their refunds, and 95 percent of the revenue stream of the United States could be
jeopardized.”

There are, however, other dates both before and after Jan. 1, 2000, that also must
be considered. These include:

Jan. 1, 1999: Many spreadsheets and financial applications look forward during
the current year and will see the next year ends in “00”. Those functions that exam-
ine a date range may not be able to handle an ending date (“00”) that is lower in
value than the current date (“99”).

Aug. 22, 1999: GPS rollover (reset to zero). GPS is now the most widely used sys-
tem for public safety person/vehicle location applications. Beyond this fundamental
application are other telecommunications uses, not the least of which is serving as
the common time base for synchronizing transmitters in wide area simulcast sys-
tems, including most of the nations large commercial paging operations. In addition
to geopositioning and telecommunications applications, GPS is used in major banks
and thousands of financial institutions for accurate date and time recording and
synchronization.

Sept. 9, 1999: “Nines end-of-file problem” in legacy systems using 9999 in the date
field to denote “end-of-file” (EOF). Most of these programs are mainframe-based,
written in high-level computer languages such as COBOL. Pubic safety applications
include large Criminal Justice Information Systems and motor vehicle/drivers li-
cense systems.

Feb. 29, 2000: Not a normal leap year (rule: if the year is divisible by four but
not divisible by 100, or if the year is divisible by 400, it is a leap year). Many com-
puter programs perform the first two tests (divisible by four, but not divisible by
100) but do not include the last test. Those that do not will be off by 1 day from
March 1 through Dec. 31, 2000.

Public safety decision makers need to begin planning for the potential problems
that could be caused by major failures in electrical utilities, wireline and wireless
telecommunications systems and financial institutions, among others. At the same
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time, they need to ensure that their own critical systems will survive the Y2K date
crisis and will remain operational despite failures of other major systems such as
electrical utilities and the telecommunications infrastructure.

THE BOTTOM LINE

If there is the potential for everything else failing, then the one thing that abso-
lutely cannot fail is the provision of public safety services. Key to the survival of
public safety services is receiving emergency calls from the public and relaying those
calls for service to units in the field.

THE PIECES TO THE PUZZLE

There are several levels of systems that are potentially impacted by the Y2K
“bug.” In general they are:

Legacy firmware-based systems: Difficult or impossible to upgrade, but probably
not critical unless validating date ranges, these systems are extensively used in
process control application, including traffic signal light controls, elevator controls,
and stand-alone access control systems. Early stand alone systems (access control,
for example) had sufficient read-only memory (ROM), but limited random access
memory (RAM). Programmers went to great lengths to preserve RAM. Many such
systems are still in use! Formats were designed to store dates in a manner that per-
mitted rapid mathematical manipulation. The most common (YYDDD or YYMMDD)
require 2 bytes (16 bits) for a 2-digit year code. Application and report generating
programs using date ranges (for age, access card validity, etc) cannot function across
a century boundary if they use a 2-digit year code.

Firmware-based systems also include most of the home electronic items men-
tioned at the start of this article: alarm systems, digital clocks, wristwatches, auto-
matic coffee makers and similar appliances, automatic setback thermostats, pagers,
radios, “smart” telephone sets, televisions, camcorders and VCRs.

Mainframes: Getting much of the attention, but usually programmed in higher
level languages such as COBOL making updates easier, these systems include many
federal/state CJIS-type databases.

Mini-computers: More difficult to update because code is often written in lower
level languages such as C+ + and optimized for speed, these systems include mes-
sage switches and older and/or larger CAD/RMS systems.

Personal Computers: Finally, PC-based workstations are a common main-machine
interface to many 9-1-1 and alarm reporting systems, computer aided dispatch
(CAD), dispatch consoles, records management systems (RMS), telecommunications
and trunked radio switches and a host of related systems. E-mail systems in LAN,
Intranet, WAN and Internet applications link personnel and off-site facilities. Mo-
bile data terminals (MDT’s) are a thing of the past; the new game is mobile comput-
ing terminals (MCT’s) based on PC architecture.

Within the personal computer, there are multiple levels to be addressed:

Hardware BIOS: More than 90 percent of PC’s built before 1997 have a bios-level
problem. Many of these should be easy to fix.

Operating Systems: Nearly all OS vendors are now addressing date handling prob-
lems with patches or the release of compliant upgrades.

Applications Software: Many software packages still have a two-digit date prob-
lem. A test of 5000 general software packages found 64 percent had some problem.

Data Within Single Application: Most databases and spreadsheet applications
have 2-digit dates.

Data Shared Between Applications: Applications may make different “guesses”
about the 4-digit year when encountering 2-digit year fields.

At least two software packages are available to evaluate Y2K date compatibility
of personal computers. Y2000 is available for Internet download at no cost from Na-
tional Software Testing Labs (www.nstl.com/downloads/y2000.exe). Y2000
downloads as a zip file containing the executable program and a Read me text docu-
mentation file. The program tests hardware and BIOS for proper Jan. 1, 2000 roll-
over; it also checks for proper leap year calculations for the years 2000 through
2010.

Another program, Check2000, is available at modest cost from most software sup-
pliers. Check2000 performs similar hardware/bios testing to Y2000, but continues
with more in-depth testing, reportedly checking some applications software as well.

PUBLIC SAFETY TELECOMMUNICATIONS

FCC Chairman William Kennard, being questioned by the U.S. Senate, concluded,
“[I am] * * * concerned that the year 2000 problem has the potential of disrupting
communications services worldwide * * * | Every sector of the communications in-
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dustry—broadcast, cable, radio, satellite, and wireline and wireless telephony—
could be affected.”

Two “wakeup calls” this year highlight our dependence on these critical tele-
communications services. During the week of April 13, AT&T lost its entire frame
relay network for 24 hours. The failure was caused by a software glitch in a network
circuit card that was being loaded with updated software while still connected to
the network. 6600 customers, including major financial institutions and their ATM/
credit card networks, lost service. Then on May 19, Hughes Corporation’s Galaxy
IV satellite failed, disrupting paging service to millions of paging receivers, includ-
ing critical notification systems used by federal, state and local public safety agen-
cies. Automated teller, point-of-sale and other VSAT-based services also were dis-
rupted.

Recognizing these potential problems, FCC Commissioner Michael Powell con-
vened a Public Safety Year 2000 Roundtable on June 1 in Washington, D.C. Panel
members included a number of state/local public safety officials, as well as rep-
resentatives from federal agencies, public safety equipment manufacturers, and con-
sultants dealing with the Y2K problem.

Interestingly, all of the consultants agreed there is a quite straightforward proc-
ess to be used for equipment evaluation. The recommended steps include: equipment
inventory, analysis for problem potential, manufacturer/vendor inquiry and certifi-
cation, testing (independent or in-house), correction or replacement of non-compliant
systems, and re-testing. A critical recommendation was the testing of all compo-
nents of a system operating together as a final test once corrections have been
made. Use “IVE”—independent verification of everything!

The consultants further agreed that in some cases the cost, both in time (or lack
thereof) and money, is leading agencies to replace systems rather than attempt to
upgrade an existing investment. In fact, many agencies are using the Y2K bug as
an opportunity to perform much needed replacements of outdated systems.

Equipment manufacturers present were primarily from the land mobile radio
community. Several indicated their public safety equipment lines are so new that
the problem was addressed in the initial design. Others, including Ericsson and Mo-
torola, said they have some embedded equipment that may be impacted and offer
information on determining Y2K compliance of their equipment on their Internet
web sites. In particular, Motorola provides a search engine that allows access to in-
formation on Y2K compliance of their equipment in 3 categories: tested and passed,
tested and did not pass (with additional information provided), and not yet tested.
Unfortunately, Motorola has more recently stated some older equipment, primarily
in the high-level encryption arena used by federal agencies, is not compliant and
will not be updated.

The best general news from this Roundtable is the Y2K bug will not impact most
conventional radio dispatch equipment (radio system infrastructure and field sub-
scriber units). However, some radio system management equipment and software
(report generators, etc) may need upgrades, particularly for trunked radio systems.
Unfortunately, the same is not necessarily true of other critical public safety soft-
ware such as computer aided dispatch (CAD) and records management (RMS) sys-
tems.

A CASE STUDY

San Bernardino County, California

San Bernardino County, California, encompassing 20,080 sq. miles, is the largest
county in the continental United States. It has a resident population of 1.6 million
people. The county contains the Mojave National Preserve, Joshua Tree National
Park, the San Bernardino National Forest and many recreational areas along the
Colorado River. The county also is home to the U.S. Army’s National Training Cen-
ter at Ft. Irvin and the Marines—29 Palms Air/Ground Training Center.

San Bernardino County’s radio system is an 800 MHz integrated Motorola
SmartNet II trunked/conventional system serving more than 130 public safety and
public service agencies and departments. It provides interoperability with several
state and federal government agencies. There are more than 10,000 mobile and
portable radios on the system. Currently, 26 sites are used to provide coverage, with
new sites being added each year.

The county’s microwave system has four DS3 loops with many spur routes. This
%ystem supports data, radio and telephone transport throughout the San Bernardino

ounty.

San Bernardino County also operates a 900 MHz paging system with 2900 pagers
and 26 sites. This paging system is the primary fire dispatch alerting for many of
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the county’s fire agencies. It also provides administrative and operations paging for
most county and city agencies.

San Bernardino County’s Y2K Team developed a comprehensive test and evalua-
tion plan. Similar to the steps recommended in the FCC’s roundtable, the steps in
their plan included:

—Completing an inventory of all models and versions of equipment used in radio,

microwave and telephone systems.

—Evaluating equipment to deter mine which was not Y2K impacted (equipment
without microprocessor chips, primarily older radio equipment).

—Contacting all manufacturers and asking for certifications of Y2K compliance.
In some cases this was obtained from the Internet. The methodology that each
manufacturer used to determine Y2K compliance was also solicited.

—Conducting in-house testing based on the manufacturer’s methods and/or locally
developed methods.

As a parallel effort, the county’s information services is independently testing all
PC’s for Y2K compliance. Because all dispatch consoles are PC based, this is critical.
There is a known problem with the Microsoft Windows NT operating system used
in miny of these applications. Microsoft has promised a fix within the next few
months.

San Bernardino County’s findings parallel those of the consultants and vendors
who made presentations at the FCC roundtable. Generally, these are:

—AIll microwave equipment is Y2K compliant as there are no date specific func-

tions in the firmware/programs.

—With the exception of the PC-based consoles mentioned earlier, nothing has
been found with the radio system infrastructure or subscriber units that would
disru;()it system operation; however, system management functions will be im-
pacted.

—Some radio system trunked management computer programs require an up-
grade.

—Telt(elphone systems are still under scrutiny and will probably require some up-
grades.

As this article went to press, a detailed analysis of the San Bernardino County
Sheriff's CAD system found major changes would be required to bring the software
into compliance. It is probable that it will be most cost effective to replace the CAD
system; this option is receiving careful consideration.

BE PREPARED!

As with any disaster, public safety personnel will only be effective if they have
prepared themselves and their families in advance. Year 2000 is inevitable; personal
prelpa(liration is essential. What can you as an individual do to prepare? Suggestions
include:

IVE: Test all of your important home appliances by resetting the dates and allow-
ing them to roll over the century and leap year dates. If you live by your PC as
we do it should be at the top of the list, especially if you use it for on-line banking,
financial management, or e-mail communications with your office. Consider buying
a small electric generator to support critical home electrical needs if power fails; re-
member to stock up on fuel in approved storage containers during December 1999.

Banking and other financial services systems are linked in huge international net-
works where a single failure could cause network-wide problems. While the large
banks, brokerage companies, mutual fund houses and stock markets state that they
will be ready, smaller institutions without the fiscal and technical resources to prop-
erly address the problem may pose a higher risk. Correspond with your institutions
and obtain written assurance that your data and your money will survive; then
make sure you keep written copies of all account statements!

Credit card processing has already experienced snags as cards with expiration
dates beyond 2000 encounter non-compliant processing equipment. Again, maintain
copies of your account statements. Check them carefully and be prepared to dispute
inaccurate bills.

Delays in clearing checks (including pay checks) are predicted. A number of Y2K
“experts” are recommending keeping significant cash (up to two months worth) on
hand as 2000 approaches.

Insurance policies and mortgage documents face similar problems. In both cases,
obtain written documentation of coverage extending beyond 1999. For mortgages, it
is important to obtain a lender-issued statement detailing payments (interest and
principal) already made, as well as an amortization schedule showing payments dur-
ing 2000 and beyond in case the lender’s computer system is unable to issue pay-
ment coupons. Both institutions will still expect their payments to be sent!
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Finally, but perhaps most importantly, is ensuring that you will continue to re-
ceive income from your employer or retirement system. Take an interest in your
agency payroll systems and offer advice and assistance as appropriate; all of us are
dealing with the same problem!

The Social Security Administration has been working on Y2K compliance for a
number of years and should be ready for Y2K. Unfortunately, as stated above, some
other federal government agencies (including the U.S. Treasury ) that must work
with Social Security are far behind. Since many public safety agencies participate
in local or state retirement systems, it is important each maintain detailed records
of our account(s) and be prepared for disruption in payments if you are fortunate
enough to be retired.

CONCLUSIONS

Clearly the Y2K problem poses significant risk, both internal and external, to
public safety agencies and to the general public. Furthermore, determining compli-
ance can require significant time and resources. Correcting problem systems could
require significant financial investment, up to the cost of replacing entire systems.
Recommendations made at the FCC roundtable included:

—Encouraging all users to develop and implement identification and test proce-

dures similar to those used by San Bernardino County.

—Thoroughly testing critical telecommunications systems off-line NOW. Take ad-
vantage of new/spare computers by copying current live data, and then resetting
the date to observe the rollover.

—Encouraging manufacturers to develop web sites that list hardware and soft-
ware (by version number) that have been tested and found to be compliant.

—LEstablishing an index on the FCC’s web site with direct links to the manufac-
turer’s Y2K web sites.

Finally, don’t plan on getting any time off from work to celebrate the millennium!

PREPARED STATEMENT OF BRUCE ROMER

Good morning, Senator Bennett and members of the committee, 'm Bruce Romer,
Chief Administrative Officer for Montgomery County, Maryland, and Chair of the
Metropolitan Washington Council of Governments’ CAOs Committee. I am here
today, also representing the National Association of Counties (NACo). It is my privi-
lege to meet with you today and thank you for the invitation.

Montgomery County, Maryland has a population of approximately 840,000 citi-
zens and an annual operating budget of over $2 billion which ranks it sixth among
the nation’s counties in operating revenues. Montgomery County is one of three
counties with a AAA bond rating from all three rating agencies. The County spends
almost $100 million annually on technology, is highly invested in it and depends on
technology to achieve its mission. Earlier this year the County was honored to ac-
cept the 1998 National Association of Counties (NACo) Annual Achievement Award
for its Year 2000 program.

We in Montgomery County consider the coming of the Year 2000 as a very serious
and significant problem. This so-called Year 2000 or “Y2K” Glitch when computers
may fail to recognize “00” (zero-zero) as the Year 2000 is more than just a tech-
nology problem; we believe it constitutes a business management problem of enor-
mous proportions competing for precious local government resources. If not fixed,
this problem threatens public safety, emergency response, health and human serv-
ices, finance, taxation, permitting, and even the operation of traffic management
systems. In combination, problems in these areas could lead to challenges for public
safety organizations, stoppage of critical services, loss of revenue, and enormous po-
tential litigation costs.

In 1995-1996 Montgomery County formulated a plan to resolve its Y2K problem
by December 31, 1998, with the entire calendar year 1999 reserved for contingency
planning and testing. This included the establishment of a participative manage-
ment and communications structure including a Project Office for a County-wide
program in an otherwise independent and autonomous multi-agency enterprise.
Montgomery County’s agencies include general government, public schools, commu-
nity college, parks and planning, water and sewer, revenue authority, and the Hous-
ing Authority. The County’s Year 2000 Compliance Program Timeline is shown on
Display #1 and is included in Attachment #1. The County’s Year 2000 Decision
Structure is shown on Display #2 and is included along with the County’s website
address in Attachment #2. We have been working diligently to manage the effects
of the Year 2000 problem on the County and its citizens. In the process we have
gained significant experience and knowledge which we have shared with other local
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jurisdictions under the auspices of the Metropolitan Washington Council of Govern-
ments (COG). This information is contained in Year 2000 Best Practices Manuals
(Attachment #3) produced by the COG’s CAOs Committee of which I am the chair.

After almost two years of intense efforts, the County finds itself in a unique posi-
tion. Through its comprehensive multi-agency, multi-phase, multi-platform effort,
the County has identified over 200 systems that are the focus of its Y2K program.
These systems—spread over seven agencies—were carefully assessed; prioritized
through a rigorous triage process (see Attachment #4 for the County’s triage proc-
ess); are being remediated through repair, replacement, or retirement; tested; and
must be certified to be ready to operate properly in the new millennium. For its Y2K
efforts, the County has appropriated approximately $35 million to date, allocated
significant staff resources, and passed special legislation to adopt fast-track admin-
istrative processes in areas such as procurement and budget. See Display #3 for the
Appropriations Summary (Attachment #5).

The County’s most recent list of projects identifies 204 registered projects as
shown in Attachment #6. The categorization and status summary are regularly
monitored. Examples of these projects are shown in Display #4 (also Attachment #4)
which include E-911 Emergency Dispatch, traffic management, academic comput-
ing, building permitting systems, fueling systems and point-of-sale systems for the
County’s liquor sales. See Display #5 for a Systems Status Summary which is also
shown in Attachment #7.

Recently, the County’s program has expanded to four concurrent phases, namely:
systems compliance and certification, business continuity assurance, contingency
planning, and community outreach. (See Attachments 8, 9, 10 and 11, respectively,
for documentation developed by the County for each of these phases). The commu-
nity outreach program was most recently initiated when County government hosted
all the County’s municipal governments for a Y2K session (see Attachment #11). A
meeting of the Chambers of Commerce is planned next. The County has also ex-
tended its previously strong regional role in emergency preparedness to Y2K. The
County’s Emergency Management Group (EMG) is expected to conduct a Y2K disas-
ter exercise sometime in early December.

A continuous review of the program is conducted by committees of top managers
from the Executive and Legislative Branches of government. See Display #6 for a
Scorecard used by the County’s Y2K Policy Committee to de-bottleneck projects.
(See also Attachment #12 for a copy of the Scorecard and a sample internal memo-
randum dated October 22, 1997, from me to the County’s Executive Branch depart-
ment heads establishing Y2K responsibility and priority). All this is necessary in
order to ensure that essential services will be available to our citizens in the coming
months. Having done this much—and finding more to do everyday (such as embed-
ded systems which are much more difficult to identify and assess)—I admit that this
is a real strain on the $2 billion enterprise that is Montgomery County, Maryland.
But any one municipality alone cannot assure the success of a region or the nation.
NACo will continue to work with the counties to find appropriate remedies to assist
them with their compliance efforts, meanwhile, this is a matter of grave concern to
NACo and poses a major problem for the entire nation.

While the national media has done a good job of highlighting the challenge of re-
mediating 7,343 critical Federal systems, the local challenge of addressing Year
2000 is less well understood. With local governments responsible for providing so
many direct services to the nation’s citizens, any failure of local government services
will hit much closer to home for each of us.

As you may know, local government, in total, is larger and more dependent on
information technology than the Federal government. Local Governments including
municipalities, townships, school districts, and other jurisdictions, total as many as
87,259 in number. Federal government employment totals 4.2 million, while local
government employs about 12 million people. Likewise information technology
spending for the Federal government in 1997 was $28.6 billion compared to state
and local government IT estimated spending of $41.9 billion. Clearly, while the Fed-
eral challenge for the Year 2000 is sizeable; the local governments’ Year 2000 chal-
lenge is even greater.

How are we in the Washington region governments attempting to deal with Y2K
related issues beyond our jurisdictional boundaries? The COG is providing regional
leadership and coordination. COG’s 17 member jurisdictions have identified the fol-
lowing six critical interlocking functions that must be assessed in order to codify re-
gion-wide contingency planning assumptions for Y2K preparedness: Utilities, Public
Safety, Public Health, Transportation, Business/Commerce, and Communications.
Through a division of labor, member jurisdictions are expected to complete an as-
sessment of their assigned areas by January 1999. Utilizing the auspices of the
COG will improve the quality of the information provided by those surveyed, assure
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information confidentiality and improve the economy of effort through coordination.
In many respects the COG and Montgomery County Y2K programs may potentially
serve as models for the nation.

Problem solutions are normally preceded by a period of awareness, knowledge-
transfer, discussion, and dialog. But that discussion and dialog must do more than
just “admire the problem.” We believe that five key elements, supported by Con-
gress, could significantly enhance the Nation’s understanding of, and attack on,
Y2K. These are:

1. Establishment of a FEMA-like National Y2K Emergency Fund to help finance
local governments’ Y2K remediation and contingency planning efforts. The attached
proposal (Attachment #13) recommends that Congress immediately appropriate $7.3
million to facilitate the efforts of the National Capital Region. If this region is not
ready, the ability of Federal Government to function will be seriously impacted. The
proposed Y2K fund will finance Y2K initiatives in each of the six functions identi-
fied by COG as listed above. This includes $5 million required immediately for the
regional transportation infrastructure managed by WMATA and efforts to extend
Montgomery County’s Y2K disaster preparedness model to the National Capital Re-

gion.

Another $1.5 billion should be appropriated as seed funding for the other local
governments to apply the best practices developed by the National Capital Region.
The NACo through its Public Technologies, Inc. (PTI) relationship would serve as
the vehicle for providing programmatic assistance to the nations 3,069 counties. At
the same time NACo would assist the federal government by proposing application
and eligibility rules for the Y2K fund.

2. Passage of immunizing legislation to allow known Y2K information to be
shared without fear of lawsuit and to hold responsible public and private officials
harmless against the threat of crippling litigation. Current efforts of the House of
Representatives in this regard should be accelerated in order to encourage timely
availability and sharing of objective information without fear of litigation. The im-
munizing legislation should not, however, relieve any party from negligence or defi-
cient Y2K work quality.

3. Establishment of a National Y2K Program Office to complement the efforts of
the President’s Y2K Advisory Council. The focus of this office will serve to aggregate
and disseminate information to local governments. It will also be key in providing
national coordination to all regions while they plan for Y2K; it will also provide sta-
tus reports on Federal efforts to mitigate Y2K risk to regional and local systems.

4. Formation of a National Y2K Help Desk available to all local municipalities for
best practices and compliance information from nationally maintained databases
and assistance regarding Y2K contingency planning.

5. Affirmation of continued Congressional leadership to highlight Y2K local gov-
ernment issues and solutions.

Other actions which Congress could take may include:

—Organizing and executing at least one National Y2K Day, where normal busi-
ness is set aside as much as possible and Y2K solutions are tested, documented,
and reported for the common good before January 1, 2000.

—Instituting a National Y2K Internet Web Site devoted to the responsible discus-
sion of local Y2K issues and solutions thereby encouraging inter-governmental
information exchange.

—Producing and promoting a series of professional, compelling, high-quality TV
documentaries about local Y2K issues and solutions and their impact on local
government services. This will supplement the work already done by NACo,
ICMA, NLC and PTI in their program titled “Y2K and You.” This would also
supplement the proposed National teleconference seminar scheduled to air on
October 7, 1998, to 47 local sites.

—Disseminating tool kits or “How To” manuals such as those published by the
COG (see Attachment 3) which help local government officials identify the steps
they need to take to address Y2K issues.

Looking at just one of the recommendations, a National Year 2000 Program Of-
fice, to complement the efforts of the President’s Y2K Advisory Council, the Federal
government can provide local government with much needed Y2K data aggregation
and coordination. A large amount of data is being generated, but local governments
need help in accumulating, analyzing, and understanding this data. As an example,
using the information gathered for the 34 functional categories currently monitored
by the Y2K Advisory Council, a National Year 2000 Program Office could assist
each region in ascertaining the readiness of area hospitals. Providers of critical
emergency medical equipment are known to be lagging in the Y2K race. This infor-
mation is essential in operating our local emergency medical systems. It can assist
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in projecting the necessity of the efforts of the national guard to assist state and
local law enforcement agencies; and provide input to a national “disaster” exercise
on Y2K much like the one Montgomery County has planned for December of this
year. The most critical functions are the performance of the electric utilities and
health care systems and providing information on risk assessment to local govern-
ments. An office of this nature would be instrumental in promoting dialog among
the 87,259 jurisdictions in the nation.

To ensure a community’s economic stability through this difficult period, each
local community needs a Y2K business continuity program to assure that business
partners, suppliers, contractors, and vendors will still be in business after 12/31/
1999. Montgomery County has such a program and is sharing much of its informa-
tion with regional governmental bodies and business entities but remains concerned
about potential litigation should reliance be placed upon its disclosures. The immu-
nizing legislation mentioned above would go a long way toward allowing those who
have accumulated regional supplier information to share that knowledge without
fear of retribution.

Montgomery County recognizes its obligation to the community, not only as the
local governmental entity having the duty to inform and protect the citizens and
businesses within its immediate boundaries, but also as a partner in a larger re-
gional community. Y2K failure in any County’s power, transportation, health care,
or communications infrastructure will have tremendous rippling effects on all neigh-
boring communities.

A county has the obligation to repair and test all critical systems and processes
to ensure that it can continue to deliver services and that local businesses can con-
tinue to operate unimpaired. Montgomery County is committed to undertaking spe-
cial efforts to minimize the risk of failure to its community but, at the same time,
to plan for the most likely regional failures. This means government should prepare
to be the direct provider of services in the event the business community is disabled,
such as in the distribution of food or water, should the local supermarket be closed
or overrun. Contracted service providers must be on standby. A community contin-
gency plan is as important as those we are developing for our automated systems.

The potential effect of Y2K on county governments nationally requires the redirec-
tion of resources and manpower to ensure the health and safety of citizens, to main-
tain law and order, to initiate action plans for the restoration of business-as-usual,
while minimizing negative impacts. Planning contingencies are essential in the
event of power outages, failure in water and sewer systems, traffic controls, and
telecommunications to note a few. Community health, safety, and welfare are Coun-
ty governments’ highest priority, and potential Y2K impacts in this area must be
identified and mitigated in short order. NACo is doing everything it can to ease the
transition to the next century.

The nationwide extent of Y2K failure is still unknown. But whatever it is, it will
affect everyone at the same time and some earlier. The Y2K deadline is immovable.
No silver bullet solution will be found. As I stated earlier, while many of the Na-
tion’s local governments are engaged in Y2K assessment and repair, many are very
late in starting. For many counties, local resources are scarce and funding is critical
to the success of Y2K repair efforts. This may prove to be one of our biggest obsta-
cles. Awareness must be increased and every community must plan now, because
we are running out of runway.

Lessons learned by Montgomery County lead us to offer the following advice to
those who are just starting:

1. View Y2K as a business management problem, not a technical problem.

2. Insist on the highest level of executive leadership.

3. Make someone in your organization responsible for Y2K.

4. Consider suspending or postponing new, non-Y2K initiatives.

5. Make funding available; divert funds from current programs where possible;
plan for uncertain buys.

6. Perform a full inventory, triage and prioritize.

7. Engender a sense of urgency; streamline procurement and budget processes.

8. Where possible, don’t reinvent the wheel; adopt industry best practices such as
those of the Metropolitan Washington COG.

Thank you, Senators, for your time and attention. I will be happy to answer any
questions.

LIST OF DISPLAYS

1. Montgomery County’s Y2K Compliance Program Timeline
2. Montgomery County’s Y2K Decision Structure
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4. Examples of Montgomery County Projects by Categories
5. Montgomery County’s Y2K Systems Status Summary

3. Montgomery County’s Y2K Appropriations Summary
6. Montgomery County’s Y2K Scorecard Report
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LI1ST OF ATTACHMENTS—MONTGOMERY COUNTY, MARYLAND & METROPOLITAN
WASHINGTON COUNCIL OF GOVERNMENTS 1

YEAR 2000 PROGRAM—ILLUSTRATIONS & PROPOSAL

. Montgomery County’s Y2K Compliance Program Plan

. Montgomery County’s Y2K Decision Structure and Website Address

. %\\/[/[etropf)litan Washington Council of Government’s Year 2000 Best Practices
anua

. Montgomery County’s Triage Process and Risk Rating Form

. Montgomery County’s Y2K Program Funding Summary

. List of Montgomery County’s Year 2000 projects

. Montgomery County’s Year 2000 Systems Status Summary

. Montgomery County’s How to Develop a Y2K Action Plan

. Montgomery County’s Business Continuity Assurance Planning Guidelines

. Montgomery County’s Contingency Plan Preparation Guidelines

. Montgomery County’s Session with its Municipalities

. lzl/lontgomery County’s Scorecard and (Internal) CAO’s Responsibility Memoran-
um

. Metropolitan Washington Council of Government’s Funding Proposal for a Na-

tional Y2K Emergency Fund.
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1To obtain copies of these attachments please contact the Montgomery County, MD, Year
2000 Project Office.

PREPARED STATEMENT OF SENATOR GORDON SMITH

N Thank you Mr. Chairman. I appreciate your leadership in preparing for today’s
earing.

First, I would like to thank all the distinguished witnesses before us today for
taking time to testify, and for helping us address the challenges facing the emer-
gency services sector. You especially, along with many other leaders in this indus-
try, are critical to ensuring the safety of our families as the year 2000 approaches.

I am also very pleased to see Mr. John Koskinen, the President’s Special Assistant
on the Year 2000 problem, here to testify again before the committee. Thank you
Mr. Koskinen. I am particularly interested in hearing about the President’s involve-
ment in preparing our national emergency systems for the year 2000. As leaders of
the free world, I hope we all continue to focus on the safety of America and make
preparations to safeguard against worst case scenarios. Along with my interest on
our domestic emergency preparedness, I am also interested in preparations being
made on the international front.

After hearing from several agencies on this issue, it has become apparent that a
priority must be placed on establishing a coordinated central Y2K emergency service
center. It would make sense for every emergency program to dispatch from, and re-
port to, a central Y2K emergency center when the average 300,000 9-1-1 calls a
day increases into the millions on January 1, 2000? An emphasis should be placed
on developing a response to all these worst case scenario emergencies. I look for-
war(ii1 tlo hearing how these needs are being met and in what way our committee
can help.

No one will know the impact of this problem until the beginning of the new mil-
lennium. I have heard the Y2K problem being characterized as anything from a sim-
ple bump in the road to the second coming of Christ. With only 456 days left, there
is no more time for anyone to be dragging their feet or dodging this critical problem.
We need to assure the American public that our emergency systems are prepared
for any scenario that may arise.

In my state of Oregon, the Y2K issue has been made a top priority at every level
of government. Local task forces are organized in every region, county, and city by
private citizens who have volunteered their time. Every time I am back in Oregon,
I make it a priority to participate with these task forces in as many local Y2K fo-
rums as possible, to learn more about the local problems and efforts going on in my
state, and finding ways to help.

Information sharing has been extremely beneficial to everyone in Oregon, because
we are working together to deal with the problem as a community. Working to-
gether prevents unnecessary panic, provides everyone an opportunity to understand
the severity of the problem, and brings the community together as we work toward
a common goal. Information sharing is working, as the citizens of may state are
proving, and I hope we can continue the open, honest dialog today at this hearing,
and in these final months to come.
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Thank you Mr. Chairman, I look forward to learning more about the specific Y2K
challenges facing our emergency services sector and the specific steps being taken
to address them.

PREPARED STATEMENT OF LACY SUITER

Mr. Chairman and Members of the Committee: Good morning. I am Lacy Suiter,
Executive Associate Director for Response and Recovery, Federal Emergency Man-
agement Agency. FEMA Director James Lee Witt has asked me to testify at this
hearing on his behalf and I am pleased to have this opportunity to appear before
you. I would like to describe FEMA’s efforts to address the potential threat posed
by the Year 2000 (Y2K) technology problem for fire services and emergency manage-
ment within the United States.

FEMA’S ROLE IN THE PRESIDENT'S COUNCIL ON Y2K CONVERSION

FEMA has a role as one of thirty-four sector coordinators supporting the Presi-
dent’s Council on Y2K Conversion, chaired by Presidential Advisor, John A.
Koskinen. FEMA chairs and coordinates efforts of the Emergency Services Sector
(ESS) working group. Primary member agencies include FEMA, the Departments of
Agriculture, Commerce (mainly the National Oceanographic and Atmospheric Ad-
ministration), Defense, Health and Human Services, Interior, and Transportation.
The American Red Cross participates as an honorary member. FEMA and the other
Emergency Services Sector members are responsible for increasing awareness of
emergency services providers throughout the Nation and for encouraging them to
assess the readiness of their technology-based systems to support operations before,
during, and after the clock rolls over to the year 2000. It is important to clarify that
FEMA does not have a role in prevention or response to the causes of computer dis-
ruption. FEMA does not have authority or the technical expertise required to per-
form those types of missions.

The goal of the Emergency Services Sector is to facilitate efforts to ensure that
all members of the nation’s emergency services community will be able to operate
normally through the Y2K conversion period. The other sectors are working toward
the same assurances in their areas, with the shared goal being that Y2K disruptions
will be of minimal consequence. The objectives of the Y2K Emergency Services Sec-
tor Working Group are to:

—Develop coordinated outreach plans and communications to State, local, and pri-
vate sector groups in fire and emergency services (including the volunteer agen-
cy community);

—Monitor progress of the sector; and

—Prepare for inevitable disruptions.

BRIEF ASSESSMENT OF GOVERNMENT PREPAREDNESS FOR THE YEAR 2000

The Emergency Services Sector, which met most recently on September 16th, will
be providing reports to the President’s Council in the coming months on the readi-
ness of the sector as a whole. Readiness assessments are being conducted through-
out the 34 sectors on the Council.

At the Federal level, all of the agencies are in the process of increasing awareness
and fostering readiness self-assessments among their stakeholders. These user com-
munities cut broadly across the Nation’s infrastructure, involving both the private
and the public sector. And the agencies themselves must be ready to cross the year
2000 threshold with high confidence that their own systems will work well. To this
end, FEMA and the other Federal agencies report directly to the Office of Manage-
ment and Budget (OMB), on a monthly or quarterly basis, regarding the progress
being made with their own systems.

OUTREACH TO THE EMERGENCY SERVICES SECTOR ON Y2K

FEMA is working with other agencies in the Emergency Services Sector to de-
velop an outreach action plan. The action plan will include three categories of activ-
ity:

—DMeetings on Y2K convened by Federal Agencies;

—Outside meetings which Federal officials will attend in order to spread the word

about Y2K; and

—Other communications on Y2K, such as letters, public notices, web site informa-

tion, and brochures.
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FEMA plans to post this information on its Y2K web pages during the next
month, and to make all of this information accessible through www.fema.gov, as it
becomes available.

The Emergency Services Sector members are actively reaching out to their respec-
tive constituencies. For example, HHS is in contact with hospitals, clinics, and other
health-related facilities across the country. DOD’s Corps of Engineers is working
with the private sector contractors who provide services such as debris removal.
These Federal agencies are heightening awareness and will provide assessments in
the fire services community, emergency medical services community, the National
Guard, and, of course, emergency management services, including the volunteer
agencies supporting disaster response.

FEMA’s outreach to the fire services community and State and local emergency
management is described in more detail below.

Fire services

FEMA’s United States Fire Administration (USFA) has initiated a multi-phased
plan to raise awareness and assess readiness on the Y2K technology problem. This
approach was selected to take greatest advantage of the decentralized and independ-
ent structure of the fire services community.

Fire Administration staff issued a suggested article for the fire and emergency
services publications on Y2K preparedness. Staff have also been interviewed by a
variety of fire and emergency services publications for articles on the Y2K issue.

In August, FEMA developed a list of frequently asked questions regarding Y2K
and their answers, and formatted them into a Y2K brochure. The brochure is made
available to students attending classes at the National Fire Academy. The brochure
has been mailed to the major fire service organizations and the State Fire Marshals,
along with a cover letter asking them to help get the word out to fire and emergency
services nation-wide. The brochures are available for local distribution. FEMA also
sent materials to associations of fire and emergency service equipment manufactur-
ers and distributors, and asked them to share information on actions their members
are taking to ensure that their products are Y2K compliant. FEMA is currently in
the process of direct-mailing the Y2K brochure along with a cover letter to each of
the approximately 33,000 individual fire departments across the country.

The Y2K brochure also directs people to related web sites, including the USFA
web site. The web site includes a Y2K section which provides general information,
frequently asked questions and answers, as well as basic testing tips that individ-
uals and organizations can apply to determine if their equipment and systems are
Y2K compliant.

Over the next few months, the Fire Administration plans to enlist the aid of State
Fire Marshals in determining local fire service readiness for the Year 2000.
Throughout fiscal year 1999, Y2K will be featured as an important topic in speeches
and conference displays developed for the fire and emergency services community.

State and local emergency management

FEMA'’s Preparedness, Training, and Exercises Directorate provides grants, guid-
ance, training, and exercise assistance to State and local governments to help them
to prepare for all types of emergencies. FEMA has initiated activities to address the
Y2K problem and is pursuing outreach activities with its primary constituents, the
State and local governments, through their national organizations, the National
Emergency Management Association (NEMA) and the International Association of
Emergency Managers (IAEM). A main emphasis of this outreach effort is to height-
en awareness of State governments, and indirectly of local governments, on the criti-
cality of this issue and to provide Y2K emergency preparedness guidance and infor-
mation.

At the September 1998 NEMA Annual Conference in Charleston, South Carolina,
the new NEMA President led a discussion of Y2K and identified it as a priority area
for the coming year. In fact, NEMA has already initiated dialogue with its member-
ship on Y2K, and has assigned the NEMA Preparedness, Training, and Exercises
Committee to review and coordinate efforts with FEMA. Committee officials partici-
pated in discussions with FEMA’s Associate Director for Preparedness, Training and
Exercises, and the Presidents of NEMA and IAEM on the importance of developing
emergency preparedness measures and guidance to deal with potential Y2K issues.
As a result, FEMA will work in partnership with NEMA, IAEM, and other organiza-
tions over the next several months to develop emergency preparedness guidance for
the entire emergency preparedness community. Information on model State and
local Y2K programs and practices will also be collected and shared.

FEMA’s Regional Directors have been asked to contact the State Emergency Man-
agement Directors in their region to support this effort. The personal contacts will
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reinforce the importance of preparedness and compliance at the State level, empha-
size the necessity of State outreach to local governments, and help to identify areas
where additional specialized assistance is needed.

As part of FEMA’s training activities, the Emergency Management Institute
(EMI) has instituted a “Y2K Show-of-Hands Survey” at the beginning of every class,
which includes the following questions:

—Are you aware of the potential problem facing all computer systems called
“Y2K” that involves the computer’s ability to accommodate the change to the
year 2000?

—1Is your organization actively working to ensure that its computer systems are
able to deal with this potential problem?

—Are the computer systems in your organization currently fully prepared to suc-
cessfully accommodate the change to the year 2000?

The survey provides immediate feedback on Y2K preparedness at all levels of gov-
ernment. More importantly, it raises the awareness of students at EMI and high-
lights the need for action. EMI is examining ways to insert Y2K considerations into
the exercise scenarios for the Integrated Emergency Management Courses. Y2K con-
siderations add value to an all-hazards curriculum by focusing attention on con-
sequences and operational requirements that could also emerge during other types
of technological emergencies. All students attending EMI resident classes receive
copies of the Y2K brochure developed for the fire service community.

In November, FEMA’s Associate Director for Preparedness, Training and Exer-
cises will address the IAEM 46th Annual Conference in Norfolk, Virginia, to urge
local emergency managers to participate in efforts to raise Y2K preparedness.

In February 1999, Director Witt will address the National Govemor’s Association
on the status of several FEMA initiatives, including Year 2000 outreach, and offer
suggestions on what the Governors can do to further the efforts to raise awareness,
promote personal responsibility, and ensure operational readiness at all levels of
government.

FEMA’S RESPONSIBILITY UNDER THE FEDERAL RESPONSE PLAN

The final element of our strategy, for which I am responsible as Executive Associ-
ate Director of Response and Recovery, is to ensure that if preventive measures fail,
the signatory agencies to the Federal Response Plan are primed and ready to assist
State and local governments with response to consequences of a Y2K problem affect-
ing lives, property, and public health and safety. It is has been our experience that
consequences of an order of magnitude to require assistance under the Federal Re-
sponse Plan fall into a consistent set of functional areas, regardless of the type of
hazard that caused the emergency. The Plan is organized to provide assistance to
State and local governments in transportation, communications, public works and
engineering, firefighting, information and planning, mass care, resource manage-
ment, health and medical services, hazardous materials, food, and energy.

A Y2K technology problem will create two sets of needs. The first includes techno-
logical support to the owner/operator of the disrupted system, such as advice on
technical work-around options, and repair or replacement of disrupted hardware,
software, or networks. The Federal Response Plan is not designed to meet this need.
This is the job of information technology professionals in each owner/operator orga-
nization, public and private, to address through internal business continuity plans,
with the assistance of the President’s Council on Y2K Conversion. The second set
of needs includes emergency assistance to State and local governments, to enable
them to continue to perform essential community services, such as issuing emer-
gency warnings, disseminating public health and safety information, carrying out
health and safety measures, reducing immediate threats to public heath and safety,
providing temporary housing assistance, and distributing medicine, food, and other
goods to meet basic human needs.

It is difficult to determine the exact nature and extent of the threat posed by the
Y2K problem. Reports in print and television media and on the Internet range from
predictions of business-as-usual to some form of cyber winter. To identify and
prioritize actions to take to ensure we are able to provide assistance to State and
local governments, we need credible assessments from authoritative sources that de-
scribe specific vulnerabilities, areas at highest risk, and potential consequences that
could lead to activation of the Federal Response Plan. We believe the President’s
Council on Y2K Conversion is an authoritative source for information on this haz-
ard.

The Council is scheduled to release a report later this year that narrows down
the risks and describes a plausible worst-case scenario. John Koskinen, Chairman
of the President’s Council on Y2K Conversion, attended our August meeting of the
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primary Federal Response Plan agencies, and stated that, domestically, he is most
concerned about small-and medium-sized organizations (public and private); and
over-reaction by the public. He believes that the basic infrastructure will work and
that there will be no major nationwide catastrophic disruptions, but that there may
be needs for Federal response in some service sectors and in some geographic areas.

Our primary operational objective will be, in accordance with the Robert T. Staf-
ford Disaster Relief and Emergency Assistance (Stafford) Act, to respond to physical
consequences on lives, property, and public health and safety. It is difficult to imag-
ine a Y2K scenario that would trigger widespread physical consequences that
threaten lives and property. However, a Y2K scenario could cause scattered disrup-
tions in critical systems such as traffic control, communications, or power, which
would complicate local, State and Federal efforts to provide disaster response. I am
particularly concerned about rural areas in northern and western states in Decem-
ber and January, which is severe winter storm season. Our operations concept will
be to activate monitoring operations through the critical conversion period here in
Washington and in our regional operations centers, and to request information tech-
nology liaisons with access to FEMA internal and interagency sources of technology
support. We may not be able to respond to requests for technology support, but we
can use the Federal response system to provide a backup network to ensure that
such requests from State and local governments are referred to the appropriate pub-
lic/private coordination channels that have been established through the efforts of
the President’s Council on Y2K Conversion.

As we wait for the official assessment from the President’s Council, I am continu-
ing my monthly meetings with officials of the primary agencies of the Federal Re-
sponse Plan to focus attention on potential needs and options. Agencies have re-
ported that the majority of mission-critical facilities and support systems necessary
to conduct Federal Response Plan operations will be functional through the Y2K
conversion period. Agencies are developing work-around options for those that will
not be ready by March 1999. FEMA is doing all that it can, as the lead agency for
the Federal Response Plan, to encourage Federal Response Plan agencies to work
with their partners in the State and local emergency management and fire service
communities, to promote awareness and business continuity planning for Y2K.

The Y2K technology problem involves several dimensions and touches upon nearly
every aspect of day-to-day business in the world. The efforts of emergency manage-
ment and fire service organizations cannot be viewed as a substitute for personal
responsibility and personal preparedness. Every organization and every individual,
in public and private life, has an obligation to learn more about this problem and
their vulnerability, so that they may take appropriate action to prevent a problem
before it occurs. As elected leaders, you also play an important role in increasing
public awareness and promoting personal initiative through a range of activities,
such as this hearing. We in FEMA respect your concern and your commitment to
this issue. At the same time, FEMA is working with the emergency management
and fire services communities to raise awareness, to increase preparedness, and to
stand ready to provide Federal response assistance to State and local governments,
if required. We will keep you informed on our progress as the countdown to the new
millennium continues.

RESPONSES OF LACY SUITER TO QUESTIONS SUBMITTED BY CHAIRMAN BENNETT

Question 1. Does FEMA plan to preposition any core reserves of personnel, sup-
plies and equipment to aid local governments or is it planning to coordinate Federal
Government and State government resources? Please explain.

Answer. At this point, FEMA does not plan to preposition personnel, supplies and
equipment. We are planning to activate monitoring operations through the critical
conversion period from December 29, 1999 through January 4, 2000. This includes
activating the interagency Emergency Support Team at FEMA Headquarters and
our 10 interagency Regional Operation Centers (ROCs) which will operate from each
of the 10 FEMA Regional Offices. Appropriate Federal assets such as the Mobile
Emergency Response Support Detachments will be placed on alert.

Question 2. Mr. Suiter, I would like to thank you for coming today’s hearing. We
realize that this is an incredibly busy time for FEMA. FEMA cannot deploy IT pro-
fessionals to Y2K system failures. Unfortunately, our concern is that physical effects
of computer problems could result in failed water systems, loss of power etc. which
could be scattered so widely that States could become overwhelmed. What consider-
ation has been given to how FEMA would respond to the request for help from mul-
tiple States (eight or more)?
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Answer. The current Federal response structure as implemented through the Fed-
eral Response Plan is designed to provide assistance in response to emergencies and
disasters in multiple locations throughout the United States and its territories when
Federal assistance is deemed necessary. The Federal response structure relies heav-
ily on its Federal regional response structure to deliver assistance to State and local
communities.

Question 3. If a Governor were to seek, and the President were to issue, a declara-
tion of emergency for a particular state or region as a result of major Y2K disrup-
tions: What types of assistance might FEMA reasonably be able to make under cur-
rent authorities? Would these requests all likely be made under the Stafford Act/
Federal Response Plan, or would additional or alternative channels of relief poten-
tially be available through other emergency preparedness authorities?

Answer. Upon a Presidential declaration of an emergency under the Stafford Act,
FEMA may give mission assignments to other Federal departments and agencies
that comport with their day to day missions to utilize their authorities and the re-
sources granted under Federal law. Resources available include personnel, equip-
ment, supplies, facilities, managerial, technical and advisory services. These assets
are utilized to support State and local emergency assistance efforts to save lives,
protect property and public health and safety, and lessen the threat of a catas-
trophe. Individual Federal agencies have their own statutory authorities through
which they may provide Federal assistance to State and local governments that fall
outside of the scope of the Stafford Act/Federal Response Plan.

Question 4. Mr. Suiter, how effective do you think a Y2K warning system would
be? Would 17 hour advanced notice help FEMA response or preposition equipment?

Answer. Although FEMA agrees that a Y2K early alert system will be effective,
it is premature to determine to what degree at this point. Effectiveness will depend
on the nature of the emergencies and the type of Federal assistance that can be pro-
vided in a timely manner. The 17-hour advance notice will help FEMA assess the
nature and characteristics of the Y2K-related emergencies and enhance our ability
to relay to the public what types of emergencies are mostly likely to occur. At the
same time, 17-hours advance notice may give us a better idea of the scope and order
of magnitude of the emergencies that occur overseas. The extent to which the Fed-
eral Government’s reaction will be enhanced is uncertain.

Question 5. 1 understand that FEMA is currently working on an appendix to the
Federal Response Plan which will specifically deal with Y2K. Could you please
elaborate on what this Y2K appendix will contain and when we might expect to see
this document?

Answer. In January 1999, an outline of a Y2K Supplement to the Federal Re-
sponse Plan will be developed based on input from the FRP agencies and their re-
gional counterparts. Assessments from the Emergency Services Sector and the
President’s Council on Y2K Conversion will influence the content of the Supplement.
At this point, we envision that the Supplement will include a Basic Plan and func-
tional annexes for the appropriate Emergency Support Functions. We plan to de-
velop, publish, and distribute the Supplement by July 1, 1999.

Question 6. The Federal Response Plan depends heavily upon the Federal Agen-
cies such as the Department of Defense and the Department of Agriculture. How
will FEMA cope if the supporting agencies have not considered their emergency re-
sponse assets considered mission critical? Has FEMA received any indication that
agencies are addressing this problem?

Answer. FEMA is hosting monthly meetings of the FRP Primary Agencies to col-
lect and track information on the progress of the Y2K compliance status of the 12
Emergency Support Functions. This information will be used to conduct a vulner-
ability assessment of the interoperability gaps that may arise as a result of Y2K
operational issues and shortfalls. Planning is underway to conduct a national level
seminar or tabletop exercise in the May/June timeframe to run through an oper-
ational simulation of our response to a Y2K related emergency. A national level ex-
ercise enables us to work with the FRP agencies and to examine the interoperability
shortfalls among the FRP agencies so that back-up systems can be put into place
by December 31, 1999.

Today, I cannot determine that all of the 28 signatory agencies to the Federal Re-
sponse Plan will be Y2K compliant by March 31, 1999. Based on responses FEMA
has received from the FRP Primary Agencies in response to an Emergency Services
Sector Y2K Standard Questionnaire, a number of agencies will not be Y2K compli-
ant by March 31, 1999. However, no agency has reported that it will not be Y2K
compliant before December 31, 1999.

Question 7. Has FEMA tried to ascertain the types of relief that states might
need, and consider which of the 12 Emergency Support Functions it would most
likely need to activate in response to Y2K-related emergencies?
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Answer. FEMA is in the process of planning a series of regional tabletop exercises
to ascertain the needs of the States resulting from a Y2K-related emergency. Al-
though the Y2K Supplement to the FRP will detail the special operations and pre-
paredness measures, it has been our experience that consequences requiring assist-
ance under the Federal Response Plan fall into a consistent set of functional areas,
regardless of the type of hazard that caused the emergency. The FRP is robust ,
flexible and organized to provide assistance to State and local governments in trans-
portation, communications, public works and engineering, firefighting, information
and planning, mass care, resource management, health and medical services, haz-
ardous materials, food, and energy.

Question 8. What are the thresholds and guidelines that would govern FEMA’s
involvement in managing consequences of primary failures of critical infrastructure
services. What criteria would be applied to determine the conditions under which
relief or aid would be afforded?

Answer. From a technical viewpoint, FEMA may not be able to respond to re-
quests for technology support. However, we can use the Federal response system to
provide a backup network to ensure that requests from State and local governments
are referred to the appropriate public/private coordination channels that have been
established through the President’s Council on Y2K Conversion. From a con-
sequence management perspective, our primary operational objective and criteria
will be to respond to physical consequences on lives, property, and public health and
safety as a result of a Presidential declaration of an emergency or major disaster.
This is in accordance with the Robert T. Stafford Disaster Relief and Emergency As-
sistance (Stafford) Act.

Question 9. Existing authority appears to permit FEMA, under appropriate cir-
cumstances, to preposition key assets in anticipation of a major disaster or emer-
gency. Which of these authorities might be relevant to pre-positioning the resources
most likely to be in demand in the aftermath of widespread Y2K-related failure?
What conditions must be met in order to allow the pre-positioning of these resources
under these existing authorities?

Answer. In accordance with several federal laws and existing executive orders,
each federal department and agency has assigned roles to fulfill emergency pre-
paredness and planning. These statutory and presidential mandates require each
department and agency to budget for its own preparedness and planning. Should
there be an event resulting in a presidentially declared emergency or disaster, the
operations of the agencies are funded from the President’s Disaster Relief Fund un-
less other funds are available. Because of the geographic uncertainty with respect
to Y2K, planning for pre-positioning is not being conducted by FEMA at this time.

Question 10. Existing authority may allow for the Director of FEMA to initiate
non-conventional forms of pre-preparation, such as providing grants to states for
emergency plan development and training, or requesting from States reports on
State plans and operations for emergency preparedness. Has FEMA undertaken any
efforts to make grants or other forms of funding available to the states, in advance,
for specialized Y2K preparedness programs? Has it made any requests of the states
to review Y2K-related plans? Are these authorities generally suited to this purpose?
If not, would modifications be advisable?

Answer. FEMA did not request additional funds for Y2K planning and prepared-
ness as part of our initial request for fiscal year 1999appropriations. Public Law
105-277, the Consolidated Omnibus and Emergency Supplemental Appropriations
Act for fiscal year 1999, provided additional funds to the President for Y2K issues.

In general, FEMA gives maximum flexibility to the States relative to the use of
the State and local assistance funding they are provided so that they can determine
how best to meet their emergency management needs. If a State decides to do so,
some of this funding could be used to help address Y2K issues. The existing authori-
ties are sufficient to undertake Y2K preparedness activities at the State level.

As part of our preparedness efforts, FEMA has discussed the Y2K problem with
the National Emergency Management Association (NEMA), which represents State
emergency managers, and with the International Association of Emergency Man-
agers (IAEM), which represents local emergency managers. Both groups have
pledged to work in full partnership with FEMA to address the Y2K issue. In addi-
tion, the ten FEMA Regional Directors have been directed to personally discuss with
the State Emergency Management Directors the Y2K situation in the States and
local jurisdictions. The Regional Directors are to report the results of these meetings
in mid-November and a summary assessment of the State and local preparedness
will be provided to the President’s Council on Year 2000 Conversion in December.
Future actions and guidance will be based on the results of the State surveys by
the Regional Directors.
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Question 11. If there are widespread failures and substantial portions of a state’s
population is deprived of critical services, it is foreseeable that a large number of
states may request some form of Federal assistance. Has FEMA planned for this
possibility, and if so how will state requests be evaluated or prioritized? Are there
any means by which the states may be able to notify FEMA of their anticipated
needs in advance of the event?

Answer. The Catastrophic Disaster Response Group (CDRG) is a National-level
coordinating group comprised of senior representatives from all the FRP signatory
agencies. The CDRG has the primary operational mission of resolving policy, re-
source allocation and prioritization issues that cannot be resolved at the Federal re-
gional level. This also includes resource and allocation issues that arise between
Federal regions.

Under FEMA'’s leadership, the CDRG is addressing the potential impact that Y2K
failures could have in responding to the consequences of Y2K failures. The Chair
of the President’s Council on Year 2000 Conversion has asked that FEMA co-spon-
sor with DOD a National Y2K Table Top Exercise to be held next spring. One of
the goals of the exercise is to identify issues that that may impact the Federal Gov-
ernment’s ability to manage the consequences of Y2K failures. Exercise activities
will be held at the regional level with Federal and State level participants to help
prepare for and address Y2K issues.

Other outreach to State and local jurisdictions is being conducted through the ten
FEMA Regions to survey and assess State and local preparedness for the Y2K con-
version. FEMA is coordinating and working with the National Emergency Manage-
ment Association and the International Association of Emergency Managers to ad-
dress Y2K issues and to identify areas in which State and local jurisdictions may
need assistance. Through these State and local contacts it may be possible to iden-
tify anticipated needs in advance of the event. As part of these outreach efforts, pre-
paredness, training, and exercise assistance and guidance will be provided as nec-
essary to State and local jurisdictions to assist them in preparing for the Y2K con-
version and to help mitigate anticipated problems.

Question 12. S. 2361, the Disaster Mitigation Act of 1998, will, if passed: (1) ex-
pand FEMA’s pre-disaster mitigation authorities; (2) reduce the types of facilities
and activities that can receive Federal assistance following from a disaster; and (3)
modify current cost-sharing arrangements pertaining to disaster relief and emer-
gency assistance. How will this bill, if passed, impact FEMA and the Federal Gov-
ernment’s ability to address foreseeable Y2K-related requests for relief and assist-
ance? Are there some portions of this legislation that might be more applicable than
others and that might be considered for expedited treatment?

Answer. The primary purpose of S. 2361, the Disaster Mitigation Act of 1998, was
to promote mitigation; that is, to reduce loss of life and property from natural haz-
ards both before and after disasters strike. It also proposed some changes to FEMA’s
disaster recovery programs to facilitate a more efficient recovery and to meet the
needs of both public and individual disaster victims better. The amendments were
not drafted with the Y2K-related requests for disaster relief in mind. Had the Disas-
ter Mitigation Act of 1998 passed, we do not believe that it would have impacted
FEMA'’s and the Federal government’s ability to address foreseeable Y2K-related re-
quests for relief and assistance.
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STATEMENT OF R. MICHAEL AMYX, EXECUTIVE DIRECTOR, VIRGINIA MUNICIPAL
LEAGUE, ON BEHALF OF THE NATIONAL LEAGUE OF CITIES

My name is R. Michael Amyx and I am the Executive Director of the Virginia Mu-
nicipal League. I am pleased to be able to submit this testimony on behalf of the
National League of Cities. The Virginia Municipal League is a statewide, non profit,
non partisan association of city, town and county governments established in 1905
to improve and assist local governments through legislative advocacy, research, edu-
cation and other services. The membership includes all 40 cities in the state, 155
towns and 15 urban counties. As Executive Director, I serve as the CEO of the Vir-
ginia Municipal Liability Pool and the Virginia Municipal Group Self Insurance As-
sociation. These organizations provide low cost insurance to municipalities.

NLC was founded in 1924 by state municipal leagues that sought national rep-
resentation before Congress on municipal issues. NLC is the largest and oldest na-
tional organization representing municipalities and their elected officials. NLC rep-
resents 135,000 mayors and council members from municipalities across the coun-
try. Over 75 percent of NLC’s members are from small cities and towns with popu-
lations of less than 50,000. A significant number of small cities and towns are in
the Commonwealth of Virginia.

First, I am grateful to Chairman Bennett and the members of the Senate’s Special
Committee on the Year 2000 Technology Problem for their leadership role in draft-
ing and efforts made towards the passage of The Year 2000 Information and Readi-
ness Disclosure Act (S. 2392). NLC thanks the Special Committee for the oppor-
tunity to provide input during the drafting process regarding the needs of munici-
palities. Our nation’s cities and towns consider the millennium bug to be a very seri-
ous matter with potentially dire consequences. Many applications and systems in
local communities are not Year 2000 compliant today. Critical systems including E—
911 services, water and wastewater, traffic signals, electric and communications, if
disrupted, could cause severe problems for citizens who rely on these vital services

The Year 2000 Information and Readiness Disclosure Act will allow companies
and municipalities to disclose and share information that will help to avert major
system failures brought about by the millennium bug. It is critical that cities and
towns know what measures are being taken by the computer industry and state and
federal governments to avoid Year 2000 problems and what methods are working
well. We hope that the House of Representatives will follow suit and pass this bill
in the coming week.

There are several other crucial areas of concern to cities and towns where assist-
ance from Congress is desired. We are willing to work with you to see to it that
cities and towns are doing all that is necessary to avert a major crisis.

First, we need legislation requiring insurance companies to disclose how they plan
to respond to Year 2000 claims. To date, the industry as a whole has kept its cards
close to the vest causing much uncertainty with respect to coverage and defense
costs in the event claims are filed. Cities and towns could lose millions of dollars
in costs to fix equipment. Of equal concern is the fact that cities and towns could
be sued for failing to adequately deal with the Year 2000 problem in liability law-
suits ranging from public safety issues to the issuing of welfare checks.

Second, we are concerned that small cities and towns do not have the information,
resources, awareness, and time left to implement compliance programs. Many of
these small cities are already struggling financially and they do not have the infra-
structure resources that larger cities have. We need help with disseminating infor-
mation to them about the Year 2000, assisting them with their compliance efforts,
and helping them to pay for this process.

Third, despite the successful efforts of the Senate to address information disclo-
sure, liability remains a concern of our nations cities and towns. Frankly, even with
preparations and test runs, we still do not have the answer on whether all munici-
pal systems will work within a city on January 1, 2000. This presents a challenge
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for cities and towns because we are responsible for public safety. If a large number
of lawsuits are brought against cities on the grounds of failure to provide adequate
public safety due to such things as glitches on ambulances, fire trucks, global posi-
tioning systems, or electronic communications related to saving lives, we believe
that cities will be faced with budget deficits. Even more chilling is the possibility
that the fear of liability will manifest in a reluctance on the part of cities and towns
to respond to disasters and routine emergencies. We would like to work with you
to address this concern for both our citizens’ lives and the fiscal future of our cities
and towns.

The Virginia Municipal League has conducted some research that indicates that
local governments are aware of the problem and of the potentially severe con-
sequences of not solving it. Many local governments, in particular small to medium
sized jurisdictions, do not have the internal expertise necessary to move forward and
are, to some extent, relying on outside vendors to achieve compliance. Some cities
and towns are way ahead of others. Limited resources and increased demand for
services continue to make funding an issue. We are confident that most local gov-
ernments will be ready when we reach January 1, 2000. However, invariably some
applications and systems will not be compliant. Local governments are prioritizing
systems for scrutiny, and we hope that disruptions will be minimal.

At this point the Virginia Municipal League is in the process of educating Vir-
ginia’s cities and towns on the Year 2000 issues. It is no secret that while most cit-
ies and towns are dealing with the problems, information, and resources are beyond
the reach of small cities. We have a seminar planned for next week at our annual
conference to explore the liability issues for municipalities associated with Y2K and
also to explore the scope of the problem. Within the 49 state municipal leagues, the
National League of Cities, and the members of the Big 7 state and local government
interest groups a network exists to provide information directly to cities and towns.
Unfortunately, there is no single prescribed cure for this problem, and the costs of
addressing the problem are well beyond the reach of many small cities and towns.

From a municipal perspective, cities and towns have multiple software and hard-
ware vendors which have been used for numerous years. Cities and towns rely on
these businesses for solutions to software and hardware dilemmas, but we cannot
control the outcome. Further, some of these vendors are already out of business, and
the vulnerability of those still in business is great. Additionally, electronic chips and
devices embedded into machinery may suffer from the Y2K problem—imagine all of
the public works equipment that may be effected by this.

NLC’s Local Officials Guide The Year 2000 Problem * * * When the Clock Turns
Be Ready!, addresses the problem for municipalities and the steps to take to imple-
ment a plan. This publication says that our nation’s cities and towns face the follow-
ing threats if we do not fix or are unsuccessful at fixing theY2K problem:

—Threats to human life and safety are likely to occur if systems fail to alert au-
thorities to crisis situations or provide incorrect information about the nature
or local of a crisis;

—Sharp increases in local taxes may be needed to defray Y2K expenses, including
the litigation expenses which may continue for more than a decade into the new
century;

—LElected and appointed city officials may be held personally liable for violation
of fiduciary responsibility, breach of expressed or implied warranty, errors and
omissions, or malpractice; and

—Extensive amounts of computer programmer time for both implementation of a
plan and data repair costs, especially for data intensive agencies.

I think that all of the state and local government witnesses testifying here today
can agree that the longer we delay, the greater the cost will be, more normal proc-
esses will be disrupted, and the less likely we are to be able to solve problems as
time runs out. Cities and towns can prepare for the Year 2000, but we need help
getting the right information and the resources. NLC and the state leagues can
serve as a repository of information for cities, but we need to ensure that the infor-
mation out there is correct.

LEGISLATION

At the state level, we are pursuing legislation that would extend sovereign immu-
nity to local governments for liability arising out of the Year 2000 issue. Several
states have passed such legislation (Nevada, Florida, Georgia, Iowa, and New Jer-
sey) and others are currently considering similar bills (California, Hawaii, Illinois,
Minnesota, New Hampshire, Pennsylvania, South Carolina, and Utah).

The Virginia General Assembly passed legislation during the 1998 session extend-
ing such immunity to the Commonwealth, but did not include local governments.
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It is our view that local taxpayers deserve to be protected from unpredictable finan-
cial impact which could be catastrophic. This is particularly true if insurance compa-
nies do not step forward to provide funding for defense of claims and claim pay-
ments as required. Cities and towns need advance warnings to arrange for other
coverages or potentially increased expenses. The 32 local government insurance
pools that participate in the NLC—RISC (Risk Information Sharing Consortium)
and primarily represent small cities that otherwise would have problems finding af-
fordable insurance have looked to proactively address this problem, but need the in-
formation from insurance companies too.

THREAT TO EMERGENCY SERVICES

Arlington County, Virginia has one of the most advanced emergency preparedness
programs in effect to date. Arlington County has set up an emergency management
team whose function is to simulate all types of “what if” emergency situations, in-
cluding systems failures due to Y2K problems. Emergency drills are performed regu-
larly and are sometimes performed in conjunction with other local jurisdictions.
There are two major areas of focus—information systems, which encompasses tradi-
tional computer hardware and software problems, and embedded chips, which com-
prises on-board systems in ambulances and police cars. To give the Committee an
idea of the cost of implementation of a top-notch program, Arlington County has al-
located $15.5 million just on the information systems portion of Y2K preparedness.
This figure does not include monies for embedded chips issues or traffic signals, and
is expected to increase drastically due to the sheer magnitude of the Y2K prepared-
ness undertaking.

Currently, Arlington County has utilized Y2K coordinators who are looking to
identify where the Y2K bug may occur. With respect to the embedded chips issue,
assessments and inventories are conducted and each department is required to come
up with contingency plans, even if the Y2K-compliant systems fail. Deadlines have
been established both for conducting the inventories and for designing and testing
contingency plans.

Despite the care taken by Arlington County to effectively complete its Y2K emer-
gency preparedness efforts it, along with other local jurisdictions faces three major
concerns. First, no matter what local governments do to prepare internally for Y2K,
many critical governmental functions are tied to the private sector and are only via-
ble if the private sector is ready for Y2K too. For example, a municipalities’ E-911
response system may be Y2K compliant, but if the local hospital’s systems are not
Y2K compliant, there will be problems. Second, local governments must respond to
emergencies caused by outside entities when there’s a systems failure. For example,
local police will be summoned if burglar alarm companies are not Y2K compliant
and homeowner alarm systems go off en masse. Third, the fiscal impact upon local
governments in the event of Y2K systems failures in the private section cannot be
underestimated. If a local business goes out of business due to Y2K problems, that
business is not paying taxes to the local government.

One way to help with solutions to these problems raised by Arlington County, but
also applicable to local jurisdictions, is for Congress to focus on providing more re-
sources to help coordinate Y2K preparedness on the local level. Whether this is bet-
ter accomplished by federal involvement in increasing manpower at the local level
or by simply providing more funding at the federal level is not known. What is
known is that the federal government must become involved in some meaningful
way. Even the most prepared local governments are worried about the ability of the
private sector to adequately prepare for Y2K emergencies and the impact that this
will have on local governments. We believe that some compliance accountability
standards are needed to provide reassurance to local governments that all will be
ready on January 1, 2000.

NLC ACTION

The National League of Cities has assisted in disseminating important informa-
tion to local governments with Public Technology Inc., the International City/County
Management Association, and the National Association of Counties. These organiza-
tions have mounted a national campaign to raise awareness and provide resources
and other tools to local governments because of the serious impact that the Y2K
problem could have on local governments. Most recently, NLC distributed over 6,000
copies of the “Y2K and YOU Information Kit” developed by these organizations.
These kits will be disseminated through state leagues at annual conventions, state
league special meetings focusing on Y2K, and sent to member local governments of
these organizations. The Virginia Municipal League plans to distribute this kit to
all members of our insurance program, which numbers about 500 cities and towns.
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“Y2K and YOU” provides the tools necessary for cities and towns to develop reme-
diation strategies. The kit contains best practices that cities have implemented, in-
formation on helpful organizations, Y2K do’s and don’ts, and a checklist for coping
with the Y2K problem. The intent of this kit is to avert potential problems that
have the potential of crippling local economies, compromising public safety and
health, and stifling local government revenues. Additionally, a video is included in
thisb 1kit that highlights the steps necessary to implement a plan to address the Y2K
problem.

Though the kit provides a good deal of useful help and guidance, local govern-
ments still have to contend with the high costs of addressing the Y2K problem
proactively, finding the right information and solutions, and finding the actual man-
power and technical expertise needed to avert a potential problem. The first step
1s helping local governments recognize that Y2Kis an issue that they must confront.
Cities and towns across the country are all over the map when it comes to assessing
what kinds of systems have been put in place to avert a problem.

STATE MUNICIPAL LEAGUES

From my perspective, state municipal leagues are at a distinct advantage in dis-
seminating and sharing information on Y2K remediation. At this point, many
leagues have begun programs that give local governments the tools to get started
at a local level on addressing potential Y2K problems.

My colleague, Jim Miller, the Executive Director of the League of Minnesota Cit-
ies has convened a task force within the Minnesota League that is addressing Y2K.
The League of Minnesota Cities will be conducting several regional meetings in the
coming two weeks that will assist cities in addressing things like what do to do if
wastewater treatment and emergency services are effected by the problem and how
to plan to prevent problems. Additionally, The Minnesota League has developed its
Minnesota specific Action Guide that outlines the necessary steps, samples of tools
and important documents for planning, and checklists for issues to address.

While the Minnesota League has taken many steps and began this process rel-
atively early, one of the things that Mr. Miller noted was that he wished that they
had begun the process earlier, because the League keeps learning about new issues
and new concerns. More than half of the counties in Minnesota have populations
of less than 10,000. Community hospitals, utility commissions, and wastewater com-
missions just don’t know where to turn to for help.

CITY EXAMPLES

In my testimony today, I can tell you about some great things that cities and
towns are implementing, but I cannot tell you about who is not complying and what
is not being done. We frankly have no foolproof way of determining which cities and
towns have not developed and implemented effective compliance programs for Y2K.
Further, the information that we do know is coming from large cities that have the
revenue and access to information and technology that compares to Fortune 500
companies. The information is not out there with regard to those small cities and
towns who don’t know about the problem and who have not addressed it. We are
concerned that these cities and towns will be forgotten. They need help, or they are
likely to have catastrophic failures that compromise public safety and life as well
as their town’s economic survival.

While the concern remains for the cities that have not yet acted, I do want to tell
you about some of the innovative things that are being done.

—The City of Plano, Texas’ (Population 128,713) purchasing division required a
“Year 2000 Compliance” warranty from vendors providing the City with hard-
ware and software products. Vendors must sign the document guaranteeing
that their products can accurately process date between the 20th and 21st cen-
turies.

—The City of San Diego, California (Population 1,110,550) formed a team that
began addressing Y2K issues in 1995. The focus of their attack is the City’s in-
ternal software and assessing off-the-shelf software problems.

—Albuquerque, New Mexico (Population 384,736) developed a process to identify
and remediate those things adversely effected by Y2K problems. The city’s In-
formation Systems Division reorganized to three interrelated teams—City Serv-
ices, Finance, and Public Safety. These teams will address the needs of pro-
gramming and infrastructure during the process and also plans to hire five ad-
ditional contract programmers for the effort.

—Seattle, Washington (Population 516,259) plans to spend more that $50 million
to reprogram major applications affected by the problem and plans to replace
the city’s accounting system.
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Thank you again on behalf of the NLC for providing us the opportunity to present
our views to the Committee.

O
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