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“HOW DO BUSINESSES USE CUSTOMER IN-
FORMATION: IS THE CUSTOMER’S PRIVACY
PROTECTED?”

THURSDAY, JULY 26, 2001

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON ENERGY AND COMMERCE,
SUBCOMMITTEE ON COMMERCE, TRADE,
AND CONSUMER PROTECTION,
Washington, DC.

The subcommittee met, pursuant to notice, at 9:35 a.m., in room
2322, Rayburn House Office Building, Hon. CIliff Stearns (chair-
man) presiding.

Members present: Representatives Stearns, Shimkus, Bryant,
Walden, Terry, Bass, Tauzin (ex officio), Towns, DeGette, Doyle,
John, and Harman.

Staff present: Ramsen Betfarhad, majority counsel; Michael
O'Reilly, professional staff member; Brendan Williams, legislative
clerk; and M. Bruce Gwinn, minority counsel.

Mr. STEARNS. Good morning, good morning. I welcome all of you
here. This is the sixth and last in a series of hearings on informa-
tion privacy held by our Subcommittee on Commerce, Trade, and
Consumer Protection. This hearing concludes one phase of the sub-
comlrfl‘littee’s inquiry into information privacy, but not the inquiry
itself.

I think these hearings have fulfilled their objective of informing
members and the public at large, in a deliberate and careful man-
ner, of the many issues implicated by the privacy debate. The col-
lective record of the six hearings is a rich resource of information
and opinion on the issue of information privacy, and should be used
to inform all of us on the debate on this issue.

I commend members of the committee to review the hearings
that we have had, the record that has been amassed by this sub-
committee on this important issue of information privacy, before
they seek to formulate or finalize their judgments on this matter.
In no other location, either within or without the Hill, will we find
a more comprehensive record on information privacy.

I am especially pleased to have as witnesses executives that rep-
resent some of the most revered companies in corporate America.
We all are or have been, at one time or another, customers of Gen-
eral Motors, IBM, Proctor & Gamble, Amazon.com, and Land’s
End. I appreciate the fact that these companies didn’t have to be
here testifying on the difficult public policy matter of information
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privacy. So I recommend—I commend all of them for their partici-
pation and wish to thank them for coming.

Many have written on or spoken to the issue of information pri-
vacy in the commercial world, as if the issue existed in a vacuum.
That is to say, some commentators on information privacy speak
with little or no consideration of the realities that characterize the
intersection between privacy and the commercial world. Today, we
have the rare opportunity to ask these large transnational corpora-
tions, representing differing industries, and the three top com-
pilers, what really transpires in the real world with respect to con-
sumer information.

The witnesses on the first panel represent a diverse group of
companies, ranging from the world’s largest industrial corporation
with 400,000 employees, to one that markets 300 brands of con-
sumer products to nearly 5 billion customers—Ilet me repeat, 5 bil-
lion customers—worldwide, and an online company that in less
than 6 years has become one of the most recognized brands in re-
tailing. These companies will all speak to how they collect customer
information; what types of information they collect; what uses they
put that collected information to; why they use the information in
the way that they do; and what business or legal incentives are in
place assuring the proper utilization of that consumer information.

Moreover, the witnesses on the second panel, representing data
compilers, will help us better understand what it is that they do.
We may know the most about the credit reporting services. We
have, all of us, invariably been subjected to credit checks in the
course of our ordinary lives, when applying for a car loan, a mort-
gage, credit cards, et cetera. Yet many of us may not know that
these three companies provide authentication and verification serv-
ices enabling the seamless and speedy execution of millions of
small and mundane transactions every day, such as the purchase
of a CD online from Amazon.com or off-line from Tower Records.

The insight offered by our witnesses is especially important when
considering the fine balance present between the proper and im-
proper collection and use of consumer data. As these hearings have
established, there are substantial benefits that accrue to our econ-
omy from the unencumbered flow of information, particularly con-
sumer information. Meanwhile, these same hearings have high-
lighted the fact that Americans do have concerns regarding abuses
that may arise from the collection and/or use of certain types of
consumer information in the commercial context.

The objective today, in this hearing, is to demystify—make con-
crete—data collection and use practices common in the commercial
world today. To put it more bluntly, the testimony, I hope, will help
separate fact from fiction, reality from myth, when it comes to the
issue of information privacy. Only when empowered with real facts
can Congress advance good public policy addressing information
privacy.

So, Mr. John, you are welcome with an opening statement.

Mr. JoHN. Yes, thank you, Chairman Stearns. My friend and col-
league, the ranking member from New York, is tied up at this mo-
ment in another subcommittee, on Commerce and Health. And I
temporarily will try to fill his large shoes. Me being from Louisiana
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and him from New York, those are very big and different shoes to
fill.

But I ask unanimous consent that all members be permitted to
include their statements into the record.

Mr. STEARNS. By unanimous consent, so ordered.

Mr. JoHN. Thank you.

I am sure that the panelists are ready to get started. I want to
thank them and welcome them, the first panel and also the second
panel, and express my really sincere thanks to Chairman Stearns
for having a series—the sixth, as he said—on issues that are very
important on information privacy.

I also believe that these hearings have been useful, and helpful,
and they have meant a lot because of the issues that are con-
fronting businesses, regulators, and consumers. And I really look
forward to hearing from the folks that deal with this issue every
day, and working with the chairman and the ranking member as
we move through this process legislatively.

So, welcome. And I look forward to hearing your testimony.
Thanks.

Mr. STEARNS. I thank the gentleman. The gentleman from Illi-
nois, Mr. Shimkus?

Mr. SHIMKUS. Thank you, Mr. Chairman. I, too, want to welcome
the panel. I would have walked over and introduce myself; I was
here early. But I have an athletic injury, that I am doing as little
walking as possible. But we do appreciate your attendance.

We have dealt with, are trying to understand this from the pub-
lic policy position. Of course, many of us were with the Commerce
Committee when we passed Graham-Leach-Bliley. But statements
have constantly been made in this committee that we want to get
a handle on how privacy is good for business—obviously, that is
what we hope to hear from you all today—and how you go about
doing that.

In the financial services arena, there is some argument about
how sharing of information within a designed arena is actually
good for some consumers, too. And that may not be true in your
business. So that is why this panel is unique in some of the discus-
sions we have had. I look to focus on that area. I appreciate your
expertise and your willingness to come before us.

And with that, Mr. Chairman, I yield back my time.

Mr. STEARNS. The gentleman yields back. Mr. Doyle, the gen-
tleman from Pennsylvania?

Mr. DoYLE. Thank you, Mr. Chairman. I just want to welcome
our panelists this morning. I think we’re all anxious to hear what
they have to say. And I will ask unanimous consent that my state-
ment may be made part of the record, so that we can hear our pan-
elists. And I yield back.

[The prepared statement of Hon. Mike Doyle follows:]

PREPARED STATEMENT OF HON. MIKE DOYLE, A REPRESENTATIVE IN CONGRESS FROM
THE STATE OF PENNSYLVANIA

Thank you Mr. Chairman and Ranking Member, for holding this hearing. I am
looking forward to learning about the technologies, policies, and approaches that
some of the leaders in the electronic commerce industry have employed to prevent
unwanted dissemination and use of our private consumer information. Thank you
all for taking the time testify this morning.
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As the discussions regarding individual consumer privacy progress in America
and before this subcommittee, I know think many of my constituents back in the
Pittsburgh area are not just asking “how do business use my information” but they
are saying, “wait a minute, you mean businesses have been gathering my personal
information all along?”

I often find that consumers in Western Pennsylvania seem to have no problem
allowing certain personal information to be collected and used by industry. For ex-
ample, the regional supermarket, Giant Eagle, asks for certain access to personal
shopping information through the use of the Giant Eagle Advantage Card. I myself
use such a card.

It provides incentives that members undoubtedly find useful, such as discount
coupons through the mail for items that a customer routinely purchases. Obviously,
this is an example of personal information use that both client and consumer find
beneficial and acceptable.

Protecting this type of personal information, while important, is decidedly dif-
ferent than protecting against abuses associated Social Security numbers, birth
dates, mother’s maiden names, or health records. It is the extent to which this per-
sonally identifiable information is collected, used, and distributed that pose the
greatest threat to true privacy and create the need for Congress to find a solution
to protect consumers.

The industries represented this morning by our esteemed panelists are some of
the most successful and profitable companies in America. I am anxious to hear of
the problems associated with implementing their effective self-regulatory policies,
for if our Fortune 100 companies have difficulty funding privacy protection policies,
surely our smaller firms or medium size companies will have greater problems gen-
erating the necessary capital and resources.

In closing, Mr. Chairman, I look forward to finding a way that Congress can aug-
ment and aid effective industry self-regulation in a manner that will not impede the
continued development of e-commerce, while protecting and ensuring consumer
rights are upheld.

Mr. STEARNS. The gentleman yields back. His opening statement
will be made a part of the record.

And the gentleman from New Hampshire, Mr. Bass?

Mr. BAss. Thank you very much, Mr. Chairman. And I, too, join
my colleagues in thanking you for having this final hearing. It has
been a fascinating series of hearings. I have learned more, I
think—learned a lot more than I have been able to impart to other
folks about this issue, which is extremely complex.

And I hope that we will be able to clear up some of the mis-
conceptions that may exist about corporate or business use of per-
sonal information vis-a-vis Internet transactions. And I also hope,
Mr. Chairman, that as we listen to these witnesses, we try to sepa-
rate what may already be illegal anyway under existing law from
what may need to be attended to by the Congress.

And we may not need to do anything. But again, I think it is im-
portant that this committee fully and thoroughly investigate the
issue so that we understand, so that we understand its complexity
and scope, so that as the Internet becomes more and more signifi-
cant in the economy—not that it isn’t already—that we will be in
a position to deal with it from a position of strength, rather than
ignorance.

And I appreciate the chairman holding these hearings.

Mr. STEARNS. I thank the gentleman.

[Additional statements submitted for the record follow:]

PREPARED STATEMENT OF HON. W.J. “BILLY” TAUZIN, CHAIRMAN, COMMITTEE ON
ENERGY AND COMMERCE

Thank you, Mr. Chairman for calling this hearing. I understand that this will con-
clude the series of education hearings you have held on privacy, so I also want to
commend you for developing a process that allows us to consider this issue in a
thoughtful and deliberative manner.
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The topic of today’s hearing is very important in the overall privacy debate. Too
often in Washington we are told how it works in the real world through the eyes
of Washington-based trade associations, lobbyists and consumer groups. Today’s wit-
nesses will provide a different perspective—from the real world. I appreciate their
willingness to come forward and share their knowledge and experience.

As Chairman of the Committee, and as a consumer, I have heard and seen a great
deal of activity by American companies. Let me sum up what they tell me: they like
to exploit consumers for all their worth, they know consumers don’t care about prod-
uct quality, they don’t try to maintain good customer relations, they can always find
new customers to replace dissatisfied customers, they don’t think that their brand
name is that important, and they don’t care about consumer privacy. I joke for pur-
poses of making a point—Companies Do Care About Consumer Relations. The litany
of untruths I just rattled off is completely opposite from what I have experienced
from American business.

In our market economy, competition compels companies to strive to meet con-
sumer needs. If a company doesn’t do what customers want, they’ll go elsewhere.
People sometimes seem to forget this. Yet, it is a fundamental fact of commerce that
service to the consumer is the cornerstone of a successful company.

Privacy is becoming a factor that consumers take into account as they shop. It
may not be the primary concern, but it is a factor. Many companies have recognized
this and have responded in kind with improved privacy practices. In fact, many of
the privacy requirements that some want mandated by Washington are already
geing implemented by reputable companies. It is simply sound business practice to

0 so.

Some companies even use their privacy practices to gain competitive marketing
advantage over competitors. IBM, for instance, recently plastered a picture of their
privacy guru, who is here with us today, in countless advertisements. Obviously,
they see a positive side to the privacy debate.

So, it is instructive to examine just how real companies are dealing with privacy
in the real world. We need to learn how established leaders in the American econ-
omy (and often the trend-setters) collect customer information, what the information
is used for, and how companies handle consumer privacy. I hope the panelists will
enlighten us on these points.

I also hope that this hearing will help debunk the scary scenarios that have been
created to stir up consumer angst. Over the past few years, we have heard a lot
of crazy stories about how consumer information is used. Many of these stories have
proved to be false.

Furthermore, I am pleased to see a discussion of the practices of the so-called
data aggregators. Most people have had experience with the credit ratings services
of some of these companies, but they often offer many other services. It is important
to demystify just how they operate and what they do.

I note that one of the benefits of data aggregators is of direct benefit to consumer
needs—the reduction of junk mail. If you have ever received a catalog addressed to
you that you have completely no interest in then you know firsthand the results of
poor information. The accurate information provided by aggregators helps compa-
nies offer consumers the products and services they will find useful. Of course,
many people have questioned the privacy practices of data aggregators and so here
is a chance to set the record straight.

Going forward, one thing should be clear: I don’t see a need to legislate on false
scenarios. We cannot and will not design some elaborate new privacy regime that
will take into account every possible daydream of how information could be used.
Reality must be taken into account. We will look to all parties to keep this in mind
as we proceed in this debate.

I thank the Chairman and appreciate his indulgence.

PREPARED STATEMENT OF HON. EDOLPHUS TOWNS, A REPRESENTATIVE IN CONGRESS
FROM THE STATE OF NEW YORK

Thank you Mr. Chairman and I too would like to welcome the witnesses to our
sixth hearing on Privacy.

Nearly every company across the country compiles information on the consumers
who use their products and some companies compile the data to sell to other cor-
porations. I am interested to hear what the companies assembled here today have
to say regarding their handling of personal information.

Consumers across the country are literally begging to be informed on how their
information is collected, used and PROTECTED. And that is assuming they realize
who is collecting the information.
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It is my hope today that the witnesses will shed light on not only their practices
on HOW they collect information, but what they do with it after they get that infor-
mation.

I would like to commend the witnesses today. They have chosen to step forward
and educate members of the committee on this topic. You all have invested in mak-
ing consumer’s privacy a priority.

This brings me to the main reason I am advocating some sort of minimum privacy
standards. Not all companies are doing what Fortune 100 companies do. Not all of
them take their customer’s as seriously as do others.

As I weigh this issue over the August recess and decide what type of privacy bill
to submit, consumer and corporate responsibility will serve as my compass and I
look forward to reviewing the testimony of past witnesses and hearing the testimony
of those assembled here today.

Mr. Chairman, with that I yield back the balance of my time.

PREPARED STATEMENT OF HON. JOHN D. DINGELL, A REPRESENTATIVE IN CONGRESS
FROM THE STATE OF MICHIGAN

Mr. Chairman, I want to thank you for holding this important hearing. Privacy
has been a major consumer concern for a long time, and that concern has increased
greatly with the advent of the internet and e-commerce. In fact, market researchers
estimated last year that consumer concerns about privacy and security caused e-re-
tailers to lose $6.1 billion in sales worldwide. Clearly, business is paying a big price
for the concerns consumers continue to have about online transactions.

For some online businesses, strong privacy protections have become the key to
greater competitiveness in the marketplace. Many firms now highly publicize their
privacy policies as they vie with each other to see who can give consumers the great-
er comfort and security about online retailing. Today we will hear from several large
businesses that have heard and responded to the privacy concerns of consumers.

While I compliment these companies for their initiative and responsibility, I
would caution my colleagues against drawing any conclusion that what these firms
have done is representative of all business. It is not. And it is because it is not that
the Federal Trade Commission (FTC) has recommended that Congress pass online
privacy legislation.

The FTC reported to Congress last year, and I quote, “only 20% of the busiest
sites on the World Wide Web implement to some extent all four fair information
practices in the privacy disclosures.” The FTC goes on to say, “Moreover, the en-
forcement mechanism so crucial to the success and credibility of self-regulation is
absent.”

Mr. Chairman, a privacy right that is not enforceable is not worth the paper it’s
written on, or in this case the screen. That is why this Subcommittee needs to com-
plete these hearings and get about the important task of considering legislation. The
legislation needs to establish minimum standards governing the handling of infor-
mation online. It needs to give the FTC authority to promulgate more detailed
standards as necessary. And most importantly, it needs to provide adequate enforce-
ment authority. Without an effective means of enforcing consumer privacy rights,
consumers have no way to guarantee their rights are protected.

Mr. Chairman, again I thank you for holding this hearing, and I look forward to
working with you and the Ranking Member of the Subcommittee, Mr. Towns, on
legislation to make sure that the privacy rights of consumers that engage in online
transactions are fully protected.

Mr. STEARNS. And now we will have our first panel. Let me wel-
come all of you. Ms. Harriet Pearson, Chief Privacy Officer from
IBM; Ms. Jacqueline Hourigan, Director of Corporation Data Poli-
cies, General Motors Corporation; Mr. Zeke Swift, Director, Global
Privacy, Proctor & Gamble; Mr. Paul Misener, Vice President,
Global Public Policy, Amazon.com; and Mr. David Johnson, Vice
President, Direct Marketing, Land’s End, Incorporated.

I welcome you. And Ms. Pearson, we will have your opening
statement.
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STATEMENTS OF HARRIET P. PEARSON, CHIEF PRIVACY OFFI-
CER, IBM; JACQUELINE L. HOURIGAN, DIRECTOR, CORPORA-
TION DATA POLICIES, GENERAL MOTORS CORPORATION;
ZEKE SWIFT, DIRECTOR, GLOBAL PRIVACY, PROCTER &
GAMBLE; PAUL MISENER, VICE PRESIDENT, GLOBAL PUBLIC
POLICY, AMAZON.COM; AND DAVID A. JOHNSON, VICE PRESI-
DENT, DIRECT MARKETING, LAND’S END, INC.

Ms. PEARSON. Thank you, Mr. Chairman. And members of the
committee, thank you for inviting IBM to share our views on this
important subject.

My name is Harriet Pearson. I am the Chief Privacy Officer for
IBM. We are the world’s largest information technology company,
and the world’s largest e-business services company. We believe
that from that vantage point we have a unique perspective on the
issue of privacy, dealing as we do with so many customers who use
information in their own businesses worldwide.

IBM has a longstanding commitment to privacy dating back to
the 1960’s. We were among the first corporations to develop a glob-
al privacy policy, focusing first on our employees. We were the first
online advertiser to advertise and restrict our advertising only to
those Internet sites that posted privacy policies. We are a leader
in privacy and security technologies, with over 600 patents in that
area.

As Chief Privacy Officer, I manage our internal privacy policies,
help bring together our research and technology initiatives, and en-
gage customers and policymakers worldwide on this issue. The ef-
fort is complex for a large company like ours. For example, on the
web, ibm.com has over a million pages of content, and each site
needs to have a privacy statement. Privacy is a priority for IBM,
and for the health of our marketplace.

With that introduction, I would like first to comment upon how
we use data ourselves, since that is a topic of this hearing. Then
second, I would like to provide some observations from where we
sit on how others, thousands of our customers, use data for their
processes. And finally, I would like to close with several rec-
ommendations for how you as policymakers can continue building
a record in this area and further the public policy agenda.

I would like to turn to IBM first. The primary subject of this
hearing is how companies use data. We at IBM strive to use data
creatively and responsibly. Most of IBM’s customers are organiza-
tions rather than individuals, but in both cases we use data to
identify likely customers, understand their needs, and to market to
them. We use data to offer the right solutions, deliver orders effi-
ciently, offer strong service and support, and to maintain good rela-
tionships.

These normal business functions require the collection and effec-
tive use of data about individuals. For example, when a consumer
purchases an IBM personal computer, whether it is an Aptiva or
a ThinkPad, we use information about their purchase, such as their
name, address, phone, e-mail address. And we collect their pref-
erences about whether or not they wish to be contacted. If they
choose to register with what we call our Owner Privileges program,
we use their information to provide a free product update news-
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letter, prioritize telephone handling with a special toll-free number,
and other special offers.

We govern our use of information with corporate-wide policies
and practices on privacy. They govern how we use information
worldwide. These policies require us, globally, to provide individ-
uals notice of our information practices, and of the choices they can
make about the use of their data. We require, also, ourselves to im-
plement appropriate security and accuracy measures. And finally,
we also have contractual protections for customers when we share
data with our business partners and suppliers. And we do share
data with those suppliers and business partners; lots of companies
help us go to market and do business.

IBM is leading within the larger business trend of becoming ac-
countable on privacy. From our vantage point, working as we have
with nearly 20,000 businesses in the last several years imple-
menting and using the Internet to improve their businesses, we see
firsthand how they use information to improve, in turn, their serv-
ices and products for their consumers. These companies use con-
sumer information in ways very similar to those I have just stated.
And my experience is, personally and my colleagues’, is that they
have the same level of concern for consumer satisfaction and pri-
vacy.

For example, one of our grocery chain customers uses informa-
tion about consumer purchases to improve their decisions about
which items to stock and when; to offer discounts; and to tailor pro-
motions to individual customers. Data helps them reduce costs, and
to run their company more efficiently, and to provide better service
for their consumers.

I have mentioned other examples in my written statement, and
you will of course hear from the other companies here today. I per-
sonally have spoken with 100 or more, hundreds, of companies in
the first 6 months of this year, and I can see significant growth in
awareness of privacy issues, and a commitment to doing the right
thing with respect to consumers. It is amazing to see how the level
of awareness has grown within the U.S. business community.

I believe the heart of the privacy challenge is that individuals
must understand how information about them is used and how
they benefit. They should be able to exercise choices and feel that
the system that handles their information is under control. They
need to feel confident that the relationships in which they enter are
going to be ones that respect their wishes.

It 1s important that we focus on these issues now and later. From
our vantage point, it is clear that we are still in the early stages
of a technological revolution that will change how we as businesses
deal with consumers, and it is only going to keep accelerating in
terms of how the technology lets us manage information. Therefore,
I conclude with a few thoughts on how you as policymakers can
move ahead.

The point, it seems to me, is to find a balanced approach between
government regulation, industry action, and individual responsi-
bility. And our view is that a framework for those issues and how
to approach it has emerged in this country. It is built on top of over
30 existing laws on privacy; layered on top of that, industry initia-
tives and proactive engagements by companies such as ours; and
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on top of that, the kinds of tools and technologies that are available
now for companies to use.

We need to have a deliberative approach, as you, Mr. Chairman,
and the members of the committee have agreed to, to study these
issues and find out, where is the harm? Where are the issues that
need to be addressed? And how public policy fits into that picture.
I commend you for your approach. We at IBM would like to con-
tinue to be a constructive player in this process. And we thank you
for the opportunity to share our views.

[The prepared statement of Harriet P. Pearson follows:]

PREPARED STATEMENT OF HARRIET P. PEARSON, CHIEF PRIVACY OFFICER, IBM
CORPORATION

Thank you Mr. Chairman for inviting me to share IBM’s views.

My name is Harriet Pearson and I am the Chief Privacy Officer of the IBM Cor-
poration. IBM is the largest information technology company in the world. We de-
velop and manufacture many of industry’s most advanced technologies, including
computer systems, software, networking systems, storage devices and microelec-
tronics. We also are the world’s largest e-business services company, delivering stra-
tegic consulting and helping our clients to use information technology to improve
their internal operations and service to customers. This gives us a unique vantage
point from which to comment on privacy issues, working as we do on a global basis
with companies, governments, and organizations of all sizes.

IBM has a long standing commitment to privacy. In the 1960s, IBM developed one
of the first global privacy approaches for business, focused around employee privacy.
As the computer revolution progressed, we supported privacy legislation to protect
e-mail and medical information. IBM remains a leader in privacy and security tech-
nology—currently holding over 600 patents for such technologies. IBM was the first
online advertiser to announce that it would only advertise on Internet sites that
posted privacy policies. Last year our CEQO, Louis Gerstner, appointed me as IBM’s
Chief Privacy Officer to confirm that IBM has the right internal policies in place,
to help unify our many privacy research and technology initiatives, and to engage
customers and policymakers worldwide about privacy issues.

I'm certainly not alone at IBM in my efforts. We have a privacy team that works
across IBM in areas like marketing, development, services, human resources, and
legal. The effort is complex for large companies. IBM is an $88 billion company that
employs more than 300,000 people in the United States and operates in 160 coun-
tries. On the Web, ibm.com has more than a million pages of content and each site
needs to have a privacy statement.

Externally, IBM’s Privacy Consulting and Technology teams are helping organiza-
tions implement sound privacy practices and giving them the tools to do so. At all
levels, IBMers speak out about the importance of privacy and are backing their
words with actions to help build a responsible marketplace that can earn people’s
trust. In short, privacy is a priority within IBM and it is important to the health
of the marketplace in which we operate.

HOW IBM USES CUSTOMER DATA

IBM policies and practices are designed to let us use data creatively and respon-
sibly. Most of IBM’s customers are corporate rather than individual clients. In both
situations we work to identify likely customers, understand their needs, and market
to them. We strive to offer the right solutions, deliver orders efficiently, offer strong
service and support, and maintain good relationships in hopes of earning future
sales. All of these normal business functions require the collection and effective use
of data about individuals.

For example, when an individual or small business owner purchases an IBM
Aptiva or Thinkpad personal computer, we ask them for information about their
purchase, their name, address, phone, e-mail and preferences about being contacted.
As a special service for those customers willing to take the time to register with
our Owner Privileges program, we use this information to provide a free e-mail
newsletter, prioritized telephone handling through a special toll-free number, and
special offers for registered customers (e.g. coupon for free stamps from
Stamps.com).

We inform customers about their choices not to receive further marketing mate-
rials from IBM, and respect their preferences. We might also use third-party sources



10

like the National Change of Address Service managed by the U.S. Postal Service
to verify address changes. We thus use customer information to provide better and
more-tailored service, while solidifying the relationship with the customer.

The net result? In this and other situations involving customer information, IBM
is able to offer services better-targeted to those who might be interested, while at
the same time delivering fewer solicitations to people who are not.

IBM has a set of corporate-wide policies and practices to govern our actions when
we use personally identifiable data and we train IBM professionals who are bound
by these policies and practices. Our policies also require that we put in place con-
tractual protections when we share data with business partners and suppliers.

When IBM gathers personally identifiable information online, we offer notice of
our privacy practices and inform the individual of their choices regarding the use
of that data. In the case of e-mail solicitations, IBM requires that the individual
first give his or her permission before the e-mail is sent unless we already have an
existing business relationship. Our policies require that we safeguard the informa-
tion in our possession and limit its visibility.

IBM is leading within a larger business trend of taking action to be accountable
on privacy. In just the past few years, we’'ve seen a rapid growth of the number of
online privacy statements, chief privacy officers, privacy technologies, seal pro-
grams, and in the U.S., targeted laws to protect sensitive information. This sub-
committee should be proud its work to explore what further needs to be done. To
best reap the benefits of the information economy and preserve privacy in the proc-
ess, there must be a balanced approach. IBM believes it should begin with an under-
standing of what the future holds.

THE FUTURE OF THE INFORMATION ECONOMY

Much has been said about the demise of the information economy in the wake of
the dot.com meltdown. In fact, however, we are still in the early stages of a global
technological transformation that will revolutionize our society over the next 25
years, driving our economy and exponentially expanding our opportunities. The
transformation is being fueled by the rapidly increasing power of the technology
itself and of information networks. These enable new models for business, health
care, education and government.

The Internet will transform every important business transaction and relation-
ship. This includes improving relations with customers, but much more. It also
means transforming relations with people who want to invest with you and people
who want to work for you. Companies also will use the Net to integrate supply
chains that connect an enterprise to markets and industries. Internal transactions,
such as order processing, fulfillment, logistics, manufacturing and employee proc-
esses, will be faster and less costly.

Companies will even be able to be in contact with their products—appliances, in-
dustrial machinery, consumer electronics—so the company can provide after-sale
service, understand product performance, and make improvements. Government will
evolve similarly, as taxpayers will expect not only online services, but also efficient
management. The benefit is very significant in hard dollar savings and cost avoid-
ance when transactions are performed on the Web as opposed to the old paper for-
mat. For example, IBM saves 70 percent on transaction costs when we use the Web
and we have seen many similar results across industry as a result of e-trans-
formations.

However, all this adds up to massive data collection and management and re-
quires a heightened awareness and commitment to privacy throughout our society.

My colleagues and I at IBM see first-hand how thousands of companies use infor-
mation to improve their service and products for consumers—we’ve helped over
18,000 businesses successfully leverage the Internet. And these companies use con-
sumer information in ways very similar to the companies at today’s hearing, and
with much the same level of concern for consumer satisfaction and privacy.

Here are some examples:

e A multi-billion dollar US-based financial services firm uses state-of-the-art data-
base technology in a way that’s allowed them to anticipate customer needs and
to respond rapidly. The company uses customer information to help it pinpoint
delinquencies early, so it can work harder and earlier with customers to help
them become solvent again. It can better tailor product offers to those who
might be interested—for example, offering coupons toward phone service for
those customers who achieve a certain level of usage. The firm’s objective is to
treat all of its customers with the same level of respect and to discover what
is important to each customer.
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e A utility company uses the consumer information it collects to identify customers
that may be interested in additional services and market them accurately; to
further customize rates and offer analysis to specific customers; to generate per-
sonalized reporting much faster than it was able to previously; and to diversify
their service offerings and react quickly to new business opportunities.

* A grocery store chain uses information about consumer product purchases to:
make better decisions about which items to stock and when; to offer customized
discounts and other offers on those products which an individual customer buys
or may be likely to be interested in; and overall to reduce cost and run the com-
pany more efficiently.

It is clear that the fullest fruits of the information revolution will remain un-
tapped unless individuals can understand how information about them is collected
and communicated to others. This lack of knowledge can drive feelings of mistrust,
fear, and a loss of control. Individuals also must understand that they benefit from
information exchanges in terms of savings, convenience, services, and jobs. Many
surveys show that people want products quickly and conveniently and want high
levels of service. They realize that some information exchange is needed.

Importantly, individuals must be able to exercise choices and feel that the system
is under control. They must feel confident entering into data sharing relationships
with banks, doctors, credit card companies, grocery stores and their government.
This is the heart of the privacy challenge.

NEED FOR A BROADER U.S. PRIVACY DEBATE

Agreement is emerging around the world that private sector initiatives are critical
to address privacy concerns in day-to-day commercial activities. Even in environ-
ments that embrace strict data processing regimes like the European Union, govern-
ments recognize that robust and accountable market-led measures must play a
prominent, if not preeminent, role. Europeans call it “co-regulation.” In the United
States it is often referred to as industry self-regulation.

Business leadership is crucial because governments do not have the manpower,
technology, or jurisdictional authority to comprehensively monitor consumer trans-
actions in cyberspace, nor would many people want government to carry out such
a task if it could. This brings me back to the question I posed earlier about pre-
serving privacy and the benefits of the information economy: Is there a balanced ap-
Erloac;l between government regulation, industry action, and individual responsi-

ility?

As this subcommittee established at an earlier hearing, approximately 30 federal
laws regulate privacy in some form. These laws tend to focus on (1) preventing
fraudulent or harmful uses of data (e.g. identity theft, employment discrimination,
deceptive trade practices, or surreptitious monitoring of e-mail) and (2) establishing
special rules and protections for sensitive information (e.g. financial, medical, and
children’s data).

Layered upon these protections are industry initiatives like privacy policies, seal
programs, industry codes of conduct, and suppression lists for telemarketing and
commercial e-mail. Furthermore, people can use privacy technologies to control cook-
ies or to surf, shop, and send e-mail anonymously. Many are free and some are
being built into the architecture of the online marketplace (e.g. the Platform for Pri-
vacy Preferences).

U.S. law and practice reflect a desire to balance individual privacy and the soci-
etal benefits of data availability (e.g., economic efficiency, free speech, accountable
government). This is a solid framework and should be the basis on which any new
or modified U.S. privacy regime is built.

Some have asked, “where is the harm” in data collection as a rhetorical question
to imply there is no harm or risk. We should ask the question in earnest. And then
answer it by devising responses to people’s real and legitimate concerns about data,
such as identity theft, financial fraud, disclosure of embarrassing information, em-
ployment discrimination, denial of insurance, government seizure, or nuisance
issues like spam. We should not create laws because of a vague notion that data
collection itself is harmful.

We need to examine the incidence of these concerns, identify their causes, assess
any harm they may cause, and then as leaders—in government and the private sec-
tor—ensure that an appropriate policy regime is in place. Too much of the privacy
debate now speculates on how commercial data might be used without going
through these steps. We should identify a spectrum of privacy concerns and link
them with protections afforded by current law and practice. Most Americans are un-
aware of the privacy protections afforded them now by the Fair Credit Reporting
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Act, the FTC Act, the Network Advertising Initiative, the Privacy Act, the Electronic
Communications Privacy Act, and the Fourth Amendment.

Against this backdrop we should review proposals by Members of Congress and
consider what further actions might be appropriate for industry or the Administra-
tion. This subcommittee has demonstrated that privacy has many dimensions and
is complex, but I sense that we are beginning to gain a fuller knowledge and per-
spective that will allow us enter a more productive dialogue on privacy and to craft
appropriate responses.

In summary, we should build on current law where necessary and link solutions
to people’s top priorities. We appreciate the subcommittee’s thoughtful examination
of privacy issues and the critical role you will play in shaping balanced, appropriate
responses. IBM is committed to continue being a constructive player in this process.
For example, we have joined with other companies in groups such as the Privacy
Leadership Initiative to further the contributions that the private sector can make
to understanding these complex issues and communicating helpful information to
fellow business and consumers.

Most companies agree that any U.S. privacy regime should be a national solution,
not a patchwork of fifty conflicting regimes. The regime should encourage trans-
parency and choice. It should hold government and non-profit organizations account-
able to similar standards asked of industry. It should neither discriminate against
the Internet nor create new private rights of action.

In consummary, IBM believes that the best privacy model is a layered approach
of responsible industry action, consumer-empowering technology, and targeted gov-
ernment action that promotes transparency, protects sensitive information, and ap-
propriately addresses harmful and fraudulent data practices. This framework can
build consumer trust and remain flexible enough to allow companies to offer the
convenience, savings, services, and jobs that benefit our citizens.

Thank you for this opportunity to share our views.

Mr. STEARNS. Thank you.
Ms. Hourigan?

STATEMENT OF JACQUELINE L. HOURIGAN

Ms. HOURIGAN. Good morning, Mr. Chairman and members of
the subcommittee. My name is Jacqueline Hourigan, and I am the
Director of Corporate Data Policies for the General Motors Cor-
poration. I welcome the opportunity to appear today to discuss
GM’s perspectives of this very complex issue of data privacy.

As you heard earlier, we have over 400,000 employees, 30,000
suppliers, and 8.7 million vehicles sold last year in over 200 coun-
tries. As a result, the collection, use, and security of personally
identifiable data, collected both on the Internet and in the off-line
world, are critically important issues for GM. As a result, we do ap-
preciate the deliberative and thoughtful approach this committee
has taken to this incredibly complex issue.

Our customers’ trust is a priority for GM, and we are working
to balance our customers’ needs and expectations with the benefits
available from the free flow of information. Specifically, we seek to
align our internal policies and processes with customer expecta-
tions and data privacy laws worldwide.

We collect information through a variety of means, including
standard market research and response techniques; visits to GM
web sites; product purchase channels; as well as in-vehicle tech-
nology designed to enhance the safety and security of our drivers
on the road.

We are also sensitive to the privacy concerns of our employees,
as well as our need to effectively deploy and support our work force
on a worldwide basis. The ability to transfer human resource data
across borders is extremely critical for multinational companies
such as GM. We strive to balance very significant and legal and so-
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cietal expectations for privacy with the objective of enhancing our
customers’ ownership experience. With a better understanding of
our customers, we can make their shopping, buying, and owning
experience more enjoyable, and make the entire process more effi-
cient and cost-effective for GM.

Because the development lead time for vehicles can be up to 3
years long, it is important for us to understand our customers’ pref-
erences and the market trends. For example, data on customer pur-
chasing and usage patterns can help us target products more effec-
tively to meet consumer needs, and also to tailor messages and pro-
motions to the interests of current and prospective customers.

We have built a data base about GM vehicle owners to facilitate
after-market sales, repairs, next vehicle purchase, and to cross-
market the broad range of GM products and services. Customer in-
formation is also critical to our U.S. vehicle warranty data base,
which is used in the event of a safety or customer satisfaction re-
call. In addition, customer information may be shared with other
parts of the company, so we can enhance the shopping, buying, and
owning experiences of our customers with related information and
services.

The emergence of new technologies has facilitated more one-to-
one communications with our customers. Consequently, we are
moving toward a process whereby the consumer will control the
type of information they receive, and the manner in which they re-
ceive it. The benefits to the customer of this data-rich analysis and
cross-marketing focus are increased satisfaction with products and
services that are better suited to their needs, and marketing efforts
that provide meaningful benefit at the appropriate time and
through the communication channel of the consumer’s choice.

Attention to the issue of data privacy has been elevated to the
highest levels of management at GM. Last fall, a corporate officer
assumed responsibility for developing a global data privacy strat-
egy, and my position, which focuses on coordinating our global
business units’ implementation of GM’s privacy strategy, was also
created.

We are implementing the strategy on a scheduled basis through-
out GM’s global marketplace, through the adoption of privacy state-
ments by individual GM business units. The privacy statements
will vary by business unit, and the applicable laws, customs, and
culture of particular countries. GM already has in place a global in-
formation security policy that provides guidelines for appropriate
use and handling of GM data.

Again, we appreciate the opportunity to be here today to discuss
GM’s approach to data privacy, and our ongoing commitment to
honoring our customers’ privacy preferences. We commend this
committee for taking a thoughtful approach to this complex issue,
and hope that you will continue to seek industry’s input to ensure
the approach adopted does not result in legislation that could be
burdensome, impractical, and could produce unintended con-
sequences, such as higher consumer costs, prevention of legitimate
information collection, and the creation of obstacles to the free flow
of information.

Thank you very much.

[The prepared statement of Jacqueline L. Hourigan follows:]
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PREPARED STATEMENT OF JACQUELINE L. HOURIGAN, DIRECTOR OF DATA POLICIES,
GENERAL MOTORS CORPORATION

Mr. Chairman and members of the subcommittee, my name is Jacqueline
Hourigan, and I am the Director of Data Policies for the General Motors Corpora-
tion. I welcome the opportunity to appear before the members today to discuss GM’s
perspectives on the issue of data privacy.

GM appreciates the deliberative and thoughtful approach this committee has
taken to the privacy issue. For decades we at GM have worked hard to build strong
relationships with the millions of GM customers. These relationships, based on high
quality and exciting products and services, are critically important to us. The trust
we have established and continue to reinforce through our policies and practices is
key to General Motors’ success in this extremely competitive automotive and finan-
cial services market.

By way of background, General Motors is the world’s largest industrial corpora-
tion. GM designs, manufacturers, and markets cars, trucks, heavy-duty trans-
missions, and locomotives worldwide. Other substantial business interests include
Hughes Electronics Corporation and General Motors Acceptance Corporation
(GMAC). GM cars and trucks are sold in 200 countries and the company has manu-
facturing or assembly operations in more than 30 countries. GM employs 400,000
people worldwide and partners with over 30,000 suppliers. In 2000, GM sold 8.7 mil-
lion vehicles worldwide and had revenues of $185 billion.

IMPORTANCE OF THE PRIVACY ISSUE TO GM

The collection, use, and security of personally identifiable data collected on the
Internet and in the off-line world are important issues for GM. We seek to align
our internal processes and policies with consumer expectations and data privacy
laws worldwide. We collect information through a variety of means, such as tradi-
tional market research and response techniques, visits to GM web sites, subscrip-
tions to OnStar®, insurance, finance or mortgage products with GMAC, and through
in-vehicle technology designed to enhance our customers’ safety and security.

GM'’s privacy concerns also apply to data GM maintains on employees. A key busi-
ness objective for GM is the effective deployment and support of our workforce. The
ability to transfer human resource data across borders is extremely important to
companies that have a global footprint, such as ours.

USES OF DATA AND BENEFITS TO CUSTOMERS

GM strives to balance the very significant legal and societal expectations for pri-
vacy with the objective of enhancing our customers’ ownership experience. With a
better understanding of our customers, we can make their shopping, buying, and
owning experience more enjoyable and make the entire process more efficient and
cost effective for GM.

Because the development lead-time for vehicles ranges from approximately 24 to
36 months, it is important for us to understand customer preferences and market
trends. At GM, we apply predictive modeling techniques to the data provided us by
our customers to assess trends and forecast our customers’ future preferences. The
better we understand our customers and where we are gaining or losing sales, the
better we can focus our product and marketing priorities.

We also optimize our ongoing marketing efforts by tailoring relevant messages
and promotions to our current and prospective customers. Customers generally own
their vehicles for many years (almost a decade on average) and we have built a sub-
stantial database with information on GM vehicle owners that we use to facilitate
after-market sales, repairs, next vehicle purchase, and to cross-market the broad
range of GM products and services. It is important to note that customer informa-
tion is also compiled to populate our U.S. vehicle warranty database so that we can
contact customers in the event of a safety or customer satisfaction recall.

Customer information may be shared with other parts of the company. By offering
a suite of products and services to our customers their learning, shopping, buying,
and owning experience is enhanced. By way of example, GMAC’s real estate oper-
ation is focused on coordinating realtor, mortgage, closing, moving, homeowner, and
relocation services that are critically important to anyone buying a new home. By
sharing customer information within the GMAC organization, we can create a seam-
less service delivery platform that gives time back to the customer and creates real
value for them.

The emergence of new technologies has facilitated more one-to-one communica-
tions with our customers. Consequently, we are moving toward a process whereby
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the consumer controls the type of information they receive and the manner in which
they receive it.

The benefits to the customer of this data-rich analysis and cross-marketing focus
are increased satisfaction with products and services better suited to their needs
and marketing efforts that provide meaningful benefit at the appropriate time and
through the communication channel of their choice.

WHAT DATA HANDLING PRACTICES DOES GM EMPLOY

Attention to the issue of data privacy has been elevated to the highest levels of
management at General Motors. Last fall, a corporate officer assumed responsibility
for developing a global data privacy strategy for the corporation, and my position,
which focuses on coordinating our business units’ implementation of GM’s privacy
strategy globally, was also created.

GM 1is implementing the strategy on a scheduled basis throughout GM’s global
marketplace through the adoption of privacy statements by individual GM business
units. These privacy statements will vary by business unit and the applicable laws,
customs, and culture of particular countries. GM already has in place a global infor-
fination security policy that provides guidelines for appropriate use and handling of

ata.

CONCLU