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CRITICAL INFRASTRUCTURE PROTECTION:
WHO’S IN CHARGE?

THURSDAY, OCTOBER 4, 2001

U.S. SENATE,
COMMITTEE ON GOVERNMENTAL AFFAIRS,
Washington, DC.

The Committee met, pursuant to notice, at 9:35 a.m., in room
SD-342, Dirksen Senate Office Building, Hon. Max Cleland, pre-
siding.

Members present: Senators Cleland, Carnahan, Thompson, Col-
lins, Bennett, Voinovich, and Dominici.

OPENING STATEMENT OF SENATOR CLELAND

Senator CLELAND [presiding]. At the request of Senator Lieber-
man, who must be out of town today to attend a funeral, I am
chairing today’s hearing on critical infrastructure protection. I ap-
preciate this opportunity to examine who in the public and private
sector is responsible for ensuring the protection of our Nation’s in-
frastructure. This is the second hearing held by Senator Lieberman
and the Committee in our continuing series on the security of our
Nation’s critical infrastructure and the vulnerability of the coun-
try’s financial, transportation, and communications networks, also
our utilities, our public health system, law enforcement, and emer-
gency systems, and others. As you can tell infrastructure covers
just about everything of value in our country.

Prior to the September 11 terrorist attacks the Governmental Af-
fairs Committee has been actually diligent in its examination of the
responsibilities of Federal agency heads for developing and imple-
menting security programs. In fact, the computer security law, en-
acted during the 106th Congress, requires Federal agencies to up-
grade their practices and procedures in order to protect government
information systems from cyber attack. However, since the attacks
on Washington and New York City, we have learned that there is
still much to be done to protect the Nation’s critical infrastructure.

The terrorist attacks provide evidence that physical assaults can
cause severe disruptions in the service and delivery of goods and
products, triggering ripple effects throughout the Nation’s economy,
and more importantly damaging the faith of the people in the via-
bility of the day-to-day functioning of the country. Nothing affects
Americans more than the disruption of the Nation’s transportation,
communications, banking, finance, and utilities systems. The coun-
try’s critical infrastructures are growing increasingly complex, rely-
ing on computers and computer networks to operate efficiently and
reliably.
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The growing complexity and the interconnectedness resulting
from networking means that a disruption in one win may lead to
disruptions in others. Therefore, President Clinton established the
President’s Commission on Critical Infrastructure Protection in
July 1996. In 1997, this organization released its report and rec-
ommended that greater cooperation and communication between
the private sector and the public sector is needed in order to de-
crease the vulnerability of the Nation’s infrastructures, which led
to their President’s release of Presidential Decision Directive 63.

In May 1998, President Clinton released this directive, which
sets up groups within the Federal Government to develop and im-
plement plans that would protect government-operated infrastruc-
tures and calls for a dialogue between government and the private
sector to develop a national infrastructure assurance plan that
would protect the Nation’s critical infrastructures by the year 2003.
This Presidential decision memorandum identified 12 areas critical
to the functioning of the country: Information and communications;
banking and finance; water supply; transportation; emergency law
enforcement; emergency fire service; emergency medicine; electric
power; oil and gas supply and distribution; law enforcement and in-
ternal security; intelligence; foreign affairs; and national defense,
just about everything you can think of.

The directive required each Federal agency to secure its own crit-
ical infrastructure and to identify a chief officer to assume that re-
sponsibility. The directive also established several new offices to
oversee and coordinate critical infrastructure protection. One was
a national coordinator designated to ensure that a national plan
was developed. The coordinator would be supported by a critical in-
frastructure assurance office, to be located in the Export Adminis-
tration of the Department of Commerce.

The directive also created a joint FBI and private sector office,
the National Infrastructure Protection Center, which serves as a
focal point for Federal threat assessment, vulnerability analysis,
early-warning capability, law-enforcement investigations and re-
sponse coordination. NIPC is also the private sector point of contact
for information sharing. Finally, the directive recommended that
we have the capacity and the capability to detect and respond to
cyber attacks while they are in progress. The Federal Computer In-
cident Response Center gives agencies the tools to detect and re-
spond to such attacks, and it coordinates response and detection in-
formation.

We are fortunate today to have several witnesses who will
present their views on the status of the Nation’s critical infrastruc-
tures, and offer their recommendations on protecting public and
private systems from outside attacks.

Senator Thompson, would you like to make any opening remarks.

OPENING STATEMENT OF SENATOR THOMPSON

Senator THOMPSON. Thank you, Mr. Chairman, just very briefly.
I think this is certainly a timely hearing. I think we all appreciate
now the vulnerability that we have had for a long time, and one
that we have discussed in this Committee and others on very many
occasions, certainly including cyber security and the problems we
have with computer security, and so forth. Of course, that was the
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background for Senator Lieberman and I introducing the Govern-
ment Information Security Act.

I think that we are now looking at all these threats through dif-
ferent glasses. Today we are probably going to emphasize, perhaps,
one particular issue a little more than others, and that is the cyber
threat. Now we are all familiar, all of a sudden, with the threats
of biological elements, chemical, certainly nuclear, certainly con-
ventional combinations of all the above, and in addition to that is
the cyber threat, which many people think would precede any
major conflict that we had with a major power.

Of course, we now know that in this modern age of technology,
you do not need to have a major nation-state or a national power
in order to create grave problems for us. So now that we have our
attention focused after all this time, we are thinking about rear-
ranging the boxes again and creating new laws and new offices,
and trying to fit all the stuff that is out there together. Of course,
Governor Ridge’s appointment, I think, is a good step. But within
his bailiwick, as I understand it, will be an Office of Cyber Secu-
rity.

You have Presidential Decision Directive 63, which addressed the
same general problem of cyber security. The GAO has indicated
that has not done very well, in terms of what it was designed to
do and the offices that it set up. Now we have a new proposed exec-
utive order that is not with us yet that will address all of this. We
have got the question of what is OMB’s role going to be in all of
this, since they have responsibility for computer security, and then
we have got to ask ourselves how does all this relate to the private
sector, as Senator Bennett spent a lot of time on and has legisla-
tion on, because we know that most of our critical infrastructure
is basically in private hands.

So we have got real big organizational issues on the table to deal
with. To me, I think it gets down to a pretty simple proposition,
it is going to require leadership, authority at the top, and leader-
ship, and accountability. Maybe we can learn from our past experi-
ence with other government agencies and other crises and things
of that nature, and not make the same mistakes as we go about
trying to rearrange these boxes and decide who reports to who and
who has what authority.

Maybe we will take the lessons we learned from our other man-
agement problems. In particular, the government basically cannot
manage large projects very well. We are told time and time and
time again by GAO, by the inspectors general, all the reports that
we have seen in terms of our problems with regard to financial
management. For example, billions and billions of dollars in waste,
fraud, and abuse.

We are told that we cannot manage large information systems.
We have spent billions and billions of dollars, money down the
drain basically, in trying to get computers to talk to one another.
This is a government-wide problem and we think that we are going
to come in here and efficiently set this particular thing up and it
is going to work well, when nothing else—well, that is an over-
statement, of course—but so many things are producing billions of
dollars of waste, fraud, and abuse every year. The same agencies
come before us every year on the high-risk list, subject to waste,
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fraud, and abuse, for a decade, but we are going to pull this out
and set the boxes right, and then go on about our business the way
we did before; we have solved that problem. Well, it isn’t going to
happen that way unless we have what we have been lacking for
years and years and years, and that is leadership from the top on
these issues, with the right person having the right authority, and
accountability when it does not work.

We are very good at setting up plans and goals, and terrible at
implementing them. So I do not want to start out this optimistic
exercise on a sour note, but I think it is important to understand
that we have got a bigger job than probably what we realize in try-
ing to cut through this morass that we always find ourselves in
when we try to solve a problem. And it is especially important here
because of the nature of the problem. So, hopefully, today we can
get some ideas as to who ought to do what, where the responsibility
lies.

I defy anybody to tell us today where the responsibility lies for
any of this, but maybe we can talk about where it should lie and
where we should go, the direction we should go in, and I think for
that reason it will be a useful exercise.

Thank you, Mr. Chairman.

Senator CLELAND. Thank you, Senator Thompson. We will allow
everyone to make an opening statement, if they wish.

Senator Carnahan, would you like to make an opening state-
ment?

OPENING STATEMENT OF SENATOR CARNAHAN

Senator CARNAHAN. Thank you, Mr. Chairman. Terrorists did not
want to bring down just our buildings. They wanted to bring down
our economy. They wanted to bring down our military and our fi-
nancial and political infrastructure as well. Our losses are incalcu-
lable and far-reaching. Still we must face a stark reality: It could
have been worse. Now this Congress, alongside the President, must
take the lead to ensure we are prepared for the future. I applaud
the Chairman for addressing these issues with this series of hear-
ings. When we talk about critical infrastructure, we are talking
about American families and their ability to have a quality life.

This means freedom to travel; it means freedom to make a living;
and it means freedom to conduct business without fear of ter-
rorism. It means having the peace of mind that your government
is doing all that it can to protect you and your children. Grim expe-
rience has taught us that terrorist attacks know no boundaries.
The ripple effect is extensive. The emotional trauma is long-lasting,
and the economic impact is real and widespread. We are all af-
fected, and all of us must be part of the Nation’s defense against
further attacks.

As the witnesses will discuss today, there are difficulties in cre-
ating a unified system to protect our national infrastructure, be-
cause control of the different components rests with different enti-
ties. On the most basic level, there is a division between what the
government owns and operates versus what the private sector owns
and operates, but the issue is really much more complex. We live
in a global, computerized, and interconnected world. Technological
changes have led to great opportunities for human progress, but
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they have also created vulnerabilities that did not exist even 5
years ago.

Securing our critical infrastructure from cyber attacks, which
could be launched from anywhere, is a tremendous challenge for
both government and industry. I look forward to hearing from the
witnesses today and learning from their expertise. I want to hear
their suggestions on what more needs to be done. The question
being raised today, who is in charge of protecting our national in-
frastructure, needs to be answered as soon as possible. We cannot
afford to wait for another attack.

Thank you, Mr. Chairman.

Senator CLELAND. Thank you, Senator Carnahan. Senator Col-
lins.

OPENING STATEMENT OF SENATOR COLLINS

Senator COLLINS. Thank you very much, Mr. Chairman, for con-
vening this important hearing. It would be hard to imagine a more
current topic for a hearing than the one that we have before us
today on the question of who is in charge of protecting the critical
infrastructure of our Nation. Until the terrorist attacks of Sep-
tember 11, in fact, most Americans probably never fully realized
the importance of this issue. Tragically, however our eyes are all
too open now.

As I have talked with my constituents throughout Maine during
the past 22 weeks, the question of our vulnerability to attack—to
various kinds of attacks—and who is in charge and who is coordi-
nating it all has come up repeatedly. This morning, I did early
morning radio, back in Maine, and one of the questions was who
is coordinating if we have a biological or chemical attack? Another
constituent asked me what about our ports? What about if we have
a big tanker that is full of liquefied gas coming in? What about the
computer systems that are so critical to our commerce and to our
government?

The answer to the question of who is in charge seems to be, “No-
body is quite sure.” Less than 2 weeks ago, this Committee heard
compelling testimony from the distinguished chairmen of two com-
missions appointed to study this Nation’s security, former Senators
Gary Hart and Warren Rudman, and Governor James Gilmore of
Virginia eloquently expressed their unanimous, but unfortunate,
conclusion that, as a Nation, we are simply not properly prepared
to defend our critical resources.

If we were poorly prepared for the challenges we thought we
faced before the terrible events of September 11, we must surely
realize that we are woefully unready now. It seems clear that the
protection of our critical infrastructure still consists largely of a
smorgasbord of independently-run and poorly-coordinated programs
across the breadth of the Federal system. President Bush took an
important step when he took office in focusing the National Secu-
rity Council upon terrorism issues and appointing Vice President
Cheney to head a task force to develop better ways to respond to
catastrophic disasters.

As the Hart-Rudman Commission and the Gilmore Commission
made clear, however, and as recent events have so tragically under-
lined, it is necessary to do even more. We, in America, have long
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been blessed by being spared most of the traumas of terrorist at-
tacks that became far too familiar to Europeans in the 1970’s, and
have been a tragic part of Israeli life for decades. It should be clear,
however, that we can no longer afford to attempt to protect our
critical infrastructures without clear lines of authority and account-
ability, and without being able to answer readily and precisely the
question of who is in charge.

The difficult, but crucial question now, of course, is who should
be in charge and of what? In other words, we must ask who should
be in charge at what level, with what specific responsibilities and
resources, and with what means of ensuring accountability? And
that is why I believe this series of hearings is such an important
contribution to the national dialogue of protecting our infrastruc-
ture and of winning the battle against terrorism. I am very eager
to hear the testimony of our witnesses today, and I want to thank
the Chairman and the Ranking Member for their leadership on this
issue. Thank you, Mr. Chairman.

Senator CLELAND. Thank you very much, Senator Collins. Sen-
ator Bennett.

OPENING STATEMENT OF SENATOR BENNETT

Senator BENNETT. Thank you, Mr. Chairman. I appreciate the
hearing and I appreciate the opportunity for us to examine these
issues, and the point I want to make with respect to the challenge
that we face is that it is seamless. The networks do not begin and
end at any particularly defined place. But the efficiency that comes
out of the information revolution that we live in has brought with
it an increased vulnerability, and the two are two sides of the same
coin.

If you go back in American history to George Washington’s time,
there was little or no connection, let us say, between Charleston
and Boston, between Virginia and Massachusetts, or New York,
whatever. It was a 7-day journey to travel from one major metro-
politan area, if you could call it that, to another. Today, we go
around the world with information, money, deals, negotiations, etc.,
literately with the speed of light. There are no boundaries in to-
day’s economy. The borderless economy is a reality, and those who
want to take down the Americans who are the best at playing this
particular game have vulnerabilities virtually everywhere in the
system.

The seamlessness is part of our efficiency. It is also part of our
vulnerability, and I got introduced to this whole thing when we got
into the Y2K issue and discovered that seamlessness, for me, for
the first time. I am interested that the emergency people in New
York, who handled all the difficulties after the World Trade Center
was hit, have said to Senator Dodd, who has repeated it to me, we
could not have handled this emergency if we had not done the re-
mediation required with respect to Y2K.

Prior to the Y2K remediation, they were in the stovepipe men-
tality, a computer here, a computer there, a system someplace else.
Y2K caused them to look at it in horizontal terms, and they praised
Senator Dodd for his work, I think appropriately, on Y2K aware-
ness and remediation, because it addressed this problem. We are
now, in the terrorist world, simply looking at a situation where this
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same vulnerability that we identified with Y2K, if the computer
should fail by accident, now what do we do if the computers fail
on purpose, not our purpose, but somebody else’s purpose who
wants to break into this infrastructure and cripple us?

So we need to do what we did with respect to Y2K, address the
stovepipes, look at this in a strategic manner and say how is the
entire system to be protected? As Senator Thompson has said, the
majority of the ownership of the entire system is in private hands,
not government hands, which is why I have introduced a bill to in-
crease the flow of information between the government and the pri-
vate sector, back and forth, so that each one can understand in this
seamless situation what is going on in their particular part of the
world.

So I think homeland security and critical infrastructure protec-
tion can come down to two words: Interagency coordination. Now,
if that sounds too bureaucratic, think of interagency as including
private agencies, but coordination of information, coordination of
protection activities, coordination of understanding so that we do
not go around with the attitude, “Well, there is no hole in my end
of the boat, so I do not need to worry about sinking.” With this
boat, a hole anywhere hurts us all, and this is an issue that is
going to be with us for a long, long time. We are just beginning to
understand it. That is why this hearing and others like it are very
worthwhile, because it adds to this continually-building layer of un-
derstanding, awareness, and, we hope, solutions to this problem.

We cannot go back. We cannot say, “Let us leave the computer
age and go back to paper and dial telephones.” We are in the Inter-
net age. We are in the electronic age, whether we want to be or
not, and we simply have to learn to live with that new vulner-
ability. Thank you, Mr. Chairman.

Se}zlnator CLELAND. Thank you, Senator Bennett. Senator Voin-
ovich.

OPENING STATEMENT OF SENATOR VOINOVICH

Senator VOINOVICH. Thank you, Mr. Chairman. I thank Chair-
man Lieberman for calling this hearing this morning, and although
he is not able to be with us, we are in good hands with our Chair-
man pro tem. Today’s hearing focuses on the protection of our Na-
tion’s infrastructure, an aspect of our society that most Americans
tend to take for granted. America’s water and sewer systems, com-
puter, roads and bridges, and banking networks, they are all things
that most Americans use on a daily basis, but rarely give more
than a passing thought.

The events of September 11, however, have changed our way of
thinking forever. Americans are now actually aware of how vulner-
able our infrastructure systems and physical surroundings can be.
That is why it is so critical that we work to protect that infrastruc-
ture. This hearing will give us an opportunity to examine how we
allocate the responsibility of getting the job done. I would like to
just say at this time, Mr. Chairman, that we are having all of these
hearings about the various threats we face, but we are not dis-
cussing the human capital crisis confronting the Federal Govern-
ment, which is also a threat. Our witnesses will be talking to us
today about all kinds of things that need to be done, but the real
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issue is, do you have the people in your respective agencies with
the qualifications that you need to get the job done?

From my observation of studying this human capital crisis for
the last 2 years, we are in very bad shape today. Many people are
unaware of the fact that by 2005, about 80 percent of our Senior
Executive Service can retire. Van Harp, a senior FBI agent here in
Washington who used to live and work in Cleveland told me that,
“'m running my shop with people that are ready to go out the
door.” And so as we talk about all of these things that need to be
undertaken, Mr. Chairman, we had better be aware of the fact that
our No. 1 threat is the crisis that we have in our human capital.

As a former Mayor and Governor, I am very much aware of the
water, sewers, and other infrastructure that we have in this coun-
try. I have to say that even without terrorists, our sewer and water
systems in this country are vulnerable because of aging. With the
new mandates coming out of Washington today, in my State, for
example, sewer rates, and water rates are going up 100 percent. If
we are going to do some of the things that we are talking about
to protect them, it is going to be costly. And it seems to me, Mr.
Chairman, that one of the things that is missing here in Wash-
ington today is that we are not prioritizing the expenditure of dol-
ars.

Some of the things that I think are high on people’s agenda in
terms of spending are much less important than some of the infra-
structure needs that we confront here in our Nation.

So I will be very interested to hear from you in terms of the
cyber problem. I would say this: I remember how worried we were
about Y2K. Do you remember? And we were wringing our hands
and we were worried, could we get the job done and is everything
going to fall apart? Senator Bennett, who is very familiar with this
area, was very much involved in that, but we got the job done,
didn’t we? But we did not get it done without making it a major
priority in terms of personnel and the expenditure of money, and
that is what it is going to take if we are going to protect our infra-
structure from this new threat of terrorism.

Thank you, Mr. Chairman.

Senator CLELAND. Thank you, Senator Voinovich. Wonderful
comments by all the Members of the Committee here. Thank you
very much for your participation. I will say as a member of the
Armed Services Committee, 1 week before the attacks, as we were
marking up the defense authorization bill, I personally asked Sen-
ator Pat Roberts, who had been the Chairman of the Emerging
Threat Subcommittee, and Senator Mary Landrieu, who is now the
Chairman of the Emerging Threat Subcommittee, what they
thought was the most probable attack on the United States, where
we were most vulnerable. Both agreed that No. 1—a terrorist at-
tack below the radar screen, stealth in nature, either biological or
chemical, primarily biological and then cyber attack.

So on the Armed Services Committee, we have been gathering
data and information for at least a couple of years now that cer-
tainly point to a cyber attack as one of the top two or three attacks
that could come via terrorist means on this country.

We would like to welcome all of you. Today’s first panel consists
of public sector witnesses who represent three of the primary of-
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fices created by the Presidential directive. The Committee will hear
from John Tritak, Director of the Critical Infrastructure Assurance
Office in the Bureau of Export Administration at the U.S. Depart-
ment of Commerce; Ronald Dick, Director of the National Infra-
structure Protection Center; and Sallie McDonald, Director of the
Federal Computer Incident Response Center.

Thank you all for joining us here. Before you begin, just some
rules of the road here. Just let me mention to you that your full
statement will be entered into the hearing record. You can have an
opportunity to make a short statement and you will be subject to
a time limit, according to Committee rules. Once the light turns
from green to yellow, you will have about a minute to wrap up be-
fore the red light appears. If you do not stop then, we will make
you an air marshal out at National. Thank you for coming.

Tell us a little bit about youselves, and what you do, and some
of your thoughts on the subject. But, before I turn you loose, let
me just say I have been here in the Senate almost a full term now
and on this Committee for well over 5 years. I had no idea you all
existed. So please tell us who you are and where you came from
and what you do.

Mr. Tritak, do you want to start off?

TESTIMONY OF JOHN S. TRITAK,! DIRECTOR, CRITICAL INFRA-
STRUCTURE ASSURANCE OFFICE, BUREAU OF EXPORT AD-
MINISTRATION, U.S. DEPARTMENT OF COMMERCE

Mr. TRITAK. Thank you, Senator, Chairman, and Members of the
Committee. I welcome this opportunity, truly, to be here before
you. We generally feel obligated to say that we applaud your lead-
ership on various issues. It is almost a canonical thing you need
to say, but, in this case it is absolutely true. I want to add to the
remark that was made earlier that this hearing, in fact, was sup-
posed to happen before the attack—it was scheduled before the at-
tack, and underscores the fact that this Committee recognizes there
is a real need to address the challenges to our critical infrastruc-
tures.

As was indicated in the opening remarks by a number of Sen-
ators, we basically have been guided by PDD 63 for about 3 years,
and that Directive was created based on recommendations of an
interagency group as well as a Presidential commission. Jamie
Gorelick, who will be appearing in the next panel, was actually
leading that interagency process. So this goes back to the mid-
1990’s, in terms of the concerns. It created, as you indicated, three
organizations, a number of organizations; myself at CIAO, Ron
Dick over at the FBI, and Sallie McDonald over at FedCIRC. Need-
less to say, after 3 years, we were ripe for review, a thorough re-
view in terms of the policies that were established under PDD 63,
and frankly, to take a look at the organizational setup of the Fed-
eral Government to determine where fixes and improvements could
be made.

After 3 years of experience and being in the trenches, if we could
not come up with improvements, we really are not doing our job.
And President Bush said as much in May of this year, in which he

1The prepared statement of Mr. Tritak appears in the Appendix on page 42.
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directed that the critical infrastructure policy be thoroughly re-
viewed with a view towards figuring out ways to improve the orga-
nization of the Federal Government to better deal with and address
the concerns of this issue, which are extremely complex, as you
have all indicated.

He also announced that he wanted, under the directorship of my
office, the Critical Infrastructure Assurance Office, to begin to pre-
pare a national plan or strategy to be developed with industry, to
develop a consensus in this country, through a document that
would be used to inform and make aware and educate on what the
problems of critical infrastructure are and what the respective roles
and responsibilities of government and industry are in addressing
the problem. We all speak about this as a critical infrastructure
protection program. If I had it my way, I would strike the word
“protection” and say it is critical infrastructure “assurance”—for
the simple reason that what we are really worried about here is
the assured delivery of vital services over our Nation’s critical in-
frastructures. Those services are provided by both physical- and
cyber-based assets.

Increasingly, those infrastructures are being restructured and
are increasingly dependent upon information systems and net-
works—not just to support their business, but to operate their as-
sets. They are also becoming more interdependent, so that disrup-
tions in one sector can actually affect other sectors, as well. What
we learned about September 11, if nothing else, is now there are
at least some groups whose purpose and goal is to undermine our
way of life. They will exploit vulnerabilities wherever they can find
them. We had some horrific examples of that back on September
11. I suspect they are not going to stop there.

If they can find and exploit the vulnerabilities of cyberspace, they
are going to do so. So it is incumbent upon our government to deal
with that problem and work closely with private industry in order
to do it. As indicated before, President Bush had inaugurated a
thorough review of government structure and government policy,
and frankly, we were very close to completing that. In fact, at the
time that the original hearing was going to take place we were
close to finishing that review. Then the horrific events of Sep-
tember 11 intervened—and what we are working on now, and I ex-
pect that the review will be completed fairly soon, is recognition
that this is not just about infrastructure protection, it is about
homeland security, of which the infrastructures themselves are but
a component part.

So what we are trying to do now is identify how and in what
ways we can improve, both organizationally and in policy, to ad-
dress the new issues when, in fact—and I will be quite candid,
since one of the roles of my office is to raise awareness, to draw
the various sectors together and identify common problems across
those sectors to involve other sectors of the economy, like the risk
management community, the insurers, the auditing community,
the people who influence the corporate leaders—is that we had to
emphasize the business case as a way of moving forward. The na-
tional security case, in many cases, but not all, but many cases, is
simply not self-executing in the market.
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It seemed too remote to affect day-to-day business decisions and
investments in security. That is not to say people did not take it
seriously, but they had to be able to justify those kinds of expendi-
tures against their bottom line—and shareholders and investors
who have a whole lot of other things on their minds. Well, Sep-
tember 11 has just frankly changed all of that. I do not think any-
one doubts anymore what the needs and importance of investing in
infrastructure security, and particularly taking into account now
what needs to be done that was not done before September 11
when we got our wake-up call.

So I would say that one of our jobs at the CIAO is to work to-
ward developing a national strategy, working with Ron Dick, who
is the operational side of PDD 63—with my organization learning
more about the policy-support side—is to address those issues. And
what I expect to happen in the fairly near term is for the President
to be able to provide a much more comprehensive statement about
how homeland security will be prosecuted and how the critical in-
frastructure dimension of that fits into this overall effort.

Thank you for the opportunity to appear here today, Senator,
and I look forward to your comments.

Senator CLELAND. Thank you, Mr. Tritak.

Mr. Dick, tell us a little bit about youself, and what you do.

TESTIMONY OF RONALD L. DICK,! DIRECTOR, NATIONAL IN-
FRASTRUCTURE PROTECTION CENTER, FEDERAL BUREAU
OF INVESTIGATION

Mr. Dick. Good morning, Senator Cleland and other Members of
the Committee. Thank you for this opportunity to discuss our gov-
ernment’s important and continuing challenges with respect to crit-
ical infrastructure protection. In my written statement I address
our role in protecting the Nation’s critical infrastructures and how
we coordinate with other organizations, both public and private.
Last week, while appearing before a subcommittee of House Gov-
ernment Reform, I heard compelling testimony from Mark Seton,
who is the vice president with the New York Mercantile Exchange
and an eyewitness to the attacks on the World Trade Center.

Although the computer systems and records of the exchange sur-
vived the attack, their communications, transportation, and power
systems were devastated. Working through contacts in their emer-
gency plans, the exchange opened 3 days after the attack, helping
to stabilize energy markets both here and abroad. In this case, die-
sel generators provided the power, boats provided the transpor-
tation, law-enforcement officials and first-responders provided the
secure environment. The telephone company provided new lines.
His experience proves three things: How our Nation’s various infra-
structures are interdependent and vulnerable; how an entity that
organizes for an emergency and plans for redundancy can oper-
ationally survive a major attack; and how the private sector, work-
ing with Federal, State and local agencies, can succeed in miti-
gating the damage in a time of crisis.

The mission of the NIPC is to deter and prevent malicious acts
by detecting, warning of, responding to, and investigating threats

1The prepared statement of Mr. Dick appears in the Appendix on page 52.
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to our critical infrastructures. It is the only organization in the
Federal Government with such a comprehensive national infra-
structure protection mission. The NIPC gathers together under one
roof representatives from, among others, the law enforcement, in-
telligence and defense communities, which collectively provide a
unique analytical deterrent and response perspective to threat and
incident information obtained from investigations, intelligence col-
lection, foreign liaison, and private sector cooperation.

This perspective ensures that no single community addresses
threats to critical infrastructures in a vacuum; rather all informa-
tion is examined from a multidisciplinary perspective for potential
impact as a security, defense, counterintelligence, terrorist, or law-
enforcement manner, and an appropriate response that reflects
these issues is coordinated by decisionmakers. While developing
our infrastructure protection capabilities, the NIPC has held firm
to two basic tenets that grew from the extensive study of the Presi-
dent’s Commission on Critical Infrastructure Protection.

First, the government can only respond effectively to threats by
focusing on protecting assets against attack while simultaneously
identifying and responding to those who nonetheless would attempt
or succeed in launching those attacks; and second, the government
can only help protect the Nation’s most critical infrastructures by
building and promoting a coalition of trust; one, amongst all gov-
ernment agencies; two, between the government and the private
sector; three, amongst the different business interests within the
private sector itself; and, four, in concert with the greater inter-
national community.

Therefore, the NIPC has focused on developing its capacity to
warn, prevent, respond to, investigate, and build partnerships all
at the same time. As our techniques continue to mature and our
trusted partnerships gel, we will continue to experience ever-better
results. Presidential Decision Directive 63 commanded the National
Infrastructure Protection Center to “provide a national focal point
for gathering information on threats to the infrastructures.” Addi-
tionally, pursuant to this 1998 Directive, the NIPC provides “the
principle means of facilitating and coordinating the Federal Gov-
ernment’s response to an incident, mitigating attacks, investigating
threats, and monitoring reconstitution efforts.” In the 3 years since
that mandate, the NIPC has established an unprecedented level of
cooperation among various Federal and local agencies in the pri-
vate sector.

This cooperation was achieved because we have seen the success
of joint multi-agency operations when all members of the intel-
ligence, defense, law enforcement, and other critical infrastructure
agencies, as well as our private sector counterparts, combine their
widely-varied skills and specialties toward a single goal. The eight
infrastructures set forth in PDD 63 have recognized that although
they are independent, they are also interdependent and that they
must work together in order to reduce or eliminate their own
vulnerabilities, and the impact one infrastructure may have on an-
other.

The center has full-time representation from the defense agen-
cies, numerous other Federal agencies, and the Critical Infrastruc-
ture Assurance Office. We work closely with the Federal Computer
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Incident Response Center, as well as the Joint Task Force for Com-
puter Network Operations at Department of Defense, and other en-
tities which respond to critical infrastructure events. Beyond this
and moreover, we recognize the need for a military public-private
sector partnership similar to that in the days of World War II.

We in the National Infrastructure Protection Center continue to
partner with and support lead agencies, such as the FBI and the
Department of Defense. We continue to provide timely and credible
warning information to law enforcement, counterintelligence, and
counterterrorism, and support to all of our partners in order to
fully perform this vital mission. The center is proud to work with
your Committee and the Executive Branch to ensure that freedom
continues to ring across this Nation.

Thank you very much.

1Eenator CLELAND. Thank you very much, Mr. Dick. Ms. McDon-
ald.

TESTIMONY OF SALLIE McDONALD," ASSISTANT COMMIS-
SIONER, OFFICE OF INFORMATION ASSURANCE AND CRIT-
ICAL INFRASTRUCTURE PROTECTION, U.S. GENERAL SERV-
ICES ADMINISTRATION

Ms. McDoNALD. Thank you and good morning, Mr. Chairman
and Members of the Committee. On behalf of the Federal Tech-
nology Service of the General Services Administration, let me
thank you for this opportunity to appear before you to discuss our
role in critical infrastructure protection. FedCIRC is a component
of GSA’s Federal Technology Service and it is the central coordina-
tion facility for dealing with computer security-related incidents
within the civilian agencies of the U.S. Government. Our role is to
assist those agencies with the containment of security incidents
and to aid them with the recovery process. This directly supports
a critical infrastructure protection mission because the Federal
Government’s agencies depend upon their computer systems, not
only to conduct government operations, but also to provide final
connectivity to the owners and operators of the Nation’s critical in-
frastructures.

Incidents involving new vulnerabilities or previously unseen
exploits require in-depth analysis. Effective incident analysis is a
collaborative effort. Data is collected from multiple sources, then
verified, correlated and analyzed to determine the potential for pro-
liferation and damage. This collaborative effort has resulted in the
development of an incident response community that includes
FedCIRC, the NIPC, the National Security Agency, the Depart-
ment of Defense, the intelligence community, industry, academia,
and individual incident response components within Federal agen-
cies.

Though the respective missions of these organizations vary in
scope and responsibility, this virtual network enables the Federal
Government to capitalize on each organization’s strategic posi-
tioning within the national infrastructure, and on each organiza-
tion’s unique access to a variety of information sources. Each entity
has a different but mutually supportive mission and focus, which

1The prepared statement of Ms. McDonald appears in the Appendix on page 61.
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enables the critical infrastructure protection community to simulta-

neously obtain information from and provide assistance to the pri-

vate sector, Federal agencies, the intelligence community, the law-

gnforcement community, the Department of Defense, and to aca-
emia.

The unified response to recent threats to the cyber infrastruc-
ture, including the Code Red worm and the Nimbda worm, clearly
demonstrate how these collaborative relationships work and how
each participant’s contributions help to assess and mitigate poten-
tial damage. In both instances, industry alerted the incident re-
sponse community to the new exploit. During a previous event, a
collaborative communication network had been established among
numerous government agencies including FedCIRC, the NIPC and
the Critical Infrastructure Assurance Office, in addition to aca-
demia, industry, software vendors, antivirus engineers and security
professionals.

This network enabled participants to share details as they per-
formed analyses and developed remediation processes and con-
sensus for protection strategies. In the case of Code Red, through
the collaboration of the above-named groups, the collective team
concluded that this worm had the potential to pose a threat to the
Internet’s ability to function. An unprecedented public awareness
campaign ensued concurrent with efforts to ensure that all vulner-
able servers were protected. Statistical information provided by
software vendors indicated an unprecedented rush by users to ob-
tain security patches and software updates addressing the wvul-
nerabilities. As a result, the impact of Code Red and its variants
was significantly mitigated and serious impact to Internet perform-
ance was avoided.

Mr. Chairman, the information presented today highlights the
critical and effective relationship that exists between FedCIRC and
other members of the critical infrastructure community. Though
each contributes individually to critical infrastructure protection,
our strength in protecting information systems government-wide
lies in our collaborative and coordinated efforts. I trust that you
will derive from my remarks an understanding of the cyber threat
and response issues, and also an appreciation for the joint commit-
ment to infrastructure protection of FedCIRC and the other mem-
bers of the critical infrastructure community.

We appreciate your leadership and that of the Committee for
helping us achieve our goals and allowing us to share information
that we feel is crucial to the protection of our Nation’s technology
resources. Thank you.

Senator CLELAND. Thank you very much, Ms. McDonald. We will
open it up in a minute for a round of questions. Each Senator will
have 8 minutes in order to delve into some of these questions that
plague our country. One of the things that occurs to me on this
particular point of vulnerability to cyber warfare is a question that
I ask myself about the intelligence community, but what comes to
mind is that line by a humorist in Georgia, now deceased, Lewis
Grizzard, who once said that life is like a dog sled team. If you
ain’t the lead dog, the scenery never changes. I am looking for the
lead dog. Who is the lead dog among you here? Is there one? And
is that a problem?
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In other words, it is interesting, Mr. Dick, you are director of the
National Infrastructure Protection Center, FBI. Mr. Tritak, you are
the director of the Critical Infrastructure Assurance Office, U.S.
Department of Commerce. Ms. McDonald, you are over in the Fed-
eral Computer Incident Response Center, GSA.

Do we have a lead dog in the Federal Government that runs the
war against cyber terrorism, Mr. Tritak?

Mr. TRITAK. Senator, under PDD 63, the lead person for coordi-
nating government policy on critical infrastructure protection and
assurance issues is the National Coordinator for Security, Infra-
structure Protection, and Counterterrorism at the National Secu-
rity Council, and that is Richard Clarke. What they did is create
two basically parallel offices; one for operational threat assessment
and warning and the like. It is an interagency office that happens
to be housed at the FBI. That is Ron Dick’s.

The other was a policy, planning and support group with an em-
phasis on dealing with some of the cross-cutting issues of private
industry. So if you ask under the PDD 63 rubric, the person that
has front-line responsibility in oversight is Richard Clarke over at
the National Security Council. As I tried to indicate before, all this
is under review, and what is being considered now is how to not
only accomplish what Senator Thompson had indicated, which was
to establish the lines of authority, accountability, but, frankly, also
what are our policy priorities. If you have the best organizational
chart in the world, things won’t get done unless the matter is a pri-
ority with the backing of the highest guy in the land—the Presi-
dent of the United States.

I think there is no question under the current circumstances—
and I do not think it was a question before the circumstances of
September 11—that critical infrastructure protection is going to be
a priority for this President. But, as things are, the policy review
process is ongoing, but being wrapped up and, unfortunately, many
of the people who are involved in finalizing the policy review are
also very busy actually dealing with the terrorist problem we are
confronting at the moment. So if you ask me today: To what extent
is PDD 63 still in play? I would say that it is for the interim, but
I would also tell you that is going to change very soon.

Senator CLELAND. Mr. Dick, any comments?

Mr. Dick. No, I completely agree with John’s comments as to
who is in charge—that is according to the guidelines under which
we exist today and which are under review. I would like to make
one quick comment in agreement with Senator Bennett. No matter
who is in charge, the key to success that we have found is the
building of interagency cooperation to include the private sector.
We in the center, as I said, have been in existence for about 3
years. We have had a number of initiatives. One is called Infra-
Guard, a grassroots effort with security professionals in both cyber
and the physical world, to share information.

We currently have about 2,000 members throughout the country.
We have chapters in every one of our 56 field offices at the FBI
and even a few more cities across the Nation. We are working very
closely with the information sharing and analysis centers that are
formed within the private sector for banking and finance and elec-
trical power and water, and we are working very closely, obviously,
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with our partners in the Federal Government to share information,
and succeeding in getting cooperation in that. But the key to that
interagency cooperation is the building of one word, as I said in my
statement, trust.

Trust takes time, but trust is evolving. I think the things we
have seen that Sallie alluded to, with the Leaves virus, Nimbda,
where you saw a combining of law enforcement, intelligence com-
munity, private sector individuals coming together, really experts
in this field, determining what is the issue, what is the resolution
to it and providing to the public a means by which to mitigate and
solve the problem, was truly successful. And I think that across all
infrastructure protection, as well as homeland security, that is the
issue—is what Mr. Bennett alluded to, is the cooperation between
all of the agencies.

Senator CLELAND. Can I just underscore that? It does seem, and
I hate to inflict another comment on you, but I was thinking about
Casey Stengal’s great line when he was coach of the Yankees. He
said that it is easy to find the players, but it is tough to get them
to play together. It does seem to me that the challenge here is the
coordination of the existing assets, I mean, step one, and we are
all human beings. We all have our offices. We all have our depart-
ments. We all have our allegiances. Trusting someone outside that
department, outside the framework is the challenge. In other
words, building a team may be tougher than just putting some
names on an organizational chart.

Mr. Dick. And you are absolutely right and let me, if I may, give
you another, what I think, is a very good example. My experience
in being involved with the center for over 3 years and being the
director for the last 6 months, is that the people I have dealt with
in the other agencies, people I have dealt with in the private sector,
are all trying to do the right thing. There are no agendas here
going on in my opinion. These are people that are legitimately try-
ing to do the right thing and figure that out.

One of the things, I think, is a success from our standpoint is the
relationship the center has built up with the Joint Task Force for
Computer Network Operations under General Bryant in the De-
partment of Defense. General Bryant and I are in complete agree-
ment about one thing, that I cannot do my job without JTFCNO
and the Department of Defense as an integral partner. And Gen-
eral Bryant agrees with that same statement. So we have built,
what I think and I think General Bryant does too, a very good
working relationship that is built upon trust and sharing informa-
tion, and that information not being used in a wrongful manner.
But that takes time.

Senator CLELAND. Mr. Dick, I would like to observe, too, that we
are all trying to do the right thing here, too. If some person on the
National Security Council is the lead dog or the top coordinator or
the ultimate person to which this information is followed up, that
person is not confirmed by the Congress and it is tough for the
Congress to be part of the team. In other words, I do not think we
have the authority to call up Mr. Clarke and ask him how the war
against cyber terrorism is going? I mean, he is on the National Se-
curity Council. So that is just a challenge for us here as we try to
plug ourselves into our oversight responsibilities.
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Ms. McDoNALD. Well, I certainly agree with both John and Ron’s
statements. We have come together as a team, because I think this
community, probably more than others, has recognized the
vulnerabilities in the cyber area, and recognized, as Dick Clarke
frequently says, that there will be an electronic Pearl Harbor. None
of us were expecting the events of September 11, and we in the
cyber community are hoping not to see anything of that magnitude
in this area. But if we do not all come together, if we do not devote
resources, if we do not correct the human capital situation that
Senator Voinovich addressed, we have a tough job ahead of us and
many challenges.

Senator CLELAND. Amen. Well said. Senator Carnahan, any
questions?

Senator CARNAHAN. Certainly, all of us would agree that we are
going to have to be looking into the types of attacks that we are
likely to face, and whether or not we are prepared for them in the
public or private sector. The attacks in New York and Washington
were targeted attacks. Is our infrastructure equipped to withstand
a larger geographical attack on a larger geographical area? I would
address that question to Mr. Dick, and also, could you explain how
NIPC is preparing for such a scenario, and what steps you are tak-
ing to help the private sector prepare for something of that nature?

Mr. Dick. Thank you. Obviously, whether we are prepared for a
particular attack depends on how big. Obviously, you can make a
threat scenario so large that you eventually lead to—well, every-
thing is shut down, but in taking what would normally be per-
ceived by the intelligence community and us as reasonable threats
that are out there, that are potential, that could occur—I think the
private sector and the U.S. Government entities, as well as State
and locals, are preparing themselves. Are they adequately pre-
pared? No. Like the events of September 11, no one could have pre-
dicted, I think, with any great certainty that those things could
have occurred.

What has happened, though, in the last few years is a raising of
the awareness, if you will, of the need for the contingency plans
that I talked about in my statement by Mr. Seton, and with the
Mercantile Exchange in New York. Because of those efforts, this
particular company took a lot of time and effort to build these con-
tingency plans. Has North American Electrical Liability Council
and all the electrical power companies done the kind of contingency
planning and consideration of redundancy issues that they should
have? Probably not, but I think with heightened awareness and co-
ordinated planning, as Mr. Bennett was talking about, in coopera-
tion with each other, we can achieve a very robust ability to re-
spond and survive almost any kind of attack.

Senator CARNAHAN. Do you feel like you need additional re-
sources or tools to be able to make NIPC more effective in this re-
gard?

Mr. Dick. Well, absolutely. We are moving forward right now.
We have submitted a supplemental proposal and we are working
it through the Department of Justice and OMB as we speak, to ad-
dress many of those issues to reach what we are calling full capac-
ity to address these issues as they occur, and it will be through a
phased-in approach. But we have made that request already. What
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I think is another issue here, and it is not just a matter of funding
to the NIPC or funding to the FBI—it is a matter of being able to
get the experts in this area, whether it be in the cyber, whether
it be in WMD issues, in the private sector, at the table with the
government to share what those vulnerabilities are and how those
fixes are occurring. So it is not just a personnel issue for govern-
mental entities. It is much broader than that.

Senator CARNAHAN. One final question, Mr. Tritak. Certainly a
key component of our country’s ability to recover from a terrorist
attack is the government’s ability to continue functioning. I was
wondering if you could discuss what steps are being taken to en-
sure that the Federal agencies have the capability to continue func-
tioning in the event of an attack, and with whom does this respon-
sibility fall?

Mr. TRITAK. Well, Senator, actually, there is one piece of this I
can answer and there is another bit of it that, I think, probably
would be better discussed in another environment about the con-
tinuity of government and how we ensure you have a fully func-
tioning government under all circumstances. But one thing we are
doing under my mandate, under PDD 63, is to assist agencies in
identifying the key critical services they provide, identifying the
systems that support those service deliveries as a way of mapping
potential dependencies and vulnerabilities that they have to ad-
dress and safeguard.

So for example, and I use this in my written testimony, I think
everyone would agree, for example, that a timely warning of a hur-
ricane would be a vital service the government needs to provide.
Ensuring that service is deliverable—it is not sufficient simply to
make sure that the Tropical Prediction Center in Miami, Florida
works. The fact of the matter is, a number of inputs from other
government agencies and private sector entities feed into that sys-
tem. Some of those, if disrupted for even brief periods of time, could
actually impair the delivery of vital information that warned of
hurricanes with the result in loss of life if it is not brought up
quickly.

So one of the things we are all doing in accelerating, and this is,
in fact, something that is fully supportive of the efforts that were
passed under the Lieberman-Thompson bill of last year, is to accel-
erate that mapping process within each of the civilian agencies,
where we focus on the civilian agencies, because, frankly, the De-
fense Department, they do this as a matter of course. So in that
respect, what we are looking at is ensuring critical government
services. In some of those cases they rely on private sector infra-
structure service providers to help. We have given these agencies
a way of identifying what they have to prioritize and pay attention
to to ensure that those services, whether they are Social Security
checks, hurricane warnings, or mobilization of U.S. forces to project
power overseas can be done.

Senator CARNAHAN. Thank you.

Ms. McDONALD. Senator Carnahan, if I could add, the General
Services Administration is also charged with continuity of govern-
ment operations. As you probably know, we not only have the Fed-
eral Technology Service, which provides long-distance telecommuni-
cations service and information technology service, but we also
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have the Federal Supply Service that has been instrumental in pro-
viding supplies both to New York and the Pentagon, and we have
the Public Building Service where we provide office space, etc. So
we do have contingency plans to reconstitute government as far as
buildings, technology, and supplies are concerned.

Senator CARNAHAN. Thank you.

Senator CLELAND. Thank you very much. Senator Bennett.

Senator BENNETT. Thank you, Mr. Chairman. Mr. Dick, can you
tell us how many people are actually doing analysis in your infor-
mation sharing unit?

Mr. Dick. I think there are 10 or 12 that are FBI employees. I
would have to confirm those numbers. From an interagency stand-
point, we probably have another four or five. Now, that is just
doing analysis. Within the center, we have a total of approximately
90 FBI and 20 interagency folks.

Senator BENNETT. I understand that in November 2000 the FBI
director wrote to Sandy Berger complaining that the other Federal
agencies did not recognize NIPC’s mission, and he said NIPC would
not be able to provide analysis and warning, if the NSC did not,
in fact, assist NIPC in obtaining personnel. Are you aware of that
letter or of that concern and do you share that concern?

Mr. Dick. I am aware of the letter and I share that concern. As
I spoke a moment ago, to one of the key factors of the success of
being able to provide strategic analysis, is the interagency nature
of being able to get many people from different disciplines to look
at the same data, and to determine if the vulnerability in the bank-
ing and finance sector is applicable to the electrical power sector.
And that is one of the findings that was referenced by Mr. Thomp-
son in the GAO report. In fact, my reading of the GAO report was
that it said we did investigations pretty well and we did outreach
pretty well, because of InfraGuard and some other things, key
asset initiatives. It said we did training pretty well. So we did a
number of things pretty well.

But what it said we did not do very well was strategic analysis.
They said we did not do strategic analysis very well, meaning pre-
dictive analysis, because we did not have the resources, both from
an FBI standpoint, but more importantly, from an interagency
standpoint. And it has been my public position that GAO was right.
You know, their conclusion was absolutely correct, but——

Senator BENNETT. It always bothers you when that happens.

Mr. DickK. Yes, it does, but I try to get over it. We have been
working very diligently with other partners, and there has been
some response from many of the agencies in providing us resources.

Senator BENNETT. That was going to be my next question. Have
things gotten any better since November 2000?

Mr. Dick. They have gotten better. The CIA has provided a sen-
ior officer to head the analysis and warning section, and it made
a commitment for multiple years for that person to be engaged
there. He is an excellent person. Behind me here, the Department
of Defense has sent over a two-star Rear Admiral from the Navy
to be my deputy director for the center, Admiral Plehal. He is
working very diligently with the other Department of Defense
agencies to fill those gaps that we have talked about before. The
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National Security Agency has sent over a senior analyst to head up
the analysis and information sharing unit.

So there have been a number of issues that we have made
progress on. Are there still gaps? Yes, sir, there still are gaps, but
I am seeing greater cooperation, and I think since the events of
September 11, there has been an even heightened awareness of the
need for participation and sharing of information within the center.

Senator BENNETT. Well, let me ask all of you, you have referred
to this collaborative analysis, who has the ultimate responsibility?

Mr. Dick. For production of products?

Senator BENNETT. Yes.

Mr. Dick. Generally, the center is the one that assists in the pro-
duction of that and coordinates the production of that, along with
others, particularly in the private sector, and then pushes those
products out. One of the things that you have to keep in mind, a
lot of the solutions are not necessarily government solutions.

Senator BENNETT. Oh, I understand that. I am just talking about
the analysis here, and you are saying it is focused in the NIPC and
the FBIL.

Mr. DIcK. But it is a collaborative effort, where like—as Sallie
was talking about on the Code Red worm, we bring the unique
skills that each of us possessed together to look at a particular
problem or issue, and then come up with mitigation or a solution.
So it is not us in the center alone. It is a partnership with the oth-
ers, a big partner, private sector, the antivirus community, and the
other software vendors.

Senator BENNETT. Yes, and that is what my legislation is trying
to address, to increase that partnership with the private sector, but
if the Chairman can quote baseball, if I were advising Tom Clancy
on his next novel, who would be the official who would go running
to the Oval Office and say, “Mr. President, an attack is coming,”
and our analysis shows this from the private sector creates a pat-
tern that we discover that holds with the Defense Department, and
the CIA tells us and so on. Our analysis shows that there is going
to be a major incident coming, on the Tom Clancy mode, would that
be Dick Clarke who would go forward with that? Would that be the
director of the FBI? Would the director of the FBI tell the Attorney
General? Who? Who ultimately is the one in whose mind that the
alarm bell should go off that, “Hey, this pattern of analysis shows
we have a major, major vulnerability here, and it looks like some-
body is getting ready to exploit it?”

Mr. Dick. Yes, I think it would be a collaborative effort. Obvi-
ously, we are in direct contact with Mr. Clarke and the National
Security Council almost on a daily basis because of the events of
today. So when you are saying who is going to run and brief the
President, those briefings that occur every day with the Attorney
General, the director of the FBI, and representatives from the Na-
tional Security Council. In the kind of event that you are talking
about, there are sensors out within the private sector, but also
within CIA, NSA, DOD, the FBI, and all of that intelligence is
churned together to make those briefings. So I do not know that
there is a person that would be running up to the President.
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Senator BENNETT. Do you have any expectation, and I realize
this is speculation, but let’s speculate—do you have any expecta-
tion that Governor Ridge will become that person?

Mr. Dick. I have not seen the final—or I have seen a draft of the
executive order, but I do not know how that is all going to flesh
out.

Senator BENNETT. Either of the other two? Do you have any—

Mr. TrITAK. I will venture a speculation, which hopefully I will
not pay for. [Laughter.]

Senator BENNETT. We will protect you.

Mr. TRITAK. I think it is fair to say that just based on adminis-
tration statements recently, there is going to be someone who will
be responsible for this—recognizing there are channels of constant
communication on intelligence matters with the FBI and everybody
else—there will be somebody who will, in addition, have a responsi-
bility for reporting those sorts of things to the Cabinet and there-
fore the President. It is a question of who and under what cir-
cumstances, and I think that is what is actually being worked out.

I think what is informing your question is the recognized need
to ensure is that there is someone with sufficient authority, ac-
countability, and has the ear of the President who is going to be
able to communicate these concerns in a timely manner, and I
think that there is every effort from what I can tell, just in the var-
ious reviews that have been going on at an accelerated pace, that
the answer will be yes, there will be someone responsible. What we
cannot tell you now is who, for sure.

Senator BENNETT. If I may, Mr. Chairman, I am asking these
questions of the administration. If someone were to turn the tables
and say who in the Senate would be the one to alert Leader
Daschle, we would not have an answer to that on this side of the
dais. Thank you very much for your testimony and for your service
in this area.

Senator CLELAND. Thank you very much, Senator Bennett. Sen-
ator Domenici.

OPENING STATEMENT OF SENATOR DOMENICI

Senator DOMENICI. Thank you, Mr. Chairman. I apologize for
being late and I am sorry I did not get to hear whatever you had
to say before I arrived.

I just want to make two observations, Mr. Chairman. It would
be good to have before us how many meetings we have had of this
type, talking about better coordination among the important as-
pects of the government and the people, so that they know what
is happening and what might beset them and their families. Most
of those hearings would be drab and dull, and maybe if the Com-
mittee had not reported so many bills during the year, it might re-
port one on the subject of coordination, so that we would not just
add to another tall list of coordination requirements.

I will not say people in the government will not follow them, but
I would suggest there would not be a great deal of urgency about
getting them operative, solving problems within the legislation that
requires meeting for this and meeting with this leader or that per-
son. I would hope that has ended, and I would hope that you, Mr.
Chairman, and the Chairman of the Committee, would consider the



22

subject matter of this hearing something serious enough that with-
in a very reasonable time, it should be achieved.

We should have legislation that does something with reference to
this area of infrastructure, organizationally speaking, so as to pre-
serve it and make sure we know what we are doing and others can
rely upon what we know. I happen to have a bill that is before us,
S. 1407, the Critical Infrastructure Protection Act. It follows in tan-
dem with what we understand the President’s proposals are going
to be, by way of executive order. I am hopeful that soon, whatever
other bills are going to be introduced and considered, that our
Chairman will proceed with dispatch to mark up this kind of bill,
unless to be effective, we need to do a lot of other bills.

I have not passed judgment on that yet myself, but obviously a
very big vacuum existed in terms of communicating to someone
about a problem that was going to fall upon our people on that now
infamous day, September 11. I compliment you and this Com-
mittee, because I think this is not normally very exciting work. But
we ought to do something with the smartest people we have and
the equipment we are capable of buying and putting in place if we
think the problem is serious enough. We surely can do much better
than we have done, and we can have in place within a year some-
thing much better than we have by way of infrastructure safety, co-
operation, and information exchange.

Thank you for what you all do. I am going to wear my other hat,
which I am a little bit better known for, the budgeting part, and
I am going to go talk about the stimulus. I have already chatted
with you, so I kind of know what you think. Maybe we can get
something done on that quickly, too, let’s hope.

Thank you, Mr. Chairman.

Senator CLELAND. Thank you, Senator Domenici. Thank you for
stimulating and underlining the need for increased coordination
and cooperation on this vital issue of security, in terms of our cyber
world, both public and private, and just to point out and under-
score the Senators concern if we cannot get together public entities,
private entities, Legislative and Executive Branches—if we cannot
get together now, under these circumstances, when will we ever get
together? So that is our charge.

We would like to thank the panelists for your time and attention.
Thank you very much. We would now like to call the second panel.

We thank you all very much for coming today, and we would like
to welcome Frank Cilluffo. He is the senior policy analyst and dep-
uty director for the Global Organized Crime Project, from the well-
known and well-respected Center for Strategic and International
Studies, which I understand the board of trustees is chaired by my
friend, Senator Sam Nunn, from Georgia. You are a senior policy
analyst and recently chaired two homeland defense committee
hearings on counterterrorism and cyber threats and information se-
curity at CSIS. We welcome you today.

Jamie Gorelick, the Vice Chair of Fannie Mae, who, as you know,
is a private shareholder-owned company that works to make sure
mortgage money is available for people in communities all across
America. We welcome you today.

Joseph Nacchio, Chairman and CEO, Qwest Communications,
and Vice Chairman of the National Security Telecommunications
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Advisory Committee. We would like to learn more about that.
Qwest Communications offers local and long distance telephone,
wireless, and Internet web hosting services over a state-of-the-art
network to homes, businesses and government agencies in the
United States and around the world.

Kenneth Watson, President, Partnership for Critical Infrastruc-
ture Protection Security, who is very much involved in dealing with
these threats and vulnerabilities, countermeasures and best prac-
tices within and between industries. We are delighted to welcome
all of you here.

May I just throw out a couple of questions here that you can re-
spond to, please? The President has put forward the notion of an
Office of Homeland Defense. It is interesting that it has cabinet-
level status, and it needs it, and the office will report directly to
the President, and I think that is very much needed. However, in-
terestingly enough, the Rudman-Hart Commission that looked for
2 years at the question of American defense focused more and
more, because of the testimony they received, on a terrorist attack
and concluded that—a year ago, in their report—that it was not a
question of whether a terrorist attack would come on this country,
but when, and therefore recommended a full-blown agency of home-
land defense, in effect with a budget of its own and, in effect, infan-
try, troops, people at its command, Border Patrol and so forth, the
Coast Guard and the like, that could be put into operation in terms
of homeland defense.

We just want to let you know that is something that is on my
mind as you now have an opportunity to give an opening state-
ment, and we will start off with Ms. Gorelick.

TESTIMONY OF JAMIE S. GORELICK,! VICE CHAIR, FANNIE
MAE

Ms. GORELICK. Thank you very much, Senator Cleland, and I
very much appreciate the opportunity to be here. I testified on this
subject, I think, the first time before this Committee in July 1996,
and I said at the time that I hope we would not have to see the
electronic equivalent of Pearl Harbor before we did something sub-
stantial. We have not had an electronic Pearl Harbor, but we have
had a Pearl Harbor, and it, I think, puts what we are doing as a
country in a different perspective.

As Senator Thompson said just a little while ago, we are seeing
things through different glasses. I have a long interest in this
issue. I came to the Department of Justice from the Department of
Defense. At the Department of Justice, where I served as deputy,
I was in a position—not unique, but there are not very many peo-
ple who see both domestic and foreign intelligence on a daily
basis—that caused me to be very concerned about our national in-
frastructure and the lack of responsibility for protecting it, particu-
larly in the area of cyber security (but also our entire national in-
frastructure).

We started a Working Group which resulted in a Presidential
Commission, which resulted in PDD 63. I have been long interested
in these issues. I currently serve on the Director of Central Intel-

1The prepared statement of Ms. Gorelick appears in the Appendix on page 70.
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ligence National Security Advisory Panel and on President Bush’s
National Intelligence Review Panel. So I have kept an interest in
these things. I am here as Vice Chairman of Fannie Mae, to com-
ment on the readiness of the financial services sector of our econ-
omy, but also with this background.

So let me make a couple of comments and see if I can come back
to the question that you posed, Senator Cleland. We have realized
as a country, for now 5 or 6 years, that we need to have a hard-
ened-against-attack private and public infrastructure. We need to
have the comprehensive ability to detect intrusions. We need to
have comprehensive planning, warning, and operational response
capabilities.

The two original actions that emerged from the Presidential
Commission did, as we just heard from the last panel, create two
efforts, a law-enforcement effort and an effort to get industry to
where it needed to be. There has been progress, but frankly it has
not been enough. The events of September 11 serve, if nothing else,
as a wake-up call. From the point of view of industry, the original
concept was that industry should be encouraged, if you will, to
work together to form such things as the Partnership for Critical
Infrastructure Security, and various information sharing analytic
centers, to work together.

That made sense, because industry asked the Commission not to
put in place government command-and-control of industry infra-
structure. And there was, as you have heard from the previous
panel, a decided lack of trust between industry and government. So
the first step was to build trust and each industry was to be en-
couraged to work together. Various of these information sharing
and analysis centers have, in fact, been stood up. I would say to
you—and I have submitted my testimony in greater length on this
subject—that there is an uneven range of results, uneven participa-
tion, uneven robustness of capacity. And in some industries, the ef-
fort is still nascent.

These ISACS, by and large, have no funding, no permanent staff-
ing, no real operational capability. So when you point out, Senator,
as you have quite appropriately, that 90-plus percent of the infor-
mation infrastructure on which this country’s security rests belong
in the private sector, that private sector’s organizations to deal
with this issue are not, I think, where they need to be. I think now,
perhaps with the greater sense of urgency, there will be a greater
willingness on the part of industry to step up to the plate and also
to accept help from the government.

I think we need a more realistic approach, one in which the gov-
ernment does more to bring industry together for the sharing of in-
formation. We need a new legal rubric, and I commend Senator
Bennett for addressing the Freedom of Information Act issue and
the antitrust issue, both of which will bring greater coordination to
and greater flow of information from the private sector to the gov-
ernment. And we need greater clarity on chain of command, if you
will, within the governmental structure.

I would say one word about law enforcement. The NIPC is to be
commended for the work that it has done. To the question that all
of you have asked, the FBI is in charge, under PDD 63; it is very
clearly the lead agency. But if you look at the resources that the
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FBI in general has had to fight terrorism, compared to the re-
sources that a CINC would have to protect the national interest,
say, in the Pacific, it is absolutely dwarfed. There is no relationship
between the job and the resources.

The worry that I have about a coordinator in the White House
is that we will not get to the point of real homeland security and
defense, the way the Defense Department would step up to it if it
had that job. I do not know what the thinking is in that regard,
since I am not in the government. But I would say to you, having
served in both places, there is no one in the government with the
operational capacities and the wherewithal of our Defense Depart-
ment. And unless you get to that level of scale and capacity to pro-
teclté our national infrastructure, we will, I am afraid, remain at
risk.

There is no one currently doing the kind of planning we need
done, and there is no capacity, for example, that I am aware of for
a military response to a cyber attack on the private sector.

Thank you.

Senator CLELAND. Fascinating testimony, Ms. Gorelick. Thank
you very much. Powerful. Mr. Nacchio.

TESTIMONY OF JOSEPH P. NACCHIO,! CHAIRMAN AND CHIEF
EXECUTIVE OFFICER, QWEST COMMUNICATIONS INTER-
NATIONAL, INC.

Mr. NaccHio. Thank you, Mr. Chairman and Members of the
Committee for inviting us. It is an honor to be here this morning.
Let me begin by first introducing who we are. We are not as well-
known as most other big companies. We are a 5-year-old Fortune
100 company. We have 66,000 employees and revenues of about
$20 billion. We provide local, long distance, Internet, broadband,
and wireless services across the United States and Western Eu-
rope, and we own the incumbent local telephone company in 14
Western States. We also provide services to agencies of the U.S.
Government, notably the Departments of Defense, Energy, and
Treasury.

I am also testifying today, as you noted earlier, in addition to my
capacity as Chairman and CEO of Qwest, as the Vice Chairman of
the National Security Telecommunication Advisory Committee
(NSTAC), and I bring to that organization all of my experience in
the industry, about 30 years, and a deep concern on this issue, an
issue we have been addressing for the better part of the last 3
years. In cyberspace, we have been at war for 3 years. It is now
just catching up to the general consciousness of the country.

We are constantly hit with viruses and almost ironically, the suc-
cess that the telecommunications industry has had over the last 30
years in defending against physical attacks and nuclear war, has
now made us vulnerable in cyberspace. Although we have moved
much of the physical layer out of danger, although there is still
some danger, we now have cyber defense as one of our biggest
issues.

I would tell you though, that instead of focusing just on vulner-
ability, we should also look at resiliency. And, as the President re-

1The prepared statement of Mr. Nacchio appears in the Appendix on page 76.
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assured the Nation 2 weeks ago that the state of the Union is
strong, I would tell you this morning and assure you that the tele-
communications infrastructure of this country is strong.

Our infrastructure and telecommunications is the best in the
world. Our engineers, technicians and workers maintain it second
to none, and we saw that proof on September 11, because despite
the horrific damage at the World Trade Center and at the Pen-
tagon, most of the Nation’s telecommunications and Internet infra-
structure worked flawlessly at a time of increased demand.

The problems were isolated to the end links in the network. We
had wireless overlays in play. It was far better than most people,
I think, would have imagined. At ground zero in New York, tele-
communications companies put aside their everyday marketplace
rivalries, including ourselves. For example, we diverted a multi-
million dollar shipment of equipment that was supposed to come to
us in the West directly to Verizon, so that we could restore those
central offices down on West Street. We worked with FEMA to pro-
vide communications between the two critical locations in lower
Manhattan the day after the attack, and we provided Internet con-
nections and services to all who had lost them.

Similar efforts were made by other telecom companies. We have
a collaborative industry, and in this case, it was praised by FCC
Chairman Michael Powell, who quoted it as a heroic act, ensuring
the world’s premier communications network has continued to be
available in times of tragedy. So we should look at both the
vulnerabilities and the resiliency of our infrastructure, and under-
stand how resiliency came to pass: It has been through collabo-
rative efforts that have occurred over the last 20 or 30 years.

The telecom industry understands that our networks are quite
literally the conduits that connect the world and the essential sec-
tors of the economy, and keeping both our internal and external
networks safe is something that the companies in our industry do
every day and will continue to do. Let me give you two examples
that make this real from our own experience.

First, to defend our internal Qwest physical network from phys-
ical and cyber attack we have implemented a comprehensive infor-
mation network security program which includes classification of
the network assets, the implementation of a complete set of secu-
rity policies and procedures, extensive employee training and a
plan for disaster recovery and reacting to disasters.

The NSTAC leadership has broadly circulated the Qwest pro-
gram, encouraging the other members of NSTAC to implement a
similar program.

Second, to protect our external networks, just last month we
dedicated 1,000 technical experts to assist our customers affected
by the global Code Red computer virus, which penetrated our fire-
walls and took down our customer networks. Such a quick and
comprehensive response is what is necessary across all networks.
But doing it in our own networks is not enough. Doing it inside the
telecommunications infrastructure is not enough. Other industries
need to take similar steps because we are all interconnected in
cyberspace.

It is no longer important to just protect your physical layer. You
have to protect the software layer. We are all connected. Each com-
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pany must therefore protect its own network, assets and people,
and all companies must coordinate those actions. I have some very
specific proposals that I think address this.

First, NSTAC and the National Security Council should imme-
diately initiate a project to develop benchmarks and requirements
for information security best practices for the telecommunications
industry and its users, because again we are interconnected. Either
NSTAC or another public organization, such as the National Infra-
structure Simulation and Analysis Center, proposed by Senator
Domenici, should be given the responsibility to extend these clear-
inghouse and coordination functions to other industries and other
agencies, as well.

Second, I think Congress should remove the perceived barriers to
information sharing. Your legislation, Senator Bennett, with Sen-
ator Kyl, is critical to allow us to share information safe and se-
cure, so that the information we are sharing with the government
does not fall into the hands of the perpetrators to begin with, under
the Freedom of Information Act, and we can collaborate without
the threat of antitrust, based upon the national security needs.

Third, and this is very important to us who are fighting this
every day, we need legislation increasing the penalties for cyber at-
tacks. This is not a humorous subject for hackers. It has to be a
serious subject. It costs money. It costs time. It puts people in vul-
nerable circumstances when they lose their communications infra-
structure. We need to give law enforcement greater latitude to in-
vestigate and to prosecute these attacks.

Let me conclude by saying that the telecommunication infra-
structure is strong. There is more work to be done, but it can and
must be made stronger, and I know that we at Qwest and my col-
leagues in the communication industry will do whatever is nec-
essary to help this Committee, the Congress and the administra-
tion to ensure the continued strength of America’s telecommuni-
cations infrastructure.

Senator CLELAND. Thank you very much, sir, for that very strong
testimony. Mr. Cilluffo.

TESTIMONY OF FRANK dJ. CILLUFFO,! CO-CHAIRMAN, CYBER
THREATS TASK FORCE, HOMELAND DEFENSE PROJECT,
CENTER FOR STRATEGIC AND INTERNATIONAL STUDIES

Mr. CiLLUuFFO. Mr. Chairman, Senator Bennett, it is a privilege
to appear before you today to discuss this important matter. In the
wake of the terrorist attacks on the World Trade Center and the
Pentagon, the United States is confronted with harsh realities.

Our homeland is vulnerable to physical attack and gone is the
sense that two oceans that have historically protected our country
can continue to protect Americans. The terrorists attack highly
visible symbols, not only of military strength, but also of our eco-
nomic prowess. Though exceedingly well-planned, coordinated and
executed, the comparatively low-tech means employed by the ter-
rorists raises the possibility of a cyber strike or perhaps a more in-
clusive, more sophisticated assault combining both physical and
virtual means on one or several critical infrastructures.

1The prepared statement of Mr. Cilluffo appears in the Appendix on page 83.
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As we will never be able to protect everything, everywhere, all
the time, from every adversary and every modality of attack, now
is clearly the time for clearheaded prioritization of policies and re-
sources. Unless we examine this issue in its totality, we may sim-
ply be displacing risk from one infrastructure to another. We need
to approach the issue holistically and examine the dangers posed
to our critical infrastructures from both physical attack, a well-
placed bomb, and cyber attack, and perhaps most important where
the two converge.

Infrastructures have long provided popular terrorist targets.
Telecommunications, electric power systems, oil and gas, finance
and banking, transportation, water supply systems, and emergency
services have been frequent targets to terrorist attacks, and I listed
a bunch in my prepared remarks. The destruction or incapacitation
could have a debilitating effect on U.S. national or economic secu-
rity, clearly the reason for this hearing and others.

One should state that bits and bytes or bugs and gas, for that
matter, will never replace bullets and bombs as the terrorist weap-
on of choice. Al Qaeda, in particular, chooses vulnerable targets
and varies its modus operandi accordingly. They become more le-
thal and more innovative with every attack. While bin Laden may
have his finger on the trigger, his grandchildren may have their
fingers on the computer mouse. Moreover, cyber attacks need not
originate directly from Al Qaeda, but from those with sympathetic
views, and given the anonymity of cyberspace, it is very difficult to
discern who is really behind the clickety-clack of the keyboard.

For too long, our cyber security efforts have focused on the beep
and squeak issues, and it focused on the individual virus or hacker
du jour in the news, often to the neglect of the bigger picture. It
is now time to identify gaps and shortfalls in our current policies,
programs and procedures, begin to take significant steps forward
and pave the way for the future by laying down the outlines of a
solid course of action that will remedy these existing shortcomings.

Along these lines, there have already been a series of actions
taken, some prior to September 11, some post. In particular, I do
applaud the creation of the new cabinet-level Office of Homeland
Security, directed by Governor Ridge. It is my understanding that
a comprehensive review will be completed by next week, which will
set out the office’s roles, missions, and responsibilities. We will
then have a better sense of the explicit roles and responsibilities
pertaining to homeland security and how they directly impact crit-
ical infrastructure protection, and as was mentioned earlier, there
was already an executive order in the works, about to be signed,
on cyber security. So this is clearly something the President has
been engaged in, in advancing our cyber defenses, for quite some
time.

To get to the point you have brought up earlier, Mr. Chairman,
this attack was a transforming event. Many have claimed that the
Office of Homeland Security may not have the authority to succeed.
Well, I disagree. One cannot look to history alone to identify what
organizational model will be most effective. Because this is the
highest priority facing our Nation today, organizational charts, ti-
tles, and line items, boxes, historic emblems of bureaucratic power,
fade to the background. Governor Ridge will have the ammunition
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required to carry out his responsibilities because he and his mis-
sion have the full confidence of the President of the United States.

But even an undertaking of this importance takes time to move
from concepts to capabilities. Once the immediacy of the problem
has settled into routine, perhaps several months from now, we
should consider codifying and institutionalizing its mission with
congressional legislation and additional statutory authority if need-
ed, but I think we have to crawl before we run. As both the Execu-
tive Branch and the Congress consider how best to proceed in this
area, we should not be afraid to wipe the slate clean and review
the matter with fresh eyes.

We need to be willing to press fundamental assumptions of na-
tional security. Critical infrastructure protection and information
assurance are cross-cutting issues, but our government is still orga-
nized along vertical lines in their respective stovepipes. When we
do this review, we should do it with a critical eye, not only one that
appreciates how far we have to go, but also where we have come,
and there have been some centers of excellence, both in govern-
ment and the private sector, that we should leverage and build
upon.

Ultimately, it is essential that any strategy encompasses preven-
tion, preparedness and incident response, vis-a-vis the public and
private sectors and the interface between them. What we need is
a strategy that would generate synergies and result in the whole
amounting to more than simply the sum of its parts, which is cur-
rently the case.

Information technology’s impact on society has been profound
and touches everyone, whether we examine our economy, our qual-
ity of life, or our national security. Unfortunately, our ability to
network has far outpaced our ability to protect networks. Though
the myth persisted that the United States had not been invaded
since 1812, invasion through cyberspace has been a near-daily oc-
currence, a marked counterpoint to September 11 attacks.

Fortunately, however, we have yet to see the coupling of capabili-
ties and intent, aside from foreign intelligence collection, where the
really bad guys exploit the really good stuff and become
technosavvy. We have not seen that marriage, but in my eyes that
is a matter of time. Let me jump very briefly—I have laid out a
number of recommendations that I thought we should be looking
to in terms of building this partnership. As to who is responsible,
it is a shared responsibility.

The government must, however, lead by example. Only by lead-
ing by example and getting its own house in order can they expect
the private sector to commit the resources in both time and effort
to get the job done, and we need to clarify accountability. We need
to clarify roles and missions. Right now, there really is no one held
accountable, and clearly that is going to be something that will be
examined with all the new executive orders.

Let me skip through the rest and close with a couple of initia-
tives that can be taken to incentivize the private sector. First, from
the government perspective, by improving the resilience of our eco-
nomic infrastructure we improve the government’s readiness, be-
cause so many of these critical functions are owned and operated
by the private sector. But, second, we also improve our economic



30

security, which cannot be seen as black or white. These are now
blurred.

We need to encourage standards to incentivize the private sector.
We need to improve information sharing, and I wholeheartedly ap-
plaud Senator Bennett’s initiative in this area, because FOIA has
been a significant obstacle to sharing information between the pub-
lic and private sector. We can also look at liability relief. Govern-
ment could provide extraordinary liability relief to the private sec-
tor in the case of cyber warfare, similar to the indemnification
authority set up in the case of destruction of commercial assets
during conventional warfare. So these are some of the areas we can
look to.

Mr. Chairman, I know I am over my time. I have rarely had an
unspoken thought. Forgive me, but not to digress, but I would like
to close by saying thank you. We have all done some soul-searching
in the last couple of weeks. I, for one, have never been so proud
to be an American, proud of our President, proud of our Congress,
and proud of the millions of Americans that make this country
great. I believe we have all emerged from this with a stronger
sense of purpose and appreciation of our Republic and its institu-
tions.

This is precisely what our forefathers had in mind. We were put
to the test. We will prevail. They will fail. And critical infrastruc-
ture protection is clearly an important element to improving our
Nation’s security.

Thank you, Mr. Chairman.

Senator CLELAND. Thank you, Mr. Cilluffo. Wonderful, strong
statement. We are proud of you, too, and all of you.

Mr. Watson.

TESTIMONY OF KENNETH C. WATSON,! PRESIDENT, PARTNER-
SHIP FOR CRITICAL INFRASTRUCTURE SECURITY (PCIS)

Mr. WATSON. Good morning, Mr. Chairman and Senator Bennett,
I am honored to be here today on behalf of the more than 70 com-
panies and organizations from all the critical infrastructure sectors
that comprise the Partnership for Critical Infrastructure Security,
or the PCIS. The question: “Critical infrastructure protection: Who
is in charge?” is timely, but may not have a quick and easy answer,
as we have heard many times today.

We would all like to be able to turn to a single government or
industry executive or agency with the authority and responsibility
to assure the continued delivery of vital services to our citizens in
the face of these new and emerging threats. The truth is that the
infrastructure architecture requires a distributed leadership, co-
operation, and partnership to accomplish that goal, exactly what
Senator Bennett said earlier.

I would like to describe for you the environment of the critical
infrastructures, explain what we were doing before the horrendous
attacks 3 weeks ago, and what has changed since then. I will also
make a few recommendations.

Over the last 10 to 20 years, the network of networks has truly
changed the way we live and work. There is no turning the clock

1The prepared statement of Mr. Watson appears in the Appendix on page 98.
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back. This has brought about unprecedented levels of productivity
and profitability; however, each industry is now more dependent on
every other than before, and all have come to depend on computer
networks for core operations, not just as a business enhancing tool.

The Federal Government cannot function without services pro-
vided by the private sector infrastructure owners and operators.
Most of these are multinational corporations with an interlaced
network of suppliers, partners and customers, many of whom are
outside the United States. The Internet itself relies on key name
servers and routers located around the world with no central own-
ership or authority. Therefore, the health of the global economy is
directly related to America’s national and economic security.

Just as the Internet is open, borderless, international and un-
regulated, responsibility for protecting critical infrastructures is
distributed among companies and government organizations. Form
follows function. This applies not only to architecture, but also to
how we organize to protect our critical infrastructures. Even with
the best of intentions and the most modern tools, the Defense De-
partment could not defend against a cyber attack on the informa-
tion systems of a power plant in Omaha. That power plant must
have the technologies and teams to defend itself and to prevent
cascading effects beyond its own perimeter, and it must be con-
nected to a distributed indications and warning system in order to
be able to respond quickly and proactively.

Also, since every unsecured computer connected to the Internet
could be used as a zombie in a distributed denial-of-service attack,
these tools, teams and warnings must become part of every busi-
ness’ standard networking procedures. Activities that an enterprise
can take: Conducting vulnerability and risk assessments; deploying
security technologies; investing in research and development;
resourcing and enabling incident response teams must now be dis-
tributed and coordinated.

Many in industry and government have been focusing on how to
accomplish this coordination for at least the last 5 years. The Presi-
dent’s National Security Telecommunications Advisory Committee,
or NSTAC, has been providing advice on national security and
emergency preparedness issues in the telecommunications sector
since 1982. The NSTAC is still extremely relevant, even more
today, conducting studies and holding network security information
exchanges on current issues.

The President’s Commission—as has been mentioned several
times—on Critical Infrastructure Protection, reported in October
1997, recognizing the need for close public-private coordination,
that applies to all the infrastructure sectors. Industry responded to
the government’s invitation to a dialogue by launching the Partner-
ship for Critical Infrastructure Security at the World Trade Center
in December 1999. Since its formation, the PCIS has become a
model for cross-sector coordination and public-private cooperation.

Last year, the PCIS identified barriers to information sharing
with government, and now Senator Bennett’s bill and others in
Congress are working through legislation based on our findings.
During the response to the Code Red worm, government and indus-
try turned to the PCIS to represent industry alongside the NIPC
and security experts as we made the public service announcement
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that ultimately blunted the impact of that infestation. Inthe com-
ing year, the administration will publish a public-private national
plan for critical infrastructure protection, with industry sections co-
ordinated by the PCIS.

This is not just an American problem. Several countries are es-
tablishing similar partnerships. The PCIS is forming close relation-
ships with them and we are collaborating several areas. We are
currently working with critical infrastructure protection organiza-
tions in Canada and the United Kingdom, and we are following
similar activity in Switzerland. The United States and Australia
conducted a bilateral meeting in August, 2 months ago, where we
agreed to cooperate on security standards and in other areas.

One of the keys to success is the timely sharing of information
about threats, vulnerabilities, countermeasures and best practices
within and between industries and between the public and private
sectors. Information Sharing Analysis Centers, or ISACs, are prov-
ing their value as both computer defense centers and awareness ve-
hicles. There are currently five ISACs in operation: Financial serv-
ices; telecommunications; information technology; electrical power;
and oil and natural gas.

These ISACs have shared information on threats to members and
helped their sectors prevent damage and disruption from threats
like the Code Red and Nimda software worms. The telecom ISAC
is able to share vital information from the government to industry
that has been proved both valuable and timely. Four additional
ISACs are in various stages of development: Railroads; aviation;
water; and information service providers, or ISPs. One of this
year’s top goals for the PCIS is to establish a cross-sector and pub-
lic-private information sharing architecture.

With the same goal, the existing ISACs, under the leadership of
the National Communications System, met last week to work out
a cross-sector operational information exchange capability. This
meeting greatly accelerated the progress we have made in this area
and the procedures they develop will form the foundation for the
overall cross-sector architecture.

What has changed since September 11?7 The terrorist attacks on
the World Trade Center and the Pentagon did not change the ar-
chitecture of the new economy or our interdependency, or the inter-
linked nature of the economy’s national security in the nations of
the world. What those attacks did was create a sense of urgency
and an increase in security awareness. Just as the administration
carefully and deliberately seeks out those that conducted and sup-
ported these barbaric acts and learns about this new battlefield en-
vironment, I urge everyone involved to take the time to understand
the infrastructure environment and not to move too quickly to try
to solve the infrastructure protection problem.

So what can we do to protect our critical infrastructures? We
need to raise the security bar worldwide, by streamlining commu-
nication and coordination, accelerating research and development,
practicing good network security, and by not abandoning our val-
ues. I have four recommendations: First, support the admin-
istration initiatives to streamline coordination within the Federal
Government. We will continue to work closely with the Critical In-
frastructure Assurance Office, the National Infrastructure Protec-
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tion Center, and the national coordinator, as the government orga-
nizes itself to manage homeland security, counterterrorism, and
critical infrastructure protection.

Second, support initiatives that will secure the next generation’s
network of networks, as well as patches and fixes we are applying
today, by providing resources to government agencies with in-
creased responsibilities in this area and providing funding for re-
search. To assist in this effort, the PCIS is developing a research
and development roadmap that will include a gap analysis of cur-
rent industry, academic and government programs, and recom-
mendations for focusing resources to meet sector and cross-sector
needs.

Third, encourage government organizations, businesses and indi-
viduals to practice sound information security, starting by ade-
quately funding network security programs in all Federal depart-
ments and agencies; updating passwords, disallowing unauthorized
accounts and unneeded services and installing firewalls and intru-
sion detection are no longer just common sense, but a matter of
cyber civil defense.

And, last, carefully consider the impact of any new legislation on
the freedoms Americans cherish: Individual privacy; freedom of ex-
pression; and freedom of entrepreneurship. We all understand that
without security there is no privacy, but we must always strive for
balance. My colleagues of the PCIS and I welcome any invitation
to discuss our activities with you at any time. We believe a dia-
logue where we can hear your insight and you can hear our con-
cerns will be healthy and fruitful.

We are all in this together: Industry, academia, the administra-
tion, the Congress, the American people, and we need all points of
view to ensure that our critical infrastructures continue to meet
the needs of every citizen by ensuring the continued delivery of
vital services and enabling the economy that underpins our secu-
rity and our way of life.

Thank you very much, and I am happy to answer any questions.

Senator CLELAND. Thank you very much, Mr. Watson. You are
right. We are all in this together.

Mr. Cilluffo, I was fascinated by a comment. If you would go back
in your testimony, if you could find that section where you said
something about the terrorist will not do something—and ulti-
mately will not give up bombs and bullets. Can you say that sec-
tion again? Since you seemed to say that maybe bombs and bullets,
in bin Laden’s case, was maybe generational, and his offspring may
have their finger on a mouse or something. Talk about that section
again.

Mr. CiLLUFFO. If we look at the threat, we need to look at a full
spectrum of threats. If we are focusing on Al Qaeda specifically,
this is an organization that understands the lethality, has dem-
onstrated the capability, and bombs and bullets are the effective
weapon of choice, and he will continue to accelerate the capability.
If you look at it, even Al Qaeda, if you go back to Kobar Towers,
you saw car bombs, then you had truck bombs at the African em-
bassies. The U.S.S. Cole, you had boats as bombs. Now, unfortu-
nately, you have planes as bombs. So it is more innovative every
time, more lethal every time, he is not, and his followers in Al
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Qaeda and this loosely affiliated network of radicals, because what
they really do is they pool resources. There is no monolithic organi-
zation. He is the chief financial officer of this loosely affiliated orga-
nization that brings groups together.

He is not going to be turning to cyber means. They use it, cyber,
for tradecraft, to communicate. Whether they use stegonography,
as some media have said, I do not know, to hide code messages in-
side, or whether they use simple code words, where “Go walk the
dog,” could mean something very different, and seemingly innoc-
uous could mean something very different if they have communica-
tions beforehand, and he has demonstrated the ability to mix very
high-tech and very rudimentary low-tech means of tradecraft, to in-
clude communications.

And so I think that it is important to say that when we look at
the terrorist threat today, we need to look at it holistically. We
need to recognize that Al Qaeda is not all terrorism. You are going
to see some that are turning to cyber means. There is only one offi-
cial terrorist use of offense information warfare, and that was the
Tamil Tigers of LTTE, who disabled embassy communications in
Ottawa, Seoul, and Washington. But that is going to change.

What we see mostly are nations—and they are in the stealing se-
cret business. They are not going to crash systems. They would be
compromising such a valuable method and technique to steal
America’s secrets. So we just need to look at it holistically.

Senator CLELAND. Thank you.

Mr. Nacchio, thank you for your testimony. When I saw the Pen-
tagon smoking and I looked at the Capitol and realized that the
Capitol might be the next target, it was a strange feeling. So I tried
to get on a cell phone. Of course, by now the whole system was
clogged, and my immediate thought, though, was that we are also
under a cyber attack. In other words, they have jammed our com-
munications. As an old Army signal officer, I guess that was the
first thing that came to my mind. Actually, I later realized the
whole system was overloaded.

Also, you mentioned the reliability of the system. Again, in my
training, the first week I was on active duty I had an old colonel
tell me that, “Cleland, the secret to reliability is redundancy.” Have
you learned anything about this, in effect, instant overload, when
the country is attacked or some spectacular thing happens, have
you learned anything in your world that you are going to do dif-
ferently? Are you going to program in more redundancy for a peak
usage for a few hours, so that average citizens can communicate by
the millions, which is what they wanted to do, and I just wondered
if you had a comment on that?

Mr. NAccHIO. Well, yes, it is a very pertinent point, and it really
relates to a question you asked an earlier panel that said how do
you protect against a massive attack? The communication networks
are best designed, of course, for a massive attack. There are many
of them, multiple paths, physical redundancy, multiple fiber paths
that you can travel. What happened in New York and the Pen-
tagon, specifically New York, is when the towers were on fire, West
Street central office of Verizon went out, so all of southern Manhat-
tan, at the end point, was taken out. The rest of the nationwide
infrastructure worked well, but you could not get in and out of
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southern New York, and similarly the wireless networks and points
did not work if you were going in and out of New York or in and
out of northern Virginia.

But the rest of the Nation, communicating about it, worked well.
So you still have physical points of vulnerability. What we learned
here is that what we used to protect for a nuclear attack, the same
thing could happen with an airplane attack or if we had a massive
fiber cut or if a bridge across the Mississippi River went down.
These infrastructures need to be protected. So we are not invulner-
able to physical attacks, and that is what was demonstrated, but
it is very isolated.

The bigger danger is what my colleague here on the left has said;
it is only a question of time, only a question of time that what na-
tion-states can do to attack the fiber infrastructure, terrorists will
learn how to do, and you will see a massive shutdown, and that
is what I know national security has worried about in the past and
what we have tried to assist on, a massive cyber attack that dis-
ables nationwide communications, not just a pair of points, say in
New York or Washington.

Senator CLELAND. Then do we in the Federal Government and
many in the private sector need to think about redundancy, some
kind of redundant capability?

Mr. NAccHIO. Right.

Senator CLELAND. Certain leaders were moved to, in effect, a re-
dundant headquarters outside of Washington. In the case of, shall
we say, a national emergency in our telecommunications world, in
our cyber world, do we need to be able to have some kind of built-
in redundancy?

Mr. NAccHIO. Absolutely, and I think for most of the infrastruc-
ture in this country, you have redundancy. There are still critical
points and there is a limit at the last mile, so to speak, at some
point you are not going to have redundancy, and that is what we
have to be careful of.

Senator CLELAND. Thank you.

Mr. Watson, do you have any feeling about your own view about
whether an Office of Homeland Defense is going to be adequate, or
do you feel a cabinet-level agency with budget and with troops in
the field and so forth, massing their assets, is something we ought
to seriously think about? Have you come to a conclusion on that?

Mr. WATSON. There are many agencies and organizations in the
Federal Government that are currently contributing to the critical
infrastructure protection effort. There certainly needs to be some
streamlining. I am in no position to tell the government how to or-
ganize itself, but simply the fact that the pending executive order
seems to indicate that there will be someone to coordinate critical
infrastructure protection, we believe, is a very positive step, and we
look at that as a parallel effort to what we have at the PCIS, co-
ordinating all the infrastructure sectors.

Senator CLELAND. Mr. Cilluffo, I see your head nodding. Do you
want to come in on that?

Mr. CiLLUFFO. Oh, no, I pretty much agree. What we will have
to work out are the details, of course. There are a number of poten-
tial executive orders out there, a number of great ideas and a num-
ber of commissions that have come out with different ideas. What
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I think you are seeing now is the amalgamation of the best of the
best. There is no right answer. Whatever answer they choose,
though, is in some ways the right answers, because they are the
ones who are going to have to implement and execute.

So what I say here is let’s not rush to judgment. Let’s see where
this goes. Six months from now, maybe we are going to see there
is a need for additional statutory authority or very specific legisla-
tive proposals or even access to troops. But I think let’s focus now
on the short-term needs requirements, backfill those threats to be
able to withstand, prevent and preempt an incident, make sure
that we are looking at this from not just the top-down, but the bot-
tom-up; that our emergency responders and the public health com-
munity, for a bio event, are ready. So I do not disagree, but I think
now let’s focus on the short-term and then look to long-term capac-
ity building.

Senator CLELAND. Ms. Gorelick, any ideas?

Ms. GORELICK. As I said earlier, I think we do need some stream-
lining from the point of view of business to know who is doing
what, operationally. I would make a comment about NSTAC in
that regard. The reason that NSTAC is as robust as it is and has
the capacity that it does, compared to the other ISACs that are
more nascent, is that it was actually stood up by the government.
The CEOs of the industry were, in 1982, named to the panel. They
were given clearances. They get briefings. There is an extant staff.
Industry is not told what to do by the government, but there is an
infrastructure provided.

There are many willing partners in the private sector, and we
have a lot of technical expertise. We understand, from our own
business perspective, the need to have business continuity. We un-
derstand, from our own business perspective, the need for our part-
ners to have business continuity, but we are in business, we are
unused to collective or collaborative action of the sort that is really
called for here. If you could have the NSTAC model in each of the
other industries, you would have a much more robust capacity on
the part of industry doing the sorts of things that Mr. Watson is
talking about. Other industries would get caught up to where com-
munications is.

The financial services sector did very well, considering what hap-
pened to it. It does have a lot of individual redundancy. We have
backup centers and we have done a lot of thinking about hardening
those resources. But if we are going to get where we need to be as
industries responsible for this national infrastructure, I think we
need, as I suggest in my written testimony, more adequate support
on an industry by industry basis. I think we would be all helped
by that. I do not think it is tremendously expensive, and it would
dramatically increase the way that industry and government com-
municate with each other, and that industry communicates across
itself.

Senator CLELAND. Mr. Nacchio.

Mr. NaccHI0. Mr. Chairman, let me just build on that—a couple
of quick thoughts. Something that we do in the private sector, I
think, applies here. If you want to get something done, define it
clearly, focus and align resources, and keep it simple. Today, when
we have a problem on our networks, we are required under the law
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to report it within 30 minutes to the FCC, as Verizon did to Chair-
man Powell when they had the outage. If we, NSTAC members, are
faced with a cyber attack, will report it to NSTAC so it can be
shared. But just to be clear, we take care of ourselves. NSTAC does
not direct what we do. We are together.

I have a fiduciary responsibility to make sure my network does
not go down no matter who is attacking. I have my own guys who
protect it. We hire ex-FBI, ex-anybody we can. We are kind of a
nation-state in defending our physical and our cyber infrastructure.
We are happy to share that as long—under the Freedom of Infor-
mation Act—as it not get passed out to the bad guys, so to speak.

So what NSTAC is really good at, which I think was touched
here and why I am involved, is that my biggest job as the vice-
chair is not necessarily working with national security, it is work-
ing with all my colleagues in industry as best I can to encourage
them, based upon what we learned, because we are all responsible
for this, not just the government. But if you can keep it focused
and keep it simple, your pertinent question about what do you do
about homeland defense—I could not tell you how to organize the
government—but I would say keep it simple.

There are at least a dozen agencies, if something really bad is
happening, we have to call, and that is all good, including the FBI,
the local police, and the FCC. We generally get on it ourselves to
start with. So, I recommend that you can keep it focused, stream-
lined, with clear accountability, and, of course, dedicate the re-
sources.

Ms. GORELICK. I would second that.

Senator CLELAND. Thank you. Senator Bennett.

Senator BENNETT. Thank you, Mr. Chairman.

Mr. Nacchio, they taught me in high school that nature abhors
a vacuum. Government abhors simplicity. [Laughter.]

Senator BENNETT. And may I, as a former customer of US West,
and now one who writes a check to you every month, thank you
for the improvement in service that has come since you took over.
We are grateful that you have put the kind of resources you have
into increasing customer service, and it is not unnoticed and not
unappreciated.

Mr. NAccHIO. Thank you.

Senator BENNETT. Mr. Nacchio has told us what they did at Sep-
tember 11. I would be interested, Ms. Gorelick, what Fannie Mae
did with respect to September 11.

Ms. GORELICK. We stayed in business.

Senator BENNETT. What kind of challenges did you face?

Ms. GORELICK. We were open for business. Our challenges were
communication with sources of funding. The capital markets, as
you know, were not really operating. We were able to establish
communication with the Fed. We were able to maintain our com-
munications with our customers.

Basically, what we do, as you know, is fund those who are mak-
ing mortgage loans around the country, and, by and large, the
other outlets were, at least for the period of September 11 and for
some period after that, not able to function. Fortunately, for us, we
were able to. We have a very robust system. Like Mr. Nacchio, we
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try to hire the best. Our head of security is out of DISA. We have
spent a lot of time thinking about cyber security.

So we were able to function and I think we were able to perform
a real service to those who needed the capital markets to function.
Eventually, those markets came back, but it took awhile, and I
think if you look at what some of the learnings are, I think a lot
of financial services companies have learned what makes their
backup systems work. If you have your backup system right down
the street from your main system, that may not work. If your
backup system is reliant on the same communications grid, even if
it may be in Brooklyn rather than lower Manhattan, it may not
work.

If you have a backup system that relies on the same people and
the people cannot get there, it may not work. Fannie Mae did not
experience any of those problems, and that is partly good planning
and partly good luck, but I think there are a lot of learnings for
the financial services sector coming out of this event.

Senator BENNETT. Thank you.

Mr. Cilluffo, you made reference to the motivations of Al Qaeda,
and I will share with you and put into this record information that
came from a hearing we held in the Joint Economic Committee on
this issue less than 60 days ago, where I asked one of the witnesses
from the CIA if, in fact, the next terrorist attack would not come
in the form of a cyber attack, because I said, as I said before, if
I were someone who wished this country ill—back to your world,
Ms. Gorelick—I would want to shut down the Fed wire and break
into the computer system that keeps that going. If you could do
that, you would produce long-term devastation.

Ms. GorgLICK. If I might suggest, Senator Bennett—I am sorry
to interrupt—but I would actually think it useful to inquire as to
what occurred, because that is a very vulnerable node, and we
saw

Senator BENNETT. We have done that on the Banking Com-
mittee. I sit on the Banking Committee, and I have asked Alan
Greenspan directly about that issue and have had my staff down
at the Fed looking at it for exactly the reason that you are under-
scoring. The answer I got from the witness was very interesting,
and, in view of what has now happened, prophetic. He said, “Sen-
ator, that is because you think the way you think. To the terrorist,
shutting down the Fed wire does not give him what he wants,
which is television footage that can be broadcast around the world
to inflame people,” and one of the analysts after September 11 who
spoke to us said, “In a sense, this attack by Al Qaeda backfired and
failed, because what they wanted to produce was such a reaction
out of America as to create a war of civilizations that would then
polarize the Muslim world on their side. It backfired in that it
caused such revulsion among good Muslims, who said this is not
what they teach in the Koran, that it has driven moderate Arab
States and Muslim States to our side in this confrontation.” So cut-
ting down the Fed wire does not give them any footage at all on
international television, and therefore was not a notion that he
looked at.

But we go to the issue of hostile nation-states, and the ability to
shut down the Fed wire would be something that a dictator in a
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hostile nation-state could hold this country hostage, a phone call or
a hotline to the President of the United States, saying, “Mr. Presi-
dent, we want the following things done in the international scene,
and if they are not, within 20 minutes,” or they would probably
give him less time than that, “the Fed wire will be shut down and
the American economy will come to a screeching halt.”

If we think in strategic terms, isn’t that the kind of long-term
protection that we have got to deal with, in addition to the imme-
diate challenge of terrorists that want to use kinetic weapons—isn’t
this the long-term strategic vulnerability that we have?

Mr. CiLLUFFO. Absolutely, Mr. Chairman—Senator Bennett.

Senator BENNETT. I will take that, but the Senate probably
would not concur. [Laughter.]

Mr. CiLLUFFO. But let me build on what I thought was such an
important point. The single common denominator of all terrorism
is that it is a psychological weapon intended to erode trust and un-
dermine confidence in a government, its institutions, its elected of-
ficials, its policies in a region or, more generally, its values, and on
and on and on and on. This did backfire. It united our country and
it united—we united at home and we built a united front abroad.
In the back of the minds, I think, of the administration, they have
done a wonderful job of keeping this to fighting the really radical
radicals. This is not about Islam. It is about radical Islamic fun-
damentalism, which Islam abhors, and we need to keep it that
way.

But, to the cyber question, I do not think there is an easy an-
swer. Since the end of the Cold War, threat forecasting has argu-
ably made astrology look respectable, and I do not have a crystal
ball, but I would say that one thing we do want to think about in
terms of conventional terrorist organizations are combined attacks,
where perhaps you detonate your conventional explosive, big, large,
whatever it may be, and you disrupt emergency 911, so the first
responders cannot get to the scene, or something similar—and we
do not want to advertise too many possibilities.

But you are right. In terms of nations, that is where we have
seen capabilities. There is no question that nations are doing sur-
veillance, the cyber equivalence of intelligence preparation of the
battlefield, on our networks. And those same tools to steal secrets
can automatically be turned on to deny service, to attack. So this
is something we need to be looking at, absolutely, and we need to
be looking at it in a many-pronged lens. We need to improve our
own computer network, exploit the ability to steal cyber secrets of
others, as well as good old espionage.

Senator BENNETT. If I could just make one quick comment, Mr.
Chairman, before we wind it up. One of the vulnerabilities that we
have to deal with, with the Defense Department, is the potential
ability of an enemy to break into that communications system and
then send the wrong instructions to the CINCs, and even if they
do not, the mere fact that there is the possibility that they have
will cause the CINC not to act on real instructions until he can be
absolutely sure, through redundancy, that this order did come from
the CINC, and in that process, time is lost, efficiency is lost, and
the combination that Mr. Cilluffo was talking about of a kinetic
weapon attack and then a scrambling of our command and control
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system or a threatening of our command and control system that
slows down our response is an additional tool of warfare that we
need to deal with as we are thinking about this in strategic long-
term——

Mr. WATSON. Senator Bennett, if I may make an additional com-
ment to piggyback on that, I spent 23 years in the Marine Corps,
the last eight of which were devoted to what became information
warfare, and we were very much concerned with the combination
of things like electronic warfare, military deception, psychological
operations, destructive capabilities. But our feeling now in the pri-
vate sector—and there are many of us that believe that the center
of gravity for this country has moved to the private sector, because
everyone is dependent on the private sector for the services that
the infrastructures provide, we understand that we are on the front
lines of defense, and I think it is impressive that the board of direc-
tors of the PCIS is all volunteer, and they all represent presidents
and executives from companies like Bank of America, BellSouth,
Consolidated Edison, Union Pacific, Conaco, Microsoft, and Merrill
Lynch. You name the industry association and they are on the
board. We get it, and we are ready to cooperate and help.

Senator BENNETT. Thank you. Thank you, Mr. Chairman.

Senator CLELAND. Thank you, Senator Bennett, and thank our
panelists today, wonderful testimony.

In conclusion, talking about the unity that has been brought
about here, I have been often asked about the historical impact of
the attack on September 11, and I quote Admiral Yamamoto, who
planned and executed the attack on Pearl Harbor, that afterwards
he felt he had only awakened a sleeping giant, and in so many
ways that is exactly what has happened.

Thank you all very much. The hearing is adjourned.

[Whereupon, at 11:59 a.m., the Committee was adjourned.]
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PREPARED STATEMENT OF SENATOR BUNNING

Thank you, Mr. Chairman.

This is the second hearing on critical infrastructure protection the Committee has
held this year, and I am pleased we are looking at this issue again.

The first hearing the Committee held was on September 12, the day after the ter-
rorist bombing. The importance of our security has never been more evident, as the
reality of terrorism on America’s soil was sadly brought home.

Protecting critical infrastructure is a responsibility of all levels of government and
the private sector.

This will require businesses and government to share information and form alli-
ances in ways they have traditionally not done.

I am hopeful that we can make some good progress in protecting our critical infra-
structure from future attacks over the next couple of months.

However, we have a long way to go.

In fact, during the September 12 hearing we discussed that too often in the Fed-
eral Government our critical infrastructure is weakened because simple, common-
sense steps are not taken.

This includes not changing passwords routinely or closing accounts for former em-
ployees or contractors.

This leaves us vulnerable to future attacks. We must do better.

I want to thank our witnesses for being here today, and look forward to hearing
more about what else we need to do to protect our critical infrastructure.

(41)
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DIRKSEN SENATE OFFICE BUILDING

Statement of
John S. Tritak
Director
Critical Infrastructure Assurance Office

Mr. Chairman, members of the Committee on Governmental Affairs, it is an
honor to appear before you today to discuss the Federal government’s ongoing efforts to
help secure our nation’s critical infrastructures. Earlier efforts are described in some
detail in the Report of the President of the United States on the Status of Federal Critical
Infrastructure Protection Activities, January 2001.

The Committee on Governmental Affairs has shown exceptional leadership on a
broad range of national and economic security issues. This is particularly true in regard
to Critical Infrastructure Assurance. I am therefore grateful for the opportunity to work
closely with you and the Congress to develop ways to advance infrastructure assurance
for the private sector, for the federal, state and local governments, and in fact, for all
Americans.

As you know, President Bush has declared that securing our critical
infrastructures is essential to our economic and national security and will be a priority of
his administration. The tragic events of September 11" only underscore the urgency with
which we must undertake this vital task as one component of a broader effort to secure
the nation’s homeland against terrorism.

No viable solutions — especially on a matter of such complexity and scope - can
be developed or implemented without the executive and legislative branches working
closely together, and in the coordinated, complimentary manner that they are.

As vital as our nation’s critical infrastructures are to the American Way of Life,
the authority to protect those infrastructures must be a priority; and the resources must
match the rhetoric.- I am excited by the-Common Purpose that has joined the Executive
and Legislative branches of our great government in implementing an Agenda for Action.

The work of your committee, along with that of others, will make an important
contribution to establishing the consensus and leadership focus needed to safeguard
critical government and private sector services against both physical and cyber attacks.
As we have so recently seen, the enemy is ruthlessly attacking economic targets — our
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critical infrastructures — in a misguided effort to bend our wills and undermine our
resolve.

WHAT ARE THE COMPONENTS OF THE NATION’S CRITICAL INFRASTRUCTURE?

The United States has long depended on a complex of systems — critical
infrastructures — to assure the delivery of vital services. Critical infrastructures comprise
of those industries, institutions, and distribution networks and systems that provide a
continual flow of the goods and services essential to the nation’s defense and economic
security and to the health, welfare, and safety of its citizens.

These infrastructures are deemed “critical” pecause their incapacity or destruction —
we are painfully witnessing this now - could have a debilitating regional or national
impact. These infrastructures relate to:

e Information and communications,

e Electric power generation, transmission, and distribution,
e il and gas production and distribution,

e Banking and finance,

e Transportation,

e Water supply, and

o Emergency government services.

Critical infrastructure assurance is concerned with the readiness, reliability, and
continuity of infrastructure services so that they are less vulnerable to disruptions, so that
any impairment is of short duration and limited in scale, and that services are readily
restored when disruptions occur.

To complicate matters further, each of the critical infrastructure sectors is becoming
increasingly interdependent and interconnected. Disruptions in one sector are
increasingly likely to affect adversely the operations of others. We are witnesses to that
phenomenon now. The cascading fallout from the tragic events of September 1 10
graphically makes the business case for critical infrastructure protection. That the loss of
telecommunications services can impede financial service transactions and delivery of
electric power is no longer an exercise scenario. There can be no e-commerce without
“e” _ electricity. There can be no e-commerce without e-communications.

Our society, economy, and government are increasingly linked together into an ever-
expanding national digital nervous system. Disruptions to that system, however and
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wherever they arise, can cascade well beyond the vicinity of the initial occurrence and
can cause regional and, potentially, national disturbances.

PRIMARY THREATS TO THE CRITICAL INFRASTRUCTURE COMPONENTS

Threats to critical infrastructure fall into two general categories:
» Physical attacks against the “real property” components of the infrastructures; and

e Cyber attacks against the information or communications components that control
these infrastructures.

'

Infrastructure owners and operators have always had primary responsibility for
protecting their physical assets against unauthorized intruders. Yet these measures,
however effective they might otherwise be, were generally not designed to cope with
significant military or terrorist threats. Nor -- until recently -- did they have to be. The
Defense Department, Justice Department, and other Federal agencies have contributed
significantly to the physical protection of the nation’s critical infrastructures through the
defense of our national airspace and borders against attacks from abroad. Clearly the
events of September 1 1™ are going to require both government and industry to work
together to deal with the new challenges of terrorism against our homeland.

Securing the nation’s critical infrastructures against cyber attacks presents yet
another difficult problem. The Federal government cannot post soldiers or police officers
at the perimeters of telecommunications facilities or electric power plants to keep out
digital attackers. There are no boundaries or borders in cyberspace. The vast majority of
the nation’s infrastructures are privately owned and operated -- government action alone
cannot secure them. Only an unprecedented partnership between private industry and
government will work.

Assuring delivery of critical infrastructure services is not a new requirement.
Indeed, the need for owners and operators to manage the risks arising from service
disruptions has existed for as long as there have been critical infrastructures.

What is new are the operational challenges to assured service delivery arising
from an increased dependence on information systems and networks to operate critical
infrastructures. This dependence exposes the infrastructures to new vulnerabilities.
Individuals and groups seeking to exploit these vulnerabilities range from the recreational
hacker to the terrorist to the nation state intent on obtaining strategic advantage.

The cyber tools needed to cause significant disruption to infrastructure operations
are readily available. Within the last three years alone there has been a dramatic
expansion of accessibility to the tools and techniques that can cause harm to critical
infrastructures by electronic means. One does not have to be a “cyber terrorist” or an
“information warrior” to obtain and use these new weapons of mass disruption. Those
who can use these tools and techniques range from the recreational hacker to the terrorist
to the nation state intent on obtaining strategic advantage. From the perspective of
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individual enterprises, the consequences of an attack can be the same, regardless of who
the attacker is. Disruptions to the delivery of vital services resulting from attacks on
critical infrastructures thus pose an unprecedented risk to national and economic security.
What if the recent computer viruses — Code Red and Nimda — had hostile payloads in
them and did more than just threaten the stability, reliability and dependability of the
Internet?

FEDERAL ENTITIES INVOLVED IN INFRASTRUCTURE PROTECTION

Taking the broad view, it would be accurate to say that each Department and
Agency in the Federal government contributes to the objective of critical infrastructure
assurance. The heads of executive departments and agencies are responsible and
accountable for providing and maintaining appropriate levels of information systems
security, emergency preparedness, continuity of operations, and continuity of government
for programs under their control.

Under Presidential Directive 63, the previous administration assigned overall
responsibility for policy development and coordination for critical infrastructure
assurance to the National Coordinator for Security, Infrastructure Protection, and
Counter-Terrorism at the National Security Council.

PDD-63 established the National Infrastructure Protection Center (NIPC) housed
at the FBI. NIPC serves as the nation’s threat assessment, warning, and incident response
center for cyber attacks, and also facilitates law enforcement investigations of cyber-
related crimes.

PDD-63 also established the Critical Infrastructure Assurance Office (known as
CIAO) as an interagency office located at the Department of Commerce to support the
National Coordinator in carrying out these policy development and coordination
functions.

CIAO’s responsibilities in developing and coordinating national critical
infrastructure policy focus on three key areas:

e Promoting national outreach and awareness campaigns both in the private sector and
at the state and local government level;

o Assisting Federal agency analyses of critical infrastructure dependencies; and

e Coordinating the preparation of an integrated national strategy for critical
infrastructure assurance.

[ want to share with you my views on what must be done and what we have done.
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Promote National Awareness

Our first responsibility is to raise national awareness about the problem of critical
infrastructure assurance. The primary focus of these efforts has been on the critical
infrastructure industries. The target audience has been the corporate boards and chief
executive officers who are responsible for setting company policy and allocating
company resources. The basic message has been that critical infrastructure assurance is a
matter of corporate governance and risk management. Senior management must
understand that they are responsible for securing corporate assets -- including information
and information systems. Corporate boards must understand that they are accountable, as
part of their fiduciary duties, to provide effective oversight of the development and
implementation of appropriate infrastructure security policies and best practices.

Prior to September 11", the challenge of our national awareness effort was to
present a compelling business case for corporate action. Government concerns about
economic and national security, while important, were not generally viewed as
sufficiently providing such a case. Threats of “cyber terrorism” and “information
warfare,” while legitimate, were not readily executable in the market — they appeared too
remote and irrelevant to a company’s bottom-line. That has all now changed.

The threats to critical infrastructure are being translated into business impact that
corporate boards and senior management understand. Business impact includes
operational survivability, shareholder value, customer relations, and public confidence.
Corporate leaders are beginning to understand that the tools capable of disrupting their
operations are readily available, and are not the monopoly of nation states. The risks to
their companies are serious and immediate and, thus, require prompt attention.

In addition to infrastructure owners and operators, awareness efforts have also
targeted other influential stakeholders in the economy. The risk management community
-- including the audit and insurance professions -- is particularly effective in raising
matters of corporate governance and accountability with boards and senior management.
In addition, the investment community is increasingly interested in how information
security practices affect shareholder value -- a concern of vital interest to corporate
boards and management.

Once the private sector acknowledges the problem of critical infrastructure
assurance as one that it must solve through corporate governance and risk management,
our role has been to facilitate corporate action.

The government should encourage appropriate information sharing within and
among the infrastructure sectors and between the sectors and government. The
information shared could include system vulnerabilities, cyber incidents, trend analyses,
and best practices. The reason companies should be encouraged to share this kind of
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information is because by doing so they will obtain a more accurate and complete picture
of their operational risks, as well as acquire the techniques and tools for managing those
risks.

The Federal government also should encourage the infrastructure sectors to work
together on developing contingency plans for coordinating their responses in the event of
major service disruptions, whatever the precipitating cause. As the infrastructures
become more interdependent, there is a growing risk that restoration efforts undertaken
by one sector could adversely affect the operations or restoration efforts of another,
potentially contributing to further service disruptions.

In addition, the government should work with industry in identifying potential
legal and regulatory obstacles that may unduly impede information sharing or might
otherwise interfere with voluntary efforts by the business community to maximize
information security efforts. For example, some in industry have argued that voluntary
information sharing cannot proceed to a fully mature corporate activity until the reach
and impact of laws governing anti-trust and tort liability and the Freedom of Information
Act are clarified.

CIAQ promotes activities that inform business and technology leaders across
industry sectors of the need to manage the risks that accompany the benefits associated
with reliance on information systems. CIAQO focuses on initiatives that cut across
industry sectors and are not the existing responsibility of agencies.

CIAQ’s outreach activities are reflected in the following major initiatives:
e The Partnership for Critical Infrastructure Security; and
e Outreach to the business risk management community;

Partnership for Critical Infrastructure Security: As individual Federal
agencies formed partnerships with each critical infrastructure sector, there emerged a
need for cross-industry dialogue and sharing of experience to improve effectiveness and
efficiency of individual sector assurance efforts.

The Partnership for Critical Infrastructure Security was convened in response to
that expressed need. This partnership of over 70 companies provides a unique forum for
government and private sector owners and operators of critical infrastructures to address
issues of mutual interest and concern.

The Partnership also engages other stakeholders in critical infrastructure
protection, including the risk management (audit and insurance), investment, and
mainstream business communities. The Partnership, which builds upon public-private
efforts already underway by the Federal Lead Agencies, is organized by industry for
industry, with the U.S. Government acting as a catalyst and a participant.
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Major topics being addressed by the Partnership include: approaches to assessing
interdependency vulnerabilities; multi-sector information sharing; legislative and public
policy issues; research and workforce development; industry participation in preparing
the emerging version of the national strategy; and outreach to state and local
governments.

Business Risk Management Community: The business risk management
community, consisting of auditors, financial security analysts, the insurance community,
the legal community, and financial reporting boards serve as unique channels of
communication to senior leadership of industry. These groups work with industry in
assessing business risks, communicating noteworthy changes to those risks, and
supporting the management of such risks. .

In that regard, CIAO implemented an awareness and education partnership with a
consortium consisting of the Institute of Internal Auditors, the National Association of
Corporate Directors, the American Institute of Certified Public Accountants and the
Information Security Audit and Control Association. This consortium brought the
involvement of a number of noted insurance firms, risk management professionals, legal
counsel, corporate board members, audit experts, and Wall Street security analysts.

The consortium held a series of five regional conferences, called “Audit
Summits.” These meetings were hosted or sponsored by prominent companies, such as
J.C. Penney, Home Depot, New York Life Insurance, Oracle Corporation, Arthur
Anderson, Deloitte & Touché Tohmatsu, PriceWaterHouseCoopers, and KPMG. The
target audiences were directors of corporate boards, chief auditors, and other corporate
senior executives. The meetings produced a report-that provided guidance for corporate
boards on managing information security risks.

Federal Infrastructure Dependencies

The Federal government is responsible for performing certain functions and
delivering certain services essential to “providing for the common defense,” “promoting
the general welfare,” and “insuring domestic tranquility.”

Such functions and services are vital to advancing our national security, foreign
affairs, economic prosperity and security, social health and welfare, and public law and
order. Examples from the pages of our nations’ newspapers include:
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o The mobilization of our Reserve Forces —
e The protection of the U.S. homeland -
e The projection of U.S. forces overseas —

e The ability to maintain critical government communications during crises
involving national security or a national emergency —

e Timely warnings of potential terrorist or cyber-activist attack —
,

e And even something as basic but yet important to a significant segment of the
population as the delivery of social security checks.

Increasingly, these services depend ultimately on privately owned and operated
infrastructures. To advance this vital Federal interest, the government must take a
leading role and satisfy a number of requirements.

Each Federal department and agency must identify:

e [ts essential functions and services and the critical assets responsible for their
performance;

e All associated dependencies on assets located in other departments and
agencies that are necessary to performance or delivery; and

o All associated dependencies on privately owned and operated critical
infrastructures that also are essential to performance or delivery of services.

The CIAO’s Project Matrix was developed to assist civilian Federal agencies in
this process.

To illustrate, I will use the example of the Commerce Department’s Tropical
Prediction Center (the “TPC”) in Miami, Florida, which is responsible for providing
timely warnings of hurricanes.

Incapacity or destruction of this essential government service could result in
considerable loss of life and property. Indeed, thousands of people died during the
Galveston, Texas hurricane of 1900 because there was no advance warning of the
bhurricane’s approach and, thus, no one evacuated the city. In 1992, Hurricane Andrew
would have been even more devastating than it was had the TPC not been able to provide
timely information about the storm, thereby enabling thousands to evacuate from those
areas where the storm’s predicted strength threatened to be greatest.
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Although the TPC is a critical asset, it does not operate in isolation; it depends on
a variety of other government agency assets, as well as assets owned and operated by
private government contractors. These include satellite imaging and analysis centers and
radio transmission facilities located in Maryland and Pennsylvania.

Operational disruptions at any one of these facilities could impede the delivery of
timely hurricane warnings just as effectively as operational disruptions at the TPC itself.

Furthermore, the TPC depends on specific providers of critical infrastructure
services to operate, including Florida Power & Light for electric power, and Bell South &
MC 2000 for telecommunications. Disruptions to these services also could impede TPC
operations that are necessary to deliver hurricane warnings.

Once such critical assets and associated dependencies are identified, Federal
departments and agencies must assess their vulnerability to physical or cyber attack. If
they are determined to be vulnerable, departments and agencies must develop and
implement plans to manage the risks posed by potential attacks to the performance of
essential functions and services.

These plans should seek to deter attacks from happening in the first place, protect
critical assets from damage or destruction if attacks occur, mitigate the operational
impact of attacks if protective measures fail, restore operations if attacks disrupt services,
and reconstitute assets if damaged or destroyed during attacks.

Where performance of essential government functions and services depends on
privately owned and operated infrastructures, Federal departments and agencies must
work with the owners and operators of these specific infrastructure companies -- on
mutually agreed upon terms -- to ensure adequate security measures are established and
maintained.

Development of a National Strategy

A common vehicle of communicating overall critical infrastructure policy and
strategy is essential. A national strategy developed jointly between government and
industry is an effective means for arriving at an agreement about respective roles and
responsibilities. The purpose of such a strategy is to present an integrated public-private
strategy for government and industry to chart a common course toward achieving the
overall goal of national critical infrastructure assurance. CIAO is currently in the
process of preparing a national strategy — in coordination with other Federal departments
and agencies and the private sector.

The resulting document will serve not only as a guide for action, but also as a
vehicle for creating consensus in Congress and with the American people on how to
proceed. A national strategy will also help to establish the basis with the Congress and
the American public for proposing legislative and public policy reforms where such
reforms are needed to advance national policy.
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The development of a national strategy should not be viewed as an end in itself.
It should be part of a dynamic process in which government and industry continue to
modify and refine their efforts at critical infrastructure assurance, adjust to new
circumstances, and refine the national strategy as appropriate.

CLOSING REMARKS

Thank you for the opportunity to share my views with you this morning. I look
forward to continuing our dialogue.

10
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Statement for the Record of Ronald L. Dick,
Director, National Infrastructure Protection Center
Federal Bureau of Investigation
Before the
Senate Committee on Governmental Affairs

October 4, 2001

Mr. Chairman, Ranking Member Thompson, and members of the committee,
thank you for inviting me here today to testify on the topic, “Critical Infrastructure Protection:
Who’s in Charge?” Holding this hearing demonstrates your individual commitment to improving
the security of our critical infrastructures and this committee's leadership on this issue in
Congress. Our work here is vitally important because the stakes involved are enormous. The
September 11 attacks on the World Trade Center and Pentagon have demonstrated how a
significant disruption to the transportation industry or any other critical infrastructure will
certainly have a ripple effect on others. My testimony today will address our role in protecting
the Nation’s infrastructures and how we coordinate with other entities.

As set forth in Presidential Decision Directive 63, the mission of the NIPC is to
provide “a national focal point for gathering information on threats to the infrastructures” and to
provide “the principal means of facilitating and coordinating the Federal Government’s response
to an incident, mitigating attacks, investigating threats and monitoring reconstitution efforts.”
The Directive defines critical infrastructures to include “those physical and cyber-based systems
essential to the minimum operations of the economy and government,” to include, without
limitation, “telecommunications, energy, banking and finance, transportation, water systems and
emergency services, both governmental and private.” The NIPC is the only organization in the
federal govemment with such a comprehensive national infrastructure protection mission. The
NIPC gathers together under one roof representatives from, among others, the law enforcement,
intelligence, and defense communities, who collectively provide a unique analytical perspective
to threat and incident information obtained from investigation, intelligence collection, foreign
liaison, and private sector cooperation. This perspective ensures that no single "community"
addresses threats to critical infrastructures in a vacuum; rather, all information is examined for its
potential for simultaneous application to security, defense, counterintelligence, terrorist or law
enforcement matter.

‘While developing our infrastructure protection capabilities, the NIPC has held
firm to two basic tenets that grew from extensive study by the President's Commission on
Critical Infrastructure Protection. First, the government can only respond effectively to threats by
focusing on protecting assets against attack while simultaneously identifying and responding to
those who nonetheless would attempt or succeed in launching those attacks. And second, the
government can only help protect this nation's most critical infrastructures by building and
promoting a coalition of trust, one . . . amongst all government agencies, two . . . between the
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government and the private sector, three . . . amongst the different business interests within the
private sector itself, and four . . . in concert with the greater international community. Therefore,
the NIPC has focused on developing its capacity to warn, to investigate, and to build
partnerships, all at the same time. As our techniques continue to mature and our trusted
partnerships gel, we will continue to witness ever-better results.

Over the past three years, we cultivated a number of initiatives that have
developed into increased capabilities, all of which are being actively used to mitigate the terrorist
threat and to prepare our response to the events of September 11th. The NIPC has developed
InfraGard into the largest government/private sector joint partnership for infrastructure protection
in the world. We have taken it from its humble roots of a few dozen members in just two states
to its current membership of over 2,000 partners. It is the most extensive government-private
sector partnership for infrastructure protection in the world, and is a service we provide to
InfraGard members free of charge. InfraGard expands direct contacts with the private sector
infrastructure owners and operators and shares information about cyber intrusions and other
critical infrastructure vulnerabilities through the formation of local InfraGard chapters within the
jurisdiction of each of the 56 FBI Field Offices and several of its Resident Agencies
(subdivisions of the larger field offices).

A key element of the InfraGard initiative is the confidentiality of reporting by
members. The reporting entities edit out the identifying information about themselves on the
notices that are sent to other members of the InfraGard network. This process is called
sanitization and it protects the information provided by the victim of a cyber attack. Much of the
information provided by the private sector is proprietary and is treated as such. InfraGard
provides its membership the capability to write an encrypted sanitized report for dissemination to
other members. This measure helps to build a trusted relationship with the private sector and at
the same time encourages other private sector companies to report cyber attacks to law
enforcement.

InfraGard held its first national congress from June 12-14, 2001. This conclave
provided an excellent forum for NIPC supervisors and InfraGard members to exchange ideas.
InfraGard's success is directly related to private industry's involvement in protecting its critical
systems, since private industry owns almost all of the infrastructures. The dedicated work of the
NIPC and the InfraGard members is paying off. InfraGard has already prevented cyber attacks by
discreetly alerting InfraGard members to compromises on their systems. On May 3, 2001, the
InfraGard initiative received the 2001 WorldSafe Internet Safety Award from the Safe America
Foundation.

The NIPC also reaches out to the entire public with its website at nipc.gov, which
to date has provided systems administrators and home users alike with significant warnings about
cyber threats and vulnerabilities. As recently as last week, we provided information systems
security advice through our website, InfraGard, and our other partnerships, to better protect the
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public from the Nimda worm. In fact, based on our prior responsiveness to the Code Red worm
and our joint efforts with the private sector in publicizing preventive measures that business and
home users could put in place, we believe the impact of the Nimda worm, which took advantage
of similar software vulnerabilities as Code Red, was significantly reduced.

Our website provides the public with the ability to report computer attacks and
intrusions online, simply by filling out and submitting an Incident Reporting Form. The NIPC
also provides timely information on cyber vulnerabilities, hacker exploit scripts, hacker trends,
virus information, and other critical infrastructure best practices through its bi-weekly
publication Cybernotes. The NIPC provides policy and decision-makers information about
current events, incidents, developments and trends related to critical infrastructure protection
through its monthly publication called Highlights and, more significantly, by bringing groups
together to meet on important issues. We have established these and other mechanisms to
promote meaningful two-way communication with the public, and they are seeing active use.

The NIPC's Watch Center operates around the clock and communicates daily with
the Department of Defense and its Joint Task Force for Computer Network Operations (JTF-
CNO). The Watch Center is also cormected to the Watch Centers of several of our close allies.
U.S. Army Major General Dave Bryan, Commander of the JTF-CNO, recently remarked that,
"The NIPC and JTF-CNO have established an outstanding working relationship. We have
become interdependent, with each realizing that neither can totally achieve its mission without
the other.” I couldn't agree more. The NIPC's ability to fulfill the expectations and needs of its
Department of Defense component is achieved by the inter-agency structure of the Center, which
includes the NIPC's Deputy Director Rear Admiral James Plehal, USNR, and the NIPC's
Executive Director, Steven Kaplan, a Supervisory Special Agent from the Air Force Office of
Special Investigations. The Section and Unit Chiefs in the Computer Investigation and
Operations Section and the Training, Outreach, and Strategy Section are from the FBI. The
Assistant Section Chief for Training, Outreach and Strategy is detailed from the Defense
Criminal Investigative Service, and the Unit Chief of ISAC Support and Development is a senior
CIA analyst. The Section Chief of the Analysis and Warning Section is from the CIA and his
deputy is a senior FBI agent. The head of the NIPC Watch and Warning Unit is reserved for a
uniformed service officer, and the head of the Analysis and Information Sharing Unit is staffed
by a National Security Agency manager. The Center's staffing demonstrates our desire for broad,
high-level, multi-agency ownership of the NIPC and our collective commitment to achieve
meaningful and effective coordination across the law enforcement, intelligence, defense, and
other critical government operations communities.

Within the Center, the NIPC has full-time representatives from a dozen federal
government agencies, led in number by the FBI and the Department of Defense, as well as from
three foreign partners: the United Kingdom, Canada, and Australia. We are also strong partners
with the General Services Administration's Federal Computer Incident Response Center,
FedCIRC, in order to further secure our government technology systems and services. We also
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team up regularly with the CIA and NSA to work on matters of common concern. In addition to
interagency participation, the NIPC has established information sharing connectivity with a
number of foreign cyber watch centers, including in the UK, Canada, Australia, New Zealand,
and Sweden. And, we continue to take advantage of the FBI's global presence through its Legal
Attache offices in 44 nations.

Our multi-agency team works with Information Sharing and Analysis Centers
(ISAC’s) throughout the country, including those that represent the Financial Services Sector, the
Electric Power Sector, the Telecommunications Sector, and the Information Technology industry.
In addition to these private sector partners, we have provided threat briefings to the Water, Oil
and Gas, Financial, Electrical Energy, Information Technology, Telecommunications, and
Railroad Sectors. Since September 11%, the NIPC has been providing sector briefings almost
every day. We are also connected with the 18,000 police departments and Sheriff's offices which
bravely serve our nation daily and in times of crisis. This past March the NIPC and the
Emergency Law Enforcement Services Sector Forum completed the nation’s Emergency Law
Enforcement Sector Plan together with a "Guide for State and Local Law Enforcement
Agencies." This significant achievement represents the nation's first and only completed sector
plan and it is being used as a model by the other critical infrastructure sectors. Taken together,
the Plan and the Guide provide our emergency law enforcement first responders with procedures
that are immediately useful to enhance the security of their data and communications systems.

While the NIPC works diligently with its interagency and private sector partners,
it has embraced other initiatives and fulfilled its role in leading the critical infrastructure
protection effort. This is evidenced by its coordinating actions as Chair of the Incident Response
Sub-Group of the Information Infrastructure Protection and Assurance Group established by
National Security Policy Directive-1. The NIPC also routinely disseminates information through
its participation in task forces and working groups that meet regularly. NIPC senior leadership
participates in weekly senior level meetings to exchange strategic level information with the
Assistant Secretary of Defense for Command, Control, Communication and Intelligence. Further
collaboration is demonstrated through the NIPC's designation as chair of one of the
subcommittees that is revising the National Plan.

While the NIPC has made great strides over the last three years, we recognize the
need to do better, and we are working diligently to improve. In a GAO report dated April 25,
2001, the NIPC was recognized as having an effective investigative training and InfraGard
program. In his prepared statement for the May 22, 2001 hearing, GAO's Director of Information
Security, Mr. Robert F. Dacey, stated:

First, the NIPC has provided valuable coordination and technical support to FBI
field offices, which have established special squads and teams and one regional
task force in its field offices to address the growing number of computer crime
cases. The NIPC has supported these investigative efforts by (1) coordinating
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investigations among FBI field offices, thereby bringing a national perspective to
individual cases, (2) providing technical support in the form of analyses, expert
assistance for interviews, and tools for analyzing and mitigating computer-based
attacks, and (3) providing administrative support to NIPC field agents. For
example, the NIPC produced over 250 written technical reports during 1999 and
2000, developed analytical tools to assist in investigating and mitigating
computer-based attacks, and managed the procurement and installation of
hardware and software tools for the NIPC field squads and teams.

Over the past three years, NIPC has provided training for more than 2,500
participants from federal, state, local and foreign law enforcement and security agencies. The
NIPC's training program complements training offered by the FBI's Training Division as well as
training offered by the Department of Defense and the National Cybercrime Training Partnership.
Trained investigators are essential to our successfully combating computer intrusions.

Enhancing Capacity for Strategic Analysis

The GAO recognized that the NIPC’s ability to completely achieve its mission
was most affected by a shortfall of personnel resources. Specific recommendations included
enhancing capacity for strategic analysis. Iam pleased to report progress in this area.

We have established four strategic directions for our capability growth through
2005: prediction, prevention, detection, and mitigation. None of these are new concepts but
NIPC has renewed its focus on each of them in order to strengthen our strategic analysis
capabilities. NIPC has worked to further strengthen its longstanding efforts on the early
detection and mitigation of cyber attacks. These strategic directions will be significantly
advanced by our intensified cooperation with federal agencies and the private sector. As the
recent Leaves, Code Red and Nimda worm incidents demonstrate, our working relations with key
federal agencies, like FedCIRC, NSA, CIA, and the Joint Task Force - Computer Network
Operations (JTF-CNO), and private sector groups such as SANS, the anti-virus community, and
the major Internet service providers and backbone companies have never been closer. Our most
ambitious strategic directions, prediction and prevention, are intended to forestall attacks before
they occur. We are seeking ways to forecast or predict hostile capabilities in much the same way
that the military forecasts weapons threats. The goal here is to forecast these threats with
sufficient warning to prevent them. A key to success in these areas will be strengthened
cooperation with intelligence collectors and the application of sophisticated new analytic tools to
better learn from day-to-day trends. The strategy of prevention is reminiscent of traditional
community policing programs but with our infrastructure partners and key system vendors.

As we work on these four strategic directions: attack prediction, prevention,

detection, and mitigation, we will have many opportunities to stretch our capabilities. With
respect to all of these, the NIPC is committed to continuous improvement through a sustained
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process of documenting "lessons learned" from significant events. The NIPC also remains
committed to achieving all of its objectives while upholding the fundamental Constitutional
rights of our citizens.

The NIPC is also enhancing its strategic analysis capability through the
“data warehousing and data mining" project. This will allow the NIPC to retrieve incident data
originating from multiple sources. Data warehousing includes the ability to conduct real-time
all-source analysis and report generation.

Enhancing Cooperative Relationships Among Federal Agencies

The placement of the NIPC under the jurisdiction of the FBI endows the Center
with both the authorities and the ability to combine law enforcement information flowing into the
NIPC from the FBI field offices with other information streams derived from open, confidential,
and classified sources. This capability is unique in the federal government for reasons of privacy
and civil rights.

The NIPC has established effective information sharing and cooperative
investigative relationships across the U.S. Government. A written protocol was signed with the
Department of Transportation's Federal Aviation Administration (FAA) which will reinforce how
information is shared between FAA and NIPC and how that information will be communicated.
This protocol documents a long-standing informal process of information sharing between NIPC
and FAA. Informal arrangements have already been established with the Federal
Communications Commission, Department of Transportation’s (DOT) National Response
Center, DOT Office of Pipeline Safety, Department of Energy’s Office of Emergency
Management, and others, which allow the NIPC to receive detailed sector-specific incident
reports in a timely manner. Formal information sharing procedures should soon be completed
with several other agencies, including the National Coordinating Center for Telecommunications
and the Federal Emergency Management Agency’s National Fire Administration.

The NIPC has developed into a truly interagency center and this in itself fosters
cooperative relationships among agencies. It currently consists of detailee from the following
U.S. government agencies: FBI, Army, Office of the Secretary of Defense, Air Force Office of
Special Investigations, Defense Criminal Investigative Service, National Security Agency,
General Services Administration, United States Postal Service, Department of
Transportation/Federal Aviation Administration, Central Intelligence Agency, Department of
Commerce/Critical Infrastructure Assurance Office, and a representative from the Department of
Energy. Canada, the United Kingdom, and Australia also each have a detailee in the Center.

The NIPC functions in a task force-like way, coordinating investigations in a

multitude of jurisdictions, both domestically and internationally. This is essential due to the
transnational nature of cyber intrusions and other critical infrastructure threats.
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To instill further cooperation and establish an essential deconfliction process
among the investigative agencies, the NIPC asserted a leadership role by forming an Interagency
Coordination Cell (JACC) at the Center. The IACC meets on a monthly basis and includes
representation from U.S. Secret Service, NASA, U.S. Postal Service, Department of Defense
Criminal Investigative Organizations (AFOSI, DCIS, NCIS, USACIDC), U.S. Customs,
Departments of Energy, State and Education, Social Security Administration, Treasury Inspector
General for Tax Administration and the CIA. The cell works to deconflict investigative and
operational matters among agencies and assists agencies in combining resources on matters of
common interest. The NIPC anticipates that this cell will expand to include all investigative
agencies and inspectors general in the federal government having cyber or other critical
infrastructure responsibilities. As we noted on May 22, 2001, the IACC has led to the formation
of several task forces and prevented intrusions and compromises of U.S. Government systems.
The IACC was instrumental in coordinating the augmentation of the PENTTBOM investigation
in the aftermath of the September 11 attacks.

Since 1998, the NIPC has been developing the FBI’s Key Asset Initiative,
identifying over 5,700 entities vital to our national security, including our economic well-being.
The information is maintained in a database to support the broader effort to protect the critical
infrastructures against both physical and cyber threats. This initiative benefits national security
planning efforts by providing a better understanding of the location, importance, contact
information and crisis management for critical infrastructure assets across the country. We have
worked with the DoD and the CIAO in this regard. Following the September 11, 2001, events
and at the request of the National Security Council, the NIPC has leveraged the Key Asset
Initiative to undertake an all-agency effort to prepare a comprehensive, centralized database of
critical infrastructure assets in the United States.

The NIPC maintains an active dialogue with the international community, to
include its participation in the Trilateral Seminar of the International Cooperation for Information
Assurance in Sweden and the G-8 Lyon Group (High Tech Crime Subgroup). NIPC has briefed
visitors from a number of countries, including: Japan, Singapore, the United Kingdom, Germany,
France, Norway, Canada, Denmark, Sweden, Israel, and other nations over the past year. In
addition, NIPC personnel have accepted invitations to meet with government authorities in
Sweden, Germany, Australia, the United Kingdom, and Denmark in recent months to discuss
infrastructure protection issues with their counterparts.

The NIPC sends out infrastructure information to address cyber or infrastructure
events with possible significant impact. These are distributed to partners in private and public
sectors. A number of recent advisories sent out by the NIPC (see for example Advisory 01-022,
titled "Mass Mailing Worm W32 Nimda.A@mm”) serve to demonstrate the continued
collaboration between the NIPC and its partner FedCIRC. The NIPC serves as a member of
FedCIRC's Senior Advisory Council and has daily contact with that entity as well as a number of
others including NSA and DoD's Joint Task Force - Computer Network Operations (JTF-CNO).

-
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On issues of national concern, the recent incident involving the Leaves, Code Red and Nimda
worms are good examples of the NIPC's success in working with the National Security Council
and our partner agencies to disseminate information and coordinate strategic efforts in a timely
and effective manner.

Improving Information Sharing

The NIPC actively exchanges information with private sector companies, the
ISACs, members of the InfraGard Initiative, and the public as part of the NIPC’s outreach and
information sharing activities. Through NIPC's aggressive outreach efforts, we receive reports
from many ISAC member companies. The NIPC has proven that it can properly safeguard their
information and provide useful information in return. This reporting is partially responsible for
the issuance of more warning products each year.

Over the past two years the NIPC and the North American Electric Reliability
Council (NERC)—the ISAC for the electric power sector—have established an indications,
analysis and warning program (IAW) program, which makes possible the timely exchange of
information valued by both the NIPC and the electric power sector. This relationship is possible
because of a commitment both on the part of NERC and the NIPC to build cooperative relations.
In the days following the September 11 attacks, NIPC and NERC held daily conference calls.
The close NERC-NIPC relationship is no accident but the result of two interrelated sets of
actions. First, as Eugene Gorzelnik, Director of Communications for the NERC, stated in his
prepared statement at the May 22, 2001 hearing:

[T]he NERC Board of Trustees in the late 1980s resolved that each
electric utility should develop a close working relationship with its
local Federal Bureau of Investigation (FBI) office, if it did not already
have such a relationship. The Board also said the NERC staff should
establish and maintain a working relationship with the FBI at the
national level.

Second, the NIPC and NERC worked for over two years on building the successful partnership
that now exists. It took dedicated individuals in both organizations to make it happen. It is this
success and dedication to achieving results that the NIPC is working to emulate with the other
ISACs.

The NIPC also continues to meet regularly with ISACs from other sectors,
particularly the financial services (FS-ISAC) and telecommunications (NCC-ISAC) ISACs, to
establish more formal information sharing arrangements, drawing largely on the model
developed with the electric power sector. In the past, information exchanges with these ISACs
have consisted of a one-way flow of NIPC warning messages and products being provided to the
ISACs. However, in recent months the NIPC has received greater participation from sector
companies as they become increasingly aware that reporting to the NIPC enhances the value and
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timeliness of NIPC warning products disseminated to their sector. Productive discussions held
this spring with the FS-ISAC, in particular, should significantly advance a two-way information
exchange with the financial services industry. The NIPC is currently working with the FS-ISAC
and the NCC-ISAC to develop and test secure communication mechanisms, which will facilitate
the sharing of high-threshold, near real-time incident information. In the meanwhile we are
working with these ISACs to share information. In March 2001, we were commended by the FS-
ISAC for our advisory on e-commerce vulnerabilities (NIPC Advisory 01-003). According to the
FS-ISAC, that advisory, coupled with the NIPC press conference on March 8, 2001, stopped
over 1600 attempted exploitations by hackers the day immediately following the press
conference.

I remain encouraged by the progress the NIPC has made in its first three years.
Our multi-agency partnership has developed unique national capabilities that have never before
been achieved. We will continually improve in the coming years in order to master the
perpetually evolving challenges involved with infrastructure protection and information
assurance. Thank you for inviting me here today, and I welcome any questions you have.
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Good morning, Mr. Chairman and Members of the Committee. On behalf of the Federal
Technology Service of the General Services Administration let me thank you for this

opportunity to appear before you to discuss our role in Critical Infrastructure Protection.

Background

Critical Infrastructures have long existed in the United States. The shipping systems for
the transportation of goods to and from Europe represented a critical infrastructure for
our first colonies. In the nineteenth century, telegraph and the railroads became critical
infrastructures. As the United States developed an urban, industrialized society, utilities
such as gas, electricity and water became critical infrastructures. The difference today is
that all of our critical infrastructures now have a common link. Infrastructure systems
that were until recently controlled by dedicated computer systems designed and created
for one specific purpose are now controlled by applications that run on the same kinds of
operating systems that can be found almost everywhere. The development of
inexpensive, off-the-shelf computing power and the interconnectivity provided by the
Internet have powered our economy, but this same interconnectivity has provided the
vulnerability to intrusion and exploitation. Vital systems that control publicly and
privately owned and operated critical infrastructures share common attributes that can be

analyzed and exploited. The Federal Computer Incident Response Center, (FedCIRC)
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works to help Federal agencies protect their systems and maintain their critical
operations. Other members of the Critical Infrastructure Protection community focus on
helping private sector owners and operators to protect their systems and to assure the

availability of critical services.

FedCIRC, is a component of GSA’s Federal Technology Service. As designated by the
Government Information Security Reform Act, FedCIRC is the central coordination
facility for dealing with computer security related incidents within the civilian agencies
of the United States Government. This Act mandates that Federal agencies report
computer security incidents to FedCIRC. Our role is to assist those agencies with the
containment of security incidents and to aid them with the recovery process. This
directly supports the critical infrastructure protection mission because the Federal
Government’s agencies depend upon their computer systems not only to conduct
government operations, but also to provide vital connectivity to the owners and operators
of the Nation’s critical infrastructures. For example, the Federal Aviation
Administration’s networks provide them with critical connectivity to components of the
Aviation industry which enabled the FAA to rapidly execute the unprecedented
grounding order in response to the acts of terror on the morning of September 11.
Similarly, the Treasury Department maintains connectivity to the nation’s financial

services sector that is crucial to the health of the economy.
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When a government agency reports a computer security incident, FedCIRC works with
the agency to identify the type of incident, contain any damage to the agency’s system,
and provide guidance to the agency on recovering from the incident. Additionally,
FedCIRC assists in identifying system vulnerabilities associated with the incident and
provides recommendations to prevent recurrence. Upon receiving an incident report,
FedCIRC evaluates and categorizes the incident with respect to-its impact and severity.
If criminal activity is indicated, FedCIRC informs the reporting agency of the
requirement to immediately notify Law Enforcement, either their Inspector General or the
National Infrastructure Protection Center (NIPC) according to agency policies. If the
incident appears to have originated from a foreign country, FedCIRC categorizes it as
potentially having national security implications and immediately contacts both the
National Security Agency’s National Security Incident Response Center (NSIRC)and the
NIPC. As appropriate, FedCIRC advises all Federal agencies of the discovery of new
vulnerabilities and exploits, and provides guidance to eliminate or reduce the

vulnerability, and thwart the exploit.

Incidents involving new vulnerabilities or previously unseen exploits require in-depth
analysis. Effective incident analysis is a collaborative effort. Data is collected from
multiple sources, then verified, correlated and analyzed to determine the potential for
proliferation and damage. This collaborative effort has resulted in the development of an
incident response community that includes FedCIRC, the NIPC, the NSIRC, the
Department of Defense’s Joint Task Force for Computer Network Operations (JTF-

CNO), the Intelligence Community’s Incident Response Center (ICIRC), industry,
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academia, and individual incident response components within Federal agencies. Though
the respective missions of these organizations vary in scope and responsibility, this
virtual network enables the Federal Government to capitalize on each organization’s
strategic positioning within the national infrastructure and‘ on each organization’s unique
access to a variety of information sources. Each entity has a different, but mutually
supportive mission and focus, which enables the critical infrastructure protection
community to simultaneously obtain information from, and provide assistance to the
private sector, Federal agencies, the Intelligence Community, the Law Enforcement

Community, the Department of Defense and academia.

The NIPC, NSIRC, JTF-CNO and FedCIRC are involved in a constant sharing of
sensitive cyber-threat and incident data, correlating it with counter-terrorism and
intelligence reports to develop strategic defenses, threat predictions and timely alerts.
These efforts depend, not on any one participant, but on the unique and valuable
contributions of each organization. The NIPC, because of its relationships with industry,
is able to solicit additional participation when dealing with complex analysis issues. This
broader spectrum brings together some of the nation’s best talent to work on known and
developing threats to the cyber infrastructure. FedCIRC’s relationship with the NIPC is
exemplified by the detailing of FedCIRC staff personnel to the NIPC’s Watch and
Warning Unit. Alerts and advisories are frequently generated by the NIPC, NSIRC, and
FedCIRC as a collaborative effort and represent a consensus when distributed to Federal

agencies, industry and the general public.
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FedCIRC, NSIRC and the NIPC have initiated a process to improve information sharing
and analytic efforts. FedCIRC has developed a standardized reporting format to facilitate
joint processing and analysis of incident information. When an incident has the potential
for widespread proliferation or damage, the participating organizations routinely pool
their information and skills. Cyber-incidents involving a pending or potential
investigation are handled in a manner that preserves sensitive cyber-evidence without
adverse impact to the affected agency’s mission functions or violation of applicable

privacy statutes.

The unified response to recent threats to the cyber infrastructure, including the Code Red
Worm, and the NIMDA WORM clearly demonstrate how these collaborative
relationships work and how each participant’s contributions help to assess and mitigate
potential damage. In both instances; industry alerted the incident response community to
the new exploit. The Code Red Worm conducted widespread automated network
scanning to identify systems operating under Microsoft’s Internet Information Server
software. A public advisory had been previously released identifying a serious security
vulnerability that could allow an intruder to gain control of the vulnerable system and

- employ it to scan and infect other vulnerable systems. The first version of Code Red
commanded thousands of infected computers to simultaneously flood the White House
web site, which would result in a denial of service, denying access to citizens seeking
information from the White House web site. The attack was thwarted in part by changing
the numerical Internet address of the White House web server. This action redirected the

attack against a non-existent address, negating any service impact.
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During a previous event, a collaborative communication network had been established
among the National Security Council, FedCIRC, NIPC, the Commerce Department’s
Critical Infrastructure Assurance Office (CIAO), NSA, CIA, Department of State, DoD,
National Communications System’s National Coordination Center (NCC), academia,
industry software vendors, anti-virus engineers and security professionals. This network
enabled participants to share details as they performed analysis and developed
remediation processes and consensus for protection strategies. In the case of Code Red,
through the collaboration of the above named groups, the collective team concluded that
this worm had the potential to pose a threat to the Internet’s ability to function. An
unprecedented public awareness campaign ensued, concurrent with efforts to ensure that
all vulnerable servers were protected. Statistical information provided by software
vendors indicated an unprecedented rush by users to obtain security patches and software
updates addressing the vulnerabilities. As a result, the impact of Code Red and its
variants was significantly mitigated, and serious impact to Internet performance was

avoided.

As this testimony is taking place, collaborative analysis and defensive strategies are being
developed for a new and very serious Internet threat, the “NIMDA Worm.” Like the
Code Red worm, NIMDA self propagates looking for vulnerable systems, but it is much

smarter in its quest for victims. NIMDA does not look for a single vulnerability in
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Microsoft’s Internet Information Server. It attempts to exploit one or more in a long list
of know weaknesses and also appends hidden, hostile code to web sites so that any user

simply browsing a web site may infect his/her system.

The effectiveness of our response efforts is rooted in our ability to draw on the strengths
of our partners and bring to bear the best technical skills against any existing or evolving
threat. Effective cyber defenses ideally prevent an incident from taking place. Any other
approach is simply reactive. FedCIRC, NIPC, NSIRC, DoD, CIAO and industry
components are aware that the best response is a proactive, preventative approach. In
order to implement such an approach, resources must be focused on the common goal of
securing the nation’s critical infrastructures and the strengths of each organization must
be leveraged in order to achieve the most effective results. FedCIRC, NIPC, DOD,
NSIRC, CIAO and others comprise a virtual team, each offering significant skills and
contributions to the common defense. These collaborative successes have evolved into a
three-tiered collaboration network. FedCIRC, in support of the NSC’s then National
Coordinator for Security, Infrastructure Protection and Counter Terrorism, has
implemented three communication groups dedicated to dealing with Technical Trends;
Policy Issues; and Public Awareness Issues. This permits more effective, focused
collaboration to take place coﬁcunently, enabling individuals to participate in the groups

where their talents are best suited.
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Summary

Mr. Chairman, the information presented today highlights the critical and effective
relationship that exists between FedCIRC and other members of the Critical
Infrastructure Protection community. Though each contributes individually to critical
infrastructure protection, our strength in protecting information systems government-
wide lies in our collaborative and coordinated efforts. Our missions may appear to
overlap in certain areas, but are actually mutually supportive, each focused on a different
and critical need. 1 trust that you will derive from my remarks an understanding of the
cyber-threat and response issues and also an appreciation for the joint commitment to
infrastructure protection of FedCIRC and the other members of the critical infrastructure
protection community. We appreciate your leadership, and that of the Committee, for
helping us achieve our goals and allowing us to share information that we feel is crucial

to the protection of our nation’s technolee -



70

STATEMENT OF JAMIE S. GORELICK
VICE CHAIR, FANNIE MAE

BEFORE THE

UNITED STATES SENATE
COMMITTEE ON GOVERNMENTAL AFFAIRS
342 DIRKSEN SENATE OFFICE BUILDING
WASHINGTON, D.C. 20510

OCTOBER 4, 2001

Mr. Chairman, Mr. Ranking Member Thompson and distinguished members of
the Committee, thank you for the opportunity to testify today regarding the important
subject of protection of the nation’s critical infrastructure.

Over five years ago, I testified before this Committee about what was then an
emerging issue — the need to protect America’s critical infrastructure. Since that time, the
Senate Committee on Government Affairs has continued to focus on this important
problem, because — as we all know — addressing it responsibly requires a sustained focus
and commitment. [ commend the Committee for the leadership its members have shown,
and share your hope that we can keep our nation and its financial system strong through
more effective infrastructure security.

In my testimony in 1996, I raised the specter of a “cyber equivalent of Pearl
Harbor,” and expressed my hope that we would take active measures to safeguard our
country’s information infrastructure before such an event. We have, in fact, done much
to meet infrastructure security challenges. But in the wake of September 11th, there is a
renewed need to assess where we are and where we should be.

So today, I would like to use my time to review the goals we described in 1996,
and again, in 1999, in the report of the President’s Commission on Critical Infrastructure
Protection, and take stock of the progress made toward those objectives. Then, I'd like to
offer my recommendations on where we should go from here.

For years, we have known how dependent our nation’s security is on the privately
held information infrastructure on which it rests. The dependencies on our information
infrastructure are increasing daily, as industry — and I speak with particularity about the
financial services industry — increasingly operates in a paperless environment. Typically,
a large financial institution uses technology to track millions of transactions a day. And
each institution is dependent on other networks for its ability to operate. The events of
September 11 underscore that dependency. When those buildings were hit, in addition to
other tragic consequences, the systems in them and the communications nodes under
them went down. With those systems went a large part of the functionality of our
financial system. The accompanying malicious code attacks — Code Red, Magistr and
NIMDA - caused severe damage to both corporate and government operations.
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As we consider our preparedness in light of increased uses and vulnerabilities, we
need to ask ourselves two key questions:

1. Can we detect actual or threatened intrusions info our critical
information infrastructures and warn effectively?
2. Do we organize and resource correctly to meet the challenges we face?

Let’s first look at the issue of detection and warning. Part of our ability to do this
depends on foreign and domestic intelligence-gathering on the intentions, abilities and
activities of adversaries and malfeasors. We cannot discuss this question in an open
session, but I would give you my assessment that much more needs to be done in this
arena.

The other source of intelligence — observed threats and intrusions — are the focus
of both public and private sector efforts. When President Clinton issued Presidential
Decision Directive 63 (PDD-63), establishing the defense of the nation’s critical
infrastructures against deliberate attacks, particularly those waged in cyberspace, he
presented a rather unique national security challenge, one that the federal government’s
national security establishment cannot solve alone. With over 90% of the U.S. critical
infrastructures being privately owned and operated, assuring the delivery of services vital
to the nation’s defense and economy must be accomplished in public-private
collaboration, with market rather than regulatory solutions being the preferred path.

Let me describe how the financial services industry interacts with the principal
government agencies that have responsibility in this area.

The Commerce Department’s Critical Infrastructure Protection Office (CIAO)
helps proliferate vehicles for private-public cooperation. Let me describe its efforts, as
they apply to financial services. Various interested industry participants bave, with the
support of the CIAO, formed the Partnership for Critical Infrastructure Security (PCIS).
The Partnership was intended to be a collaborative effort of industry and government to
assure the delivery of essential services over the nation’s critical infrastructures. It began
as an informal organization, chiefly supported by the CIAQO, but it is now a Limited
Liability Company with a board of directors, 65 member companies, and an operating
budget (through dues collection ) of $118,000 dollars. To date, there have been three
meetings of the PCIS. More frequent interaction occurs among board members and
working group chairs who meet every other week by teleconference to coordinate on-
going activities. Recent examples of these activities include industry-sector work on a
National Plan, coordinating a media campaign focusing on critical infrastructure
protection and information-sharing between sectors and the govermment. The President
of the Board of the Partnership is from CISCO and founding members include
PriceWaterHouseCoopers, The MITRE Corporation, Fannie Mae, Bank of America and
CitiGroup.
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A Financial Sector Information Sharing and Analysis Center (FS/ISAC) has been
formed to share information on threats, vulnerabilities and incidents in the financial
services industry. The FS/ISAC was launched on October 1, 1999 and became fully
operational in January 2000, supported by a trusted third party vendor (Global Integrity, a
subsidiary of Predictive). It is a secure facility that provides both authenticated and,
where appropriate, anonymous and confidential input. When a member chooses to
submit information anonymously, no one will know who submitted the information.
Member organizations can enroll by signing an FS/ISAC Membership Agreement and
paying an annual fee, based on the organization” requested level of participation.

The FS/ISAC is:

e A private sector partnership among eligible financial services providers

» A database owned by the membership and managed a third party

e An anonymous submission facility for security incidents and transmission
system for alerts of serious incidents

¢ A database structured to allow members to search for incidents,
vulnerabilities, threats, and solutions, available and operated 24 hours per day,
365 days per year.

Member organizations include insured depository institutions, securities firms,
investment companies, insurance companies, credit card companies, government-
sponsored enterprises, clearing and settlement entities, and providers of financial
technology. FS/ISAC members account for eight of the top ten commercial banks, seven
of the top ten securities firms, over 80 percent of the total commercial bank assets, and
over 80 percent of assets under management by the top 50 open end investment
companies.

All this is good progress since the CIAO was established, but the scope and scale
of our capacities are not where they need to be for us to meet the challenges we face now.
The PCIS and the ISACs are volunteer-based organizations that are, for the most part, not
well-known, well-funded or well-staffed. For example, while the FS/ISAC has a third-
party provider who convenes members for twice yearly meetings, there is limited
infrastructure for real-time communication, no emergency planning other than on a
volunteer basis, and limited operational capacity to act in an emergency.

Other ISACs may be farther along. I understand that the National Energy
Regulatory Council, which has become the ISAC for the electric industry, has twenty-one
security coordinators in the network, available seven days a week, twenty-four hours a
day (though it does not have an actual operations center). I also understand that the
National Communications Center (NCC), the ISAC for the communications industry, is
co-staffed by both government and industry representatives and has a truly operational
capability. In addition, an Alerting & Coordinating Network (ACN) was established to
link all of the NCC control centers together. All of the operation centers for various
companies.can communicate with each other through the ACN. Because the NCC is
staffed on a full-time basis, it is able to make better progress with information-sharing.
For example, it has established Concept of Operations and Participation Criteria and has
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made a vigorous effort to reach out to other ISACs like the FS/ISAC. An Information
Sharing and Analysis System used for emergency communications was accredited this
April.

In addition to the above activities, government-sponsored Computer Incident
Response Teams (CIRTs) have been organized to handle computer security related
incidents, such as incident detection, incident containment and incident recovery. These
include the Department of Defense’s Joint Task Force — Computer Network Operations
Center (JIF-CNO); the Carnegie Mellon - Computer Emergency Response Team (CM-
CERT); the National Security Incident Response Center (NSIRC); and the Federal
Computer Incident Response Center (FCIRC). Each of these has a particular focus, e.g.,
on the protection of defense establishments or the provision of alerts to federal agencies,
etc. Information-sharing between government organizations and industry ISACs is done
on an individual basis. The PCIS has established a Task Force to develop a common
taxonomy and architecture to standardize information-sharing between these government
organizations and industry.

I said at the time of the President’s Commission report that industry needs help in
establishing the infrastructures for sharing information, developing protection standards,
and issuing warnings. It has become even more clear since then that these structures do
not evolve on their own and, if they do evolve, they may do so on a time-table that does
not match our national security challenges. The differences among industry sector ISACs
appears to correlate, in part, with the degree of governmental support or involvement, and
also whether these were pre-existing industry groups that could take on this task. Each of
the relevant government agencies should be responsible for affirmatively helping industry
stand up and staff a structure that can bring all industry participants and relevant
government participants together to meet these tasks.

Each ISAC also needs to have relationships with the others and with the various
government cyber warning and analysis centers. Progress toward this goal is highly
uneven and inadequate. While, for example, the information-sharing between the NIPC
and the NERC is reportedly robust, the relationship with other ISACs reportedly is not as
strong. The communications among ISACs is spotty at best.

The FBI's NIPC has done a good deal of work in its InfraGuard system to build
trust with and to exchange information with industry. It now has 1800 member
companies, including Fannie Mae. There are two impediments to its effectiveness:
reservations in industry about sharing information, and resources.

Two changes in the law, previously recommended, should be considered again to
increase the flow of information. The Freedom of Information Act contains many
exceptions, but none protects from disclosure information that a company provides about
its own vulnerability. I understand that the proposed Davis-Moran Act is one idea of how
to provide some level of protection for private sector companies that voluntarily provide
cyber-security information to the government.
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Similarly, there evidently remain antitrust concerns limiting both the sharing of
information and the development of common standards by companies working in concert.
As well, there are liability concerns limiting the use of cyber-security audits and tests.
The industry experts who are working on these issues can, I am sure, address the
Committee’s interest in these issues.

There would also, I believe, be more information flowing to the FBI about
attempted intrusions if companies thought that the FBI could or would investigate the
repeated “pinging” of a system, by which someone is clearly looking for entry points or
vulnerabilities. To me, “pinging” is like walking around a neighborhood trying all the
doors and windows. We should not consider this activity to be benign. Right now, a
private company can go no further in protecting itself from a concerted effort to enter its
system than to politely inquire of the Internet Service Provider from which the “pinging”
emanates if it might look into the matter. The government cannot take action until the
intruder has gotten through the door. It is therefore fruitless to share that information
with the government.

While the government has significantly improved its ability to investigate cyber
attacks, it does not appear to have adequate resources. In 1998, the FBI established a
nationwide capability to investigate computer attacks, the “National Infrastructure
Protection and Computer Intrusion Program,” under the program management of the
NIPC. The NIPC has established guidance and training curricula to build a cadre of
trained investigators. The number of cases more than tripled over the last three years, to
over 1200 pending investigations. In addition, the NIPC built a core of computer
scientists to assist on the most complicated investigations.

But the FBI has a substantial backlog of investigations in this area, so that even if
it has information about a threat or intrusion, it cannot consistently follow through to
investigate. With a staff of 200 agents in this area, the FBI cannot do all the things we
have asked it to: investigate actual incidents, establish InfraGuard chapters, set up data
bases of ‘key assets’, man the detection and warning functions, etc. I would suggest that
this Committee evaluate the adequacy of the resources that we apply to the protection of
our national information infrastructure.

Neither the NIPC nor the Commerce Department, nor anyone in or outside of
government, has the operational capacity or authority to coordinate the actions of
industry in an emergency or to recover and reconstitute critical infrastructures debilitated
or destroyed by an attack. The original theory was that this was primarily the
responsibility of the private owners and operators of those systems. Even if that is so,
someone must lead the effort. Each “lead agency” of the government charged with
responsibility for each infrastructure section (Energy for electrical power; Transportation
for oil and gas; Treasury for banking and finance, etc.) was supposed to develop a
recovery and reconstitution plan in concert with the relevant sector. As I understand it, to
date, only the NIPC and its sector, Emergency Law Enforcement Services, have
developed a plan. Others have works in progress. So we do not have extant plans for
recovery. We should have such plans and the capacity to limit the impact of a successful
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cyber intrusion, as well as the capability to work around it to keep the system running.
We also need to be able to counter-attack when privately held computer systems are
attacked. We have seen that terrorists understand the attractions of both governmental
and private sector targets, but are we prepared to respond to an attack on these non-
military targets, to fight back to prevent further darmage?

Finally, as in so many issues, the many and varied responsibilities of
organizations in this area could benefit from clarification to reduce redundancy and turf
battles. Responsibility for the identification and the planning for protection of “key
assets’ resides in the FBI’s NIPC, the Commerce Department’s CIAO and, as the
Defense Department moves closer to a homeland security role, likely there as well.
Those of us who help run key assets need to know with whom to work.

Because the framers of PDD-63 were concerned that industry would reject a
government-led effort, it encouraged the proliferation of private groups to do the work
that needed to be done. But now, there are the CIAO, the NIPC, the PCIS, the many
ISACs, and the many CIRTs. It would be helpful to take stock, clarify and, if necessary,
streamline and strengthen the structure so that it is truly robust.

That brings me to the second key question:

Do we organize and resource correctly to meet the challenges we face?

There are many, many willing partners in the private sector in this important work. For
our own business continuity, we need to protect our own infrastructures and help our
business partners do the same. But we are unused to collective or collaborative action
like that called for here. We also have a great deal of technical expertise to share, but we
are used to protecting, not sharing, our technical prowess. The ISACs and the PCIS
provide for such activities, but we would be helped if we had:

e coherent, cohesive leadership from the government and a clear understanding of
who is doing what in the government

» adequately resourced support for the establishment of robust infrastructures like
the ISACs that convene industry participants, share information and plan for an
emergency
a legal rubric that makes it easier to share information and set common standards
a robust set of investigative resources to whom we can turn when there is
evidence of an intrusion or threat of one

» and, in an emergency, a plan and a person or persons with authority to act on that
plan.

With continued focus on the importance of these efforts, together we can better protect
our critical information infrastructure.

Thank you for the opportunity to appear before you today.
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CRITICAL INFRASTRUCTURE PROTECTION: WHO IS IN CHARGE?

Good morning, Mr. Chairman and Members of the Committee. It is an honor to be here
this morming to share Qwest's views on this subject of paramount national importance. Thank

you for holding this timely hearing and for including us among these distinguished panelists.
Let me begin by briefly introducing my company and myself.

Qwest is a four-year old Fortune 100 company, with 66,000 employees and annual
revenues of over $20 billion. We are a telecommunications company of the 21* century,
providing local and long distance, telephone, wireless, and Internet web hosting services over a
state-of-the-art network to homes, businesses, and government agencies in the United States and

around the world, including the US Departments of Defense, Energy, and Treasury.

Although I am here today in my capacity as Chairman and CEQ of Qwest, I also serve as
Vice Chair of the National Security Telecommunications Advisory Committee, often referred to
as NSTAC. NSTAC is an organization of 30 CEOs from the telecommunications, technology
and other industries who share information about emergency preparedness and advise the
President and other White House leaders on a wide range of national security and related

concerns. I bring to this organization, and to the Committee today, my thirty years’ experience
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in the telecommunications industry, particularly on issues relating to information security and

critical infrastructure protection.

Mr. Chairman, two weeks ago the President reassured the nation that the state of the
Union is strong. This morning I offer you the same assurance regarding the nation’s

telecommunications infrastructure.

America’s telecommunications infrastructure is the best in the world, and the engineers,
technicians, and workers who maintain it are second to none in their technical ability and selfless
dedication. We saw the proof on September 11. Despite the horrific damage sustained at the
World Trade Center and at the Pentagon, the nation’s telecommunications infrastructure
continued to operate. It brought us the sounds and images of tragedy, it summoned emergency

rescue services, and it alerted our military forces.

At Ground Zero in New York, telecommunications companies put aside their everyday
marketplace rivalry and came together as one to help restore communications in lower
Manhattan. For example, Qwest immediately diverted a multimillion-dollar shipment of
switching equipment to lower Manhattan, gave top priority to any and all requests from
emergency service providers engaged in rescue and recovery efforts, and provided free Internet
connections and services to those who had lost them. Similar efforts were made by many other
telecom companies -- a collaborative industry undertaking praised by FCC Chairman Michael
Powell as “heroic efforts...insuring that the world’s premier communications network has

continued to be available in this time of tragedy.”

1 stress this point because, where some have focused on how vulnerable our networks are,

we must also remember how resilient they are. In this sense, our networks’ performance during
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and after this indelible national tragedy can teach us some valuable Jessons about the control and

protection of critical infrastructures that the Committee is asking this morning.

First and foremost, the telecom industry understands that our networks are, quite literally,
the conduit that connects the other essential sectors of our economy. For that reason, we
understand that we bear a unique responsibility in being the first line of defense in protecting our
own infrastructure. Keeping both our internal and external networks safe is something that

companies in the telecom industry do every day — and will continue to do in the future.

Let me give you two examples of this from our own experience. First, to defend our
internal networks from both physical and cyberattack, Qwest has implemented a comprehensive
information network security program, which includes classification of network assets, the
development, implementation and monitoring of a complete set of security policies and
procedures, extensive employee training, and a plan for disaster response and recovery. Qwest’s
security program serves as a model for other companies, and will shortly be recommended for
adoption by all NSTAC industry members. Second, to protect our external networks, just last
month Qwest dedicated more than 1,000 technical experts to assist our customers affected by the
global “Code Red” computer virus. Such a quick and comprehensive response to threats to

network operations has become a necessity.

But, in all candor, it’s not enough. Other industries need to take similar steps to protect
their own critical infrastructures. Communications providers know from experience that any
network is only as strong as its weakest link, and we can only protect communications networks
up to the point of service. Vulnerable infrastructure in any industry affects all industries. A
communications provider can have the most secure network in the world, but if other industries

we serve have vulnerable infrastructures, our networks may continue to be open to attack. In
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other words, each company must therefore protect its own critical infrastructure; and all
companies, whether managing and operating critical infrastructure or running traditional

business operations, have a responsibility to exercise prudent risk management.

Private sector companies are in charge of protecting their corporate assets, including
digital data and networks, physical facilities, and people. Officers and directors have a fiduciary
duty to their shareholders to protect corporate assets and operations. This means they must take
security of their data and networks seriously. Quite simply, corporate America must begin to
exercise oversight, effectively manage infrastructure risks, institute corporate security plans,
adequately fund security initiatives, and look for ways to collaborate on critical infrastructure

protection.

The public sector and its agencies have additional responsibilities as well. I'll briefly
mention three. First, as in business itself, a major aspect of communications network design is
risk management. When designing a network, agency mission and objectives are calibrated to
reflect the acceptable level of risk. As of September 11, the definition of acceptable risk was
dramatically changed, and such concepts as the need for redundancy, single point of failure, and

the reliability of a network now need to be redefined.

Second, increased standardization of security requirements across the agencies is crucial.

3

Terms like “redundancy,” “single point of failure,” and “reliability” need to be precisely and
uniformly defined. Presently, agencies interpret these terms differently and leave it to the
vendors to attempt to discern their intent. Also, with “lowest cost” evaluation models the
government often inadvertently encourages vendors to shortchange security requirements to

minimize their bids and then perhaps “evolve” their proposals to deal with the technical security

issues after contract award. Obviously, such an approach leads to no consistency across the
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government in its ability to resist or respond to network attacks. Standardization cries out for

attention.

Finally, the Government must take steps to increase the sharing of information. During
the recent crisis, the efforts of NSTAC and the National Coordination Center demonstrated that
one of the best means to defend against terrorists is the timely and accurate sharing of
information. Private sector companies should not be subject to FOIA requests or other exposure
from the Government, investors or competitors for helping to protect critical infrastructure.
Appropriate legislation should be crafted to protect companies similar to the legislation that was

developed for the Y2K problem.

This brings me to the issue of how companies and the public sector can jump-start their
efforts in the face of this national emergency. Here again, the telecommunications industry’s

longstanding history of shared responsibility and cooperation provides a model to follow.

NSTAC has been key in furthering shared industry responsibility and private-public
sector cooperation. In terms of facilitating interindustry efforts, NSTAC studied Qwest’s
internal network security program, and has recommended that all its member companies adopt it
to safeguard their own networks. And during the unfolding tragedies on September 11 NSTAC’s
National Coordinating Center and its Information and Analysis Center for Telecommunications
operations, supported by many of our members, played a pivotal coordinating role in restoring
telecommunications services and providing essential communication needs in both New York

City and at the Pentagon.

How can we best build on the current framework to broaden its scope and increase its
effectiveness? There are several interrelated ways of doing this. For example, NSTAC and the
National Security Council should immediately initiate a project to develop benchmarks and

5
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requirements for Information Security Best Practices for the telecommunications industry.
Either NSTAC or a public organization, such as the National Infrastructure Simulation and
Analysis Center proposed by Senator Domenici, could be given the responsibility to extend these

clearinghouse and coordination functions to other industry segments as well.

No matter what organizational structure you establish to carry out these expanded
planning and coordination functions, it will not succeed if existing law works against the ability
of companies and government to freely share sensitive information on infrastructure protection.
Legislation introduced recently by Senators Bennett and Kyl recognizes this. Congress should
remove real or perceived barriers to information sharing in order to allow the exchange of critical
information about infrastructure threats and assure that the information exchanged will not,
directly or indirectly, fall into the hands of our enemies. And Congress should complement these
efforts by enacting legislation increasing the penalties for cyberattacks and acts of vandalism that
impair the telecommunications infrastructure, and by giving law enforcement greater latitude to

investigate and prosecute these attacks.

I’'m a businessman, not a lawyer, so I won’t presume to advise you about the privacy and
other legal ramifications of the information sharing and wiretapping legislation Congress is now
considering. But as a telecom executive I can assure you that our networks are sound and ready

to help preserve our national security.

Conclusion

In my testimony I have stressed several points: first, telecommunications companies
have a critical responsibility to defend their internal and external networks against physical and
cyberattack, and to adopt policies and procedures that will do this; second, all companies must
strive to ensure the security of their data and networks; third, interindustry coordination and

6
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industry/government cooperation are essential to these efforts; and fourth, there are a number of

steps that Congress should take to enable these efforts to be both broader and more effective.

And now let me conclude. Ibegan by saying that our country’s telecommunications
infrastructure is strong — and it is. But it can, and must, be stronger. I speak for Qwest, and
without doubt for the rest of our industry, when I commit to you that we will do whatever is
necessary to work with this Committee and the Congress to assure the continued strength of the

networks that make up America’s telecommunications infrastructure.

HHHH
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Chairman Lieberman, Senator Thompson, and distinguished committee members, it is a
privilege to appear before you today to discuss this important matter. I would like to
commend you for squarely facing this complex challenge.

In the wake of the terrorist attacks on the World Trade Center and the Pentagon, the
United States is confronted by harsh realities: Our homeland is vulnerable to physical
attack, gone is the sense that two oceans provide protection. But this is not only a US
problem. In many ways it was a blast heard round the world, the reverberations of which
will be felt for years to come.

It is widely accepted that unmatched U.S. power (economic, cultural, diplomatic, and
military) is likely to cause America’s adversaries to favor “asymmetric” attacks over
direct conventional military confrontations. These strategies and tactics aim to offset our
strengths and exploit our weaknesses.

The terrorists attacked highly visible symbols not only of our military strength, but also
of our economic prowess. Though exceedingly well planned, coordinated, and executed,
the comparatively low-tech means employed by the terrorists raises the possibility of a
well placed bomb, a cyber strike, or worse yet a more inclusive, more sophisticated,
assault combining both physical and virtual means on one, or several, critical
infrastructures. The window of opportunity for implementing a comprehensive course of
action that will remedy existing shortcomings is rapidly closing.

As we will never be able to protect everything everywhere all the time from every enemy
— at least not in a democracy such as our own — now is the time for clearheaded
prioritization of policies and resources. Unless we examine the problem in its totality, we
may simply be displacing risk from one infrastructure to another. We need to approach
the problem holistically, examining the dangers posed to our critical infrastructure in both
the physical and virtual worlds and where they converge.

Infrastructures have long provided popular terrorist targets: telecommunications, electric
power systems, oil and gas, banking and finance, transportation, water supply systems,
government services, and emergency services. Destruction or incapacitation of these
systems could have a debilitating effect on US national and/or economic security. This is
a brief sampling of terrorist attacks on critical infrastructures intended to frame an
historical context for the discussion.

Telecommunications

e In 1987, the LTTE attacked a telecommunications complex north of the Jaffna
tower, severely damaging or destroying the sophisticated computer systems
housed there. This was part of an overall campaign to deprive the residents of
Jaffna of basic amenities, including public libraries and telephone services.
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Electric Power Systems

In 1997 IRA terrorists sought to bomb 6 National Grid Group sub-stations, which
would have cut off all power to the city of London and the south-east. Had this
plot succeeded, it would have crippled hospitals, transportation, emergency
services, and vital computer links and would have taken months to return full
service. A joint operation by MI5, Special Branch, and the Anti-Terrorist squad
thwarted the plan and resulted in the arrest of top IRA conspirators.

Oil and Gas

In July 1996, Scotland Yard foiled an attack by the IRA directed against gas and
water plants in London. The police arrived “in the nick of time,” arresting seven
people and confiscating 180 pounds of semtex.

Over a year and a half period between 1997 and 1998, there were more than 160
attacks on Canadian gas wells, pipelines, and businesses. Terrorists have struck
with various sorts of artillery, bullets, and bombs.

In 1999 there were 132 terrorist attacks against transportation, 16 more then the
year before. Of these pipelines lead the list, accounting for 78% of the total.

The FARC and the ELN have had great “success” in targeting Colombia’s oil and
gas pipelines. According to the most recent State Department study, Patterns of
Global Terrorism, in 2000 the ELN carried out the majority of the 152 attacks
against the Cano Limon, Columbia’s second largest crude oil pipeline. Asa
result, Occidental Petroleumn had to halt exports through most of August and
September.

The retarded growth of the Russian pipeline illustrates how these security
concerns can severely impact not only established structures but also the
development of new ones.

Banking and Finance

In 1992, the IRA bombing of London’s Baltic Exchange cost three lives and
caused over $1 billion in damage.

Building off of this model, they struck again in 1993, bombing London’s “Square
Mile, England’s financial center, again inflicting over $1 billion worth of damage.
This bomb, detonated over the weekend when casualties would be low, targeted
British economic strength.

In April 1996, the LTTE drove a truck laden with explosives into the Central
Bank in Colombo, the capital of Sri Lanka, killing 91 people.
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Transportation

Air

In July 22, 1968 the Popular Front for the Liberation of Palestine (PLFP)
highjacked an El Al flight. With the 1972 attack on Ben-Gurion airport, terrorists
graduated from attacking airplanes to indiscriminate bombings.

With focused efforts and diligence, the number of attacks decreased, even as the
overall number of terrorist incidents has increased — demonstrating the value and
possibility of hardening targets. The hijacking of Air France Flight 139 in July
1976 by terrorists, and its subsequent re-routing to Entebbe, Uganda, prompted a
highly successful raid by an Isracli commando teamn. In the end, the hostages
were freed, no ransom was paid, and the terrorists” demands went unmet.

In Qctober of the following year, four terrorists (led by Zohair Youssef Akache)
hijacked a 737 bound for Germany from the Balearic Islands. After flitting
around Europe and the Middle East, the plane was finally landed in Mogadishu,
Somalia. While there, the “crack” German anti-terrorist unit GSG-9, along with
two British Special Air Services members on loan, successfully stormed the
aircraft and rescued the hostages. Here too, the situation was resolved by the use
of force without payment of ransom. Following these two successful counter-
terrorist operations, terrorists changed tactics, moving away from hijacking
aircraft to bombing them.

Railroads and Trains

In 1995, an unknown group calling themselves the “Sons of Gestapo™ derailed an
Amtrak train, causing it to phunge off a 30-foot high bridge and crash into a dry
streambed 50-60 miles from Phoenix, Arizona, by removing 29 spikes from the
track.

Also in 1995, Aum Shinrikyo carried out their sarin gas attack in the Tokyo
subway system. Not only is this attack significant because of it was an attack on
the transportation but also because it was the first indiscriminate use by a terrorist
organization using a chemical nerve agent.

Even threats can have a substantially disruptive effect. In April, 1997 IRA bomb
threats alone shut the city of London down. The IRA detonated a real bomb at the
Leeds station, without injury. They then made a series of calls using the code
words designed to inform the police that it really was an IRA member on the line,
and shut down the King’s Cross, St. Pancras, Paddington, and Charing Cross rail
stations, the Jubilee subway line, numerous streets around Trafalgar Square,
Gatwick and Luton Airports were entirely closed, and Terminal Three at
Heathrow was closed temporarily. In essence, the IRA managed to shut London
down by the mere threat of violence.

Just last week, a bomb aboard the North East Express, traveling between New
Dethi and Gauhati, India derailed seven cars and injured 100 people. Though no
group had claimed responsibility, authorities believe it to have been the work of
the National Democratic Front of Boroland.

Maritime

In October 1985, four Palestinian terrorists hijacked the cruise ship Achille Lauro
and her 750 plus passengers. They killed American Leon Klinghoffer, and then
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violently threw his body and his wheelchair overboard. Egyptian and PLO
officials managed to negotiate a deal with the terrorists in which they would be
granted safe passage from Egypt if they surrendered the ship and her passengers.
While en route, US fighter planes intercepted the plane, forcing it to land

¢ Piracy accounts for 28% of the worldwide violent attacks carried out against .
transportation in 1999, up 36% from the year before. Considering that 85% of the
world’s good travel by ship, those figure add up to substantial losses in a hurry.

¢ In October of 2000, suicide bombers used a shaped charge mounted on a skiff to
kill 17 US sailors and wound 39 others aboard the USS Cole while at port in
Aden, Yemen. The bombing of the USS Cole contirues to serve as another grim
reminder that terrorists will continue to probe and will strike where they can.

¢ Also in October 2000, the LTTE mounted a well-organized attack on Trincamalee
harbor, injuring 40 people and destroying two crafis by guns and a large
passenger craft by explosion. These attacks are part of the overall attack and
looting campaign carried out by the Sea Tigers, the LTTE’s naval branch.

» The fall 2000 report of the Intertagency Commission on Crime and Security in
U.S. Seaports highlighted that in terms of the threat posed by terrorism “their
vulnerability to attack is high” and “such an attack has the potential to cause
significant damage.”

Water Supply

¢ In October 1987, a teenager threatened to blow up the Bonneville Dam on
Washington state’s Columbia River unless he received $15,000. An FBI agent
shot and killed him. The “detonator” turned out to be a cell phone.

Emergency Services

s In 1996, a Swedish man disabled portions of the US emergency 911 system in
Southern Florida from his home in Goteburg.

And the list goes on. These examples only begin to plumb the depth of what we have
already seen and intimate what is possible. What if the terrorists had decided to crash
one of the planes into a nuclear power plant, a liqguefied natural gas plant, or an oil
refinery? There would be many more potential casualties as well as the dangers posed by
environmental concerns. The Nuclear Regulatory Commission stated that America’s
nuclear reactors would not be able to sustain an impact from an airplane used of the kind
used in the September 11" attacks. Thirty-one states have nuclear power plants that
supply about 20 percent of the nation's electricity supply. If one of these was hit not only
would we need to deal with the interruptions of electric power, but also with the cleanup
and pollution from the damaged reactor.

Bits, bytes, bugs, and gas will never replace bullets and bombs as the terrorist weapon of
choice. Al Qaeda in particular chooses vulnerable targets and varies its modus operandi
accordingly. They become more lethal and innovative with every attack — the first

attempt on the World Trade Center, the Khobar Tower, the U.S. embassies in Africa, the
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USS Cole. In light of this demonstrated escalation and flexibility, we must shore up our
vulnerabilities, and cyber threats are a gaping hole. While bin Laden may have his finger
on the trigger, his grandson may have his finger on the mouse. Moreover, cyber attacks
need not originate directly from al Qaeda, but from those with sympathetic views.

For too long our cyber security efforts have focused on the “beep and squeak” issues, and
have been attracted to the individual virus or hacker in the news, often to the neglect of
the bigger picture, incorporating the economy and beyond. It is time to identify gaps and
shortfalls in our current policies, programs, and procedures, begin to take significant
steps forward, and pave the way for the future by laying down the outlines of a solid
course of action that will remedy existing shorfcomings. Along these lines, there have
already been a series of actions taken, some prior to September 11 and some post.

In particular, I applaud the creation of the new cabinet level Office of Homeland
Security, directed by Pennsylvania Governor Tom Ridge. It is my understanding that a
comprehensive review will be completed by next week, which will set out the office’s
roles, missions, and responsibilities. We will then have a better sense of the explicit roles
and responsibilities pertaining to homeland security and how they pertain to critical
infrastructure protection — perhaps most notably continuity of operations and continuity
of government missions.

This attack was a transforming event. We cannot examine past precedent as to what had
and had not worked before because we now have a new frame of reference, one that
requires a new outlook. Because this is a top priority issue, organizational charts, titles,
and line items, historic emblems of bureaucratic power, fade into the background.
Governor Ridge will have the ammunition required to carry out his mission because it has
the full confidence and backing of the President. But even an undertaking of this
importance takes some time to move from concept to capability. Once the immediacy of
the problem has settled into routine, several months hence, we should consider codifying
and institutionalizing its mission with congressional legislation and additional statutory
authority if needed.

Prior to the events of 11 September, the executive branch was drafting a new National
Plan and Strategy to provide guidance and direction for cyber security, scheduled for
release by year’s end. Likewise, an Executive Order (EO) on the same subject, entitled
“Critical Infrastructure Protection in the Information Age,” was near completion and
efforts are underway to ensure that it jibes with the other initiatives. And, in his first
National Security Presidential Decision (NSPD 1), promulgated on March 3, 2001,
President Bush emphasized that national security also depends on America’s opportunity
to prosper in the world economy. Indeed, cyber security lies at the core of our economic
prosperity, which is our “nerve center” — and President Bush and his team should be
congratulated for having taking new steps on this front.

As both the Executive branch and Congress consider how best to proceed in this area, we
should not be afraid to wipe the slate clean and review the matter with fresh eyes. We
need to be willing to press fundamental assumptions of national security. Cyber threats
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and information assurance are cross-cutting issues, but government is organized along
vertical lines. Though it is crucial to conduct our review with a critical eye, it is equally
important to adopt a balanced viewpoint — one that appreciates both how far we have
come and how far we have to go.

Fortunately, centers of excellence do exist — both in government and the private sector -
and we should leverage and build on them. Only now, with the requisite amount of water
under the proverbial bridge, have we amassed sufficient knowledge and experience to
formulate the contours of a comprehensive cyber security strategy. It is essential that any
strategy encompass prevention, preparedness and incident response, vis-a-vis the public
and private sectors, as well as the interface between them.

Such a strategy would generate synergies and result in the whole amounting to more than
simply the sum of the parts (which is not presently the case). Such an approach would
also offer enhanced protection for the “nerve center” that is the U.S. economy.

A Brief Snapshot

Information technology’s impact on society has been profound and touches everyone,
whether we examine our economy, our quality of life, or our national security. Along
with the clear rewards come new risks and a litany of unintended consequences that need
to be better understood and managed by our industry and government leaders.

Unfortunately, our ability to network has far outpaced our ability to protect networks.
The events of September 11 are a marked counterpoint to the daily invasion through
cyberspace. There is no shortage of examples of our vulnerability, based on past red
team exercises. Likewise, demonstrated capabilities — fortunately, without truly nefarious
intent — are also in evidence. Already, we have seen a young man in Sweden disable
portions of the emergency 911 system in Southern Florida and a Massachusetts teenager
disable communications to an aviation control tower.

Fortunately, however, we have yet to see the coupling of capabilities and intent (aside
from foreign intelligence collection and surveillance), where the really bad guys exploit
the real good stuff and become more techno-savvy. It is only a matter of time before the
convergence of bad guys and good stuff occurs. We must develop the means to mitigate
risk in an electronic environment that knows no borders.

Against this background, we need a true national debate on infrastructure assurance, and
we need to re-think national security strategy — and, by extension, economic security and
our nation’s security — accordingly. It can no longer be a case of the government leading
and the private sector following. In other words, Silicon Valley and the Beltway, where
the sandal meets the wingtip, must stand side by side and on equal footing in addressing
these issues and formulating responses.

As to the specific question of “who’s in charge”, this is a shared responsibility between
the public and private sectors.
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Building a Business Case

Government, industry, and individuals all have leadership roles to play. Cyber security
and its implications for economic security represent twenty-first century challenges.
Twentieth century approaches and institutions simply will not work. Instead, we need
new organizations, novel management practices, and an array of new tools. Though this
is not an area where government can go it alone, it can — and must — set a good example.
In fact, only through leading by example can the government realistically hope for the
private sector to commit the sort of effort — in time and resources — expected of them.
And we need to be sure and set the bar high.

But, while government is eminently well suited to do certain things, others are best left to
industry to do. Put another way, just as important as identifying what government should
do is identifying what it should not do. What follows below is an attempt to put flesh on
these skeletal statements in so far as they relate to cyber security and its implications for
economic security.

Before proceeding to focus on sector-specific (that is, public and private) strategies,
however, I would like to briefly lay out a few general guiding principles. In particular, a
solid approach to critical infrastructure protection and information assurance (CIPIA)
must, in my view, be centered on three “prongs,” namely: policy, technology and people.
Underpinning this triadic structure must be education and awareness, and superseding it
must be leadership. Without leadership, the entire structure crumbles because policy
priorities are only sustained if political will and the necessary resources support them.

Improving the Public Sector’s CIPIA Readiness

The starting point for the discussion here must surely be Presidential Decision Directive
63, the May 1998 directive that established the framework for tackling the critical
infrastructure/cyber security issue. Among other things, PDD-63 established the National
Infrastructure Protection Center (NIPC), the Critical Infrastructure Assurance Office
(CIAOQ) and the National Infrastructure Assurance Council (NIAC), as well as identifying
the “National Coordinator” (at the NSC) as the central coordinating figure for the federal
government. The PDD laid out aggressive goals for improving federal systems, incident
waming and analysis, research and development efforts, IT security worker skills, and
cooperation among federal agencies and with the private sector. Unfortunately, this
directive has proved to be long on nouns and short on verbs. Put another way, planning
is everything — plans are nothing. The time has come for implementation and execution.

But planning, implementation and execution are all complicated by the fact that the
government is presently organized along vertical lines — even though cyber security
constitutes a cross-cutting mission. Among other things, this makes it difficult to assure
accountability. Against this background, we need to streamline and re-adjust the
workings of our public sector, and coordinate its constituent components so as to increase
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efficiency, clarify responsibilities and heighten accountability — all the while bearing in
mind that outreach to the private sector is equally critical.

Successes enjoyed to date were often in areas without significant budgetary implications
or where the need for change was so compelling that some work had to be accomplished.
Without strong budgetary authority residing in the National Coordinator, many important
items could not be accomplished and, among other things, this made it very difficult to
assess responsibility or accountability when CIPIA readiness failed.

On a positive note, the Department of Defense (DOD) and Intelligence Community have
established a level of information assurance readiness that s typically much more mature
then their civilian agency counterparts. This is to be expected, as they have experienced
the impact of cyber attacks over the past decade and experienced many of their own
vulnerabilities. The rest of the federal government will continue to benefit from these
DOD experiences and the solutions that DOD has crafted for itself. These provide
building blocks for the government to develop its cyber security strategy.

The government must lead by example. Without first having its own house in order, it
cannot provide the private sector with the necessary support or encouragement essential
to promoting strong CIPIA. Seven recommendations for action in the federal
government follow.!

(1) Leadership. Critical to the federal government effort is having at its apex a single
individual or group endowed with the requisite powers and responsibilities to make the
system work. To this end we need to appoint a senior government official with clout or
“teeth” - that is an Assistant to the President for Information Security — whose efforts are
supported by the White House. This senior official would have a small staff and use an
interagency working group to coordinate federal agency efforts and programs. This
position should be confirmed by Congress and among other things would be empowered
to issue directives regulating the security of federal agencies IT systems; would hoid
budget review authority on those portions of a federal agencies budget concerning
information technology or critical infrastructure to ensure sufficient security funds are
requested; and would conduct audits/assessments to ensure federal agency accountability
and adherence to IT security standards. This senior official would be responsible for
reporting to the President, and to the Congress, on the performance of individual
agencies.

In addition, this senior official would be responsible for developing an annual plan to
identify crosscutting issues, have a limited budget to begin to develop crosscutting
government-wide solutions, and ensure sufficient research and development efforts are
undertaken.

! These recommendations are drawn from a forthcoming Joint Economic Committee report authored by
Mark Montgomery and myself.
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The foregoing proposal, with its centralizing features, is intended to streamline and
replace the myriad of structures that currently exist. Notably, a similar motive apparently
underlies the Executive Order that is currently being formulated. There is a good chance
that the EO will establish some sort of a board, including a number of federal agencies
and organizations, with a chair and a vice chair from the private sector, with an eye
towards clarifying and delineating responsibilities in the area of cyber security, and
heightening accountability. This may have two chains of command — one through the
National Security Advisor and the other through the Director of the Office of Homeland
Security.

(2) Risk Mitigation. A key element in improving the computer security of federal
agencies is the need to rapidly respond to incidents or threats and repair known software
faults. The federal government must implement a system to provide real time
information assurance vulnerability alerts to system administrators, identifying possible
attack techniques or targets and known threat ISP addresses. This system, which could
leverage the less robust FEDCIRC system already in-place at GSA, must be fully
comnected to the defense department, intelligence, and law enforcement warning systems
and must also maintain good communications with private sector operated warning
centers.

An equally important risk mitigation effort in the federal government is the efforts to
rapidly identify, distribute, and install software “patches” which are developed by
vendors to correct known flaws in operating system codes. The time period between the
distribution of the patch by the vendor and the installation of the patch by the system
administrator is the most vulnerable time for an operating system, and the pace of this
installation must be increased. Additionally, the federal government must work hard on
the development of automated tools to help with both vulnerability alert distribution and
automated pact identification and installation.

Finally, to evaluate the effectiveness of the security management and risk mitigation
efforts at federal agencies, the central office or board could have an “expert review team”
at its disposal. This “red team” of 20-25 personnel with the requisite technical skills,
could be used to evaluate the cyber security over federal agencies and provide feedback
(government-wide) on the “best practices” and common vulnerabilities they encountered.

In fact, I would go so far as to suggest that there ought to be required, by law, an annual
test of each agency’s vulnerabilities and capabilities (with the latter assessing their ability
to respond to events). Further, based on the results of the annual testing process, we could
derive baselines that would be applicable across the board, so as to hold all agencies
subject to the same standard of account.

(3) Warning. A critical step towards coordinating federal agency readiness and
preparedness efforts is the construction of a centralized intrusion detection and warning
center. Again, the FEDCIRC system could serve as a basis for this system, but would
require significant increases in personnel, and budgetary and policy authority. This
center would serve a number of critical functions; it would provide indications and
warning of an impending attack for all federal agencies; it would employ a federal agency
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“infocon” system to establish readiness and preparedness levels on federal agency
information systems; it would house a cyber incident response team to assist agencies in
incident management; and finally the center could play a crucial role in the
implementation of information assurance vulnerability alerts and software patch alerts
mentioned previously. This center would serve non-DOD federal agencies, and would
work with and parallel the efforts of the Joint Task Force Computer Network Operations
that DOD has successfully employed for the past three years.

(4) Standards. The federal government needs to improve its standards in both the
management of information security systems and the procurement of information
technology systems. In the area of security standards management, federal agencies have
requirements established in numerous documents including OMB Circular A-130 and
several laws. The missing ingredient has been a strict auditing and assessment system to
enforce these standards. Specifically, OMB has never been properly manned to
implement and enforce such an assessment system. Frequent audits by GAO have
demonstrated that, in the absence of a tool to hold them accountable, federal agencies
have routinely failed to meet the standards laid out in A-130. If the senior official called
for above is given some budgetary review over agencies IT programs, he will have the
tool to enforce audit and assessment findings, which would be conducted by the “red
team” mentioned above. It would also be beneficial if the results of the audits were
provided to the President and Congress as a “report card” to help keep the pressure on
federal agencies senior leadership. In the absence of this pressure, many agencies do not
treat information security as a critical or core agency mission.

Information technology system procurement standards are another key public sector
shortfall. The government needs to have (or work with) a laboratory in which IT
products undergo a review and validation process, from which GSA will then provide a
list of acceptable products for federal agencies to procure. In the absence of such a
procurement standard many federal agencies continue to install information technology
equipment with little or no security components installed.

(5) Training and Education. There are numerous components of information assurance
training and education that the federal government must continue to push.

First, the public sector needs to raise IT security awareness among the general federal
workforce. This includes the use of effective security techniques (i.e. passwords) and the
need to limit access to IT systems without proper clearance. This awareness training
needs to be conducted on a recurring basis, and be tied to an employee’s computer
access.

Second, we need to continue to train and certify our federal IT security workforce, and to
the extent that this mission is out-sourced, ensure that the contractor workforce meets the
proper training and certification standards for operating federal systems. Fortunately
these training and certification programs are easily available in the private sector, and
require very little tailoring for federal government use.

10
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Third, we need to continue to recruit and develop a skilled and “current” IT security
management workforce. While IT security managers compose only a small percentage of
our federal workforce, these specialists are a rare group of worker and one in great
demand in the private sector as well. The Clinton Administration’s “Cyber Corps”
program was a step in the right direction, identifying and developing university
information assurance programs, and recruiting students directly from those few existing
programs with scholarships for federal service. An unexpected challenge has been the
small number of existing information assurance programs, and the even smaller number
of students who were U.S. nationals and thus available for security clearances and federal
service. Efforts to develop academic programs, and grow a generation of faculty, need to
be closely coordinated between the government, universities, and the private sector, as all
three will ultimately benefit from it’s success.

From the government’s perspective in particular, the aim would be to attract the best and
the brightest to public service for at least a portion of their careers. Unless we succeed in
doing so, in the long run, our national security will suffer. Put another way, recruitment
and retention are, for the public sector, issues as pressing as education and training.

To retain a trained and educated IT security workforce the federal government will have
to evaluate its retention and pay packages, for these workers are in heavy demand outside
the government as well. We need to introduce reward programs that would not only lay
out a promotion path but also establish recognition mechanisms separate from promotion
(as was done in Y2K), and we need to revisit the pay scales for these relatively rare but
highly prized information security experts.

(6) Reconstitution. One area where little headway has been made is the effort to identify
public sector information systems, and determine how they will be rapidly reconstituted
following a successful cyber attack. This involves not just the federal systems that
support our core agency missions, but also the private sector communication and power
systems on which the federal systems depend as well. This reconstitution effort raises
challenging questions of public — private sector cooperation and coordination that may
involve the Defense Production Act and similar legislation. This effort may also identify
single points of failure and needed remedies that could have significant budget
implications; as such more aggressive attempts to tackle the challenges of reconstitution
problem are warranted.

(7) Research and Development. The federal government is only a small player in the
development of next generation information technology systems. However, in the area of
information security systems the work at the DOE Labs and DARPA is still the cutting
edge effort. As such, the public sector’s R&D efforts are crucial to developing the “next
generation” of IT system security, and we must continue to ensure that the DOE and
DOD budgets provide a healthy environment for the labs to work in. Additionally, the
NSF funds much of the university-based IT research that is looking at the “generation
after next” and can therefore impact the consideration of security in those systems.

But the Government is not alone in this endeavor. The private sector is an indispensable
partner in protecting critical infrastructures.

11
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The Private Sector: A Crucial New Partner

The benefits from improving the CIPIA readiness of the Private sector are two-fold. First
we improve the resilience of our economic infrastructure to cyber attacks and second, we
improve our federal government’s readiness, because so many critical government
functions are conducted on privately owned and operated telecommunication,
information and power systems.

Several important steps can be made by the government to support the private sector’s
CIPIA efforts.

(1) Encouraging Standards. Government can — and should — also provide specific
incentives to the private sector to better protect its own systems. For instance,
government could act as the catalyst for the establishment of industry-wide standards for
information assurance in different business sectors, and could establish liability limits
against disruption of service for companies using security “best practices.” Equally, tax
breaks or equivalent “credits” could be accorded to companies that use certified safety
products and enforce specific types of security procedures. (The mechanism for certifying
the safety and effectiveness of security products should be the consensus product of a
private-sector dialogue that government should facilitate).

(2) Information Sharing. Government could also grant relief from specific provisions of
antitrust laws to companies that share information related specifically to vulnerabilities or
threats. Notably, the Freedom of Information Act (FOIA) has been a significant obstacle
to public-private information sharing to date because companies run the risk of having
sensitive or proprietary data compromised if it is revealed to the public, and fear damage
to shareholder confidence if vulnerabilities are publicly acknowledged. Fortunately,
FOIA-related obstacles are now being recognized and addressed. Senator Bennett in
particular, should be commended for his leadership in this area.

(3) Liability Relief. Furthermore, government could provide extraordinary liability relief
to the private sector in the case of cyberwarfare (similar to the indemnification authorities
set up in the case of destruction of commercial assets through conventional warfare).
Financial relief for digital disasters would have insurance companies insuring to a certain
level, with government intervening in cases of massive outages or shutdowns. Likewise,
a consortium of insurance, software and hardware companies could create a pool for
reinsurance purposes.

Although quantifying risk in the cyber area is difficult because of the lack of experience
and actuarial data, insurance companies should be encouraged to include in their
portfolios limited liability indemnification policies against cyber disruption. Here,
government should be the catalyst, not the enforcer, for the creation of parameters and
standards.

(4) Partnering with Federal Government. In addition to “incentivizing” the private
sector in the ways outlined above, government should seek to solidify partnerships

12
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between the public and private sectors. Already, under the auspices of the CIAQ, the
Partnership for Critical Infrastructure Security has brought together hundreds of leading
corporations and various federal agencies to address the problems of infrastructure
assurance. This is a good example of a step in the right direction — but we need to do
nore.

By way of illustration, we should try to improve public-private cooperation through
information sharing on: vulnerabilities, warnings of ongoing attacks or threats, hacker
modus operandi, and solutions and defenses to established threats and attacks. In doing
so, we should try to learn from our experience with the National Infrastructure Protection
Center (NIPC), which was not always successfully viewed as the entry point for private
sector cooperation with the government. Looking to the future, we should aim to leverage
the NIPC’s strengths, its ability to conduct complex cyber incident investigations and
enforcement. At the end of the day, the NIPC, as an initiative, represents a good start —
as a central focus for law enforcement and incident analysis, but not the central point for
all forms of private sector cooperation.

Cross-sector cooperation on information sharing is especially important because each
sector has its own comparative advantage: whereas government possesses the core
insights on CIP from a national security perspective, the private sector possesses the core
insights on information security management. With this in mind, government should
continue to assist the private sector by interacting constructively with information sharing
and analysis centers (ISACs), which are sector-specific associations on the industry side,
and by continuing to facilitate cyber security discussions within these various sectors
(including banking and finance, telecommunications, and information technology).

Key Issues and Challenges

The suggestions above are not exhaustive, of course. And, even if it were possible to
cover the field, it must be conceded that no matter how concerted our efforts are, there
will be failures, whether in the public or the private realm. For this reason, reconstitution
and business continuity (that is, the restoration of essential systems and services) is a
matter that we cannot afford to ignore. Indeed, continuity of operations and government
may be the key to deterrence: if we can restore our systems and provide business
continuity in relatively short order following an attack, the incentive to engage in further
attacks of the same sort in future should be diminished. Now more than ever, the public
and private sectors need to work together to ensure our nation’s continued health and
vitality. The private sector needs to appreciate its role in protecting our nation and visa
versa.

The Internet truly became an invaluable tool during and after the 11 September terrorist
attacks. It proved a valuable tool for the government to disseminate vital information and
for businesses to continue functioning. FirstGov.gov fashioned a special section to
provide information to the public in the form of links to relief services, status updates,
and federal and private organizations providing public response and recovery services.
The FBI established channels to receive information regarding their investigations on

13
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the Internet. The Internet did what it was designed to do — facilitate communication —
and in so doing clearly demonstrated its significance. In the midst of the physical
turmoil, the virtual world continued to function. However, there may be a dark side.

Stories abound about al Qaeda’s use of the Internet — the full extent of which is not yet
known. Reports claim their cyber tradecraft ranged from the highly sophisticated, like
steganography, to the comparatively innocuous, like code words or phrases. An email
reminding someone to “walk the dog” could have been a covert signal to proceed with an
attack. No amount of computing power or code breaking could have tumbled that clue.
We do know that in the past their techniques have involved a combination of both high-
tech and low-tech means of tradecraft and communication.

Our policies in response to threats of any kind, moreover, must not stifle the engines of
innovation that drive our economy and enhance our lives. Unfortunately, we have been
trying to prosecute 21% century crimes armed only with 19™ century laws. This must
change and I applaud Congress efforts to empower our federal agencies with the needed
statutory authorities.

Now more than ever, we cannot afford to overreact or put up too many virtual or physical
walls or the bad guys win by default because we have lost our way of life. The cure must
never be worse than the disease — undoubtedly the benefits outweigh the risks.

In particular, some seem to think that privacy, security and electronic commerce are
mutually exclusive. This is just not so. The “game” is not zero-sum: we can — and should
— ensure privacy, security and e-commerce. Indeed, it would be fair to state that you
cannot have privacy without security, and without security, e-commerce will never
flourish.

At the end of the day, it all comes down to leadership —not only in government, but in the
private sector and on the part of individuals, too. President Bush, and his team, deserves
much credit for piloting the ship of state through these roiling waters. America rests
easier knowing that he is at the helm and is charting our course. And we are grateful to
the other world leaders who stand with us. But make no mistake, we are in the eye of the
storm. Fighting terrorism will take not only new strategies and new tools, but also the old
grit and determination that have been America’s historical reactions to unjust aggression
and war.

In political terms, some of the difficult battles are still to come. Combating terrorism — in
all its forms — requires a sustained campaign. This campaign will continue to demand
united support for years. While I hope that the intense focus of the spotlight shifts away
from the issue soon, I urge Congress to continue its unified efforts on this front.

this matter — and I say this will all sincerity — that alone will not be enough. We all share
responsibility for this issue and we must all muster the will, and be prepared to contribute
the resources, to deal with it. Plainly, the challenges that we face are great. But we, as a
nation, are up to the task.

14
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CRITICAL INFRASTRUCTURE PROTECTION: WHO’S IN CHARGE?
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Good morning Chairman Licberman, Senator Thompson, and distinguished Committee
Members. 1am honored to be here today on behalf of the more than 70 companies and
organizations that comprise the Partnership for Critical Infrastructure Security, or PCIS.
The question you are asking, “Critical infrastructure protection: who’s in charge?”
appears aimed at discovering leadership. America would like to be able to turn to a single
government executive or agency, and perhaps one industry belly button, with the
authority and responsibility to assure the continued delivery of vital services to our
citizens in the face of new and emerging threats. What you will actually discover is an
architecture that requires distributed leadership, cooperation, and partnership to
accomplish that goal.

The need to coordinate and manage the assurance of our nation’s critical infrastructures is
not something industry and government just started considering since September 11. The
members of the Partnership and our government counterparts have been working on this
since 1999, and some industries, such as the telecommunications sector, have had formal
working relationships with government agencies dating from the early 1980s. I'd like to
describe for you the environment of the critical infrastructures, explain what we were
doing before the horrendous attacks three weeks ago, and what has changed since then.
Tl also have recommendations for the Congress and the American people.

The Architecture

Over the last 10 to 20 years, the United States, and the rest of the developed world, have
truly changed the way we live and work, and there is no turning the clock back. Each
industry is now dependent on every other, and we are all dependent on computer
networks. The Federal Government cannot function without services provided by
private-sector infrastructure owners and operators. Many of these are multinational
corporations, and all have an interlaced network of suppliers, partners, and customers.
The Internet itself relies on key nameservers and routers located around the world, with
no central ownership or authority. The health of the global economy is directly relevant
to the health of America’s national and economic security.
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Just as the Internet is open, borderless, international, and unregulated, responsibility for
protecting critical infrastructures is distributed among companies and government
organizations. Distribution of control is actually safer than centralization, and builds
resilience into the architecture. Form follows function. This applies not only to
architecture, but also to how we organize to protect our critical infrastructures.

Even with the best of intentions and the most modern tools, the Defense Department
could not defend America against a cyber attack on a power plant in Omaha, that happens
to provide power to a major railroad hub’s switching center. Critical infrastructure
protection requires a true public-private partnership, with all the trust that implies, to
succeed. Activities that an enterprise can take—conducting vulnerability and risk
assessments, deploying security technologies, investing in research and development,
creating incident response teams—must now be distributed and coordinated. Many in
industry and government have been focusing on exactly how to accomplish this
coordination for at least the last five years.

Partnerships

The President’s National Security Telecommunications Advisory Committee, or NSTAC,
was established in 1982 to provide advice on national security and emergency
preparedness issues in the telecommunications sector. Comprised of most key service
and equipment providers, the NSTAC has consistently discovered and made
recommendations to mediate problems in that critical infrastructure.

The President’s Commission on Critical Infrastructure Protection, reporting in October
1997, recognized that the need to coordinate closely between the public and private
sectors for economic and national security no longer applied to a single infrastructure
sector. The Marsh Commission correctly identified the vulnerability of all our
infrastructures to errors and intentional attacks, their interdependency in both the cyber
and physical dimensions, the dependence of government on private-sector infrastructures,
and the resulting requirement for a robust public-private partnership to develop solutions.
Industry responded to the government invitation to a dialog by launching the Partnership
for Critical Infrastructure Security at the World Trade Center on December 8, 1999.

Since its formation, the PCIS has become a model for cross-sector coordination, public-
private cooperation, and a clearinghouse for timely information needed by critical
stakeholders. Last year, the PCIS identified barriers to information sharing with
government, and now the Congress is working through legislation based on our findings.
During the response to the Code Red worm, the PCIS represented industry alongside the
FBI and security experts as we made the public service announcement that ultimately
blunted the impact of that infestation. Later this year, the government will publish the
unique public-private National Plan, with industry sections coordinated by the PCIS.

I mentioned before that this is not just an American problem. Several countries are
following our example, establishing similar partnerships. The PCIS is forming close
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relationships with them, and we plan to collaborate in several key areas. Earlier this year,
Canada established the Office of Critical Infrastructure Protection and Emergency
Preparedness, and its head, Margaret Purdy, has attended several PCIS meetings. We are
using the results of Canada’s outstanding interdependency vulnerability study as we look
at our own. The United Kingdom recently formed the Infrastructure Assurance Advisory
Council, and its Executive Director, Dr. Andrew Rathmell, will be speaking at the next
PCIS Board meeting later this month. Switzerland’s Infosurance program is a public-
private infrastructure security partnership very similar to ours. In August this year, the
United States and Australia held a bilateral meeting in Canberra, where we agreed to
collaborate on several key initiatives, including international security standards.

There are several other public-private and international partnerships: the Forum for
Incident Response and Security Teams, or FIRST; the Worldwide Information
Technology Security Association; and others, mainly in the information technology
sector. Many people and organizations are beginning to grasp the significance of the
distributed nature of the new economy, its implications on economic and national
security, and the absolute requirement for partnership and collaboration.

Information Sharing

One of the keys to success is effective and timely information sharing about threats,
vulnerabilities, countermeasures, and best practices within and between industries, and
between the public and private sectors. Information Sharing and Analysis Centers, or
ISACs, are proving their value as both computer defense centers and awareness vehicles.
There are currently five ISACs in operation:

o Financial Services
Telecommunications
Information Technology
Electric Power
Oil and Natural Gas

O 0 0 O

These ISACs have shared information on threats to members and helped their sectors
prevent damage and disruption from threats like Code Red, Nimda, and Vote. The
Telecom ISAC, with its connections to National Infrastructure Protection Center (NIPC),
Joint Task Force —Computer Network Operations (JTF-CNO), FedCIRC, and National
Communications Systems (NCS), is able to share vital information from the government
to industry that has proved both valuable and timely.

Four additional ISACs are in various stages of development:
Railroads

Aviation

Water

Information Service Providers

00 0 o0

One of this year’s top goals for the PCIS is to establish a cross-sector and public-private
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information-sharing architecture. The existing ISACs, under the leadership of the NCS,
met on September 26, 2001 to develop operational information-sharing capabilities. This
meeting greatly accelerated the progress we have made in this area, and the procedures
they develop will form the foundation for the overall PCIS cross-sector architecture.
They agreed to the following steps:

1. ISAC operational elements will immediately exchange e-mail, telephone numbers

and operational interfaces.

2. ISACs will pass traffic deemed appropriate to other sectors that does not
duplicate publicly available information, but addresses concerns to both physical
and cyber elements of sector infrastructures.

3. The Telecom ISAC will draft an SOP in one week (due yesterday), using
operating rules from all the ISACs.

4. The Telecom ISAC will provide a phone bridge that any ISAC can use to initiate

an alert to all.

5. NCS will offer a port to any ISAC operations center wishing to join the ACN

6. as a second tier of communications.

7. The ISACS will establish this pilot program for 60-90 days and then assess
expanded participation.

8. NCS provided GETS cards to ISAC operations centers.

9. The Telecom ISAC will share government information as widely as possible with
all ISACs.

‘What changed on September 11?

Information technology took a huge hit on September 11. In addition to the people that
we can never replace, one estimate places losses in IT resources by the financial
community alone at $3.2 billion.

e Verizon’s switching office at 140 West St. in Manhattan, supporting 3.5 million circuits,

sustained heavy damage. Verizon Wireless lost 10 cellular transmitter sites.

* AT&T lost fiber optic equipment in the World Trade Center and had switching
equipment damaged in a nearby building. Remarkably, AT&T switching gear in the
basement of the World Trade Center continued to function.

o Sprint PCS wireless network in New York City lost four cells.

o Cingular Wireless lost six Manhattan cell sites.

*  Worldcom lost service on 200 high-speed circuits in the World Trade Center basement

But like the United States, the Internet was created as an open society, with multiple
communications paths and built-in resilience. Because of its redundancy, the Internet
provided many of the needed paths for communication immediately following the attacks

>
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in New York and Washington.
The day of the attack:

e AQOL Instant Messenger logged 1.2 billion messages — 100 times usual message volumes.
o Verizon and AT&T reported that call volume and long-distance traffic doubled

One week after the attack, Verizon announced that it had restored 1.4 million of 3.5
million data circuits, and the New York Stock Exchange had phone and data service to
14,000 of its 15,000 lines. The exchange handled 2.37 billion transactions without
incident on its first day back in operation.

Other infrastructures also demonstrated tremendous robustness and cooperation. Diesel
generators were brought in to provide power for lighting, telecommunications, and
Internet access in lower Manhattan. All the involved sectors and governments worked
together, overcame a restriction on diesel fuel deliveries, and accomplished the miracles
we have all witnessed.

The terrorist attacks on the World Trade Center and the Pentagon did not change the
architecture of the new economy, our interdependency, or the interlinked nature of the
economies and national security of the nations of the develop world. What those attacks
did was to create a sense of urgency and a need to “do something” about security among
those that had paid little attention to security before. Just as the Administration carefully
and deliberately seeks out those that conducted and supported these barbaric acts and
learns about this new battlefield environment, I urge the Congress, the Administration,
and the American people not to move too quickly to try to solve the infrastructure
protection problem.

The challenge for this Administration is to streamline its organization to become an
effective partner to industry. The current mix of lead agencies, sector liaisons, and
uncoordinated budgets makes synchronized action difficult. The Critical Infrastructure
Assurance Office (CIAQO), working with the National Coordinator for Security, Critical
Infrastructure Protection, and Counter-Terrorism, has overcome immense obstacles and
achieved a high level of cooperation and coordination among government departments
and agencies.

We believe the events of September 11 will also ultimately result in changes to the
National Plan for Critical Infrastructure Protection, for which the PCIS plays a key
coordination role. We will work closely with the CIAO as the government organizes
itself to manage Homeland Security, Counter-Terrorism, and Critical Infrastructure
Protection. We are confident that there will be much more on cross-sector reconstitution
in the plan than originally envisioned.

Recommendations
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So what can we do to protect our critical infrastructures? We can raise the bar of security
worldwide, through research and development, interdependency vulnerability studies,
information sharing, raising awareness, and removing legislative barriers.

1.

Support Administration initiatives to streamline coordination within the Federal
Government. Any overall federal coordinator must have budget authority and
accountability to be effective.

Support initiatives that will secure the next-generation network of networks as well as
the patches and fixes we are applying today. The PCIS is developing a research
and development road map that will include a gap analysis of current industry,
academic, and government programs, and recommendations for focusing

resources to meet sector and cross-sector needs.

Encourage government organizations, businesses, and individuals to practice sound
information security. Several organizations publish lists of effective means to
secure computers and networks against malicious activity, like updating
passwords, disallowing unauthorized accounts and unneeded services, and
installing firewalls and intrusion detection. This is now not just common sense, it
is a matter of cyber civil defense.

Carefully consider the impact of any new legislation on the freedoms Americans
cherish—individual privacy, freedom of expression, and entrepreneurship. We all
understand that without security there is no privacy, but we must always strive for
balance.

The PCIS Public Policy Working Group is investigating many areas of current and
pending legislation with the purpose of discovering ways to improve critical
infrastructure assurance at all levels. We welcome any invitation to discuss our activities
with you at any time. We believe a dialog where we can hear your insight, and you can
hear our concerns, will be healthy and fruitful.

We are all in this together—industry, academia, the Administration, the Congress, and the
American people—and we need all points of view to ensure that our critical
infrastructures continue to provide for the health and welfare of all citizens and the
pursuit of liberty.

Thank you very much. I’m happy to answer any questions you have.
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