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OVERSIGHT: RESTORING CONFIDENCE IN
THE FBI

WEDNESDAY, JUNE 20, 2001

U.S. SENATE,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Committee met, pursuant to notice, at 1:05 p.m., in room
SD-226, Dirksen Senate Office Building, Hon. Patrick J. Leahy,
Chairman of the Committee, presiding.

Present: Senators Leahy, Feinstein, Feingold, Schumer, Durbin,
Hatch, Grassley, and Sessions.

OPENING STATEMENT OF HON. PATRICK J. LEAHY, A U.S.
SENATOR FROM THE STATE OF VERMONT

Chairman LEAHY. Good afternoon. The Judiciary Committee will
begin oversight hearings on the Federal Bureau of Investigation
today. Oversight of the Department of Justice, of which the FBI is
a part, is among this Committee’s most important responsibilities,
and there has never been a greater need for constructive oversight
of the Bureau.

The FBI has long been considered a crown jewel of law enforce-
ment agencies. Unfortunately, today it has lost a lot of its earlier
luster. Unfortunately, the image of the FBI in the minds of too
many Americans is that this agency has become unmanageable,
unaccountable and unreliable. Its much-vaunted independence has
been transformed for some into an image of insular arrogance.

I think this is unfortunate because of the extremely dedicated
men and women in the Bureau, many who do work at the finest
possible level. But we now have an historic window of opportunity
to examine the present state of the FBI and help guide constructive
reforms to make the Bureau more effective, better managed and
more accountable.

The current FBI director has announced his resignation. No suc-
cessor has yet been named, and so this is a particularly appro-
priate time for us to take stock and think about how we should
plan for the FBI in the 21st century, and also what guidance this
Committee might give to the new director, whoever he or she may
be.

I would hope that these hearings will help the members of this
Committee prepare for the new director’s confirmation hearings.
We had invited Director Freeh here today to thank him for his pub-
lic service and to hear from him what his advice would be to his
successor. I thought it would be appropriate to begin these hear-
ings by acknowledging all the positive contributions he has made
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during his last 8 years. I also wanted to get his assessment of the
problems that remain. When I spoke to him last week, he ex-
plained that he would not be able to attend.

In recent years, we have seen case after case where the FBI has
fallen short, and sometimes far short of the high standards of pro-
fessionalism and integrity that we expect of our Nation’s premier
law enforcement agency.

Last month, a veteran FBI agent was indicted for allegedly sell-
ing some of this country’s most sensitive classified information to
the Russians. According to the indictment, it is claimed spying
went on for more than 15 years before the FBI detected the source
of major security breaches and intelligence losses, despite numer-
ous red flags that pointed to him. We learned from press reports
today that just last week a support employee of the FBI in Las
Vegas was arrested for allegedly selling sensitive investigative ma-
terial to organized crime for over a year.

In the Oklahoma City bombing case, the FBI revealed only a few
days before the defendant was scheduled to be executed that it had
violated its discovery obligations by failing to turn over thousands
of pages of documents to the defense. While the trial judge later
ruled that this violation did not undermine the defendant’s convic-
tion or death sentence, the trial judge noted that it was up to oth-
ers to hold the FBI accountable for its conduct.

Whatever questions the belated document production raised
about the efficacy of the FBI, the trial judge concluded that the in-
tegrity of the adjudicative processes leading to the verdict and
death penalty were sound. The judge said, “There is a great deal
of difference between an undisciplined organization and an organi-
zation that is not adequately controlled that can’t keep track of its
information. Those are not the questions here. We are not here for
the purpose of trying the FBI.”

But the Oklahoma City bombing case is only the most recent one
in which the FBI has violated its disclosure obligations. In 1995,
a Subcommittee of the Judiciary Committee, under the leadership
of Senators Specter and Kohl, held hearings on the tragic events
at Ruby Ridge. The Subcommittee report, in which I joined, found
that the FBI had willfully and repeatedly failed to abide by dis-
covery rules and had irreparably damaged the Government’s pres-
entation of evidence at the criminal trial, causing a Federal judge
to impose contempt sanctions.

We have also seen cases such as those of Wen Ho Lee, Richard
Jewell and Tom Stewart, in which the FBI improperly leaked infor-
mation about an ongoing criminal investigation. More than that,
these premature leaks about suspected criminals may focus atten-
tion on the wrong persons and allow the real culprits to escape de-
tection. We saw this after the Centennial Olympic Park bombing
in July 1996, during the Summer Olympic Games. The FBI was
making it very clear to the country that they had the right person,
had him under surveillance, and so and so forth, and then finally
acknowledged a series of mistakes. They had the wrong person. By
then, the person they eventually charged had fled the area.

Tom Stewart was paid $6 million in damages last year as a re-
sult of the FBI wrongfully releasing damaging information that he
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was a criminal suspect. Wen Ho Lee’s suit is still pending. Of
course, we know the amounts of money paid following Ruby Ridge.

Serious questions have been raised about the FBI’s use of inform-
ants. There have been cases in which FBI agents have allegedly
leaked confidential law enforcement information to criminal in-
formants, and then the informants use that as a way to flee.

In a case in Boston, I think one of the most egregious matters,
the FBI allegedly allowed two innocent men to spend decades in
prison for a murder that the FBI knew had been committed by one
of its informants. In a case in New York, an FBI agent allegedly
leaked information in a Mafia case about the imminent arrest of
a confidential informant’s son, who then fled.

Everybody on this Committee knows the tremendous things that
the FBI has done to protect and preserve the people of this country
and to uphold our laws. But when we see these kinds of failures
and mistakes, it is no wonder that public confidence has weakened
in the FBIL

According to a recent Gallup poll, only 38 percent of Americans
have a great deal or quite a lot of confidence in the FBI. Twenty-
three percent of those polled had very little or no confidence in the
FBI. Confidence in State and local police is substantially higher,
with about 60 percent of Americans having a great deal or a lot of
confidence.

An erosion of public trust threatens the FBI’s ability to perform
its mission. Think of the effect it will have on judges and juries and
people who must rely on the FBI. Think of what happens when FBI
agents perform forensic and other critical work for law enforcement
and we cannot trust them.

We have allocated to the FBI millions, even billions of dollars in
increased funding because we wanted to have it become one of the
world’s leading crime-fighting agencies. Simply throwing money is
not enough; we must do the oversight necessary.

We are not here to find ways to tear down the FBI, but to find
ways to restore confidence in it. There are many irresponsible crit-
ics of the FBI who promote their conspiracy theories on Internet
web sites and in the popular media. Fortunately, the great majority
of American citizens have too much sense to believe in this.

The FBI is a national asset, and we should help it function effec-
tively. We should not overlook the brave men and women, many of
whom put their lives on the line for us all the time, from the FBI.
We often forget the far greater number of cases where the FBI does
its job quietly, professionally and without public fanfare, as we
focus on those where they don’t. Any constructive criticism of the
FBI as an institution is not meant in any way to disparage its
agents’ sacrifices on our country’s behalf.

Our efforts must be, and I am confident will be bipartisan. Dur-
ing the past several weeks, Senators on both sides of the aisle have
expressed their concern about the present state of the FBI. They
have talked about various legislative proposals to address the prob-
lems they have identified, both Republicans and Democrats have.
So it is not an issue of either political party; it is an issue of the
future security of our country.
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We have to ask ourselves, who polices the FBI? Our focus is the
mechanisms that currently exist for overseeing the activities of the
FBI, and we should identify any gaps there.

We have an outstanding panel here today. Most are known to
each member of this Committee. They all have familiarity and ex-
pertise with different aspects of the oversight process, and we will
hear from them because our goal is to restore the luster, the effec-
tiveness and the professionalism of this law enforcement agency
and make it a crown jewel of not only our law enforcement agen-
cies but those throughout the world.

[The prepared statement of Senator Leahy follows:]

STATEMENT OF HON. PATRICK J. LEAHY, A U.S. SENATOR FROM THE STATE OF
VERMONT

Today, the Judiciary Committee begins oversight hearings on the Federal Bureau
of Investigation. Oversight of the Department of Justice, of which the FBI is a part,
is among this Committee’s most important responsibilities. There has never been a
greater need for constructive oversight of the FBI. The FBI has long been considered
the crown jewel of law enforcement agencies. Today, it has lost some of its earlier
luster. Unfortunately, the image of the FBI in the minds of too many Americans
is that this agency has become unmanageable, unaccountable and unreliable. Its
much vaunted independence has transformed, for some, into an image of insular ar-
rogance.

We now have an historic window of opportunity to examine the present state of
the FBI and help guide constructive reforms to make the Bureau effective, better
managed, more accountable. The current FBI director has announced his resigna-
tion. No successor has not yet been named. This is a particularly appropriate time
for us to take stock and think about how we should plan for the FBI of the 21st
century. I would hope that these hearings as will help the Members of this Com-
mittee prepare for the new Director’s confirmation hearings as well as apprise the
nominee of the challenges that confront us all.

We had invited Director Freeh here today to thank him for his public service and
to hear from him what his advice would be to his successor. I thought that it would
be appropriate to begin these hearings by acknowledging all the positive contribu-
tions that he has made during the last eight years. I also wanted to get his assess-
ment of the problems that remain. He explained to me when we spoke last week
that he was unavailable due to illness in his family. We regret that family illness
has prevented him from joining us here this afternoon, and wish his family good
health.

In recent years we have seen case after case where the FBI has fallen short—
and sometimes far short—of the high standards of professionalism and integrity
that we expect of our nation’s premier law enforcement agency:

¢ Last month, a veteran FBI agent was indicted for allegedly selling some
this country’s most sensitive classified information to the Russians. Accord-
ing to the indictment, his alleged spying went on for more than 15 years
before the FBI detected the source of major security breaches and intel-
ligence losses, despite numerous “red flags” that pointed to the defendant.
According to the public complaint and indictment in the case, these “red
flags” included a 1986 wiretapped conversation between the defendant and
a KGB officer in the Soviet embassy; the confession of a convicted American
spy, Earl Pitts, who warned about another “mole” within the FBI and spe-
cifically named the defendant; the report of an FBI analyst, who also
warned of a “mole” within the FBI, but whose warnings were not credited;
and the defendant’s own suspicious financial situation and use of FBI com-
puters.

¢ We learned from press reports today that last week, a support employee
of the FBI in Las Vegas was arrested for allegedly selling sensitive inves-
tigative material to organized crime for over a year.

¢ In the Oklahoma City bombing case, the FBI revealed only a few days
before tile defendant was scheduled to be executed that it had violated its
discovery obligations by failing to turn over thousands of pages of docu-
ments to the defense. While the trial judge later ruled that this violation
did not undermine the defendant’s conviction or death sentence, the trial—
judge noted that it was tip to others to hold the FBI accountable for—its
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conduct. Whatever question the belated document production raised about
the efficacy of the FBI, the trial judge concluded that the integrity of the
adjudicative process leading to the verdict and death penalty were sound.
He said: “there is a great deal of difference between an undisciplined orga-
nization or organization that is not adequately controlled or that can’t keep
track of its information—those are not the questions here. We're not here
for the purpose of trying the FBI.”

¢ The Oklahoma City bombing case is only the most recent one in which
the FBI has violated its disclosure obligations. In 1995, a Subcommittee of
the Judiciary Committee, under the leadership of Senators Specter and
Kohl, held hearings oil the tragic events at Ruby Ridge. The Subcommittee
report, in which I joined, found that the FBI had “willfully and repeatedly
failed to abide by discovery rules,” and had “irreparably damaged the gov-
ernment’s presentation of evidence at the criminal trial,” causing a federal
judge to impose contempt sanctions against the government.

*« We have also seen cases such as those of Wen Ho Lee, Richard Jewell
and Tom Stewart in which the FBI has improperly leaked information
about an ongoing criminal investigation. This is a deeply serious issue that
troubles all who are concerned with protecting the integrity of our justice
system and the constitutional rights of our citizens. More than that, these
premature leaks about suspected criminals may focus attention on the
wrong persons and allow the real culprits to escape detection, to the det-
riment of our public safety and national security. For example, the criminal
who committed the Centennial Olympic Park bombing in July 1996, during
the Summer Olympic Games, remains at large. On occasion, these leaks re-
sult in substantial verdicts against the government for which we taxpayers
foot the bill. Tom Stewart was paid S6 million in damages last year as a
result of the FBI wrongfully releasing damaging information that he was
a criminal suspect. Wen Ho Lee’s lawsuit against the government is still
pending.

¢ Serious questions have also been raised about the FBI's use of inform-
ants. There have been cases in which FBI agents have allegedly leaked con-
fidential law enforcement information to criminal informants, which the in-
formants then used to commit crimes or to flee. In a case in Boston, the
FBI allegedly allowed two innocent men to spend decades in prison for a
murder that the FBI knew had been committed by one of its informants.
In a case in New York, an FBI agent allegedly leaked information in a
Mafia case about the imminent arrest of the confidential informant’s son,
who then fled.

This list of failures and mistakes has seriously weakened public confidence in the
FBI. According to a recent Gallup poll, only 38 percent of Americans have “a great
deal” or “quite a lot” of confidence in the FBI, and 23 percent of those polled had
very little or no confidence ill the FBI. Confidence in state and local police is sub-
stantially higher, with about 60 percent of Americans having “a great deal” or “quite
a lot” of confidence in these other law—enforcement forces. This erosion of public
trust threatens the FBI's ability to perform its mission. Citizens who mistrust the
FBI will he less likely to come forward and report information about criminal activ-
ity. Judges and jurors will be less likely to believe the testimony of FBI witnesses.
Even innocent or minor mistakes by the FBI in future cases may he perceived in
a sinister light that is not warranted. Since FBI agents perform forensic and other
critical work for many law enforcement agencies on the federal, state and local lev-
els, the repercussions of this lapse in public confidence in the FBI has rippled far
beyond just federal criminal cases.

To many of us in Congress, this is a particularly troubling situation. For years,
we have almost never said no when the FBI has asked us for new resources. We
have allocated to the FBI millions of dollars in increased funding because we all
wanted to see it remain the world’s leading crime-fighting agency. It should be obvi-
ous now that simply throwing more money at the FBI is not the answer. The time
has come when this Committee must exercise its oversight responsibilities and take
a hard, thorough and nonpartisan look at the FBI to determine what has gone
wrong and what can be done to fix things.

But as we go about this process, there are several things that we need to bear
in mind.

First, our purpose in holding these hearings is to find ways to restore confidence
in the FBI, not to tear it down. There are many irresponsible critics of the FBI who
promote their conspiracy theories on Internet Web sites and in the popular media.
Fortunately, the great majority of the American people have too much common



6

sense than to believe them. The FBI is a vital national asset, and we need it to func-
tion effectively.

Second, we must not overlook the fact that the FBI is staffed by many brave, dedi-
cated men and women who risk their lives protecting the interests of this country
and the safety of its citizens. While we are constantly reminded of the cases where
things have gone wrong, we often forget the far greater number of cases where the
FBI does its job quietly, professionally and without public fanfare. Any constructive
criticism of the FBI as an institution is not meant in any way to disparage its
agents’ sacrifices on our country’s behalf.

Finally, our efforts must be, and I am confident will be, bipartisan. Over the past
several weeks, senators on both sides of the aisle have expressed their concern
about the present state of the FBI and discussed various legislative proposals to ad-
dress the problems they have identified. This is not a Democratic or Republican
issue. The future security of our country is far too important.

The question at the center of our first hearing is this: Who polices the FBI? Our
focus is the mechanisms that currently exist for overseeing the activities of the FBI,
and we intend to identify any gaps and problems that currently exist in FBI over-
sight, determine the status of oversight investigations that are currently underway
and begin to formulate ways that oversight can be improved. We are extremely for-
tunate to have with us an outstanding panel of distinguished witnesses who have
familiarity and expertise with different aspects of the oversight process. I look for-
ward to hearing from them about how this process works now and how we can make
it work better to ensure that mistakes are acknowledged, constructive recommenda-
tions for reform are adopted, and intentional misconduct is adequately punished.
Our goal is to restore the luster, the effectiveness and the professionalism of the
crown jewel of law enforcement agencies.

Chairman LEAHY. I turn to my good friend, the senior Senator
from Utah.

STATEMENT OF HON. ORRIN G. HATCH, A U.S. SENATOR FROM
THE STATE OF UTAH

Senator HATCH. Thank you, Chairman Leahy. I would like to
thank you for convening this hearing.

The Federal Bureau of Investigation, of course, is the preeminent
law enforcement agency in the world. It plays an essential role in
our criminal justice system, and its ability to investigate crimes
and find out the truth is unmatched anywhere in the world.

There are millions of cases that the FBI has handled. I think we
can always single out a few where it hasn’t handled them very
well, but that is probably true of, I believe, any organization. It
Elay even be true of the U.S. Senate. I doubt it, but you never

now.

That said, there are serious issues concerning the operation of
the FBI that must be addressed in a thoughtful, substantive, and
proactive way. The American people rely on the protections pro-
vided by the fine men and women at the FBI and deserve the best
possible performance that the FBI can deliver.

Unquestionably, there is always room for improvement in the op-
eration of the Bureau. The FBI, in conjunction with the Justice De-
partment, simply must adhere to the highest standards of conduct
in its investigations, in its use of informants, and in the fulfillment
of its discovery obligations.

It is important, however, to keep the current problems at the FBI
in perspective. The men and women of the FBI are dedicated pro-
fessionals to whom we owe a great debt of gratitude. They solve
difficult and important cases everyday. Despite the serious prob-
lems that exist, the fact remains that the FBI solved the Oklahoma
City bombing, the World Trade Center bombing, and the terrorists



7

attacks in East Africa, among the literally hundreds of thousands
of others that do not get the same profile in the press.

I might add that we don’t see headlines about some of these
great things that they do because they are not emphasized. When
was the last time you saw a headline where the FBI stopped ter-
rorist organizations in very serious attempts to spread biological
and other types of chemical weapons, weapons of mass destruction?
But they have.

Chairman Leahy has expressed a desire to do a series of over-
sight hearings on the FBI. I fully support him in this effort and
commend him for his prompt attention to this matter. This Com-
mittee’s oversight responsibilities are an important element of our
system of constitutional checks and balances.

I think it needs to be emphasized that, in my opinion, the focus
of the oversight must be to improve the FBI and prepare it to be
even more effective in the 21st century. Confidence in the FBI and
in the criminal justice system generally is necessary for our system
of governmental law enforcement to operate effectively.

I believe we must vigorously and constructively examine the cur-
rent managerial issues and focus on how to build a better FBI. In
particular, I believe we should look critically at the culture of the
FBI and how it is or is not effectively integrated with the Justice
Department.

I also believe that as we proceed through this essential oversight
process, we must continue to be careful to respect the existence of
ongoing criminal investigations, especially some of these high-pro-
file, important investigations. We have to be very careful to respect
the existence of inspector general investigations and, of course, all
national security issues.

Our Committee is best suited to a vigorous examination and de-
bate of the policy issues involved and less equipped to perform the
intensive factual examinations already underway in the open crimi-
nal and IG investigations. I look forward to working with Chair-
man Leahy and other members of this Committee to ensure thor-
ough oversight of the Bureau, while continuing to be sensitive to
the investigations and national security concerns of some of the ac-
tive matters at the Bureau.

In the end, I believe that any constructive oversight and develop-
ment of future reforms at the FBI must address two key issues:
one, a permanent oversight mechanism, and two, a mechanism
through which outside experts can bring their expertise and objec-
tivity to bear on the possible solutions to the problems that exist
at the FBI.

As to the first issue, there are various proposals, ranging from
improvements to the Justice Department’s Inspector General and
its ability to perform oversight at the FBI, to the establishment of
a separate inspector general exclusively for the FBI. I look forward
to working with my colleagues in evaluating these ideas, although
I generally favor working within the Justice Department structure.

On the second issue, I have announced that I have been working
with Senator Schumer to develop a bipartisan, expert blue-ribbon
commission to do a strategic, thorough review of the FBI and make
recommendations for its improvement. I commend Senator Schu-
mer for his leadership on this issue and look forward to working
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with him and our distinguished chairman, Senator Leahy, to see
that this legislation is enacted.

The Schumer-Hatch legislation would create a commission which
would be able to bring outside, objective expertise to bear on the
issues that currently challenge the FBI. The inspector generals are
great at doing factual investigations, but they are not designed to
do strategic, long-term recommendations on these important policy
and managerial issues. The blue-ribbon commission can fill that
gap. It is bipartisan, objective, and focused upon solutions, not
headlines.

I welcome our witnesses either today or in the coming days to
provide us with their views and recommendations on improving
this particular legislation. I welcome all of the witnesses here
today, good people, and I look forward to hearing from each and
every one of you. This is a distinguished panel, and I will work
with the Chairman to constructively pursue this important over-
sight project.

Thank you, Mr. Chairman.

Chairman LEAHY. Thank you, Senator Hatch.

We have had some good effects of just having the hearings. We
have had one response from the Department of Justice and the
FBI. The FBI has written a letter promising better cooperation
with the GAO, one of the things I raised with them. The Attorney
General has asked the Deputy Attorney General to conduct a com-
prehensive review of the FBI.

Both of these things are welcome, and I will put that correspond-
ence in the record.

I turn to the distinguished Senator from California.

STATEMENT OF HON. DIANNE FEINSTEIN, A U.S. SENATOR
FROM THE STATE OF CALIFORNIA

Senator FEINSTEIN. Thanks very much, Mr. Chairman, and let
me join with the Ranking Member in thanking you for holding
these hearings.

Mr. Chairman, I believe that every member of this Committee,
on the Republican side and on the Democratic side, has a deep and
abiding respect for the Federal Bureau of Investigation. I think we
have seen time after time, under the most difficult of cir-
cumstances, in major criminal events, the energy, the creativity
and the experience really prove to enable an arrest to be made. I
think it is a very important and critical institution in our Govern-
ment.

However, I have noticed a couple of things, and I am not going
to read; I am just sort of going to talk about what I feel. I have
seen in this very professional culture a kind of arrogance creep,
and that arrogance puts itself forward in different situations.

I went through the Ruby Ridge hearings, I went through the
Waco hearings. I saw where the Washington aspect of the FBI can
essentially duck in a major event and the SAC takes the responsi-
bility for what might happen. So I recognize that there is a precar-
ious balance.

But I have seen a few things just in the popular press that have
really concerned me, and let me just lay out, because everybody
knows about this, the Monica Lewinsky case, where FBI agents
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held that young woman for a long period of time without allowing
her to have counsel, and as a product she was terrified. That
wasn’t necessary. Why do it? That is the first instance.

Another instance was in the Wen Ho Lee case. I think Mr.
Bromwich has suggested that it is almost impossible to imagine
that such unprecedented charges, the first ever criminal charges
under the Atomic Energy Act, would have been made if Mr. Lee
had not been previously targeted by the FBI.

Then there was the reported conduct during the interrogation of
Wen Ho Lee, when he was compared to the Rosenbergs, and the
insinuation was that if he didn’t cooperate he would go the way of
the Rosenbergs. If, in fact, that happened, it is not professional
conduct of well-trained law enforcement officers, I don’t believe.

I have also seen instances of leaking information, and I don’t
think that is professional conduct either. Let me give an example.
During the World Trade Center case, it is my understanding that
one of the defendants, without a lawyer, set up a meeting with
prosecutors and FBI agents to negotiate for a lighter sentence. At
that meeting, it is reported that the defendant incriminated an-
other terrorist defendant, a person suspected of helping bomb our
embassies in Kenya and Tanzania who was then under arrest and
awaiting trial.

The substance of that secret meeting was then leaked practically
verbatim to the New York Times, which ran a lengthy article on
October 22, 1998. So, in other words, the New York Times ran a
story about one defendant’s attempt to gain a lighter sentence by
offering uncorroborated allegations against another defendant, and
did so while that second defendant was still awaiting trial. So I
think disclosures like that, whether it is a question of manage-
ment, whether it is a question of constant in-service training, to me
are wholly improper.

That even hit closer to home last week when a Federal judge
ruled that a Justice Department official—and I don’t know whether
this was FBI or Justice—may have leaked information in the New-
ark Star Ledger, in violation of Federal grand jury secrecy rules.
I would like to just quickly read from that opinion.

“In the March 6, 2000, Star Ledger article, submitted by Senator
Torricelli, information regarding the issuance of grand jury sub-
poenas to Committee fundraisers and donors is attributed to a sen-
ior Justice Department official, who was later described as speak-
ing on the condition of anonymity. The attribution clearly satisfies
the second prong of the Lance test”—that is the test for deter-
mining whether the movant has made a prime facie case for show-
ing a violation of grand jury secrecy rules—“because officials in the
Justice Department, of which the task force was a part, qualify as
persons covered by Rule 6(e)’s secrecy provisions.”

Now, of course, we don’t know who that senior official in the Jus-
tice Department is, but these again, I think, are things that show
a kind of arrogance, if you will, creeping into how you handle indi-
viduals and how you handle case material. So I am going to ask
some questions—all of you are very distinguished and very knowl-
edgeable—about what you might do to handle that.

Thanks, Mr. Chairman.

Chairman LEAHY. Thank you very much.
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Senator Grassley.

STATEMENT OF HON. CHARLES E. GRASSLEY, A U.S. SENATOR
FROM THE STATE OF IOWA

Senator GRASSLEY. “Restoring Confidence in the FBI” is a par-
ticularly good title for this hearing because confidence is what truly
goes to the heart of the issue that we are here to discuss today.

My father taught me the FBI could do no wrong, but I think con-
fidence in the FBI, particularly the presumption of integrity, has
been shaken. There is no question that for too long the FBI has
broken faith with the American people. The time for meaningful
and lasting reform is now, and it is up to us to help the FBI regain
the trust and confidence of the American people.

As an advocate for FBI reform, what often gets lost in my com-
ments is the respect that we must all have, and I have, for the
thousands of men and women who are serving their country well
as FBI employees. But the FBI management is broken, and this
does a real disservice to the hard-working agents on the street.

Now, at long last, we have consensus for reform. Reform should
be structured around three areas: accountability, jurisdiction and
leadership; accountability through the enhancement of executive
and congressional oversight, jurisdiction through the streamlining
of the FBI's investigative responsibilities, and leadership through
the selection of a new director with an appetite for reform and the
wherewithal to accomplish it.

The issue of accountability is the most important part of the re-
form effort. The FBI is buried under a mountain of evidence prov-
ing that it cannot police itself. The culture within the FBI is so en-
trenched that there can be no way of changing it without intro-
ducing an element of independent oversight.

There are many options, but at this time I believe the option that
we should choose is to enhance the existing structure of the DOJ
Inspector General as the more viable course to take. This is a posi-
tion that I have been advocating since the FBI Crime Lab inves-
tigation in 1997.

I am hesitant to create an entirely new inspector general bu-
reaucracy in the FBI that may only serve to isolate and insulate
the Bureau further from the rest of the law enforcement commu-
nity. It is exactly this notion of privilege and separateness that
helps to feed the Bureau’s culture of arrogance.

With regard to jurisdiction, many of you may remember the Web-
ster Commission. I am pleased that Judge Webster is here. One of
the recommendations of that commission was to expand jurisdiction
of the FBI and that the DEA and the ATF should be folded into
the FBI.

Here today, sitting in the wake of the Hanssen and McVeigh fias-
coes, it seems to me that is not a viable option. It couldn’t be clear-
er that the FBI has simply become too unwieldy to be effectively
managed. The answer to the problem at the Bureau will not be
found in increasing its jurisdiction, nor will the concerns of the
?merican people be addressed by creating a de facto national police
orce.

The history of congressional response to the FBI's problems has
usually been that the FBI ends up with a bigger budget, more pro-
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gram jurisdiction, and the director walks out of this room with a
nice pat on the back. I believe that the FBI will become a more effi-
cient and accountable organization through the narrowing of its in-
vestigative focus.

Finally, with an opening for the Director of the FBI, this gives
us a real opportunity. President Bush will be naming that new di-
rector, and that person needs to make changes. This person needs
to change the kind of culture that places publicity and image before
basics and fundamentals. This person needs to change the kind of
culture that holds press conferences in high-profile cases before all
the facts are in. We have seen the consequences of this approach
in cases such as Richard Jewell, Wen Ho Lee, and the TWA 800
investigation.

The new director needs to change the kind of culture that sup-
presses dissent and discourages independent oversight. Director
Freeh once stated the following with regard to the FBI: “We are po-
tentially the most dangerous agency in the country if we are not
scrutinized carefully.” I agree, so let us now get down to the busi-
ness of helping the FBI and its new director regain trust and con-
fidence from the American people.

[The prepared statement of Senator Grassley follows:]

STATEMENT OF HON. CHARLES E. GRASSLEY, A U.S. SENATOR FROM THE STATE OF
Towa

Mr. Chairman, Senator Hatch, colleagues, and distinguished guests; today, we
highlight the issue of FBI oversight. As most of you know, I have been a long-time
advocate of the need for enhanced FBI oversight and I am very pleased to be able
to address this distinguished group on this vitally important issue.

I would like to begin by saying that the title of today’s hearing, “Restoring Con-
fidence in the FBI”, is particularly appropriate because the word “confidence” is
what truly goes to the heart of the problem we are here to discuss today. All of the
public institutions in this country have a moral contract with the American people.
This contract—deceptively simple in design balances the trust of the American peo-
ple with the performance of those entrusted to their service. I grew up—the son of
a farmer—with a whole generation of people believing the FBI could do no wrong.
My father taught me to be proud of the FBI. But now that confidence—that pre-
sumption of integrity—has been shaken. Let there be no question, for far too long,
the FBI has broken faith with the American people. When our public servants fail
in their performance, then they lose the trust and confidence of the American peo-
ple—and the moral contract is broken. The time for meaningful and lasting reform
is now. It is up to us to rewrite and restore that moral contract, and to help the
FBI regain the trust and confidence of the American people.

As an ardent advocate of the FBI reform, what often gets lost in my comments
is the respect that I have for the thousands of men and women serving their country
as FBI employees. My criticisms should in no way minimize the great sacrifices that
our honest and hardworking FBI agent and support personnel make every day for
our country. But these men and women—as do the American people—need and de-
serve an organization that has integrity and credibility. The FBI management sys-
tem they are working within is broken, and this does a real disservice to the hard-
working agents on the street. For too long the FBI has grown essentially unchecked
by any meaningful oversight. The result has been the development of a pervasive
atmosphere of arrogance. This cloud of arrogance permeates the every day activities
of the Bureau and shows contempt for any public or private entity that dares to
question its motives or performance. And, perhaps more importantly, this cloud of
arrogance also shows contempt for those within the FBI organization who are brave
enough to sound the alarm. I sponsored the Whistleblower Protection Act in 1989,
yet to this day, the FBI has failed to adequately protect FBI agents who speak up
about management problems. Now, at long last, it appears we have a consensus for
reform. We can agree, at least, something must be done. I would like to suggest that
the plan for reform should be structured around three areas: Accountability, Juris-
diction, and Leadership. Accountability, through the enhancement of executive and
congressional branch oversight; Jurisdiction, through the streamlining of the FBI’s
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investigative responsibilities; and Leadership, through the selection of a new Direc-
tor with an appetite for reform and the wherewithal to accomplish it.

First, I would like to address the important issue of accountability. Here, I be-
lieve, is the most vital part of the reform effort. Let it be understood, the current
system involving the FBI’s Office of Professional Responsibility cannot be allowed
to continue as is. The FBI is buried under a mountain of evidence proving that it
cannot police itself. The culture within the Bureau is to stifle dissent and to
marginalize those who would expose waste, fraud and abuse. Senior management
places a higher value on maintaining image rather than rooting out wrong. This at-
titude is so entrenched in the culture of the FBI that there can be no way of chang-
ing it without introducing an element of independent oversight. The two most
prominent options being discussed are to either create an independent Inspector
General of the FBI, or to enhance the existing powers of the Inspector General of
the Department of Justice. Either of these options would bring a much-needed ele-
ment of oversight and accountability to the FBI that is not there today. But, at this
time, I would argue that the option to enhance the existing structure of the DOJ
Inspector General, a position I've taken since the FBI Crime-Lab investigations in
1997, is the more viable course to take for the following reasons. First, there is al-
ready a structure in place at DOJ. While some have argued that the size and impor-
tance of the FBI and the sensitivity of their operation calls for a separate IG, I
would argue differently. As part of the Department of Justice, the FBI should be
treated as such, and should not be accorded any special treatment. And, I am hesi-
tant to create an entirely new bureaucracy that may only serve to isolate and insu-
late the Bureau further from the rest of the federal law enforcement community.
It is exactly this notion of privilege and separateness that helps to feed the Bureau’s
culture of arrogance.

In addition to the enhancement of the powers of the DOJ IG, I would advocate
some additional provisions, such as: the addition of whistleblower protection provi-
sions; clarification on the provisions for agency, departmental, and congressional no-
tification; and clarification on the provisions for agency and/or departmental inter-
ference in IG investigations.

Further, Congress needs to better fulfill its constitutional responsibility of over-
sight. One way this could be improved is through the creation of a Subcommittee
within the Committee on the Judiciary that would be directly responsible for FBI
oversight and would complement the reporting structure already in place.

There has also been a proposal for an, “FBI Review Commission”, which would
undertake a comprehensive review of the FBI in its entirety and make recommenda-
tions for congressional action. I had an opportunity to see a draft outline of this
Commission’s mandate and I was very impressed. But I have to express some res-
ervations about the idea for the following reasons.

First, as I mentioned earlier, the time for reform is now. We already know what
is wrong with the Bureau. If we wait eighteen months for a commission to make
recommendations, we may very well lose the momentum for reform that we have
right now. In this age of 24-hour news cycles, the public will soon lose their appetite
for FBI reform, Congress will move on to other issues, and the FBI will continue
to operate as before. We cannot afford to wait to make these important changes.
Secondly, if past results are any guarantee of future performance, the history of FBI
commissions don’t inspire much confidence in their ability to effect change. As a
matter of fact, the end result has usually been that the FBI ends up with a bigger
budget, more jurisdiction, and the Director walks out with a nice pat on the back.
However, in order to take advantage of some of the good ideas presented within this
proposal, perhaps it would make sense to allow the new Inspector General entity
to follow through on this study, and conduct a comprehensive review of the FBI as
part of their initial directive.

Next, I would like to address the issue of FBI jurisdiction. As many of you may
remember, the Webster Commission on the Advancement of Federal Law Enforce-
ment, convened in part due to Waco and Ruby Ridge, actually recommended the ex-
pansion of the FBI—that the DEA and the ATF should be folded into the Bureau.
Here today, sitting in the wake of the Hanssen and McVeigh fiascos, I think even
Judge Webster would have to admit the folly of that notion. It could not be any
clearer that the FBI has become too big and too unwieldy to be effectively managed.
The answer to the problems within the FBI will not be found in increasing their
jurisdiction; nor will the concerns of the American people be assuaged by creating
a de facto national police force. The expansionist philosophy of the FBI only serves
to feed their culture of arrogance. To be sure, even though the FBI is already over-
burdened with jurisdiction, it is fiercely protective of its current turf, while con-
tinuing to move like the Pac Man into new areas. Yet, it has been proven time and
again that the FBI cannot maintain effective partnerships with our public and pri-
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vate sectors. It doesn’t need more jurisdiction, it needs less. Let the Bureau continue
to operate in its core areas such as counter-intelligence, counter-terrorism, and orga-
nized crime. But, I believe the FBI will become a more efficient and accountable or-
ganization through narrowing its investigative focus and sharing its disparate juris-
dictional responsibilities with other law enforcement agencies.

Finally, I want to address the matter of leadership. With an opening for Director
of the FBI comes an opportunity. President Bush will be naming a new Director,
and that person needs to make changes. I've sent a letter to the President, asking
him to pick a new Director who understands the problems with the FBI manage-
ment culture and is committed to restoring public confidence. This person needs to
change the kind of culture that places publicity and image before basics and fun-
damentals. This person needs to change the kind of culture that holds press con-
ferences in high-profile cases before the investigation is complete and all the facts
in. We've seen the consequence of this approach in celebrated cases such as with
Richard Jewell, Wen Ho Lee, and the TWA 800 investigation. The American people
deserve an FBI that doesn’t make these kinds of mistakes. But more importantly,
the American people deserve an agency that is honest and forthright about their er-
rors. So, finally, our new Director needs to change the kind of culture that sup-
presses dissent and discourages independent oversight. Director Freeh once stated
the following with regard to the FBI; “We are potentially the most dangerous agency
in the country if we are not scrutinized carefully.” I couldn’t agree more. So, let us
now get down to the business of helping the FBI, and its next Director, regain the
trust and confidence of the American people.

Chairman LEAHY. I thank the Senator from Iowa, and would
note that he has been very consistent in looking at these issues
over the years and has been very constructive in his criticism.

The Senator from Wisconsin, Senator Feingold.

STATEMENT OF HON. RUSSELL D. FEINGOLD, A U.S. SENATOR
FROM THE STATE OF WISCONSIN

Senator FEINGOLD. Thank you, Mr. Chairman, for calling this
hearing. I would ask that my full statement be placed in the
record.

Chairman LEAHY. Without objection.

Senator FEINGOLD. The issue of Federal Bureau of Investigation
oversight is timely because of obviously some specific recent cases,
but it would be significant and welcome at any time as an oppor-
tunity to examine the role of the FBI in the relationship of the U.S.
Government to the American people.

Let me join in the praise that others have indicated for so much
of what the FBI does. I recently ran into a number of FBI people
at the Milwaukee airport and could tell that it was a tough time
for them, and expressed my positive feelings about many things
that it does.

But the most immediate reasons for this hearing are a series of
setbacks for the FBI in recent years. Some of the others have been
listed, but I just have to mention again the missing McVeigh docu-
ments, the Hanssen case, the Wen Ho Lee case, the years-late pro-
duction of the tapes in the Birmingham bombing, the problems in
the FBI Lab, Richard Jewell and the Olympic bombing, and
charges of racial bias in promotions at the FBI are some that come
to mind.

Director Freeh is understandably not here due to important per-
sonal concerns. I wish he were here because he is best equipped to
illuminate our examination of FBI oversight. I hope that his even-
tual successor is here or at least listening to this hearing because
his successor will be in the best position to help us further deter-
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mine what changes in FBI oversight are needed and to lead the
FBI in embracing these changes.

For today, the immediate objective is to understand the state of
oversight of the FBI and to determine what changes may be nec-
essary in the oversight process. In particular, I would like to hear
from the witnesses on a few matters.

What is the current range of oversight mechanisms to which the
FBI is subject and the status of the various inquiries now under-
way? How did it come to pass that the FBI and DEA are not as
immediately subject to the scrutiny of the Department of Justice
Inspector General, as are other agencies and offices at the Justice
Department? What is the rationale for that arrangement and is it
justified?

Is it fair to assume that any of the recent troubles at the FBI
may have been caused by deficiencies in oversight of the Bureau?
Is there anything unique to the history, culture and mission of the
FBI that makes it less accommodating of vigorous oversight? Fi-
nally, how can the Senate be most constructive in carrying out its
oversight responsibilities with respect to the FBI?

I welcome the witnesses and look forward to their testimony.

Thank you, Mr. Chairman.

[The prepared statement of Senator Feingold follows:]

STATEMENT OF HON. RUSSELL D. FEINGOLD, A U.S. SENATOR FROM THE STATE OF
WISCONSIN

Mr. Chairman. Thank you for calling this hearing today. The issue of Federal Bu-
reau of Investigation oversight is timely because of some specific recent cases, but
it would be significant and welcome at any time as an opportunity to examine the
role of the FBI in the relationship of the United States government to the American
people.

The most immediate reasons for this hearing are a series of setbacks for the FBI
in recent years—we have heard the list: the missing McVeigh documents, the
Hanssen case, Los Alamos and the Wen Ho Lee case, the years-late production of
the tapes in the Birmingham bombing, problems in the FBI lab, Richard Jewell and
the Olympic bombing, charges of racial bias in promotions at the FBI.

It’s a familiar, if troubling, list, but also familiar are the storied successes
throughout the history of the FBI, from the days of Prohibition era gangsters and
bank robbers to the pursuit of the agents of our adversaries in the Cold War, to
the great drug busts of recent decades and the continuing effort to contain organized
crime and the threat of international terrorism. And there can be no question that
the FBI remains an outstanding and effective law enforcement agency. Maybe the
greatest triumph of the FBI has been the terrorist attacks that never happened.
While the FBI over the years has had its lapses in respecting the civil liberties of
some Americans, perhaps the greatest achievement of the Bureau has been that it
has done so well in solving crime and foiling conspiracies while operating in a na-
tion that so respects individual liberty.

So there is something that at first seems incongruous about the recent problems
we have heard, and the FBI we grew up admiring. But perhaps the admiration,
even awe, that many have felt toward the FBI is related to the inadequacy that may
exist in FBI oversight. Perhaps it accounts for the uniquely limited oversight regime
to which the FBI is subject. Perhaps it accounts for the reality that the FBI appar-
ently is seen by most of the public and perhaps some in the Bureau itself, as having
an identity virtually separate from the Department of Justice of which it is a part,
and remote from the authority of the Attorney General, to which the FBI Director
and all FBI personnel ultimately report. Perhaps it is reflected in the occasional
hesitance of Congress and even Presidents to question the actions of the FBI and
its leaders.

Director Freeh understandably is not here today, due to important personal con-
cerns. I wish he were here, because he is best equipped to illuminate our examina-
tion of FBI oversight. I hope that his eventual successor is here, or least listening
to this hearing, because his successor will be in the best position to help us further
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determine what changes in FBI oversight are needed, and to lead the FBI in em-
bracing those changes.

But for today, the immediate objective is to understand the state of oversight of
the FBI and to determine what changes may be necessary in the oversight process.
In particular, I want to hear from the witnesses about a few questions:

¢ what is the current range of oversight mechanisms to which the FBI is
subject and the status of the various inquiries now under way;

¢ how did it come to pass that the FBI and DEA are not as immediately
subject to the scrutiny of the Department of Justice Inspector General as
are other agencies and offices at the Justice Department. What is the ra-
tionale for that arrangement? Is it justified?

¢ is it fair to assume that any of the recent troubles at the FBI may have
been caused by deficiencies in oversight of the Bureau?

¢ is there anything unique to the history, culture and mission of the FBI
that make it less accommodating of vigorous oversight?

¢ how can the Senate be most constructive in carrying out its oversight re-
sponsibilities with respect to the FBI?

I welcome our witnesses and look forward to their testimony. I may have further
questions for them individually. Thank you Mr. Chairman.

Chairman LEAHY. Thank you.
The Senator from New York.

STATEMENT OF HON. CHARLES E. SCHUMER, A U.S. SENATOR
FROM THE STATE OF NEW YORK

Senator SCHUMER. Thank you, Mr. Chairman. I want to thank
you for your quick and immediate leadership in holding this impor-
tant hearing.

I want to begin by emphasizing that I consider myself a longtime
supporter of the FBI. It is the No. 1 law enforcement agency in the
world. We have to make sure it stays that way. I have also been
a supporter of my fellow New Yorker, Director Freeh. He has done
an excellent job in many areas, particularly in pursuing terrorist
cases and instilling integrity at all levels of the Bureau. But, Mr.
Chairman, sometimes you owe it to a friend to look him in the eye
and tell him the hard truth, and that truth is this: the FBI has
made mistake after mistake after mistake. And many of us are
wondering now if those are random mistakes or there is not some-
thing deeper.

From Richard Jewell to Wen Ho Lee, from the Crime Lab to the
McVeigh documents, from rogue informants to Robert Hanssen, se-
rious questions are now dogging the FBI. Just this morning, there
are reports that an FBI security expert sold classified lists of wit-
nesses and informants to the mob and other targets of criminal in-
vestigation in my State of New York.

There have been several examinations of some of the incidents
I have mentioned over the last few years, and each has shed light
on a particular episode and spawned particular suggestions, but
none have looked at the whole picture. It is high time to step back
and take a comprehensive look at the Bureau from top to bottom.

Has the FBI's culture become too insular and unresponsive to
warning signs? Has the phenomenal growth of recent years made
it even harder to bring about change? Whatever it is, the public is
watching and they are beginning not to like what they see. Poll
after poll shows confidence in the FBI plummeting, and that is
dangerous for an agency that needs the cooperation of average citi-
zens, that needs to recruit informants, that needs to persuade
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judges and juries in court, an agency we all need to be in tip-top
shape.

So, Mr. Chairman, in order to give the FBI the thorough and sys-
tematic review that it badly needs, Senator Hatch and I are intro-
ducing the FBI Reform Commission Act today. The bill will set up
a blue-ribbon commission of law enforcement experts to look at all
aspects of the FBI. It will determine whether all the FBI really
needs at this point is a tune-up or, as many fear, a more funda-
mental overhaul.

This kind of deep and thorough oversight is very much needed.
We don’t want to look at each individual case, except to see wheth-
er they form a pattern of why things went wrong. Congress can do
very good oversight into specific issues, but this kind of thorough,
top-to-bottom review can only be done by a group of experts who
devote their full time to it.

You know, Mr. Chairman, when one reaches a certain age, your
physician will tell you, instead of the annual checkup, it is time to
look at you inside out, top to bottom, and see what might be wrong.
It is now that time for the FBI.

So, specifically, the blue-ribbon commission will function outside
the FBI and will analyze the way the FBI monitors itself, whether
outside oversight is needed, how it manages information and con-
ducts investigations, and other issues. The commission will then
recommend to the President and the Congress systematic reforms
that are necessary. They will be appointees of the President and of
the Majority and Minority Leaders of both Houses.

As longtime friends and supporters of the FBI, Senator Hatch
and I believe this is the best way for the Bureau to puts problems
behind it and begin rebuilding the public trust. Every bureaucracy
needs an in-depth, critical examination every few decades, and that
moment has arrived for the FBI. In the end, finding and fixing the
problems at the FBI won’t just leave the Bureau better off, it will
leave all of us better off, and we have to begin that process now.

Chairman LEAHY. I thank the Senator from New York. When he
mentioned those of a certain age, I leaned over to Senator Hatch
and I said I am not sure which one of us he is referring to, but
I know it couldn’t be Senator Hatch because he looks much young-
er.
The Senator from Illinois.

STATEMENT OF HON. RICHARD J. DURBIN, A U.S. SENATOR
FROM THE STATE OF ILLINOIS

Senator DURBIN. Thank you very much, Mr. Chairman, and
thanks for scheduling this hearing. It is timely, and I am glad we
have a chance to consider the serious issue before us. Though not
altogether pleasant, it is an important assignment.

People have referred to the public opinion polls, and they are
pretty clear that an organization that enjoyed universal respect has
now come under fire and Americans have many questions about
the leadership at the FBI. That shouldn’t take away from the thou-
sands of special agents and other staff people who literally get up
every day, put on a badge and put their lives on the line for Amer-
ica, fighting terrorism and combatting drugs and organized crime,
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and the long agenda of responsibilities we have given to the Fed-
eral Bureau of Investigation.

Yet, despite the Bureau’s many accomplishments, we continue to
see a litany of embarrassing blunders. They have been recounted
over and over in these introductions—the loss of 4,000 pages of
critical material for the McVeigh trial, the situation involving Wen
Ho Lee, the whole question involving Richard Jewell at the 1996
Atlanta Olympic Park bombing, the information that has come out
from Boston involving FBI agents withholding informant reports
that would have aided the defense of Joseph Salvati, who spent 33
years in prison for the 1965 murder of Edward Deagan, and then
on February 20 of this year the chilling disclosure that one of its
own, Agent Robert Hanssen, had operated undetected within the
agency as a Soviet mole for 15 years, or even longer.

Are these merely coincidences? Some have noted they are only a
handful of instances in an agency which deals with thousands of
challenges every single day. I think that I would like to speak to
the fact that we collectively hope that it is not just a matter of time
before another incident of ineptness percolates to the surface, call-
ing into serious doubt the agency’s adherence to values that Direc-
tor Freeh recounted when he was before this Committee a few
years back.

The cover story of a recent U.S. News and World Report asks
squarely “What Is Wrong with the FBI: Cracking the Case.” It is
time we get that question answered and we get our Nation’s No.
1 investigative force’s house back in order.

What is so troubling is that the issues that we are addressing
today didn’t just materialize. Take a look at two headlines from
Time magazine: “The weight of the evidence: the case against
McVeigh is strong, but the mess at the FBI and the babble of wit-
nesses make it vulnerable”; and the second one: “The FBI: the gang
that couldn’t examine straight.”

The importance of these two headlines is the fact that they ap-
peared in Time magazine on April 28, 1997, 4 years before the dis-
closures which were of such great embarrassment to the FBI and
so startling to the American people. Those headlines 4 years ago
really could have been headlines leading to today’s hearing.

We have known for a long time that there are things that need
to be changed in the FBI. I think we all understand the legacy of
J. Edgar Hoover. It was a legacy which exulted independence from
political oversight. In fact, Mr. Hoover’s tactics have been well doc-
umented when it came to dealing with Congress. He held Congress
at bay because of the information that he had collected, but in
holding the political officials at bay, he also held at bay political
accountability, and that is why we are here today.

This morning, Senator Arlen Specter and I introduced legislation
to create a separate inspector general for the FBI. I notice that one
of the witnesses here has characterized it a little differently than
the way we wrote it. This inspector general would be under the su-
pervision of the Attorney General, like the Inspector General for
the rest of the Department of Justice.

What we have found in our investigation is that the Hoover leg-
acy and the current leaders at the FBI have created a fortress
mentality that has really held away the type of oversight that we
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demand of every Federal agency. I don’t believe that we can assault
that fortress without putting someone behind the gates. That is an
inspector general working full-time, as we have an inspector gen-
eral in 57 other Federal agencies. If the model doesn’t work here,
how is it working in other agencies? I think it is an important
question we need to ask and answer.

I applaud the idea of a commission to look in depth at many dif-
ferent things that might be considered, but it is an ad hoc approach
which will give us guidance. What we need is a person on the
ground, in the agency, accountable to the Attorney General as well
as to Congress, reporting on ways to make this agency more effec-
tive.

Thank you, Mr. Chairman.

Chairman LEAHY. Thank you very much.

I don’t see any other Senators here. I will put a statement by
Senator Kohl in the record.

[The prepared statement of Senator Kohl follows:]

STATEMENT OF HON. HERBERT KOHL, A U.S. SENATOR FROM THE STATE OF
WISCONSIN

A little less than six years ago, the Director of the Federal Bureau of Investiga-
tion appeared before the Judiciary Committee to address concerns about the F.B.L.’s
actions during Ruby Ridge. I was the ranking Democrat on that important inves-
tigation. During the course of that inquiry, we found widespread problems within
the F.B.I. and made a number of suggestions for reform ranging from the way the
F.B.I trains its snipers to the way it handles documents.

In light of the recent problems with the McVeigh prosecution, one section of the
report has immediate relevance:

“The Subcommittee is concerned that, even today, officials of the FBI may
not be fully cognizant of their constitutional duty and statutory obligations
with regard to criminal discovery. . . .We expect the FBI to improve the
education of its agents in this regard.

“The Subcommittee asks the FBI to institute programs to improve the qual-
ity of its response to criminal discovery demands, including attention to the
organization, coordination and monitoring of discovery requests and re-
sponses.”

We should be very concerned that the F.B.I. has not succeeded in addressing all
of the concerns raised in the report almost six years ago. The problems were serious
then, and the mishandling of documents in the McVeigh case demonstrates a con-
tinuing and perplexing lack of organization. What else is going on at the F.B.I.?
How many other concerns have been given short shrift?

Of course, this hearing concerns much more than the F.B.I’s ability to comply
with their criminal discovery responsibilities. None of those issues, however, is more
important to public confidence in the F.B.I. than the agency’s capacity to observe
the most basic rules of criminal procedure. This problem potentially infects every
federal criminal case.

As we learned during the Ruby Ridge hearings, overseeing and investigating the
F.B.L. is not easy. But when done well, it can be productive and effective. The first
principle of F.B.I. oversight must be that our goal is to improve and respect this
vital agency—not to attack or destroy it. F.B.I. agents are dedicated and hard-
working individuals who have a lot to be proud of. I look forward to what can be
done to instill public confidence in the Bureau.

Chairman LeAHY. We will leave the record open for statements
by any other members of the Committee who couldn’t be here.

Gentlemen, I thank you for being patient. This is matter of some
concern; I think the fact that, again, we have heard from people on
both sides of the aisle who want to look into this.

We are fortunate to have Senator John Danforth here. He is cur-
rently a senior partner at the St. Louis law firm of Bryan Cave.
Senator Danforth was asked by former Attorney General Reno to
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lead an investigation into the events at the Branch Davidian com-
pound in Waco. Last July, he issued an interim report on that.

On a personal note, I would say that I had the pleasure of serv-
ing with Senator Danforth for 18 years here in the Senate. We
joined hands on a number of issues, traveled together, did a num-
ber of things together, and he is one of the most respected people
we have had in the Senate in either party.

Glenn Fine is the current Inspector General of the Department
of Justice. He was appointed to that office in December of last year.
He has been with the IG’s office since 1995. Attorney General
Ashcroft has commissioned Inspector General Fine to conduct in-
vestigations on the reasons behind the FBI’s belated document pro-
duction in the Oklahoma City bombing case and whether the FBI
knew or should have known about alleged spy Robert Hanssen’s es-
pionage activities. I have discussed both of those issues with the
Attorney General. I know of his concern and I know of his respect
for Mr. Fine, which we join in.

Our next witness would then be Judge William Webster. Judge
Webster is currently a senior partner with the Washington law
firm of Millbank Tweed. Judge Webster has a distinguished record
of public service. He was a member of the Eighth Circuit Court of
Appeals. He was director of both the FBI and the CIA, I think the
only person who has held both of those positions. Most recently, in
the wake of the apprehension of Robert Hanssen, Attorney General
Ashcroft and FBI Director Freeh asked Judge Webster to chair a
blue-ribbon commission to examine the Bureau’s internal security
procedures.

Judge Webster is well known to all here in the Senate and has
high regard and respect from all members of the Senate.

Michael Bromwich is currently a litigation partner in the Wash-
ington and New York law offices of Fried Frank. Mr. Bromwich
was Inspector General of the Department of Justice from 1994 to
1999. During his tenure, he conducted numerous investigations on
topics ranging from the FBI Crime Lab issues that we have talked
about earlier today, to the Aldrich Ames affair, to the handling of
classified documents in the campaign finance investigation.

Our final witness is Mr. Norman Rabkin, who is the Managing
Director of the General Accounting Office’s Office of Special Inves-
tigations. He has on several occasions conducted investigations into
FBI activities.

Senator Danforth, would you lead off, please.

STATEMENT OF JOHN C. DANFORTH, FORMER U.S. SENATOR
FROM THE STATE OF MISSOURI

Mr. DANFORTH. Mr. Chairman, thank you very much.

Mr. Chairman, I was special counsel in the Waco investigation,
and to me one of the lessons of the Waco investigation is the impor-
tance of candor and openness in the FBI, in Government in gen-
eral, and the ability to admit mistakes, when people make mis-
takes or know of mistakes, and to come forward and be able to talk
about them and correct those mistakes.

The situation before I became special counsel was this: in the
summer of 1999 Time magazine had a poll and the poll said that
61 percent of the American people believed that the FBI started
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the fire at Waco. Now, when 61 percent of the American people be-
lieve such a dire thing as that Federal agents started a fire that
killed some 80 people, that is a real breakdown in public confidence
in their Government. That is why I believed that the Waco inves-
tigation was so important.

We looked into some very dark charges that had been made
against the FBI, that the FBI started the fire, that FBI agents
fired guns into the complex when the building was on fire to pin
people into it. In our investigation, which lasted 14 months and
cost $17 million, we proved with absolute certainty that these dark
thoughts about the FBI were definitely not true. There was no real
evidence to support these charges, and there was overwhelming
evidence to prove the negative that they didn’t happen.

So the question is how could it be that 61 percent of the people
of our country believed that the FBI did these things? What hap-
pened was this: right after the tragedy at Waco, that same after-
noon the FBI in its statement said that no pyrotechnic tear gas de-
vices were used at Waco that day. Subsequently, that same state-
ment was repeated a number of times. It was repeated in testi-
mony before the House by both Attorney General Reno and then-
FBI Director Sessions.

Sitting in the room behind both General Reno and Director Ses-
sions was the commander of the Hostage Rescue Team, and this
person was the person who gave the instructions to fire pyrotech-
nics that morning and he did not correct the witnesses.

Now, in fact, the use of pyrotechnics that morning had nothing
to do with the start of the fire, absolutely nothing. The pyrotech-
nics were fired 4 hours before the fire broke out and they were
aimed at a concrete structure 75 feet away from the complex. So
it had no effect at all, but a misstatement was made and nobody
corrected it, including the person who gave the command to use the
pyrotechnics.

And it was not known until more than 6 years after the tragedy
that pyrotechnics had been used. Then, after it became known, of
course, the public reaction, or a lot of the public said, well, we have
been fooled, we have been lied to; something happened and we
didn’t know about it. They suspected the worst. That was the story
of Waco, and that is what triggered the breakdown in public con-
fidence and that is what led to this very extensive investigation
that we conducted.

I believe that there was a lack of candor on the part of the FBI
and on the part of the Justice Department over a period of 6 years.
I don’t think it was a cover-up of a bad act. I think it was basically
trying to cover embarrassment. Somebody made a mistake in a
statement, and mistakes aren’t permitted and let’s not admit to
mistakes, so let’s not say anything to set the record straight. I be-
lieve that really is the lesson of Waco.

I have in my written testimony, and I could provide for the Com-
mittee more examples of during the course of the investigation
where the FBI was less than forthcoming in providing information
to my investigators. That is true, but I think it is also a sign of
the more general problem, and that is that there is a lack of open-
ness and a lack of willingness to say, well, we are a Bureau that
makes mistakes and therefore we don’t want anybody to look at us.
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This is not a uniform position within the Bureau. Director Freeh
was very forthcoming in helping us, and a number of agents were.
The Hostage Rescue Team that participated in the events of April
1993 were very open in describing exactly what happened. I think
it is important to recognize that we can’t tar everybody with a
brush here. But there certainly were people within the FBI who
were less than forthcoming, and it complicated our investigation
and it was part of a general problem.

Now, Mr. Chairman, my red light is on and I promise you I won’t
speak for more than a minute, but I do want to say this as we are
looking at the FBI. If I am correct that the problem is a lack of
willingness to correct mistakes and be open about mistakes, it is
very important that we as a country do not create a mind set
where mistakes are just intolerable and where they are so unfor-
givable that the natural reaction is I am not going to let you know
about them.

I think that is what happened in the Waco case. I think it hap-
pened right after the disaster and I think it happened during our
investigation, where people did not want to come absolutely clean
and where they wanted to hide the ball because they were afraid
of being humiliated. I really believe it is important that we make
a clear distinction between mistakes which all of us are going to
make and we encourage people to come clean, and the real expose
material which is the subject matter of a lot of hearings and a lot
of investigative reporting.

The FBI did not do anything that was dark at Waco, but some
of its people were afraid to come forward with the truth for fear
of embarrassment, and that is what created the breakdown in pub-
lic confidence.

[The prepared statement of Mr. Danforth follows:]

STATEMENT OF JOHN C. DANFORTH, FORMER U.S. SENATOR FROM THE STATE OF
MISSOURI

After 14 months of exhaustive investigation, costing the taxpayers $17 million, I
am absolutely convinced that the FBI had nothing to hide about Waco. The FBI did
not do the dark things some people suspected. Agents did not cause the fire that
killed scores of Branch Davidians. Agents did not fire guns into the complex. The
evidence exonerating the FBI is overwhelming on these points. Evidence implicating
the FBI is non-existent.

Yet, some FBI personnel and some Justice Department lawyers were not forth-
coming in reporting the events at Waco, and some FBI personnel were not coopera-
tive with my investigation.

Lack of openness and candor caused and then complicated my investigation. And,
far more important, lack of openness and candor undermined public confidence in
government.

On August 26, 1999, a Time magazine poll indicated that 61 percent of the public
believed that federal law enforcement officials started the fire at Waco. That is what
I mean by undermined public confidence in government. Absolutely no evidence sup-
ported this terrible belief. Its principal cause was lack of openness and candor by
some people in the Justice Department and some people in the FBI.

Beginning on the day of the fire, the FBI and the Justice Department insisted
that no pyrotechnic tear gas rounds had been fired at Waco. This was an innocent
but mistaken assertion. An FBI agent had fired three pyrotechnic rounds at a target
75 feet away from the Branch Davidian complex, four hours before the fire started.
1'The (fiiring of pyrotechnic tear gas rounds had no bearing on the tragedy that fol-
owed.

Some FBI and Justice Department officials who knew of the pyrotechnic rounds
were not forthcoming in setting the record straight. Had they come forward with
the truth, there would have been no cause for believing there was any implication
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with the fire. Instead, when the public learned that pyrotechnics had been used and
not disclosed, 61 percent assumed the worst.

My thoughts about why people who knew the truth didn’t tell the truth are specu-
lative, but I would bet a lot that I'm correct. I think that the motive is not to hide
evil deeds, but to avoid embarrassment. A long standing value of the FBI is not to
eﬁnbarrass the FBI. Mistakes are embarrassing, so, rather than admit them, cover
them up.

Late in April, 1993, the Hostage Rescue Team commander who had authorized
the use of pyrotechnics sat silently through the Congressional testimony of Attorney
General Reno and FBI Director Sessions without correcting their mistaken state-
ments suggesting that pyrotechnics had not been used. To have corrected the FBI’s
previous denial about pyrotechnics might have embarrassed the Bureau.

In 1996, an FBI attorney neglected to transmit information about the use of pyro-
technics to a Justice Department attorney. I think that her negligence was an em-
barrassment to her, perhaps something that would jeopardize her career. So she
began lying about her negligence to my investigators.

The irony is that attempts to cover up embarrassment cause embarrassment to
the Bureau, and destroy public confidence as well.

It is important to keep things in perspective. Every instance of failure to produce
records isn’t a cover-up or an intentional effort to avoid embarrassment. In the
Waco investigation, we examined 2.3 million pages of documents. In major cases
such as Ruby Ridge, Waco and Oklahoma City, hundreds of FBI agents are in-
volved, and all of them are generating paper. I am sure that systems for managing
information can be improved, but I am sure that there will always be a drawer
somewhere or a box somewhere with something in it. So I would caution against
a standard of perfection.

However, it was clear in the Waco investigation that at least some people in the
FBI were cavalier or resistant in turning over evidence to outsiders.

Until September, 1999, the FBI denied the existence of Forward Looking Infrared
(FLIR) tapes containing audio evidence of the approval of pyrotechnics. The govern-
ment did not turn them over during the criminal trial of surviving Branch
Davidians, nor in response to a Congressional request in 1995, nor in response to
specific FOIA requests from 1995 to 1997. Then, in late August, 1999, the FBI lo-
cated at HRT headquarters a previously undisclosed FLIR tape. On September 1,
1999, two more tapes mysteriously appeared in an FBI file cabinet. To say the least,
the FBI was cavalier in not producing this evidence.

Days after the tragic fire, FBI agents attempted to disable by gunshot a pyro-
technic projectile found at the scene. Obviously this was evidence that pyrotechnics
had been used. One of the supervising agents on the scene took notes of this event;
however, instead of keeping his note pad describing this event in his office with his
other notes, he kept it in the attic of his home. A second supervising agent repeat-
edly and implausibly told our investigators that he had no recollection relating to
pyrotechnic tear gas at Waco.

It’s important to recognize that FBI agents who actually participated in the tear
gas insertion were completely forthcoming in describing what happened, including
the use of pyrotechnics. Also, Attorney General Reno, Deputy Attorney General
Holder and Director Freeh clearly called for cooperation with my investigation.
Similarly, notwithstanding our problems with the General Counsel’s office of the
FBI, I believe that the General Counsel himself, Larry Parkinson, was trying to be
helpful. But, while many were willing to help, others kept information from us.

The FBI’s Office of General Counsel was not as cooperative as its head. Convinced
that certain individuals were withholding information from our investigators, we
threatened to obtain a search warrant, and sent 11 agents and three lawyers to the
Office of General Counsel to search its files.

I believe that, within the FBI, there are strong pressures to resist divulging infor-
mation to outsiders.

Soon after I was appointed Special Counsel, my office realized that we would need
a liaison with the FBI who would be the contact person for our investigation. Dep-
uty Special Counsel Ed Dowd asked FBI Supervisor Special Agent John Roberts if
he would be interested in this role, having been told by Postal Inspectors that Rob-
erts had done an excellent job with the Ruby Ridge investigation. According to
Dowd, Roberts didn’t want to act as liaison, claiming that working with our office
would hurt his career in the FBI.

Supervisor Special Agent Patrick Kiernan, a lawyer who teaches ethics at the FBI
Academy, became our liaison, and did an excellent job. Kiernan has told me that
he believes that people within the FBI have retaliated against him for assisting my
investigation, and that he has filed the appropriate referrals with the FBI's Office
of Professional Responsibility.
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Whether or not the concerns of Roberts and Kiernan about their careers are well
founded, the fact that they have those fears indicates to me that there is a culture
within the FBI of noncooperation with inquiries from outside the Bureau and of pro-
tecting those within the Bureau from criticism.

People have suggested several ways to improve the FBI including the creation of
an Office of Inspector General or a Blue Ribbon Commission. These may be good
ideas. But my own belief is that the only way to correct a cultural problem is to
change the culture.

This means that there must be a persistent message that the role of the FBI is
to protect the country and the Constitution, not to protect the FBI from criticism,
and that lack of candor and openness hurts the FBI and destroys public confidence
as well.

It is a message that must come from the top: from the President, from the Attor-
ney General and from the Director of the FBI. It must be heard on the first day
a new agent arrives at the FBI Academy, and it must be repeated every day until
retirement.

And because it is human nature for today’s enthusiasms to become tomorrow’s for-
gotten resolutions, it is important that Congress put in place a permanent system
for overseeing the FBI.

And if there is an “old boys network” of FBI officials who create and enforce a
closed culture within the Bureau, it is important to replace these people. Otherwise,
any reform would be sure to founder on everyday resistance from within. I would
not humiliate them. I'm sure they believe that what they are doing is for the best.
But I would replace them. I would give them farewell parties and effusive thanks,
and I would send them on their way.

Finally, it is important for all of us—Congress, the media, the public—to acknowl-
edge our own responsibilities for the lack of openness we lament in government.
When public officials fear that the disclosure of their mistakes would lead to per-
sonal humiliation and professional ruin, it is understandable if they prefer conceal-
ment to candor. By confusing the discovery of human error with the sensationalism
of exposes, we help create a mentality in government where the first law is self-
preservation.

If we really believe that making mistakes is not as bad as hiding mistakes, then
it is our responsibility to keep that in mind and express it in words.

Chairman LEAHY. Thank you very much, Senator.
Mr. Fine.

STATEMENT OF GLENN A. FINE, INSPECTOR GENERAL,
DEPARTMENT OF JUSTICE, WASHINGTON, D.C.

Mr. FINE. Mr. Chairman, Senator Hatch, and Members of the
Committee on the Judiciary, I appreciate the opportunity to appear
before the Committee this afternoon to discuss the work of the De-
partment of Justice’s Office of the Inspector General, and in par-
ticular our oversight work in the FBI.

Let me begin by providing a brief overview of the structure and
staffing of the OIG. The OIG was established by the Inspector Gen-
eral Act Amendments of 1988, a decade after inspector generals
were created for many other Federal executive branch agencies.
The OIG is an independent within the Department that, by statute,
reports both to the Attorney General and to Congress.

The OIG has a staff of approximately 360 investigators, auditors,
inspectors, program analysts, attorneys and support staff. The OIG
investigates criminal and administrative misconduct by Depart-
ment employees, and conducts independent audits and evaluations
of Department programs and financial statements.

The OIG’s jurisdiction to investigate misconduct in the Depart-
ment is limited, however. When Congress created an Inspector
General in the Department, it permitted the Department’s Office of
Professional Responsibility, known as DOJ OPR, as well as the
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FBI’s Office of Professional Responsibility and the DEA’s Office of
Professional Responsibility, to continue to exist outside of the OIG.

In 1994, an Attorney General order set out the respective author-
ity of each office to investigate misconduct in the Department. In
general, under this order, DOJ OPR has the authority to inves-
tigate misconduct of DOJ attorneys acting in their capacity to liti-
gate, investigate, or provide legal advice. FBI OPR and DEA OPR
have the authority to investigate allegations of misconduct by em-
ployees of their agencies. The OIG has the authority to investigate
other allegations of misconduct throughout the Department and its
components.

The OIG may only undertake investigations in the FBI and the
DEA when the Attorney General or Deputy Attorney General spe-
cifically authorizes us to do so in a particular case. During the past
several years, the OIG has received such authority to conduct a
number of investigations in the FBI. My written statement pro-
vides a more detailed overview of these investigations, which in-
cludes the FBI’s performance in uncovering the espionage activities
of former CIA Officer Aldrich Ames and a review of allegations of
improper and inadequate practices in the FBI Laboratory.

The Attorney General has recently assigned to the OIG two sen-
sitive investigations relating to the FBI. The first concerns the al-
leged espionage activities of FBI employee Robert Hanssen. Shortly
after the FBI Director announced Hanssen’s arrest, the Senate Se-
lect Committee on Intelligence and the Attorney General asked the
OIG to examine the Department’s performance in the Hanssen
case.

We have assembled a 10-person team of attorneys, special
agents, analysts and support staff, several of whom worked on the
OIG Ames review. Our review of the Hanssen matter will build on
our already substantial base of knowledge about the FBI’s perform-
ance in uncovering espionage during the period of Ames’ spying, a
period that overlapped in part with when Hanssen allegedly was
supplying classified information to the Soviets.

In the Ames review, we produced a lengthy report describing de-
ficiencies in the FBI’s performance in determining the cause of the
unprecedented and catastrophic losses suffered by both the CIA
and the FBI in their Soviet intelligence programs. Our intention in
the Hanssen investigation is to provide a similarly detailed report
that thoroughly examines the FBI’s performance in preventing, de-
tecting and investigating Hanssen’s alleged espionage.

The second matter we are currently investigating is the FBI’s be-
lated production of documents in the Oklahoma City bombing
cases. On May 11, the Attorney General asked the OIG to inves-
tigate the circumstances surrounding this belated production of
documents. We immediately assembled an investigative team of
OIG employees, consisting of 5 attorneys, 2 special agents, 2 audi-
tors, a paralegal and support personnel. The team is led by an ex-
perienced former Federal prosecutor who is the head of the OIG
unit that conducts special investigations. As of this date, the team
has requested and reviewed numerous FBI documents, and con-
ducted more than 70 interviews of personnel from FBI head-
quarters, Main Justice, Oklahoma City, and 6 FBI field offices.
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I do not believe it appropriate to discuss the evidence that OIG
team is finding at this stage of the investigation. However, I can
describe the scope of our review.

The OIG’s investigation focuses on why the documents were pro-
duced late, the reasons for the delay, whether the FBI acted in a
timely fashion upon learning that the documents had not been pro-
duced, and any systemic problems that this matter reveals about
the FBI's handling of discoverable documents.

We have done a considerable amount of work in this investiga-
tion. However, we intend to conduct many more interviews. Al-
though we do not intend to interview FBI personnel at all 56 FBI
field offices, we intend to fully investigate a sample of FBI offices
and survey others to determine what happened with the documents
in those offices. We plan to issue a detailed report of our investiga-
tion as expeditiously as possible.

Finally, I want to note one important issue that the OIG has
been struggling with over the past several years. The resources
provided to the OIG have not kept pace with either our increasing
responsibilities or the Department’s explosive growth. In fact, due
to budget constraints, the OIG’s workforce has been cut by 100 em-
ployees within the past 2 years.

Resource limitations aside, however, the OIG has a proven track
record of conducting high-quality, independent oversight of Depart-
ment programs and operations. Moreover, on the limited number of
occasions when we have received the authority, the OIG has pro-
duced comprehensive reports that have identified serious systemic
weaknesses in FBI programs and provided constructive rec-
ommendations for improvement.

That concludes my oral statement, Mr. Chairman, and I would
be pleased to answer any questions.

Chairman LEAHY. Thank you, and your full statement, of course,
will be made part of the record.

Judge Webster.

STATEMENT OF WILLIAM WEBSTER, SENIOR PARTNER,
MILBANK, TWEED, HADLEY AND MCCOY, LLP, WASHINGTON,
D.C.

Judge WEBSTER. Thank you, Mr. Chairman. I am pleased to have
an opportunity to be here this morning. I am not sure in which in-
carnation you wish me to speak.

I would like to clarify one thing that may be confusing. Senator
Grassley referred to the Webster Commission. That was a commis-
sion established by this Congress to conduct a 2-year study on the
advancement of Federal law enforcement. We made certain rec-
ommendations at that time. I agree with Senator Grassley that the
issue of consolidation is probably not a good one to advance at this
level of uncertainty, but I want to say only in respect to that that
we did so because there are now 148 Federal agencies with law en-
forcement responsibilities.

We have gone in the Federalization of crime from half a dozen
at the founding of our country to over 3,000 Federal crimes, includ-
ing unlawful conduct at a rodeo. There are very important Federal
crimes, but there are also a lot of’

Chairman LEAHY. Not a big issue in Vermont, I want to say.
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Judge WEBSTER. I am sure it isn’t, Mr. Chairman.

The FBI is now handling an inventory of 800,000 cases. It calls
for the kind of look that we conducted and, of course, the kind of
look that you are going to conduct.

I would like to take just a minute out of my time to reminisce
briefly about the circumstances when I came to office 23 years ago.
We were in the wake of the so-called “black bag” jobs, the Church
Committee report, and other reviews of Federal law enforcement
and intelligence community activities.

I was given 68 agents to consider disciplining as a result of those
activities, discovering in the process that in the wake of the Su-
preme Court decision in 1972, not one single thing was done by the
Bureau or the Department of Justice to educate the special agents
as to the change in law in regard to the need for warrants in do-
mestic security cases.

There was a lot of concern. When I was sworn in, President
Carter took pains to say that he knew of no other organization that
had as much impact upon public confidence in Government than
the FBI, that when the FBI did well, people felt good about their
Government. I think what was unwritten and unsaid at that point
in time was that when it didn’t feel good about the FBI, it didn’t
feel as good about its Government. It is important, I think, for
management to understand that.

There were days of so-called plausible deniability, a new term I
learned when I came to Washington. I said you have to understand
there is no such thing in this agency as plausible deniability. Only
the President of the United States may claim plausible deniability
in international affairs, and you hurt the director when you do not
tell him that you have a problem so that he can assist in dealing
with it. I believe that to be true today.

I also remember that we will go through cycles in which two sep-
arate cries will seek dominance. One is leave us alone, don’t inter-
fere with our privacy, don’t intrude. The other one is why don’t you
do something about all this crime and the threat of terrorism and
other things. And it is the job of the Bureau to balance that, and
I believe over time its record has been very good in that respect.

I might also say two other things that I used to say more times
than people liked to hear that each of us carries the reputation of
the other around in his pocket. It was something that people need-
ed to be reminded of when they thought about doing things such
as Senator Danforth described. It does not help the agency when
people do not remember the proud record that it has and the im-
portance of preserving it, and the reputations of the very gallant
men and women who stand in our place every day of our lives.

Finally, one other thing and then I will proceed to what I think
my role is today, and that is I think that the FBI has enjoyed a
very objective disciplinary system and has never hesitated to dis-
cipline when disciplinary reasons were apparent.

On the investigative side, the facts are developed. The investi-
gator, just as the FBI does in relation to the United States Attor-
ney’s office, does not prosecute. He turns the matter over to the Of-
fice of Professional Responsibility, which then makes recommenda-
tions based upon an effort to be a consistent pattern of discipline.
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So I think you will find, regardless of what direction you go in
respect to future oversight, that the FBI has not shrunk from deal-
ing with issues of discipline; in fact, wish to have it.

I see I have pushed the light too far for my own good.

Chairman LEAHY. Take whatever time you need.

Judge WEBSTER. Thank you. I would like to tell you a little bit
about I have been asked to do by the Attorney General and Direc-
tor Freeh, and that is to look into the internal security procedures
of the Federal Bureau of Investigation in the wake of the Robert
Hanssen case.

I might say that Inspector General Fine and I have met on two
occasions to make sure that we were cooperating and not working
against each other and would appropriately share information that
would be helpful to you and to their own responsibilities.

I define our mission in this shorthand way. We are not inves-
tigating the Hanssen case. We will learn, we will be informed by
what we get from the inspector general and from other sources.
But our mission, I think, 1s to reduce the time between defection
and detection. It is that simple.

No one should be allowed to function as a traitor in the Federal
Bureau of Investigation, much less anywhere else, for 15 years.
The problem everyone understands is that we can’t preclude some-
one turning sour in the midst of his career, but we can make every
effort to be sure that we recognize that change of attitude and pur-
pose, and do so in the best possible way without destroying the mo-
rale and the trust and the bond that exists within the FBI. The
FBI has accepted, for example, in drug testing intrusions on pri-
vacy interests for the greater good, the example to be set, and so
on. We are looking at that and we are looking to see how it would
be done.

Well, what have we done and where are we? I have established
a very excellent staff to tackle and break down the assignments,
and I would like to just list those to you, but also not only mindful
of the fact that a former director of the FBI has been asked to head
this commission—incidentally, Director Freeh asked me to take
this on even before he made the arrest of Robert Hanssen, subject
to the approval of the Attorney General which came immediately
afterwards.

I have asked as an oversight commission—I don’t want to engage
them in all the work that i1s involved, but to look at what we are
doing, to look at what I am doing and to tell me where we ought
to be doing things differently, or more or less, and to assess our
judgments.

I have asked, and they have agreed to serve, former Secretary of
Defense and Minority head of the Senate Intelligence Committee,
William Cohen; former Secretary of the Army Clifford Alexander;
former Speaker of the House Thomas Foley; former Trade Rep-
resentative and a very distinguished public official, Carla Hills;
Robert Fisk, former special prosecutor in New York; and former At-
torney General Griffin Bell. I hope that they will insist on the level
of credibility that will convince you that whatever we are able to
come up with is worth listening to.

Now, we have divided our task into four basic areas. Personnel
security. We have a task force working on key issues, including the
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use of the polygraph, the adequacy of background investigations
and how seriously they are taken, and means of indicia of defec-
tion.

We have a task force on document security which will address
and is addressing the collection, control, dissemination and destruc-
tion of classified information, particularly SCI and FISA informa-
tion, and the adequacy of “need to know” assessments. I might add
that we were immediately given a package of all of the known rules
and regulations in this area by the FBI upon my appointment.

Third, organizational security. We are undertaking a comparison
of security policies and practices in various other agencies, the FBI
and the other intelligence community activities, to see what can be
learned elsewhere, and the security, training and education areas.

And, fourth, we have a task force on information systems secu-
rity, and that was specifically mentioned by the Attorney General.
We are looking at the adequacy of security protections for classified
computer and telecommunications systems. We are looking at the
adequacy of the audit trail capabilities, the implementation of auto-
mated trip wires, the detection methods, ways that we can have
electronic librarians that will recognize when someone who doesn’t
belong in a particularly highly classified area is walking around.

I have a staff now of approximately nine attorneys, headed by
Michael Shaheen, a distinguished former head of the Office of Pro-
fessional Responsibility at the Department of Justice. Most of our
staff members are assigned and seconded to us from other agencies
of Government.

I have also asked Russell Bremer, and he has been working with
me. He was a former general counsel at the CIA. He worked with
me at the FBI on the 68 agent cases, and I have asked him to as-
sume major responsibility on the polygraph issues and the use of
polygraph as a vetting process, which prior to the Robert Hanssen
case did not exist, except on an entry-level basis.

I could list all of them. They are absolutely outstanding, and we
have some 17 investigators, experts and consultants from other
agencies of the Government and the military.

We have made a good deal of progress. We have conducted many
interviews. We have been meeting with the other agencies and
with officials in the FBI, including Neil Gallagher, who heads the
National Security Division. We have been coordinating, as I said,
with Inspector General Fine. We have coordinated with the
Hanssen prosecution team in order not to step on their work and
thereby create issues of privilege, and so forth.

We have briefed the Attorney General and the Deputy Attorney
General, and we have tried to work out and are working out the
problems that come from having the application of FACA, the Fed-
eral Advisory Committee Act, and its implications for us so that we
can have our closed meetings and deal with highly classified infor-
mation.

Chairman LEAHY. I think as you said, Judge Webster, nobody is
shocked to find that the Russians or any other group, including
some friendly to us, may try to get somebody to defect or to spy
for them or provide material. What has been shocking to this Com-
mittee—and a number of members of this Committee also serve on
the Intelligence Committee—what is shocking is why it took so
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long to detect them. We will be very anxious to see what you come
up with on that.

We will, of course, continue to ask questions here and try not to
bump into what you are doing. I am not trying to witch-hunt in the
Bureau, but I am just trying to make sure that we don’t have an-
other situation like this. If somebody is leaving, as the press has
reported, warning signals all over the place and doesn’t get caught,
I worry what we are doing about catching somebody who shows a
little bit more finesse.

Judge WEBSTER. Well, we have one here. We have what I call a
500-year flood, and we will learn from that.

Chairman LEAHY. I hope so.

Judge WEBSTER. I think it would be naive to assume that we will
never have another defection.

b Chairman LEAHY. Of course, we will have more, but we can have
etter

Judge WEBSTER. We can be prepared.

Chairman LEAHY. Yes. Thank you.

Mr. Bromwich.

STATEMENT OF MICHAEL R. BROMWICH, FORMER INSPECTOR
GENERAL, DEPARTMENT OF JUSTICE, WASHINGTON, D.C.

Mr. BRoMmwiCH. Thank you, Mr. Chairman, Senator Hatch, mem-
bers of the Committee. I am currently partner in the Washington,
D.C., and New York offices of the law firm of Fried, Frank, Harris,
Shriver and Jacobson. Before joining the firm in 1999, I had spent
13 of the previous 17 years in public service, first as a Federal
prosecutor in both New York and Washington, and for the last 5
years, from 1994 to 1999, as the Inspector General for the Depart-
ment of Justice.

While I was Inspector General, the office conducted a number of
significant reviews of the FBI, including in-depth investigations of
the FBI Laboratory, the FBI’s role in the Aldrich Ames affair, and
the FBI's problems in handling classified information during the
campaign finance investigation. I welcome the opportunity to be
here today to testify about the important and very timely subject
of oversight of the FBI.

My prepared testimony reviews in some detail the history of the
past decade relating to FBI oversight and some of the challenges
and frustrations we at the OIG faced during my tenure. I am sub-
mitting that statement for the record. In this brief statement, I will
focus on the theme of this hearing, which is restoring confidence
in the FBIL.

These last several months, as has been noted by many of the
members, have been extremely difficult ones for the FBI and for
those who care about public confidence in it. In the past month, we
have heard about an FBI that is allegedly out of control, fails to
respect the rights of criminal suspects and defendants, and is char-
acterized by a cowboy culture more concerned with newspaper
headlines than justice. Recent polls have demonstrated that, and
the damage to the Bureau’s reputation.

I think that the “out of control” rhetoric and suggestions about
its culture are overstated, and in any event are not very helpful in
understanding the dimensions of the problems or in arriving at so-
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lutions. For the most part, the men and women of the FBI have
chosen careers of public service and committed themselves to the
noble calling of Federal law enforcement. They do their jobs and
they do them well, but the problems cannot be ignored or dis-
missed.

I share with this Committee the view that one of the principal
means for restoring confidence in the FBI is to ensure that it is
subject to adequate oversight. I believe the principal tool for up-
grading the amount and quality of oversight over the FBI is to
streingthen the Justice Department’s Office of the Inspector Gen-
eral.

At present, its ability to perform comprehensive and aggressive
oversight is limited by jurisdictional limitations and resource short-
falls. The Justice Department may not, at his own initiative, con-
duct investigations of misconduct among personnel at the FBI
without the permission of the Attorney General or the Deputy At-
torney General.

I am aware of no similar limitation that exists for any other IG.
This means that the FBI, arguably the most powerful agency in the
Federal Government, is currently subject to less oversight than any
other agency. A bill in the House to change that system in 1997,
following the OIG’s FBI Lab and Ames reports, died, and Attorney
General Reno would not change the situation herself.

Although my prepared testimony explains the genesis of the limi-
tation on the OIG’s jurisdiction in historical and institutional
terms, it makes no sense any longer, assuming it ever did. Lifting
the existing jurisdictional limitations will not cause the Justice’s
OIG to insert itself into sensitive intelligence and law enforcement
activities.

The concerns about interfering with the ability of the FBI to
carry out its critical law enforcement and counterintelligence re-
sponsibilities are overblown. The IG Act already gives the Attorney
General the authority to block any IG investigation or audit if he
or she determines that the activity will interfere with an important
function or activity. To my knowledge, that provision has been used
only once, when Attorney General Reno and I had an honest dis-
agreement about the relative importance of the OIG’s crack cocaine
report, on the one hand, and an ongoing narcotics investigation on
the other.

So the mechanism exists currently to block the OIG from taking
specific actions, but there is accountability built into the system be-
cause Congress must be notified of the Attorney General’s action.
It does not happen under a cloak of secrecy.

The more important issue is ensuring that the Justice OIG has
the resources necessary to do its job. Authority without the re-
sources is a ticket to frustration and failure. The OIG never pos-
sessed the resources necessary to meet its responsibilities during
my tenure, and its current condition is far worse, after the substan-
tial cutbacks over the past 3 years. Congress obviously has the
power and should seize the opportunity to remedy this serious defi-
ciency. It is time for Congress to restore the strength of an agency
that has been weakened in an arbitrary and irrational way.

Addressing the problem of insufficient oversight over the FBI,
two distinguished members of the Senate and this Committee, Sen-
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ators Specter and Durbin, have proposed creating a separate IG for
the FBI. The strength of such a proposal is that it recognizes the
problem and suggests an institutional mechanism, presumably
backed with sufficient funding. But I believe that it reaches, re-
spectfully, the wrong conclusion.

One problem is that it reinforces the separateness of the FBI.
Among the problems we have seen in recent years, in my judg-
ment, is an FBI that at times has been only nominally part of the
Justice Department. While such a strategy may have been useful
to the Bureau in some respects, it is fundamentally inconsistent
with the appropriate role of the FBI and counter to its long-term
interests. The creation of a separate IG for the FBI underscores its
separateness and thus, in my judgment, moves in the wrong direc-
tion.

Second, I doubt the creation of an FBI IG would address the cri-
sis in public confidence that currently affects the FBI. Seven or 8
years ago, it was sometimes very difficult to persuade people that
the Justice Department IG was sufficiently independent to perform
a}%fgressive oversight over all aspects of the Department, including
the FBI.

Over time, it earned legitimacy and credibility because of specific
examples of oversight, including the investigations of the FBI men-
tioned earlier in my testimony. That same legitimacy would be
much harder for an FBI IG to claim because it would have to start
from scratch and it would reside within the FBI.

Third, the creation of a separate IG for the FBI risks further con-
fusing the already confused institutional configuration relating to
FBI oversight. There also would be the practical and logistical dif-
ficulties of creating a brand new institution. Where would the per-
sonnel come from, from within the FBI? If so, how can Congress
and the public be assured of its independence? If from the outside,
it will takes months, if not years, for skilled and experienced per-
sonnel equal to the task to be hired. We cannot wait that long.

And what would happen when, as is frequently the case, the
specified piece of oversight requires the examination of not simply
FBI personnel, but also the actions of prosecutors or other Justice
Department personnel with whom the FBI personnel work? Pre-
sumably, a joint effort of the FBI IG and the Justice Department
IG would be required. This adds coordination problems on top of
investigations that are already substantively complex and difficult.

In short, I agree with the impulse behind the proposal to create
a separate IG for the FBI; that 1is, to enhance the level of oversight
over the FBI. But I believe the fuller and more prompt realization
of those objectives can be achieved through full funding of the Jus-
tice Department’s OIG and through eliminating the current restric-
tions on that office’s ability to perform oversight.

Chairman LEAHY. What you are saying, in effect, is if there is
going to be a Justice Department IG, the IG should be for every-
body in the Justice Department.

Mr. BROMWICH. That is exactly right, Mr. Chairman.

Chairman LEAHY. And everybody in the Justice Department
should be treated the same, and that includes the FBI.

Mr. BROMWICH. That is exactly right.

Chairman LEAHY. Thank you.
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Mr. BROMWICH. Just finishing up, in the process of doing the FBI
Lab investigation, we learned that the FBI had long resisted open-
ing itself to the entity responsible for accrediting crime labs
throughout North America. In discussing this with the forensic sci-
entists who were members of our investigative team, I learned un-
fortunately that this was part for the course.

They told me that in the exchanges between personnel from the
FBI Lab and from other labs, the FBI was there to impart knowl-
edge and wisdom rather than to receive it, and the FBI did not act
as though it had anything to learn from others. That attitude—
some describe it as institutional arrogance—has deprived the FBI,
of lessons to be gained from mutual exchanges with other law en-
forcement agencies and other large and complex organizations.

The backwardness of the FBI's computer systems and record-
keeping practices are at least in part the product of resisting the
advances in technology that swept through the rest of the organiza-
tional world some time ago. Although mutual exchanges with other
institutions may not generally be regarded as a form of oversight,
the FBI can benefit immeasurably from opening itself to out-
standing influences of various kinds. This would reflect a humility
and a willingness to learn from others that the Bureau has too
often seemed to lack. Opening itself up will help the Bureau to
overcome its debilitating insularity and embrace the outside world
in a constructive manner.

Mr. Chairman, that concludes my prepared testimony. I would be
happy to answer any questions.

[The prepared statement of Mr. Bromwich follows:]

STATEMENT OF MICHAEL R. BROMWICH, FORMER INSPECTOR GENERAL, DEPARTMENT
OF JUSTICE, WASHINGTON, D.C.

Mr. Chairman, Senator Hatch, members of the Committee:

I am currently a partner in the Washington D. C. and New York offices of the
law firm of Fried, Frank, Harris, Shriver & Jacobson. Before joining the firm in Sep-
tember 1999, I spent 13 of the previous 17 years in public service, first as a federal
prosecutor in New York and Washington, and for the last five years, from 1994 to
1999, as the Inspector General (IG) of the Department of Justice. During the time
I served as Inspector General, the Office of the Inspector General (OIG) conducted
a number of significant reviews of the FBI, including in-depth investigations of the
FBI Laboratory, the FBI’s role in the Aldrich Ames affair, and the FBI’s problems
in handling classified information in the campaign finance investigation. I am
p}lleased to be here to testify about the important and timely subject of oversight over
the FBI.

I think it might be most useful for me to address some of the recent historical
issues relating to FBI oversight. First, I will describe the state of oversight over the
FBI and the institutional configuration relating to such oversight when I arrived at
the Department at the end of 1993. Second, I will describe the experiences - the
challenges and frustrations - I experienced during my five-year tenure as IG as they
relate to FBI oversight. Third, I will describe what I view as the central oversight
issues that need to be considered by this Committee, including the recent proposal
to create a new and separate inspector general within the FBI. I should add that
my review of the events described in this statement is based on my best recollection
rather than on any comprehensive review of the relevant documents.

I. BACKGROUND

The Inspector General Act of 1978 (IG Act) established inspectors general in cabi-
net level agencies and many independent agencies, accelerating a movement to cre-
ate independent audit, program evaluation, and investigative agencies in the execu-
tive branch and continuing a trend that had begun in the early 1970s. A number
of agencies, including the Treasury and Justice Departments, were not included in
the 1978 law. Although there were multiple reasons for the omission of the Justice
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Department from the scope of the original Inspector General Act, the principal argu-
ments were that the Justice Department already had an internal affairs-type entity
the Office of Professional Responsibility (OPR), which had been established by At-
torney General Levi in the mid-1970s—and that there were separation of powers-
related concerns about putting an independent inspector general, with reporting re-
sponsibilities to the Congress, in the department headed by the Attorney General
(AG), the nation’s chief law enforcement officer. For these reasons and others, the
Justice Department OIG was not created until 1988, when Congress passed the In-
spector General Act Amendments of 1988.

The Justice OIG was set up through the consolidation and amalgamation of ele-
ments of the Justice Department, including units and personnel drawn from the
DEA, the Marshals Service, the Immigration and Naturalization Service (INS), the
Bureau of Prisons, and the Justice Management Division. The Justice Department
OIG opened its doors in the spring of 1989 with an acting inspector general. The
Senate confirmed the first Justice Department inspector general in the latter part
of 1990.

The legislation that created the OIG provided it with audit and program review
authority that was virtually unlimited, including over the FBI. In practice, as I
learned when I arrived, the FBI made life both difficult and unpleasant for OIG per-
sonnel engaged in work involving the FBI. Because doing work in the FBI was so
timeconsuming and frustrating, because there was a general lack of cooperation
from FBI personnel, and because OIG personnel were more knowledgeable about
other components of the Department than about the FBI, the OIG did fewer audits
and less program evaluation work in the FBI than I would have liked. OIG profes-
sionals turned their attention to parts of the Justice Department where they could
do their jobs more effectively and have something to show for it.

As to investigations, the scope of the OIG’s investigative authority over FBI per-
sonnel and DEA personnel was controversial and confusing almost from the outset.
In addition to the OIG and OPR, there were the two other internal affairs arms in
the FBI and DEA-FBI-OPR and DEA-OPR—whose existence was left undisturbed
by the statute and by the creation of the OIG. The statute suggested a particular
division of responsibilities, although the combination of the statute and the legisla-
tive history made clear that the Attorney General retained substantial discretion in
allocating matters within this institutional hodgepodge. Because the statute made
the scope of the OIG’s investigative jurisdiction uncertain, there was need for some
form of clarification. In 1992, the Deputy Attorney General issued an order to clarify
matters. The order, known as the Terwilliger Order, generally gave the jurisdiction
over attorneys and law enforcement personnel to the Justice Department’s OPR,
even though it lacked the manpower to do a credible job in that regard. This did
nothing to solve the problem, but it served to diminish the stature of the OIG within
the Justice Department.

One factor in this early history that helps explain the failure to provide any inves-
tigative oversight over the FBI was the general hostility of the Department, includ-
ing the FBI, towards the creation of the OIG and the seeming desire to marginalize
it. This was reflected in what I found when I arrived at the Department in late
1993—that the OIG had not been fully accepted by the rest of the Department in
the first four years of its existence. This was not attributable to any deficiencies on
the part of the OIG but, instead, was the result of what appeared to be an attempt
to marginalize it. Nor was the notion taken seriously that the OIG could conduct
investigations into significant matters involving complex law enforcement and na-
tional security issues.

When the possibility of my becoming the Justice Department’s Inspector General
was initially raised with me, the then-Deputy Attorney General stressed his concern
about the ability of the Department to conduct major, credible internal investiga-
tions into matters of substantial significance. The initial investigations into Ruby
Ridge and Waco had been completed, and both he and the Attorney General ap-
peared to be dissatisfied with the ad hoc methods and mechanisms used to conduct
these inquiries. One of my mandates was to create a credible investigative vehicle
within the OIG.

When the Deputy Attorney and Attorney General originally recruited me to be-
come the Inspector General, in mid-1993, it was on the understanding that the OIG
and OPR were to be merged. However, before Attorney General Reno could make
a decision on the merger that had been proposed by the Deputy, members of this
Committee made clear that it would not move ahead with my confirmation if the
merger went forward. In that context, Attorney General Reno declined to approve
the merger. I was confirmed as IG in June 1994.
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II. FBI OVERSIGHT FROM 1994-1999

One of the first issues that needed to be addressed, once I became IG, was to clar-
ify the respective jurisdictions of the various internal affairs offices. The process,
which took several months, culminated in the Attorney General’s jurisdictional
order, signed by Attorney General Reno, in November 1994. The main issue to be
resolved was determining which cases would be worked by the Justice Department’s
OPR and which by the OIG. Providing the OIG with meaningful investigative over-
sight over the FBI and DEA did not figure as a matter of serious debate; it was
clear that the FBI and DEA opposed it and that the Department’s leadership was
not willing to impose it. Sorting out the jurisdictional boundaries between the OIG
and the Justice Department’s OPR was a more pressing and practical issue.

Attorney General Reno’s jurisdictional order established that the Justice Depart-
ment’s OPR was responsible for investigating allegations against lawyers prosecu-
tors and others—acting in their capacity as lawyers. This established OPR’s core
function as its sole function—investigating allegations against lawyers, such as
grand jury abuse, abuse of the discovery process, other alleged unethical conduct in
the course of litigation and in trials, and similar types of matters. The FBI and DEA
internal OPRs were accorded primary responsibility for investigating allegations of
misconduct against personnel in their respective agencies. The OIG was responsible
for investigating everything else, which was a substantial expansion of its previous
investigative jurisdiction. The jurisdictional order provided that the OIG could con-
duct an investigation of FBI or DEA personnel only with the consent of the Attorney
General or the Deputy Attorney General.

In the absence of such consent, the OIG had no authority to conduct investiga-
tions as opposed to audits or program reviews—in the FBI or DEA. This imposed
a limitation on the jurisdiction of the OIG that, to the best of my knowledge, did
not exist with respect to any other inspector general in the federal government. This
privileged and protected status reflected the FBI's clout within the Justice Depart-
ment—DEA always appeared to be a free rider in these discussions, benefiting from
the special protection the FBI sought for itself—and served to limit the scope of the
OIG’s oversight over the FBI.1 It became clear tome that, in order to expand the
OIG’s oversight jurisdiction over the FBI, we would have to first demonstrate our
ability to do investigations of complex law enforcement and intelligence matters.

A. AMES

In November 1994, the House Permanent Select Committee on Intelligence
(HPSCI) filed a report of its inquiry into the Aldrich Ames affair. One of its rec-
ommendations was that the OIG conduct an inquiry into the FBI’s role in the affair
analogous to the review previously conducted by the CIA OIG. As we sought to as-
semble a team to conduct the investigation, we learned that the FBI was trying to
convince the chairman of HPSCI and the top staff members to permit the FBI to
review its own conduct, foreclosing the OIG’s review. The FBI told staffers that I
was uninterested in conducting the review, and was unable to do so, and was close
to reaching an agreement with the Committee that would have permitted the FBI
to review its own conduct. The staffers appeared shocked when they learned that
the FBI had wholly misrepresented my attitude towards conducting the review. Our
belated discovery of the FBI's attempts to block the OIG’s review and discussions
with the HPSCI staff served to get the project back on track.

Ultimately, we produced a detailed account of the FBI’s efforts over a seven-year
period to determine the source of the enormous intelligence losses caused by Ames.
Once the FBI reconciled itself to the fact that the OIG would be doing the review,
we generally got good cooperation from the FBI in providing personnel to assist with
the project, in producing documents, and in making witnesses available. I have little
doubt that we were able to bring a degree of independence and objectivity to the
review that would have been beyond the capacity of any review conducted by the
FBI itself. Although the head of the Bureau’s National Security Division publicly
dismissed the report upon its release as containing nothing new and nothing that

1The jurisdictional order required the FBI-OPR and DEA-OPR to provide information on its
misconduct investigations to the OIG on a regular basis to enable the OIG to make informed
decisions on whether to request authority to investigate specific matters. No such reporting took
place until this Committee conducted hearings into the Ruby Ridge matter and inquired about
the compliance of the FBI and DEA with the reporting provisions of the jurisdictional order.
Almost immediately, the Deputy Attorney General ordered the FBI and DEA to comply with
the terms of the order and information began to be supplied. Although the quality of the infor-
mation originally provided left much to be desired, the FBI and DEA worked over time to supply
the necessary information in a usable and understandable format.
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the FBI had not already figured out on its own, we were subsequently told by Con-
gressional staffers that the report’s recommendations had been extremely useful in
monitoring the Bureau’s progress in addressing some of the deficiencies that had
been noted. And, when the alleged activities of Robert Hanssen were reported ear-
lier this year, the Bureau publicly stated that it had implemented the recommenda-
tions contained in that 1997 report.

B. FBI LAB

Probably the most well-known example of investigative oversight we conducted
during my tenure as IG was our investigation of the FBI Laboratory. After con-
ducting a preliminary inquiry into allegations of misconduct and shoddy and unsci-
entific work in the FBI Laboratory, we expanded the review into a full-scale inves-
tigation in the fall of 1995. At the time, FBI-OPR was handling some of the allega-
tions made by a scientist within the FBI Lab, and the OIG was handling others.
When some of the allegations became public, it became clear that the credibility of
the investigative results turned on their being done by an entity outside the FBI.
For this reason, I went to the Deputy Attorney General and sought, under the juris-
dictional order, to assume responsibility for reviewing the allegations then being re-
viewed by FBI-OPR. The Deputy Attorney General asked that I meet with the FBI
Director to see whether he objected to our assuming total responsibility. I did so in
early August 1995, and Director Freeh raised no objection.

After an eighteen-month long investigation, we issued a lengthy report in April
1997 supporting many of the allegations of poor scientific practices and substandard
work being performed in the three sections of the Lab we examined closely. We re-
jected some of the most far-reaching allegations that had been made, including alle-
gations of perjury, obstruction of justice, and suppression of exculpatory evidence.
We made 40 recommendations, all of which were accepted by the FBI. In addition,
during the course of our review, we strongly recommended that a world-class sci-
entist be named to head the Lab rather than an agent, as had been the case pre-
viously, and as the Bureau was intending to do again. Following the intervention
of the Attorney General, the Bureau conducted an extensive search and appointed
a well-known and highly-respected scientist to head the Lab.

C. CAMPAIGN FINANCE INVESTIGATION

In September 1997, it was disclosed that the FBI Director and the Attorney Gen-
eral had not been properly briefed on classified information collected by the FBI
that suggested involvement of the Chinese government in the 1996 presidential elec-
tion. The AG and the FBI Director turned to the FBI initially to examine the prob-
lem; the OIG was not consulted. At the end of November 1997, the AG learned of
additional problems of the same kind. At that point, she advised the FBI that she
was asking us to investigate the matter; she did so over the Director’s objections.

In July 1999, the OIG issued a highly classified report and an unclassified execu-
tive summary containing its findings and recommendations. The findings and rec-
ommendations included both matters relating specifically to the structure and func-
tion of the campaign finance investigation and relating to more general systemic
problems. In the category of systemic problems, the investigation found major de-
fects with the manner in which the FBI's computer systems were used. Most of
these were management and operational problems, rather than purely technical
issues. For example, the investigation found that agents had too much discretion in
entering investigative information, thus risking the failure to enter significant data
into the system; that agents and other personnel using the computer systems were
insufficiently trained in using the systems properly; and that, as a result, the ability
to retrieve relevant information was significantly impaired. We have apparently
seen some of the bitter fuits of these computer system management problems in the
McVei documents matter, although we need to await the results of the current In-
spector General’s investigation to determine how much of the explanation is attrib-
utable to computer problems and how much to other factors.

D. OTHER MATTERS

In addition to the matters summarized above, there were other FBI oversight
matters that arose during my tenure that raised questions about the appropriate
body to perform the oversight. In connection with allegations relating to the Ruby
Ridge matter, the allegations against high-ranking executives at the FBI were sent
to the Justice Department’s OPR, rather than to the OIG. OPR began its review
without the OIG’s knowledge, even though the OIG was better equipped, in my
judgment, to conduct the investigation because it has its own complement of law en-
forcement personnel and therefore does not need to rely entirely on assistance from
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the FBI, as has been the case with OPR. When the issue was raised with top De-
partment management, they said it was too late to unscramble the egg. The same
general sequence explained OPR’s role in the Richard Jewell matter.

Arguably, both of these matters were within the jurisdiction of FBI-OPR because
the allegations were focused on FBI personnel. And, arguably, FBI-OPR was pru-
dent in calling for assistance. The institutional problem was that Justice’s OPR had
long been considered by people in the Department and the FBI as having something
other than an arm’s length relationship with the FBI. In part, this has been be-
cause, on matters of major significance, including those matters involving investiga-
tions of FBI personnel, OPR has tended to rely heavily on FBI personnel to provide
investigative support because it lacks its own staff of non-lawyer investigators. On
matters of such great importance, in order to ensure public confidence in the over-
sight of the FBI, and the confidence of FBI personnel themselves in the independ-
ence and objectivity of the review, the oversight needs to be performed by an entity
that is not closely identified with the FBI.

Two other matters that arose during my tenure are worth noting, in which the
jurisdictional restrictions on the OIG resulted in important oversight over the FBI
being conducted by other entities. In the summer of 1997, allegations arose about
FBI misconduct in the context of a major organized crime case in Boston. These alle-
gations included the alleged willingness of FBI agents to permit organized crime fig-
ures, because of their status as FBI informants, to commit murder and other crimes
of violence against other persons involved in organized crime activities. I ap-
proached the then-acting Deputy Attorney General about allowing the OIG to as-
sume responsibility for the review. The request was denied.

Second, in the spring of 1999, the Wen Ho Lee case had begun to collapse and
there were calls from Congress and the media for a full internal investigation of the
activities of both FBI personnel and Justice Department lawyers. At the time, the
OIG was struggling with major budget problems. Even so, I went to the Deputy At-
torney General and requested that the OIG conduct the review. For reasons that
were not fully explained, the Deputy said that the OIG had not been considered for
conducting the review. Ultimately, we were advised that, because of the budget
problems the OIG was experiencing at the time, we were thought not to be capable
of undertaking the review. That decision had been made without any consultation
with us whatsoever. Although the Department asked a very capable and competent
prosecutor to conduct the review, that is beside the point. As an institutional and
oversight matter, it turned back the clock to the ad hoc world of 1992-93, where
oversight solutions were developed on the fly with little regard for establishing con-
tinuity and stability in the oversight of the FBI.

E. RESOURCE ISSUES

Oversight requires resources—both the right people and sufficient funding. Dur-
ing my tenure, our attempts to change the mix of personnel to conduct more com-
plex pieces of oversight over the FBI ran aground because of lack of funding.

My experience has been that the type of oversight reflected in the FBI Lab, Ames,
and campaign finance oversight investigation requires a mix of lawyers, investiga-
tors, and other personnel. When I arrived at the OIG, it was ill equipped to conduct
such oversight. Of the approximately 400 people on board at the time, there were
only a handful of lawyers, none of whom had any prosecutorial or investigative ex-
perience. In fact, the current Inspector General, Mr. Fine, was the first lawyer I
hired specifically to do this kind of complex oversight work. My efforts over the
years to build up this capability in any substantial way were only partly successful;
even after the reports on the Ames and FBI Lab matters were completed in early
1997, I was unable to get the Attorney General and Deputy Attorney General to ap-
prove enhanced funding for this purpose. Their approach was to try to get us to en-
list personnel detailed from other parts of the Department, most notably the U.S.
Attorney’s Offices and the Criminal Division, rather than augment the OIG’s fund-
ing. Sometimes this solution worked well; sometimes it did not. In any event, I did
not view it then—and I do not view it now—as a sustainable solution over the long
term. The OIG needs to have its own personnel available to conduct oversight of
complex matters. To date, because of budgetary issues, caused during my tenure by
the failure of the Justice Department, OMB, and the Congress to provide adequate
funding, this has not been the case. We were able to build up this capability to some
extent, but not nearly to the extent that the workload required.

This general long-term structural and funding problem took a more ominous turn
starting in the second half of 1998. At that time, staffers on the Senate Appropria-
tions Subcommittee suddenly, and without any warning, took strong exception to a
funding mechanism that had been used continuously since 1992. They were able to
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do so without any evident concern for the impact their actions would have on the
oversight capacities of the OIG, much less on the personnel within the organization.
I was never able to determine the real motivation for the attacks on the OIG, but
the bitter and unfortunate result was a substantial degradation in the ability of the
OIG to conduct oversight over the FBI and the rest of the Department. For the bet-
ter part of my last year as IG, the energies of top management in the OIG were
heavily devoted to staving off draconian budget cuts, rather than focusing exclu-
sively on the OIG’s oversight function. At one time, the OIG was threatened with
budget cuts that would have resulted in close to a 50% cut in personnel. Although
the worst cuts were avoided, the damage to the OIG was severe. The OIG is still
dealing with the debilitating effects of that episode.

III. RESTORING CONFIDENCE IN THE FBI THROUGH STRONGER OVERSIGHT

These last several months have been extremely difficult for the FBI and for those
who care about public confidence in the FBI. This should include all of us. When
it was disclosed just over a month ago that thousands of pages of documents gen-
erated in the Oklahoma City bombing investigation had not previously been pro-
vided to prosecutors and defense counsel, it was simply the most recent in a string
of major embarrassments for the FBI. The failure to produce the documents in the
McVeigh case, just days before his scheduled execution, was only the most recent
setback for the Bureau, adding to a list that, since the beginning of this year alone,
includes the following: disclosures of the 15-20-year-long espionage activities of Rob-
ert Hanssen; the failure to disclose tape recordings in the Birmingham church
bombing case to the Alabama state attorney general; and the Boston man wrong-
fully imprisoned for 30 years because FBI agents were apparently more interested
in protecting an informant than in freeing an innocent man.

In the past month, we have heard about an FBI that is allegedly out of control,
fails to respect the rights of criminal suspects and defendants, and is characterized
by a “cowboy culture” more concerned with newspaper headlines than justice. Re-
cent polls have demonstrated that the FBI’s public reputation has been seriously
damaged: for example, a Washington Post/ABC poll published shortly after the dis-
closure relating to the McVeigh documents showed that a bare majority of the Amer-
ican public—53% said it has a favorable impression of the FBI, down 30 points from
six years ago. I think the “out of control” rhetoric and suggestions that the FBI is
characterized by a “cowboy culture” are overstated and in any event may not be
very helpful in understanding the dimensions of the problems or in arriving at solu-
tions. But the problems cannot be ignored or dismissed.

If there is any unifying theme to these failures, it appears to be a failure of basic
supervision, management, and oversight. For example, the McVeigh document deba-
cle seems to have been a combined failure of computer systems and inadequate
management attention, at the headquarters and field office level, to the funda-
mental task of collecting and retrieving investigative materials. The failure to detect
and limit the alleged Hanssen spying spree appears to be a combination of inad-
equate internal controls on access to highly classified information and the failure
adequately to screen and monitor FBI personnel. Definitive judgments on these mat-
ters, as well as the others, will have to await the investigations now in process, but,
in the meantime, the FBI will have to push ahead and address its various manage-
ment and organizational challenges.

A. CHOICE OF A NEW DIRECTOR

With Director Freeh having announced his intention to resign as Director, and ex-
pected to leave office shortly, President Bush has the important task of choosing his
successor. President Bush need not—and in my view probably should not—adhere
to the recent model of selecting the new director from the federal judiciary. Indeed,
the kind of managerial experience and expertise most needed at the FBI is unlikely
to be found there. It is, of course, vital that the next FBI Director, like Judge Web-
ster, be a person whose personal and professional ethics are beyond reproach. But
that is not enough to ensure that the FBI Director will be able to address ade-
quately the substantial management and organizational challenges he or she will
face and the critical task of rebuilding the Bureau’s morale, which is at a low ebb.

It is, however, critical that the principle embodied in the selection of federal
judges be followed: the selection must avoid even the suggestion of partisanship.
The next director should be selected—and the Senate should exercise its advise and
consent function—based on whether the nominee has the right mix of law enforce-
ment and managerial experience to handle the complex challenges of the FBI. The
FBI does not need a super cop at its helm, nor can it easily absorb someone who
has been selected for reasons other than his or her law enforcement and manage-
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ment credentials. And, the nominee needs to understand and accept the legitimacy
of external oversight—both Congressional oversight and executive branch oversight.

B. PROPOSAL FOR A SEPARATE FBI IG

There is general agreement that the FBI needs stronger oversight and that the
current system of oversight, which places primary responsibility on FBI-OPR, as
well as on the Inspections Division of the FBI, has not been adequate. Addressing
this problem, two distinguished members of this Committee—Senators Specter and
Durbin—have proposed creating a separate IG for the FBI in order to create an in-
stitution specifically devoted to FBI oversight. The strength of such a proposal is
that it recognizes the problem and suggests an institutional mechanism—presum-
ably backed with the promise of sufficient funding. But I believe that it reaches the
wrong institutional conclusion.

Among the problems we have seen in recent years, in my judgment, is an FBI
that at times has been only nominally part of the Justice Department. While such
a strategy may well have won larger budgets for the FBI, it is fundamentally incon-
sistent with the appropriate role of the FBI, and counter to its long-term interests.
The creation of a separate IG for the FBI that underscores its separateness moves
in the wrong direction. For most of our history, concerns about the FBI’s becoming
a national police force have been countered by the assurance that it is under the
control of the Justice Department and the Attorney General. A separate FBI IG who
reports jointly to the FBI Director and the Congress, rather than to the Attorney
General, would undermine the principle that the FBI is apart of the Justice Depart-
ment.

Second, I doubt the creation of an FBI IG would address the crisis in public con-
fidence that currently affects the FBI. As difficult as it sometimes has been to per-
suade people that the Justice Department IG is sufficiently independent to perform
aggressive oversight over all aspects of the Department, including the FBI, it has
earned legitimacy and credibility over the twelve years of its existence with specific
pieces of oversight, including the investigations of the FBI described earlier in my
testimony. That same legitimacy would be much harder for an FBI IG to claim be-
cause it would reside within the FBI and the IG would report to the FBI Director
as well as Congress, rather than to the Attorney General. Nor would having the FBI
IG report to the Attorney General solve this problem.

Third, the models for the proposal, I believe, are the CIA OIG and the OIG for
Tax Administration, which, I believe, is the only other IG created within an agency
where an IG already exists. Both cases are very different from the situation facing
Congress in dealing with the FBI and, therefore, do not constitute a persuasive
precedent for creating a separate IG for the FBI. The creation of a statutory IG at
the CIA was designed to strengthen the oversight at that agency and give the IG
recourse to Congress if CIA management failed to address significant issues. Before
the creation of the IG, there was no other independent oversight mechanism, such
as exists within the Justice Department’s OIG, to perform such oversight. The non-
statutory CIA IG was considered to be without significant clout and was not taken
seriously within the Agency.

In the case of the IG for Tax Administration, it was created in an environment
in which the Treasury IG had exercised no meaningful oversight over the IRS and
shown neither the interest nor the ability to do so. Indeed, to be blunt, the Treasury
OIG at that time was a largely dysfunctional agency that had shown little or no
ability to carry out its oversight functions over the law enforcement components of
the Treasury—Customs, ATF, and the Secret Service—and whose IG was ultimately
invlesti_{gated by the Permanent Subcommittee on Investigations and left office under
a cloud.

In short, I do not believe that the experience of either the CIA IG or the Tax Ad-
ministration IG supports the creation of a separate FBI IG. Moreover, the creation
of yet another institutional entity responsible for FBI oversight risks heightening
the institutional confusion that already exists over which agencies have what FBI
oversight responsibilities. There also would be the practical and logistical difficulties
of creating an institution from scratch. Where would the personnel come from? From
within the FBI? If so, how can Congress and the public be assured of its independ-
ence? If from the outside, it will take months if not years for skilled and experienced
personnel equal to the task to be hired. Although I agree with the impulse behind
the proposal to create a separate IG for the FBI—to enhance the level of oversight
over the FBI—I believe the fuller and more prompt realization of its objectives can
be achieved through full funding of the Justice Department’s OIG and through the
%lliarilination of the current restrictions on its ability to perform oversight over the
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C. STRENGTHENING THE JUSTICE DEPARTMENT OIG

As I mentioned earlier, the Justice Department Inspector General may not, at his
own initiative, conduct investigations of misconduct among personnel at the FBI
without the permission of the Attorney General or the Deputy General. I am aware
of no similar limitation that exists for any other Inspector General. This means that
the FBI—arguably the most powerful agency in the federal government—is cur-
rently subject to less oversight than any other agency. A bill in the House to change
that system in 1997 following the OIG’s FBI Laboratory and Ames reports—died,
and Attorney General Reno would not change the situation herself. Although I have
explained the genesis of the limitation on the OIG’s jurisdiction, it makes no sense
any longer, assuming it ever did.

There are no reasonable grounds for concern that lifting the existing jurisdictional
limitation will cause the Justice OIG to insert itself into sensitive intelligence and
law enforcement matters, thus interfering with the ability of the FBI to carry out
its critical law enforcement and counterintelligence responsibilities. The IG Act al-
ready gives the Attorney General the authority to block an IG investigation or audit
if he determines that the activity will interfere with an important function or activ-
ity. To my knowledge, that provision has been used only once—when Attorney Gen-
eral Reno and I had an honest disagreement about the relative importance of the
OIG’s CIA crack cocaine report weighed against an ongoing narcotics investigation
that she felt would be impaired if the report had been publicly released immediately
upon completion. Accordingly, the mechanism exists to block the OIG from taking
specific actions that may be viewed as potentially harmful, but there is account-
ability built into the system: the Attorney General’s action must be the subject of
a notification to Congress.

The more important issue is ensuring that the Justice OIG has the resources nec-
essary to do its job. Authority without the resources is a ticket to frustration and
failure. The OIG never possessed the resources necessary to meet its responsibilities
during my tenure, and its current condition is far worse after the substantial cut-
backs over the past three years, during which its staffing levels dropped more than
20% during a period in which the Department’s growth continued to be vigorous.
Congress obviously has the power—and should seize the opportunity—to remedy
this serious deficiency. It is time for the Congress to restore the strength of an agen-
cy weakened in an arbitrary and irrational way.

D. OPENING THE FBI TO OUTSIDE INFLUENCES

In the process of doing the FBI Laboratory investigation, we learned that the FBI
had long resisted opening itself to the entity responsible for accrediting crime lab-
oratories throughout North America. In discussing this with the forensic scientists
who were members of the investigative team, I learned that this was par for the
course—that in the exchanges between personnel from the FBI Lab and from other
labs, the FBI was there to impart knowledge and wisdom, rather than to receive
it.

That attitude—some describe it as institutional arrogance—has deprived the FBI
of the benefits and lessons to be gained from mutual exchanges with other law en-
forcement agencies and other large and complex organizations. The backwardness
of the FBI’s computer system and record keeping practices, now so painfully high-
lighted in the McVeigh case, is at least in part the product of resisting the advances
in technology that swept through the rest of the organizational world some time ago.
Although mutual exchanges with other institutions may not generally be regarded
as a form of oversight, the FBI can benefit immeasurably from opening itself to out-
side influences of various kinds. This will help the FBI to overcome its debilitating
insularity and embrace the outside world in a constructive manner.

That concludes my prepared testimony. I am happy to answer any questions you
may have at this time.

Chairman LEAHY. Thank you very much.
Mr. Rabkin.

STATEMENT OF NORMAN J. RABKIN, MANAGING DIRECTOR,
TAX ADMINISTRATION AND JUSTICE ISSUES, GENERAL AC-
COUNTING OFFICE, WASHINGTON, D.C.

Mr. RABKIN. Mr. Chairman, Senator Hatch, members of the Com-
mittee, I am pleased to be here today to discuss the GAO access
to the FBI’s data, documents and personnel. I would like to briefly
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describe the nature of the work we do at the FBI, talk about our
general authority for access at any Federal agency, and then relate
some of our recent experiences with the FBI.

As you probably know, GAO is the investigative arm of the Con-
gress. This means that we respond to your requests for audits,
evaluations and investigations of Federal activities. Our mission is
to support the Congress in meeting its constitutional responsibil-
ities and to help improve the performance and accountability of the
Federal Government for the benefit of the American people. To ef-
fectively carry out that mission, we need the cooperation and sup-
port of the Federal agencies and other organizations that we re-
view.

We have issued about 50 products concerning the FBI over the
past 5 years or so. About 10 of these products focus specifically on
the FBI. The rest include the FBI as one of several agencies that
we have reviewed.

Congress has given us broad authority to access the FBI’s data,
documents and personnel in order to conduct our work. This is the
same authority we rely on to perform our work at all Federal agen-
cies. We also have specific authority to enforce our access.

While things go smoothly on occasion, on many other occasions
our access at the FBI has been difficult, resulting in us having to
follow cumbersome procedures to meet with Bureau officials and to
get basic information about their programs and activities.

The types of recent access problems fall into several categories.
The first is delay in receiving documents that we have requested
and arranging meetings with FBI officials. For example, the Chair-
man of the Senate Governmental Affairs Committee recently asked
us to review the FBI’s foreign counterintelligence investigations.
Specifically, we looked at the FBI’s coordination of information it
obtained with other components within the Justice Department,
most notably the Criminal Division. Although this is a very sen-
sitive subject, our work focused on policies and procedures and the
FBI’s adherence to them, not on the decisions regarding the inves-
tigations or the intelligence they produced.

At the start of our work, we submitted a written list of questions
to the FBI concerning intelligence coordination. It took almost 4
months for the FBI to respond to our request. During that time,
our staff contacted FBI officials at least 15 times to inquire about
the status of their response.

Setting up meetings with FBI officials can also be a lengthy proc-
ess. While the FBI has told us that its goal is to organize these
meetings within 2 weeks, the elapsed time from meeting request to
actual meeting for 3 of the 4 meetings on a current job took from
35 to 124 days. In the worst case, when the meeting finally took
place the FBI sent substitutes for the official who was originally
expected to attend the meeting.

Another problem we incur relates to the quality of the docu-
mentation the FBI provides. On a recent job we did for the Chair-
man and Ranking Member of this Committee’s Subcommittee on
Technology, Terrorism, and Government Information, we encoun-
tered numerous occasions in which the FBI was only able to pro-
vide us unsigned and undated print-outs of documents we re-
quested, rather than the final signed versions. This presented prob-
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lems for ensuring that the information represented the official posi-
tion of the FBI and when that position became effective.

While infrequent, in some cases the FBI has denied access to the
information we have requested. For the most part, the information
we have requested has been no more sensitive than the information
we routinely receive from other agencies during our work.

For example, for our work related to Federal teams that respond
to chemical, biological, radiological and nuclear terrorist incidents,
the FBI refused to provide us with information on the missions,
budget and resources of its response teams. The FBI said that pro-
viding that information to us would jeopardize the teams’ oper-
ational security, even though the information was unclassified. Al-
though we could have acted to enforce our request for this informa-
tion, we discussed it with our client and decided to drop the FBI
from the scope of our review.

We have had some assignments involving the FBI in which ac-
cess was not a problem. For example, during our recent review of
Federal funding for the Los Angeles, Atlanta and Salt Lake City
Olympic Games, our request for information about the types of
projects and the activities that the FBI was funding was answered
in a timely and cooperative way.

In summary, the FBI's reluctance to consistently honor our stat-
utory rights of access has forced us to expend significant energy
and resources. The FBI has also limited our ability to respond to
our clients, the congressional Committees and Members of Con-
gress, in a timely and efficient way.

We recognize that the FBI’s responsibility to investigate criminal
activity carries with it a set of imperatives that limit its discretion
to disseminate certain types of information in order to protect the
rights of the accused and the integrity of the investigative process.
We believe, however, that these imperatives do not exempt the FBI
from congressional oversight. The FBI can and should provide a
much wider range of information about its activities to the Con-
gress and to us.

I might add that we met yesterday with the Assistant Director
of the FBI for Public and congressional Affairs. We discussed the
nature of our concerns with them again. We have met with them
in the past, and this morning he sent me the letter that the Chair-
man introduced into the record, agreeing to change procedures that
should make our access better.

Chairman LEAHY. Purely coincidental with the holding of this
hearing or the day of this hearing, I am sure. That is my state-
ment, Mr. Rabkin. I am not going to hang that one on you.

Mr. RABKIN. Mr. Chairman, there are many areas where we can
make a contribution to improving the FBI’s activities and its man-
agement of them. We look forward to working with this Committee
and others to help make the FBI as effective and efficient an agen-
cy as it can be.

That completes my oral statement, Mr. Chairman.

[The prepared statement of Mr. Rabkin follows:]

STATEMENT OF NORMAN J. RABKIN, MANAGING DIRECTOR, TAX ADMINISTRATION AND
JUSTICE IsSUES, U.S. GENERAL ACCOUNTING OFFICE, WASHINGTON, D.C.

I am pleased to be here today to discuss our recent experiences with the Federal
Bureau of Investigation (FBI) related to access to the data., documents, and per-
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sonnel that we have requested in doing our audit work for the Congress. Concern
about access to records and people at the FBI is not a new topic for us. Indeed, in
July 1991 we testified on access problems that we had at the Justice Department,
most of which involved the FBI. Although Congress has not asked us to do a signifi-
cant body of work at the FBI, we believe that there are many areas where we can
n}llake a contribution to improving the agency’s activities and its management of
them.

Let me start by outlining our statutory right of access to agency records, including
those at the FBI, and follow with some examples from our recent experience. Most
of these examples are related to specific access problems. I also want to note some
positive experiences as well, because although not the norm, we want to present a
fair picture.

In summary, the Congress has given us broad authority to access the FBI’s data,
documents, and personnel in order to conduct our audits, evaluations, and investiga-
tions. This is the same authority we rely on to perform our work at all federal agen-
cies. While things go smoothly on occasion, on many other occasions our access at
the FBI has been difficult, resulting in us having to follow cumbersome procedures
to meet with Bureau officials and get basic information about their programs and
activities. We have had access issues in a number of agencies over the years. How-
ever, across law enforcement-related agencies, FBI access issues have been the
most- sustained and intractable.

BACKGROUND

Over the past 5 years, we have issued about 50 products that include information
related to the FBI’s operations and activities. In only about 10 cases, however, has
the FBI been the focus of this work. For example, our report on the National Infra-
structure Protection Center (NIPC), located within the FBI, describes its progress
in developing national capabilities for analyzing cyber threats and vulnerability
data and issuing warnings, enhancing its capabilities for responding to cyber at-
tacks, and establishing information-sharing relationships with government and pri-
vate-sector entities.! More often, our work includes the FBI as one of multiple agen-
cies that are the subject of a given review. For example, last year we reviewed secu-
rity pr((i)tection for agency officials and the FBI was but one of 30 agencies that we
covered.

When we initiate work with federal agencies we formally notify key officials about
the planned review and meet with them to discuss the objectives of our work. At
that meeting we try to determine which agency officials we should interview and
what documents or data the agency has that may pertain to our work. At the FBI
(and at other agencies), a designated liaison acts as our contact for arranging meet-
ings and access to documents. With few exceptions, we work through the FBI liaison
rather than contacting FBI officials directly.

In the course of our work across almost all federal agencies, we routinely receive
large amounts of information, some of it highly sensitive. We are careful to guard
the security of this information in a manner that meets or exceeds the safety stand-
ards established by the source agencies. We have an excellent record in relation to
safeguarding sensitive and classified information.

GAQ’s STATUTORY ACCESS AUTHORITY

We have broad statutory right of access to agency records in order to conduct au-
dits and evaluations. Under 31 U.S.C. 716(a), federal agencies are required to give
us “information about the duties, powers, activities, organization, and financial
transactions of the agency.” This statute applies to federal agencies, including those
performing law enforcement functions (such as the FBI), and does not exempt law
enforcement information from our access authority. If agencies do not make this in-
formation available in a reasonable time, we have the authority to demand access.
We do this by sending the head of the agency a letter stating our authority and our
reasons for needing the information. The agency has 20 days to respond, after which
the Comptroller General may file a report with the President, the Director of the
Office of Management and Budget (OMB), the head of the agency, and the Congress.
If the agency still has not granted us access within another 20 days, the Comp-
troller General can bring suit in federal district court unless (a) the records relate
to activities the President has designated as foreign intelligence or counter-intel-

INIPC was established in 1998 as an outgrowth of the FBI’s Computer Investigations and
Infrastructure Assessment Center and is located in the FBI’s Counterterrorism Division. The
NIPC director and most of the analysts are FBI staff. Other staff are detailees from other fed-
eral agencies and from international partners such as Canada.
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ligence activities, (b) the records are specifically exempt from disclosure by statute,
or (c) the President or the OMB Director certifies that the information being re-
quested is covered by one of two exemptions listed in the Freedom of Information
Act (FOIA),2 and that disclosure reasonably could be expected to impair substan-
tially the operations of the government. (See 31 U.S.C. 716(d).)

In the past, we issued a demand letter to the FBI requiring it to provide us with
information in accordance with our statutory authority. In that instance the FBI ul-
timately complied with our request. However, the use of our statutory enforcement
authorities can be adversarial and timeconsuming. We prefer to work out arrange-
ments that will serve us well in all our work with the FBI and, therefore, enable
us to respond promptly and completely to congressional requests.

In that spirit, in March 2000 we met with FBI officials to discuss numerous spe-
cific access issues and to try to work out more efficient arrangements to complete
our work. At that meeting, and in a subsequent letter from the Assistant Director
of the FBI's Office of Public and Congressional Affairs, the FBI pledged to do a bet-
ter job in providing us access to records and people. As you will see from the recent
examples cited in this testimony, our access problems have not been resolved.

MULTIPLE TYPES OF ACCESS PROBLEMS WITH THE FBI

The types of recent access problems fall into several categories and sometimes
overlap. One of our greatest problems is delay. This relates to both receiving docu-
ments that we have requested and arranging meetings with FBI officials. We have
experienced significant delay in an engagement we are just finishing - a review re-
quested by Senator Fred Thompson when he was the chairman of the Senate Gov-
ernmental Affairs Conunittee. The focus of that review is the FBI's coordination of
foreign counterintelligence investigations, where criminal violations are implicated,
with other components within the Justice Department, most notably the Criminal
Division. Although this is a very sensitive subject, our work focused on coordination
policies and procedures and the FBI's adherence to them, not on the decisions re-
garding the investigations or the intelligence they produced. A work log maintained
for this job indicates that 112 days elapsed from when a written list of questions
was delivered to the FBI to the delivery of its response.? During this almost 4-
month period, we contacted the FBI at least 15 times to inquire about the status
of the response.

In another case, we experienced delays in receiving documentation for our work
requested by Rep. Christopher Shays, Chairman of the House Government Reform
Subcommittee on National Security, Veterans’ Affairs, and International Relations,
and Rep. Ike Skelton, Ranking Minority Member of the House Committee on Armed
Services. The request concerned coordination between the FBI and several other fed-
eral agencies. The issue again was very sensitive, and the report was classified. Be-
ginning in May 1999, we had asked the FBI to produce documents showing adminis-
trative guidance it had issued on these activities, the process by which these activi-
ties were approved, the timing and duration of specific activities, and evidence of
interagency coordination. FBI officials told us they would locate and gather the doc-
uments for us. In December 1999, after senior GAO executives intervened, the FBI
provided us a minimal and incomplete summary—not copies of original documents.
In February 2000—9 months after our initial request—FBI officials told us they had
no documentation or other records on the activities.

In other examples, we experienced delays in receiving documents related to our
work on reports entitled, Gun Control: Implementation of the National Instant
Criminal Background Check System and Combating Terrorism: Federal Agencies’
Efforts to Implement National Policy and Strategy, among others. Needless to say,

2The two relevant FO1A exemptions are exemptions 5 and 7. Exemption 5 (contained in 5
U.S.C. 552(b)(5)) exempts from public disclosure inter-agency or intra-agency memorandums or
letters which would not be available by law to a party other than an agency in litigation with
the agency. Exemption 7 (contained in 5 U.S. C. 552(b)(7)) exempts from public disclosure
records or information compiled for law enforcement purposes, but only to the extent that the
production of such law enforcement records or information (A) could reasonably be expected to
interfere with enforcement proceedings; (B) would deprive a person of a right to a fair trial or
an impartial adjudication; (C) could reasonably be expected to constitute an unwarranted inva-
sion of personal privacy; (D) could reasonably be expected to disclose the identity of a confiden-
tial source. . .; (E) would disclose techniques and procedures for law enforcement investigations
or prosecutions or would disclose guidelines for law enforcement investigations or prosecutions
if such disclosure could reasonably be expected to risk circumvention of the law; or (F) could
reasonably be expected to endanger the life or physical safety of any individual.

3Due to our experience on FBI reviews, we have urged our staff to keep detailed records of
their requests for data or meetings, the FBI’s responses to those requests, and subsequent con-
tacts when the agency does not respond in a timely manner.
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these delays affected our ability to do our work efficiently and adversely affected our
ability to provide timely information and advice to the Congress by postponing the
issuance of our reports.

Setting up meetings with FBI officials can also be a lengthy process. While the
FBI has told us that its goal is to organize meetings within 2 weeks, elapsed time
from meeting request to actual meeting for 3 of the 4 meetings on a current job took
35 days, 41 days and 124 days. In the last case, when the meeting finally took place,
the FBI sent substitutes for the official who was originally expected to attend the
meeting. In these cases and in many more, the failure of the then FBI liaison and
the liaison’s superiors to return telephone calls concerning the status of our request
added to our frustration and inefficiency.

Another problem relates to the quality of documentation the FBI provides. In our
recent work related to the NIPC, requested by Senator Jon Kyl, then Chairman, and
Senator Dianne Feinstein, then Ranking Member, of the Subcommittee on Tech-
nology, Terrorism, and Government Information, we encountered numerous occa-
sions in which the FBI was only able to provide us with unsigned and undated
printouts of documents we requested rather than final signed versions. Another case
related to our work that resulted in the classified report mentioned earlier. The FBI
sent us an “unofficial” document without letterhead, signature, date, or cover letter.
This presents problems for ensuring that the information represents the official po-
sition of the agency and when the position became effective.

FBI officials in some cases have not been forthcoming with the types of details
that would provide a richer picture of the issues we are auditing. In the case of our
NIPC work, the FBI gave us a great deal of detailed information, much of which
reflected favorably on its program, after receiving a draft of our report. Had this
information been provided earlier when we originally asked for it—we could have
done a more efficient job in conducting our audit work and drafting our initial re-
port.

While infrequent, in some cases the FBI has denied us access to the information
we have requested. For the most part, the information requested has been no more
sensitive than information we routinely receive from other agencies during our
work. For example, for our work related to federal teams that respond to chemical,
biological, radiological, and nuclear terrorist incidents (requested by Rep. Ike Skel-
ton, the Ranking Minority Member of the House Armed Services Committee), the
FBI refused to provide us with information on the missions, budget, and resources
of its response teams. The FBI said that providing the information to us would jeop-
ardize the teams’ operational security, even though the information was unclassi-
fied. Although we could have acted to enforce our request for this information
through the statutory mechanisms described earlier, we decided to drop the FBI
from the scope of our review. We needed to provide our client a composite picture
of all federal agencies involved in this effort (we reported on 8 such agencies) and
did not want to delay our report waiting for information from one agency.

NO ACCESS PROBLEMS IN SOME RECENT REVIEWS

We have had some assignments involving the FBI in which access was not prob-
lematic. For a review of federal funding of the Los Angeles, Atlanta, and Salt Lake
City Olympic Games, for example, a request for information about the types of
projects and activities the FBI was funding was answered in a timely and coopera-
tive manner. Similarly, information for a review of computer security expenditures
was provided with only minimal delays. Finally, although there were some delays
in scheduling meetings and gaining access to documents, work on improving
counterterrorism operations was not significantly delayed because other tasks could
be completed while waiting for the requested information. Our staff on this assign-
ment did not consider access a problem.

Although our examples of reviews that encountered access problems span a large
number of assignments, in these assignments as well there are examples of good
cooperation in providing information. The team working on the NIPC engagement,
for example, found that field agents provided detailed and useful information when
they were interviewed and that access improved during our review. We also note
that for one meeting on our current foreign counterintelligence coordination assign-
ment, a meeting was held the day after it was requested.

CONCLUSIONS

While over time we have experienced access-to-records problems at different fed-
eral agencies, our experience at the FBI is by far our most contentious among law
enforcement agencies. The FBI’s reluctance to consistently honor our statutory
rights of access has forced us to expend significant energy and resources. The FBI
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has also limited our ability to respond to our clients—congressional Committees and
individual Members of Congress—in a timely and efficient way.

We recognize that the FBI's responsibility to investigate criminal activity carries
with it a set of imperatives that limits its discretion to disseminate certain types
of information, to protect the rights of the accused and the integrity of the investiga-
tive process. We believe, however, that these imperatives do not exempt the FBI
from congressional oversight. The FBI can and should provide a much wider range
of information about its activities to the Congress and to us.

A partially informed Congress cannot provide adequate oversight, balance com-
peting interests fairly, resolve issues effectively, or deliberate soundly.

Mr. Chairman, this concludes my prepared statement. I would be pleased to an-
swer any questions you may have.

Chairman LEAHY. Thank you very much.

Well, let’s look at the situation we have. We hear in many ways
the same story that we hear from a lot of different fronts that the
FBI can make it difficult and unpleasant if you have an outside or-
ganization conducting review and oversight. They did answer
quickly in the area where obviously they are being asked by the ap-
propriations Committees how much extra money they want for At-
lanta.

Mr. Bromwich talks about when he was the Justice Department
IG that personnel from his office found doing work they were au-
thorized by statute to do “time-consuming and frustrating because
there was a general lack of cooperation from FBI personnel.” Of
course, Mr. Rabkin talks about their efforts to fulfill congressional
requests for oversight of the FBI are made difficult due to resist-
ance at the FBI.

Senator Danforth, who served as special counsel appointed by
former Attorney General Reno, said that, in his view, there are
strong pressures to resist divulging information to outsiders. Even
though he carried the writ of the Attorney General, he had to
threaten a search warrant to get documents from the FBI.

Now, this seems to run through a lot of the areas and seems to
be part of an FBI culture. I would have liked to have heard directly
from FBI Director Freeh, but as I had stated before, he is unavail-
able. But I also think back to what Judge Webster said, that he
told them about plausible deniability, that there was no such thing
and hiding for one hurts them all, and that instead they should be
very open, the director and others, so that problems can be cor-
rected.

Senator Danforth, in your testimony you also said that FBI
agents who assist these outside investigators find that it is not a
very good career move within the FBI. I am talking about the cul-
ture. You talked about a supervisory agent who did an excellent job
helping to serve as liaison during your Waco investigation, but he
felt that he was retaliated against because of it. Another super-
visory FBI agent declined to work with your office because he
thought that it would hurt his FBI career. Now, these are super-
visory levels; this is not some junior agent who is just out of the
?cademy and wondering where he or she is going to be assigned
irst.

Do you think that the current whistleblower protections that we
now have for FBI agents are adequate, or do we need better?

I know Senator Grassley would be most interested in the answer
to that, too.
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Mr. DANFORTH. These are two current cases, Mr. Chairman, of
people within the FBI who believed that cooperating with a special
counsel looking into even what turned out to be innocent acts in
the FBI were not good career moves.

The first was the FBI supervisory special agent who ran the in-
vestigation of Ruby Ridge. My deputy approached this person early
in our investigation and asked if he would be interested in serving
as our liaison with the FBI to facilitate getting records, and so
forth, from the Bureau, and he said that he thought that it would
be very damaging to his career.

We had a really excellent person named Patrick Kiernan who did
serve as our liaison, and he has said to me that he believes that
just working with us and facilitating the work of the special coun-
sel’s office was something that was damaging to him in his career
in the FBIL.

I believe that this is part of a culture. I don’t think it is univer-
sally shared within the FBI, but I think that it is there, the idea
that the FBI is not there to be investigated, it is there to do the
investigation, and that anybody who is participating in anything
that could result in any criticism of the FBI is in jeopardy for doing
that. To me, this is the essence of the problem.

Chairman LEAHY. Well, I tend to agree with you. If you are not
willing to admit or bring to light mistakes, you are just condemned
really to repeat the mistakes.

I might ask Mr. Fine and Mr. Bromwich—I will start with Mr.
Fine, then Mr. Bromwich—have you found in your experience that
FBI agents come to you with complaints?

Mr. FINE. Yes, they do. Under the new whistleblower regulations
that apply to the FBI, we are charged, along with the Department’s
Office of Professional Responsibility, with investigating claims of
whistleblower retaliation, claims by FBI agents that they were re-
taliated against because of disclosure of waste, fraud or abuse with-
in the FBL

It is very difficult to prove those whistleblower retaliations. It is
very hard to find a smoking gun, but we do find the same claims
that Senator Danforth alluded to that FBI agents who are charged
with investigating others in the FBI believe it is not a career-en-
hancing move, and believe that it is not helpful to them to expose
FBI superiors or the FBI to the same searching scrutiny that you
would expect of investigators investigating outsiders.

In my view, that is a reason to have an outside entity who is not
dependent upon the people whom they are investigating come in
and investigate the FBI. It is understandable that agents within
the FBI who are charged with investigating misconduct of the FBI
might hesitate to do so, might feel that this will not redound to
their benefit. I believe that you need outside, independent, dedi-
cated people who are solely given the responsibility to investigate
and not have to rely upon the people that are investigating for ad-
vancement or promotion to do that work.

Chairman LEAHY. Are you referring to having the Justice De-
partment IG be the one to conduct the role, unhampered,
unhindered, as they would anywhere else within the Department
of Justice?
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Mr. FINE. Yes, I believe that would be the appropriate way to go.
We are not dependent upon the FBI. We have career people whose
sole job it is to provide oversight, and I think that is a better mech-
anism than having an entity within the FBI or people who are ro-
tating through this office to do that kind of outside oversight.

Chairman LEAHY. Mr. Bromwich, do you feel that same way?

Mr. BRoMWICH. I feel the same way. Let me just provide one an-
ecdotal example that is important to what Senator Danforth said.
In connection with our review of the Ames matter, starting in early
1995, I recall us having a very difficult time getting FBI agents
with substantial counterintelligence experience detailed to us, be-
cause they didn’t want to come over because they did not view it
as a career-enhancing move.

Then once on the team, there was a great reluctance on their
part to reach conclusions that were critical of the FBI. And then
as the final underscoring of that, when the report was released the
FBI personnel who were assigned to my office and under the super-
vision of people in my office declined to have their names on the
report, even though everyone else who worked on the project were.
That, to me, strongly suggested that they were unwilling to fully
participate in a report that was, in the end, quite critical of the
FBI.

Chairman LEAHY. Thank you.

Senator Feinstein.

Senator FEINSTEIN. Thanks, Mr. Chairman. I am just going to
ask two questions, and I want to use my time wisely.

Mr. Bromwich, I have read many of your reports. I have a great
respect for your integrity. You write in the New York Times—I
guess it is an op ed piece—“The FBI needs a manager.” Let me
quote one thing.

“The FBI needs greater external oversight. congressional over-
sight is crucial, but it is episodic and fitful.” I think we would all
agree with that. “The executive branch ensures central, continuing
monitoring of its departments and agencies through its inspectors
general, but the FBI has been largely exempt from the system. The
Justice Department’s Inspector General may not conduct investiga-
tions of misconduct among personnel at the FBI without the per-
mission of the Attorney General or the Deputy Attorney General.
The FBI, arguably the most powerful agency in the Federal Gov-
ernment, is thus subject to less oversight than any other agency.”
That is a compelling statement to me.

What is the history behind this that the IG cannot inspect any
member of the Department without the specific approval of either
the director or the assistant director?

Mr. BROMWICH. It is a complicated history. I try to go into it in
some depth in my prepared statement, but basically the Justice De-
partment did not want an inspector general for 10 years. The origi-
nal batch of IGs were created through legislation in 1978. It took
10 years for the Justice Department to get its own, and during that
period there was, it is my understanding, fairly substantial resist-
ance to bringing an IG in.

One of the complaining parties was the FBI, such that when
there was the statute passed in 1988 creating the Justice IG, a se-
ries of compromises were reached in the legislation and then imple-



48

menting the legislation that really stripped the Justice IG of the
responsibility for doing misconduct investigations in the FBI.

Senator FEINSTEIN. What you are saying is that is unique in the
Federal Government?

Mr. BROMWICH. So far as I am aware, it is unique.

Senator FEINSTEIN. In your professional judgment, would it be
helpful if we were to amend the Code in that regard?

Mr. BROMWICH. Extremely helpful, and I think it is the right
thing to do.

Senator FEINSTEIN. Thank you very much. Now, let me go to one
other aspect, and that is the Wen Ho Lee case. In my view, when
you file 59 charges against a person and you hold them in solitary
confinement for 9 months, you ought to have something substantial
to back it up with. And then to simply throw out all the charges,
except a charge that was commonly performed, and that is
downloading from your computer—I have had people come in and
tell me who worked at that facility that that has been done by at
least 100 people that they know of. I get very curious as to what
was really going on there.

What do you think was, and why do you believe that Wen Ho Lee
was targeted?

Mr. BROMWICH. I don’t really know what went on there. As I in-
dicate in my statement, my agency did not investigate that matter.
Indeed, we sought to investigate and we were not permitted to.
There has been a Justice Department investigation of that matter,
handled by a very senior Assistant United States Attorney from the
Eastern District of Virginia, and I think that his conclusions are
obviously worth taking seriously. The op ed piece that I think you
are referring to is one that I wrote just based on newspaper infor-
mation and some knowledge of the way these kinds of cases work.

Senator FEINSTEIN. So you are backing away?

Mr. BROMWICH. No, I am not backing away. I think that in this
case there was a tremendous amount of political pressure that was
placed both on the Justice Department and the FBI, generated in
part by scares about the Chinese trying to take over the 1996 elec-
tion. Unfortunately, I think law enforcement agencies and some-
times the Justice Department are not very good at resisting that
kind of pressure, and I think that is probably what happened here.

Senator FEINSTEIN. You write, again, in the New York Times,
and I quoted it earlier, that it is almost impossible to imagine that
such unprecedented charges, the first ever criminal charges under
the Atomic Energy Act, would have been made if Mr. Lee had not
been previously targeted. “The Government’s claim that it wanted
to solve the mystery of what happened to the information is not
compelling. Criminal charges are rarely brought to solve mysteries,
and as the judge pointed out, the Government has yet to explain
why Mr. Lee’s offers before his arrest to explain the missing tapes
were not sufficient to meet the Government’s legitimate concerns.”
To me, those are very significant words coming from an IG who is
going to use words very carefully.

Mr. BrRoMmwiICH. I fully subscribe to what I said then, Senator. I
found it a very disturbing case, and disturbing in the way that both
the Justice Department and the FBI handled it.
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Senator FEINSTEIN. Does anyone on the panel have any comment
on this point, because this is rather fundamental to the mission of
an agency when you hold somebody for 9 months in solitary con-
finement and then drop all the charges, unless there was a tar-
geting. And that concerns me very deeply, if that were to be found
to be the case.

Mr. Webster, I see you sort of moving around.

Judge WEBSTER. Senator, I am tempted to make a comment, and
I think I made some reference to it earlier. The FBI does not
charge; the United States Attorney and the Department of Justice
charge. They make the decision whether to prosecute or not, and
they make the decision whether to reduce the charges or dismiss
them.

So I think it would not be accurate to say that the FBI influ-
enced the elimination of those. They may have expressed a desire,
as I found always the case both here and on the intelligence side,
at CIA, of wanting to know as much as possible about someone who
was believed to be committing acts of espionage, how much damage
they had done to whom and why, and who were other people who
might have been involved. They are not always fortunate enough
to get that information, but I believe it is a natural desire on their
part. I found it true in the military; let them go, just make sure
we know what damage they did.

So I think there may be some area of questionable testimony,
matters of what kind for which the FBI would be accountable and
which may have influenced the decision to settle for a lesser
charge, in the hope of cooperation, rather than have a case that
might not be won.

Senator FEINSTEIN. Does anyone have any comment on that?

As I understand it, the FBI essentially went public with a num-
ber of comments on the subject, particularly on the issue of wire-
taps, which the Attorney General had refused to do and was later
proven, I think, to be correct. So I mean I as a policymaker would
deduce that the FBI had a substantial stake in this case and
throwing out, Mr. Webster, all of the charges, except for
downloading information. That is a stunning turnaround.

Judge WEBSTER. I agree, but I don’t think it was the FBI’s deci-
sion.

Senator FEINSTEIN. To turn around?

Judge WEBSTER. The FBI had no authority to drop anything.
This was a Department decision.

Senator FEINSTEIN. All right. Does anybody have any further
comment on that?

If not, then I think my time is up.

Thank you, Mr. Chairman.

Chairman LEAHY. Thank you, and we will follow up on this be-
cause, Mr. Bromwich, you raised a very good point. In Mr.
Bromwich’s testimony he had said the problem he was having after
he was asked to review the Wen Ho Lee case and how he was
stopped, but we will go into that in another round.

Senator Sessions was here earlier and we are glad to have him
back.

Senator SESSIONS. Thank you, Mr. Chairman.
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Senator Danforth, I appreciate your summary remarks. I think
that reflects what so many of us who love and respect the FBI feel
about its strengths and its weaknesses. Without doubt, there is no
large agency in the world that can compare to it, in my view, in
terms of integrity and hard work and ability. But I do sense, in 15
years as a Federal prosecutor working with the FBI daily, that
they do tend to not want to admit error, and that compounds prob-
lems and it is not a healthy attitude.

Director Webster, you have been there as judge and director of
the FBI. Do you think that this perception that I think is widely
held among Federal prosecutors that the FBI is too reluctant to
admit errors is an institutional problem that needs to be rooted
out, and if so, how can we do it?

Judge WEBSTER. It is a fair question, Senator Sessions. I could
also add that I worked with the FBI as a Federal prosecutor when
I was U.S. Attorney. One of the things I always found was that
special agents tell the truth. Now, with 11,000 agents, somebody is
going to breach that.

Senator SESSIONS. I would agree with that. They tell the truth.

Judge WEBSTER. On the witness stand, they tell the truth; good
or bad, they tell the truth. The question you are asking me is if
the news is bad, are they necessarily going to tell it? And I don’t
ascribe that to any current reality of career destruction by telling
we have got a problem.

It was my experience that I received the most heat and had the
most difficulty in 9 years that I can remember in situations in
which things that should have been brought to my attention didn’t
get there, not because it was illegal, but because someone made the
judgment that it wasn’t important enough.

The Cispis case, which you may remember, was a painful thing
for me because I was leaving the FBI to go to the CIA and didn’t
know anything about the inquiry into a group of religious leaders
allegedly assisting a terrorist group in El Salvador. The man at the
desk was following Attorney General Levi’s guidelines and did not
have to report it upstream.

Because we train the FBI not to be politically or partisanly ori-
ented, he just didn’t see that investigating or at least running
name checks on 100 or so clerics was going to be a matter of public
concern. So he didn’t tell anybody about it, and because he didn’t
tell anybody about it, I never heard about it. That is a condition
that I think needs to be worked on all the time. They made the
judgment.

In the McVeigh case, I am going to speculate a little here be-
cause there is a commission, I believe, that is going to look into
this and come out with it. But we do know thus far that a Federal
judge took a look at it and a court of appeals took a look at the
material and decided it had nothing to do with the guilt or inno-
cence of Mr. McVeigh.

What I suspect is that with the vast amount of information being
collected—the most investigated case in our history, I understand—
people in field offices looked at some of the anonymous letters, the
newspaper clippings, the contributions of psychics, and put that
somewhere else because it wasn’t Brady material, it didn’t have to
do with guilt or innocence, and they were filing that way.
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Senator SESSIONS. They decided to do that?

Judge WEBSTER. They decided to do that. A prosecutor later de-
cided he was going to go beyond Brady, so he asked for everything.
They were in the midst of converting their entire computer system
at that point, and they asked for it from headquarters 5 or 6 times
urgently to get everything out there.

I used to say be careful what you tell the Congress, because only
at the FBI and only in the CIA are things never lost forever. I can
think of a lot of agencies in Government where you could safely say
we have no such records because they will never find them. But
sooner or later, in the FBI or CIA they will come to light. And
when they do, my experience has been they have been honest about
it; they have been forthcoming. Here they are; they came in at the
last minute, but they came, and they did not affect guilt or inno-
cence.

I make no excuse for it because it slopped over and clouded one
of the most important, successful investigations in American his-
tory—little bits and pieces of a truck traced to a rental agency
identifying the people responsible in a very short period of time,
but millions of pieces of paper came in.

We have to face the fact that at the FBI the culture is, as I see
it, that we can do anything within our jurisdiction. We will go any-
where and do anything we are asked to do. That is different from
a number of other agencies, and they are proud of that. That ac-
counted in some measured for new technology for which they were
not adequately prepared to address the issues.

I remember bringing in two people from the outside to address
our computerization back 20 years ago. They did a fine job, but as
you know, technology is moving so fast that you really have to stay
up with it. Congress was not in a particular hurry to keep renew-
ing the technology every 2 or 3 years, the way it 1s done in indus-
try, and they are living with equipment that was behind the times
with people who were managing it who were behind the times.

Technology at the labs—they should have, in retrospect, been
bringing people in from the outside to be sure that they had the
benefit of modern technology, not relying on their own resources,
as good as they might have been. Those are areas for scrutiny, and
I think that in the light of things that have happened changes will
come. They are already coming in the wake of the Hanssen case,
I am glad to see.

But I don’t think it has to do with the character and credibility
of the men and women who serve there or their willingness to tell
the truth. Sometimes, they made a judgment that these things
aren’t important. They should be careful about making judgments
like that.

Senator SESSIONS. Well, I am glad you answered it that way be-
cause you are correct. Some agent in some office gets a teletype to
send in all things related to a certain case, and two things can hap-
pen. It gets lost, it never really gets there, it doesn’t get produced
or the computer doesn’t work, or, second, somebody can look at it
and say what I have doesn’t make any difference, and throws it
away. This isn’t discoverable evidence; some lawyer told me this
isn’t Brady material, I don’t have to produce it, and just not do it.
The combination of those things sometimes causes a problem.
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I know when I tried a multi-district case, there was always a lot
of paranoia about do we have all the documents from all the out-
lying offices. I learned to specifically ask, because you would too
often find that they had given you everything in the local office, but
not the leads that had been run around the country. People don’t
realize how easy it is to make those mistakes, in a big bureaucracy
how these things can happen.

But I do think there is a bit of a problem. I don’t know if it comes
back from the Hoover days, which has a lot of the great strengths
of the FBI, whether it comes from their intelligence mission,
counter-espionage mission that they have. But there is a bit there
that I think when it comes to trying public cases in the United
States district courts of America, they need to be more open and
more forthcoming, and I think the leadership needs to require that.

I have taken too much time.

Chairman LeAHY. That is all right. I think I find myself in a
great deal of agreement with what the Senator from Alabama is
saying and I appreciate him doing that.

Senator SESSIONS. Does that make you nervous?

[Laughter.]

Chairman LEAHY. Probably not half as nervous as it is making
your caucus. They are terrified they might lose another one. I am
sorry. Maybe it is because I was born in Vermont, that slipped out.

Senator Schumer.

Senator SCHUMER. Thank you. I want to thank our five witnesses
for their fine testimony and every one of you for your service to this
Government and to this country.

I am trying here—and as you can see, the focus I have taken is
not the specific individual cases which many of you have talked
about, but what is the deeper thread. And I guess I would ask each
of the witnesses or any of the witnesses who wishes to respond, al-
though I would ask them to be brief because the time is so limited,
do yoq) think there is a deeper thread behind all of these different
issues?

Admittedly, these are all complicated cases where, as Senator
Sessions said, it is easy to make mistakes. But it just seems there
are too many of them; there are more of them these days than
there used to be. I will tell you what the average citizen thinks.
They think if there are mistakes in the high-profile cases where
there should have been extra care, imagine what is going on in the
low-profile cases where there was probably a little less scrutiny
and a little less supervision from the top.

The second question I have is do you think that an agency that
has to be nimble and sort of lean, somehow this agency has gotten
too large? It is almost impossible to expect the FBI, say, when
Judge Webster was there, which was probably half the size—is
that fair to say—to be as good now.

I will just tell you one little story which bothered me. I have a
friend who is in a prosecutorial office in New York City, top level,
one of the best prosecutors in the city. This is in a city office, and
this person said to me that they would rather have now a New
York City police detective on a case than an FBI agent. Even
though the FBI agent was a more qualified person, there were so
many places that that person had to check and so many bureau-
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cratic loopholes that they had to go through that they couldn’t be
as effective on the case as they used to be, which I found kind of
surprising.

So let me ask first the two inspectors general what they think
and then maybe go to Mr. Danforth and then Judge Webster.

Mr. FINE. Senator Schumer, I do think it is an issue and a prob-
lem. It is a management problem, in my view. In many of the
smaller cases, you have agents who know the details of the case,
know all of what is in the files and can go by the seat of their
pants without a computer system or a management system that
you need in the high-profile, the extensive, the extended cases that
you are getting in the FBI, such as in the Oklahoma City bombing
case.

I also believe it is an important issue about attending to the de-
tails and document management and the discovery obligations that
to some extent has not been the focus of attention the way it
should be within the FBI. The glamorous part of the job is to inves-
tigate, to catch the criminal. But an equally important part of the
job is to ensure that the documents are produced, the discovery ob-
ligations are attended to. And I believe that the focus of the FBI
has sometimes not been directed in that way the way it should.

I do believe it is also important for the FBI to open itself up to
outside influences, outside people. I believe the FBI has done some
good things by bringing in outsiders to bring new ways of operating
to the FBI, both in the FBI Laboratory in response to our report,
bringing in outside scientists rather than an examiner who rose
through the ranks of the FBI, and also in the Information Tech-
nology Division. They have a new director there from IBM who I
believe is doing good things.

So I believe it is important for the FBI to bring in outside influ-
ences, outside people, and open itself up to outside scrutiny.

Senator SCHUMER. They are not doing enough of that now.

Mr. FINE. They need to do more of it.

Senator SCHUMER. I would ask the others what they think of the
idea of the commission that Senator Hatch and I have talked
about, and any suggestions as to how it should be structured.

Mr. BROMWICH. I agree with you, Senator Schumer, that every
agency could use that kind of top-to-bottom inspection at least
every few decades. I think that with all of the public problems that
the FBI has had in recent days, this is as good a time as any.

I think we shouldn’t strain to find common threads everywhere
in all of these problems, but I do agree with Mr. Fine that there
are some management and supervision issues that do run through
some of these cases. For example, we found in the Lab that com-
plaints about the way preparation of scientific reports were han-
dled were not handled by supervisors in the Lab. They were ig-
nored, they were swept under the rug, and the problem became far
worse. As Senator Grassley recalls, I am sure, it became really a
cancer in the Lab.

I also agree that the FBI in the information technology area, in
the Lab and elsewhere, needs to open itself up. Director Freeh did
the right thing in bringing in a world-class scientist to head the
Lab after the IG’s investigation. But originally they were proposing
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three agent candidates from within the FBI and were really fol-
lowing the course of business as usual.

I think it is very important that when a major piece of oversight
work is done like the Ames review of the FBI Lab review that the
Congress can have confidence that the top management of the FBI
simply doesn’t agree with the recommendations in a perfunctory
way, but that it has been a bit of a wake-up call and that they have
actually changed their practices. I think Congress can be helpful in
that regard.

As to the issue of whether they are too large or not, they prob-
ably are, but I think with the right people in terms of managers
and the right systems I think it can function, and function well,
and restore some of the lustre to its reputation that it may have
lost in recent months.

Senator SCHUMER. Senator Danforth?

Mr. DANFORTH. Senator Schumer, first let me say that——

Senator SCHUMER. And I just want to thank you for your great
work on Waco. It was a true national service.

Mr. DANFORTH. Well, thank you very much.

Senator, I don’t think any agency, or human being for that mat-
ter, no matter how small it becomes, is ever going to be mistake-
free. We examined in our investigation 2.3 million pages of docu-
ments. We had 15 people who did nothing but look at documents.
My guess is in Oklahoma City there were many more documents
than that, and they were probably produced by hundreds, if not
thousands, of FBI agents. Therefore, the fact that, say, 4,000 or
whatever the number was were missing, that to me is to be ex-
pected. I think there is always going to be a box somewhere that
people come up with.

I think that it is a mistake to have a standard of absolute perfec-
tion with respect to mistakes because I think if we do that and
every mistake is investigated, then that is to say cover up your
mistakes because you are going to be in big trouble if you make
them.

I do believe that there are people within the FBI who don’t want
anybody to believe they make mistakes, and I think that that was
the story of Waco. Instead of coming forward initially—and if they
had done that, everybody would have said, OK, fine, thanks for ex-
plaining it—they didn’t come forward.

I further believe that during our investigation there were people
within the FBI who just plain didn’t want to cooperate with us. I
think it was a small fraction, but I think that they were some pret-
ty well-placed people. We had difficulties with the general counsel’s
office, not with the general counsel himself, Larry Parkinson. We
think he was cooperative. But we did have problems with them.
They were not producing everything to us. We at one point had to
threaten a search warrant, and we had to send 3 lawyers and 11
postal inspectors to the FBI to look for documents on our own be-
cause we didn’t have any confidence in them.

So I think I agree with what Senator Sessions said. I don’t think
it is quite as benign as Bill Webster said. I think that there are
a lot of mistakes, but I think that there is a culture in the FBI,
somewhere in the FBI, to keep this from coming out in the public.
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I believe that the most important reform is to change that cul-
ture, and I don’t think there is any easy way to do it. I think over-
sight from this Committee on a systemic basis, not just every now
and then, is very, very important. I believe that the President of
the United States, the Attorney General, and the Director of the
FBI have got to make it clear to every agent from day one at the
FBI academy that there are worse things than making mistakes,
and the worst thing is not being forward about making that mis-
take.

Senator SCHUMER. My time is up. Thank you. I appreciate it.

Chairman LEAHY. Senator Grassley.

Senator GRASSLEY. Thank you all very much for your testimony
on this very important issue. It is very timely to have a hearing
like this, as the administration is selecting a new director.

I am going to start with Mr. Bromwich. I want to ask the ques-
tion and then I want to give some backup. This would be asking
you for suggestions of what could be done to better address the
issue of whistleblower protection within the FBI.

I ask this because you remember the name of Dr. Fred White-
hurst. He was, I think, the highest-profile whistleblower that I
have ever had go to an IG. He suffered attacks, not only retaliation
from his FBI colleagues, but also from you as well.

You were recently quoted as saying that you now wish your re-
port had made it clearer that Whitehurst deserves full credit for
exposing serious misconduct. So I believe we can learn something
from your reflection of 4 or 5 years on that.

Mr. BRoMwICH. Thank you very much for saying that, Senator
Grassley.

It is true that Dr. Whitehurst was the principal source of allega-
tions for our FBI Lab investigation, and it is true that in retrospect
I think we were perceived as being too critical of him rather than
commending him sufficiently for the service he performed.

We did it the way we did it because we held him to the same
standard as all of the examiners against whom he made allega-
tions, and against that standard he fell short in many respects be-
cause many of his allegations were not supported by the evidence.

But what concerned me and what led me to say what I said was
I think that we were perceived as more critical of him and not suf-
ficiently appreciative of the service he rendered by bringing his al-
legations forward. And there is no doubt that but for his persist-
ence in bringing the allegations again and again and again over a
long period of time within the FBI and finally to the IG’s office that
the reforms that have subsequently been made in the FBI Lab
would not have been made, and he deserves credit for that.

All of the details of the current Whistleblower Act are ones that
I am not deeply familiar with, but my impression, Senator Grass-
ley, is it is still too complicated and too indirect for FBI whistle-
blowers on a range of allegations of misconduct to bring those di-
rectly to the inspector general rather than jumping through hoops
before they have to do so.

So I think that would need to be examined to determine whether
there are still too many barriers that interfere with the ability of
FBI employees who believe they have knowledge of wrongdoing to
bring those forward to an entity outside the FBI.
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Senator GRASSLEY. I want to pick your brain on increasing the
authority of the Department of Justice Inspector General and more
on mechanics. What do you propose should happen to the FBI's Of-
fice of Professional Responsibility, and what structural changes
would you recommend within the Justice IG in terms of personnel
and organization to deal effectively with the new responsibilities,
if it would take any new responsibilities?

Mr. BROMWICH. Let me take a quick pass at that, but I think Mr.
Fine is currently thinking about that issue as well.

I think that just as has been the case with many other Justice
Department components where there are still internal affairs arms
that handle the non-criminal and less serious matters, there would
still be an important function to be served either by FBI OPR or
by some other entity. In other words, I don’t think it would need
to be eliminated from existence. And, in fact, I don’t think that
would be a good idea.

But I think that all criminal matters and all administrative mis-
conduct allegations at a certain level of employee or above should,
by rights, sort of go first to the inspector general’s office, and it
ought to be up to that office to refer things back to the FBI.

Again, we are not writing on a clean slate here. That is exactly
the sort of system that has existed with respect to the internal af-
fairs arms in other Justice Department components that have law
enforcement functions—the Marshals Service, the Immigration
Service, the Bureau of Prisons, and so forth. It is only the FBI and
the DEA that have had this special status that allows them to have
primary jurisdiction over misconduct matters relating to personnel
in those agencies. I think it is a two-tiered system, it is an unequal
system, and it is a bad system.

hSeglator GRASSLEY. Do you have something you want to add to
that?

Mr. FINE. Yes, Senator Grassley. I agree with Mr. Bromwich. I
believe that the relationship of the IG at the Department of Justice
and the FBI OPR should be similar to the relationship that the IG
has with other entities in the Department.

I believe FBI OPR can and should investigate and deal with dis-
cipline of line agents for certain matters. But on criminal matters
and high-level administrative misconduct or sensitive, high-profile
matters, the Department of Justice IG should have the authority
and the resources to be able to investigate those matters.

Senator GRASSLEY. Let me have 15 minutes to—or 15 seconds
to

Chairman LEAHY. I was about to get Senator Durbin’s name
plate on the side of my head on that one, but go ahead.

[Laughter.]

Senator GRASSLEY. Several of the speakers made reference to my
use of the words “cowboy culture.” Recently, I did that, but I also
first did that in 1997 when we were involved with the FBI crime
lab problems and Mr. Bromwich’s own investigations of them. At
that particular time, we were dealing with this organization that
attempted to thwart an independent investigation, launched its
own sham investigation, and then attempted to discredit and de-
stroy the careers of their own respected scientists who brought
these problems to light. On top of all the other cases where there
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is evidence of screw-up, in most of these the real foul-ups within
the FBI occurred after the initial mistakes were revealed.

I can’t help but continue to use the words “cowboy culture” when
the fundamentals of the FBI are being forgotten, and those fun-
damentals are that when their agents seek the truth and let the
truth convict, they do a good job. But it is in these other cases
where they try to interfere with that process that they have cre-
ated a problem for themselves.

Thank you.

Chairman LEAHY. I agree, and the Senator from Iowa has been
consistent in these concerns for as long as I have been on this Com-
mittee.

The Senator from Illinois.

Senator DURBIN. Thank you, Mr. Chairman. I would like to say,
although I believe that a separate inspector general for the FBI is
the appropriate thing to do, I would like to at least put a word of
defense in here because some question my conclusion.

Mr. Bromwich has said that he believes that changes within the
law and within the OIG could make a difference. That is possible.
It could be an approach that is equally effective, maybe more so.
I am not sure.

Here is my misgiving: when you take a look at the budgetary fig-
ures for the Department of Justice between 1993 and the year
2000, it is fairly overwhelming. The size of the Department of Jus-
tice increased from an $11.2 billion budget to $21 billion. The work-
force at the Department of Justice went up from 98,000 to 130,000
in that period of time.

The FBI increased dramatically in size, from $2.1 billion to $3.6
billion, a 70-percent increase in their budget. In the same period
of time, the OIG budget went up 18 percent. That’s DOJ, 90 per-
cent; FBI, 70 percent, OIG budget, 18 percent. And then when you
look at the actual people working in OIG, it decreased by 15 per-
cent.

So while the number of employees that the OIG had jurisdiction
over increased by 32,000, the number of watchdogs in the inspector
general’s office decreased by 15 percent. I would have to check to
make sure, but it is hard for me to believe that Congress did that
alone. My guess is that the administration and the Attorney Gen-
eral at the time in each of the annual budgets was at least com-
plicity in this decline of resources in OIG.

Put that lack of attention to the inspector general’s responsibility
together with what we have heard over and over today about the
culture at the FBI and I hope you understand why I have come to
the conclusion—and some may join me and some may not—that
creating a separate inspector general that is accountable not only
in his or her activity but also in his or her budget will tell us
whether or not we have a cop on the beat when it comes to keeping
an eye on the working of the FBI.

I think otherwise, as you have reported, Mr. Bromwich, in your
statement here, the OIG again is going to continue to be
marginalized, excluded, shunned, cloistered. The FBI knows how to
do this. The GAO learned that. I think the Intelligence Committee
here on the Hill has learned that, too. The FBI is pretty good at
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this. They have developed this skill over many, many decades, and
that is why I think a separate IG might be the way to go.

Let me address a specific issue that I think goes to management
maybe more than motive, and that is this whole question of com-
puters. Sitting in the Intelligence Committee, I received a briefing
which I thought was amazing and then read about it the next day
in the New York Times—no surprise—that talked about Mr.
Hanssen’s activities 10 years ago.

Mr. Hanssen fancied himself as a computer buff, and he tended
to know more about computers than most of the people he worked
with. So he bought a hacking device, put it into his computer,
hacked into his superior’s computer, downloading information
about Russia he wasn’t supposed to have. And then do you know
what he did? He reported himself.

He went to his superior and said, I just hacked into your com-
puter, pulled down the information about Russia I am not supposed
to have, and I want to show you how porous our system is, how
vulnerable it is. Very crafty thinking on his part, because from that
moment forward he could hack as much as he wanted and say it
is just another experiment to show you how vulnerable we are.
Well, we know those experiments were deriving information which,
it has been alleged, he sold to the Russians.

Now, what I find interesting here is that this U.S. News and
World Report goes into some question about computers at the FBI.
You would think that an agency with this responsibility of inves-
tigation would have to be on top of the computer business if they
are going to be effective.

What we read in the news report here really suggests otherwise.
“One of the FBI’s divisions still uses computers with 386 micro
processors, chips so old they haven’t been sold for nearly a decade.
FBI computers don’t have rudimentary Internet browsers. Agents
can’t even send e-mail outside the Bureau’s internal network.”

Mr. Robert Diaz, 52 years old, a retired IBM exec who has been
hired to try to clean up the computer mess said that for half a cen-
tury agents and friends of agents ran everything. “And what do
they know about computers,” he says. “It beats me.” “Almost every
organization upgrades its computer networks every 2 or 3 years,”
Diaz says, “but at the FBI 60 percent of the desktop PCs are 4 to
8 years old. The networks are 12 years old. The system is not built
for the level of complexity agents must deal with today.”

Mr. Fine, you reported this, didn’t you? You had an investigation
5 or 6 years ago that went into this problem and really pointed to
the fact that going beyond the fortress mentality at the FBI, there
frankly was a question of competency when it came to the mechan-
ics of the operation of the Bureau. But from what I can gather, for
4 or 5 years there has been no response, or very little. Was that
the case?

Mr. FINE. We have reported that. In addition, we did a review
in the campaign finance investigation and found that they were not
inputting data into the computer system, that they were not using
it the way they should, that they couldn’t with confidence state
what was in the computer, and that if they had done a search they
would get it. Quite frankly, the response to the report was we
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agree and we will take measures. But we recently learned that
they have not responded to it.

Senator DURBIN. Exactly the point. Was it not your responsibility
as inspector general to find that sort of thing? Going beyond the
question of whether or not there is some venal conduct here, we are
talking about competency in management. And you found, and I
think it has been found and repeated here, that when it came to
the management of the premier law enforcement agency in Amer-
i%a, they were in the horse-and-buggy era and they are still stuck
there.

Mr. FINE. They still have problems. I think that is why it is a
good idea to bring in someone from the outside. But we are seeing
even now that many of the agents aren’t trained sufficiently, aren’t
using the computers properly, don’t have adequate computer sup-
port. It is a significant problem.

Senator DURBIN. And so when 4,000 documents don’t show up in
the McVeigh case, I think it is conceivable that there were millions,
as Senator Danforth has said, but it was the largest terrorist act
in the history of the United States. It was the highest profile case
in modern memory, and maybe it is just possible that beyond some-
one pushing a box under a desk, their computers just might not
have been up to the job. I don’t know the answer. Maybe Judge
Webster will tell us the answer to that as part of his investigation,
too.

Mr. FINE. That is part of our review in the Oklahoma City bomb-
ing case and we certainly will be looking at that, Senator.

Senator DURBIN. Thank you, Mr. Chairman.

Chairman LEAHY. Thank you very much.

Gentlemen, I thank all of you. We will submit other questions for
the record. We have kept you longer than we had said, and this is
obviously the first of what is going to be many such hearings.

I was struck by a couple of things, if I could just take a moment
on this. Judge Webster talked about the tremendous increase in
the Federalizing of crimes. I said once in one of these things, the
next thing we know we are going to have a Federal crime on jay-
walking in a neighborhood because somehow that street goes out
to the town road, which goes to the State road, which goes to the
Federal interstate highway. But we are going to have to hire a few
extra officers for that. The rodeo one is interesting.

I am struck by the days when I was a prosecutor and I got a call
1 day from the local sheriff who said, you know, we recovered this
5-year-old car that is kind of banged up and had been reported sto-
len. The next thing you know, there are two FBI agents here who
want to take over the case. It wasn’t until we had a meeting and
were briefed in Washington, a number of the prosecutors—Mr.
Hoover was very proud about the enormous amount of money they
recover for the country, and it was basically stolen car cases that
would be reported at face value that the local sheriff had probably
found anyway. And I thought how terrible it was to send a well-
trained FBI agent out on that.

I mentioned to Senator Hatch here earlier that I think if we
want to do a Presidential commission or a commission, we ought
to have somebody go back now through the whole Federal criminal
code, and I think we could throw out three-quarters of what is
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there and allow State and local governments to handle them. They
are far better trained for it.

Obviously, in the Oklahoma City bombing, nobody could have put
all that together the way the FBI did. Let them concentrate on
things like that and let local law enforcement take care of the
things they want. We would all be better off. The courts would
have a lot less things in them. Everybody from Chief Justice
Rehnquist on have said we are clogging up the courts with cases
that should be in State courts because we have criminalized so
much.

What Senator Danforth has pointed out about the balkanization
in here—we have got to find a way to break that down because I
want the FBI to be the best possible. The country is better off for
that. And just as we make mistakes in the Congress and we have
to own up to it, if there are mistakes in agencies of whatever de-
partments, own up to them. Usually, the result is you are a better
department afterwards because you correct the mistakes and move
on from there. And don’t punish the person who points out the mis-
take.

So thank you all very, very much for taking such time out of
your very busy schedules.

We have a statement from Senator McConnell which we will put
in the record.

[The prepared statement of Senator McConnell follows:]

STATEMENT OF HON. MiTCH MCCONNELL, A U.S. SENATOR FROM THE STATE OF
KENTUCKY

I would first like to thank the Chairman for calling this important hearing. All
Americans are troubled by the stream of allegations surrounding the FBI over the
last eight years, stemming from incidents such as Waco, Ruby Ridge, and more re-
cently, the Hanssen and McVeigh matters. The number and significance of these in-
cidents strongly indicate-if not necessitate the conclusion-that there are systemic
problems in the Bureau’s operations. And it is therefore highly advisable for the
Chairman to convene this hearing to determine the scope of the problems that exist
and the best solutions for them.

That being said, the FBI is still, in my opinion, the foremost law enforcement
agency in the world. Its successes over the years are both legion and legendary, and
its agents and employees are some of our finest public servants. It is because of the
desire to see the Bureau maintain this preeminent status that today we are taking
a hard look at its operations. It is a disturbing marker for the rule of law when,
for example, 61% of Americans believe that their FBI started the fire that consumed
so many citizens at Waco. And it is just as disturbing when, as our former colleague
found, these beliefs are unjustified and their causes-dishonesty, delay and disingen-
uousness-seemingly preventable.

I continue to support evaluating the best remedies for the problems that have
plagued the FBI in the recent past. But my preliminary opinion is that funding in-
creases for the Office of Inspector General in the Department of Justice and estab-
lishing a separate Inspector General’s Office for the FBI may be necessary-but they
are not sufficient-conditions for major improvement. If, as Senator Danforth be-
lieves, the problem is one of culture, then it would seem to me that additional inves-
tigative offices and increased funding would provide better and quicker explanations
as to what caused problems, but I don’t know how effective such measures will be
in helping prevent these problems in the first place. It seems, as Senator Danforth
suggests, that a more organic remedy is needed, beginning with strong and per-
sistent messages from the Attorney General and the Bureau’s Director that, as our
former colleague put it, “the role of the FBI is to protect the country and the Con-
stitution, not to protect the FBI from criticism.”

In closing, let me thank the Chairman again for recognizing the need for us to
explore this matter. I enjoyed reviewing the prepared remarks, and I look forward
to hearing from our witnesses. Thank you.
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Chairman LEAHY. The Committee stands adjourned.
[Whereupon, at 3:26 p.m., the Committee was adjourned.]
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The Committee met, pursuant to notice, at 10:07 a.m., in room
SD-226, Dirksen Senate Office Building, Hon. Patrick J. Leahy,
Chairman of the Committee, presiding.

Present: Senators Leahy, Feinstein, Schumer, Durbin, Cantwell,
Hatch, Grassley, Specter, and Sessions.

OPENING STATEMENT OF HON. PATRICK J. LEAHY, A U.S.
SENATOR FROM THE STATE OF VERMONT

Chairman LEAHY. Good morning. I know that Senator Hatch is
testifying at another hearing and will be joining us very soon. Sen-
ator Grassley is here. Senator Grassley, if you have no objection,
I am going to go ahead and start the hearing.

Senator GRASSLEY. I think that would be perfectly all right, un-
less Senator Hatch’s staff says otherwise.

Chairman LEAHY. He is testifying. We will start with my state-
ment and then we can always go to Senator Hatch, or if he is de-
tainei;i longer there we will break into the testimony for him to
speak.

This is the second hearing we have held on the Federal Bureau
of Investigation. I said when I became Chairman I thought it was
time to take a long overdue look at some problems in our Nation’s
foremost law enforcement agency.

Before I address the subject of today’s hearing, I want to note
three significant developments concerning the FBI that have taken
place in recent days. The first is that the President has announced
his intention to nominate Robert Mueller to be the Director of the
FBI. I have met with Mr. Mueller and I know several other mem-
bers of the Committee have, too, and I intend to proceed with his
confirmation hearing expeditiously. As soon as the President actu-
ally sends the nomination to the Senate, we will schedule and move
forward with a hearing.

The second important recent development concerns an issue that
was at the heart of this Committee’s meeting earlier, and that is
FBI oversight. Last Wednesday, the Attorney General issued an
order redefining the jurisdiction of the Office of Inspector General
to give it authority to investigate allegations of misconduct by em-
ployees of the FBI and the Drug Enforcement Administration.

(63)
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As the witnesses at our last hearing explained, the scope of the
Inspector General’s authority over the FBI has been a source of re-
curring controversy and it has made FBI oversight more difficult
over the years. I commend Attorney General Ashcroft for his wise
decision to remove the remaining restrictions on the Inspector Gen-
eral’s authority, and I want to acknowledge Senator Grassley for
his efforts in helping to encourage this important reform.

But even though the Justice Department’s internal rules have
been changed, and I do commend the Attorney General for that, I
believe we need to make this change permanent by legislation. We
should not leave matters in a position where the Inspector Gen-
eral’s important role in performing FBI oversight could once again
be frustrated by the stroke of the pen by a future Attorney Gen-
eral.

Now, the third development that bothers me greatly as Chair-
man of this Committee, was yesterday’s announcement by the At-
torney General about weapons and computers that are missing
from the FBI’s inventory.

It is not just the number; when you look at the number of guns
as compared with the number of guns in the FBI inventory, it
seems to be a very small number. If you look at the number of com-
puters, it may be a small number. But what bothers me is that
some of the computers supposedly contained classified information.
You would think after the total fiasco of the FBI’s handling of the
Hanssen matter that they would have learned on this matter. We
also have missing weapons: 184 were stolen; 265, including 91
training weapons, were reported lost or missing, and 184 laptop
computers.

Now, I said at the beginning of this that there are some very,
very serious management problems in the FBI, and I am hoping
these hearings will help us identify them. In trying to figure out
what we do next, we have to look at what has been done in the
past.

FBI headquarters in Washington constantly struggles to stay
abreast of developments in the FBI's 56 field offices and 44 legal
attache, or LEGAT offices, and to ensure that each of these offices
is following orders and procedures. It is often when field offices ig-
nore or do not fully comply with orders from headquarters that
problems happen. One example is the FBI’s belated production of
the Oklahoma City bombing papers.

We continue to await the outcome of the Justice Department’s
Inspector General review of how this happened in the face of 16
separate orders from headquarters. The Director of the FBI himself
sent an order for pretrial production of these documents: 16 orders
sent from headquarters, and still they were not all produced.

Then we have the May 2000 report of the Attorney General’s Re-
view Team. This was headed by Federal prosecutor Randy Bellows
on The Handling of the Los Alamos National Laboratory Investiga-
tion of Wen Ho Lee. This dissected the relationship between FBI
headquarters and the Albuquerque, New Mexico, field office, and
found serious flaws, some of which stem from a fear on the part
of lower-level FBI agents at headquarters of being perceived as
criticizing more senior members.
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While the full Bellows report remains classified, in response to
a request from Senator Specter and myself, the Justice Department
has provided the Committee with an unclassified version of the re-
port. The report documents how the National Security Division be-
came aware of the field office’s “poor handling of the case,” yet—
and this is the important part—“took no effective measures to fix
the problem, even when it was given an opportunity to do so. In-
stead, it simply attempted to run the case from FBI headquarters,
an approach that was unmanageable from the start and which
would severely handicap the investigation.”

When, for example, two extra agents were sent to the field office

to assist in the Wen Ho Lee investigation, they were diverted to
other investigations. And when they were diverted to other inves-
tigations, the Assistant Director of the FBI’s National Security Di-
vision was not informed. A unit chief in the same headquarters di-
vision explained, “it would have been ‘impolitic’ to advise [the As-
sistant Director] of the division. He said the ‘culture’ of the FBI is
‘very intolerant’ of that kind of reporting.”
This unit chief told another supervisory agent that he should not
stir the beans’ because it would have been inappropriate to ‘mess
with the SAC’s decision.”” He warned, “you don’t get ahead in the
FBI ‘if you stab SACs in the back.”” As a consequence, the problem
of the two agents being diverted remained unresolved.

Periodic inspections provide a significant mechanism for FBI
headquarters to check on the progress of cases and communicate
in the form of interrogatories specific complaints to field offices
about their handling of cases. But not withstanding that, the Bel-
lows team found some dirty laundry there, too.

A supervisory agent involved in the Wen Ho Lee investigation at
headquarters said that “interrogatories are not, in reality, used as
an opportunity to complain about a field office: we’re never allowed
to be candid in interrogatories.”’

Now, this, of course, prompted appropriately strong criticism in
the Bellows report, which stated, “If true, if the FBI’s ‘culture’ does
not encourage, indeed require, that FBI-HQ personnel be blunt
and candid in interrogatories, this essentially eviscerates the value
of the interrogatories. . .The issue is [redacted] failure to avail
itself of an institutional mechanism—the inspection process—which
is specifically designed by the FBI to ensure that all significant
problems in a field office are identified and addressed in an inspec-
tion.” In effect, the process is there, but the process is not allowed
to work. It is like a catch—22; the major is in only when he is out.

The Bellows report concluded that “[ilf the FBI ‘culture’ discour-
ages ‘full disclosure’ in the interrogatories or interviews associated
with the inspection process, that ‘culture’ needs to be altered. All
FBI personnel should be advised that the FBI will not tolerate any-
thing other than ‘full disclosure’ in the inspection process.” This
recommendation is so patently obvious it is shocking that it had to
be made. I cannot imagine a single Senator on this oversight Com-
mittee who would disagree with that conclusion. So the challenge
to the new Director and new management team he brings into the
FBI will be to make sure it happens.

Even within FBI headquarters, disputes between the National
Security Division and the Criminal Investigative Division over the

“e
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Wen Ho Lee investigation appear to have slowed the investigation
down. In a heavily redacted part of the Bellows report, we learn
that concern over the effect of an espionage prosecution on the FBI
Director’s interest in opening a LEGAT in Beijing was a factor in
the investigation. Be careful how we investigate the Wen Ho Lee
case because we want to open an office in Beijing. Good Lord. You
can understand why the Bellows report summarizes “the stark
choice” of concern to certain senior FBI agents “that it might come
down to doing without Beijing LEGAT or espionage prosecution.”
It should be an easy choice. “Finally, this must be said: NSD per-
mitted CID’s admittedly legitimate concerns about [redacted] sen-
sitivities to undermine a critical FBI investigation about [redacted]
espionage.”

We are fortunate today to have former Commissioner of the U.S.
Customs Service, Raymond Kelly, to talk to us about structural
problems he encountered at that law enforcement agency and what
he did about them.

Another key area of concern about FBI management is in the
area of security and information technology. In a letter last month
to Chairman Sensenbrenner of the House Judiciary Committee,
former FBI Director Freeh conceded that the FBI’s computer sys-
tems were “obsolete” and that its approach to planning and funding
for improvements was “inadequate.” At a briefing last week, the
FBI told our Committee staff that there are no less than 15 areas
where the FBI’s internal security must be improved.

We will be hearing today from Mr. Bob Dies. Mr. Dies is a former
executive at IBM who has been hired by the FBI as an assistant
director to take on the herculean task of upgrading its information
technology. Mr. Dies will tell us what he has discovered since he
took the job.

We are also going to hear from Mr. Ken Senser, who has recently
been brought in from the Central Intelligence Agency to be a Dep-
uty Assistant Director of the FBI in charge of internal security. In-
ternal security at the FBI is obviously a major concern, especially
in the wake of the egregious breach of internal security in the
Hanssen case, and we appreciate Mr. Senser’s helping to keep the
Committee informed.

A final management issue that our hearing will address is how
the FBI handles its internal discipline. It is important that the
process be perceived as fair. A perception that credible allegations
of misconduct are being whitewashed or that a double standard of
discipline is being applied in which senior supervisors get lighter
punishment than line agents will erode confidence from the public.
Moreover, those who investigate allegations of misconduct must
know they are free to do their jobs and pursue their investigation
wherever it may lead without any fear of retaliation.

Some of the most disturbing testimony at our last hearing was
given by Senator Danforth, who told of two FBI agents who be-
lieved they had been retaliated against for their work on the Ruby
Ridge investigation and the Waco investigation. At the heart of
these management flaws is how the agency deals with those em-
ployees.

Senator Danforth said, “I do believe the FBI has an unwritten
policy of doing nothing to embarrass the FBI. The agency has a
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great deal of leverage over its agents and significant ability to pun-
ish ‘troublemakers,” with its power of promotions and job assign-
ments. Therefore I believe that there is a real reluctance on the
part of most FBI employees to report wrongdoing. . .The reality for
an employee who loves his job is that there is no realistic protec-
tion from the isolation and rejection which can result from report-
ing wrongdoing within the organization or exposing it to criti-
cism. . .The consistent message from the Department of Justice
and the FBI should be that careers in the agency can survive mis-
takes, because everyone makes mistakes, but careers cannot sur-
vive coverups. Candor must be the highest value at the FBIL.” I
couldn’t agree more with Senator Danforth. The Committee will
hear first-hand accounts from current and retired FBI agents about
their experiences.

In the Ruby Ridge report, almost 6 years ago, we observed that
“FBI agents conducting internal reviews were not adequately insu-
lated from the subjects of their review.” We noted instances of
“friends reviewing friends’ conduct and the subjects of the reviews
later sitting on the promotion boards of the very agents who re-
viewed their conduct.”

I think we are going to hear that this “good old boy” network has
been allowed to persist. Some may find it surprising to learn that
the final recommendations on punishment for those agents in-
volved in the aftermath of Ruby Ridge were issued quietly and
without fanfare. When? Almost 9 years later, in January 2001.

The decision was that no disciplinary action should be taken
against any FBI agents involved in the Ruby Ridge matter beyond
those lower-level employees already disciplined. The conclusion was
contrary to the well-supported findings and recommendations of
the Office of Professional Responsibility of the Department of Jus-
tice, as well as the Justice Management Division’s own Task Force
on Ruby Ridge. They had recommended sanctions against four su-
pervisory FBI agents.

The JMD decision disregarded most of the recommendations and
acknowledged the allegations against only two FBI agents who had
been found by the investigators to have failed to ensure the integ-
rity of interview notes or to conduct a complete or adequate inves-
tigation of Ruby Ridge. Because the Assistant Attorney General for
Administration was unwilling to ascribe improper motive to the
employees, no discipline came out.

We are not trying to reopen old investigations, but we are show-
ing that things have to be done differently. And we remember that
the great majority of FBI agents bear no responsibility for any of
the problems we have been discussing.

Former Agent John Werner, who will be testifying on our second
panel, states that the majority of the members of the Senior Execu-
tive Service at the FBI are “sincere, dedicated law enforcement pro-
fessionals,” and that his observations of improper influence and
misconduct relate only to a minority. I agree with him. We
shouldn’t forget the debt we owe to the FBI or the very thankless
jobs that so many of them take on.

I would conclude with what Judge Webster said. He said that in
the courtyard of the FBI there is this inscription: “The key to effec-
tive law enforcement is cooperation at all levels and with the sup-
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port and understanding of the American people.” The purpose of
these hearings is to restore the confidence of the American people
that the FBI is living up to this motto. We want to make the FBI
the best it can be.

[The prepared statement of Senator Leahy follows:]

STATEMENT OF HON. PATRICK J. LEAHY, A U.S. SENATOR FROM THE STATE OF
VERMONT

Today, the Judiciary Committee is holding its second oversight hearing on the
Federal Bureau of Investigation. Before I address the subject of today’s hearing, I
want to note three significant developments concerning the FBI that have taken
place in recent days. The first is that the President has announced his intention to
nominate Robert S. Mueller to be the next FBI Director. I have met with Mr.
Mueller, as I know several other Members of the Committee have, and I intend to
proceed with his confirmation hearing expeditiously, after the President formally
sends his nomination to the Senate.

The second important recent development concerns an issue that was at the heart
of this Committee’s hearing last month: FBI oversight. Last Wednesday, the Attor-
ney General issued an order redefining the jurisdiction of the Office of Inspector
General to give it authority to investigate allegations of misconduct by employees
of the FBI and the Drug Enforcement Administration. As the witnesses at our last
hearing explained, the scope of the Inspector General’s authority over the FBI has
been a source of recurring controversy that has made FBI oversight more difficult
for many years. Although the Inspector General statute gives the Inspector General
broad authority to investigate the FBI, various internal rules of Department of Jus-
tice have limited that authority. In 1992, then-Deputy Attorney General Terwilliger
issued an order that generally gave the jurisdiction over attorneys and law enforce-
ment personnel only to the Justice Department’s OPR. The Inspector General’s au-
thority was broadened in 1994 by then-Attorney General Reno, who issued an order
superseding the Terwilliger order and granting the Inspector general the authority
to investigate FBI personnel when the investigation was specifically authorized by
the Attorney General or by a Deputy Attorney General. While this was a big step
in the right direction, it did not go far enough.

I commend Attorney General Ashcroft for his wise decision to remove the remain-
ing restrictions on the Inspector General’s authority. I also acknowledge Senator
Grassley for his efforts in helping to encourage this important reform. However,
while the changing of the Justice Department’s internal rules is certainly a welcome
development, I believe that we need to make this reform permanent by legislation.
We should not leave matters in a position where the Inspector General’s important
role in performing FBI oversight could once again be frustrated by the stroke of the
pen by a future Attorney General.

The third development was yesterday’s announcement by the Attorney General
about weapons and computers that are missing from the FBI’s inventory. This audit
again underscores some of the management problems we are examining through
these hearings and that we hope to help remedy, and we will discuss this latest ex-
ample, and what it means, with our witnesses today.

In order for us to understand why the FBI has had the number of problems that
it has in recent years, it is important to look at how it is managed. In recent
months, we have seen a number of indications that the FBI’s management is badly
in need of an overhaul. We see the results of management failures, for example, in
the discovery violation in the Oklahoma City bombing case, which led to the delay
in carrying out the court-ordered execution of Timothy McVeigh. We also see it in
the FBI’s failure for more than 15 years to detect the espionage activities of former
agent Robert Hanssen, who pleaded guilty to selling some of this country’s most sen-
sitive classified information to the KGB.

The management problems at the FBI may stem in part from how the organiza-
tion is structured. FBI Headquarters in Washington constantly struggles to stay
abreast of developments in the FBI's 56 field offices and 44 foreign Legal Attache
or “Legat” offices and to ensure that each of these offices is following orders and
procedures. It is often when field offices ignore or do not fully comply with orders
from Headquarters that problems happen—for example, in the FBI's belated produc-
tion of documents in the Oklahoma City bombing case. We continue to await the
outcome of the Justice Department’s Inspector General review of how this happened
iin the face of 16 separate orders from Headquarters for pre-trial production of these

ocuments.
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The May, 2000, report of the Attorney General’s Review Team, headed by federal
prosecutor Randy Bellows, on The Handling of the Los Alamos National Laboratory
Investigation of Wen Ho Lee, dissected the relationship between FBI Headquarters
and the Albuquerque, New Mexico, field office and found serious flaws, some of
which stem from a fear on the part of lower-level FBI agents at Headquarters of
being perceived as criticizing more senior agents in the field. While the full Bellows
report remains classified, in response to a request from Senator Specter and myself,
the Justice Department has provided the Committee with an unclassified version of
the report. This report documents how the National Security Division became aware
of the field office’s “poor handling of the case,” yet “took no effective measures to
fix the problem, even when it was given an opportunity to do so. Instead, it simply
attempted to run the case from FBI Headquarters, an approach that was unman-
ageable from the start and which would severely handicap the investigation.” (Bel-
lows Report, p. 4).

When, for example, two extra agents were sent to the field office to assist in the
Wen Ho Lee investigation but were diverted to other investigations, the Assistant
Director of the FBI’s National Security Division was not informed. A Unit Chief in
the same Headquarters Division explained that “it would have been ‘impolitic’ to ad-
vise [the Assistant Director] of the diversion. He said the ‘culture’ of the FBI is ‘very
intolerant’ of that kind of reporting.” (Bellows Report, p. 98). This Unit Chief told
another supervisory agent that he should not “‘stir the beans’ because it would have
been inappropriate to ‘mess with a SAC’s decision.”” (Id., at p. 99). He warned “that
you don’t get ahead in the FBI ‘if you stab SACs in the back.’” (Id.). As a con-
sequence, the problem of the two agents being diverted remained unresolved.

Periodic inspections provide a significant mechanism for FBI Headquarters to
check on the progress of cases and communicate, in the form of “interrogatories,”
specific complaints to field offices about their handling of cases. Yet the Bellows
Team uncovered some dirty laundry there, too. A supervisory agent involved in the
Wen Ho Lee investigation at Headquarters said that “interrogatories are not, in re-
ality, used as an opportunity to complain about a field office: ‘We're never allowed
to be candid in interrogatories.”” (Bellows Report, p. 161). This prompted appro-
priately strong criticism in the Bellows Report, which stated: “If true, if the FBI
‘culture’ does not encourage, indeed require, that FBI-HQ personnel be blunt and
candid in interrogatories, this essentially eviscerates the value of the interrog-
atories. . . .The issue is [redacted] failure to avail itself of an institutional mecha-
nism—the inspection process—which is specifically designed by the FBI to insure
that all significant problems in a field office are identified and addressed in an in-
spection.” (Id. at p. 161, italics in original).

The Bellows Report concluded that “[ilf the FBI ‘culture’ discourages ‘full disclo-
sure’ in the interrogatories or interviews associated with the inspection process, that
‘culture’ needs to be altered. All FBI personnel should be advised that the FBI will
not tolerate anything other than ‘full disclosure’ in the inspection process.” (Bellows
Report, p. 774). This recommendation is so patently obvious it is shocking that it
had to be made. The challenge to the new Director and new management team he
brings into the FBI will be to make sure it happens.

Even within FBI Headquarters, disputes between the National Security Division
(NSD) and the Criminal Investigative Division (CID) over the Wen Ho Lee inves-
tigation appear to have slowed the investigation down. In a heavily redacted portion
of the Bellows Report, we learn that concern over the effect of an espionage prosecu-
tion on the FBI Director’s interest in opening a LEGAT in Beijing were a factor in
the investigation. The Bellows Report summarizes “the stark choice” of concern to
certain senior FBI agents “that it might come down to doing without Beijing legat
or espionage prosecution. . . Finally, this must be said: NSD permitted CID’s ad-
mittedly legitimate concerns about [redacted] sensitivities to undermine a critical
FBI investigation about [redacted] espionage.” (Bellows Report, p. 183-84).

This is an area where we are lucky to have former Commissioner of the U.S. Cus-
toms Service, Raymond W. Kelly, here to talk to us about structural problems he
encountered at that law enforcement agency and what he did about them.

Another key area of concern about FBI management is in the area of security and
information technology. In a letter last month to Chairman Sensenbrenner of the
House Judiciary Committee, former FBI Director Freeh conceded that the FBI’s
computer systems were “obsolete” and that its approach to planning and funding for
improvements was “inadequate.” At a briefing last week, the FBI told our Commit-
tee’s staff that there are no less than 15 areas where FBI’s internal security must
be improved. We will be hearing today from Mr. Bob Dies, a former executive at
IBM who has been hired by the FBI as an Assistant Director to take on the Hercu-
lean task of upgrading its information technology. Mr. Dies will tell us what he’s
discovered since he took on this job and how his efforts to upgrade the FBI’s com-
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puter systems are progressing. We will also hear from Mr. Ken Senser, who has re-
cently been brought in from the Central Intelligence Agency to be a Deputy Assist-
ant Director of the FBI in charge of internal security. Internal security at the FBI
is obviously a major concern in the wake of the Hanssen case, and we appreciate
Mr. Senser’s helping to keep the Committee informed in this critical area.

A final management issue that our hearing will address is how the FBI handles
its internal discipline. A well-managed law enforcement agency needs to deal appro-
priately with allegations of misconduct by its agents and employees. Further, it is
important that the process be perceived as fair by both its employees and the Amer-
ican public at large. A perception that credible allegations of misconduct are being
whitewashed, or that a double standard of discipline is being applied in which sen-
ior supervisors get lighter punishment than line agents for the same offenses, will
erode public confidence and demoralize the agency’s own employees. Morever, those
who investigate allegations of misconduct must know that they are free to do their
jobs and pursue their investigation wherever it may lead, without fear of retaliation.

Some of the most disturbing testimony at our last hearing was given by Senator
Danforth, who told of two FBI agents who believed that they had been retaliated
against for their work on the Ruby Ridge investigation and the Waco investigation.
In our second panel of witnesses, we will be hearing from those two agents, along
with two of their colleagues. They will be giving us a unique insider’s perspective
on the FBI’s internal disciplinary process.

The purpose of these hearings is not to re-hash old mistakes or to re-open old in-
vestigations. This is not a re-investigation of what happened at Waco, Texas. The
review so ably conducted by former Senator Danforth is the definitive investigation
of that matter. Nor are these hearings intended to be a re-investigation of what hap-
pened at Ruby Ridge, Idaho, since that matter was thoroughly reviewed by this
Committee under the leadership of Senator Specter and Senator Kohl in 1995. Nev-
ertheless, we are going to hear about both those events today. How the FBI handled
the aftermath of both those tragedies can illuminate the management flaws that
persist within the Bureau and must be corrected.

At the heart of these management flaws is how the agency deals with those em-
ployees who are tasked with examining the FBI itself. Senator Danforth identified
this crucial problem in response to my written questions. He said:

“I do believe the FBI has an unwritten policy of doing nothing to embarrass
the FBI. The agency has a great deal of leverage over its agents and signifi-
cant ability to punish ‘troublemakers,” with its power of promotions and job
assignments. Therefore I believe that there is a real reluctance on the part
of most FBI employees to report wrongdoing. . . .The reality for an em-
ployee who loves his job is that there is no realistic protection from the iso-
lation and rejection which can result from reporting wrongdoing within the
organization or exposing it to criticism. . . .The consistent message from
the Department of Justice and the FBI should be that careers in the agency
can survive mistakes, because everyone makes mistakes, but careers cannot
survive coverups. Candor must be the highest value at the FBI.”

The Committee will hear first-hand accounts from current and retired FBI agents
about their experiences on the front-line of conducting internal investigations of the
FBI.

A related issue is how, once an internal investigation has been completed, the FBI
resolves the matter and, specifically, decides who is culpable and what the punish-
ment, if any, should be. In the Ruby Ridge report filed by the Subcommittee on Ter-
rorism, Technology and Government Information almost six years ago, we observed
that “FBI agents conducting internal reviews were not adequately insulated from
the subjects of their review.” We further noted instances “of friends reviewing
friends’ conduct and the subjects of the reviews later sitting on the promotion
boards of the very agents who reviewed their conduct.” In short, we warned that
“[t]his has created the impression that a small group of insiders review the conduct
of the FBI, punishing lower level, ‘outsider’ FBI agents and protecting higher-level,
inside-track FBI agents.”

Unfortunately, we will hear that this “good old boy” network has been allowed to
persist. Some may find it surprising to learn that the final recommendations on
punishment for those agents involved in the aftermath of Ruby Ridge were issued
quietly and without fanfare almost nine years after that 1992 tragedy, in January,
2001. The decision, made by the Justice Management Division of the Department
of Justice over three years after being tasked to evaluate recommendations for dis-
cipline, was that no disciplinary action should be taken against any FBI agents in-
volved in the Ruby Ridge matter beyond those lower-level employees already dis-
ciplined in January, 1995. This conclusion was contrary to the well-supported find-
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ings and recommendations of the Office of Professional Responsibility of the Depart-
ment of Justice as well as the Justice Management Division’s own Task Force on
Ruby Ridge. Those offices recommended sanctions against four supervisory FBI
agents. JMD’s Task Force also recommended that the discipline previously imposed
on three lower-level agents be rescinded because of procedural defects in the original
investigation and exculpatory information that had subsequently been developed.

Nevertheless, the JMD decision disregarded most of these recommendations and
acknowledged the allegations against only two FBI agents, who had been found by
the investigators to have failed to insure the integrity of interview notes or to con-
duct a complete or adequate investigation of Ruby Ridge. Yet, because the Assistant
Attorney General for Administration was unwilling to ascribe improper motive to
the employees, no discipline was imposed.

Again, our purpose is not to reopen old investigations, and fairness to those
agents who were under investigation prohibits a more specific discussion of the case.
The documents reflecting these decisions are not public. Nevertheless, the adjudica-
tion conducted in the Ruby Ridge investigation shows precisely why some have come
to question whether there is a double standard among FBI agents on matters of in-
ternal discipline.

Of course, it is always important to remember that the great majority of FBI
agents bear no responsibility for any of the problems we have been discussing.
Former agent John Werner, who will be testifying on our second panel, states that
the majority of the members of the Senior Executive Service at the FBI are “sincere,
dedicated law enforcement professionals” and that his observations of improper in-
fluence and misconduct relate only to a vocal minority of the Senior Executive Serv-
ice. We should never forget the debt that we owe to all of the FBI agents who do
their jobs fairly and professionally and who risk their lives in service to this coun-
try.

The American people and this Committee owe a debt of gratitude to the courage
of the agents who are with us to share their experiences and observations today.
The thankless assignments they have accepted within the Bureau were taken and
performed by them at considerable personal and professional cost. Their service to
the nation and to the bedrock interests of the Bureau itself are in the best tradition
selfless public service and of the bravery that is the centerpiece of the FBI emblem.

In answers to the written questions I submitted after our last hearing, Judge
Webster made an interesting observation. He said that in the courtyard at the FBI
headquarters in Washington, there is the following inscription:

“The key to effective law enforcement is cooperation at all levels and with
the support and understanding of the American people.”

The purpose of these hearings is to restore the confidence of the American people
that the FBI is living up to this motto. Our purpose is to make the FBI the best
that it can be.

Chairman LEAHY. What we are going to do this morning is we
will interrupt for Senator Hatch when he is able to get here, but
I am delighted that we have, first, Ray Kelly, who encountered a
number of matters when he came into Customs after a long career
in law enforcement.

Senator Schumer?

Senator SCHUMER. Mr. Kelly is a great New Yorker and I wanted
to join you, Mr. Chairman, in welcoming another great New Yorker
before this panel.

Chairman LeaHY. Well, thank you. I appreciate that. I have
known Ray Kelly for a long, long time, wearing a number of dif-
ferent hats, including being with him in Haiti and spending a cou-
ple of days with him down there. We also have mutual friends that
go back to his Marine days and my association with friends of the
Marine Corps and my son’s time in the Marine Corps.

Mr. Kelly?
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STATEMENT OF RAYMOND W. KELLY, SENIOR MANAGING
DIRECTOR, BEAR STEARNS, NEW YORK, NEW YORK

Mr. KELLY. Thank you, Mr. Chairman. Thank you, Senator, for
those kind remarks. Members of your Committee, thank you for
your invitation to be here today.

I came to Federal law enforcement after a 30-year career in the
New York City Police Department, and I also served in the United
States Marine Corps. The one thing both organizations have in
common is that they are very hierarchical. While both encourage
initiative on the part of their front-line troops, the fact remains
that both organizations insist on adherence to a strict chain of com-
mand. They also maintain tight spans of control.

For example, the span of control in the New York City Police De-
partment would begin with sergeants and five police officers report-
ing to lieutenants, lieutenants reporting to captains, captains to in-
spectors, inspectors to chiefs throughout the top of the organiza-
tion.

I mention this because when I came to Federal law enforcement,
first as Under Secretary of the Treasury for Enforcement and later
as Commissioner of U.S. Customs, I was struck by the relatively
loose span of control and the horizontal structure of enforcement
agencies in the Federal sector.

Where my municipal and Marine Corps experience was very
hierarchical, Federal law enforcement tended to be more lateral.
For example, when I arrived at Customs, there were 20 special
agents-in-charge, scattered across the United States, 100 resident
agent-in-charge offices, and 55 more attaches in 24 foreign coun-
tries, all reporting to one assistant commissioner in Washington.
The ratio in that span of control was more than surprising; it was,
in my judgment, unmanageable, certainly on a day-to-day basis.
The result was that the investigative arm of the Customs Service
was balkanized under the various special agents-in-charge. Man-
agement in Washington was often uninformed.

To correct this situation, we divided the country into three ad-
ministrative regions—East, Central and West. The special agents-
in-charge of each region had to report to a new director for each
of the regions. Those three directors, in turn, reported to the assist-
ant commissioner. Our attaches abroad were directed to report to
a new deputy in the existing Office of Foreign Operations.

The result was a much more manageable span of control. The as-
sistant commissioner in Washington could get a quick picture of
what was happening nationally and internationally by talking to 3
people who reported to him, instead of over 40. Similarly, with
three deputies, the assistant commissioner could execute and follow
up on policy, making certain his orders were not only transmitted
but also complied with. In addition, inspections on a much more
frequent basis could be conducted.

With big, widely dispersed organizations, in my judgment, it is
not enough for headquarters to send teams to the field to conduct
periodic inspections every few years. There should be daily over-
sight, and a rational span of control allows that to happen.

The balkanization I described was not limited to the Customs Of-
fice of Investigations. It affected the Office of Field Operations as
well, where Customs personnel were assigned to 301 ports of entry
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located across the country. For a time, individual port directors
tended to set their own policy. That led to the phrase “port-shop-
ping” by brokers and others, who found that the rigor in which
Customs regulations were being enforced varied from port to port.

A policy of “power to the ports” was encouraged for a time as
managers tried to apply to the Federal Government the devolution
of power that was becoming popular in American business. The
problem is Federal law enforcement is not a business enterprise.
Its employees are responsible for enforcing the law, not making
sales quotas. They are armed and have authority to conduct per-
sonal searches, make arrests, and use deadly force.

That kind of authority demands tight spans of control, close su-
pervision, a rigorous chain of command, and oversight. The lack of
it caused problems besides port-shopping. Internally, the lack of
consistently executed policy led to complaints of unevenness and fa-
voritism in disciplinary procedures and promotions.

Discipline for the same transgression, for example, might be dis-
pensed differently, depending on the region of the country or who
an employee knew within the Service. We changed that by estab-
lishing an agency-wide disciplinary review board with rotating
membership.

One of the problems Customs experienced with the public was in-
consistency in the way in which passengers arriving at various
international airports were subject to searches. Customs has broad
authority to detain and search travelers, and did so. What was
missing was a coherent policy that was closely supervised and uni-
formly adhered to. Once that policy was in place and closely super-
vised, the number of searches of law-abiding travelers plummeted
and the number of seizures of narcotics and other contraband in-
creased. The authority never changed. What changed was how we
managed it.

I don’t mean to single out the Customs Service. It happens to be
the Federal agency that I am most familiar with. As Under Sec-
retary of the Treasury, I saw similar issues with the other Treas-
ury enforcement bureaus. I realize that some of these management
problems are inherent to the geographical reach of Federal law en-
forcement agencies.

Where none of the 40,000 police officers in the New York City
Police Department are normally more than an hour or so away
from headquarters, Federal law enforcement has thousands of
agents scattered across multiple time zones, and even continents.
That kind of geographic diversity imposes its own management
problems. Management of such far-flung personnel and resources
will tend to devolve to onsite middle managers unless strong lead-
ership, supported by a workable management structure, exerts
itself in Washington.

To help us know what was happening on a daily basis, we estab-
lished a 24-hour operations center, to which all officers, national
and around the world, were required to report significant events.
The incidents would be briefed around the same table each morn-
ing at 8:30 a.m. to the headquarters executive staff. This way, my
executive staff got a good snapshot of what was happening agency-
wide and not just in their own corner of it.
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The head of the agency must be persistent in demanding to know
what is happening in the field and in making certain national pol-
icy is carried out there. Otherwise, power will devolve in a vacuum
of leadership to the entrenched careerists in the field, where policy
may be applied unevenly, if at all.

With the advantage of a 10-year term, however, the FBI Director
is less prone to be frustrated by those who might try to resist his
leadership by waiting him out in hopes of a change in administra-
tion. Congress may want to consider applying terms of office for the
heads of other Federal law enforcement agencies.

Finally, I want to comment on one very important issue related
to the management of any Federal law enforcement agency, any po-
lice agency for that matter, and that is integrity and the internal
affairs function needed to protect it.

Internal affairs tends to get short shrift in law enforcement. Po-
lice critics often call for the function to be handled independently
by an outside agency. Law enforcement executives often fail to give
internal investigative components the attention and resources they
need.

I believe that every law enforcement agency needs a robust inter-
nal investigative function within its ranks. While the inspectors
general and other outside entities can play an oversight role, noth-
ing is more effective in preventing and pursuing corruption within
law enforcement than a credible internal affairs unit. It takes a
good insider to catch a bad one, and toward that end internal af-
fairs needs to be staffed by the best and brightest investigators
available.

Service in internal affairs in an ideal world should be mandatory,
with rotation through internal affairs as part of the promotion
track. The head of internal affairs should report directly to the
head of the law enforcement agency, not through a deputy, and he
or she should report on a daily basis.

The internal investigative function will never be popular. That is
why it is important that internal affairs is fully supported from the
top, with total access to the head of the agency, staffed with the
best of personnel and supported with the best of equipment.

An organization is only as good as the people who are recruited
and trained to work for it. Federal law enforcement, and the FBI
in particular, has a reputation for attracting highly skilled and
highly motivated individuals. That continues to be true and it is a
major plus for the FBIL.

The challenge is not who to manage, but how to manage them,
how to manage a large, far-flung workforce with a broad and com-
plex law enforcement mission. That is a heavy lift for anyone. To
lighten the load and manage effectively, I would recommend focus-
ing on the four essentials that I have outlined today: first, impose
a strict managerial hierarchy; second, maintain a tight span of con-
trol; third, inspect regularly to make certain policy is being imple-
mented in the field; and, fourth, ensure integrity through a robust
internal affairs program within the agency.

Thank you, Mr. Chairman, and I am available to answer ques-
tions.

[The prepared statement of Mr. Kelly follows:]
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STATEMENT OF RAYMOND W. KELLY, SENIOR MANAGING DIRECTOR, BEAR STEARNS,
NEW YORK, NEW YORK

er. Chairman, members of the Committee, thank you for this opportunity to tes-
tify.
I came to Federal law enforcement after a 30-year career in the New York City
Police Department. I also served in the United States Marine Corps. The one thing
both organizations have in common is that they are very hierarchical. While both
encourage initiative on the part of the their front line troops, the fact remains that
both organizations insist on adherence to a strict chain of command. They also
maintain tight spans of control. For example, the span of control in the New York
City Police Department begins with a sergeant and five police officers, lieutenants
reporting to captains and so on through to the very top ranks of the organization.

I mention this because when I came to Federal law enforcement, first as Under
Secretary of the Treasury for Enforcement and later as Commissioner of U.S. Cus-
toms, I was struck by the relatively loose span of control and the horizontal struc-
ture of enforcement agencies.

Where my municipal and Marine Corps experience was very hierarchical, Federal
law enforcement tended to be more lateral. For example, when I first arrived at
Customs, there were 20 Special Agents in Charge scattered across the United
States, 100 resident agent in charge offices and 55 more attaches in 24 foreign coun-
tries—all reporting to one assistant commissioner in Washington. The ratio in that
span of control was more than surprising. It was unmanageable; certainly on a day-
to-day basis. The result was that the investigative arm of the Customs Service was
number of searches of law-abiding travelers plummeted, and the number of seizures
of narcotics and other contraband increased.

Balkanized under the various Special Agents in Charge. Routin, centralized man-
agement in Washington was often weak and uninformed. To correct the situation,
we divided the country into three administrative regions: East, Central and West.
The Special Agents in Charge in each region had to report to a new director for each
of the regions. Those three directors, in turn, reported to the assistant commis-
sioner. Our attaches abroad were directed to report to a new deput in the existing
office of Foreign Operations.

The result was a much more manageable span of control. The assistant commis-
sioner in Washington could get a quick picture of what was happening nationally
and internationally by talking to three people who reported to him, instead of over
40. Similarly, with three deputies, the assistant commissioner could execute and fol-
low up on policy, making certain his orders were not only transmitted, but also com-
plied with. In addition, inspections on a much more frequent basis could be con-
ducted.

With big, widely dispersed organizations, it is not enough for headquarters to
send teams to the field to conduct periodic inspections every few years. There should
be daily oversight. And a rational span of control allows that to happen.

The balkanization I described was not limited to the Customs Office of Investiga-
tion. It affected the Office of Field Operations as well, where Customs personnel
were assigned to 301 ports of entry located across the country. For a time, indi-
vidual port directors tended to set their own policy. That led to “port shopping” by
brokers and others who found that the rigor in which Customs regulations were
being enforced varied from port to port.

This policy of “power to the ports” was encouraged for a time, as managers tried
to apply to the Federal government the devolution of power that was becoming pop-
ular in American business.

The problem is Federal law enforcement is NOT a business enterprise. Its employ-
ees are responsible for enforcing the law, not making sales quotas. They are armed
and have authority to conduct personal searches, make arrests and use deadly force.

That kind of authority demands tight spans of control, close supervision, regorous
chain of command and oversight.

The lack of it caused problems besides port shopping.

Internally, the lack of consistently executed policy led to complaints of unevenness
and favoritism in disciplinary procedures and promotions.

Discipline for the same transgression, for example, might be dispensed differently
depending on the regions of the country or whom an employee knew within the
Service. We changed that by we establishing an agency-wide Disciplinary Review
Board with rotating membership.

One of the problems Customs experienced with then public was inconsistency int
he way in which passengers arriving at various international airports were sub-
jected to searches. Customs has broad authority to detain and search travelers, and
did so. What was missing was a coherent policy that was closely supervised and uni-
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formly adhered to. Once that policy was in place and closely supervised the number
of searches of law-abiding travelers plummeted, and the number of seizures of nar-
cotics and other contraband increased.

The authority never changed. What changed was how we managed it.

I don’t mean to single out the Customs Service. It happens to be the Federal agen-
cy I'm most familiar with. As Under Secretary of the Treasury, I saw similar issues
with the other Treasury enforcement bureaus.

I realize that some of these management problems are inherent to the geo-
graphical reach of Federal law enforcement agencies.

Where none of the 40,000 police officers in the New York City Police Department
is normally more than an hour or so away from headquarters, Federal law enforce-
ment has thousands of agents scattered across multiple time zones and even con-
tinents.

That kind of geographic diversity imposes its own management problems.

Management of such far-flung personnel and resources will tend to devolve to on-
site middle managers unless strong leadership, supported by a workable manage-
ment structure, exerts itself in Washington.

To help us know what was happening on a daily basis, we established a 24-hour
operations center to which all offices national and around the world were required
to report significant incidents.

The incidents would be briefed around the same table each morning at 8:30 a.m.
to headquarters executive staff. This way, my executive staff got a good snapshot
of what was happening agency-wide and not just to their corner of it.

The head of the agency must be persistent in demanding to know what is hap-
pening in the field and in making certain national policy is carried out there.

Otherwise, power will devolve in a vacuum of leadership to the entrenched career-
ists in the field, where policy may be applied unevenly, if at all.

With the advantage of a 10-year term, however, the FBI director is less prone to
be frustrated by those who might try to resist his leadership by “waiting him out”
in the hopes of a change in administrations. Congress may want to consider apply-
ing terms of office for the heads of other Federal law enforcement agencies.

Finally, I want to comment on one very important issue related to the manage-
ment of any Federal law enforcement agency; any police agency, for that matter.
And that is integrity, and the internal affairs function needed to protect it. Internal
affairs tends to get short shrift in law enforcement. Police critics often call for the
function to be handled independently by an outside agency. Law enforcement’s ex-
ecutives often fail to give internal investigative components the attention and re-
sources it needs. I believe that every law enforcement agency needs a robust inter-
nal affairs function within its ranks. While the inspector generals and other outside
entities can play an oversight role, nothing is more effective in preventing and pur-
suing corruption within law enforcement than a credible Internal Affairs Unit. It
takes a good insider to catch a bad one. And, toward that end, internal affairs needs
to be staffed by the best and brightest investigators available. Service in internal
affairs ideally should be mandatory, with rotation through internal affairs as part
of the promotion track. The head of internal affairs should report directly to the
head of the law enforcement agency—not through a deputy—and he or she should
report on a daily basis. The internal affairs function will never be popular. That’s
why it is important that internal affairs is fully supported from the top, with total
access to the head of the agency, staffed with the best of personnel and supported
with the best of equipment.

An organization is only as good as the people who are recruited and trained to
work for it. Federal law enforcement, and the FBI in particular, has a reputation
for attracting highly skilled and highly motivated individuals. That continues to be
true, and it is a major plus for the FBI. The challenge is not who to manage, but
how to manage them. How to manage a large, far-flung workforce with a broad and
complex law enforcement mission. That’s a heavy lift for anyone. To lighten the load
and manage effectively, I would recommend focusing on the four essentials I've out-
lined today: First: Impose a strict managerial hierarchy. Second: Maintain tight
span of control. Third: Inspect regularly to make certain policy is being implemented
in the field. And Fourth: Insure integrity through a robust internal affairs program
within the agency. Thank you, and I'll be happy to try to answer any of your ques-
tions.

Chairman LEAHY. Thank you very much, Mr. Kelly.

Mr. Dies, I realize I mispronounced your name earlier and I
apologize for that. I am delighted to have you here. You have
spent, I believe, a year now with the FBI.
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Mr. DiEs. A year this week.

Chairman LEAHY. A year this week. Aren’t you lucky to get the
chance to be here to celebrate that year’s anniversary?

Go ahead, please.

STATEMENT OF BOB E. DIES, ASSISTANT DIRECTOR, INFOR-
MATION RESOURCES DIVISION, FEDERAL BUREAU OF IN-
VESTIGATION, WASHINGTON, D.C.

Mr. Dies. Thank you. I have prepared a statement for the record.
I can read it or you can accept it and I will comment on it.

Chairman LEAHY. Why don’t you comment on it and we will put
the whole statement in the record? Please comment on it.

Mdr DiEs. As you mentioned, I was with IBM for 30 years. I re-
tired—

Senator SESSIONS. Mr. Chairman, has his testimony been made
a part of the record?

Chairman LEAHY. It will be part of the record, yes.

Senator SESSIONS. I just haven’t received it. I don’t think I have
it.

Chairman LEAHY. I beg your pardon?

Senator SESSIONS. I don’t think I have it. Do others have it?

hChairman LEAaHY. I had assumed we had it and I apologize for
that.

Mr. Digs. I am happy to go through it, if you wish.

Chairman LEAHY. I had assumed it was already in here.

Senator SESSIONS. You know, sometimes we have people who are
slow to get their statements in.

Chairman LEAHY. I am advised by the staff it arrived just this
morning and we just barely got it.

Senator SESSIONS. Well, that is a problem. I think if we have a
rule that it is supposed to be in, Mr. Chairman.

Chairman LEAHY. It was supposed to have been in before now.

Senator SESSIONS. Well, anyway, I will listen carefully.

Chairman LEAHY. To help Senator Sessions, why don’t you give
the statement, Mr. Dies? Give the statement as you have prepared
it, in full.

Mr. DiEs. OK, good morning, Mr. Chairman. As you said, I have
just completed 1 year with the FBI after a career in the private
sector.

Former Director Freeh, I believe, understood that the FBI tech-
nology infrastructure was not modern, and he asked me to join me
specifically to review what they had, prioritize the problems, rec-
ommend the fixes and, if possible, begin implementing the fixes in
an orderly fashion.

In the past decade, the Bureau has made significant investments
in technology, but for certain programs specifically in support of
State and local law enforcement with systems such as the Finger-
print Identification System, the National Crime Information Sys-
tem, which, of course, reports whether a car is stolen or an indi-
vidual is a felon, and so forth.

The FBI has also invested in technology for specific crimes that
are of national interest, such as crimes against children in a pro-
gram they call Innocent Images, and in DNA data bases for violent
offender notification, known as CODIS, and the protection of our
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economic and physical infrastructure, known as the National Infra-
structure Protection Center. What we need to do now is invest in
the tools and support to satisfy the basic investigative needs of our
special agents and their support personnel.

Let me give you a quick overview of what I will be testifying to
this morning. One, the FBI knows that its information technology
needs repair. Two, this past year we have initiated some changes
in programs and management to begin correcting the basis IT prob-
lems, technology problems, and to position the FBI for the future.
That effort is a foundation program we call Trilogy.

Three, Congress has supported us in the Trilogy effort both with
funding and with active and thoughtful attention by this and other
Committees, for which, as someone new to Government services, I
am personally grateful.

Four, we are on schedule with costs and we will implement the
Trilogy program as authorized. Fifth, in light of recent events, we
need to improve the FBI’s security operations and other areas such
as document management.

Finally, for security, we have created a single point of contact
and accountability reporting to the Deputy Director, and we have
recruited a career security executive, with the help of the CIA—
Ken Senser, to my left. He will speak after I finish.

While we have taken steps to begin repairing our IT systems, the
systems are, in fact, in need of significant repair and moderniza-
tion. So I appreciate your counsel and support in those activities.

The current situation: The FBI’s job, of course, is investigating.
Technology and computers are supposed to be tools for the FBI to
use to accomplish its job. The Bureau’s future ability to deter and
prevent crimes requires the use of modern information technology.

For a variety of reasons, the FBI information technology has had
no meaningful improvement in well over 6 years, and parts of the
system are much older. More than half of the Bureau’s desktops
are between 4 and 8 years old. They cannot run today’s basic soft-
ware, which means many of the agents accessing FBI data can’t
use the basic ease-of-use features—point and click, using a mouse,
et cetera—and the frustration that creates is enormous.

The majority of a our smaller offices are connected to our inter-
nal network that speeds the equivalent of a 56K modem, which is,
for those that use technology, a speed less than many of your chil-
dren would use at home to connect to the Internet.

The agents themselves are unable to electronically store much of
the information that they have about their case in our investigative
data bases, including photographs, graphical information and tab-
ular data. Fundamentally, at the dawn of the 21st century, the FBI
is asking its agents and support personnel to do their jobs without
the tools other companies use or that you and I would use at home.

Our Trilogy project is a program you approved. It is a 36-month
program to do three things. First, in the network side, communica-
tions between our facilities, it will, in fact, provide high-speed links
between the FBI locations. Second, we will replace the hardware
and software within each office so that the employee is, in fact,
linked at their desk to the information in the FBI. Finally, we have
identified five specific applications which we will significantly en-



79

hance so that they can, in fact, do their casework in a more orderly
and productive manner.

Trilogy is structured to enhance the investigative ability of the
agents and support personnel. It will provide the basic resources
and fundamental tools the FBI needs to support their investiga-
tions. It will provide basic relief for the shortcomings I just men-
tioned. It is a necessary foundation upon which the other tech-
nologies can be added. We have awarded these contracts and the
programs are in process.

The Trilogy program enables us to have a workable system. It
will not by itself give the FBI a world-class, state-of-the-art system.
It does give us a foundation upon which we can build and it is the
necessary first step toward state-of-the-art. The other components
of a state-of-the-art system cannot be implemented without, in fact,
the foundation. You can’t build a house without a firm foundation,
and for practical purposes Trilogy is that foundation.

We will have more to do than just the Trilogy project. We need
to provide our investigative teams with collaborative tools, with
better communication with other law enforcement agencies, with
the means to know the collective experiences of the whole FBI so
that they can always use the best practices that have been devel-
oped. We are going to also need to work on the basic plumbing, the
financial, accounting and personnel systems that were put in place
in the FBI in the 1980’s.

However, our most pressing need has come to light as a result
of the investigative work done to bring about the arrest of Robert
Hanssen. Our security operations must be strengthened. Improved
security is the most pressing need and the major focus area since
the arrest of Robert Hanssen.

The FBI has been active in working on its security problems. The
Director created a task force in March of assistant directors to re-
view FBI policies and procedures. He asked me to lead that task
force, and by April we had made four specific recommendations
that I would like to comment on.

First, the task force recommended establishing overall account-
ability for security in a single place, having a single functional re-
sponsibility, someone who knows all of the required piece parts to
the security puzzle. This has been done. The Security Program Of-
fice has been reorganized. We have asked Ken Senser, an 18-year
career security and countermeasures executive from the CIA, to
lead that operation and cause the change required.

Secondly, security encompasses more than just the technology it
uses. You need to have accountability. You need to have procedures
and policies and people in charge and accountable for implementing
the procedures and policies. The policy management system to go
with the new security system is being addressed and they have
agreed to put it in place.

Third, we found from the Department of Defense that a primary
deterrent to the insider threat is, in fact, education and awareness
of the basic people within the Bureau. So an aggressive program
for education and training was begun.

Finally, the task force recommended that we work with the new
security program executive, Mr. Senser in this case, to properly
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prioritize, rank and identify the changes which had to be made Bu-
reau-wide for the security program to be effective.

The information used for these policies and procedures is being
developed as rapidly as possible, with the constraint of getting it
right. Proposed solutions will be structured to incorporate addi-
tional recommendations that may come from the Webster Commis-
sion. However, it is prudent for us not to wait for the Webster
Commission final report before we begin.

In summary, our infrastructure today for technology is in need
of serious repair and our approach to IT planning and funding, as
you pointed out, Mr. Chairman, has been less than adequate. The
infrastructure upgrade program which we call Trilogy is a signifi-
cant first step, but it is a first step of a series of steps that need
to be taken.

Recent public events clearly indicate a need to quickly go beyond
the infrastructure with Trilogy and incorporate state-of-the-art IT
security processes and a world-class records management system.
Those would be our first two additional priorities. The needs for
other systems would have to wait on those.

Such an effort requires continual commitment to change at the
Bureau, and although I have only been there for a year, I believe
the Bureau can make those changes, if asked. Such an effort also
requires a continual commitment from the Senate and from the
House to support us in the required investments.

Mr. Chairman, I appreciate the opportunity to address the Com-
mittee. I look forward to your continued interest, and with that I
would like to introduce Ken Senser, who, as I said, is the CIA exec-
utive who was detailed to the FBI to lead these security changes.

[The prepared statement of Mr. Dies follows:]

STATEMENT OF BOB E. DIES, ASSISTANT DIRECTOR, INFORMATION RESOURCES
Di1vISION, FEDERAL BUREAU OF INVESTIGATION, WASHINGTON, D.C.

Good Morning, Chairman Leahy, Senator Hatch and other members of the Com-
mittee. My name is Bob Dies. And I have just completed one year with the FBI,
after a career in the private sector. Former Director Freeh understood that the FBI
infrastructure was not modern, and he asked me to join the Bureau to review the
problems, prioritize the requirements, and begin implementing the necessary
changes in an orderly fashion.

In the past decade, the Bureau has made significant investments in technology
for programs in support of state and local law enforcement agencies, such as finger-
print identifications (known as IAFIS), the National Crime Information Center
(known as NCIC 2000) and national gun checks (known as NICS). The FBI has also
invested in technology for specific programs of national priority, such as crimes
against children (known as Innocent Images), DNA databases for violent offender
identification (known as CODIS), and the protection of our economic and physical
infrastructure (known as the National Infrastructure Protection Center, or NIPC).
What we need to do now is invest in the tools and support to satisfy the basic inves-
tigative needs of all our Special Agents and all their support personnel.

OVERVIEW

Let me provide you a quick overview of what I will be testifying to this morning:

1. The FBI knew that its Information Technology (IT) needed repair.

2. This past year we have initiated some changes in programs and manage-
ment to begin correcting the basic IT problems and to position the FBI for
the future. Our effort has as its foundation a program we have named Tril-

ogy.
3. The Congress has supported us in this Trilogy effort, both with funding
and with the active, thoughtful attention by this Committee as well as oth-
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ers, for which, as someone new to government service, I am personally
grateful.
4. We are on schedule and within costs to implement the Trilogy program
improvements you authorized.
5. In light of recent events, we need to improve the FBI security operations
and other areas, such as document management.
6. For secuity, we have created a single point of accountability, reporting
to the Deputy Director and recruited a career security executive, Ken
Senser, to runt it. He has identified specific security enhancement initia-
tives needed to improve our security. He will speak more fully about secu-
rity after my statement.
While we have taken steps to begin repairing our IT systems, these Systems are
in need of further modernization beyond that of Trilogy. And so again, we are in
need of your good Counsel and your support.

CURRENT SITUATION

The FBI’s job is investigating. Technology and computers are supposed to be tools
the FBI uses to accomplish its job. The Bureau’s future ability to deter and prevent
crimes requires the use of modern information technology.

For a variety of reasons, the FBI information technology has had no meaningful
improvements in over 6 years. Some parts of our system are much older:

¢ More than 13,000 of our desktops are 4 to 8 years old. They cannot run
today’s basic software. This means that many Agents accessing basic FBI
data cannot use basic “ease of use” features that your teenagers have enjoy
for years, such as using a mouse to move around the screen. The produc-
tivity loss and frustration that result are enormous.

¢ The majority of our smaller offices are connected to our internal network
at speeds equivalent to a 56 KB modem—a speed less than many individual
Internet users have at their homes.

¢ Agents are unable to electronically store much of investigative informa-
tion into our primary investigative databases, including photographs,
graphical and tabular data.

Fundamentally, at the dawn of :the 2I5° century, the FBI is asking its Agents and
support personnel to do their jobs without the tools other companies use or that you
may use at home on your system.

WHAT TRILOGY IS

The Trilogy program you approved is the FBI's foundational 36-month program
to upgrade the infrastructure technologies throughout the FBI. It consists of 3 com-
ponents:

e Network. High-speed connections linking the offices of the FBI.

¢ Information Presentation. Hardware and software within each office to
link each employee at their desk to the entire FBI.

e User Applications. Several user-specific software tools to enhance each
Special Agent’s ability to organize, access and analyze information.

Trilogy is structured to enhance the investigative ability, of Agents and support
personnel. It will provide the basic resources and fundamental tools tile FBI needs
to support investigations. Trilogy will provide basic relief for the shortcomings I just
mentioned. Trilogy is a necessary foundation upon which other technology can be
added.

We have awarded contracts to implement both parts of our Trilogy program, and
all of its are anxious to begin seeing the results.

WHAT TRILOGY Is NoT

The Trilogy Program enables the FBI to have workable system of information
technology resources. Trilogy will not by itself give the FBI a world-class, state-of-
the-art system.

Trilogy gives the FBI a foundation upon which it can build. Trilogy is the nec-
essary first step toward state-of-the-art. The other components of a state-of-the-art
system cannot be implemented without first implementing critical parts of Trilogy.
You cannot build a house without first pouring the foundation. Trilogy is that foun-
dation. As that foundation is being built, we can and should begin work on the fol-
low-on components necessary to get the FBI more competitive.
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IMPROVED SECURITY

We have much more to do than just Trilogy. We need to provide our investigative
teams collaborative tools, better communications with other law enforcement agen-
cies, and the means to know the collective experiences of the whole FBI, so they
can always use the best practices of the FBI.

We also need to work on the basic “plumbing”, the financial, accounting and per-
sonnel systems that we first put in place in the 1980’s.

However, our most pressing need has come to light as a result of the investigative
work done to bring about the arrest of Robert Hanssen. Our security operations
must be strengthened

Improved security is the most pressing need and a major focus area since the ar-
rest of Robert Hanssen. The FBI has been active in improving its security. The Di-
rector created a taskforce last March of Assistant Directors to review FBI policies
and procedures, and make recommendations. It made recommendations in April:

1. This taskforce recommended establishing overall accountability for secu-
rity in one place, having a single function responsible for knowing all the
pieces to the security

2. Security encompasses more than the technology it uses. Given the estab-
lishment of a overall single accountability function. it is time to tighten the
security policy management system. The foundation for a good security pro-
gram is to have sound policies in place, and to enforce them. Policy and pro-
cedures must be established, against which technology can be introduced to
enforce and monitor.

3. This taskforce recommended immediate investment in training and edu-
cation on security throughout the Bureau.

This taskforce recommended it assist the Security Program in prioritizing
the areas necessary to get us where we should be on security. Ken Senser
has identified several areas of attention for improvements. Ken will discuss
these in a few minutes.

The information used for these policies and procedures will be developed as rap-
idly as possible, within the constraint of first getting it right. Any proposed solutions
will be structured to incorporate additional recommendations that may come from
the Webster Commission. However, we are not waiting for those recommendations
before taking meaningful actions to enhance FBI data security.

SUMMARY

Today, our IT infrastructure is in need of repair and our approach to IT planning
and funding has been less than adequate. Our IT infrastructure upgrade program,
“Trilogy”, represents the significant step in what we believe should be a continuing
effort to keep pace with technology changes and to stay ahead of increasingly IT-
sophisticated criminals.

Recent public events clearly indicate a need to quickly go beyond Trilogy’s infra-
structure plan to incorporate a state-of-the-art IT security process and a world-class
records management system. Those would be our first two priorities. We can then
turn our attention to modernizing and integrating the Bureau’s remaining investiga-
tive, administrative and financial systems. Those needs for those systems indicate
that we should prioritize first on other investigative systems followed by the admin-
istrative and financial systems.

Such an effort requires a continual commitment to change that has been difficult
for the FBI culture in the past; although I am new; I believe the Bureau is up to
this challenge. Such an effort also requires a continual commitment from Congress
to support and encourage the changes.

Mr. Chairman, I appreciate the opportunity to address this Committee. I look for-
ward to your continued interest in our efforts, and your thoughtful advice on how
we can best improve the technology systems in the FBI. Thank you.

Chairman LEAHY. Mr. Senser, we are delighted to have you here.
Your whole statement, which I understand we do have, will be
placed in the record. I would ask you if you might summarize that,
with a special emphasis on the area of concern that many of us
have expressed, both Republicans and Democrats on this Com-
mittee, that security is not adequate at the FBI to be handling
some of these very, very sensitive especially espionage cases or ter-
rorism cases.

So, Mr. Senser, it is over to you and I appreciate you being here.
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STATEMENT OF KENNETH H. SENSER, ACTING DEPUTY AS-
SISTANT DIRECTOR, SECURITY PROGRAMS AND COUNTER-
MEASURES, FEDERAL BUREAU OF INVESTIGATION, WASH-
INGTON, D.C.

Mr. SENSER. Good morning, Chairman Leahy and Senators. I do
appreciate the opportunity to address the very important matter of
reviewing and transforming the FBI’s security program in order to
transform it into a world-class operation that is capable of address-
ing the formidable threats facing the FBI today.

This review process actually began in late 1999 and, after the ar-
rest of Robert Hanssen, accelerated. The recent arrests of Hanssen
and of James Hill in Las Vegas should leave no doubt in anyone’s
mind that there are committed adversaries that have both the in-
tent and capability to do serious harm to the FBI’s security and to
the interests of the United States.

The FBI is an extremely valuable target for a wide variety of op-
ponents who are interested in interfering with investigations, com-
promising sensitive information, and also physically harming our
employees. For this reason, today I will provide only a very general
statement so as not to provide a detailed road map for any persons
who are interested in actually doing harm to the interests of our
country.

Suffice it to say that we have done a very detailed review of the
FBI’s security program and, as I will outline, we have identified a
number of focus areas as well as 15 specific categories of enhance-
ments that need to be either bolstered, redesigned, or in some cases
established for the first time.

I am available, of course, to speak in a closed session to go into
the details of both the problem areas as well as the focus areas,
and have provided a more-depth briefing to your staffs about the
areas being taken.

Chairman LEAHY. In fact, I might note, Mr. Senser, I have read
some of the classified material in here. It will be necessary at some
time, and we will do it at a time that works best for the most Sen-
ators, to have a classified briefing in a closed-door session.

Go ahead.

Mr. SENSER. As Mr. Dies already described, Director Freeh es-
tablished the assistant director task force and that task force had
made four recommendations for immediate action. I am the result
of one of those recommendations. In late April, I was selected to
lead the total transformation of the FBI security program, as well
as to oversee its day-to-day operations.

As mentioned, I am a senior intelligence service officer that is de-
tailed to the FBI from the CIA. My 18-year career with the Agency
has been exclusively focused in the area of security and I have had
assignments in a number of different disciplines of security, to in-
clude personnel, physical, technical, and protective security.

The original purpose of my detail assignment, which actually
began in October 1999, was to serve as an adviser and a deputy
to the FBI security programs manager. That 15-month time period
between my initial assignment and the arrest of Robert Hanssen
gave me a unique opportunity to view the FBI security program
through the lens of an outsider. Additionally, as I will mention, I
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have also brought in other outsiders from the intelligence commu-
nity to help us in this transformation of the FBI program.

As I said, in the late 1999, early 2000 timeframe, we initiated
a self-assessment of the security program. There was clearly a rec-
ognition that the program was fragmented and was dispersed
across many different divisions at the FBI. It lacked an integrated
vision and security initiatives were often poorly coordinated, ineffi-
cient and not as effective as possible. Additionally, seven specific
areas within the program were identified for more intense focus.

The security program developed a program plan in order to ad-
dress these deficiencies, and various management and operational
processes were either initiated or modified in order to improve the
delivery of security services. Also, as a result of this review, Deputy
Director Pickard in May 2000 established the FBI Security Council
in order to facilitate the development of an integrated and unified
strategic security vision for the FBI.

In the wake of Robert Hanssen’s arrest on espionage charge, as
you all know, Director Freeh implemented a number of immediate
actions, one of which was asking Judge Webster to begin his review
of the security program and to recommend improvements. In addi-
tion, there were a number of other interim security enhancements
started; specifically, a process for a more enhanced review of our
automated case support system and the access that people had to
sensitive files in that system.

We have initiated a limited expansion of our polygraph program
and we have implemented other measures that are designed to ele-
vate the status of security within the FBI and to begin the process
of changing the security culture at the FBI, which is imperative.

Additionally, as I mentioned, there was a considerable effort to
bring in support from across the intelligence community. We now
have officers detailed from CIA and the National Security Agency,
and they are helping us to develop a robust security education and
awareness program, which is one of the best investments an agency
can make in terms of improving their security program. We are
also reviewing the handling, storage and processing of sensitive
compartmented information, and working to establish a profes-
sional security cadre at the FBI.

As far as the future, the seven focus areas that I have mentioned
where we are concentrating our effort and were developed actually
prior to the Hanssen arrest have led to a detailed, comprehensive
and integrated security enhancement program that contains many
initiatives designed to address those focus areas. Nothing we have
discovered to this point subsequent to Hanssen’s arrest would
change the need for the security enhancements that we have iden-
tified.

Additionally, the enhancements have been prioritized in an order
that we believe reflects the seriousness of the gaps or focus areas
that need to be addressed. Now, while these have been prioritized,
it is important to understand that we can’t pick and choose. We be-
lieve because of the interdependence of these enhancements that
this should be looked at systematically as an integrated program.

Additionally, it is important to realize that these changes are
going to take some time. The recommendations and the additional
deficiencies that we may identify as our review continues and the
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reviews of Judge Webster and the Department of Justice Inspector
General, will most likely mean that other enhancements will be
proposed. So the plan that we have is a very dynamic plan and it
is something that as of today we believe is the best approach for
addressing these focus areas.

In summary, no security program can absolutely prevent a trust-
ed insider from deciding to compromise the Nation’s secrets. What
we intend to do is to develop a program that provides a significant
level of deterrence so that those persons who are thinking logically
may think twice about the decision to spy, and also to have a sys-
tem that, if somebody does decide to compromise information,
quickly identifies the individual and also minimizes the damage
that may occur as a result of the compromise.

[The prepared statement and an attachment of Mr. Senser fol-
low:]

STATEMENT OF KENNETH H. SENSER, ACTING DEPUTY ASSISTANT DIRECTOR, SECU-
RITY PROGRAMS AND COUNTERMEASURES, FEDERAL BUREAU OF INVESTIGATION,
WASHINGTON, D.C.

Good morning, Chairman Leahy, Senator Hatch and other members of the Com-
mittee. I am pleased to appear this morning to discuss the very important matter
of the review of the FBI Security Program and its transformation to a world-class
operation capable of addressing the formidable threats facing the Bureau, a process
that began in late Fall 1999 and accelerated after the arrest of Robert Hanssen. The
recent arrests of Hanssen and James Hill should leave no doubt that there are com-
mitted adversaries with the intent and capability to harm the interests of the FBI
and the United States. As the premier domestic agency conducting criminal, coun-
terintelligence, and counterterrorism investigations, the FBI is an attractive target
for a wide variety of opponents who continuously strive to impede investigative op-
erations, obtain sensitive information, and initiate and implement reprisal actions
against Bureau personnel or facilities. For this very reason, the details I provide its
this public briefing will be very general to prevent outlining a roadmap for those.
persons intent on harming our country’s interests. Suffice it to say, that we have
conducted a detailed analysis and, as I will outline, identified and began addressing
15 categories of security areas that need to be bolstered, redesigned or, in some
cases, established for the first time. I am available to present, in a closed session,
a more substantive description of both those areas of the FBI Security Program that
require intense focus and the detailed enhancement plan we have formulated to im-
prove the Bureau’s security posture. Your staffs have received an in-depth briefing
of the problem areas identified and the actions being taken.

BACKGROUND

In late March 2001, Director Freeh took a number of internal security enhance-
ment actions to include the appointment of a task force of Assistant Directors (ADs)
to ensure the complete identification and effective implementation of a number of
interim security enhancements begun shortly after Hanssen’s arrest. Director Freeh
also charged this task force, chaired by Bob Dies, AD Information Resources Divi-
sion, with identifying and implementing any other interim changes that may be ap-
propriate to enhance the FBI's Security Program and are sufficiently urgent so as
to not await the outcome of either Judge Webster’s review or that of the Department
of Justice Inspector General.

In mid-April 2001, the security task force concluded that the FBI as a foundation
for a robust internal security program must have a single executive manager re-
sponsible and accountable for the entire security “enterprise”. The existing security
program function was fragmented throughout a number of different divisions and
there was nobody overseeing the various security “puzzle pieces”. The initial rec-
ommendation of the task force to Deputy Director Tom Pickard was that the exist-
ing security program be separated from the National Security Division as a stand-
alone entity, reporting to the Deputy Director, and that an executive manager be
identified to specifically direct and be accountable for the security program. The
task force also recommended that a formal process be established to consistently es-
tablish, implement, technically support, enforce, and educate personnel regarding
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security policy. Deputy Director Pickard and Director Freeh immediately adopted
these recommendations.

I was then selected to lead the total transformation of the FBI’s Security Program,
as well as, oversee its day-to-day operations. I am a Senior Intelligence Service offi-
cer detailed to the FBI from the Central Intelligence Agency (CIA). My 18-year ca-
reer with the CIA has been exclusively within the security field and I have served
assignments in the disciplines of personnel, technical, physical, and protective secu-
rity. The original purpose of my detail assignment, initiated in October 1999, was
to serve as a deputy and advisor to the FBI Security Programs Managei. The 15
months between the start of my detail assignment and the arrest of Hanssen gave
me the unique opportunity to view the FBI's security apparatus using the lens of
an “outsider”. As I will mention later, other outside experts have been detailed to
the FBI to assist in this critical endeavor.

My responsibilities include identifying the necessary security processes (“puzzle
pieces”) and ensuring that each one has an “owner”. The process owners will develop
the security policy statements and other supporting documentation which will re-
quire the approval of at least two FBI executives, one of which will always be mine,
before final review and approval by the Deputy Director or Director.

BASIC SECURITY

An effective security program utilizes the principles of risk management. It is im-
practical and cost prohibitive to attempt to remove all risk from operations. Risk
management is the process of selecting and implementing countermeasures to
achieve an acceptable level of risk at a reasonable cost. Applying risk management
within the security discipline involves:

¢ The collection and evaluation of accurate and detailed information per-
taining to:

¢ The nature and value of assets being protected.

* The degree of a specific type of threat.

¢ The extent of the related vulnerabilities.

¢ The identification and evaluation of risks.

. IIA{ cost-benefit analysis of countermeasures to mitigate specific selected
risks.

When countermeasures are applied to mitigate the risk, they are done so in a lay-
ered manner. These layers, or “rings of security”, are constructed from the outer-
most perimeter to the asset itself. Countermeasures must be integrated and consid-
ered in a systems approach. To do otherwise potentially allows the adversary to
identify the vulnerabilities that were not properly addressed, thereby negating the
positive effect of the countermeasures that were applied.

PRE-HANSSEN SECURITY REVIEW

In early 2000, the Security Program initiated a self-assessment of its Program.
There was a recognition that the Program was fragmented and dispersed across sev-
eral different divisions. It lacked an integrated vision and security initiatives were
often poorly coordinated, inefficient, and not as effective as possible. Additionally,
seven areas within the Program requiring greater focus were identified. The Secu-
rity Program established a Program Plan designed to address these deficiencies.
Various management and operational processes were initiated or modified to im-
prove the delivery of security services.

As a result of this review, Deputy Director Pickard established the FBI Security
Council in May 2000 to facilitate the development and maintenance of a unified,
strategic security vision. The purpose of the Council was to address Bureau-wide
operational and policy issues that impact the FBI Security Program. The Council
discussed a number of issues, to include; the status of FBI efforts to certify and ac-
credit its information systems; strategies to improve information assurance; and op-
tions for consolidating responsibilities in various areas, such as, communications se-
curity and background investigations.

POST ARREST ACTIONS

In the wake of the arrest of Robert Hanssen on espionage charges, Director Freeh
asked Judge William H. Webster to conduct a thorough review of the FBI’s internal
security functions and procedures and to recommend improvements. As a former
FBI Director, CIA Director, and Director of Central Intelligence, Judge Webster is,
of course, uniquely qualified to undertake this review. Judge Webster has assembled
an impressive team of highly crederitialed individuals to assist him in conducting
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this review. Those members are: Clifford L. Alexander, Jr., Griffin B. Bell, William
S. Cohen, Robert B. Fiske, Jr., Thomas S. Foley, and Carla A. Hills. The FBI is com-
mitted to providing Judge Webster and his team complete and timely access to FBI
records, personnel, and resources to complete this task.

Judge Webster has also established a team of investigative attorneys to assist in
this review. Those attorneys are currently conducting interviews and reviewing doc-
uments in order to formulate recommendations to improve FBI security policies and
procedures. We welcome their recommendations and are committed to implementing
them as expeditiously as possible. I maintain regular contact with representatives
of the review team to keep them informed of proposed security enhancement initia-
tives.

The following interim security enhancements have been initiated:

Enhanced Computer Audit Procedures. Some of the FBI’s most sensitive informa-
tion is contained in electronic case files in the Automated Case System. Access is
determined both by one’s assignment and restrictions placed when the case is
opened or data entered.

Director Freeh instructed our personnel to implement regular reviews on our most
sensitive cases -reviews that can highlight all individuals who have looked at the
case files—so that the case agents and their supervisors can be responsible for as-
suring these cases are being accessed by only those with a need to know.

The FBI's Electronic Case File (ECF) Document Access Report (DAR) shows ac-
cesses to all documents in a particular case file for a specific period of time. The
DAR shows the user who conducted the captured activity, the date and time, and
the actions taken (e.g., list serials, view text, print, or download).

Case Agents assigned to the most sensitive investigations will review the DARs
every 90 days and, with their supervisors, will be responsible for resolving unex-
plained accesses. As part of the resolution process, the Agent and his supervisor
may decide that more frequent monitoring of a specific case is warranted to deter-
miI&e whether accesses were anomalous and accidental or repeated and unauthor-
1Zed.

This procedure should act as a strong deterrent as well as identify unusual en-
tries into sensitive files. It will not stymie the flow of information necessary for ef-
fective counterintelligence. If this monitoring system had been in place, Hanssen
would have known that every time he accessed a case or program as a result of
“surfing,” his entry would have been identified to the case Agent and questioned.
And even though Hanssen did not conduct an unusual number of searches against
FBI records, the fact that he was conducting these searches at all would have been
immediately apparent and raised suspicions.

Expanded Polygraph Program. Currently, the FBI conducts polygraphs of all new
employees prior to them beginning their service. In addition, individuals with access
to certain sensitive programs or cases are polygraphed and, of course, the polygraph
is used during serious internal inquiries to resolve unexplained anomalies and ambi-
guities.

As an interim measure, we identified for periodic polygraph examination those in-
dividuals who, by the nature of their assignment, have broad access to the FBI’s
most sensitive information. This includes any level of employee in any occupation
who has access to our most sensitive information, such as data base administrators.
In addition, we are conducting polygraph examinations of those employees leaving
for and returning from permanent foreign assignments. These polygraph examina-
tions are essentially complete. A more significant proposal for expanding the poly-
graph program is currently being reviewed by the AD security task force.

Judge Webster will closely examine the entire polygraph issue to include random
polygraphs and inclusion of the polygraph as part of the five-year reinvestigation
every employee now undergoes.

As there are elsewhere in the Intelligence Community, there will be unexplainable
false positives and, as we saw in the Ames case, false negatives. On balance, how-
ever, we believe the potential for damage to be done by traitors outweighs these con-
cerns. Accordingly, Director Freeh implemented this interim step with the full ex-
pectation that Judge Webster will examine this issue in its entirety and make fur-
ther recommendations.

Enhanced Reinvestigation Analysis. In order to practice sound risk management,
the FBI will devote additional resources to the reinvestigation process of those em-
ployees assigned to positions with sensitive access. Director Freeh mandated that
an enhanced analysis capability within the Security Program be established to con-
duct security adjudications and to resolve any anomalies resulting from the reinves-
tigations of persons with access to the most sensitive FBI information A separate
unit was established within the Security Program for this purpose. The unit will
also serve as the point for CI security integration. It is in the process of being
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staffed. A cadre of nine contractors (retired FBI Special Agents) is already onboard
and preparing their analytical work to support this program.

Other Measures Implemented. In addition to the ongoing efforts discussed above,
Director Freeh directed implementation of the following changes to facilitate the
continued incorporation of security into the FBI culture so that it is recognized as
an integral part of operations:

¢ The security officer(s) in each Field Office will report directly to the As-
sistant Director in Charge or Special Agent in Charge to ensure that secu-
rity issues are afforded the appropriate level of Executive attention.

¢ Each Assistant Director in Charge and Special Agent in Charge will es-
tablish a Security Council, modeled on the FBI Security Council, to provide
a forum for addressing security issues affecting their components. These Se-
curity Councils will include both support and Special Agent personnel and
will provide a broad representation of the respective Field Offices and
Headquarters components.

¢ The Training Division, in conjunction with the Security Program, will
provide a greater focus on security, particularly with regard to operational
security, during FBI Special Agent and new employee training programs.
¢ The Security Program conducted a Bureau-wide training conference for
Security Officers in June at Quantico to ensure that Security Officers are
better prepared to exercise their important responsibilities. The Security
Officers were also given the opportunity to meet with representatives of the
Webster Commission to discuss the security situation at the FBI.

Interagency Support. Professional security officers from the Central Intelligence
Agency (CIA) and the National Security Agency (NSA) have been detailed to the Se-
curity Program to assist in: (1) developing the security education and awareness
program; (2) reviewing the handling, storing and processing of Sensitive Compart-
mented Information (SCI); and, (3) establishing a professional career development
and training proposal for the FBI Security Officer. In addition, FBI field Security
Officers are currently TDY to headquarters to assist in this effort.

Security Education and Awareness:

e In coordination with the Inspection Division, a “Back to Basics” training
day is scheduled throughout the FBI to address the critical issues facing
the FBI, to include security. A lesson plan has been developed to ensure
important security policy and procedures are consistently and clearly un-
derstood by all FBI employees.

Security Education and Awareness training materials are being sent to FBI field
offices from other intelligence community members to establish a resource library
that will enhance employee awareness of security procedures. Creation of FBI spe-
cific security awareness materials are underway.

SCI Security:

e The FBI is currently reviewing its SCI handling procedures to ensure
compliance with intelligence community standards. This effort is being led
%}173 Ia CIA officer that includes a written survey of all SCI activities in the
¢ Understanding the need for SCI access by senior FBI officials, two Sen-
sitive Compartmented Information Facilities (SCIFs) are being constructed
and accredited on the 7th floor of FBI headquarters. In addition, six Secure
Working Areas (SWAB) are being established to ensure secure and ready
access to SCI materials reviewed by the Director, Deputy Director, and As-
sistant Directors.

Professional Development and Training for the FBI Security Officers:

¢ An updated Security Officer’'s Manual has been produced that includes a
“cookbook” to assist the security officer in implementing security policies
and procedures. This practitioners’s guide will address the immediate train-
ing needs for the FBI field Security Officer.

¢ A study is underway to evaluate the process for selection, retention, and
development of highly skilled candidates for the FBI Security Officer posi-
tions. An examination of a career path for professional Security Officer is
being conducted.

THE FUTURE

Using the seven focus areas identified during the pre-Hanssen review of the FBI
Security Program, I have overseen the development of a detailed, comprehensive,
and integrated set of security enhancement initiatives. Nothing yet discovered sub-
sequent to the arrests of Hanssen or Hill change the need for the security enhance-
ments already identified. The enhancement initiatives have been assigned to 15
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prioritized categories. It will take time to transform the FBI Security Program.
While the initiatives are prioritized, it will not be effective to cut the proposal into
pieces. They are interdependent. Additionally, I anticipate that other security defi-
ciencies will be discovered as our comprehensive review, and those of Judge Webster
and the Department of Justice Inspector General, continues.

SUMMARY

No security program can absolutely prevent a “trusted insider” from making the
decision to compromise this organization and the country. However, it is our goal
to provide a significant level of deterrence; potentially influencing those persons who
are thinking logically. We also intend to create a system that will result in the abil-
ity to more swiftly detect those persons who do choose to compromise sensitive infor-
mation and to minimize the damage resulting from the compromise. To be success-
ful, we must and are changing the security “culture” at the FBIL. It will also take
this Committee’s support.

Mr. Chairman, I appreciate the opportunity to address the Committee and look
forward to our continued collaboration to reach our mutual goal of a secure FBI.
Only then can we achieve the success necessary to ensure the continued security
of this great nation.

——

U.S. DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION
WASHINGTON, D. C 20535

July 23, 2001

Honorable Patrick J. Leahy
Chairman

Committee on the Judiciary
United States Senate
Washington, D.C. 20510

Dear Mr. Chairman:

Thank you for the opportunity to testify before your Committee last week to de-
scribe the significant deficiencies in the FBI Security Program and the steps being
taken to address them. As I have reflected on what was said, and after speaking
with persons who are more familiar than I with the current state of the FBI’s prop-
erty accountability system, I want to correct my testimony on one point.

Relative to the FBI’s ability to control laptop computers, you asked me:

“Is there a system in place today so if you have a computer with classified
information that somebody in the FBI can say at 2 o’clock this afternoon
’I know where every one of the computers is with classified information and
who has them?"”

My answer was: “Today, yes, that is true.”

While that certainly is a reasonable objective for a property accountability system,
I have learned subsequent to my testimony that the level of control outlined in your
question is not possible today at the FBI. Work continues to tighten the property
controls so that assurances can be made regarding the status and physical location,
at any time, of all accountable FBI property. This includes laptop computers.

I regret any misunderstanding I may have caused as a result of my error. I con-
tinue to look forward to working with you and the Committee on this very impor-
tant matter.

Sincerely yours,

KENNETH H. SENSER
Acting Deputy Assistant Director
Security Programs and Countermeasures

Chairman LEAHY. That is the point that concerns me the most.
I agree with you on the question of the trusted insider. In any or-
ganization as large as the FBI, that is a problem you are going to
have. But also within that organization, as large as it is, you have
a smaller universe of people who have the most sensitive informa-
tion. What bothers me is not so much what you describe is being
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planned with the review in the future. What bothers me is a man-
agement culture that did nothing about this problem a long time
ago.

Mr. Dies, yesterday, as you know, my office and everybody else’s
office here was informed, as was the public, by the Department of
Justice that the FBI currently has 449 weapons unaccounted for.
Most of them are handguns; some are shotguns and machine guns.
I realize that is out of a total of 490,000 weapons owned by the Bu-
reau. As I mentioned earlier, I am very concerned about the 184
unaccounted-for laptops, including 4 purportedly used for classified
information.

Do you know when the FBI first became aware of this?

Mr. DiEs. No, I don’t. Other people might, but I don’t. I am sure
we can get you briefed on it.

Chairman LEAHY. Well, it would be interesting to find out when
this first came to the attention of the FBI. To his credit, the Attor-
ney General has discovered the situation and he is going to take
a number of steps, such as requiring a Department-wide check to
account for all weapons.

Mr. SENSER. Mr. Chairman, I have some information on that
topic.

Chairman LEAHY. Go ahead, Mr. Senser.

Mr. SENSER. As I mentioned earlier, the FBI established the Se-
curity Council in May of 2000. As part of some of the initiatives
that the Security Council began to look at, one of them was the no-
tion of protection of computers and life cycle controls on the com-
puters, as well as the protection of laptop computers.

This led actually to a series of recommendations that were ap-
proved and disseminated to the FBI population in early 2000 rel-
ative to the emphasis on control of laptops and the information
that they process. As part of that review, it became apparent that
there were issues with the accounting system for laptops, and the
focus began on trying to identify situations where information
might have been lost or classified—

Chairman LEAHY. By “issues” you mean they didn’t know where
all the laptops were?

Mr. SENSER. Yes, in the sense that in a lot of cases it was impos-
sible to even make an assessment because the records were such
that you could not tell whether the equipment was properly dis-
posed of or not, who used the equipment, what it was used for, and
SO on.

Chairman LEAHY. Would everybody agree this is a serious prob-
lem with regard to the FBI’s security information and technology
programs?

Mr. SENSER. Absolutely.

Chairman LEAHY. Mr. Dies, you, too?

Mr. DIEs. You bet.

Chairman LEAHY. Are we going to find a better way to track
guns and laptop computers?

Mr. DiEs. It is a combination of having a better system in place
to help them, but it is of no use if you don’t follow the system. So
when people have an asset assigned to them and that asset goes
out of service, you log it in as out of service. You don’t forget to
log it in and people are held accountable for the results.
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Chairman LEAHY. Now, let’s be clear on this. You can put the
systems in, but I think your last point is the important one. Some-
body has got to be held accountable. Who is held accountable?

Mr. DIES. Do you want to take that?

Mr. SENSER. Well, at the time actually there was nobody held ac-
countable in the sense that the FBI policy was very clear on the
control of laptop computers, and more specifically any laptop com-
puters that might be used to process classified information.

Chairman LEAHY. You are saying nobody is held accountable, so
you could have laptops with classified information and you sort of
leave it up to the person who is holding it to make sure they are
turned in when they are supposed to be?

Mr. SENSER. Well, what I am saying is—

Chairman LEAHY. We have got a much better system than that
here in the Senate.

Mr. DIES. There is an automated system which is supposed to
track all of our properties over $500, for example.

Chairman LEAHY. I don’t care about the $500. I mean, you could
have a $100 Palm Pilot with classified information on it. I am not
doing an accounting system here. I want to know, is there a system
in place today so that if you have a computer with classified infor-
mation, somebody in the FBI can say at two o’clock this afternoon
I know where every one of the computers is with classified informa-
tion on them and who has them.

Mr. SENSER. The answer is today, yes, that is true. As I men-
tioned, in early 2001 there were four recommendations put forward
based on the work of the FBI Security Council, one of which was
to reemphasize to all FBI employees the importance of the protec-
tion of laptops and the information they process.

The second was to ensure that our Inspection Division on all au-
dits and inspections of field offices do a 100-percent accounting of
the laptops assigned to that entity. The third was to report to our
Office of Professional Responsibility any laptops that were identi-
fied as missing or stolen. And the fourth was to institute a process
whereby every 6 months the computer specialists for those offices
physically put their hands on every laptop, reviewed those laptops
for viruses and to ensure that the software was appropriate, and
to do a check of the security of those laptops.

Chairman LEAHY. As one who has sat on this Committee for 25
years and observed the FBI for 25 years, there is good news and
bad news. The good news is I am sure that the people who would
normally be handling these laptops with this classified material are
themselves going to be very careful of it. I have seen FBI agents
in very difficult, highly classified operations; I have talked with a
number of them. I am convinced that they would be protecting this
information with their lives, if necessary, especially if the security
of the United States is involved.

What I want, though, is something so that if you do have a
Hanssen or another person with bad intentions that they know
these things are being tracked, and we know that the laptops are
not going to be inadvertently left where somebody else might find
it. That is my concern.
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You have got to have both the electronic checks that are avail-
able, but you have also got to have the ability to go and find when
somebody is outside the loop and be able to identify them quickly.

Mr. Kelly, you referred to problems with the 20 special agents-
in-charge in the Customs Service scattered across the country. I
think the term you used was “entrenched careerists.” The FBI has
almost three times that many SACs, and they each report, as I un-
derstand it, separately to FBI headquarters.

Now, we saw the problems with McVeigh. They failed to produce
records, even though the Director had given an order that they had
to. In the Wen Ho Lee case, a field office lacked counterintelligence
resources and then disregarded FBI headquarters orders in an es-
pionage case.

You adopted a regional structure in the Customs Service, but you
know how strong field office autonomy is in the Bureau. Do you
think the new Director should challenge the autonomy of the SACs
and put a regional structure in place?

Mr. KELLY. Mr. Chairman, I think it worked for Customs. Again,
it is a far-flung organization that is in 24 foreign countries and 100
RAC offices. I think what we needed in headquarters was real-time
information. We weren’t getting it. It was very reactive. If you
wanted to find out about a case, it took days to get that informa-
tion up.

I think that structure should be explored. I think, as I say, it has
been helpful. You are able to hold people accountable in a much
more direct way for a whole host of issues. Perhaps it is even prop-
erty management, those sorts of things. I just believe, in law en-
forcement, in a much tighter span of control.

Again, there has been this notion of empowerment, pushing
power down. I think in the unique law enforcement field, that has
to be examined closely because, as I said, we have the authority to
arrest folks. Obviously, the FBI is talking about very sensitive in-
vestigations concerning national security. In Customs, we were con-
cerned about personal search and how do you have uniform policies
throughout the country.

I would just simply suggest that that structure be examined. It
gives the CEO of whatever agency you are talking about the ability
to talk to a smaller number of people and get real-time informa-
tion, and hold them accountable and responsible again on a real-
time basis.

Chairman LEAHY. These things all kind of come together in a
way, and one of the reasons for these hearings is to find out how
we can do it better. This Committee and the members of this Com-
mittee have supported huge increases in money for the FBI, some-
thing that is not going to continue unless there are improvements.

Mr. Dies, you came to the FBI from industry and you were asked
to put together a new technology program. You said, if I recall your
testimony correctly, that the FBI did not make any meaningful im-
provements in its information technology in over 6 years and its
computers were often incompatible. There is not a successful orga-
nization in business in the world that is not doing improvements
where you can at least talk to each other and updating their com-
puters.
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Now that you are familiar with the current status of the FBI
computer systems, can you identify problems that contributed to
Robert Hanssen’s ability to spy for the KGB for over 15 years from
within the FBI? And if there are parts of this that you are going
to have to give us in a classified area, be sure and tell us that and
we will arrange to do that.

Mr. DIiEs. Let me say in a general sense that the technology se-
curity that was there was not specific enough, it was not granular
enough. It was not always executed with management practices
and follow-up as it should have been. I think the details of it we
might be better off having in a closed session.

Chairman LEAHY. Is it fair to say, though, that you did find a
number of things that, had they been done differently, would have
at least greatly hampered Mr. Hanssen’s ability to escape detec-
tion?

Mr. DiEs. It is certainly true that I have recommended they
change some things so that things like this might be handled in a
little more expeditious fashion.

Chairman LEAHY. I think we understand each other.

Senator Grassley?

Senator GRASSLEY. Mr. Chairman, I would like to take some of
my time for a statement, if I could.

Chairman LEAHY. Of course.

STATEMENT OF HON. CHARLES E. GRASSLEY, A U.S. SENATOR
FROM THE STATE OF IOWA

Senator GRASSLEY. First of all, it would be to thank you for doing
a good job of oversight on this issue. I don’t think we have spent
enough time on oversight, and I think when we don’t, then we don’t
fulfill our constitutional responsibilities and bureaucracy has a
longer leash.

In the case of the FBI, I think too often we have melted before
the FBI Director, who is called up here and asked some softball
questions. The FBI usually goes away with more money, more
power, and not any change in culture. So I thank you for doing
this.

It was almost 1 month ago that we met in this room to discuss
ways in which we might help the FBI regain the confidence of the
American people. While there is much work yet to be done, as evi-
denced by the latest situation involving weapons and laptops com-
puters, we are beginning to see some positive results.

First, President Bush has nominated Deputy Attorney General
Robert Mueller to be the next Director. I had an opportunity to
meet with Mr. Mueller last week and discuss with him several con-
cerns that I have with how the Bureau has been managed over the
last several years. I look forward to that confirmation hearing,
where I will further assess his ability to make vital and necessary
changes and eventually make up my mind on how to vote on his
confirmation.

Second, I commend Mr. Ashcroft for the action he took last week
to enlarge the jurisdiction of the Office of Inspector General. I have
been saying for years that the FBI should not be allowed to police
itself, and obviously I am encouraged by this new step toward the
establishment of a free and independent oversight entity.
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But I would also add a word of caution. These changes result
from an administrative order, as you have said, and there is a need
to put them in law, codify them. This is particularly essential with
respect to whistleblower protections, which I am pleased to see
were also addressed in the administrative order. But I think also
not only should they be codified, but they fall far short of offering
sufficient protection against retaliation of FBI personnel coming
forward with protected disclosures.

I would like to make one thing very clear which is a concern of
mine as I work on FBI reform. The comments that I make about
the FBI should not minimize the great sacrifices made everyday by
hard-working FBI agents and support personnel.

I received a call, for instance, last week from a special agent-in-
charge. He and some of the folks in his office were concerned about
some of the comments that I have made about the FBI. I told the
special agent-in-charge that I believed the great majority of men
and women in the FBI serve their Nation proudly, that the FBI
works best when it sticks to the fundamentals, and that is to find
the truth and let the truth convict.

But I also told him they deserve an organization that has integ-
rity and incredibility, and it is the FBI management system that
is broken. The system that is now in place does a real disservice
to the hard-working agents on the street.

The FBI has an institutional arrogance in the way that it deals
with its own employees, Congress, and its fellow law enforcement
agencies. Part of this arrogance lies with the Bureau’s propensity
to place image and publicity before basics and fundamentals. An
example is holding news conferences in high-profile cases before
the investigation is complete and all the facts are in.

It is also a type of arrogance that the General Accounting Office
recently encountered when they found it took an average of 66 days
to just set up an appointment with officials at FBI headquarters.
Certainly, this arrogance is further supported and reinforced by the
organizational structure at the Bureau. I believe it is vitally impor-
tant for the next Director to recognize the need for change in this
structure.

As I think we will see from testimony today, it is clear that a
double standard exists within the FBI, one for senior officials and
another for rank-and-file. It has been a well-known practice within
the Bureau for many years that senior officials and rank-and-file
agents are given different punishment for similar misconduct or of-
fenses.

When line agents are routinely given penalties that are by the
book, senior officials are routinely given a slap on the wrist. This
has been a classic example of the fox guarding the hen house. Sen-
ior FBI officials are given the responsibility for adjudicating the
misconduct of their peers. The problem is these senior officials be-
come so blinded by the need to protect the reputation of their peers
in the Bureau that they fail to realize the consequences of their ac-
tions bring far more damaging results.

The organizational structure of the FBI and the manner in which
the Bureau manages its people and programs only serves to con-
tribute to this unbalanced, obstructive condition. If there is anyone
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who still wonders what I mean when I talk about the FBI culture
of arrogance, I can think of no better example than this.

One can only imagine the kind of effect that this double standard
has on morale within the agency. Clearly, this situation would be
destructive in any setting, but it has become particularly dev-
astating to individuals at an institution who are sworn to uphold
truth and justice.

Let me give you an example of just how pervasive this problem
is within the FBI. We had an internal survey that found that less
than 5 percent of the FBI agents sampled indicated an interest in
promotion to FBI headquarters, and of non-SES agents who have
already been assigned to FBI headquarters, less than 6 percent
sampled believe that the experience was positive.

Another by-product of this institutional arrogance comes at a sig-
nificant cost to the American taxpayers. The mishandling by the
FBI of situations such as Dr. Fred Whitehurst and Mr. Tom Stew-
art have cost the taxpayers $1 million and $6 million, respectively.
Settlements such as these can highlight deeper problems with an
agency.

For that reason, I am sending a letter today to Attorney General
Ashcroft asking for a detailed list of incidents in the past 5 years
in which the Department of Justice has made a payment of over
$25,000 to either private citizens or Government employees, be-
cause Congress has a duty to know what disciplinary actions are
being taken against those Federal employees who may have caused
significant expenditures of taxpayers’ funds.

A failure to properly discipline inappropriate actions by a Justice
Department employee can send the wrong message to all employ-
ees, and I believe this information will provide a better under-
standing of the concerns about the disparity of treatment between
SES and the rank-and-file employees within the FBI.

The erosion of trust in the FBI is happening both from inside as
well as outside the FBI. We now have a historic opportunity to help
the FBI regain the trust and confidence of its own agents, as well
as the American people. We already beginning to see some progress
and I look forward to continuing to help the FBI and its next Direc-
tor regain that trust.

I would also like to make a comment about the latest mishap to
you, Mr. Dies and Mr. Senser, representing management today.
The history of the FBI’s cooperation with outside entities, including
Congress, leaves much to be desired. The investigation that will be
performed by the Department of Justice Inspector General into lost
or stolen weapons and laptops at the FBI will be the first under
this new Attorney General’s order.

I suggest to both of you that you view this as an opportunity to
change the tactics of the past and fully cooperate with the Inspec-
tor General’s investigation. I, for one, will follow the investigation
very closely not only because I want to know what happened, but
also to see if this investigation cooperation is done in a very usual
way.

I believe it was a Supreme Court Justice who once said that sun-
shine is the best disinfectant. Perhaps we should have the Govern-
ment Printing Office print this slogan and put it in every office
that we have.
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I guess I will only have time for one question, so this will be to
you, Mr. Dies, and it is regard to the computer-related problems
that you talked about. Without addressing the management that
oversees those problems, I don’t really think you have solved the
real problem. So how is the FBI addressing the management of
these systems?

For example, to blame the delay of the McVeigh documents on
computer glitches, I think, would be to look at the wrong place. You
have got to look at the management of the systems as well as the
systems.

Mr. DiEs. I think Director Freeh was very candid when he said
this was not a computer problem, this was a management problem
on the McVeigh document case, short and simple.

From the computer and support side, I can make things easier
for the people to use. I can make it easier for them to do things.
If they don’t execute what they are told to execute, it will do little
good. So we can put the systems in place to help them, we can
make it less burdensome, we can make it easier for someone to op-
erate within the defined environment. Executing as you are told to
is not a computer problem; that is a management system problem.

Senator GRASSLEY. Thank you, Mr. Dies. Thank you, Mr. Chair-
man.

Chairman LEAHY. The Ranking Member has arrived from his
other hearing. I just checked with him and, with his permission,
we are going to go to Senator Durbin, who has been waiting here,
next for questions. Then we will go to Senator Hatch, who has both
questions and an opening statement.

Senator Durbin?

Senator DURBIN. Thank you very much, Mr. Chairman, and
thank you for this hearing. It is certainly timely.

I want to thank this panel and I want to join in acknowledging
Mr. Kelly’s presence here. When I first came into the U.S. Senate,
we discovered a practice in the Customs Service in Chicago that
needed correction, and needed it quickly.

I want to salute you, Mr. Kelly. You didn’t waste any time, you
didn’t come up with any excuses. You made the change in a hurry
and I think it was in the best interests of the Customs Service and
our Federal Government. That kind of decisive leadership is rare
in Washington. You did a great job for your country with the Cus-
toms Service, and thank you for being here today with your sugges-
tions.

As I listened to the testimony here from this panel, and I respect
the fact that you are all here bringing us information about what
is going on, it is clear to me that the FBI has not been starved for
funds. The FBI has been starved for leadership.

It is hard to believe that the situation has disintegrated and de-
teriorated to the point that it has at this once great institution
where so many men and women, 25,000-plus, who put their lives
on the line for the country and are dedicated people, could allow
this situation to reach the point that it has today.

How did this great agency fall so far so fast, or has this been
there for such a long time and it has been carefully concealed? Can
the Federal Bureau of Investigation stand up to an investigation?
I think that is what this Committee is asking today.



97

Mr. Dies, for example, there is an article in the Federal Times
here. I don’t know if you saw it, but you may know the individual
who is quoted. His name is Mark Tanner. He is the FBI’s deputy
chief information officer, and it is my understanding he is working
with you on this Trilogy project to try to modernize the information
technology available to the FBI.

Mr. DiEs. He reports to me.

Senator DURBIN. Pardon me?

Mr. DiEs. He reports to me, that is correct.

Senator DURBIN. I think he has been very honest and candid in
this interview and I would just like to get your reaction to a couple
of things he said.

I quote from the Federal Times article: “While Tanner is happy
to bring his fellow agents the benefits of modern technology, he oc-
casionally get frustrated by the bureaucratic procedures that come
with a headquarters position. ‘The budget process is difficult,” he
says. ‘There are so many layers of oversight and each person in the
chain thinks their job is to cut your request, not refine it or under-
stand what is really needed.”

He is asked at one point, “Is there any part of this job that came
as a surprise to you?” And he says, “I was surprised by the length
of time it takes to gain support for modernization of the FBI infor-
mation technology.” I can’t imagine a business that would tolerate
that mentality through one quarterly earnings report, let alone as
a permanent mind set.

Does this accurately reflect the resistance within the FBI to
change and modernization?

Mr. DiEs. As to your comment about commercial organizations
couldn’t tolerate this, they could, but only for one or two quarters.
They would then be out of business. You either use the competitive
technologies or you don’t exist in the commercial market.

I have only been there a year, but my opinion is there are two
parts to the FBI culture. One part you don’t want to change; the
dedication of the men and women out there is unbelievable. What
they do, day in day out, with no technical support from the systems
side is truly amazing.

All organizations have barnacles and resist change. I don’t think
the Bureau is any different. They have to learn to change. They
have to be willing to accept technology as a tool, if you use tech-
nology, or implement security programs and be accountable for the
results or whatever. So they have a long way to go.

If you have an afternoon to talk about the frustrations of the
budget process or a whole day to talk about the frustrations of the
procurement process, I am at your disposal because it is really a
nightmare if you come in from the outside to try to help.

Senator DURBIN. But what I am asking you is, within the FBI,
are you receiving cooperation in this effort to modernize and
change this mind set and this antiquated technology that can’t
keep up with modern needs?

Mr. DiEs. I am getting all the help I have asked for. It is not
easy. Are there recalcitrants and people dragging their feet? Of
course, there are in any organization. When I have asked for help,
I have gotten what I have asked for and I am comfortable at this
point that we can get it done.
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Senator DURBIN. Mr. Senser, you have been involved in security
and intelligence work with the CIA and now with the FBI. It
strikes me as odd that the CIA, an important intelligence organiza-
tion, apparently was able to modernize and keep up with changing
technology and the FBI was left in the Dark Ages. Can you explain
it?

Mr. SENSER. No. Actually, I can’t explain it, but I think it is evi-
dent when you look at the results. There is a very different auto-
mation environment in the two organizations.

Senator DURBIN. Can you tell me what you mean by that?

Mr. SENSER. Well, in terms of processes, and I will stick to secu-
rity, for example, we have a requirement that says that when
somebody is preparing to travel overseas, they need to file a foreign
travel report so that it can be duly noted and reviewed, brief them
on the hazards, and so on.

At the Agency, the process is electronic. You fill it out online. It
gets sent and approved electronically. It goes to an automated data
base. At the Bureau, it is a paper process. It goes to a paper file,
and that limits your ability from a security and counterintelligence
standpoint, for example, to search data bases, look at windows of
time to see who may have traveled overseas, and so on. So it is just
a very different environment.

Senator DURBIN. Well, let me just say—and I will turn it back
over to the Chairman because I know Senator Hatch is waiting to
make his opening statement—I have made a suggestion with Sen-
ator Specter about the creation of an inspector general for the FBI,
and that inspector general would report to the Attorney General.
There would be no question that that would be the line of com-
mand.

The reason I did that and the reason that Senator Specter joined
me was the belief that there has been a resistance to this sort of
inspection for a long, long time. Although we can point on paper
to all sorts of things that should have caught the problems that we
are seeing in the newspapers every morning, the fact is it didn’t
happen.

There is a wall that has been built between the FBI and the De-
partment of Justice, and the agencies that have been empowered
to look over that wall and find out what is going on have failed.
They have failed miserably. When we can’t find weapons and we
have laptop computers with classified information disappearing,
and when Robert Hanssen—and this was reported in the news-
papers—can put a hacking device on his own computer at the FBI,
hack into his superior’s computer, take down classified information
he wasn’t supposed to see, and then report himself and nothing
comes of it other than his continued betrayal of the United States
and its security, that tells me that the system has completely dis-
integrated in terms of inspectors general and what they are ex-
pected to do.

I am open to suggestions here, but I think merely a nod of the
head and a furrowed brow and a show of concern isn’t enough. We
have got to take a look at this once proud agency and put it back
into the position it deserves.

Thanks, Mr. Chairman.
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Chairman LEAHY. Thank you, and I would tell the Senator from
Illinois I totally agree with him on that.

As I mentioned at the beginning of the hearing, Senator Hatch
was testifying on an extremely important issue at another hearing.
Following our normal custom, we will go to Senator Hatch and
tShen go back to the order they came in, which would be Senator

essions.

STATEMENT OF HON. ORRIN G. HATCH, A U.S. SENATOR FROM
THE STATE OF UTAH

Senator HATCH. Well, thank you, Mr. Chairman. I am delighted
to be with you. I did have to testify in another hearing and it took
this long to get here. I thank you for convening this hearing and
continuing this important oversight effort.

Today’s hearing, with its focus on management issues, is timely
in light of the latest revelations concerning firearms unaccounted
for at the FBI, and 184 missing laptop computers, 4 of which may
contain classified information. This is simply inexcusable. Appar-
ently, this was a department-wide problem during the previous ad-
ministration, as over 500 weapons are also unaccounted for at the
INS.

Lax administrative controls over sensitive materials like these
cannot be tolerated. This is another example of why I think the
FBI would benefit from a commission of outside experts doing a
top-to-bottom review of the agency, as Senator Schumer and I have
proposed.

The latest revelations also highlight the challenges ahead for the
new FBI Director, Bob Mueller, whose nomination I hope this Com-
mittee will consider as soon as possible. I think that needs to be
done.

I applaud President Bush for his choice, and I think that Bob
Mueller will become an excellent Director. He is a principled, dedi-
cated public servant with a proven record in law enforcement and
reform. His no-nonsense style has served him well and helped him
vastly improve the performance of the U.S. Attorney’s office in San
Francisco, and I think he can do the same thing at the FBIL.

There are many issues facing the FBI that I am pleased that to-
day’s hearing is addressing. Technology is not by itself the answer
to all of the problems at the FBI, but it is unquestionably an essen-
tial part of the solution. I am pleased to see that the FBI has
reached outside itself to an industry expert to develop the best pos-
sible system to fit its needs.

Technology, however, is only a tool to enforce policies. It is people
who must set the standards, make the value judgments, and insist
upon adherence to those judgments. I am pleased, therefore, that
we also have with us today a key FBI official who is helping to
shape one set of policies critical to the FBI, and that is internal se-
curity.

I am pleased to have all three of you here today, and all three
of you are giving, I think, very important testimony. But I am talk-
ing right now about Deputy Assistant Director Ken Senser, the
new head of the FBI’s internal security program, who is here to
discuss the FBI’s plan for upgrading its security program.
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Like several key FBI officials, Mr. Senser’s background comes
from outside the FBI. He is an 18-year veteran of the CIA, who
brings an important, independent expert perspective on how the
FBI can protect itself and its operations from internal and external
security headaches.

I also welcome the testimony of the current and former agents
on our second panel, whose testimony will focus on internal dis-
cipline at the FBI and how the investigation and adjudication of
disciplinary matters can be improved.

I applaud Attorney General Ashcroft for taking important and
positive steps last week aimed at addressing misconduct issues.
The Attorney General on his own initiative expanded the role of
the Department of Justice Inspector General and gave that office
original jurisdiction and right of first refusal over all allegations of
misconduct by Justice Department personnel that are unrelated to
the professional responsibilities of Justice Department attorneys
related to their legal work. This is an important step which imme-
diately addresses the problem without precluding additional Con-
gressional action.

Some of the agents testifying here today have expressed concerns
over a perceived double standard under which senior officials at the
FBI are punished less severely than regular agents for the same
infractions. This is a very serious issue and one that former Direc-
tor Louis Freeh tried to address in August of 2000 by taking the
consté'uctive first step of eliminating the separate SES Disciplinary
Board.

I would like to make part of the record a copy of an August 15,
2000, memo from Director Freeh setting forth his basis for chang-
ing the policy.

As described in the memo, some of the disparity in discipline is
also the result of statutes and regulations, and I think it is entirely
appropriate for the Committee to examine this statutory scheme
which restricts the type of discipline that can be given to senior of-
ficials and whether it should be changed to equalize the available
punishments for all employees regardless of rank.

The statutory scheme, however, does not account for all cases of
disparity of treatment. There have been cases where senior officials
have probably been treated too leniently. Senior officials must be
held to the highest standards of conduct. They must set the exam-
ple for the rest of the agency. Any lasting improvements to the
FBTI’s culture will have to be embraced and enforced at the top, and
1I’lthink that Bob Mueller is just the kind of guy who can make this

appen.

One tool I want to give to the new Director is the benefit of an
independent review of the agency by outside experts from a variety
of fields. I have joined with Senator Schumer in sponsoring the FBI
Review Commission Act of 2001, which would established a mecha-
nism for a first-rate group of experts from a variety of fields like
management, technology, and intelligence to do a thorough review
of the FBI and make strategic recommendations to the Director for
improvements. Such an independent group, with no turf to protect
or axes to grind, could really help bring the best practices of the
corporate and scientific worlds to bear on the challenges currently
facing the FBI.
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There will be a lot of suggestions for improvements to the FBI.
Some are underway, others are being developed. We in Congress
are right to scrutinize the plans for reform and to be vigilant in our
oversight. We will not blindly accept changes, but will question and
test them to ensure that they will address the problems which
exist. Through this process and by working in collaboration with
the Justice Department and the new FBI Director, I hope we can
be a constructive part of a revitalization of the FBI.

Mr. Chairman, I for one have been very pleased with the service
of Louis Freeh for these last many years. He inherited an agency
that really was having a great deal of difficulty, and he helped
straighten out an awful lot of things that were wrong about the
agency and did, I think, as good a job as he could under the cir-
cumstances. And his record of major accomplishments is really a
tremendous record, but it is apparent that we still have work to do.

The new Director is going to have the benefit of these hearings
and the benefit of the revelations that have come forth, and I am
hopeful that the new Director, with the help of Congress, will get
the job done and help to restore the agency’s reputation in some
of these areas.

But I don’t want to leave the impression that I was displeased
with Director Freeh’s service. I thought he did a terrific job and I
think most people who know him believe that he did a terrific job
under the circumstances. Does anybody have the ability to solve all
problems? The answer to that in an agency as big as this one is
no, but we have to keep working on it because this is the premier
law enforcement organization in the world and I want to make sure
that these types of problems don’t happen again.

Let me just ask you this, Mr. Dies. Do you anticipate any addi-
tional budget requests for fiscal year 2002 related to technology up-
grades at the FBI, and if so, what will the requests likely be?

Mr. DIES. Senator, the first priority, as I said, is to shore up the
security holes that have become apparent. Some of those are tech-
nology-supported, some of those are personnel-related. We have put
to Justice and OMB the requests. The cycle we are in cued those
requests up in 2003. I think you will want us to move significant
chunks of that up to 2002. I don’t think you want to wait until
2003 to get started on this problem.

So a top priority for the FBI in terms of increased focus and
funding will be to plug the security holes. Behind that would be a
better document management system to correct the kinds of prob-
lems we had with the McVeigh case. Those two things are both, as
I said, currently aimed in this budget cycle at 2003. I as a citizen
would encourage you to let us get started on that a little earlier.

Senator HATCH. Well, thank you. I am really pleased that you
are there. You are a 30-year veteran of IBM and you have been
hired a little over a year ago to supervise and implement the FBI’s
technology upgrades. So I am really tickled to see you in that posi-
tion.

Mr. DiEs. Thank you.

Senator HATCH. Of course, Mr. Kelly, I am very proud of you and
the work that you do. You are doing a great job.

Let me just ask you these two questions, Mr. Senser, and then
I will cease. A key principle of security is defense in depth, where



102

security measures are layered together, as you know. How will you
bring this concept to bear on the revamped security plan at the
FBI?

And then let me just ask this second question, and I will be
happy to repeat it again if you need it. Have you been coordinating
the interim security measures the FBI is taking with the Webster
Commission so that they are aware of what you are doing?

Mr. SENSER. To answer your second question first, we have had
a very close relationship with the Webster Commission, Mike
Shaheen, and talked frequently about the recommendations that
we are developing, as well as the enhancements we have initiated.
So I believe we are very closely aligned and agree on the philos-
ophy and the steps that we have taken to date.

In terms of your first question, this is a very difficult issue to ad-
dress at the FBI in the sense that defense in depth comes from
proper integration of activity. And at the FBI, security is dispersed
through a number of different divisions and there are responsibil-
ities for security at a number of different divisions.

The initial attempt at addressing that took place in May 2000
with the initiation of the FBI Security Council, which was the first
forum that the FBI had to bring these issues together across divi-
sional and organizational boundaries. But we have got to go fur-
ther, and our initiative and our recommendations will address that.

Senator HATCH. Well, I, for one, am happy to have you there,
both of you, and Mr. Kelly as well.

Let me just put in the record some of the major accomplishments
of FBI Director Louis Freeh so that we all understand that this is
an ongoing thing, that we have got to continue to upgrade the
agency, but he did a terrific job while he was there.

So if I can, Mr. Chairman, I will put a list of some of the major
accomplishments in the record at this point.

Chairman LEAHY. Without objection.

It should be noted that these hearings were not designed as a
judgment on the administration of any past Director, but rather
are a long overdue look at some of the inherent problems in the
FBI. This Committee has authorized so many billions of dollars.
We want to have the best, and that is why I have made it a point
to have long talks with both Attorney General Ashcroft and the
soon to be nominated Director, Mr. Mueller, regarding it. In fact,
for that matter, we will be scheduling Mr. Mueller’s nomination
hearing as soon as the President sends the nomination up here.

Senator Sessions?

Senator SESSIONS. Thank you, Mr. Chairman. We are moving to-
ward, I believe, an institutional spasm, a catharsis perhaps, with
the FBI. That happened with the Internal Revenue Service. They
were perceived as being arrogant, separated from the people, and
marching to their own drummer. And I think we went too far with
the IRS. I think what can be shown today is that we damaged that
agency more than we benefited that agency.

I have the greatest respect for FBI agents, and I have known
them personally. Some of them are my closest friends; I have
known them for 15, 20, 25 years. My concern is that we do make
a change. It is time for particularly the middle-level bureaucrats
within the agency to change, to realize that control and secrecy and
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direction all from Washington at their own will is not always
healthy. We need a Bureau that is more responsive to the times
that we are in, Mr. Chairman.

I guess I would just say to you, in this hearing your challenge
is going to be to make sure that Mr. Mueller and the people that
he brings on board and those who are already there realize that we
expect improvement and change, and at the same time not to dam-
age one of the great investigative agencies of all time. I really be-
lieve that. They do so much good work. The agents that I have
worked with over the years—I know them, their integrity, their
hard work, their dedication, but there are some things that are
troubling and it is time to fix them.

Mr. Kelly, I wanted to ask you and confront you a little bit on
your views. I am not sure the regional administrative departments
wouldn’t be helpful. Perhaps that is a very good idea, but what I
am troubled about is a mentality that everything has to be ap-
proved from Washington and that the tendency of the Federal de-
partment head is to believe they must control everything.

McDonald’s controls the quality of their hamburgers and how
long it takes to get them served and so many other things that
they do, but they don’t have somebody watching each individual
store everyday, second-guessing every order for a hamburger.

Is there someplace in there that we could reach an accord?

Mr. KELLY. Yes, Senator, I think there is a middle ground. When
you do have these far-flung, diverse organizations, they do tend to
develop their own policies, their own way of doing business. I think
from my own experience that we imposed an additional level that
I think made policy more consistent and enabled us to get real-time
information at headquarters, which was certainly lagging when I
got there.

That doesn’t mean that they direct every activity by any means,
but you will find—again, I am talking about my Customs experi-
ence—that SACs become very independent, and unless there is, in
my view, some oversight, some communication on a regular basis
to another level of management, there is very little communication.

Now, when something is going to be done, when they are going
to take an action, yes, in the structure that I found they would go
to headquarters. But short of that, there wasn’t adequate commu-
nication. In addition, there wasn’t inspection, and I don’t mean nec-
essarily formal inspection, but there wasn’t an examination of prac-
tices on a regular basis. So I think you can reach something in the
middle where you are not controlling every activity but head-
quarters knows on a real-time basis what is going on.

Senator SESSIONS. Well, one of the things that President Reagan
did that was marvelous—and I came on as United States Attorney
in the early 1980’s—he said we are going to have a local law en-
forcement coordinating Committee, and that coordinating Com-
mittee included the sheriffs and the chiefs of police and the law en-
forcement community, United States Attorneys and all the Federal
agencies, and they would decide what priorities were important for
that community.

What we found is they didn’t always coincide with the priorities
back in Washington. They wanted organized crime, but there might
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not be any organized crime, La Cosa Nostra, in Mobile, Alabama,
but we had other kinds of crime of critical importance.

So I don’t want to get to a situation in which we have some sort
of centralized domination telling every agent what their daily prior-
ities ought to be. I do believe that the SACs should be participating
in these Committees that still exist, developing localized priorities,
and they ought to be respected in that. So there is a balancing act.
I understand that.

Mr. Senser, I have just in the back of my mind over the years
felt that some of the problems in the FBI may be that it has a
major counterintelligence mission, and that that somehow spills
over into all the other work that they do, creating a wall some-
times, a secrecy, a sense that they are more separate and apart
than the average law enforcement agency would be.

Have you ever given any thought to perhaps separating within
the FBI counterintelligence more clearly from the routine law en-
forcement, and would that perhaps serve both missions better?

Mr. SENSER. I haven’t focused on the removal of counterintel-
ligence of the agency, but what—

Senator SESSIONS. Or dividing it within the agency.

Mr. SENSER. Yes. Those kinds of things we have looked at in the
sense that the task is much more complex than what might be, for
example, at the CIA, where everything is very homogenous; it is all
intelligence work. Eighty percent of the FBI focused on criminal in-
vestigations that are not classified. So you have a very different en-
vironment that you have to protect and a wide variety of informa-
tion and different requirements on sharing that information.

So we have conceptually talked about some ideas in terms of sys-
tems and doing other things, virtual networks and things, to sepa-
rate those activities from the classified and the non-classified.

Senator SESSIONS. I don’t know where it comes from, but there
is, according to almost every Federal prosecutor I know, a belief
that Senator Grassley is basically correct that within certain high
levels of the FBI there is a culture of arrogance, a sort of defensive-
ness that is unhealthy.

I am not sure some of that doesn’t come from their concern about
secrecy, that they are disciplined and they are supposed to contain
information and not distribute it too recklessly. Some United
States Attorney calls and says the court wants this document, and
they are not real sure it needs to go and they don’t think it should
go. They start making independent decisions that get us in big-
time trouble, as I think may have happened in the McVeigh case.

But I do believe that breaking down that culture may require a
separation because when you are dealing with Hanssen or some-
body dealing with high-level espionage-type issues, they have got
to be exceedingly secretive and disciplined about everything they
do. But it should not spill over into the normal savings and loan
fraud case or a bank robbery or something like that.

I tend to agree that the FBI is not starved for funds. I do not
believe the FBI is starved for funds. I think the challenge of reor-
ganization and improving that agency goes beyond money, and I
expect that Bob Mueller will be confirmed. From my experience
with him, I knew him when he was United States Attorney in Bos-
ton. I think I knew him when he was the chief assistant there. He
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has been a career prosecutor all his life. He is a Marine, he is a
tough leader. I think he has the will and the experience and the
insight to improve the FBI. And those who do not cooperate in
that, I hope the hammer will fall on them.

I think the Bureau is going to have to get on board and we are
going to have to improve this agency, and if they are not coopera-
tive with Mr. Mueller in the improvement of it, the result is going
to be this agency could be damaged like any other agency because
this Congress wants some changes, and I think the American peo-
ple do.

I would finally say, in an agency as big as the FBI, the way the
world develops is when you have an error and the media wants an-
other error, they have got the whole United States and hundreds
of thousands of cases going on everyday and it is easy to go out and
find this error, that error and that error, and say the whole FBI
is incompetent. I do not believe that is fair.

I do think it is time for a culture improvement within the Bu-
reau, but I don’t think it is fair to say that on a routine basis they
are not doing excellent work throughout this country. I know they
are and I wanted to say that.

Thank you, Mr. Chairman

Chairman LEAHY. And I don’t think you have heard anybody say
otherwise here in this Committee.

The distinguished senior Senator from California.

Senator FEINSTEIN. Thanks very much, Mr. Chairman. I just
wanted to pick up on something that Senator Sessions said because
having sat through both the Ruby Ridge, which both Senators
Hatch and Leahy have as well, and the Waco investigations that
this Committee did, what appeared to me was that the attribution,
the responsibility, didn’t really go up the line adequately, that
SACs had so much authority, and when you really tried to get to
the top here in Washington, well, nobody really said do this or do
that. I think that is one of the problems.

I have discussed this personally with Mr. Mueller. I think he is
going to change that so that on the big incidents where the whole
kind of professional quality of the FBI is at stake, responsibility is
at the top. I think there is no better thing in those incidents than
someone at the very top going out to the field to really be there,
to really witness what is happening, and to be prepared to be re-
sponsible for the decisions that are made so that some SAC some-
where doesn’t make them and then they are the ones that are kind
of hung out to dry when everything goes wrong. So that is the first
thing I wanted to say.

The second thing is I have a great respect for Ray Kelly. I have
known him now for a while. I have watched him as Commissioner
of Customs. We have had a lot of opportunity to talk.

I would like to ask you this question. Questions have arisen
about which type of disciplinary oversight is better, whether it is
peer review within the FBI, an internal affairs unit that we might
have in a local police department, or a strong outside authority
that can come in and do an investigation from the outside.

Some former agents, one of whom will testify later, believe that
the peer pressure involved in agents investigating other agents
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works best. Others argue that peer review really just leads to
cover-ups and a kind of “protect one’s own situation.”

Given your experience at Customs, as well as NYPD, and know-
ing of your knowledge about the FBI, which system do you think
would work best?

Mr. KeLLYy. I think a combination of both, Senator, and in my
prepared remarks I talked about the need, in my judgment, for a
robust internal investigative component that is supported from the
top that reports to the top of the agency. But what I think you
should have is oversight of that entity by in this case the Office of
Inspector General in the Justice Department.

Now, the Treasury Department has a construct like that. It also
has a separate IG for tax administration. I am not talking about
that. I am talking about the other IG system where, for instance,
in Customs you have an internal investigative component of about
150 people. We tried to get the best investigators from the Office
of Investigations and we rotated them into Internal Affairs.

The Office of Inspector General has the ability to take over any
case, to monitor internal investigations. Indeed, every investigation
that targets a GS-15 or above goes automatically to the IG. But
they can supersede; they can, in essence, take any case themselves.
I think a combination like that can work.

I think if you take it totally out of the agency, you lose a lot. You
lose the knowledge of the culture, you lose the knowledge of how
it works on a day-to-day basis. The investigators are removed from
it. So I think you can have a combination and that is what I would
recommend.

Senator FEINSTEIN. Well, you know, a lot of what I see that has
happened that has, I think, dulled the very stellar image of the
FBI is really kind of a lack of professionalism. I would have to put
it to that. I mean, the equipment missing is really a lack of profes-
sionalism.

What the agents said and how they conducted themselves work-
ing the Wen Ho Lee case, making threats—I don’t think that is
good professionalism. The number of leaks that have come out—as
a matter of fact, my staff did a NEXIS-LEXIS data base search, be-
cause I have been trying to write some legislation on preventing
leaks, and they found various iterations of “Department of Justice
sources say” and “FBI sources say”; over the past 2 years, over
1,000 examples of that.

I strongly believe that professionals in an investigative situation
should not say anything to the press about that investigation be-
cause people get tried in the press then, as we have seen happen
so many times. So I have sort of come to the conclusion that you
are right about the culture, that the culture is a much more re-
laxed culture today than it used to be 10 or 15 years ago.

Can you comment on that? Maybe I am all wet.

Mr. KELLY. As far as talking to the press is concerned or leaks
in general?

Senator FEINSTEIN. As far as talking to the press and in terms
of the stringencies of the professional responsibilities that they
carry out.

Mr. KELLY. I think in law enforcement, in general, that is an
issue, that is a problem. I think there are lots of leaks and people
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talking to the press. I think it can be tightened up if management
at the highest levels of an agency put out the word that, hey, we
don’t want you to do this.

A lot of times, it is done because of competitiveness. Agencies are
competing against each other; they are competing for budgets. They
want to get the story out to show they are doing a good job. I think
it can be tightened up if the head of the agency makes it clear that
there will be consequences if you do that, but oftentimes it is tac-
itly supported by the head of the agency.

Senator FEINSTEIN. Could I have the other two gentlemen com-
ment on that point?

Mr. DiEs. There are lots of ways to do things. I can only speak
from the commercial corporate world, where we had the inspections
pretty much done as close to the site of the infraction as possible
within certain guidelines. And certain classes of things percolate
right up, so it is much in the same way.

I am not one that would be knowledgeable about the pros and
cons of an external IG organization or equivalent. I would not know
how to comment.

Senator FEINSTEIN. Do you believe that an internal review is
more effective?

Mr. DiEs. I think there is a phrase they use at IBM: you expect
what you inspect. So you get what you pay for. If you expect some-
body to follow a set of guidelines and procedures, you have to make
darn sure they do, and if they don’t, you take action. Letters to the
file are nice, but sometimes insufficient.

I think internal reviews, if properly managed, probably could be
OK, but I will step aside on that to the Committee here.

Senator FEINSTEIN. So what you are saying is stronger manage-
ment. You said before that procedures can be in effect, but if some-
body doesn’t manage them—

Mr. DIEs. If you have the right management, you enforce the pro-
cedures and you have an organized approach to this problem, there
is no reason 1t can’t work. That would be my opinion.

Senator FEINSTEIN. Would you like to comment?

Mr. SENSER. I agree. I mean, for the most part, when expecta-
tions are clear, when people understand what the ramifications are
of violating department policy and serious action is pursued, I
think most of the oversight can be accomplished internally, and in
maybe some cases of very senior managers that you would want an
outside organization or other entity to look at it.

Senator FEINSTEIN. Mr. Chairman, as a matter of fact, I have an
appointment with Mr. Mueller, so I am going to ask to be excused
and for the first time, I think, end before my red light went off.

Thank you very much.

Chairman LEAHY. I appreciate the Senator’s involvement. This is
a matter about which she has raised numerous and valuable ques-
tions in the past, which I appreciate.

Again, I would emphasize this is not a case of us ganging up on
the FBI. Everybody here has a great deal of appreciation for some
of the tremendous things that the FBI has done in the past and
continues to do today. Unfortunately, many of the things they do
the best we can’t even talk about because we want to make sure
they keep on doing it. So we should note that.
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We do want to make sure, though, with all the money being
spent, that we are bringing them into the 21st century, as Mr. Dies
and Mr. Senser have said, needs to happen in the FBI’s informa-
tion technology and security systems. And what Mr. Kelly has said,
of course, has been to reflect some management things. Sometimes,
we have management by inertia, or we can have management by
innovation, and I would like to have more management by innova-
tion and less by inertia.

So I thank the Senator from California, and I would turn to the
Senator from Washington State.

Senator CANTWELL. Thank you, Mr. Chairman, and thank you
for holding this very important Committee hearing. I apologize,
having two other Committee assignments this morning, that I
wasn’t here to hear your testimony in person, but I have reviewed
them and have a few questions for Mr. Dies and Mr. Senser.

I see in the background, Mr. Senser, that you were formerly with
the CIA and that was for a period of years, is that correct?

Mr. SENSER. I am actually detailed to the FBI from the CIA and
I am an 18-year security veteran with the CIA.

Senator CANTWELL. And, Mr. Dies, your background prior to—

Mr. Digs. Thirty years with IBM.

Senator CANTWELL. Obviously, we are here reviewing a number
of concerns about a variety of cases and also information about
equipment and information. And I think a lot of us probably came
with a great deal of concern and anxiety.

Having read your testimony, I feel like we have just found out
that where there is smoke, there is fire. That is, that the system
security and level of what I would call “network assurances” and
a variety of things that are probably in—and I want to get to this
question—other agencies like the NSA or the CIA are at much
higher levels of sophistication than they are at the FBI. What we
are hearing today is basically we are at a very, very elementary
level. In fact, the things that have exploded into the public realm
really do signify a much greater underlying problem here. That is
my assessment of reading your testimony.

When we start with Trilogy is basically getting you system
functionality. It is not security. It is getting you a software system
and ease of use. So I wish I was wrong on that assessment, but
I think I am right.

I don’t know if you care to comment on that first statement?

Mr. DIEs. I think the sad news is you are absolutely correct.

Mr. SENSER. And from the security standpoint, it is somewhat
complex, but it gets back even to the general culture of security at
the FBI which has to be changed.

Senator CANTWELL. Maybe I have a different perception, and I
don’t think it is just from watching movies like “Mission Impos-
sible” or “Code Breakers” or what have you, but I definitely get a
sense that the NSA and the CIA, who are in similar, related busi-
nesses, have much more sophisticated communications and security
systems.

Is that correct, having been with the CIA?

Mr. SENSER. For the most part, yes. Of course, there are always
vulnerabilities, and certainly Ames was an example for the CIA of
some vulnerabilities that were not addressed but that have been
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acted upon and the security improved considerably. Every lesson
gives you learning points. But I think it is a fair statement to say
that many, if not most, of the other agencies are ahead of where
the FBI is today.

Senator CANTWELL. And why is that?

Mr. SENSER. Again, having not grown up in the FBI, it is hard
to make a conclusion, other than there are always priorities and
the FBI is very mission-oriented, investigative, operational, get the
job done. Sometimes, that competes with security, where you are
trying to protect information; you are trying to say, wait, before
you do that, let’s talk about it. But, again, it is a culture that we
are working to change.

Mr. DiEs. I might make two comments, Senator. One is in the
tactical operations supporting investigations, some of the tech-
nologies the Bureau uses are really quite sophisticated and quite
good.

The second point is my personal opinion would be neither the
technology nor the security operations were of sufficient high pri-
ority that they got the attention they deserved over perhaps a dec-
ade. What we are now wrestling with is how to get the car on the
highway and up to speed, both from a technology and a security
standpoint. And the challenge will be to keep in front of everyone’s
minds and make sure that it doesn’t get side-railed again once we
do fix it.

Senator CANTWELL. Well, I think it is an interesting question,
Mr. Chairman, whether it is the nature of those other two agen-
cies, and the information business that they are in, if they might
have put higher priorities on protecting their own information.

But nonetheless wouldn’t you say that one of the things that the
agency should be doing is looking to those other agencies for best
practices?

Mr. SENSER. Absolutely, and that is taking place, of course, with
myself being detailed from the CIA. But as I mentioned in my
statement for the record, we have already gone out to the CIA and
brought in somebody to specialize on the protection of sensitive,
compartmented information and other very sensitive information.

We have gone out to the NSA and brought somebody in to spe-
cialize on security education and awareness, which is one of the
most beneficial areas you can focus on in terms of getting a return
on your investment. And we have somebody else coming in from
the CIA that is going to take over the management of the physical,
technical and information security areas, reporting to me.

So we are drawing on the community. We have benchmarked, we
have gained best practices, and everybody has been very coopera-
tive and eager to help us get this car back on the road and moving
in the right direction.

Mr. DiEs. The good news, if there is good news here, Senator, is
that other agencies and other businesses know how to do this, and
we have to import best practices, not reinvent some of the prac-
tices. So whether it is defense in depth from the Defense Depart-
ment or NSA, CIA, ATF, there are people who are willing to help
us and, to date, have been willing to do so when asked.
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Senator CANTWELL. I didn’t see that quite outlined in your sec-
tion on security here, but do you have something more detailed
here about the steps for—

Mr. SENSER. I do talk in the statement about bringing other pro-
fessionals in. What I didn’t go into detail in the statement on was
the specific focus areas that we have identified, as well as the de-
tails of the enhancement plan that we have outlined, because of the
concern for providing a detailed road map to somebody whose de-
sire it would be to harm the country’s interests.

But as I have also mentioned, we are more than happy to talk
to the members in private, and we have already given a more de-
tailed briefing to your staffs on these areas and what we are doing
to fix them.

Senator CANTWELL. Well, I do have another question about the
overall network security, and again I have a sense that the CIA
and NSA are up here and the FBI is way down here, again because
maybe that mission wasn’t clearly detailed.

But do we have great concern today about the security of the sys-
tem?

Mr. SENSER. Well, again, there are always pros and cons, and
Mr. Dies can also comment, but from the standpoint of—

Senator CANTWELL. I am sorry. Your internal network is what I
am specifically referring to.

Mr. SENSER. Right, and the good news is that it is an internal
network and there is very little connectivity between the FBI sys-
tem and the outside world, which makes security of that system an
easier task to accomplish. The downside is we are not interoperable
with a lot of areas in the Government.

Mr. DiEs. The FBI is a fairly closed system. We have had the
NSA, for example, as late as 90 days ago do a penetration test. So
the fort, if I can call it that, is fairly well insulated from the out-
side. That doesn’t do a darn thing for you on the insider threat,
however. So if you have an insider inside the fort, a Robert
Hanssen or someone like that, having the right layers of defense
externally, a defense in depth at the network level, so to speak, is
helpful, but insufficient. You have to have those layers inside your
systems. You have to have the management systems there and the
practices. Those can be strengthened, and should be strengthened,
and are part of the 15 recommended actions from Mr. Senser.

Senator CANTWELL. Again, I am surprised at some of this infor-
mation that we are so far behind. It is going to take more than you
two gentlemen, so how do we get the new Director and the mission
of the agency to understand the significance of this, both from a se-
curity perspective, but also from an ease of use and technology per-
spective?

Mr. SENSER. From my standpoint, in terms of security the atti-
tude and the approach starts from the top. The Director has got to
be very adamant that this is of value, it is important, and that it
will be followed in the agency.

As an example, George Tenant came out and said that his value
of security in counterintelligence is paramount, and that will be
translated throughout the organization based on the values of the
Director. And so by ensuring that Mr. Mueller also holds that
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value, then it will start from the top and change will begin to hap-
pen.

Senator CANTWELL. Thank you, Mr. Chairman. I do believe this
is such an important issue that we should continue to monitor this
progress and procedures and get more information particularly as
it relates to the security of their network and the processes that
they are undertaking.

My sense is that you are basically turning a big ship around as
it relates to something very critical to the information, and I am
not sure I have seen the resources both from a manpower perspec-
tive and the mission focus in some of the documents that says we
are going to get it turned. But I appreciate your testimony and
honesty this morning.

Chairman LEAHY. Thank you.

And I might say while the Senator is still here, Mr. Dies, you
mentioned the NSA penetration effort. If we can be briefed—I
would suspect that would be in a closed hearing, but to have our
secured staff and Senators who want to be briefed on just what
happened in that and where we are.

Mr. DiEs. No problem.

Chairman LEAHY. I think Senator Cantwell may be one who es-
pecially is at that briefing because she has more expertise in this
than many of the rest of us, but I know I would be very interested
in seeing how that went.

Senator Schumer?

Senator SCHUMER. Well, thank you, Mr. Chairman, and I want
to thank you for holding the hearing. I apologize to the witnesses
for being in and out of the room. They were marking up ILSA, the
Iranian and Libyan Sanctions Act, in Banking at the same time
that this was going on. I am the sponsor of that.

I want to join my colleagues in asking a whole lot of questions
here. I come as somebody who has been a friend of the FBI for a
long, long time, but yesterday’s revelation that hundreds of FBI
firearms and computers have been lost and stolen is not the first
bit of trouble we have seen. If it were just this last revelation, one
would say, OK, they made a mistake.

But when it is incident after incident after incident and then
there is this one, sub-machine guns missing and a computer with
classified information, you have to say to yourself what is going on
in the FBI? Is something rotten in Denmark?

In a certain sense, it isn’t just rifles or sub-machine guns or
laptops with classified information that have somehow eluded the
FBI,; it is basic public trust. When I grew up, I was so proud that
America had an FBI, and you would see the TV shows and every-
thing else like that. And now if you look at it, to be honest, the
FBI is just taking a beating.

One survey reports that 40 percent of the public views the FBI
less favorably than before, while 36 percent express doubts about
the honesty of the FBI’s methods. That is pretty fundamental and
pretty frightening. Another poll showed that Americans have twice
as much confidence in their local police as they do in the FBI, even
though the most FBI is the most sophisticated and well-financed
investigative agency in the world and was once the crown jewel of
law enforcement.
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I always ask about law enforcement; I care about it. It has been
a good part of my career. I asked someone very active in one of the
homicide bureaus in New York City what they thought of the FBI,
and the answer was that they would rather have a New York City
Police detective on a homicide case now than an FBI agent because
the FBI agent had so many bosses to report to and so many hoops
to jump through that they were losing effectiveness.

I think somebody said it here, but in a certain sense the FBI has
become a place where the sum is less than the parts. The indi-
vidual agents are great. The individual personnel from the bottom
to the top are great. Like Orrin Hatch, I have been an admirer of
Louis Freeh, even though I have disagreed with him on certain
things. But when you add it all up and put it together, something
is wrong. Perhaps it has expanded too quickly. Perhaps the focus
has been on new things like terrorism, where you have done a very
good job. But something is wrong.

But I still have hope. I believe that while the FBI may be down
right now, it is certainly not out. The personnel are too good, the
tradition is too strong, and the Bureau functions are so much more
needed today than they even were 20 or 30 years ago that we still
want it to work.

I believe the President’s appointment of Bob Mueller will give
the FBI just what it needed, a serious, conscientious person who
knows how to burrow through, who is very familiar with law en-
forcement, who doesn’t have a big name and a different agenda,
but who will roll up his sleeves and get down in there.

I guess what I would say to sum it up in a certain sense is that
the FBI's recent struggles remind me of Tiger Woods. He is the
greatest golfer in the world, but he gets in a slump, and it is in-
structive to see what he does when he is struggling. He goes back
to the basics. He starts working on his swing and his game. He
breaks his swing down, builds it back up, and he comes back better
than ever.

With this enormous and now hugely complex agency, that is
what we have to do. It is not just a little thing here or a little thing
there. It is just too much, and so I believe that the Bureau needs
an outside, comprehensive review from all angles. And I know that
our Chairman has been pushing this kind of thing, and this hear-
ing is indicative of it.

Last month, Senator Hatch and I introduced the FBI Reform
Commission Act. The bill will set up a blue-ribbon commission of
law enforcement experts to look at all aspects of the FBI. This is
not just an annual check-up. About once every 5 years, at least
when you get to be my age, you go to a physician and you get a
top-to-bottom. They look at you, they turn you inside out, they poke
you in every different place to see how you are. That is what the
FBI needs, not every 5 years, but certainly every 20 or so.

That is what this commission is supposed to do. It is more than
a tune-up; it is a fundamental and structural examination to look
at what kind of overhaul is needed. It will operate outside the FBI.
It should be composed of law enforcement experts who don’t have
an axe to grind.

We do a good job here. There is no one better than the Chairman
at being fair in holding hearings, but we can’t hold hearings every-
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day on every segment of the FBI. That is why I feel this kind of
comprehensive look is needed, and I hope we can do it. I have in-
troduced this, as I mentioned, with my friend Orrin Hatch, from
Utah. It is hardly partisan. Both of us have been regarded as pro-
law enforcement.

I guess my question to all three of you is what is your view—
I am not asking you to comment on our specific legislation, but
what is your view of the need, given that we have had so many dif-
ferent mistakes, for an outside look by experts, you know, a 6-
month or a 9-month look?

I asked Mr. Mueller this, and he is obviously not allowed to say
that much right now in the sensitive time that he is, but I think
he was very positively disposed toward something like this.

So I would first ask Ray Kelly, who is not with the agency and
is somebody who is a great law enforcement leader, and then Mr.
Dies and Mr. Senser what they think of that type of idea.

Mr. KELLY. Senator, I think that idea is sound. I must say I have
had only positive experiences with the FBI for a long time. The
thing that comes most readily to mind is the World Trade Center
bombing. I was Police Commissioner of New York when that took
place. We worked very closely with the FBI. I have had great admi-
ration for them and a lot of friends of mine are in the Bureau. But
I think every organization can use an examination like that. I
think it is wise, so I certainly support the concept.

Senator SCHUMER. I would just say to you, Mr. Kelly, an example
of how good the FBI is in the World Trade Center bombing and in
terrorism. Back in 1993, I had been always focused a little bit on
the terrorism issue and I said we are going to have some kind of
incident here, and unfortunately it happened much worse than
anybody thought in terms of the World Trade Center.

At that point, the FBI, not due to itself—they had been under
pressure from Congress and had taken all sorts of people out of
counterterrorism and all these other things, and they were really
weak. And they built themselves up, and I think everyone who has
looked at the counterterrorism measures that the FBI has taken
gives them an A or an A-plus, and that is what gives us so much
hope in the agency. It just seems that in some of the basic and
other more fundamental areas, they do need that reexamination,
restructuring and revivification, if you will.

What do you think of it, Mr. Dies? Just a general comment be-
cause I know you can’t comment on specific legislation.

Mr. DiEs. I understand. I am not a law enforcement professional,
but I think back to the laboratory at the FBI which got in serious
trouble. They brought in an outsider to run it, Dr. Kerr. I think
they understand that the base technology they provide to their
agents is insufficient. The security things aren’t there. As a private
citizen, that was a scary thought to me, and perhaps I can help for
a couple of years and get them started.

In the security operations, you have a CIA fellow sitting to my
left. I think there is value in an agency—whether it is hiring exter-
nal management for a period of time or whether it is oversight and
other ideas, any company, any agency can benefit from ideas and
inspection. It is how you choose to do that, and the choice on that
is yours.
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Senator SCHUMER. Mr. Senser?

Mr. SENSER. Senator, I also agree that outside ideas and perspec-
tives bring value to the organization, so it should be welcomed.

Senator SCHUMER. Mr. Chairman, I thank you. I know these wit-
nesses have been here a long time, as have you. I do have one or
two other specific questions and I would ask permission to submit
those in writing.

Chairman LEAHY. Thank you, and the record will be open for
that.

We will recess for just 2 minutes to give the panels a chance to
change. I want to thank Commissioner Kelly, Mr. Dies and Mr.
Senser for being here. As you can tell from the questions, we will
probably see you again, as we are going to be doing some follow-
up. Some of the things we have suggested will have to be done in
a classified session and we will arrange a time when we can do
that in a secure room.

Mr. Kelly, it is always good to have you here. You have honored
law enforcement in each of the hats you have worn and I appre-
ciate you being here.

[The Committee stood in recess from 12:23 p.m. to 12:29 p.m.]

Chairman LEAHY. We will put a statement by Senator Kohl and
a statement by Professor Samuel Walker and a September 1999 re-
port by the FBI Law Enforcement Ethics Unit on double standards
mentioned in the testimony, in the record.

I am delighted, Mr. Roberts, Mr. Werner, Mr. Perry, and Mr.
Kiernan, that you are here. I apologize that it has taken longer
than I thought and I appreciate you spending the time to sit here.
It is an important hearing. I am already getting calls from a num-
ber of the Senate offices that have been watching it on our closed
circuit TV, so the hearing is generating a great deal of interest.

Mr. Roberts, why don’t we begin with you, sir?

STATEMENT OF JOHN E. ROBERTS, UNIT CHIEF, OFFICE OF
PROFESSIONAL RESPONSIBILITY, FEDERAL BUREAU OF IN-
VESTIGATION, WASHINGTON, D.C.

Mr. ROBERTS. Mr. Chairman, thank you very much. I appreciate
the opportunity to appear before the Committee to discuss serious
issues facing the Federal Bureau of Investigation, and in particular
what we collectively do and can do to make the FBI better, restor-
ing credibility to this great organization. Of significant importance
is the ability of the FBI to conduct aggressive, objective internal in-
vestigations. Therefore, the protection of those employees assigned
internal affairs work for the FBI needs to be considered.

I am grateful to be an FBI employee. I am proud to be associated
with the tremendous men and women of this great organization.
The efforts of the agents and support personnel are remarkable,
and the work that is conducted by this organization everyday is im-
pressive.

I am currently the Unit Chief for Internal Investigations in the
Office of Professional Responsibility, the internal affairs component
of the FBI. The support and agent employees assigned to OPR are
competent, dedicated and hard-working. I am proud to serve with
them.
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Resources in the OPR of the FBI, not unlike any other organiza-
tion, are strained. In what was a record number of internal inves-
tigations in 2000, OPR supervisory special agent positions were re-
cently reduced by three. This is a reduction difficult to understand,
given the record number of internal investigations conducted by
OPR and the need to conduct ethics training.

Like so many employees in the FBI, I have served in a number
of assignments. In 1995, I was named as one of two inspectors in
charge of the Ruby Ridge investigation, an investigation conducted
under the direction of the OPR for the Department of Justice and
the Acting United States Attorney for the District of Columbia.

Today, you have before you individuals who have substantial ex-
perience in FBI internal affairs investigations. I am concerned with
the perception of a double standard in the FBI’s disciplinary proc-
ess and the consequences for those FBI employees who conduct
such investigations. I believe the ability to conduct complete, objec-
tive and competent investigations and the leadership of the FBI
has been questioned.

Of concern to me, and what should be of concern to others is the
apparent deference paid to Senior Executive personnel who are
found to have violated FBI policy, rules and regulations. There is
the perception that a double standard of punishment exists in the
FBI. This should be alarming to all of us because not only is it fun-
damentally unfair, but more important, if the rank-and-file of any
law enforcement organization believes that their executive manage-
ment condones or approves of misconduct, that is a precursor for
corruption, and that, sir, is destructive.

I would like to briefly comment on two high-profile FBI internal
investigations, the Ruby Ridge incident and subsequent investiga-
tions into allegations of misconduct on the part of FBI employees
and a retirement party attended by senior executives who falsely
claimed reimbursement for travel to that event.

Most people are aware of the August 1992 incident at Ruby
Ridge, Idaho, involving the FBI and other law enforcement agen-
cies. In 1993, following a trial in this matter, the Department of
Justice and the FBI initiated inquiries into numerous allegations
of misconduct by Government personnel in connection with the
standoff at Ruby Ridge. These inquiries resulted in disciplinary ac-
tion in January 1995 against numerous FBI employees.

In May 1995, the Department of Justice Office of Professional
Responsibility received a letter from one of the FBI employees dis-
ciplined in that matter alleging that the person selected by the FBI
to head the Ruby Ridge inquiry had manipulated the inquiry to
find scapegoats and to avoid holding higher-ranking FBI officials
responsible for the August 1992 events at Ruby Ridge, and that the
person heading the inquiry had purposefully attempted to steer the
inquiry away from any findings unfavorable to higher-level execu-
tives in the FBI.

In May 1995 while I was serving in the Boston Division of the
FBI, personnel from OPR, Justice Department, met with the Direc-
tor of the FBI, telling him that an investigation into these most re-
cent allegations was necessary. The Department of Justice per-
sonnel from OPR requested Mr. John L. Werner, to my left, and
me to conduct the investigation. The Director of the FBI agreed to
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this request and ordered that Mr. Werner and I conduct the inves-
tigation, along with the Office of Professional Responsibility, De-
partment of Justice.

In May 1995, we were assigned to the Department of Justice,
and shortly thereafter we were named inspectors in charge of the
Ruby Ridge investigation, the second investigation of the Ruby
Ridge incident. After reviewing the reports prepared during the
first Ruby Ridge investigation, Mr. Werner and I concluded that
crucial interviews were not conducted and very serious allegations
of misconduct not thoroughly investigated.

These investigative failures resulted in a flawed investigative re-
port. In my opinion, had a thorough and competent investigation
been conducted in the first investigation, there would not have
been a need for a second investigation.

For example, crucial interviews were not conducted of all employ-
ees assigned to the Strategic Information Operations Center, com-
monly known as the SIOP. It is the command center for the FBI
which was staffed 24 hours a day during the Ruby Ridge incident
by numerous employees. Interviews of employees assigned to the
SIOP were conducted, but there was not a written record made of
those interviews.

Additionally, information surfaced during the first investigation
that there was an After Action Conference following the Ruby
Ridge incident and an After Action Report may have been pre-
pared. The After Action Report could not be located and the inves-
tigation did not pursue that evidence. As we know now, the report
was destroyed and a senior executive was convicted for his part in
the destruction of that document.

In approximately September 1995, this investigation was re-
ferred to the Acting United States Attorney for the District of Co-
lumbia and continued until July 1997. This investigation again re-
sulted in the conviction of an FBI senior executive for the destruc-
tion of the After Action Report.

At the conclusion of the criminal investigation, I requested that
the Acting United States Attorney for the District of Columbia
refer to the Office of Professional Responsibility, Department of
Justice, certain allegations of misconduct that arose during the in-
vestigation but did not rise to the level warranting criminal pros-
ecution. Those referrals were made.

In September 1997, under the direction of the Department of
Justice, there was an administrative investigation commenced into
those allegations. In June 1999, the investigation was completed
and the findings, along with recommendations for discipline, were
forwarded to the Department of Justice, Justice Management Divi-
sion, by the Justice Department OPR. In January 2001, the Assist-
ant Attorney General for Administration of the Department of Jus-
tice found no misconduct on the part of FBI employees.

In the Ruby Ridge matter, Mr. Werner and I investigated allega-
tions of serious misconduct on the part of some senior executives
who were very popular individuals. As such, they had a great deal
of support from many in the FBI. Consequently, almost imme-
diately upon being assigned to the Ruby Ridge investigation, a sen-
ior executive in the Boston Division where I was assigned de-
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manded that I return to the Boston Division and discontinue my
assignment to the Ruby Ridge investigation.

When I told him that was not possible, he threatened to go to
the Deputy Director of the FBI and have me removed from the in-
vestigation. This senior executive questioned the need for the in-
vestigation and his behavior escalated to where he wanted virtually
nothing to do with me and then set out to take out his anger on
my wife, a support employee in the Boston Division. The senior ex-
ecutive’s actions against my wife and me required that we be trans-
ferred from that division.

Throughout the assignment to the Ruby Ridge investigation, Mr.
Werner and I received what we perceived to be threats from senior
executives. We were told that we did not work for the FBI.

I see that my time is up.

Chairman LEAHY. No, that is all right. Go ahead.

I was just going to say nobody is more cooperative with photog-
raphers than I am, but why don’t you take the pictures you need
and then let us have the witness table to ourselves? You have be-
come sort of an integral part of it. Using 180—, 200—, 300-milli-
meter lenses, you don’t have to be right on top of the witnesses.
It is pretty distracting for those of us up here. If you could do it
in a way that you don’t block either the witnesses or us, you are
welcome to stay, but the hearing is primarily so that the Senate
can get this information.

Go ahead, Mr. Roberts.

Mr. ROBERTS. Mr. Werner received what we perceived to be
threats from some senior executives. We were told that we did not
work for the FBI, that our assignment to the Ruby Ridge investiga-
tion could have an impact on our careers, and that being assigned
to the investigation would not be good for us in the end. At one
point, a retired senior executive made the comment that the as-
signment to the Ruby Ridge investigation was not good for my ca-
reer.

I bring this information to light just to illustrate the effort on the
part of some senior executives, not all, but some to have Mr. Wer-
ner and me removed from the Ruby Ridge investigation. What oc-
curred during the Ruby Ridge investigation should not be viewed
as an isolated incident. There are various subtle and not so subtle
actions taken which may impact an employee’s career.

The second one was a retirement party and was initiated in late
1997 based on allegations that senior executives traveled to the re-
tirement party and submitted expense vouchers containing false in-
formation. This investigation found that false vouchers were sub-
mitted by these individuals, but the adjudication findings by their
peers were that these employees failed to pay attention to detail.
And they received letters of censure, a relatively light disciplinary
action. Similar cases of voucher fraud committed by non-Senior Ex-
ecutive personnel result in different findings, harsher punishment.

It is significant to point out that there has been a change to the
disciplinary process so that senior executives now are part of one
disciplinary process for the FBI, which is a tremendous effort and
I think it is applauded by all.

I believe that arrogance is a great part of the problem in the FBI
today. Oversight is the first step and, for most, a welcome step in
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renewing confidence in the FBI. The cure for the FBI’s problems
is strong leadership. What we in the FBI have to learn is that pro-
tecting the organization rather than acknowledging errors up front
is not always the best course of action. Hoping that problems will
go away or that no one will find out about the mistakes is destruc-
tive.

Although we in the FBI refer to the organization as “our FBI,”
in fact, the FBI belongs to all of us in this great country. We serve
the American people and they have an absolute right to an FBI
{:hat is corruption-free and operates at a high expectation of excel-
ence.

The Ruby Ridge and the retirement party matters completely de-
stroy any concept of fundamental fairness. In my opinion, it is one
thing to believe that you are the greatest law enforcement organi-
zation in the world, but it is quite another to voice that opinion.
I believe that such statements offend every other law enforcement
officer in the world who places his or her life on the line each and
every day. We need to let our actions and accomplishments speak
to our greatness.

It was during this Committee’s hearing in June 2001 that whis-
tleblower protection for FBI employees was discussed. I do not have
a great deal of confidence in the protection of FBI employees for
whistleblower complaints. This lack of confidence is due to in large
part to a senior executive representing to me that he had a visceral
dislike for the whistleblower statute and feels it is a bad law.

I think the belief of this individual is that employees are able to
make allegations that are later proven to be unsupported by evi-
dence and the employee is protected for those disclosures. I do not
believe that anyone is going to admit to retaliating against an em-
ployee for making protected disclosures, and it is rare that a smok-
ing gun can be found which would prove any act of retaliation.

This concludes my testimony. I am more than happy to answer
any questions you may have.

[The prepared statement of Mr. Roberts follows:]

STATEMENT OF JOHN E. ROBERTS, UNIT CHIEF, OFFICE OF PROFESSIONAL
RESPONSIBILITY, FEDERAL BUREAU OF INVESTIGATION, WASHINGTON, D.C.

Mr. Chairman, Senator Hatch, and members of the Committee on the Judiciary:

I appreciate the opportunity to appear before the Committee today to discuss
what I believe are serious issues facing the Federal Bureau of Investigation (FBI),
and, in particular, what we can collectively do to make the FBI better, restoring
credibility to this great organization. Of significant importance is the ability of the
FBI to conduct aggressive, objective internal investigations of FBI employee mis-
conduct. Therefore, the protection of those FBI employees assigned to conduct the
internal affairs work for the FBI needs to be considered.

I am grateful to be an FBI employee and I am proud to be associated with the
men and women of this great organization. The efforts of the agents and support
personnel are remarkable and the work that is conducted by this organization every
day is impressive.

I am currently the Unit Chief (UC) in the Office of Professional Responsibility
(OPR), FBI, responsible for internal investigations, a position I have held since July
1997. I have served in the Louisville, Miami and Boston Divisions of the FBI, as
a Supervisory Special Agent (SSA) in the OPR, FBI, the Inspection Staff, Inspection
Division, and as one of two Inspectors in Charge of the Ruby Ridge investigation
under the direction of the OPR, Department of Justice (DOJ) and the Acting United
States Attorney for the District of Columbia.

The OPR, FBI is composed of two Internal Investigative Units (IfUs), two Adju-
dication Units (AUs), the Law Enforcement Ethics Unit (LEEU), and an Adminis-
trative Unit, all staffed by competent, hard working and dedicated SSAs and sup-



119

port employees. The OPR operates under the direction of an Assistant Director (AD)
and a Deputy Assistant Director (DAD). My responsibility is to review all allega-
tions of employee misconduct, determine the proper course of action, and to conduct,
or, direct the conduct of all FBI internal investigations. I am the first phase in the
disciplinary process of the FBI. At the conclusion of the internal investigative phase,
the investigative results are reviewed for completeness by the IIUs and are referred
to the AUs for a decision on the necessity for discipline. Approximately 75% of all
internal investigations are delegated to field and FBI Headquarters (FBIHQ) divi-
sions for investigation. The remaining 25% of the internal investigations are con-
ducted by the IIUs, because I have determined that there is an appearance of a con-
flict, or, actual conflict with the field or FBIHQ division conducting the investiga-
tion, the allegation of misconduct involves a Senior Executive Service (SES) em-
ployee, or, senior management of the division, the allegation of misconduct appears
to be a matter that may generate substantial public interest, and when field divi-
sions lack sufficient resources and/or request OPR’s assistance in conducting an in-
vestigation. Resources in OPR, not unlike any other organization, are strained. In
what was a record number of internal investigations in 2000, OPR SSA positions
were recently reduced by three. This is a reduction difficult to understand, given
the record number of investigations conducted by OPR, the need for an internal af-
fairs component, and the need for the LEEU to conduct ethics training.

You have before you today individuals who have substantial experience in FBI in-
ternal affairs investigations. I am employee who is concerned with perception of a
double standard in the disciplinary process in the FBI and the consequences for
those FBI employees who conduct such investigations. I believe the ability to con-
duct complete, objective and competent investigations and the leadership of the FBI
has been questioned. Of concern to me is the apparent deference paid to SES per-
sonnel who are found to have violated FBI policy, rules and regulations. Although
it is not likely that non-SES FBI employees know the results of SES internal inves-
tigations and the discipline these executives receive, it is the perception that there
is a double standard of punishment in the FBI. This should be alarming to all of
us, because if the rank and file of any law enforcement organization believe that
their executive management condones or approves of misconduct, that is a precursor
for corruption.

Therefore, I would like to briefly comment on two high-profile FBI internal inves-
tigations. The first is the Ruby Ridge incident and the subsequent investigation into
allegations of misconduct on the part of FBI employees. In August 1992, the inci-
dent at Ruby Ridge, Idaho, involving the FBI and other law enforcement agencies,
occurred. In 1993, following the trial where Randall Weaver and Kevin Hams were
acquitted, the DOJ and the FBI initiated inquiries into numerous allegations of mis-
conduct by government personnel in connection with the standoff at Ruby Ridge.
These inquiries eventually resulted in disciplinary action in January 1995, against
numerous FBI personnel.

On May 3, 1995, the OPR/DOJ received a letter from one of the FBI employees
disciplined as a result of this employee’s actions at Ruby Ridge. The employee al-
leged that the person selected by the FBI to head the inquiry which resulted in the
discipline of this employee, had been manipulated to find scapegoats and to avoid
holding higher-ranking FBI officials responsible for the August 1992 events at Ruby
Ridge. In particular, this employee alleged that the person heading the inquiry had
purposely attempted to steer the inquiry away from any findings unfavorable to
higher level executives of the FBI.

In May 1995, while serving in the Boston Division of the FBI, personnel from the
OPR/DOJ met with the Director of the FBI and advised the Director that an inves-
tigation into the allegations raised in the disciplined FBI employee’s letter was nec-
essary. The OPRJDOJ personnel requested the Director to assign Mr. John L. Wer-
ner and me to conduct the investigation. The Director ordered that Mr. Werner and
I conduct the investigation, and, in May 1995, we were assigned to the OPR/DOJ,
and shortly thereafter named as Inspectors in Charge of the Ruby Ridge investiga-
tion, the second investigation of the Ruby Ridge incident, an investigation that was
administrative in nature. Mr. Werner and I reviewed the reports prepared during
the first Ruby Ridge investigation and concluded that significant interviews were
not conducted and significant allegations of misconduct were not thoroughly inves-
tigated. These investigative failures resulted in flawed investigative results. In my
opinion, had a thorough and competent investigation been conducted, there would
not have been a need for this second investigation. For example, significant and crit-
ical interviews were not conducted of all employees assigned to the Strategic Infor-
mation Operations Center (SIOC), the command center for the FBI which was
staffed 24 hours a day, during the Ruby Ridge incident. Those interviews, of a few
employees assigned to the SIOC, were not recorded in written form, either in signed,
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sworn statements or FD-302s, which is the FBI’s report of interview form. Addition-
ally, information had surfaced that there was an After Action Conference following
the Ruby Ridge incident and a After Action Report may have been prepared. The
After Action Report could not be located and the investigation did not pursue that
evidence. As we now know, the report was destroyed and an SES employee was con-
victed for his part in the destruction of that document.

The Ruby Ridge investigation to which Mr. Werner and I were assigned became
a criminal investigation in approximately September 1995, and continued under the
direction of the Acting United States Attorney for the District of Columbia. That in-
vestigation continued until July 1997, and resulted in the conviction of an FBI SES
employee. At the conclusion of the criminal investigation, I requested that referrals
be made by the Acting United States Attorney for the District of Columbia to the
OPR/DOJ of serious misconduct issues that were noted during the criminal inves-
tigation and which did not warrant criminal prosecution. These referrals were made
and an administrative investigation was initiated under the direction of the OPR/
DOJ in approximately September 1997. This investigation addressed serious mis-
conduct allegations against numerous FBI employees, to include seven SES employ-
ees. In June 1999, the investigation was completed and the findings, along with rec-
ommendations for discipline were forwarded by OPR/DOJ to the Justice Manage-
ment Division, DOJ, for adjudication. In January 2001, the Assistant Attorney Gen-
eral for Administration, DOJ, found that there was no misconduct on the part of
FBI employees. I find this conclusion to be outrageous and I believe anyone who re-
views this matter will find the conclusions alarming.

The Ruby Ridge investigation to which Mr. Werner and I were assigned inves-
tigated allegations of serious misconduct on the part of some SES personnel who
were popular individuals. As such, they had a great deal of support from many in
the FBI. Consequently, almost immediately upon being assigned to the Ruby Ridge
investigation, an SES employee in the Boston Division where I was assigned, de-
manded that I return to the Boston Division and discontinue my assignment to the
Ruby Ridge investigation. When I told him that was not possible, he threatened to
go to the Deputy Director of the FBI and have me removed from the investigation.
This SES employee questioned the need for the investigation and his behavior esca-
lated to where he wanted nothing to do with me and then set out to take his anger
out on my wife, a support employee also assigned to Boston Division. This SES em-
ployee’s actions against my wife and me required that we be transferred from that
division. Throughout our assignment to the Ruby Ridge investigation, Mr. Werner
and I received, what we perceived to be threats from some SES personnel. We were
told that we did not work for the FBI, that our assignment to the Ruby Ridge inves-
tigation could have an impact on our careers, and that being assigned to the inves-
tigation would not be good for us in the end. At one point, a retired SES person
made the comment that the assignment to the Ruby Ridge investigation was not
good for my career. I bring this information to light to illustrate the effort on the
part of some SES personnel to have Mr. Werner and me removed from the Ruby
Ridge investigation.

What occurred during the Ruby Ridge investigation should not be viewed as an
isolated incident. There are various subtle and not so subtle actions taken which
may impact an employee’s career. For example, within the last year an SES em-
ployee made unprofessional comments to two Inspectors during an inspection. The
comments could have been interpreted as a threat to influence the careers of the
Inspectors. Additionally, a review of career board activities will likely reveal that
some career board members who have been subjects of internal investigations will
sit in judgement of the investigator who conducted the internal investigation.

The second investigation I will briefly discuss was initiated in late 1997, based
upon allegations that seven SES personnel traveled to a retirement party and sub-
mitted expense vouchers containing false information. This investigation found that
false vouchers were submitted by these individuals, but the adjudication findings by
their peers were that these employees failed to pay attention to detail and they re-
ceived letters of censure, a relatively light disciplinary action. Violations such as
voucher fraud committed by non-SES personnel result in different findings and
harsher punishment.

It is significant to point out that investigations of alleged misconduct as that
found in the Ruby Ridge and retirement party matters, can likely result in an em-
ployee not being promoted, not receiving awards, and not receiving a requested
transfer. In the two cases I just discussed, some of the SES employees received pro-
motions and thousands of dollars in cash awards during the pendency of the inves-
tigations. Recently, the SES disciplinary policy was changed so that now the FBI
has one disciplinary process for all employees.
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It is my impression that many in the FBI know of the problems the organization
faces. I believe that arrogance is a great part of the problem in the FBI today and
that oversight is the first step in renewing confidence in the FBI. All of us in the
FBI should welcome oversight. The cure for the FBI’s problems is strong leadership.
I am not sure if a separate Inspector General will be a better solution for the FBI,
or, if the Inspector General for DOJ is the solution. What we in the FBI have to
learn is that protecting the organization is not always the best course of action. It
is better to acknowledge errors up front, rather than hoping they will go away or
that no one will find out about the mistakes. Although we in the FBI refer to the
organization as our FBI, in fact, the FBI belongs to all of us in this great country.
We serve the American people and they have a right to an FBI that is corruption
free and operates at a high expectation of excellence. In my opinion, it is one thing
to believe that the you are the greatest law enforcement organization in the world,
but it is quite another to voice that opinion. I believe that such statements offend
every other law enforcement officer in the world who places his or her life on the
line each and every day. We need to let our actions and accomplishments speak to
our greatness.

It was during this Committee’s hearing on June 20, 2001, that Whistleblower pro-
tection for FBI employees was discussed. I do not have a great deal of confidence
in the protection of FBI employees for Whistleblower complaints. This lack of con-
fidence, in a large part, is due to a senior executive of the FBI telling me that he
has a visceral dislike for the Whistleblower statute and feels that it is a bad law.
I think his belief is that employees are able to make allegations that are later prov-
en to be unsupported by evidence, and the employee is protected. Although I do not
share this belief, I do not believe that anyone is going to admit to retaliating against
an employee for making protected disclosures and it is rare that a “smoking gun”
can be found.

This concludes my prepared testimony. I am happy to answer any questions you
may have.

Chairman LEAHY. Thank you, Mr. Roberts.

I would note for the record that I and other members of this
Committee discussed with the soon to be nominated Director of the
FBI, Mr. Mueller, the fact that there would be this panel and prob-
ably subsequent panels testifying. And I asked for his personal as-
surance that he would make absolutely sure retaliation did not
take place. I also made it very clear that there would be a very
strong bipartisan reaction from Senator Grassley, myself and oth-
ers if that happened.

I appreciate your testimony, Mr. Roberts. If you could stand by,
we will go to Mr. Werner.

STATEMENT OF JOHN WERNER, BLUE SKY ENTERPRISES OF
NORTH CAROLINA, INC., CARY, NORTH CAROLINA

Mr. WERNER. First, I want to thank the Committee and the
Chairman for the invitation to testify here today. I am a self-em-
ployed general contractor in Cary, North Carolina. After more than
27 years of service, I retired from the FBI in 1999. During my ca-
reer, I investigated criminal wrongdoing in Washington, D.C.,
served as a foreign counterintelligence supervisor, worked in the
Office of Professional Responsibility as a supervisor, and super-
vised the Raleigh resident agency until my retirement.

Additionally, I had extensive experience in internal affairs inves-
tigations, beginning about 1985. This included my being the super-
visor responsible for the investigation of alleged wrongdoing
against then-FBI Director William Sessions and his executive as-
sistant.

In another case, with Mr. Roberts, as he has said, I was ordered
back from my office in Raleigh to investigate cover-up allegations
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in the Ruby Ridge matter. I was also involved in numerous other
internal investigations of FBI management.

I realize we are here today to address FBI management reforms
and to discuss FBI problems and potential fixes for these problems.
It is important not to forget the dedicated hard work performed by
26,000 FBI employees who successfully investigate thousands of
cases each year. There are things broken in the FBI, primarily
management-related, but the basics of how agents conduct their in-
vestigations are not broken. The rank-and-file employees are hit-
ting on all cylinders, albeit frustrated over the inefficiencies of
management, broken or non-existent information systems, and con-
cerns over being held to a higher standard than senior manage-
ment.

Management problems in the FBI begin with the Senior Execu-
tive Service. It would not be fair to suggest all members of the SES
have been engaged in abuses of authority described herein because
the majority are sincere, dedicated law enforcement professionals
who have made many sacrifices for the Bureau. My remarks are
being addressed to that vocal minority of SES members, often re-
ferred to as “the club” by street agents, who are motivated by self-
preservation and self-interest at any cost. For the most part, these
SES personnel are not motivated by the best interests of the FBI.

In testimony before this Committee, former Senator John Dan-
forth suggested that an element of management misconduct con-
cerning the failure of disclosing wrongdoing has its roots in employ-
ees’ desire not to embarrass the Bureau. While there may be an
element of this involved, I would suggest that protecting their self-
interest is primary and the excuse of not embarrassing the Bureau
is a convenience to justify that misconduct.

Hiding behind a wall of arrogance, senior managers hold the be-
lief that they always know what is best for the Bureau. These SES
members are intolerant of any suggestion that their way is wrong.
They use intimidation and retaliation against anyone who would be
so impertinent to challenge their interest.

SES personnel have retailed against agents who have been as-
signed investigations of SES misconduct. Special Agent Roberts has
had his career seriously impaired because of his determined hard
work on a number of high-profile cases involving SES personnel.
These retaliatory practices send a chilling message to any other
agent who might be charged with similar investigations.

There are instances where SES executives have taken action or
avoided action to protect their own from career perils. In the first
investigation of Ruby Ridge, SES inspectors sought to protect cer-
tain fellow peers from administrative discipline by conducting a
sloppy and incomplete investigation. At the same time, they were
most willing to hang lower-tier employees out to dry.

Another way the SES members protect themselves is by handling
SES misconduct adjudications differently from other cases. Until
recently, the SES Board adjudicated SES matters. The discipline
for SES infractions was typically somewhat less harsh to much less
harsh than that given to non-SES employees charged with the
same offense. This double standard has debilitated rank-and-file
employees’ morale and, as will be noted later, is one of the reasons
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quality agents are disinclined to enter the career development pro-
gram.

There are many recognized root problems in the management
structure of the FBI that senior management has neglected to seri-
ously address. The SES staff resists changing a system that bene-
fits them and ensures excessive headquarters control over field op-
erations. These problems have created disincentives that dissuade
quality agents from participating in career development.

There are significant barriers that discourage agents from want-
ing to participate in career development. For example, to promote
to assistant director, an agent must make a minimum of six career
moves, most requiring family relocation, and at least three tours of
duty at headquarters. This gives headquarters senior management
a stranglehold over these rising agents, requiring absolute alle-
giance to the SES staff.

Another FBIHQ issue concerns SES personnel prohibiting non-
agent professional staff from assuming FBI positions that histori-
cally have been filled by agents. Agents are expensive, scarce re-
sources who are better utilized in the field. Simply stated, there is
an abundance of FBI positions currently filled by agents that could
be more efficiently and economically filled by support staff on a
more consistent and permanent basis.

In 1998, Special Agent Carl Christiansen, then the Louisville Di-
vision assistant special agent-in-charge, ASAC, was tasked with
conducting a survey of the executive development selection pro-
gram to determine what impacts an agent’s decision to participate
in management. The following are a few of the results.

There are far more disincentives than incentives in participating
in career development. There are too many transfers, inadequate fi-
nancial incentives, et cetera. FBIHQ assignments were viewed as
very negative because headquarters work was viewed as clerical,
devoid of supervisory responsibility, and did little to prepare an
agent for future assignments. Agents expressed a reluctance to be-
come involved in a management system they believed to be hypo-
critical and lacking ethics.

SA Christiansen and his Committee identified some of the under-
lying reasons for agents’ disinterest in career development. The
FBI's organizational structure, culture and approach to manage-
ment are no longer suited to today’s world. They recommended that
the Director needed to make drastic changes to the structure and
philosophy of management to allow the organization to adapt more
readily to a quickly changing environment.

When SA Christiansen presented the survey recommendations to
a group of 15 SES employees, the proposals were scoffed at. To
date, only a few minor changes have been made to the CDP as a
result of the survey. Recently, the outgoing president of the FBI
Agents Association, John Sennett, stated in a letter in his presi-
dent’s column in the FBIAA newsletter, “Along with better infor-
mation automation, the FBI must retool. We must reengineer our
administrative and investigative practices, keep what is worth
keeping. We also have to be aggressive in throwing away outdated
and cumbersome administrative practices that drag down even the
best and most energetic investigator.”
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I fully agree with both SAs Christiansen and Bennett. A holistic
overhaul of the entire system is needed, starting with the multi-
tiered, bloated headquarters structure which is not necessary. The
review might start with an eye toward expanding the management
career track in the field to enable a street agent to rise to ASAC
without a transfer to headquarters. New practices along these lines
may begin to attract the FBI's best and brightest into management.

The blue-ribbon commission proposed by this Committee, in-
tended to examine all aspects of FBI operations, is a positive step
toward revamping the current system. I would encourage the com-
mission to research the pros and cons of a separate pay system for
Federal law enforcement. The Office of Personnel Management re-
searched this in 1993 at the direction of Congress and issued a re-
port.

The management survey I mentioned above found pay compres-
sion at the top as a disincentive to career development. In addition,
the survey shows that agents believe that anyone who volunteers
to be a manager will become one because they do not see a valid
performance appraisal system that measures management at-
tributes. An overhaul of the pay system would address pay com-
pression and performance appraisal issues that are of great concern
to the FBI, the FBI Agents Association, and other Federal law en-
forcement agencies.

Due to recent FBI management failures, there has been a call for
increased oversight over the FBI’s internal watchdog functions. The
oversight options are as follows: one, continue to operate the FBI’s
OPR Division in its present form, with the addition of an oversight
function by the Senate Judiciary Committee or similar body. Two,
expand the oversight of the Office of Inspector General, Depart-
ment of Justice, to assume the functions of the FBI’s OPR. And,
three, create an Office of Inspector General in the FBI.

On June 20, 2001, Senate bill 1065 was introduced, calling for
the creation of an inspector general for the FBI. Last week, Attor-
ney General John Ashcroft expanded the OIG/DOJ authority to in-
vestigate all internal matters for both the FBI and Drug Enforce-
ment Administration. As a practical matter, because of the Attor-
]rolley General’s action, I believe only the last two options remain via-

e.

In considering these two approaches, I favor the FBI IG concept,
with a very important caveat. The FBI IG’s investigative staff
should be comprised of FBI personnel. Based on my extensive FBI
internal affairs experience, I strongly believe that FBI agents can
best effectively investigate their own. In the FBI’s OPR history, the
office has never failed to conduct aggressive, hard-hitting investiga-
tions of misconduct, regardless of the subject’s position.

The FBI's OPR has proven its independence and I am confident
that the office would be loyal to the mission of the IG. Additionally,
using FBI personnel who are already in place is a more cost-effec-
tive approach. This is especially significant when compared to in-
creasing the $42 million budget of the OIG/DOJ office for addi-
tional investigators, training and staff to handle the increased
workload.

The FBI IG approach also preserves an increased element of
independence for the FBI over the OIG.
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Chairman LEAHY. Mr. Werner, I apologize, but I am going to
have to ask you sum up because we had to leave here at 12:30 and
it is now 12:55. So we are running into a little bit of a problem.

Mr. WERNER. The only point I wanted really to make here is the
fact that the independent office within the FBI, the IG office within
the FBI, preserves an element of independence that I think is cru-
cial to the FBI’s functioning as an investigative agency responsible
for the investigation of Federal—

Chairman LEAHY. And you don’t see that as contradictory when
you said earlier that many who say they are protecting the Bureau
are actually protecting each other?

Mr. WERNER. Sir, I believe that if you charge an office with that
responsibility and it is clear from the Director and senior manage-
ment that they have unfettered access to employees and are given
the green light to do aggressive, hard-hitting investigations, it can
be very effective, and has been effective in the past.

Chairman LEAHY. As you know, that is one of the things we are
going to have to wrestle with, so your statement is extremely valu-
able to us. We are asking you for your expertise, having been there.
We look at it from the outside. You have been there on the inside.

[The prepared statement of Mr. Werner follows:]

STATEMENT OF JOHN WERNER, BLUE SKY ENTERPRISES OF NORTH CAROLINA, INC.,
CARY, NORTH CAROLINA

I want to thank the Committee for the invitation to testify.

BACKGROUND

I am a self-employed general contractor in Cary, N.C. After more than 27 years
of service, I retired from the FBI in 1999. During my Federal Bureau of Investiga-
tion (FBI) career, I investigated criminal matters in Washington, D.C., served as a
Foreign Counterintelligence supervisor, worked in the Office of Professional Respon-
sibility (OPR) as a supervisor, and supervised the Raleigh Resident Agency until my
retirement. Additionally, I had extensive experience in internal affairs investiga-
tions beginning about 1985. This included my being the supervisor responsible for
the investigation of alleged wrongdoing against then FBI Director William Sessions
and his executive assistant. In another case, Special Agent (SA) John Roberts and
I were ordered back from our respective field offices to investigate cover-up allega-
tions in the Ruby Ridge matter. I was also involved in numerous other internal in-
vestigations of FBI management.

MANAGEMENT ISSUES, ETHICAL STANDARDS

I realize we are here today to address FBI management reforms, discuss FBI
problems and potential fixes for these problems. It is important not to forget the
dedicated hard work performed by the more than 26,000 FBI employees, who suc-
cessfully investigate thousands of cases each year. There are things broken in the
FBI, primarily management-related, but the basics of how agents conduct their in-
vestigations are not broken. Page 1 of 8

The rank and file employees are hitting on all cylinders, albeit frustrated over the
inefficiencies of management, broken or nonexistent information systems, and con-
cerns over being held to higher standards of conduct than senior management.

Management problems begin with the FBI’s Senior Executive Service (SES) per-
sonnel. It would not be fair to suggest all members of the SES have been engaged
in abuses of authority described herein, because the majority are sincere, dedicated
law enforcement professionals who have made many sacrifices for the Bureau. My
remarks are being addressed to that vocal minority of SES members, often referred
to as the “Club” by street agents, who are motivated by self-preservation and self-
interest at any cost. For the most part, these SES personnel are not motivated by
the best interest of the FBI.

In his testimony before this Committee, former Senator John Danforth suggested
that an element of management misconduct, concerning the failure of disclosing
wrongdoing, has its roots in the employees’ desire to “not embarrass the Bureau.”
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While there may be an element of this involved, I would suggest that protecting
their self-interest is primary, and the excuse of “not embarrassing the Bureau” is
a convenience to justify their misconduct. Hiding behind a wall of arrogance, senior
managers hold the belief that they always know what is best for the Bureau. These

S members are intolerant of any suggestion that their way is wrong. They use
intimidation and retaliation against anyone who would be so impertinent as to chal-
lenge their interests.

SES personnel have retaliated against agents who have been assigned investiga-
tions of SES misconduct. Special Agent Roberts, who is here today, has had his ca-
reer seriously impaired because of his determined hard work on a number of high
profile cases involving SES personnel. These retaliatory practices send a chilling
message to any other agent who might be charged with similar investigations.

There are incidences where SES executives have taken action or avoided action,
to protect their own from career perils. In the first investigation of Ruby Ridge, SES
Inspectors sought to protect certain fellow peers from administrative discipline by
conducting a sloppy and incomplete investigation. At the same time, they were most
willing to hang lower tier employees “out to dry.” Another way the SES members
protect themselves is by handling SES personnel misconduct adjudications dif-
ferently from other cases. Until recently, the SES Board conducted SES adjudica-
tions. The discipline for SES infractions was typically somewhat less harsh to much
less harsh than that given to non-SES employees charged with the same type of of-
fense. This double-standard has debilitated rank and file employees’ morale and, as
will be noted later, is one of the reasons quality agents are disinclined to enter the
Career Development Program (CDP).

MANAGEMENT STRUCTURE OVERHAUL

There are many recognized root problems in the management structure of the FBI
that senior management has neglected to seriously address. The SES staff resists
changing a system that benefits them and ensures excessive headquarters control
over all field operations. These problems have created disincentives that dissuade
quality agents from participating in the CDP.

There are significant barriers that discourage agents from wanting to participate
in career development. For example, to promote to the level of Assistant Director
(AD), an agent must make a minium of six career moves, most requiring family relo-
cations, and at least three tours must be conducted at FBIHQ. This gives head-
quarters senior management a stranglehold over these rising agents, requiring abso-
lute allegiance to the SES staff. In addition, these frequent transfers do not give
the Bureau ample time to judge the management ability of its managers.

Another FBIHQ issue concerns SES personnel prohibiting non-agent professional
staff from assuming FBIHQ positions that historically have been filled by agents.
Agents are expensive, scarce investigative resources who are better utilized in the
field. Simply stated, there is an abundance of FBIHQ positions, currently filled by
agents, which could be more efficiently and economically filled by support staff in
a more consistent and permanent basis.

In 1998, Special Agent Carl Christiansen, then the Louisville Division Assistant
Special Agent in Charge (ASAC), was tasked with conducting a survey of the Execu-
tive Development Selection Program (EDSP) to determine what impacts an agent’s
decislion to participate in management. The following is a sampling of the survey
results:

¢ There are far more disincentives than incentives to participating in the
CDP. There are too many transfers, inadequate financial incentives, etc.;

« FBIHQ assignments were viewed as very negative because headquarters
work was viewed as clerical, devoid of supervisory responsibility, and did
little to prepare an agent for future assignments;

« Agents expressed reluctance to become involved in a management system
they believed to be hypocritical and lacking ethics.

SA Christiansen and his Committee identified some of the underlying reasons for
agents’ disinterest in the CDP. The FBI’s organizational structure, culture and ap-
proach to management are no longer suited to today’s world. They recommended
that the Director needed to consider drastic changes to the structure and philosophy
of management to allow the organization to adapt more readily to a quickly chang-
ing external environment. When SA Christiansen presented the survey rec-
ommendations to a group of 15 SES employees, the proposals were “scoffed” at. To
date, only a few minor changes have been made to the CDP as a result of the sur-
vey.

Recently the outgoing President of the FBI Agents Association (FBIAA), SA John
dJ. Sennett, stated in the “President’s Column” in the Spring 2001 FBIAA newsletter,
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“Along with better information automation, the FBI must re-tool. We must re-engi-
neer our administrative and investigative practices. Keeping what is worth keeping,
we also have to be aggressive in throwing away outdated and cumbersome adminis-
trative practices that drag down even the best and most energetic investigator.”

I fully agree with SA’s Christiansen and Sennett. A holistic overhaul of the entire
system is needed. This should begin with a critical evaluation of the true needs of
FBIHQ. For example, the multi-tiered, bloated headquarters structure is not nec-
essary. The review might start with an eye toward expanding the management ca-
reer track in the field to enable a street agent to rise to ASAC without a transfer
to headquarters. New practices, along these lines, may begin to attract the FBI’s
“best and brightest” into management. The “Blue Ribbon” commission proposed by
Senate Bill 1074 intended to examine all aspects of FBI operations is a positive step
toward revamping the current system.

I would encourage the commission to research the pros and cons of a separate pay
system for federal law enforcement. The Office of Personnel Management researched
this matter in 1993 at the direction of Congress and was the subject of a report,
entitled “Report to Congress A Plan to Establish a New Pay and Job Evaluation sys-
tem for Federal Law Enforcement Officers.” The management survey, mentioned
previously, found pay compression at the top Page was a disincentive to CPD par-
ticipation. In addition, the survey showed that agents believe that anyone who vol-
unteers to be a manager will become one, because they do not see a valid perform-
ance appraisal system that measures management attributes. An overhaul of the
pay system would address pay compression and performance appraisal issues that
are a great concern to the FBI, FBIAA, and other federal law enforcement agencies.

FBI OVERSIGHT

Due to recent FBI management failures there has been a call for increased over-
sight over the FBI’s own internal watch dog functions. The oversight options are the
following:

1. Continue to operate the FBI’'s OPR Division in its present form with the
addition of an oversight function by the Senate Judiciary Committee or a
similar body;

2. Expand the oversight of the Office of Inspector General, Department of
Justice (OIG/DOJ) to assume the functions of the FBI’s OPR; and

3. Create an OIG in the FBI.

On June 20, 2001, Senate Bill 1065 was introduced calling for the creation of an
Inspector General (IG) for the FBI. Last week, Attorney General John Ashcroft ex-
panded the OIG/DOJ authority to investigate all internal matters for both the FBI
and the Drug Enforcement Agency. As a practical matter, because of the Attorney
General’s action only the last two options remain viable.

In considering these two approaches, I favor the FBI IG concept with a very im-
portant caveat: the FBI IG’s investigative staff should be comprised of FBI per-
sonnel. Based on my extensive FBI internal affairs experience, I strongly believe
that only FBI agents can most effectively investigate their own. In the FBI's OPR
history, the office has never failed to conduct aggressive, hard-hitting investigations
of misconduct, regardless of the subject’s position. For example, other agents and
I conducted a thorough investigation of former Director Sessions, which resulted in
his removal from office. The FBI’s OPR has proven its independence, and I am con-
fident the office would be loyal to the mission of the IG. Additionally, using FBI per-
sonnel, who are already in place, is a more cost effective approach. This is especially
significant when compared to increasing the 42 million dollar budget of the OIG/
DOJ office for additional investigators, training, and staff to handle the increased
work load.

The FBI IG approach also preserves an increased element of independence for the
FBI over the OIG/DOJ concept, while still establishing appropriate oversight by
Congress. Increased control by the OIG/DOJ could erode that independence in the
future. I want to emphasize that it is absolutely necessary to protect the Bureau’s
investigative independence so that its ability to investigate wrongdoing within the
Federal Government is not impaired. An apolitical FBI is a must. Some of the worst
sins committed by senior FBI management were those acts that created the impres-
sion that the FBI was politicized, such as the Filegate matter.

The problems with expanded control by the OIG/DOJ are considerable. If the FBI
is no longer responsible for investigating internal wrongdoing, the FBI’s ability to
maintain strong command over its operations and employees is weakened. The orga-
nization itself is undermined. The FBI, every law enforcement agency, should be
forced to conduct its own internal affairs investigations in an honest and straight-
forward manner. Additionally, the OIG/DOJ personnel would always be considered
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outsiders who would never gain the FBI employees’ confidence and cooperation,
which are necessary for successful internal affairs investigations. Non-FBI inves-
tigators would be hampered in their investigative efforts by not knowing the cul-
ture, mores, relationships, and subtle nuances of the FBI environment.

I am hopeful Attorney General Ashcroft will reconsider giving OIG/DOJ the au-
thority to handle the FBI’s internal affairs and support an FBI IG.

I would be pleased to answer any questions.

Chairman LEAHY. Mr. Perry, would you go ahead, please?

STATEMENT OF FRANK L. PERRY, SUPERVISORY SENIOR RESI-
DENT AGENT, FEDERAL BUREAU OF INVESTIGATION, WASH-
INGTON, D.C.

Mr. PERRY. Mr. Chairman, you have my statement and I will be
brief and not read it all.

In response to your invitation to appear before the Committee
today, I offer a brief summary of my experience and what I intend
to be and hope are constructive recommendations for the future of
the FBI. These are offered with a sense both of humility and grati-
tude for an organization that now needs to examine itself honestly
and with a sense of calling to better protect human rights and pro-
mote the national security.

I joined the FBI as an agent in 1982 and have served in various
divisions, to include Internal Affairs and as the head of the Office
of Law Enforcement Ethics. I have listed in my statement various
other assignments, but I will skip those.

With regard to the purpose of this hearing, I respectfully submit
that I investigated hundreds of OPR matters and was exposed to
about 2,500 such cases over a 5-year period.

In 1992, several of us in OPR began to see a change in the na-
ture of FBI misconduct. While still a very small percentage of the
agent population, approximately 1 to 2 percent were involved in
substantiated allegations of serious and criminal misconduct. These
substantiated allegations were becoming of a more premeditated
nature, as opposed to misconduct resulting from poor judgment.

The good news, subsequent to a 6-month, honest look at our-
selves was that we saw no trends of special agents engaging in civil
rights abuses, brutality, drugs, and classic quid pro quo corruption.
We were seeing trends in certain categories that prompted OPR,
comprised totally of FBI agents and with no prompting from the
Department of Justice, to research and recommend to the Director
a comprehensive, proactive ethics initiative designed to prevent
misconduct as opposed to merely reacting to it. Any such training
and culture-changing initiative could not be muzzled or constrained
or covered up in any fashion. Mr. Freeh agreed, and the program
was begun in 1996.

As head of that office, I wanted to look at ways that policies, pro-
grams and training would be meaningful and neither politically ex-
pedient nor mere window dressing. I believe the internal affairs
and training components of the FBI were beginning to feel better
about the course of the FBI due to this collaborative effort.

During this time, I was asked to investigate the FBI’s investiga-
tion of the Ruby Ridge standoff, and after dozens of interviews and
document reviews drafted the results, with the oversight of the
Justice Department’s OPR and Justice Management Division. And
I encountered overwhelming candor and forthrightness from FBI
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agents, but, sadly, I also encountered resistance on the part of
some senior FBI executives regarding results that were nothing
less than objective and balanced, but often organizationally unflat-
tering, which were reached based upon a preponderance of testi-
mony and evidence.

I do not believe there was a conspiracy or systematic plan to ob-
struct or cover up. I do believe, because of this case and so many
others to which I was exposed, that the culture of the FBI is such
that, as Mr. Grassley indicated, some senior executives have been
motivated by a desire not to embarrass the Bureau, as opposed to
honoring the mission and purpose of the FBI—investigate, seek,
find, speak and apply the truth.

In my judgment, this tendency does not constitute corruption. It
constitutes a “made member” or “club” mentality, as Mr. Werner
indicated, that has led to the perception that the organization is of-
tentimes less than forthcoming, and circles the wagons rather than
squares off and confronts what are often tragic mistakes as op-
posed to ethical wrongdoing.

This culture can be changed without disparaging any individuals.
Senior managers often are rated on issues that amount to form
over substance or image over crime control. I would therefore sug-
gest that the inspection process, similar to the OPR process, entail
the use of signed, sworn statements to assess a senior manager’s
performance and the corresponding client surveys, as opposed to
what is still perceived as a “blue skies” or “contract” approach.

I would argue that the measures of managerial performance
known as “effectiveness” and “efficiency” be coupled with the eth-
ical aspect of management in assessing leadership competence and
advancement. For example, a manager’s candid assessment and at-
tack of a crime problem is more important to the taxpayer than
emphasis on image, accommodation, or avoidance of violating a
compliance issue; that is, making a mistake.

As William James put it, there are worse things than being
wrong, and Mr. Danforth put the same point before this Committee
as “. . .making mistakes is not as bad as hiding mistakes.” I would
add that this self-inspection or performance process—and this is
the first of my two points—continue to be conducted by selected
special agents, with Department of Justice oversight, assessment
and co-inspector status, the latter of which is not in place now, but
would add to the credibility of the senior management promotion
process.

The FBI’s internal affairs, or OPR, process historically has been,
in my judgment, a firm and fair process below the senior executive
level. This view prompted me to ask Mr. Kiernan to research
whether the FBI had a double standard of discipline, as perceived
by many—and you have that report, I believe—such that senior ex-
ecutives were not held to a higher standard of professional respon-
sibility and accountability pursuant to substantiated allegations of
misconduct.

A 10-month study, which was scrutinized in detail by Mr. Freeh
and his direct subordinates, showed a double standard, or certainly
what was perceived to be one by the ran-and-file. As a result, Mr.
Freeh formally changed the form and content of senior executive
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discipline and accountability in August of 2000, as you, Mr. Leahy,
alluded to at the beginning of this session.

This was a step in the right direction, but I am not convinced
that this policy changed the culture problem we are here to ad-
dress. This tendency by some to allow, if not promote, the culture
of reluctance to recognize sincere, objective and unselfish attempts
to better the organization must be addressed and monitored by the
next Director.

I believe Mr. Freeh tried, and succeeded to some measure. He
commented to me once, out of frustration, that some senior execu-
tives complained to him that he was over-emphasizing “this integ-
rity thing.” This type of comment does not represent the majority
opinion of senior managers. It is symptomatic of the culture that,
while emphatically not corrupt, is complacent, if not resistant to
ethical oversight.

So my last point: Internal discipline should be investigated by
FBI agents, with the oversight of an artful and vigilant, though not
zealot, OPR entity of the Department of Justice or the OIG. “Physi-
cian, heal thyself” is not an inappropriate analogy in this context.
I see no need for a separate OIG, though I am aware that this is
the minority opinion on that point.

Special agents respond better to special agents and are more
forthcoming, and fear peer review more than review by an outside
agency. It is my understanding that in the military court martial
setting, many defendants prefer facing an independent magistrate
rather than a jury of their peers.

This culture is not to be construed as part of the cover-up or “cir-
cle the wagons” culture. This tenet of internal discipline comes
from professional pride, not arrogance, in that with the FBI’s ex-
panding jurisdiction, which includes investigation of so many other
Government agencies, it is a contribution to esprit de corps to know
that Congress and the White House allow us to investigate our-
selves using, with oversight, a higher standard of honesty and fair-
ness. Such moral freedom, as it were, may sound high-minded, but
I have seen this process, with the appropriate leadership and De-
partment of Justice oversight, work amazingly well, firmly, fairly,
and without zealotry or political influence.

The Criminal Division of the Department of Justice, not OPR,
had oversight of the original Ruby Ridge matter, and the Justice
Management Division of the Department adjudicated the last of the
administrative inquiries. Even so, it is FBI agents that you have
called before you today, who are responding to your request to
truthfully attest to internal problems, and I believe that to be sig-
nificant.

In closing, distinguished members, my experience, my research
and my conscience lead me to believe that we have a healthy baby
and need not throw it out with the bath water we are examining.
The FBI does need to come to recognize, as the ancient Greek
thinkers knew, that a preoccupation with being “the best” can in-
deed be an enemy of the good.

I have spoken to these issues in an article published in February
of this year by the FBI's own Law Enforcement Bulletin, copies of
which I believe you have requested and have been provided, so I
will not go into these recommendations here.
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We do expect of our leadership and all of our managers and
agents and professional support the realization in all of our policies
of hiring, promotion and crime-fighting that a morally good FBI is
the best FBI, and that the way to maintain the good we have done,
but become better all the while, is to put justice, fairness and the
truth over considerations of image, career and accommodation. We
know what to do. We require the collective will, culture and leader-
ship to consistently do it.

[The prepared statement of Mr. Perry follows:]

STATEMENT OF FRANK L. PERRY, SUPERVISORY SENIOR RESIDENT AGENT, FEDERAL
BUREAU OF INVESTIGATION, RALEIGH, NORTH CAROLINA

Mr. Chairman and Distinguished Members of the Committee:

In response to your invitation to appear before the Committee today, I offer a
brief summary of my background and FBI experience, and what I intend to be and
hope are constructive recommendations for the future of the FBI. These are offered
with a sense of both humility and gratitude for an organization that now needs to
examine itself honestly and with a sense of calling to better protect human rights
and promote the national security.

I joined the FBI as a Special Agent in 1982, and have served in the Charlotte
and Tampa Divisions, Washington Field Office, and FBI Headquarters, working or-
ganized crime, narcotics, domestic and international terrorism, and counterintel-
ligence. After a three year tour of duty as an undercover agent for the National Se-
curity Division, I was selected as a supervisor for the FBI’s Internal Affairs Division
(Office of Professional Responsibility (OPR)), where I served for five years. In 1996,
I was appointed by the Director as head of the Office of Law Enforcement Ethics
at the FBI Academy, Quantico, Virginia. I am currently the Supervisory Senior
Resident Agent of the Raleigh Office, which reports to the Charlotte Division.

With regard to the purpose of this hearing, I respectfully submit that I inves-
tigated hundreds of OPR (Internal Affairs) matters and was exposed to about 2,500
such cases over a five year period. In 1992, several of us in OPR began to see a
change in the nature of FBI misconduct. While still a very small percentage of the
Agent population was involved with substantiated allegations of serious and crimi-
nal misconduct (one to two percent of the entire Special Agent and management
population), the substantiated allegations were becoming of a more premeditated
nature, as opposed to misconduct resulting from poor judgment. The good news sub-
sequent to a six month honest look at ourselves was that we saw no trends of Spe-
cial Agents engaging in civil rights abuses, brutality, drugs, and classic or quid pro
quo corruption. We were seeing trends in certain categories that prompted OPR,
comprised totally of FBI SAs, and with no OPR/DOJ prompting, to research and rec-
ommend to the Director a comprehensive proactive ethics initiative designed to pre-
vent misconduct as opposed to merely reacting to it when it occurred. Any such
training and culture-changing initiative could not be muzzled or constrained or cov-
ered up. Mr. FREEH agreed, and the program was begun in 1996.

As head of that office, I wanted to look at ways policies, programs and training
would be meaningful and neither politically expedient nor mere window dressing.
As a result, we drafted a curriculum that attempted to understand the moral foun-
dation of the Constitution to which we gave an oath to defend. We wanted our re-
cruits to come to see their work as a calling to defend human rights, which often
involved the paradoxes of undercover work and other law enforcement-specific moral
dilemmas, emphasizing that justice means nothing without the complete truth even-
tually coming out in the discovery and courtroom setting. Such understanding and
practice prevents corruption, while maintaining the highest performance and pros-
ecutorial standards. I believe the Internal Affairs and Training components of the
FBI were beginning to feel better about the course and future of the FBI.

During this time, I was asked to investigate the FBI’s investigation of the RUBY
RIDGE standoff, and after dozens of interviews and document reviews, drafted the
results with the oversight of the Justice Department’s OPR and Justice Manage-
ment Division (JMD). I encountered overwhelming candor and forthrightness from
FBI Agents, but sadly I also encountered resistance on the part of some senior FBI
executives regarding results that were nothing less than objective and balanced, but
often organizationally unflattering, which were reached based upon a preponderance
of testimony and evidence. I do not believe there was a conspiracy or systematic
plan to obstruct or cover up results. I do believe, because of this case and so many
others to which I was exposed while in OPR, that the culture of the FBI is such
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that, as one of the members of this Committee has put it, some senior executives
have been motivated by a desire not to embarrass the Bureau, as opposed to hon-
oring the mission and purpose of the FBI: investigate, seek, find, speak, and apply
the truth. In my judgment, this tendency does not constitute corruption. It con-
stitutes a “made member” or “club” mentality that has led to the perception that
the organization is oftentimes less than forthcoming, and circles the wagons rather
than squaring off and confronting what are often tragic mistakes as opposed to eth-
ical wrongdoing.

This culture can be changed without disparaging any individuals. Firstly, an orga-
nizational obsession with compliance issues at the expense of fundamental case-
making as a result of aggressive, honest, investigative effort, must be changed. Sen-
ior managers often are rated on issues that amount to form over substance or image
over crime-control. I would therefore suggest that the inspection process, similar to
the Internal Affairs process, entail the use of signed sworn statements to assess a
senior manager’s performance and the corresponding climate surveys, as opposed to
what is still perceived as a “blue skies” or “contract” approach. I would argue that
the measures of managerial performance known as “effectiveness” and “efficiency”
be coupled with the ethical aspect of management in assessing leadership com-
petence and advancement. For example, a manager’s candid assessment and attack
of a crime problem is more important to the taxpayer than emphasis on image, ac-
commodation or avoidance of violating a compliance issue (i.e. making a mistake).
As William James put it, there are worse things than being wrong (Mr. Danforth
put the same point before this Committee as “. . .making mistakes is not as bad
as hiding mistakes.”). I would add that this self-inspection or performance process
continue to be conducted by selected Special Agents, with DOJ oversight, assess-
ment, and co-inspector status, the latter of which does not currently obtain, but
would add to the credibility of the senior management promotion process.

The FBI’s Internal Affairs historically has been, in my judgment, a firm and fair
process, below the Senior Executive (SES) level. This view prompted me to ask Mr.
KIERNAN to research whether the FBI had a double standard of discipline as per-
ceived by many, such that senior executives were not held to a higher standard of
professional responsibility and accountability pursuit to substantiated allegations of
misconduct. A ten month study which was scrutinized in detail by Mr. FREEH and
his direct subordinates showed such a double standard existed, or certainly was per-
ceived to be so, and as a result, Mr. FREEH formally changed the form and content
of senior executive discipline and accountability in August of 2000. This was a step
in the right direction, but I am not convinced that this policy changed the “culture”
problem we are here to address.

This tendency by some to allow if not promote the culture of reluctance to recog-
nize sincere, objective, and unselfish attempts to better the organization must be ad-
dressed and monitored by the next Director. I believe Mr. FREEH tried, and suc-
ceeded to some measure. He commented to me once out of frustration that some sen-
ior executives complained to him that he was over emphasizing “this integrity
thing.” This type of comment does not represent the majority opinion of senior man-
agers. It is symptomatic of the culture that, while emphatically not corrupt, is com-
placent if not resistant to ethical oversight.

So, my last point: internal discipline should be investigated by FBI Agents, with
the oversight of an artful and vigilant though not zealot, DOJ entity, be it OPR or
the OIG. “Physician, heal thyself’ is not an inappropriate analogy in this context.
I see no need for a separate OIG, though I am aware this is the minority opinion
on that point. Special Agents respond better to Special Agents and are more forth-
coming and fear peer review more than review by an outside agency. It is my under-
standing that in the military court martial setting, many defendants prefer facing
an independent magistrate rather than a jury of their peers. This culture is not to
be construed as part of the cover up or “circle the wagons” culture. This tenet of
internal discipline comes from professional pride—not arrogance—in that with the
FBI’s expanding jurisdiction which includes the investigation of so many other gov-
ernment agencies, it is a contribution to esprit de corps to know that Congress and
the White House allow us to investigate ourselves using, with oversight, a higher
standard of honesty and fairness. Such “moral freedom” as it were may sound high-
minded, but I have seen this process, with the appropriate leadership and DOJ over-
sight, work amazingly well: fairly, firmly, and without zealotry or political influence.
The Criminal Division of DOJ, not OPR, had oversight of the original Ruby Ridge
matter, and the Justice Management Division of DOJ adjudicated the last of the ad-
ministrative inquiries. Even so, it is FBI agents that you have called before you
today, who are responding to your request to truthfully attest to internal problems,
and I believe that to be significant.
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Distinguished members, my experience, my research, my conscience lead me to
believe that we have a “healthy baby” and need not throw it out with the bath water
we are examining. That baby, the FBI, does need to come to recognize, as the an-
cient Greek thinkers knew, that a preoccupation with being “the best” can be an
enemy of “the good”. I have spoken to these issues in an article published in Feb-
ruary of this year by the FBI’'s own Law Enforcement Bulletin, copies of which I
believe you requested and have been provided, so I will not detail these rec-
ommendations here. We do expect of our leadership, mid-level managers, special
agents, and professional support, the realization in all our policies of hiring, pro-
motion, and crime fighting that a morally good FBI is the best FBI, and that the
way to maintain the good we have done but become better all the while is to put
justice, fairness, and the truth over considerations of image, career, and accommoda-
tion. In fact, the best image for an organization is derived from its efficacy, and that
in turn from its professional ethics. We know what to do; we require the collective
will, culture, and leadership to consistently do it.

Chairman LEAHY. Thank you.

Before we go to Mr. Kiernan, I understand each of you have fam-
ily members here today. Is that correct?

Mr. ROBERTS. I have, sir.

Chairman LEAHY. Mr. Roberts, who is here?

Mr. ROBERTS. My wife, Brenda Roberts.

Chairman LEAHY. I am glad to have you here.

Mr. Kiernan, you get to be the wrap-up.

STATEMENT OF PATRICK J. KIERNAN, SUPERVISORY SENIOR
RESIDENT AGENT, FEDERAL BUREAU OF INVESTIGATION,
WASHINGTON, D.C.

Mr. KiERNAN. Thank you, Mr. Chairman. By way of background,
I am currently a supervisory special agent in the Law Enforcement
Ethics Unit at Quantico, Virginia. I have approximately 15 years
in the FBI, the last 3 in that position. Within that 3-year time pe-
riod, I spent approximately 14 months working with the Office of
Special Counsel under Senator John Danforth. I am extremely
proud of my 15 years of service to the FBI.

The Law Enforcement Ethics Unit was established in 1996, as
Mr. Perry stated. In that Unit, I spend the majority of my time in-
structing new agents, current agents, FBI support personnel, as
well as police officers from all over the country when we do some
travel, and around the world. The FBI is often looked to to either
initiate or improve law enforcement ethics programs in these coun-
tries.

However, because the FBI is made up of humans, we too have
sometimes fallen short of the excellence expected by the American
public. No one among us is perfect, and I certainly include myself
IILH that, and we each have to struggle with our own individual foi-

es.

One of the additional roles of the Law Enforcement Ethics Unit
is to periodically review the practices, policies and guidelines of the
FBI to ensure the FBI is being fair both to its own employees and
to the American public.

Should we discover a problem, it is our responsibility and obliga-
tion to point it out and correct it. It is my belief that if the Ethics
Unit of the FBI cannot speak the truth concerning a particular
matter and attempt to implement needed change, what other unit
in the FBI would be willing to do that?

In that regard, I came to work on what is now has been called
the SES Report, or the Senior Executive Service Accountability Re-
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port. In that report, there was a perception among the agent and
support population that there was a perceived disparate treatment
between the discipline given the rank-and-file employee and the
Senior Executive Service management.

Over a 10-month period, I examined cases, I pulled cases. I
looked at statistics, I interviewed knowledgeable personnel within
the FBI’'s OPR that were aware of specific interviews, and con-
cluded with a 26-page report that was presented to Director Freeh
on September 1, 1999.

In that report, to the opinion of our unit, the perception was
more than just a perception; it was a reality. We were able to cite
specific cases that, in our mind, did show the disparate treatment
between senior managers and rank-and-file employees. Some of
these cases also showed the great lengths that senior managers
went to in order to mitigate or downgrade the alleged misconduct
of some of their fellow colleagues.

To Director Freeh’s credit, he corrected this inconsistency, and in
August of 2000 he changed it, so he disbanded the Senior Manage-
ment Board that was reviewing these cases and created a single
disciplinary system for all FBI employees.

Shortly after this, I was asked to take on the assignment as the
sole liaison for the FBI with the Office of Special Counsel. Mr. Rob-
erts had initially called me and asked me to take on this role, de-
spite the fact that he had declined it based on his previous prob-
lems with Ruby Ridge. I was aware of that, but felt that this was
an important assignment and one that needed to be resolved as
quickly as possible so that the American people would know once
and for all what had happened at Waco.

During the course of my assignment with the Office of Special
Counsel, I was initially assigned to work with the Office of General
Counsel. I believe there was a resistance there that they still want-
ed to control the flow of information. There were certain managers
there that I felt were taking a legalistic approach to the special
counsel’s investigation and only wanted to provide what was legally
required, as opposed to all the documents which the Office of Spe-
cial Counsel had initially requested.

I believe the OSC agreed with me on this philosophy and, in fact,
subsequently sent approximately 15 investigators over to the FBI
one morning shortly after my assignment began to search several
offices of the Office of General Counsel.

While performing this role, I was guided by one overriding phi-
losophy, and that was to provide absolutely everything that had to
do with Waco to the Office of Special Counsel so they could make
an informed and independent decision on the Government’s action
during that incident. The FBI was not to make relevancy cuts and
not to decide what was important and what was not.

As a result of taking this what consider “open the books” stance,
there were occasional disagreements with certain senior managers,
not only in the Office of General Counsel, but other divisions. Peo-
ple were told not to disclose problematic issues with me because it
would get back to the OSC. I was excluded from certain meetings
that had to do with responding to OSC requests. Official letters
were sent out without my review because I believe certain man-
agers thought I would object to the wording. I was referred to as
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too controversial and, in short, seen as disloyal for trying to cooper-
ate with the Office of Special Counsel.

As I was concluding my assignment and looking for other career
opportunities, it was pointed out that it might be best for me to
just return to Quantico and chill out for a while. As a result of—

Chairman LEAHY. I just want to make sure we understand for
the record. The Office of Special Counsel, Senator Danforth, was
there under the direct request and on behalf of the Attorney Gen-
eral of the United States, who, after all, is over the FBI. Is that
correct?

Mr. KiERNAN. That is correct, and in any statement that I had
seen from Director Freeh he always wanted the FBI’s full and com-
plete cooperation with the OSC and that is what I was going on.

As a result of my time with the Office of Special Counsel, several
potential incidents of misconduct came to my attention. I forwarded
these incidents to the FBI’s Office of Professional Responsibility at
the conclusion of my assignment. Three of those incidents dealt
with senior managers. Two of them dealt with what I considered
specifically retaliatory action against me, and I am content to allow
that process to proceed to its conclusion.

I see my time is up.

Chairman LEAHY. Go ahead. I will waive some of my time for
questions. I want you to continue with what happened because
Senator Danforth’s efforts in getting the facts from Waco and your
involvement with that is integral to this whole hearing that we are
doing. So I want to hear the rest of that.

Go ahead.

Mr. KIERNAN. I believe that some of this criticism we all hear
about in the daily news of the FBI is well deserved. It is not easy
and very frustrating to represent the Ethics Unit of the FBI, where
our goal is to teach the avoidance of many of these issues, and yet
be constantly faced with these when I go out to instruct either
agents or law enforcement officers from around the country or
around the world. It is not easy to battle people in your own orga-
nization when you are just trying to do the right thing. In an ideal
world, the Ethics Unit of the FBI would never be in conflict with
the senior management of the FBI.

Concerning some suggested improvements, I really strongly be-
lieve that the ethical message that was started by Director Freeh
to the new agents of the FBI never quite made it down to some of
the senior managers of the FBI, and that is where it really needs
to take strong hold and be pulled together. Unfortunately, career
advancement at any cost sometimes becomes the ultimate goal, and
decisions are made for selfish interest as opposed to the good of the
country or the organization.

I would also suggest that the Committee possibly consider estab-
lishing an ethics czar or a senior-level FBI official that is solely
concerned with the ethical implications and perspective of either a
high-level policy decision or operational decision. There are legal
people in place to do that, administrative procedural people. But if
you had one person that could just sit back and ask the question,
is this really the right course of action for the FBI to take, that
might go a long way toward resolving many of these problems.
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Finally, the ethical message itself must be backed up by action.
Simply having a lot of rhetoric will do no good if the disciplinary
system itself i1s not backed up, including demotions and dismissals,
if that needs to be the case. Attempting to cover up investigative
miscues from the American public or protect your colleagues from
career embarrassment, no matter how noble the intentions, should
be the quickest way to get fired from the FBI.

In conclusion, I wanted to comment that during a recent visit to
the United States Naval Academy with my family I came across
the Latin phrase “non sibi, sed patriae,” which means “not for self,
but for country.” That is the tone that needs to be set at the FBI.
Each person here today before your Committee has attempted to do
that in the FBI. Countless other FBI employees do it everyday and
live out that philosophy, with some having paid the ultimate sac-
rifice. It is for those heroes and others to come that we here could
not simply sit idle and allow these problems to continue. We all
care too much about this organization.

Hopefully, with your Committee’s oversight, a new administra-
tion and a new Director, the FBI can begin its journey back to be-
coming the premier law enforcement agency in the world, one of
which the American people can be proud.

Thank you, Mr. Chairman. I am available for questions.

[The prepared statement of Mr. Kiernan follows:]

STATEMENT OF PATRICK J. KIERNAN, SUPERVISORY SPECIAL AGENT, FEDERAL
BUREAU OF INVESTIGATION

Mr. Chairman, Senator Hatch, and members of the Judiciary Committee.

BACKGROUND

I am currently a Supervisory Special Agent of the FBI who works full-time in the
Law Enforcement Ethics Unit (LEEU), based at the FBI Academy, Quantico, VA.
I arrived in this Unit in June 1998 and left for approximatelyl4 months between
November 1999 and January 2001 to work at FBI Headquarters as the fulltime liai-
son to the Office of Special Counsel’s (OSC) Waco investigation, led by former Sen-
ator John C. Danforth. Prior to my time in LEEU, I spent 11 %2 years as a Special
Agent assigned to the Dallas Division of the FBI working a variety of criminal and
intelligence assignments. Before joining the FBI, I worked for two years as an attor-
ney in a small private firm in northern New Jersey. I am extremely proud of my
nearly 15 years of service to the FBI, especially the last three.

LAW ENFORCEMENT ETHICS UNIT

The LEEU was established in 1996 by Director Louis J. Freeh and originally
placed under the supervision of Unit Chief (UC) Frank L. Perry. Overall supervision
of the Unit falls under the FBI Office of Professional Responsibility (OPR). At the
Unit, I instruct New Agents, current Agents, and FBI support personnel in the im-
portance of always maintaining high standards, and in never forgetting to place eth-
ics and integrity at the center of their professional lives. I also have instructed and
met with law enforcement officers from all over the United States, as well as from
foreign countries, including Bulgaria, Hungary, Macedonia, Montenegro, Albania,
Latvia, Egypt, Saudi Arabia, England, and Ireland. These countries look to the FBI
to be the role model to either initiate or improve their law enforcement integrity
programs. The FBI is often the standard by which others are measured. However,
because the FBI is made up of humans, we too, have sometimes fallen short of the
excellence which is expected and deserved by the American public. No one among
us is perfect. We each have to struggle with our own individual foibles.

One of the additional roles of the LEEU, when not instructing, is to periodically
review FBI policies, procedures, and guidelines to ensure that the FBI is being fair
to its own employees and to the American people. Should we discover a problem,
it is our responsibility and obligation to point it out and correct it. It is not a role
that we take lightly, particularly since many times, it may involve taking on a long-
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established FBI policy or procedure, which others may have declined to try to
change for fear of negative career consequences or retaliation. However, my belief
is that if the Ethics Unit could not speak the truth concerning a particular matter
and attempt to implement needed change, what other Unit in the FBI would be will-
ing to do it? It is this reasoning that has brought me to your hearing today.

SENIOR EXECUTIVE SERVICE ACCOUNTABILITY REPORT

During 1999, I was the primary author behind a report entitled “FBI SENIOR
EXECUTIVE SERVICE ACCOUNTABILITY: A HIGHER STANDARD OR A DOU-
BLE STANDARD?” The Ethics Unit had heard on numerous occasions of a per-
ceived double standard in the administration of discipline between FBI senior man-
agers and rank and file employees. This was an issue that needed to be reviewed
and challenged if true. Over a ten month period, cases were reexamined, statistics
analyzed, and interviews conducted with knowledgeable personnel from the FBI
OPR. The final report was handed to Director Freeh on September 1, 1999 by UC
Perry.

The findings from the report revealed that disparate treatment did exist between
senior managers and the rank and file FBI employees. Instead of senior managers
receiving greater discipline for an infraction, as one might expect because of their
greater responsibilities, they oftentimes received less or even none. Specific cases
were cited to illustrate the great lengths fellow senior managers went through to
mitigate or downgrade the alleged misconduct. A recommendation was made to dis-
band the special senior manager board, which reviewed all senior manager cases for
discipline. To Director Freeh’s credit, he corrected this inconsistency. In August
2000, he disbanded the senior manager board and created a single disciplinary sys-
tem by which all FBI employees would have their cases adjudicated.

OFFICE OF SPECIAL COUNSEL LIAISON ASSIGNMENT

In November 1999, I was asked by Senator Danforth to become his sole liaison
to the OSC investigation. He was initially experiencing some problems in obtaining
the FBI’s full cooperation. In the Ethics Unit, we realized the last thing the FBI
should be doing was to hinder or obstruct an outside investigation where the Bu-
reau was accused of covering up the facts. Every statement I read from the Director
was that the FBI was pledging its “full and complete cooperation” toward the OSC.
Anything short of that would only make the OSC and the American public more
suspicious of the FBI. This lack of cooperation was not the posture to be taking
while attempting to gain back the public’s trust. Without that trust, the FBI will
never be able to accomplish its law enforcement mission.

As you may be aware, UC John E. Roberts, FBI OPR, declined this same liaison
role because of how he had been treated after leading an outside criminal investiga-
tion against several of his colleagues within the FBI. UC Roberts believed his asso-
ciation with the earlier Ruby Ridge investigation had not made him any new friends
in the FBI, and in fact had harmed his future career opportunities because of the
findings and some of the confrontational interviews he needed to conduct. UC Rob-
erts made me aware of his previous problems before I accepted the OSC assignment.
At the time, I believed that the public did not fully understand everything that had
happened at Waco and I wanted to be involved in a short-term high profile inves-
tigation which hopefully would clear it up once and for all.

INTERACTION WITHIN THE FBI

My assignment as the new liaison to Senator Danforth seemed to meet with im-
mediate resistance from the FBI’s Office of General Counsel (OGC), who I believe
still wanted to maintain control of the flow of information. When it was pointed out
to Director Freeh that there was a conflict of interest with assigning me to the OGC,
as some of their own personnel and practices were under investigation, he changed
my reporting to the FBI’s Inspection Division. Although I was placed in a different
Division, the OGC was still coordinating the retrieval and release of FBI documents
to the OSC. Accordingly, I continued to have almost daily contact with the OGC.
Initially, certain managers took the position that they were only going to provide
what was legally required, as opposed to disclosing all Waco documents, which the
OSC had requested. This stance was similar to an adversarial legal proceeding. This
attitude was unacceptable to the OSC and they signaled this displeasure to the FBI
by “visiting” on the morning on December 16, 1999 with approximately 15 investiga-
tors to search several offices of the OGC. Ultimately, although the process was defi-
nitely rocky, I do believe the OSC received full disclosure of any documentary evi-
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dence the FBI had in it’s possession and their conclusions regarding the events at
Waco were correct.

While performing my role as OSC liaison, I was guided by one overriding philos-
ophy. The OSC was to be provided with absolutely everything that had to do with
WACO so they could make an independent and informed decision about the govern-
ment’s actions during that stand-off. The FBI was not to make decisions regarding
the “relevancy” of the information. That was for the OSC to decide. That is how I
understood the phrase “full and complete cooperation.” I was trying to resolve issues
with an eye toward the long-term best interests of the FBI and the nation, not a
short-term expedient “quick fix.” Unfortunately, not everyone I dealt with at the
FBI had this same mindset.

As a result of taking this “open the books” stance, there were occasional disagree-
ments with some senior managers from the various FBI Divisions. As a mid-level
manager, I believe many in senior management were insulted that I was coming
into their Divisions and requiring nothing short of total cooperation with the OSC.
While some resented me for it, I believe many other dedicated Bureau employees
realized this was the proper course of action, no matter how embarrassing the ini-
tial disclosures might be. Yet, people were told not to disclose to me problematic
issues because the revelation would get back to the OSC. I was excluded from meet-
ings which discussed responding to OSC requests. Official letters were sent out
without my review because I believe certain managers felt I would object to the lan-
guage or wording, if it was not completely honest and forthcoming. I was referred
to as “too controversial” and in short, seen as disloyal to the FBI for attempting to
cooperate with the OSC. This is further evidenced by the fact that when my OSC
assignment was concluding and I was looking for other career opportunities at
FBIHQ, it was brought to my attention that it might be best for me to “just return
to Quantico for a while and chill out.”

Through my assignment with the OSC, I was made aware of several instances of
potential FBI misconduct, which occurred during the time period of the Waco stand-
off up through the current OSC investigation. I initially attempted to have the OSC
include these matters in their final report issued in November 2000. However, based
on their well-defined written mandate from Attorney General Janet Reno, the OSC
did not wish to include issues that were not central to their core investigation. This
left me no choice but to report them to the FBI OPR in December 2000. Three of
these referrals dealt with onboard senior managers of the FBI. Two of those three
dealt specifically with what I perceived as retaliatory action toward me. I am con-
tent to allow the investigative process to proceed and only wanted those actions to
be independently reviewed. I realize that retaliation can sometimes be very subtle
and these cases are difficult to prove.

As difficult as it may be to hear the daily bad news about the FBI, in my heart,
I know some of the criticism is deserved. It makes it even harder for me to face
as I represent the Ethics Unit of the FBI, where our goal is to teach the avoidance
of many of the same problems we are dealing with today. It is not easy and very
frustrating to routinely battle the leaders of your own organization on issues of
“doing the right thing.” In an ideal world, the Ethics Unit of the FBI would never
be in conflict with senior management.

SUGGESTED IMPROVEMENTS

Director Freeh made a great start in 1996 by significantly expanding the ethics
program for the new Agents of the FBI. But the same message needs to be provided
to the leadership of the organization. I do not believe that people intentionally want
to make unethical decisions. However, everyone, myself included, needs the occa-
sional reminder of why we joined the FBI. In almost all cases, it was to make a
positive difference in the lives of American citizens. It was certainly not to make
money. Nor should it have been to acquire power and influence. Unfortunately,
sometimes career advancement at any cost becomes the ultimate goal and decisions
are made for selfish interests, as opposed to the good of the organization or the
country. This certainly is not unique to the FBI, but because of the FBI's consider-
able powers, it can have significant detrimental effects for the public.

I would suggest consideration be given to establishing an Ethics Czar at FBIHQ,
who would have input into every high-level policy or operational decision. This input
would be based solely on an ethical perspective. Not legal, administrative, or proce-
dural, as there are already people in place to answer those issues. But simply to
step back from all the other pressures of a high profile criminal investigative agency
and ask “Is this the right thing for the FBI to do?” Consideration should also be
given to creating a similar position in every field Division of the FBI. If the FBI
is really serious about implementing its fifth core value, that being “uncompro-
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mising personal and institutional integrity,” then we need to do more than teach
it to the new Agents and never talk about it again.

Finally, once the ethical message is out there, it must be backed up by action.
Rhetoric alone will not suffice to truly change any ingrained cultural problems at
the FBI. Those who fail to live up to the high standards expected of FBI employees
must be disciplined appropriately, including demotions and dismissals. Only by
sending a strong message, through both words and action that unethical behavior
will not be tolerated, can we hope to prevent such misconduct. Attempting to cover-
up investigative miscues from the American public or protect colleagues from career
embarrassment, no matter how noble the intentions, should be the quickest way to
get fired in the FBI. This is one of the classic law enforcement dilemmas my unit
teaches the new Special Agents of the FBI, “Honesty versus Loyalty.” Unfortu-
nately, the loyalty in that equation is misplaced. Loyalty should be to the country
and the United States Constitution, not to your colleagues and friends who helped
promote you. I am not saying allegiance and fidelity to your associates is wrong. Ca-
maraderie is very important, especially in a law enforcement agency where Agents
on a routine basis risk their lives for each other. However, when the choice is be-
tween those two worthy moral goals, an FBI employee must choose “principles over
persons.”

CONCLUSION

During a recent visit with my family to the United States Naval Academy, we
stopped in at the chapel. Over the entrance doors was a Latin phrase that I am
sure every Naval Academy graduate knows, “Non Sibi, Sed Patriae” which means
“Not for self, but for country.” That phrase succinctly summarizes what needs to be
done at the FBI. That is the tone which needs to be set. Each person here today
before your Committee has attempted to do that in the FBI. Countless other FBI
employees live out that philosophy every day, with some having paid the ultimate
sacrifice. It is for those heroes and others to come, why we, before you today, could
not simply sit idle and allow these problems to continue. We all care too much about
this organization. Sometimes you have to endure short-term pain for long-term
health and vitality. Hopefully, with your Committee’s oversight, a new administra-
tion, and a new Director, the FBI can begin its journey back toward the goal of
being the premier law enforcement agency in the world, one which the American
people can be proud.

Chairman LEAHY. Thank you, Mr. Kiernan.

I am going to yield first to Senator Grassley, who, like other
members of the Committee, has tried to juggle three other Commit-
tees today and who has spent so much time on this.

So I will yield first to you and then I will complete with my ques-
tions.

Senator GRASSLEY. Thank you, and I don’t think that I will use
the full time, Mr. Chairman.

First of all, I want to make clear not only to you, but to the other
people at the FBI, and I want the public to also appreciate what
whistleblowers go through. We appreciate, first of all, your testi-
fying because I know those of who are still, and there are three of
you still with the FBI, your speaking may subject you to retalia-
tion.

I want to refer to 18 U.S.C. 1505, which carries a criminal sanc-
tion for interfering with a Committee investigation. Certainly, re-
taliation against a witness is interference, so if at any time you be-
lieve that you are retaliated against for providing information to
Congress, I encourage you to contact any office, but I want to let
you know that my office would be open to receiving your state-
ments and to helping you.

In addition, I am going to be writing to the Attorney General
today and the Acting Director of the FBI, reminding them of the
protections that the law gives employees cooperating with a Com-
mittee investigating, including this Committee. I hope that other
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members of the Committee would join in that effort as well. I know
the Chairman has already spoken out, but I want to make sure
that they know I feel the same way the Chairman does.

Chairman LEAHY. I think the message goes out that if you called
either Senator Grassley or myself, you would get straight through
to us.

Senator GRASSLEY. I am going to start with this question: It is
my understanding that after the report prepared by the FBI Ethics
Unit on the SES/rank-and-file double standard, former Director
Freeh disbanded the SES Adjudication Board as a means to adju-
dicate senior official misconduct.

First, I would hope that that report, assuming it isn’t too big, is
made a part of the record.

Chairman LEAHY. It is already part of the record.

Senator GRASSLEY. OK, thank you.

Could any of you comment on the system that is now place to ad-
judicate the misconduct of senior officials, and what are the
positives and negatives of the new system?

Mr. ROBERTS. The system now for SES and non-SES members of
the FBI is one and the same; that is, it goes through the same dis-
ciplinary process. I don’t have any information that any of those
cases have been adjudicated to date fully. However, I think that it
was a great move and I am encouraged that this will be at least
part of the answer to having a fair system for both non-SES and
SES employees.

Senator GRASSLEY. Does anybody else want to add anything?

Mr. PERRY. I might add, Mr. Grassley, that when we finished
that report we felt it appropriate and prudent to hand it directly
to Mr. Freeh. And Mr. Kiernan thought about how best to get it
to him, but we felt that going through certain chains of command—
and he was fully aware of what we were doing, as well as the fact
that the head of our internal affairs OPR was fully aware that we
were involved in this project, but was not fully aware of the
“what’s” of the project.

Mr. Freeh reviewed it in detail. I think five assistant directors
looked at it from the point of view of the inspection process, the
legal process, as well as the SES process, and, as we indicated, ap-
proved it in August of 2000.

However, Mr. Kiernan and I did face comments to the effect that
we were “lone rangers” and that the Ethics Unit should not engage
in that sort of thing, although Mr. Freeh had approved it himself.
So it is an added symptom of what we had to go through to have
that particular report approved, and it is now in place.

Senator GRASSLEY. The second question: From your testimony, it
looks like you are split on the question of who should perform the
investigation of senior official misconduct within the FBI, the FBI
OPR agents or an outside entity such as the Department of Justice
I1G.

At the same time, the kind of retaliation that has been experi-
enced by all of you by conducting such investigations would lead
one to conclude that a senior official investigation is not conducive
to career enhancement. Don’t you think this is bound to have a
chilling effect, and wouldn’t an outside entity be less liable to suc-
cumb to any fears of retaliation?
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Mr. WERNER. The only thing that is clear to me through the
years that I have worked in internal affairs is that FBI agents
working under OPR, not outside of the OPR process, have always
been able to do the proper thing.

I will point out Ruby Ridge. Both Mr. Roberts and I knew about
relationships that existed between individuals involved in the origi-
nal incident, we quickly were able to seize upon important wit-
nesses and interview them to get important information that led to
the unraveling of the mystery of what happened during that event.
Had it not been for the fact that we had that prior knowledge of
relationships, mores, nuances of management, I don’t think we
could have done that.

I think it is important that you have FBI personnel involved in
the process, with some kind of oversight, whether it be an inspector
general of the FBI, using FBI personnel, or oversight by this Com-
mittee over the OPR division of the FBI. But I think it is important
for the organization to investigate their own, as Mr. Kelly sug-
gested in earlier testimony before this Committee.

Senator GRASSLEY. That is the end of my questioning. I thank
you very much for being kind to me to let me go first.

Chairman LEAHY. Do you have more? If you have another one,
go ahead.

Senator GRASSLEY. To Mr. Perry, in your review of the Ruby
Ridge investigation, you recommended disciplinary action be taken
with respect to several senior FBI officials. Now, I know you can’t
provide any names and I don’t expect you to, but could you please
describe the reasons for your recommendations; that is, the type of
misconduct that you found?

Mr. PERRY. We found that the initial investigation which we
were investigating which was conducted by inspectors—that is not
to disparage that process, but the original investigation was taken
out of the hands of OPR, for a number of good reasons and some
not very good reasons.

We were looking at that investigation because we saw a circle of
conflict, as it were, friends investigating friends, people who had
been promoted having been promoted by individuals that served on
former SES career boards that they were now investigating and/or
adjudicating. We felt that that entire process was flawed, and that
therefore there was a misuse of position aspect of that, which is an
OPR category of misconduct. We looked at that, as well as the ad-
judication process, as well as some actions on the part of others,
as it was alleged that they tended to pull the investigation in cer-
tain directions, away from certain people.

We also looked at an aspect pursuant to the inquiry by Mr. Wer-
ner and Mr. Roberts that certain people had not been interviewed,
that the original investigation was incomplete. In one case, we
found over a dozen people who were not interviewed who could
speak to, for example, the rules of engagement which led in many
ways to the horrible tragedy.

So it was that sort of thing that we wrote up, and I think there
was a preponderance of testimony and evidence that some actions
should have been taken, both negative and positive, and no actions
were taken, to my knowledge.
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Senator GRASSLEY. Do you think these things are resolved or are
there still some things from Ruby Ridge unresolved?

Mr. PERRY. I believe that a final product that is complete and ob-
jective, unbiased, has yet to be seen as far as from the point of view
of adjudication. In fact, I am not aware of the Bureau ever releas-
ing the adjudicative results of the investigation of the investigation.

Senator GRASSLEY. That is maybe something we would want to
pursue.

Chairman LEAHY. I think eventually we are going to see it.

I spent an awful lot of time on Ruby Ridge. Senator Specter, Sen-
ator Kohl, myself and others were involved in that. Hindsight, of
course, is always 20/20, but you didn’t have to be too much of an
expert to know, one, that there were a number of serious mistakes
made, but, second, that worse than some of the mistakes made at
Ruby Ridge were the efforts made to cover them up. Promotions
were given to people who should have been severely censured, and
other things went on that just made no sense.

In January of 2001, the Assistant Attorney General for Adminis-
tration, Stephen Colgate, found that there was no misconduct on
the part of FBI employees in the Ruby Ridge matter.

Mr. Roberts, you said that conclusion was “outrageous and
alarming,” I believe those were your words. So I would ask, based
upon your knowledge of the facts and the precedent in disciplining
FBI agents, and your own experience in reviewing the adjudication
of the misconduct of FBI agents, do you believe that agents at the
senior management level of the FBI should have been disciplined,
without going into particular names?

Mr. ROBERTS. Yes, sir, I do. I also believe that the Ruby Ridge
incident, from beginning to where we are now, is probably one of
the best training documents that could exist on how not to do
things; that is, how not to conduct internal investigations, how not
to do shooting inquiries, how not to adjudicate a matter.

I do find it alarming, and I don’t know how many have had an
opportunity to read that report, but I would submit to you that to
read that report and to see the preponderance of the evidence
would lead most of us to conclude that there was some serious mis-
conduct, or else we wouldn’t be talking about this today.

It is alarming to me that no one was at fault for what occurred
in the aftermath of the Ruby Ridge incident; that is, the investiga-
tions, those people that conducted the investigations, the flaws in
the investigation, the lack of following logical leads, logical evi-
dence in an investigation such as that.

And I might add, knowing that the Department of Justice and
the FBI conducted the investigation jointly, I find it troubling that
those in the FBI who were assisting in that investigation did not
provide the proper guidance to the Department of Justice attorneys
investigating that incident. I think it is a case of wanting to protect
the organization, of wanting to protect perhaps people that you
know or that you knew or that you had served with. I don’t know
where this will go. I don’t know how it will end up in the future.

Chairman LEAHY. Well, how high up did that culpability go? I
mean, if there were people who were not doing things right or were
covering things up or were failing to follow obvious trails—and I
can think of several instances that justify everything you have said
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there from my own experience in that case, but how high up does
that go?

Mr. ROBERTS. I think it goes to the highest levels of the FBI, sir,
the highest levels.

Chairman LEAHY. I believe you are right.

Mr. ROBERTS. And that is not easy for me to say. I think you will
find that all of us here—

Chairman LEAHY. It is not easy for me to say either, Mr. Roberts,
because I am one who has been a very, very strong supporter of
the FBI. My earlier career was in law enforcement. I have always
felt that in many ways the most challenging and rewarding public
career I have had has been in the area of law enforcement. But
Ruby Ridge was a very, very disturbing thing, and the more you
peeled the onion back, the more disturbing it became.

I am sorry. You were going to say something else. I didn’t mean
to interrupt.

Mr. ROBERTS. I just was going to say that all of us here thor-
oughly enjoy being employed by the FBI. We want nothing else but
to be employed by the FBI, but we all four have concerns, and I
think Ruby Ridge is just one of the best examples of how not to
conduct business.

Chairman LEAHY. Well, let me just say on a personal note—and
I may have other questions for the record, so we can wrap this
up—you mentioned enjoying being with the FBI. And, Mr. Werner,
even though you are retired, I could feel the affection and the
pride, both of which are deserved, from your own experience.

You, Mr. Perry, and Mr. Kiernan, you are down there at
Quantico and you see some of the smartest and most able men and
women come into the training programs there, and if they make it
through, you know they are good.

I remember in my days as a prosecutor when we would have po-
lice officers from our State of Vermont at either the local or State
level who were going to go off to the FBI Academy to get further
training, and many with my strong recommendation, how proud
they were and how proud I was to have them back into a force that
ultimately was responding to me and my office.

Even today, I have police officers from our State of Vermont, very
good police officers, many I have known from the time they were
first sworn in, who tell me they have an opportunity to go into the
FBI and they will call me and ask for my advice. I know the pride
they feel in going in there.

What we are trying to do is make sure that pride will always be
justified, not just for the men and women who you have coming
through, but those who are there today and for all of our sakes.
This should be the example of the best of the world.

I don’t want it to be a case where, Mr. Werner, the people hide
mistakes, saying they are trying to protect the image of the FBI,
because that doesn’t protect them, as you pointed out, especially
when it is done to protect each other. I don’t want to see SES mem-
bers on promotion boards making it very clear that if you blow the
whistle or ask questions, you are going to face it when you reach
the promotion board.

I want the best. I mean, no organization is perfect. I got elected
to one that I respect greatly. I think of the U.S. Senate as being



144

the conscience of the Nation, but we can point to people in both
paﬁties who have not shown that conscience. We can point out mis-
takes.

I became the 21st person in our Nation’s history to cast 10,000
votes. I can go back to those 10,000 votes and find some I wish I
had done differently. But we do most of what we do out in the open
and in the public, and if we make a mistake we usually have con-
stituents who are going to tell us about it at the next election. And
when that happens, we usually end up better. If mistakes have
been made in Congress and if they have been made public, we usu-
ally get better for it, and the same with any law enforcement agen-
cy.
I admire what you do, Mr. Werner. I admire what you have done.
I think you are in a proud organization, but I think with what you
have done today in your testimony, you make it potentially a
prouder organization and certainly a better one.

I thank you, and we will stand in recess.

[Whereupon, at 1:36 p.m., the Committee was adjourned.]

[Questions and answers and submissions for the record follow.]

[Additional material is being retained in the Committee files.]

QUESTIONS AND ANSWERS

Questions from Senator Leahy and Senator McConnell for Senator
Danforth

1. Senator Danforth testified about an FBI agent who reportedly did not want to
act as the FBI liaison for the Waco investigation for fear that doing so would hurt
his career, and a second agent, who did agree to act as liaison, who believed that
he was retaliated against as a result.

a. Do you have an opinion of how significant a problem it is for FBI employ-
ees to be reluctant to report wrongdoing within the FBI because of the fear
of retaliation?

b. Is there currently adequate protection for whistleblowers within the FBI?
c. What, if anything, would be an appropriate way to strengthen whistle-
blower protections for FBI agents?

2. Senator Danforth referred to the unwillingness of some in the FBI to acknowl-
edge their mistakes because of an FBI “culture” that seeks to avoid public embar-
rassment. What should be done to change this unwillingness to admit mistakes?

3. Mr. Bromwich testified that the FBI has sometimes been resistant to obtaining
guidance from groups or agencies outside of itself as shown, for example, in the
problems with the FBI laboratory.

a. Do the other members of the panel agree that the FBI needs to be more
open to outside influences?

b. If; s0, in what ways has such a lack of openness made the FBI less effec-
tive?

c. How could the FBI be made more open to outside influences?

4. One of the specific issues that this Committee may look at is how well the FBI
works with its sister law enforcement agencies. The 1997 Inspector General’ s report
on the Ames case concluded that the failure to detect Ames’s espionage sooner was
partly the result otlack of coordination between the FBI and the CIA. Recently, we
have heard allegations that the FBI failed to provide evidence to the Alabama Attor-
ney General that would have enabled him to prosecute two men in the Birmingham
church bombing case in 1977. One of these men was convicted only this year and
another apparently will not be prosecuted at all because of his mental condition. Do
any of you have any view about how well the FBI works with other law enforcement
agencies or what it might do to improve in this area?

5. Just three weeks ago, the Ninth Circuit Court of Appeals reversed a district
court decision that FBI Special Agent Lon Horiuchi was immune from prosecution
on State manslaughter charges arising from his role in the 1992 Ruby Ridge stand-
off. Idaho v. Horiuchi, 2001 WL 604255 (9th Cir. June 5, 2001) (en banc). Four
former Attorneys General and a former FBI Director had filed an amicus brief argu-
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ing that the decision eventually reached by the Ninth Circuit would “severely under-
mine, if not cripple, the ability of future Attorneys General to rely on specialized
units in moments of crisis such as hostage taking and terrorist acts,” and that it
was “impossible to imagine a more chilling circumstance” than the prosecution of
Agent Horiuchi. Furthermore, the dissenting Ninth Circuit judges stated that the
decision was a “grave disservice” to Federal agents, “who knew until now that if
they performed their duties within the bounds of reason and without malice that
they would be protected from state prosecution by Supremacy Clause immunity and
not subjected to endless judicial second-guessing.” This leaves open a disturbing un-
certainty concerning when Federal agents may be prosecuted by states for actions
taken in the course of their official duties. This issue is obviously very important
to the FBI and to Federal law enforcement generally. Do you believe that it is im-
portant for this Committee to consider legislation that would clarify this difficult
area of immunity from State prosecution for actions taken as a Federal agent?

Question from Senator McConnell to Senator Danforth

Senator Danforth, you testified that the single best way to address many of the
problems you encountered is to “change the culture” of the FBI. But changing the
culture in any environment is usually a difficult task. How achievable is the goal
of changing the culture of the FBI, and other than providing strong and persistent
messages about the importance of honesty, cooperativeness, and accountability,
what else can be done to achieve this goal?

Questions from Senator Leahy for Norman Rabkin

1. Senator Danforth testified about an FBI agent who reportedly did not want to
act as the FBI liaison for the Waco investigation for fear that doing so would hurt
his career, and a second agent, who did agree to act as liaison, who believed that
he was retaliated against as a result.

a. Do you have an opinion of how significant a problem it is for FBI employ-
ees to be reluctant to report wrongdoing within the FBI because of the fear
of retaliation?

b. Is there currently adequate protection for whistleblowers within the FBI?
c. What, if anything, would be an appropriate way to strengthen whistle-
blower protections for FBI agents?

2. Senator Danforth referred to the unwillingness of some in the FBI to acknowl-
edge their mistakes because of an FBI “culture” that seeks to avoid public embar-
rassment. What should be done to change this unwillingness to admit mistakes?

3. Mr. Bromwich testified that the FBI has sometimes been resistant to obtaining
guidance from groups or agencies outside of itself as shown, for example, in the
problems with the FBI laboratory.

a. Do the other members of the panel agree that the FBI needs to be more
open to outside influences?

b. If) s0, in what ways has such a lack of openness made the FBI less effec-
tive?

c. How could the FBI be made more open to outside influences?

4. One of the specific issues that this Committee may look at is how well the FBI
works with its sister law enforcement agencies. The 1997 Inspector General’ s report
on the Ames case concluded that the failure to detect Ames’s espionage sooner was
partly the result otlack of coordination between the FBI and the CIA. Recently, we
have heard allegations that the FBI failed to provide evidence to the Alabama Attor-
ney General that would have enabled him to prosecute two men in the Birmingham
church bombing case in 1977. One of these men was convicted only this year and
another apparently will not be prosecuted at all because of his mental condition. Do
any of you have any view about how well the FBI works with other law enforcement
agencies or what it might do to improve in this area?

5. Just three weeks ago, the Ninth Circuit Court of Appeals reversed a district
court decision that FBI Special Agent Lon Horiuchi was immune from prosecution
on State manslaughter charges arising from his role in the 1992 Ruby Ridge stand-
off. Idaho v. Horiuchi, 2001 WL 604255 (9th Cir. June 5, 2001) (en banc). Four
former Attorneys General and a former FBI Director had filed an amicus brief argu-
ing that the decision eventually reached by the Ninth Circuit would “severely under-
mine, if not cripple, the ability of future Attorneys General to rely on specialized
units in moments of crisis such as hostage taking and terrorist acts,” and that it
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was “impossible to imagine a more chilling circumstance” than the prosecution of
Agent Horiuchi. Furthermore, the dissenting Ninth Circuit judges stated that the
decision was a “grave disservice” to Federal agents, “who knew until now that if
they performed their duties within the bounds of reason and without malice that
they would be protected from state prosecution by Supremacy Clause immunity and
not subjected to endless judicial second-guessing.” This leaves open a disturbing un-
certainty concerning when Federal agents may be prosecuted by states for actions
taken in the course of their official duties. This issue is obviously very important
to the FBI and to Federal law enforcement generally. Do you believe that it is im-
portant for this Committee to consider legislation that would clarify this difficult
area of immunity from State prosecution for actions taken as a Federal agent?

6. The work that GAO does for the Congress is very important in informing both
Members and the public and providing sunshine on many government functions. For
that reason, the Congress has provided broad authority for you to get the informa-
tion you need to do your work. The details you provide in your testimony about the
delays you face in your dealings with the FBI and how those delays have adversely
affected your ability to do your work efficiently and provide timely information and
advice to the Congress are important for us to hear.

a. How do you usually try to resolve your access problems at the FBI?

b. In your testimony you describe several situations in which you experi-
enced significant delays in getting information from the FBI that you need-
ed to perform an investigation. Have there been any circumstances in which
the GAO has been unable to complete an investigation that Congress asked
it to perform because the FBI failed to provide you with information you
requested?

c. What impact has your experience with the FBI had on the kind and
amount of oversight you give the agency?

d. What are some areas that the Committee should consider for future over-
sight of the FBI?

7. The GAO performs oversight investigations of many federal agencies in addi-
tion to the FBI. Could you describe how the FBI’s record of cooperation with your
oversight investigations compares with other agencies that are involved in law en-
forcement or counterintelligence?

Responses of John C. Danforth to questions submitted by Senators Leahy
and McConnell

RESPONSES TO QUESTIONS FROM SENATOR LEAHY

Question la. As to the extent of the problem, my opinion is based on conversations
with experienced federal prosecutors who worked with me in the Office of Special
Counsel (OSC). I do believe the FBI has an unwritten policy of doing nothing to em-
barrass the FBI. The agency has a great deal of leverage over its agents and signifi-
cant ability to punish “troublemakers,” with its power of promotions and job assign-
ments. Therefore I believe that there is a real reluctance on the part of most FBI
employees to report wrongdoing.

Question 1b. I am unaware of what procedures the FBI has to protect whistle-
blowers. The problem the OSC confronted was not really a whistleblower situation.
Rather, we were dealing with employees who were concerned about the effect on
their careers of simply doing their jobs by cooperating fully with ongoing
investigagtions. The reality for an employee who loves his Job is that there is no
realistic protection from the isolation and rejection which can result from reporting
wrongdoing within the organization or exposing it to criticism. This is only exagger-
ated in a law enforcement agency when an agent’s life may depend on the support
of fellow agents. There is no procedure which will protect an agent from such per-
ceived consequences.

Question Ic. A system which guaranteed complete anonymity would be essential.
This would probably require being able to report to someone outside the FBI. But
the issue which I believe truly needs to be addressed is the agency’s resistance to
being open and candid when dealing with the public and other governmental organi-
zations. It appears to be an attitude which permeatesthe agency and which creates
problems for the agency more than a need to protect potential whistleblowers.

Question 2. The consistent message from the Department of Justice and the FBI
should be that careers in the agency can survive mistakes, because everyone makes
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mistakes, but careers cannot survive coverups. Candor must be the highest value
at the FBI.

Question 3a. The FBI is one of the finest, if not the finest, law enforcement agency
in the world. But every agency has room for improvement. Therefore, I fully agree
that the FBI should be open to suggestions and ideas from outside agencies and
groups.

Question 3b. As I think happened in the case of the Waco investigation, the FBI's
sometimes perceived arrogance and lack of willingness to consider other agencies’
input creates a lack of trust which makes it harder to accomplish its objectives
when dealing with other agencies. I am also well aware that the FBI often is very
successful at working with other agencies and utilizing resources and ideas of odaee
a-,encies.

Question 3c. This is an attitude which must come from the top down. While the
Attorney General can issue orders, the responsibility must fall to the Director of the
FBI, whom all the agents view as their ultimate boss.

Question 4. There are many stories which could be told about how well the FBI
has worked with other agencies and many stories of how the FBI did not work well
with other agencies. The stories we heard from Waco indicated that the FBI did not
get along well with other law enforcement agencies there to assist in the situation.
However, situations as volatile as Waco cannot be handled by Committees. Deci-
sions have to be made on a moment’s notice. Decisions cannot be weighed down by
concerns of making sure everyone feels included and has an equal say. The FBI
rightfully demands full control of some of the matters it handles.

Conversely, the situations listed in your question relate more to the issue of shar-
ing information. This problem again arises from the FBI not feeling the need to be
open and candid with those outside the FBI. This is clearly an institutional problem
which is created by an attitude of “we know what is best.” Many federal agencies
often feel in competition with each other—vying for recognition, vying for limited
budgetary funds—which leads to the perception that the sharing of information
could be threatening to said agencies. The sharing of law enforcement information
is significantly important to successful control of criminal activity. A system encour-
aging all law enforcement to fully cooperate with each other is a more appropriate
remedy than simply trying to zero in on the FBI.

Question 5. I have not studied the Ninth Circuit opinion. My initial opinion is that
states should not prosecute federal officials for conduct pursuant to their offices.

RESPONSE TO A QUESTION FROM SENATOR MCCONNELL

Each federal law enforcement agency operates with certain goals. These goals are
usually quantifiable into statistics kept by the agency and submitted to Congress
each year. The statistics by which an agency is judged may need to be adjusted to
encourage openness and cooperation. These same statistical evaluations are also
made at the promotion level for agents. Success for interagency cooperation and
proper disclosure of information should be rewarded.

One of the primary objectives of the FBI is to investigate and help prosecute
criminals. The FBI generally believes that there is a separation of duties: they in-
vestigate, the prosecutors prosecute. However, many cases could be handled better
and information more readily be shared if the FBI felt it had to answer to the pros-
ecutor at each stage of the investigation. The prosecutor needs to foster openness
and cooperation to be as successful as possible. There fore, if he/she is in charge
of investigations at an early stage, some of the problems which have been discussed
might be avoided. The director of the FBI should require that agents work with as-
sistant U.S. Attorneys on their cases as early as possible.

Leadership is key here. I believe the culture can be changed much more easily
than some would think if it was the number one priority of the director.

One example points directly to the problem. More than eight months ago, the Of-
fice of Special Counsel referred an FBI attorney to the Office of Professional Respon-
sibility for lying to federal investigators during the Waco investigation. No action
has yet been taken to discipline the employee. To the contrary, I have been told she
was given an award for her work on the Waco matter. The FBI should have a sys-
tem in place to swiftly deal with employees who do not exercise total honesty, co-
operation and accountability.

In this regard, I am aware of the difficulties today to terminate a federal employ-
ee’s employment. Consideration should be given to eliminating some of the legal ob-
stacles to firing dishonest FBI and Department of Justice employees. While we must
be protective of an individual’s legal rights, a law enforcement agency handling sen-
sitive matters must have the ability to take swift action to uphold its standards.
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Responses of Norman J. Rabkin to questions submitted by Senator Leahy

1. With respect to the adequacy of protections that are provided to FBI whistle-
blowers, we have not reviewed this issue and thus cannot address the question.

2. Concerning the question about what can be done to change a “culture” that is
unwilling to admit mistakes, we believe that it is important particularly for public
institutions, like the FBI, to recognize situations where performance has not met
expectations. This is the first step in assessing the causes and the corrective actions
needed to ensure, if possible, that future efforts meet expectations. It is also impor-
tant for such institutions to differentiate between honest errors in judgement and
ones resulting from inappropriate or negligent actions. Institutions need to be toler-
ant of the former and recognize that despite peoples’ best efforts unwanted outcomes
may occur. Punishing individuals who make honest misjudgments could create an
institutional environment plagued by decisional paralysis. Therefore, individuals
need to know that as long as they act responsibly and within their authority, they
will not be punished or become scapegoats if their decisions go awry. In this regard,
FBI management needs to have controls and processes in place that are aimed at
minimizing shortfalls in performance. When shortfalls occur, the Bureau should
have processes and procedures for identifying them and addressing, through train-
ing and/or agency policy revisions, how best to ensure that they do not occur again.
Finally, enhanced and continuous, constructive oversight of FBI programs and ac-
tivities by independent organizations, like GAO and the Justice IG, could help
change the FBI culture by identifying operational problems and deficiencies, as well
as efficiencies, and working with the Bureau to bring about solutions.

3. With regard to your question about whether the FBI needs to be more open
to outside influences, in several instances and in hindsight, it is clear that the FBI
would be better served by being more open to outside influences. Certainly as point-
ed out by Mr. Bromwich in the Justice Office of Inspector General’s 1997 report on
the FBI laboratory and in the FBI’s efforts to upgrade its technology, especially as
such technology relates to FBI information systems, outside expertise could have
been helpful. In some other areas, however, the FBI has sought outside assistance,
most notably in investigative areas involving foreign counterintelligence,
counterterrorism, and drug intelligence. The FBI’s increased participation in joint
initiatives with other federal, state, and local law enforcement agencies could go a
long way toward improving its openness to other viewpoints. Likewise, more open-
ness to and cooperation with independent oversight initiatives and external reviews
on a regular basis could make the FBI more open to outside influences and alter-
native approaches.

4. Regarding how well the FBI works with other law enforcement agencies, we
are aware that over the last several years the FBI has increased its participation
in joint task forces and has assigned some of its agents to work at other agencies
as well as having other agencies’ personnel work at the FBI. We have not specifi-
cally reviewed the question of how well the FBI works and coordinates with other
law enforcement agencies.

However, we know from ongoing work in the foreign counterintelligence area, for
example, that at times there are legal concerns that can affect coordination efforts.

5. Concerning whether the Committee should consider the question of immunity
for FBI agents from state prosecutions, clearly this is an issue that is important to
law enforcement, including the FBI. However, it is not an issue that we have stud-
ied and, therefore, not one on which we can comment.

6a. Concerning how we try to resolve access problems at the FBI, our first step
is to try to work through the FBI’s designated liaison to resolve problems. If those
efforts are unsuccessful, we try to work through higher-level FBI officials in the Of-
fice of Public and Congressional Affairs. If those efforts are unsuccessful, we refer
the matter to the FBI Deputy General Counsel for resolution. Should this effort also
be unsuccessful, our next step, as noted in our testimony, is to have the Comptroller
General, under GAQO’s statutory authority, send the FBI Director a letter demanding
access. The FBI Director would then have 20 days, by law, to respond.to the letter.
If access has still not been granted, the Comptroller General can bring suit in fed-
eral district court to compel access. As also stated in our testimony, in only one in-
stance has the Comptroller General issued the FBI Director a demand letter and
in that instance the FBI ultimately complied with our request. It is important to
note that the biggest impediment we often face is not so much the FBI’s outright
denial of requests for information and interviews as it is the delays in providing ac-
cess to needed documents and pertinent officials and employees because of the Bu-
reau’s bureaucratic process. These delays invariably lengthen the timeframes of our
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FBI reviews, in comparison to reviews of other agencies, and make it very difficult
to provide timely products to congressional clients.

6b. Regarding the question of whether there have been congressionally requested
investigations that we have been unable to complete because the FBI failed to pro-
vide us information we requested, the answer is no. However, we would note the
instance described in our testimony where in order to avoid delaying the issuance
of our report, we dropped the FBI from a multi-agency review of federal teams that
respond to chemical, biological, radiological, and nuclear terrorist incidents because
the FBI refused to provide us requested information. There also have been instances
where we have had to adjust our methodology or scope in conducting our work due
to difficulties in obtaining timely access to needed information. For example, during
our review of the FBI’s costs associated with the Montana Freemen standoff, we lost
an opportunity to do a partial check of the completeness of the FBI’ reported cost
estimates because the Bureau would not provide us access to the operational plan
and report relating to the standoff, which contained the planned and actual use of
assets.

6¢. You asked what impact our experience with the FBI has had on our oversight
of the FBI. Our experience with the Bureau has clearly impacted the work that we
have done. Because of the difficulty we have encountered in obtaining information
in a complete and timely manner even on congressionally requested reviews, we
generally have not self-initiated reviews of specific FBI programs and activities.
Moreover, in recent years, even congressionally requested work has been limited. In
general, the FBI has been more responsive to our efforts when the Committee or
Subcommittee requesting the work has FBI financial or oversight responsibilities or
where the information we are seeking is for comparative purposes and the primary
subject of the review is another law enforcement agency. But, even in those situa-
tions, the timeframes for our work are often longer than necessary due to FBI
delays in responding to our information requests.

6d. Concerning areas that the Committee should consider for future oversight, the
FBI has a wide range of programs, activities, and operations to carry out its mission
and responsibilities. Over the past decade, its resources and responsibilities have in-
creased significantly. Therefore, there is a growing need for oversight of programs,
activities, and operations that have had little or no external oversight. Future over-
sight areas could include the implementation, management, and results of specific
investigative and investigative-support programs; infrastructure issues, such as the
acquisition and implementation of information systems; coordination of FBI efforts
with other investigative and intelligence agencies and with prosecutorial agencies;
controls over significant items such as confidential informant funds and evidence;
and human capital issues, such as training and skills acquisition. We would be
happy to discuss potential areas with Committee members or staff at their conven-
ience and in the context of the Committee’s agenda and current interests.

7. Comparing the cooperation we have received from the FBI with that received
from other law enforcement agencies, as noted in our testimony, our access-to-
records problems have been by far the most contentious at the FBI. Can occasion,
we have encountered access issues at other law enforcement agencies because of the
general sensitivity of law enforcement information. However, we have generally
been much more successful in obtaining investigative and program-related informa-
tion from other agencies, such as the Drug Enforcement Administration and Bureau
of Alcohol, Tobacco and Firearms, than from the FBI. For example, in a recent re-
view of a DEA investigative program, we obtained timely access to a sample of com-
pleted DEA headquarters investigative files with limited redaction.

Responses of William H. Webster to questions submitted by Senator Leahy

The following is in response to Senator Leahy’s letter to me dated June 28, 2001.
These answers represent my personal views and not those of the U.S. Department
of Justice’s Commission for the Review of FBI Security Programs which I chair. As
the Commission’s review and research continues, my views may change. For your
convenience, the questions’ are also listed below.

1. Senator Danforth testified about an FBI agent who reportedly did not want to
act as the FBI liaison for the Waco investigation for fear that doing so would hurt
his career, and a second agent, who did agree to act as liaison, who believed that
he was retaliated against as a result.
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a. Do you have an opinion of how siguificant a problem it is for FBI employees
to bg reluctant to report wrongdoing within the FBI because of the fear of retalia-
tion?

In my experience, special agents were willing to and did report serious acts of
misconduct by other agents to appropriate internal authorities particularly actions
which reflected discredit on the Bureau. There may have been some who feared re-
taliation but retaliation for properly registered complaints is forbidden policy and
practice. It was also the understood policy of DOJ-OPR to monitor careers of FBI
secundees for five years to assure no retaliation.

b. Is there currently adequate protection for whistleblowers within the FBI?

During my tenure as Director, whistleblowers were fully protected. In a few cir-
cumstances, as in other agencies, substandard employees will seek whistleblower
protection to avoid being held accountable for poor performance.

c. What, if anything, would be an appropriate way to strengthen whistleblower
protections for FBI agents?

The protections should already there. Periodic reminders in Bureau messages and
pulblications might enhance awareness and confidence that this is indeed Bureau
policy.

2. Senator Danforth referred to the unwillingness of some in the FBI to acknowl-
edge their mistakes because of an FBI “culture” that seeks to avoid public embar-
rassment. What should be done to change this unwillingness to admit mistakes?

“Don’t Embarrass the Bureau” is a quote out of a different era. It is human not
to advertise mistakes, but the Bureau should emphasize the importance of respond-
ing truthfully to official inquiries and the reed to cooperate fully to avoid repetition
by others (“lessons learned ”). Discipline for concealment or lack of candor is appro-
priate.

3. Mr. Bromwich testified that the FBI has sometimes been resistant to obtaining
guidance from groups or agencies outside of itself as shown, for example, in the
problems with the FBI laboratory.

a. Do the other members of the panel agree that the FBI needs to be more open
to outside influences?

There are areas of specialization that require skills that are outside normal FBI
investigative work. Special agents did not sign up to do this work. Getting or bring-
ing in outside expertise is more common today and should be welcomed especially
in areas of technology. Outside accreditation is no longer threatening.

The FBI has drawn on CIA personnel to improve its security and analytical capa-
bility and FBI special agents have participated in various interagency Committees
and joint task forces.

4. One of the specific issues that this Committee may look at is how well the FBI
1works with its sister law enforcement agencies. The 1997 Inspector General’s re-
port on the Ames case concluded that the failure to detect Ames’s espionage sooner
was partly the result of lack of coordination between the FBI and the CIA. Recently,
we have heard allegations that the FBI failed to provide evidence to the Alabama
Attorney General that would have enabled him to prosecute two men in the Bir-
mingham church bombing case in 1977. One of these men was convicted only this
year and another apparently will not be prosecuted at all because of his mental con-
dition. Do any of you have any view about how well the FBI works with other law
enforcement agencies or what it might do to improve in this area?

The unidentified problem which became the “Ames case” was promptly reported
to the FBI and one or two special agents were assigned as liaison. The coordination
could have been better and I believe has been markedly better since that time.

The FBI maintained a position in the EPIC Center of DEA at El Paso, Texas but
did not give open access to its Organized Crime files, These accommodations have
to be made to protect sources.

Corruption in some law enforcement agencies is a constant concern. Efforts to im-
prove cooperation and integrity can be found both domestically and internationally.
The Bureau’s National Academy and numerous Joint Task Forces attest to this ef-
fort. The quotation in the courtyard at FBI HQ is significant:

“The key to effective law enforcement is cooperation at all levels and with the sup-
port and understanding of the American people.”

5. Just three weeks ago, the Ninth Circuit Court of Appeals reversed a district
court decision that FBI Special Agent Lon Horiuchi was immune from prosecution
on State manslaughter charges arising from his role in the 1992 Ruby Ridge stand-
off, Idaho v. Horiuchi, 2001 WL 604255 (9th Cir. June 5, 2001) (en banc). Four
former Attorneys General and a former FBI Director had filed an amicus brief argu-
ing that the decision eventually reached by the Ninth Circuit would “severely under-
mine, if not cripple, the ability of future Attorneys General to rely on specialized
units in moments of crisis such as hostage taking and terrorist acts,” and that it
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was “impossible to imagine a more chilling circumstance” thane the prosecution of
Agent Horiuchi. Furthermore, the dissenting Ninth Circuit judges stated that the
decision was a “grave disservice” to federal agents, “who knew until now that if they
performed their duties within the bounds of reason and without malice that they
would be protected from state prosecution by Supremacy Clause immunity and not
subjected to endless judicial second-guessing.”

This leaves open a disturbing uncertainty concerning when federal agents may be
prosecuted by states for actions taken in the course of their official duties. This
issue is obviously very important to the FBI and to federal law enforcement gen-
erally. Do you believe that it is important for this Committee to consider legislation
that would clarify this difficult area of immunity from State prosecution for actions
taken as a Federal agent?

I believe this issue has Constitutional underpinnings. As you know, the present
prosecutor in that case recently dismissed it. I was one of those who signed the ami-
cus brief. It might be helpful to clarify and protect from state prosecutions federal
agents who are acting in the reasonable belief that their procedures were lawful
under U.S.law. I would not however suggest a blanket immunity from civil liability
where actions were grossly negligent or involved unreasonable use of deadly force.

6. On June 20, 2001, the day of this Committee’s first FBI hearing, Attorney Gen-
eral Ashcroft issued a memorandum requesting the Strategic Management Council
(“SMC ”) of the Department of Justice to undertake a comprehensive review of the
FBI and to submit recommendations for reform by January 1, 2002. The memo-
randum also requests the SMC to commission a management study of the FBI by
a private fun.

a. Have you had any meetings with members of the SMC to discuss the co-
ordination of your investigations with theirs?

No

b. Have you reached any agreements with the SMC as to how to coordinate your
re%\}l)ective reviews with theirs?

0

c. The Attorney General’s memorandum requests that you submit your review to
the SMC on or before November 1, 2001. Do you expect to be able to comply with
that schedule?

We will do our best but it is more important to have an informed and thorough
report than to curtail our efforts prematurely. We understand our charter is not nec-
essarily terminated on November 1, but we will be prepared to advise the SMC of
our progress.

7. Has the F13I taken any steps since the arrest and indictment of Mr. Hanssen
to tighten internal security or is the agency waiting for you to complete your exam-
ination? If any steps have been taken, what are they?

Steps that appear obvious have been taken and we have been kept informed. We
have not asked that the FBI wait on us. Our recommendations can be considered
even thougb changes have be= made. For example, the periodic polygraphing of
some 500 special agents in sensitive positions has already been instituted. We hope
to have some judgment ova the scope and frequency of this policy.

8. It was reported last week that James Hill, a support employee of the FBI in
Las Vegas was arrested for allegedly selling sensitive investigative information to
organized crime. Will the scope of your review of internal security measures cover
the many field offices of the FBI beyond headquarters here in Washington and the
personnel security measures used not just to screen agents but also support staff?

We feel free to examine security measures as applied in the field and for all em-
ployees.

9. According to recent press reports, the FBI conducted polygraph examinations
of approximately 500 employees in the wake of Robert Hanssen’s arrest. The routine
use of polygraphs for screening employees is a controversial issue, Indeed, this Com-
mittee held a hearing on that subject on April 25th of this year at which experts
expressed a variety of opinions on the reliability of polygraph testing.

a. As part of your review of internal security measures at the P13L are you look-
ing at the usefulness of polygraph tests?

Yes

b. At the time you were FBI Director, did you use polygraphs in screening FBI
employees with regard to security issues?

No, but I believe it has deterrence and detection value, the need for which has
now been demonstrated. When Director, I took a polygraph examination to access
perceptions about its intrusiveness and reliability and consulted with experts. I also
took a counterintelligence and life style examination at CIA.

c. Under what circumstances did you as FBI Director use polygraphs to screen
FBI agents as an internal security measure?
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d. You subsequently became Director of the CIA. Did the CIA have any different
policy than the FBI?

CIA utilized periodic vetting examinations. Its problem had to do with
backlogging and quality plus some complaints about extended and occasionally
heavy handed interviews. These problems can be addressed and I attempted to do
so.
e. What are your present views on polygraphs?

The polygraph is still an art form that depends significantly on the skill of the
examiner in recognizing inconsistencies and efforts to defeat it. But it is an impor-
tant tool and needs to be improved.

The FBI has been very skillful in using the polygraph for investigative purposes.
It needs to maintain those sidlls in applying it to more numerous vetting proce-
dures. Absolute reliance is dangerous. There should be other confirmatory informa-
tion and evidence.

In the area of counterintelligence, I think it can materially reduce the illegal ac-
tivities of employees who cannot be 100 percent sure they can avoid detection. But
it must not be seen as reflecting distrust—it is, rather, one of “trust but verify”. Par-
ticularly those to whom our most important secrets are entrusted should fully un-
derstand and support its careful use.

10. After the discovery violations in the Oklahoma City bombing case became pub-
lic, Director Freeh testified before the House Appropriations Subcommittee on Com-
merce, Justice and State on May 16, 2001. At that hearing, Director Freeh stated
that he did not believe there should be an inspector General for the FBI. According
to a recent issue of U.S. News & World Report, “Freeh will reverse” himself and
support an “independent inspector general as a watchdog over the bureau.” (June
18, 2001 issue, p. 20). As a former FBI Director, what are your thoughts on the cre-
ation of such, a position?

There have been problems with statutory inspectors general over the years. There
have been important contributions, particularly in the auditing areas of their work.
There is some blurring in the separation of powers arena that can cause problems.
I prefer vesting as much self-investigative responsibility as possible in the indi-
vidual agencies. I do not think I favor a separate IG for the FBI. It makes more
sense to allow the DOJ to continue; to function undez rules established by the AG,
to whom the Director reports. However it proceeds, it must be kept out of politics.
The Rule of Law is not political.

I hope you find this information useful.

SUBMISSIONS FOR THE RECORD

Memorandum from Hon. John Ashcroft, Attorney General of the United
States

ATTORNEY GENERAL MEMO REGARDING FBI REVIEW

Attorney General John Ashcroft today sent the attached memorandum to Deputy
Attorney General Larry Thompson regarding a comprehensive review of the Federal
Bureau of Investigation.

The Strategic Management Council referred to in the memorandum was created
in May by the Attorney General to serve as the formal board within the Department
of Justice to provide direction and leadership on long range planning and initiatives.
The Council reinforces the linkages among the Department’s Strategic Plan, Per-
formance Plan and the budget process. Primary responsibilities of the Council in-
clude strategic policy and planning, resourse guidance and management, budget
planning and decision-making, and performance planning, reporting and account-
ability. The Council reports tot he Attorney General.

The Deputy Attorney General Chairs the Council and the other permanent mem-
bers include:

Associate Attorney General

Assistant Attorney General for Administration
Director of the Bureau of Prisons

Director of the Federal Bureau of Investigation
DEA Administrator

INS Commissioner

Chief of Staff to the Attorney General
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————

OFFICE OF THE ATTORNEY GENERAL
WasHINGTON, D.C. 20530

MEMORANDUM TO THE DEPUTY ATTORNEY GENERAL

COMPREHENSIVE REVIEW OF THE FEDERAL BUREAU OF INVESTIGATION

As you know, the mission of the FBI is to uphold the law through the investiga-
tion of violations of federal criminal law; to protect the United States from foreign
intelligence and terrorist activities; to provide leadership and law enforcement as-
sistance to federal, state, local, and international agencies; and to perform these re-
sponsibilities in a manner that is responsive to the needs of the public and is faith-
ful to the Constitution of the United States. One core value that guides the pursuit
of this mission is uncompromising personal and institutional integrity.

In the spirit of enhancing the institutional integrity and performance of the Fed-
eral Bureau of Investigation (FBI), request that the Strategic Management Council
of the Justice Department (SMC) undertake a comprehensive review of the Bureau,
and by January 1, 2002, submit recommendations to me for reforms within the FBI.
The members of the SMC—including the Deputy Attorney General, Associate Attor-
ney General, Assistant Attorney General for Administration, Director of the Bureau
of Prisons, Director of the FBI, DEA Administrator, INS Commissioner and the
Chief of Staff to the Attorney General—should identify and recommend actions dedi-
cated to improving and upgrading the performance of the FBI, assisting the incom-
ing Director with the many challenges to be faced, and reinforcing the FBI'’s effec-
tiveness as the premier law enforcement organization in the world. In order to as-
sist the SMC in this important task, I have several additional requests.

First, there are several ongoing reviews or investigations of the FBI, including the
Webster review of the FBI's internal security procedures and the Department of
Justice Inspector General’s investigations of both the Hanssen and McVeigh mat-
ters. Please ensure that each of these reviews are submitted to the SMC on or be-
fore November 1, 2001, so they may inform the Council’s recommendations.

Second, I request that the SMC commission a management study of the FBI, by
a private firm, to review policies and practices of the Bureau including information
technology, personnel, crisis management and performance appraisal. The results of
this study should be submitted to the SMC on or before November 1, 2001, so it
may inform the Council’s recommendations.

Finally, the SMC should independently solicit input from other individuals and
organizations, both internal and external, including Congress, who may have con-
structive ideas on reforming and improving the FBI.

Should you need additional information on these requests, please contact David
Agres, Chief of Staff to the Attorney General. Thank you for your continued leader-
ship.

———

U.S. DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION
WASHINGTON, DC 20535

June 20, 2001

Mr. Norm Rabkin

Managing Director

Tax Administration and Justice Team
U. S. General Accounting Office
Washington, DC

Dear Norm:

Thank you for asking us to come over yesterday to discuss your testimony. It was
helpful and, hopefully, constructive.

After returning to Headquarters, I consulted with our Deputy Director, Tom
Pickard, about the issues we discussed. We would like to take several steps imme-
diately that should make your job easier.

First, Laurie’s suggestion to educate our senior management about GAO—how
you function, how you safeguard documents, what you need from us, etc.—is an ex-
cellent one. Our Executive Conference meets nearly every morning at 8:30. We
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would like to have you and your staff make a presentation to us at your conven-
ience.

Second, I mentioned the enormous document production workload we have at
Headquarters and how we have facilitated access to Congress in some cases by mak-
ing the raw documents available here for review by staff. We are prepared to begin
that approach immediately, recognizing that there will still be certain types of infor-
mation we will want to protect, e.g., informant identities. Since GAO maintains of-
ﬁlce sp?ice at FBI Headquarters, implementation of this approach should be uncom-
plicate

As an aside, over the last five years, the FBI has reviewed 9.2 million pages of
FBI records for release to parties in litigation, to the Inspector General and Special
Counsel investigations of the FBI, and to Congress, including the GAO. The unit
within the FBI responsible for document review and production has averaged ap-
proximately 40 employees throughout this time frame. As we discussed yesterday,
this is a tremendous workload and may have been the cause of some delay in your
receipt of documents.

In addition, we are inclined to adopt the Department of Justice approach to GAO
liaison and facilitate direct interaction between our program managers and the GAO
auditors following your initial approach to the FBI for a new audit.

Laurie also raised a valid point about delays in returning phone calls, an issue
for which I apologize. We will adopt her suggestion that if I or any other executive
is unavailable, someone else will return the phone call the same day.

Finally, we will review and revise our internal policy manuals accordingly but as
I said during our meeting, regardless of the precise language, our liaison assump-
tion with every audit is that GAO has the proper authority; that the FBI will co-
operate, constrained only by available resources and certain disclosure concerns
such as the identity of informants; and that we will provide access to both people
and documents consistent with this philosophy. Any decision to the contrary is made
based upon larger issues outside the bounds of the liaison function.

Again, Norm, I appreciate the approach of both you and your staff on these issues
and look forward to working with you to address your concerns.

Sincerely Yours,

JOHN E. COLLINGWOOD
Assistant Director
Office of Public and
Congressional Affairs

——

U.S. DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION
WASHINGTON. D.C. 20575

August 15, 2000

MEMORANDUM TO ALL SPECIAL AGENTS IN CHARGE

RE: CREATION OF A SINGLE DISCIPLINARY SYSTEM FOR ALL EMPLOYEES

On March 5, 1997 (March 5, 1997, MEMORANDUM TO ALL SPECIAL AGENTS
IN CHARGE, RE: STANDARDS OF CONDUCT: DISCIPLINARY MATTERS—RE-
VISION OF THE FBI'S DISCIPLINARY PROCESS), I instituted reforms designed
to improve the FBI’s disciplinary system, merging the internal investigation and ad-
judication functions in a reorganized Office of Professional Responsibility (OPR) and
creating new procedural protections and an independent appeals mechanism. Many
previous concerns about the fairness of our disciplinary system have been corrected
by these reforms. The statistical results show that the structural reorganization and
process efficiencies have steadily improved OPR’s effectiveness. The number of dis-
ciplinary inquiries and adjudications pending more than one year has fallen dra-
matically, from 24 percent at the end of Fiscal Year 1997 to 8 percent at the end
of Fiscal Year 1999. Continual improvements have been accomplished in consulta-
tion with our employee advisory groups, including the institution of in-person hear-
ings in proposed dismissal cases and increased transparency through annual reports
of disciplinary actions. . . (August 25, 1998, MEMORANDUM TO ALL SPECIAL
AG]S(I\}ITSSIN CHARGE, RE: ENHANCEMENTS TO THE FBI'S DISCIPLINARY
PROCESS.)

In the Memorandum of March 5, 1997, establishing new disciplinary procedures
for the general Bureau population I directed that “Disciplinary procedures in the
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FBI’s Senior Executive Service (SES).will conform as closely as feasible to these pro-
cedures.” I have now determined that with the proven success of the revised ’discipli-
nary process applicable to non-SES employees, the time has come to revise our SES
disciplinary procedures to mirror those for all other employees.

Criminal investigations and administrative inquiries for serious misconduct in-
volving SES members have been subject to the procedural protections enjoyed by
non-SES employees since their implementation in March 1997 and are conducted
with the same impartiality and thoroughness as are cases involving non executives.
However, the adjudication of administrative violations by the two categories of em-
ployees have involved different procedures. Allegations of serious miscondLict by
non SES employees of the FBI are adjudicated by OPR based upon application of
a precedent database containing all disciplinary decisions dating back to March
1997. Allegations of serious misconduct by senior executives are now being referred
to an SES Board if the Deputy Director determines that the allegations appear to
have been substantiated by the OPR inquiry. This Board makes a disciplinary rec-
ommendation based upon its appraisal of the facts and precedents, with particular
reference to the relatively small number of prior SES disciplinary cases, some of
which predate the strengthening of our disciplinary policies. The SES Board Chair-
person then determines whether adverse action will be proposed against the senior
executive, with the identity of the Deciding Official determined by the level of the
SES member under inquiry. The determination of the Deciding Official is final, with
no provision for appeal. This difference in adjudication procedures, with different de-
ciding officials applying different precedent bases, permits a perception of a double
standard which is neither warranted nor permissible, while at the same time deny-
ing SES members the appellate protection enjoyed by other employees.

Certain governmentwide and Department of Justice regulations make it impos-
sible for SES and non-SES cases to be adjudicated identically. By law and regula-
tion, any suspension imposed or. an SES member must. be .for a minimum period
of 15 days, so a decision-maker must choose between a letter of censure and a sus-
pension of 15 days without :pay for conduct which might result in a three-day sus-
pension for a non-SES employee. Moreover, the final decision on discipline of execu-
tives at the level of Assistant Director and above is legally reserved to the Depart-
ment of Justice. Despite these differences, I have decided that the structures and
procedures for processing of SES disciplinary matters should parallel those for non-
SES employees, thereby maximizing consistency and removing any perception of a
double standard.

Effective immediately, all disciplinary actions, whether for senior executives or
non-SES employees, will be governed by the procedures established by my March
5, 1997, and August 25, 1998, memoranda, insofar as not inconsistent with law or
regulation. Criminal investigations and administrative inquiries for senior execu-
tives will continue to be investigated by OPR, as they are now. Adjudication of ad-
ministrative inquiries involving senior executives will become the responsibility of
OPR, just as it is for non-SES employees and will be based upon uniform application
of the precedent cases decided since introduction of the new procedural protections
in March 1997. The same standards for evaluating evidence will be consistently ap-
plied to all employees, with due regard for the increased responsibilities and obliga-
tions of a senior executive. The Deputy Assistant Director of OPR will be charged
with proposing disciplinary action against SES members, with the Assistant Direc-
tor of OPR serving as the Deciding Official, just as is now the case with GS-15 em-
ployees. SES members will now have access to the same Disciplinary Review Board
(DRB) appeal from an adverse action provided for all other employees, with the
Board members chosen in exactly the same manner provided in my March 5, 1997,
Memorandum for all other employees.

The decision of a DRB will be final for all employees except those executives for
whom disciplinary actions must be decided at the Department of Justice. DRB deci-
sions for those executives will be subject to review and correction by the Attorney
General or Deputy Attorney General. To ensure complete equity for all employees
and to define the mechanism by which I will implement my ultimate responsibility
to oversee the personnel of the FBI, I will reserve a discretionary power to review
and correct-disciplinary actions concerning all other employees. This power of cor-
rection, which may change a disciplinary determination in favor of or to the dis-
advantage of an employee, is not intended as an additional level of appeal and will
not be exercised routinely. It is intended to be exercised on my irlitiative only in
those rare and exceptional cases when I consider it necessary to correct an injustice
or to prevent harm to the FBI.

These revisions will help achieve our goal of giving all employees and the Amer-
ican public total confidence that the FBI's disciplinary system fairly and expedi-
tiously identifies and punishes misconduct wherever it occurs within our organiza-
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tion and does so without fear or favor. To further this goal, OPR’s future annual
reports will include information on the number and type of SES disciplinary actions.
Manual changes to follow.
Louis J. FREEH
Director

Statement of Hon. Herbert Kohl, a U.S. Senator from the State of Wisconsin

More than five years ago, we began the Ruby Ridge investigation in our Com-
mittee. I was honored to serve as the ranking member on that investigation with
Senator Arlen Specter. And together in December 1995, the Subcommittee issued
a bipartisan, unanimous report containing a number of conclusions and rec-
ommendations.

Now, so many years later, it is staggering to discover that the abuses, the mis-
management, and the poor judgment that marred the FBI during those tragic days
in Idaho linger to this day. FBI agents who should have been scrutinized seem to
have been sheltered. FBI agents who aggressively sought to uncover the truth with-
in the agency believe they have been injured. The investigation process has been
tortuous and protracted. Substantive reforms have been slow walked.

The results are clear to see. The recent problems with document production in the
McVeigh case were predictable to anyone who read the Ruby Ridge Report but knew
that its recommendations had been ignored. The errors in the Hanssen case were
almost inevitable at some point in an agency that has a culture of protecting itself
from criticism.

The Ruby Ridge investigation we conducted was even-handed and level-headed.
We did it not to tear down the FBI but to build it up, to make it better. We sug-
gested numerous procedural and substantive changes to help the FBI. Our goal was
not to attack individual agents or to ruin careers. It was to improve the workings
of the FBI to prevent future errors. However, today’s witnesses and the documents
that have been turned over to the Committee show just how entrenched the culture
of defiance and sense of infallibility is within the FBI. It must be changed. The FBI
must realize that it is not above the law, but rather that it is held to a higher stand-
ard.

The vast majority of FBI agents already know this. Now it is up to the new direc-
tor to see that institutional reforms are undertaken, that public trust in the agency
is restored, and that past wrongs are remedied.

Statement of Professor Samuel Walker, Department of Criminal Justice,
University of Nebraska at Omaha

EXECUTIVE SUMMARY

** Integrity and accountability in many law enforcement agencies are com-
promised by the socalled "code of silence” by which officers fail to report misconduct
by other employees.

** The code of silence is perpetuated by a lack of rewards and protections for
those officers might come forward to report misconduct.

** Existing whistle blower laws fail to provide adequate incentives and protections
for potential whistle blowers.

** The proposal offered in this report involves the creation of a management infor-
mation system that would document punitive retaliation for whistle blowing.

** The proposal offered here is based on Early Warning (EW) systems that are
already in place in many local law enforcement agencies.

** The proposed system significantly shifts the burden of responsibility from indi-
vidual officers to top management by establishing that protecting whistle blowers
is a priority of the organization.

THE PROBLEM

Achieving integrity and accountability in law enforcement agencies is seriously
impeded by the existence of a so-called “code of silence” among officers.
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Police officers who have knowledge about misconduct by fellow officers often ei-
ther passively refuse to come forward and report that misconduct or actively lie to
investigators about the alleged events.

At the heart of the code of silence is an officer subculture that places a higher
value on group solidarity than on integrity and accountability.

An important contributing factor to the code of silence is the absence of rewards
and protections for the honest officers who do come forward and report misconduct.

THE EVIDENCE

Evidence of the existence of the code of silence and a failure to reward and protect
whistle blowing officers is widespread.

** In his pioneering study of the police subculture, William A. Westley found that
officers were willing to lie to protect a fellow officer accused of misconduct.!

** Herman Goldstein, one of the leading authorities on American policing wrote
in 1975 that “There is no more formidable barrier to eliminating corruption than
the blue curtain. . . .”2

** The Christopher Commission report on the Los Angeles Police Department
(1991) following the 1991 Rodney King beating concluded that “Perhaps the greatest
single barrier to the effective investigation and adjudication of complaints is the
officers’s unwritten code of silence. . . .”3

** The Mollen Commission investigating corruption in the New York City police
department concluded that “The pervasiveness of the code of silence is itself alarm-
ing.”4

** The code of silence frustrates the ability of external citizen oversight agencies
to investigate citizen complaints about alleged police misconduct.?

RETALIATION AGAINST WHISTLE BLOWERS

There is a general consensus among experts that police departments fail to re-
ward and protect the good officers who are willing to report misconduct by fellow
officers.

Goldstein concluded that “The honest officer who survives in an organizational at-
mosphere permeated by corruption is usual very lonely.” ¢

Corruption scandals such as the one involving NYPD officer Frank Serpico in-
cluded apparent life-threatening retaliation.

Forty-one Los Angeles police officers are currently suing the LAPD for punitive
retaliation for their having reported misconduct.”

INADEQUATE PROTECTIONS FOR LAW ENFORCEMENT WHISTLE BLOWERS

There are no formal programs in existence today to protect law enforcement whis-
tle blowers.

Indeed, little specific attention has been given to remedies for the problem of the
code of silence in law enforcement agencies. The problem of the code of silence re-
ceives only cursory mention in the leading police management texts.8

A Five-year follow-up report on the Christopher Commission found that the LAPD
had taken few steps to address the problem of the code of silence.? The code of si-
lence is not mentioned in a massive LAPD report on the Rampart scandal, and
there is only one cursory reference to the failure of officers to report misconduct by
other officers.10

1William A. Westley, Violence and the Police (Cambridge, MA: MIT Press, 1970).

2Herman Goldstein, Police Corruption (Washington, DC: The Police Foundation, 1975), p. 30.

3 Christopher Commission, Report, (Los Angles, 1991), p. xx.

4 Mollen Commission, Report (New York, 1994), p. 53,

5Samuel Walker, Police Accountability: The Role of Citizen Oversight (Belmont, CA: Wads-
worth, 2001).

6 Goldstein, Police Corruption, p. 50.

7Matt Lait and Scott Glover, “LAPD Sued by Whistle-Blowers,” The Los Angeles Times (Au-
gust 25, 2000).

8 James J. Fyfe, et al., Police Administration, 5t Ed. (New York: McGraw-Hill, 1997), pp. 451,
467.

9 Merrick Bobb, et al., Five Years Later: A Report to the Los Angeles Police Commission )Los
Angeles: Los Angeles Police Commisison, 1996), pp. 46-47.

10 Los Angeles Police Department, Board of Inquiry Report into the Rampart Area Corruption
Incident (Los Angeles: LAPD, Mary 2000).
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Katherine Mader, the first Inspector General for the LAPD, initiated a pioneering
investigation of the code of silence.l! Ms. Mader, however, resigned in protest in late
1998 over a lack of cooperation from the LAPD and the LA Police Commission. The
current status of her initial investigation is not known at this time.

Investigations of police misconduct typically deplore the existence of the code of
silence but generally provide no specific suggestions for ways to either break the
code or reward whistle blowers.

LEGAL PROTECTIONS FOR WHISTLE BLOWERS

Over the past twenty-five years there has been a growing recognition of the need
to provide protection for whistle blowers in both government agencies and private
organizations.12

As a consequence a variety of whistle blower protection laws exist at the federal
level and in all 50 states.13

A number of highly publicized cases have created an image of the whistle blower
as a hero: the lonely, conscience-stricken individual who takes a courageous stand
at great personal and professional sacrifice (e.g., the tobacco industry official por-
trayed in the film The Insider).

The social science literature on whistle blowing and the effect of whistle blower
protection laws is not encouraging. The personal costs of whistle blowing are ex-
tremely high. There is a deeply-rooted bias against “snitches” in American culture.
The individual whistle blower runs a high risk of alienating colleagues, losing
friends, and jeopardizing his or her career. It is often very difficult to prove an alle-
gation of organizational misconduct or retaliation for whistle blowing.14

A PROGRAM FOR PROTECTING LAW ENFORCEMENT WHISTLE BLOWERS
INTRODUCTION

The following proposal outlines a program for identifying retaliation against whis-
tle blowers in law enforcement agencies.

The program is a application of Early Warning (EW) systems, a concept that has
emerged in recent years as an important strategy for identifying “problem” police
officers. A recent (January 2001) report by the U.S. Justice Department, Principles
for Promoting Police Integrity, recommended EW systems as a best practice.1®

The major contribution of this proposal is that it substantially shifts the burden
of responsibility from the individual to the management of the organization by es-
tablishing a formal program to protect whistle blowers and, by doing so, commu-
nicating a message that the organization encourages the reporting of misconduct.

EARLY WARNING SYSTEMS

Early Warning (EW) systems are data-based management tools for identifying
“problem” police officers and for providing appropriate intervention to correct the
performance of such officers.16

EW systems utilize official performance data such as use of force reports, citizen
complaints, involvement in civil litigation, late for duty, or other problematic behav-
ior.

Performance data are systematically collected, entered into a data base, and ana-
lyzed for the purpose of identifying those officers who have disproportionate levels
of problematic behavior (e.g., significantly more citizen complaints than other offi-
cers).

Officers identified by the EW system are then provided counseling or training de-
signed to correct their performance problems.

11 Office of the Inspector General, Six-Month Report (Los Angeles: Los Angeles Police Commis-
sion, January 1997), pp. 41-42, and Appendix J.

12Terance D. Miethe, Whistleblowing at Work (Boulder: Westview Press, 1999). Alan F.
West)in, ed., Whistle Blowing! Loyalty and Dissent in the Corporation (New York: McGraw-Hill,
1981

13Elleta Sangrey Callahan and Terry Morehead Dworkin, “The State of State Whistleblower
Protection,” American Business Law Journal, V. 38 (Fall 2000): 99

14 Miethe, Whistle Blowing at Work,

15U.S. Department of Justice, Principles for Promoting Police Integrity (Washington, DC: De-
partment of Justice, January 2001).

16 Samuel Walker, Geoffrey P. Alpert, and Dennis J. Kenney, “Early Warning Systems for Po-
lice: Concept, History, Issues,” Police Quarterly, 3 (June 2000): 132-152. Samuel Walker and
Geoffrey P. Alpert, “Police Accountability: Establishing An Early Warning System,” Inter-
national City Management Association, 1Q Service Report, 32 (August 2000).
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IMPACT OF EW SYSTEMS

EW systems have several impacts.17 The first is on individual officers who are put
on notice that their performance is sub-standard and who receive some form of cor-
rective intervention.

The second is on first-line supervisors who are given specific new responsibilities
for addressing problematic performance of officers under their command.

The third is on the agency as a whole to the extent that the EW system clearly
defines threshold levels of unacceptable performance and communicates to all per-
sonnel that unacceptable behavior will receive prompt and specific attention. In this
respect, an EW system has the potential for transforming the culture of an organi-
zation. Along these lines, a whistle blower-oriented EW system communicates a
message to all employees that misconduct will not be tolerated and that the report-
ing of misconduct is encouraged.

APPLICATION OF EW SYSTEMS TO WHISTLE BLOWING

EW systems may be applied to whistle blowing by, in effect, turning the concept
on its head. Instead of identifying “problem” officers it becomes a system for identi-
fying and protecting good officers.18

The application assumes that an EW system includes a comprehensive set of per-
formance data, including positive indicators. Regular performance evaluations and
career path information need to be included in the data base.1®

The concept is applied in the following manner.

** Assume that an officer claims punitive retaliation for having reported some of-
ficial misconduct.

** The performance data in the EW system data base would help identify any sig-
nificant changes in that officer’s career path that suggest retaliation.

These might include:

¢ A sudden change in performance evaluations following misconduct report-

ing incident.

¢ Reassignment from a preferred position within the agency to one that has

low-status.

¢ Career path stagflation as indicated by a failure to obtain requested as-

signments in a pattern that deviates significantly from prior career path

history.

** The data would also protect against an employee with a poor performance

record raising a false claim of retaliation in an effort to legitimate disciplinary ac-
tion. For example:

¢ The data base would reveal a history of performance problems prior to
the alleged misconduct reporting incident.

ISSUES AND POTENTIAL PROBLEMS

The proposed whistle blower protection program requires considerable investment
of organizational resources with respect to data management. Nonetheless, experts
on policing argue that an EW system is a wise and necessary investment for the
purpose of achieving integrity and accountability. Thus, the whistle blower aspect
involves no more investment of resources than is otherwise advisable.

The data in the system would not automatically prove or disprove any claim of
retaliation. Nonetheless, in a case of actual retaliation they would provide strong
evidence to support the aggrieved officer.

Most important, the program would serve to deter retaliation by communicating
a message to employees about the organization’s values.

The proposed program is no cure-all. It is simply a management information sys-
tem that can be used wisely or not at all. The effectiveness of the program depends
entirely on a commitment to integrity and accountability on the part of top manage-
ment.

17Walker and Alpert, “Police Accountability: Establishing an Early Warning System,” 3-5.

18For a related proposal that applies Early Warning systems to the issue of racial profiling,
see Samuel Walker, “Searching for the Denominator: Problems with Police Traffic Stop Data
and an Early Warning System Solution,” Journal of Research and Policy, 3 (Spring 2001): 63-
95.

19A potential problem with implementing the original concept of EW systems is that some
-and possibly many- law enforcement agencies do not currently have either an adequate system
of performance reports or the necessary technological infrastructure.
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CONCLUSION

The so-called code of silence is a major impediment to achieving integrity and ac-
countability in law enforcement agencies.

Effective rewards and protections do not exist for officers who report misconduct.

An Early Warning system-based program can provide performance data that
Evlould provide significant protection against retaliation for law enforcement whistle

owers.

Early Warning systems are recommended as a best practice for promoting integ-
rity and accountability and should be adopted independent of any consideration of
whistle blowing.

An Early Warning system-based program for protecting whistle blowers rep-
resents a proactive stance by a law enforcement organization, sending a clear mes-
sage that reporting misconduct is encouraged and will be protected.

———

FBI Director Louis J. Freeh Major Accomplishments, 1993-2001

LAW ENFORCEMENT ETHICS AND FAIRNESS

Core Values: Maintained and re-emphasized five core values for the men and
women of the FBI, including: rigorous obedience to the United States Constitution;
respect for the dignity of all those we protect; compassion: fairness; and uncompro-
mising personal and institutional integrity.

Bright Lines: In January 1994, set forth “bright lines” that outline standards of
professional and personal conduct for all FBI employees. Bright lines were later de-
veloped concerning sexual harassment and alcohol abuse.

New Employment /Applicant Guidelines: In 1994, established new guidelines cov-
ering all FBI employees and applicants, including stronger penalties for misconduct,
new drug-use polygraph examinations for all job applicants, and procedures to pre-
vent bias based on sexual orientation.

LAW ENFORCEMENT ETHICS:

In 1996, established new Office of Law Enforcement Ethics (later renamed the
Law Enforcement Ethics Unit) to administer a new interdisciplinary ethics in law
enforcement program.

As part of this effort, ethics training for new Special Agents was significantly en-
hanced. This training was originally a two-hour block at the end of the new Agent
training. Since 1996, it has encompassed 16 hours of classroom instruction at the
beginning of the 16-week training program. Since 1996, more than 3,300 new Spe-
cial Agents have received the enhanced ethics training.

To underscore how the awesome powers of law enforcement can be misused, initi-
ated guided tours of the Holocaust Museum in Washington, D.C., in May 2000 for
new Special Agents and students of the FBI National Academy.

Since April 1995, trained 1,357 foreign police officers in law enforcement ethics
and human rights during an 8-week management course; hundreds more have re-
ceived specialized training in ethics, public corruption, internal controls, etc.

OFFICE OF PROFESSIONAL RESPONSIBILITY:

In March 1997, established an enhanced, independent Office of Professional Re-
sponsibility (OPR) headed by an Assistant Director. OPR investigates allegations of
employee misconduct in a fair and timely fashion and provides appropriate sanc-
tions against those who break FBI regulations. OPR also assumed responsibility for
FBI ethics training.

In 1998, the FBI began releasing annual reports on disciplinary actions taken by
OPR to the news media for nationwide distribution.

FBI LEADERSHIP IN NATIONAL SECURITY

New Resources: With the support of Congress, put in place key new resources and
programs to bolster the FBI’s ability to counter growing national security threats:

In In 1998, under order of the President, created a National Infrastructure Protec-
tion Center (NIPC), an interagency center of computer expertise that works to pro-
tect the nation’s critical electronic infrastructures through high-techinvestigations,
warnings to public and private entities, and training programs.

In November 1998, opened a new Strategic Information Operations Center (SIOC)
at FBI Headquarters. SIOC is a 2417 operation that provides a centralized, high-
tech capability to manage multiple crisis situations.
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Established Rapid Deployment Teams in 1998 to enable teams of FBI experts, in-
vestigators, medical personnel, and others to respond quickly and effectively to ter-
rorist incidents and special situations in foreign or remote locations.

In 1999, created a new Counterterrorism Division, an inter-agency effort that
gathers, coordinates, and shares intelligence information with FBI field offices and
government agency representatives. An Investigative Services Division was created
at the same time to enhance the FBI’s intelligence capacities and to serve as a cen-
ter for intelligence analysis.

Established a Weapons of Mass Destruction (WMD) Operations Unit to conduct
real-time credibility assessments of WMD threats, enabling incidents to be resolved
with greater certainty, speed, and safety than ever before.

Opened the National Domestic Preparedness Office (NDPO) in October 1998 to
help coordinate federal/state/local response to WMD incidents and threats.

Key Investigations: In concert with the law enforcement community, successfully
investigated and resolved major acts of domestic/international terrorism, including:

Bombing of the World Trade Center in New York City in February 1993

Bombing of the Alfred P. Murrah Federal Building in Oklahoma City in
April 1995

Serial bombings of Theodore Kaczynski, who was arrested in April 1996

Deadly assault on CIA employees by Mir Aimal Kasi, captured overseas in
1997

Bombing of two U.S. Embassies in East Africa in August 1998

Preventions: Prevented more than 40 potential acts of terrorism from October
1993 to October 1999, including plans to blow up two large propane gas tanks near
Sacramento, California, which could have resulted in more than 12,000 deaths.

Economic Espionage Act: Worked diligently with Congress to support the drafting
and passage of the Economic Espionage Act of 1996, which makes the state spon-
sored and commercial theft of trade secrets a federal felony for the first time.

CI-21: Supported the creation of a CI-21 (Counterintelligence for the 21 st Cen-
tury) board to improve the national counter-intelligence organization and capability
of the U.S. Appointed first Counterintelligence Executive in March 2001.

ToOLS AND RESOURCES TO SUPPORT INVESTIGATIONS

Budget: Working with Congress, increased the FBI budget by more than $1.27 bil-
lion to the 2001 Budget Appropriation level of $3.44 billion.

Strategic Plan: In 1998, developed and published a three-tier Strategic Plan to
guide FBI decision-making and resource allocation.

Legal Attaches.

Recognizing Recognizing the need to respond to changes in the global criminal
environmentbrought on by the end of the Cold War, the advent of globalization, and
the development of sophisticated communications technology, more than doubled the
international presence of the FBI. The number of overseas offices, or Legal Attaches,
has increased from 21 in September 1993 to 44 today.

The staffing at Legal Attaches has grown from 107 Special Agents and support
staff in October 1993 to 172 total employees today.

Laboratory:

Instituted a series of important changes in the organizational structure of the FBI
Laboratory to improve effectiveness and strengthen management of programs, in-
cluding the appointment of an internationally recognized scientist as an FBI Assist-
ant Director of the Laboratory.

In 1998, achieved the formal accreditation of the American Society of Crime Lab-
oratory Directors/Laboratory Accreditation Board.

DNA innovations:

¢ Introduced a national DNA indexing system that enables forensic labora-
tories throughout the country to exchange and compare DNA profiles elec-
tronically, thereby linking unsolved crimes to each other and to known sex
offenders.

* Became the first laboratory in the nation to implement Mitochondrial
DNA (mtDNA) analysis and to use DNA profiles to identify positively a spe-
cific individual as the source of a stain.

Worked with Congress in the passage of the Communications Assistance for Law
Enforcement Act (CALEA) of 1994, which clarifies and further defines telecommuni-
cations carriers’ statutory obligation to assist law enforcement in executing elec-
tronic surveillance. The FBI's CALEA Implementation Section was transferred to
the Laboratory in June 2000.
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Developed an automated computer technology system that can make otherwise
unidentified links between firearms-related evidence. This system, renamed the Na-
tional Integrated Ballistic Information Network following its merger with a similar
ATF system, assists law enforcement agencies in fighting violent crime.

In 1997, developed mobile, modular laboratories that can be deployed by air,
ground, or sea to conduct on-site forensic analyses and examinations in a wide spec-
trum of environments.

Developed a forensic capability known as the World Forensic Automated
Counterterrorism System (World FACTS) that shares information on evidence
interrorist incidents with other forensic laboratories.

Created Evidence Response Teams (ERTs) in FBI field offices. ERTs are well
trained, high-equipped personnel that specialize in organizing and conducting major
evidence recovery operations and have made major contributions in
keyinvestigations, including the Oklahoma City and U.S. Embassy bombings.

In June 2000, established the Indian Country Evidence Task Force composed of
Laboratory experts in the field of DNA, firearms, latent prints, and trace evidence.
The task force provides dedicated service to Indian Country cases and addresses the
need for timely support and training.

Technology, Tools, and Information:

In 1999, instituted the Integrated Automated Fingerprint Identification System
(IAFIS). IAFIS replaced the laborious manual system of checking fingerprints with
a high-speed, computerized system that accepts fingerprint submissions from law
enforcement electronically and responds within hours instead of day

Unveiled a modernized National Crime Information Center 2000 (NCIC 2000) in
1999. NCIC 2000 is a national computer index of documented crime and criminals
that serves the law enforcement community. Today, the new system averages more
than 2 million transactions a day, compared to 2 million a year when the original
system was established in 1967.

In 1995, established a dedicated Intranet network called LEO for all law enforce-
ment to facilitate communication, information-sharing, and training. Initiated the
Technology Assisted Search Program that employs archeological methodology and
remote-sensing geophysical equipment to locate forensic evidence buried under-
ground or concealed in buildings or other structures.

Under a provision of the Brady Act, created the National Instant Check System
in 1998 to process background checks on prospective firearm purchasers.

Recognizing changing technology and the needs and abilities of FBI Agents, began
issuing a laptop computer to each new Special Agent.

Critical Incident Response Group:

In the aftermath of the Branch Davidian Case in Waco, Texas, created a Critical
Incident Response Group (CIRG) in 1994 to successfully integrate the tactical and
investigative expertise of the FBI into one organization to address terrorist activi-
ties, hostage taking, barricaded subjects, and other crisis situations that necessitate
immediate law enforcement response.

PROTECTING THE AMERICAN PEOPLE
Violent Crime:

Enhanced the Safe Streets Task Forces concept, which includes teams of federal,
state, and local law enforcement officers and prosecutors who work together to com-
bat crimes of vlolence and gangs. The number of Safe Streets Task Forces has in-
creased from 12 in 1992 to 175 today.

In September 2000, issued “The School Shooter,” a report on a two-year behav-
ioral analysis of recent school shooting incidents.

Organized Crime/Drug Trafficking

Achieved major successes against the largest traditional crime groups in the na-
tion, including major take downs of La Cosa Nostra (LCN) Families in New York
City, Los Angeles, Philadelphia, Detroit, Miami, and other cities.

Launched Operation Button Down, a five-year initiative designed to provide a
long-term, sustained, and coordinated attack against the LCN. The recently ended
initiative resulted in the indictment and conviction of more than 1,500 LCN mem-
bers and associates.

Launched successful investigations to disrupt organized crime groups with ties to
Mexico, Europe, Russia and Eastern Europe, Asia, South America, Africa, and the
Middle East.

In 2000, established the “Budapest Project,” a task force with the Hungarian Na-
tional Police that targets Russian/Eurasian criminal enterprises. To date, seven in-
dividuals have been arrested, including a top ten fugitive of the HNP.
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In 1994, established the Southwest Border Project with the DEA to focus inves-
tigative resources to disrupt and dismantle activities of significant Mexican drug
trafficking organizations operating in the nation’s southwest border region.

Established the National Alien Smuggling Initiative to coordinate national law
enforcement agencies and the intelligence community to combat international alien
smuggling organizations.

Cyber Crime:

Opened the National Infrastructure Protection Center in 1998 to prevent and re-
spond to cyber attacks on critical infrastructures (see page 2 for more info.).

In May 2000, established an Internet Fraud Complaint Center in partnership
with the National White Collar Crime Center. The center provides a central reposi-
tory for complaints and tracks and analyzes trends in cyber crime. To date, it has
received nearly 40,000 complaints from victims in more than 100 countries.

Enhanced the FBI’s Computer Analysis and Response Team (CART) comprised of
computer specialists and a network of trained and equipped forensic examiners as-
signed to select FBI field divisions. CART performs thousands of examinations of
computer evidence each year and provides technical support for the investigation
and prosecution of cases involving such evidence.

In cooperation with the U.S. Attorney’s Office and federal, state, and local law en-
forcement agencies, established the Regional Computer Forensics Laboratory
(RCFL) in San Diego, California, to acquire, archive, and analyze digital evidence
in support of criminal investigations. The RCFL will serve as the prototype for new
regional laboratories being established across the nation.

In 1995, established the Innocent Images initiative to target individuals using the
Internet to lure minors into illicit sexual relationships and to receive and distribute
child pornography, To date, the program has resulted in the arrest and conviction
of more 800 individuals.

Health Care Fraud:

Worked with Congress to draft the Health Insurance Portability and Account-
ability Act of 1996, which provides greatly enhanced funding in the fight against
health care fraud, which costs American taxpayers an estimated $100 billion a year.

Established Health Care Fraud Task Forces in various field offices to coordinate
investigations with local, state, and federal agencies.

Launched the largest and most complex health care fraud investigation under-
taken by the federal government. In December 2000, the Columbia/Health Care Cor-
poration of America agreed to pay a $95 million fine for health care fraud, labora-
tory fraud, overbilling schemes, and kickback violations. It also agreed to pay an
additional $745 million civil settlement.

Crimes Against Children:

In 1995, established the Innocent Images initiative (see page 5).

In 1997, set up a program that designates at least two Special Agents in each
FBI Field Office to concentrate solely on crimes against children.

Assigned a Special Agent full-time to the National Center for Missing and Ex-
ploited Children.

Developed and published A Parent’s Guide to the Internet.
Civil Rights:

In 1997, formed a new Hate Crimes Unit at FBI Headquarters.

Began active participation in the National Church Arson Task Force and national
and local Hate Crime Working Groups.
Top Ten Fugitives:

Since 1993, a total of 27 "Top Ten" fugitives have been captured. The latest cap-
ture was James Charles Kopp, who was wanted in connection with the shooting
death of Dr. Barnett Slepian and was arrested in France on March 29.

IMPROVING RELATIONSHIPS

Domestic Law Enforcement

Strengthened cooperation and liaison with individual agencies and national orga-
nizations, including the International Association of Chiefs of Police, the National
Sheriffs’ Association, the National Organization of Black Law Enforcement Execu-
tives, the National District Attorneys Association, and the National Association of
Attorneys General.

Increased the number of Joint Terrorism Task Forces to 30, significantly enhanc-
ing the FBI’s ability to work with federal, state, and local partners in fighting do-
mestic and international terrorist attacks.
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Work closely with federal, state, and local law enforcement officers and prosecu-
tors in 175 Safe Streets Task Forces (see page 5 for more information).

CIA Partnership:

Significantly strengthened the FBI’s partnership with the CIA, making it the
most productive in the history of the two agencies.

Includes exchange high-level officials and close cooperation on sensitive national
concerns such as counterterrorism and counterespionage.

The new, stronger ties have enabled the two agencies to uncover government spies
like Aldrich Ames, Harold Nicholson, Earl Pitts, and Robert Hanssen.

Law Enforcement Training:

Through a variety of training programs, the FBI has developed excellent contacts
with domestic and foreign officers and fostered relationships which have greatly in-
creased cooperative investigations across the country and around the world.

Since September 1993, provided a comprehensive 11-week management training
course at the FBI National Academy to 8,110 state, local, and foreign police leaders
from all 50 states and 118 nations around the world.

Through the FBI Field Police Training program, trained 836,189 local and state
police at the field level from October 1993 to October 2000.

In April 1995, opened an International Law Enforcement Academy (ILEA) in Bu-
dapest, Hungary, to train foreign police officers from the former Soviet Union and
Eastern Europe in policing under the Rule of Law. Since its inception, a total of
1,357 foreign officers have graduated from ILEA’s 8-week management course and
another 5,015 students have taken various specialty courses.

Since 1994, have trained more than 50,000 foreign police officers from 150 coun-
tries around the world.

International Outreach:

Since taking office, the Director has traveled to 68 foreign countries and met with
over 2,100 foreign leaders.

The expansion of the Legal Attache program has enhanced partnerships overseas
that have proven invaluable in the fight against terrorism, organized crime, cyber
crimes, and transnational crimes in the information age.

At the request of foreign governments, assisted numerous investigations in other
countries. In 1999, the FBI sent teams of expert criminal investigators and forensic
specialists to examine suspected massacre sites in Kosovo. The team presented its
evidence to the U.N. International Criminal Tribunal.

Public Outreach:

Created a public Internet home page for the FBI, which is accessed by more than
a million visitors each month. The web page has been used not only to inform the
public but to generate leads that help capture wanted fugitives.

SUPPORT/CONCERN FOR EMPLOYEES

Overall Hiring: With the support of Congress, hired 5,029 new Special Agents and
more than 4,000 technical and professional employees since September 1993.

Reorganization: In October 1993, announced major reorganization to streamline
operations at FBI Headquarters and improve efficiency.

Diversity within the FBI:

Made dramatic strides in increasing the representation of minorities and women
in the FBI. Since September 1993, the FBI has hired more than 8,000 women and
minority Special Agents and support personnel, 56% of the total new hires.

In October 1993, appointed the first woman, first Hispanic, and second African
American to serve as an Assistant Director, the second highest rank in the FBI.

Over the course of his tenure, the Director has appointed three African-American
men, four Hispanic men, one African-American woman, and one White woman as
Assistant Directors.

Developed and implemented the National Special Agent Recruitment Plan to en-
sure that the FBI effectively recruits and hires qualified applicants from all seg-
ments of society.

O
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