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DISRUPTING TERRORIST TRAVEL:

SAFEGUARDING AMERICA’S BORDERS
THROUGH INFORMATION SHARING

Thursday, September 30, 2004

HOUSE OF REPRESENTATIVES,
SELECT COMMITTEE ON HOMELAND SECURITY,
SUBCOMMITTEE ON INFRASTRUCTURE
AND BORDER SECURITY,
AND THE
SUBCOMMITTEE ON INTELLIGENCE
AND COUNTERTERRORISM,
Washington, DC.

The subcommittees met, pursuant to call, at 1:05 p.m., in Room
210, Cannon House Office Building, Hon. Dave Camp [chairman of
the Subcommittee on Infrastructure and Border Security] Pre-
siding.

Present from Subcommittee on Infrastructure and Border Secu-
rity: Representatives Camp, Dunn, Sanchez, Dicks and Pascrell.

Present from Subcommittee on Intelligence and
Counterterrorism: Gibbons, Dunn, McCarthy, Langevin, Dicks,
Lowey and Andrews.

Mr. CAamP. The joint hearing of the Subcommittee on Infrastruc-
ture and Border Security and the Subcommittee on Intelligence
and Counterterrorism will come to order. The subcommittees are
meeting jointly today to hear testimony on the Department of
Homeland Security’s efforts regarding terrorists’ disruption of trav-
el. The purpose of this hearing is to look at the recommendations
made by the 9/11 Commission report and examine DHS’s efforts to
obtain, analyze and disseminate terrorist travel information.

On the first panel we have General Patrick Hughes, who is the
Assistant Secretary for Information Analysis, and Assistant Sec-
retary Stewart Verdery from the Border and Transportation Secu-
rity Policy Office. And on the second panel we will hear from Pro-
fessor Lawrence Wein from Stanford University, who will provide
an overview of research he has done regarding the US-VISIT pro-
gram. And I would like to officially welcome all of our witnesses.

I ask unanimous consent that Member opening statements be in-
cluded in the hearing record, and encourage members of both sub-
committees to submit their opening statements for the record.

o))



[The information follows:]

PREPARED OPENING STATEMENT OF THE HONORABLE CHRISTOPHER COX, A
REPRESENTATIVE IN CONGRESS FROM THE STATE OF CALIFORNIA, AND CHAIRMAN,
SELECT COMMITTEE ON HOMELAND SECURITY

Let me begin by commending Chairman Camp and Chairman Gibbons for work-
ing collaboratively to address the critical issue of terrorist travel and information
sharing. I also would like to welcome and thank Assistant Secretary Hughes and
Assistant Secretary Verdery for appearing before the panel today.

Over the past 18 months, DHS has implemented several reforms to strengthen
our Nation’s borders and improve information sharing—from enhancing the Na-
tional Targeting Center to strengthening relationships with state and local law en-
forcement. Further, President Bush continues to provide strong leadership to
strengthen our collective security, with the creation of the Terrorist Screening Cen-
ter (T'SC) and the Terrorist Threat Integration Center (TTIC), and now the National
Counterterrorism Center. Although these reforms have made us safer, there is still
more work to be done. Currently, Congress is considering a wide range of legislative
proposals and will soon deliver a set of reforms designed to further facilitate infor-
mation sharing between our intelligence and homeland security agencies, and to
strengthen our security here at home.

The 9/11 Commission report helped to energize the current debate in these cham-
bers about homeland security and information sharing within our intelligence com-
munities. The Commission’s report focused significant attention on the issue now
commonly referred to as “terrorist travel.” The 9/11 Commission Report urges us to
address the issue of terrorist travel with the same vigor and focus that we are
brining to terrorist financing.

I wholeheartedly agree and am glad to see that Speaker Hastert’s 9/11 Commis-
sion recommendations implementation bill incorporates many significant provisions
relating to terrorist travel, some of which were proposed by this Committee.

While limiting access to money hinders terrorists’ ability to carry out a mission,
combating terrorist travel, especially into the United States, will significantly dis-
rupt our enemy’s ability to move operatives into position to launch an attack. Today,
we will examine how DHS currently is organized to address this critical issue, and
discuss how the Department should move towards further implementation of the
Commission’s recommendation in this area.

In discussing the issue of terrorist travel, the Commission stated, “For terrorists,
travel documents are as important as weapons. Terrorist must travel clandestinely
to meet, train, plan, case targets, and gain access to attack. To [terrorists], inter-
national travel presents great danger, because they must surface to pass through
regulated channels, present themselves to border security officials, or attempt to cir-
cumvent inspection points. In their travels, terrorists use evasive methods, such as
altered and counterfeit passports and visas, specific travel methods and routes, liai-
sons with corrupt government officials, human smuggling networks, supportive trav-
el agencies, and immigration and identity fraud.”

Combating terrorist travel will require a multi-faceted approach that will reach
across several DHS components and agencies. Potential terrorists may interact with
the U.S. Government at an embassy or consular office overseas, a Border Patrol
agent if they cross between ports-of-entry or are stopped at an interior checkpoint,
a U.S. Customs and Border Protection inspector at our land and air ports-of-entry,
and the U.S. Coast Guard on our waters and at our sea ports-of-entry.
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Every encounter presents an opportunity for our front-line DHS personnel to dis-
rupt terrorist travel. The ever-changing and developing intelligence and information
related to terrorist travel techniques, documents, and trends needs to be effectively
incorporated into the daily activities of our front-line DHS personnel, and we will
discuss today how to make that happen as effectively as possible.

In addition, international efforts also are required to effectively combat terrorist
travel, and will involve our DHS personnel located overseas, working hand in hand
with their State Department counterparts. If a terrorist’s ability to travel is limited
before reaching our borders, our homeland security will be strengthened and we will
move closer to winning the War on Terrorism.

We need to continue to tear down the walls and improve sharing of information
in order to make continued progress in homeland security. Success in this struggle
depends upon good information getting to the right people at the right time.

I look forward to your testimony this afternoon, and thank you for your appear-
ance today.

Mr. CAmMP. And because this is a joint hearing, Members will be
recognized based on order of appearance. And having said that, I
will submit my opening statement for the record.

[The information follows:]

PREPARED OPENING STATEMENT OF THE HONORABLE DAVE CAMP, A REPRESENTATIVE
IN CONGRESS FROM THE STATE OF MICHIGAN, AND CHAIRMAN, SUBCOMMITTEE ON
INFRASTRUCTURE AND BORDER SECURITY

Disrupting terrorists in their efforts to enter into and freely travel within the
United States is a critical part of fighting the War on Terrorism. The 9/11 Commis-
sion Report highlighted the flaws in U.S border and immigration laws that the 9/
11 hijackers exploited. Many of these gaps have been addressed since September
11th, yet the Commission stressed that terrorist travel must remain a specific focus
of security efforts.

I hope to stress with this hearing that DHS must continue to develop and expand
its ability to analyze terrorist techniques, patterns, indicators, and trends to enable
front line personnel to identify, intercept, and disrupt terrorist seeking to travel to
the United States.

One thing that is very apparent is that DHS has a very wide range of resources
and capabilities to disrupt terrorist travel. However, it is unclear to me how well
all of these resources are utilized and coordinated. There is the National Targeting
Center, the Fraudulent Documents Lab, Benefit Fraud Units, various BTS and
Coast Guard intelligence offices, and Information Analysis Division. And that’s just
to name a few. With resources spread across the department, one of the concerns
I have is making sure that there is a dedicated focus to ensure that terrorist travel
detection remains a priority and that there is Department-wide coordination effort.

There is no doubt that combating terrorist travel will require a multi-faceted ap-
proach across all DHS components and several other Federal agencies. Potential ter-
rorists may interact with the U.S. Government at an embassy or consular office
overseas, a border and immigration inspector, or a TSA screener as they seek to
travel within the U.S.

Each of these encounters presents an opportunity to detect terrorist travel. In ad-
dition, numerous pieces of information are used throughout this process, including
visas, passports, travel plans, and intelligence reports. Given these various pieces
of information and encounters with potential terrorists, this information needs to be
integrated across the Federal government to create a current threat picture that can
be used to identify and stop terrorist travel.

I look forward to hearing from our witnesses today as they seek to address these
very important issues.

Mr. CaMP. And at this time I would recognize Mr. Gibbons.
Chairman of the Intelligence and Counterterrorism Subcommittee
is now recognized for any opening statement he may have.

Mr. GiBBONS. Thank you very much, Chairman Camp. And to
our guests today, welcome. General Hughes, it is great to see you
back before us. And, Assistant Secretary Verdery, thanks very
much for your presence here as well today. It is an important hear-
ing we are going to have today and I know that your testimony is
very valuable, and I, like Chairman Camp, am going to follow his
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lead and put my opening statement into the record so that we can
move along quickly and expeditiously so that we don’t take more
of your time.

I know that you are both facing immense challenges right now,
and it is an exceedingly important job, and we look forward to
hearing your testimony today.

And with that, Mr. Chairman, I will submit my testimony for the
record.

Mr. Camp. All right. I think at this point—are there any other
opening statements?

All right. I think at this point we will go to our witnesses, and
I again like to thank them for being here. General Hughes, we will
begin with you. We have received your written testimony, and we
will ask that you briefly summarize in 5 minutes your statement.
Thank you.

STATEMENT OF LIEUTENANT GENERAL PATRICK HUGHES,
ASSISTANT SECRETARY, INFORMATION ANALYSIS,
DEPARTMENT OF HOMELAND SECURITY

General HUGHES. Thank you very much, and good day, Chair-
man Camp and Chairman Gibbons and distinguished members of
the committee, joint committees I guess.

As you know, the Department of Homeland Security was envi-
sioned, formed and is now in operation. President Bush’s decision
to establish the Department has enabled us to unify our diverse re-
sources into one team to prevent terrorism in the whole land, to
ready ourselves against our enemy, and to ensure the highest level
of protection for our country and the citizens we serve.

Through the Homeland Security Act of 2002, among other things,
we are charged with integrating relevant information, intelligence
analysis and vulnerability assessments to identify threats, to in-
form preventive priorities and to support protective measures. We
are doing this in partnership primarily with Federal partners and
State and local governments, agencies, and other organizations
that we find at the State and below level, and with our partners
in the private sector.

The Office of Information Analysis, which I represent, is the
heart of intelligence at the Department of Homeland Security. It is
responsible for accessing and analyzing the entire array of intel-
ligence related to threats against the homeland and making that
information useful to our Federal partners, first responders, and
anyone in the United States who can use that information and has
the right to receive it. IA provides a full range of intelligence sup-
port to the Secretary and DHS leadership and to all of our compo-
nents. Additionally, IA assures that the best intelligence informa-
tion available informs the administration of the Homeland Security
Advisory System.

In order to perform these duties, we must receive intelligence
from a number of sources, including not only the United States In-
telligence Community and our State, local, territorial, tribal and
private sector partners, but also from Department of Homeland Se-
curity entities with intelligence capabilities. The large amount of
information we coordinate includes reporting from the United
States Secret Service, the United States Coast Guard; the Border
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and Transportation Security Directorate; Immigration and Customs
Enforcement, including the Federal Protective Service and the Fed-
eral Air Marshal Service; Customs and Border Protection; the
Transportation Security Administration; the Office of Citizenship
and Immigration Services; and the Federal Emergency Manage-
ment Agency; 180,000 plus persons on the ground throughout the
country acting as eyes and ears, enforcers, and workers, and policy-
makers in some cases in order to protect the country.

We represent a primary element of the United States Intelligence
Community, a powerful source of information and a powerful capa-
bility in order to use the information we have to protect our citi-
zens. We have a sense of purpose, and we have embarked on what
has likely never been done before with regard to information fu-
sion: to fully understand the threat and the conditions that make
that information useful at a utilitarian level for such a broad range
of officials from city mayors to Border Patrol agents, to airport
screeners, to critical infrastructure operators, to the cop on the
beat.

This concludes my oral statement. I would be happy to answer
any questions you have today, and I am looking forward to our
interaction. Thank you.

Mr. CAmMP. Thank you very much.

[The statement of General Hughes follows:]

PREPARED STATEMENT OF PATRICK M. HUGHES

Good morning Chairman Camp, Chairman Gibbons, and distinguished members
of the Committee. I am privileged to appear before you today to discuss information
sharing and collaboration, and the role of the Office of Information Analysis (IA),
within the Information Analysis and Infrastructure Protection Directorate (IAIP) of
the Department of Homeland Security (DHS).

In the aftermath of 9/11, the Department of Homeland Security was envisioned,
formed, and is now in operation. Standing up the Department, the largest reorga-
nization of government in fifty years, has been a great undertaking. Many employ-
ees of DHS have assumed new responsibilities, and all have put in long hours to
ensure that while our strategies may change to meet the terrorist threat, our course
as a nation will remain constant. President Bush’s decision to establish the Depart-
ment has enabled us to unify our diverse resources into one team, to ready ourselves
against our enemy, and to ensure the highest level of protection for our country and
the citizens we serve.

Through the Homeland Security Act of 2002, IAIP, and consequently IA, is
charged with “integrating relevant information, intelligence analyses, and vulner-
ability assessments (whether such information, analyses, or assessments are pro-
vided or produced by the Department or others) to identify protective priorities and
support protective measures by the Department, by other executive agencies, by
State and local government personnel, agencies, and authorities, by the private sec-
tor, and by other entities.” In addition, Section 892 of the Homeland Security Act
and Executive Order 13311 establish the Secretary of Homeland Security as respon-
sible for information sharing across the Federal government and with State, Tribal,
and local government, as well as private sector security responsible for protecting
the nations critical infrastructure. The Secretary has delegated this to the Under
Secretary for IAIP.

IA is the heart of the intelligence effort at DHS. It is responsible for accessing
and analyzing the entire array of intelligence relating to threats against the home-
land, operational reporting from across DHS and State and local law enforcement,
and assimilating disparate operational and intelligence information, making that in-
formation useful to federal partners, first responders, State, territorial, tribal, local,
and major city governments, and the private sector. IA provides the full-range of
intelligence support to the Secretary, DHS leadership, the Undersecretary for TAIP,
and DHS components. Additionally, IA ensures that the best intelligence available
informs the administration of the Homeland Security Advisory System.
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In order to perform these duties, IA must receive intelligence from a number of
sources, including the United States Intelligence Community (IC), particularly the
Federal Bureau of Investigation- the primary interface with law enforcement enti-
ties around the country, and our afore mentioned State, territorial, tribal, local and
private sector partners, but also from all DHS entities with intelligence capabilities
as well as DHS operational entities. The large amount of information IA coordinates
includes reporting from the United States Secret Service (USSS), the United States
Coast Guard (USCG), the Border and Transportation Security Directorate (BTS),
Immigration and Customs Enforcement (ICE) including the Federal Protective Serv-
ice (FPS) and the Federal Air Marshal Service (FAMS), Customs and Border Protec-
tion (CBP), the Transportation Security Administration (TSA), the U.S. Citizenship
and Immigration Services (CIS), and the Federal Emergency Management Agency
(FEMA). In addition, IA interfaces with our colleagues in the Infrastructure Protec-
tion (IP) Office of the IAIP Directorate to achieve one the cornerstones of the De-
partment of Homeland Security, to deliver threat-informed vulnerability and risk
assessments regarding our critical infrastructure, to our constituents and cus-
tomers—notably the private sector that holds most of our nation’s critical national
infrastructure. We are an integral part of the Homeland Security Operations Center
(HSOC) effort to monitor and communicate on all matters of homeland security in-
terest 24X7. We also relate directly to the Integrated Staff element of DHS, the op-
erations directorate that is responsible for planning and developing operations con-
cepts and orders to DHS components and to our partner organizations. We attend
all IC and White House collaboration and coordination meetings, including many
that are accomplished by secure video teleconference. Our involvement in informa-
tion sharing and collaboration includes all of this and more.

Information sharing and collaboration is not a one-way street. In addition to re-
ceiving information from these entities, IA delivers the intelligence it coordinates to
our partners as appropriate. This requires IA to share information and collaborate
at all levels, from the Federal Government and IC members to local officials and
DHS entities that in turn provide threat information to their associates on the front
line. DHS component organizations not only provide support to IA and to their asso-
ciates, they also serve as a conduit through which relevant information can pass to
DHS and the rest of government and information and warnings can be shared with
stakeholders within their areas of responsibility—thereby increasing the practical
benefits derived from intelligence analysis.

IA analysts have access to the most classified and highly sensitive national intel-
ligence from the Terrorist Threat Integration Center (TTIC) (whose responsibilities
will eventually be assumed by the National Counterterrorism Center—NCTC), the
Central Intelligence Agency (CIA), the Federal Bureau of Investigation (FBI), the
National Security Agency (NSA), the Defense Intelligence Agency (DIA), the Depart-
ment of State (DoS), and other national-level agencies regarding international and
domestic terrorist threats. This information is received formally through IA ana-
lysts’ connections to the Joint Worldwide Intelligence Communications Systems
(JWICS), TTIC Online, the IA Automated Message Handling System (AMHS), the
Homeland Security Information Network (HSIN), and a variety of other formal and
informal (i.e., analyst-to-analyst) mechanisms that contain such intelligence. This
information from other agencies is augmented by our own internal reporting from
DHS components.

From Border and Transportation Security (BTS) reports regarding individuals of
interest trying to enter the United States illegally, to USCG reports regarding sus-
picious activity near critical infrastructure points, intelligence from DHS compo-
nents that IA analyzes provides invaluable perspective and insight for the entire
Federal Government. Such reports are provided to IA through the same methods the
IC uses- the physical presence of DHS component liaison officers within both IA and
the Homeland Security Operations Center (HSOC) and communication between ana-
lysts and leadership. In fact, the presence of representatives of 26 separate Federal
and local representatives within HSOC provides a perspective and collaboration ca-
pability which is very valuable. Additionally, coordination within DHS is aided by
regular meetings of the intelligence chiefs of each entity, lead by the Assistant Sec-
retary for Information Analysis (ASIA).

Information moves into and out of IA in the form of a number of different docu-
ments. Many are familiar with the Homeland Security warning products that com-
municate valuable threat information to such varied audiences as the public, first
responders, and infrastructure owners. Homeland Security Information Bulletins
provide a means to communicate information of interest to the nation’s critical in-
frastructures that does not meet the timeliness, specifics, or significant thresholds
of warning messages. They are designed to provide updates on the training, tactics,
or strategies of terrorists. Similarly, Homeland Security Threat Advisories identify
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a threat targeting critical national networks or key infrastructure assets and pro-
vide a means for DHS to communicate threat information to all DHS customers
ranging from the IC to the general public. This information stream is augmented
by other products, such as Special Assessments and Studies, Homeland Security In-
telligence Articles, and Red Cell reports, which offer alternative or conceptual anal-
ysis. Additionally, Homeland Security Information Messages (HSIMs) are a valuable
tool used to expeditiously communicate newly acquired, uncorroborated threat infor-
mation to U.S. government agencies, state and local Homeland Security Advisors,
and the private and public sectors. The HSIM contains a preliminary analysis of
threat information received by DHS from the intelligence community, law enforce-
ment community, private or public sector and have information that has not been
fully evaluated.

In addition to these products, IA employs a variety of reporting mechanisms to
communicate with both IC members and the intelligence offices of DHS operational
components. Intelligence goes to DHS component entities and the IC primarily
through DHS Intelligence Information Reports (IIRs) and Homeland Security Intel-
ligence Reports (HSIRs). The IIR quickly releases select raw intelligence reporting
from DHS components to the IC, Federal Law Enforcement, and others as appro-
priate in a unified and recognizable format via the Automated Message Handling
System (AMHS). Similarly, a HSIR provides DHS operational elements a vehicle to
report case and potential terrorist information to DHS headquarters. It is a final
report, containing a compilation of information where some processing or analysis
has occurred and should stand alone as a semi-finished product. Lastly, information
is shared and coordination occurs through the IA Executive Morning Brief (IAEMB),
which is shared at the daily morning intelligence update and through the twice-
daily Secure Video Teleconference (SVTC), as well as through direct analyst-to-ana-
lyst and leadership communication.

It is IA’s singular focus on the protection of the American homeland against ter-
rorist attack that is unique among its IC partners. This focus provides invaluable
information and assistance not only to State, territorial, tribal, local, and private
sector officials that receive accumulated threat information, but also to DHS compo-
nents that use the information, trends, and indicators to inform and prepare opera-
tors and decision makers on the front line. The relationship IA has with the HSOC,
BTS and other DHS entities translates into continuous information sharing and col-
laboration that provides a unique threat picture to those who are vital to protecting
the homeland.

The Department of Homeland Security is a prime example of how changes have
been made within the Intelligence Community, the counterterrorism community,
and the law enforcement community to work more cohesively as well as more col-
laboratively, to assure information is shared as fully and completely as possible.
This represents a dramatic change from conditions as they existed before September
11th, 2001. DHS plays a central role in the counter-terrorism and homeland security
effort as we continue the work of communicating intelligence and information to our
partners in the federal government as well as with the State, territorial, tribal,
local, and private sector officials charged with protecting the people and infrastruc-
ture of this country.

Building up IA, increasing our information capabilities, and coordinating intel-
ligence information sharing and collaboration across the entire federal government
are monumental tasks. We have accomplished much in a short period of time and
we continue to press forward to strengthen our capabilities and our ability to sup-
port the overall DHS mission set. In order to better facilitate this effort the Depart-
ment of Homeland Security has formed the DHS Information Sharing and Collabo-
ration (ISC) Program, appointed a Director, and formed a staff including representa-
tion from all internal components. We are a participating member of the larger na-
tional effort to improve and enhance information sharing and collaboration and to
integrate ISC concepts and capabilities into the changing intelligence community
(IC) environment under the various transformation efforts brought forth by the 9—
11 Commission and by earlier and subsequent Administration and Congressional ac-
tion. The DHS ISC Program has already begun the work of assessing the “here and
now,” of envisioning and forming a future Information Sharing Architecture, and is
engaged in building the business plan which will guide and govern efforts to con-
struct the appropriate enterprise architecture to empower full and complete sharing
throughout the entire Homeland Security environment. One of the major DHS pro-
grams the ISC Program now collaborates on is the Homeland Security Information
Network (HSIN)-an overarching network for the Department to provide information
exchange and real time collaboration between federal, state, local, tribal, and major
city authorities. Using this network, federal, state, and urban area homeland secu-
rity advisors are able to communicate with each other and with DHS. As a direct
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result of ISC Program efforts to cooperate and work jointly with other Federal part-
ners, DHS and the Department of Justice (DOJ)/FBI have established the first ever
capability to share information between the HSIN/Joint Regional Information Ex-
change System (HSIN/JRIES), the Regional Information Sharing System (RISSNet),
Law Enforcement Online (LEO), and will soon be joined by the Criminal Informa-
tion Sharing Alliance Network (CISANet). Through this technology demonstration
project, Sensitive But Unclassified products of each department and network are
posted to other networks thereby allowing users on any of the systems to see and
use the products from the other organizations.

Many of the efforts we are undertaking are technical in nature, but the primary
effort is not merely technical but rather one of changing policy and procedure to mo-
tivate and empower necessary technical change in order to achieve our goals of func-
tional interoperability and information transparency in order to accomplish the in-
formation sharing and collaboration mission. However, it must be noted that intel-
ligence analytic tools such as link and nodal analysis tools, very dynamic search en-
gines tailored for the intelligence data base environment, analytic workstations con-
figured to empower the analysts in their work, and numerous other technical aids
and capabilities. . .are key to our information sharing and collaboration success.

We have accomplished much at DHS and in IA since our inception and we are
on course with our partners and colleagues to continue to achieve. I firmly believe
the American people are more secure and better prepared than before September
11, 2001 directly because of the advent of the Department of Homeland Security.
We are fully connected to the U.S. Intelligence Community and well informed. We
are more fully integrated into the workings of the domestic security structure. We
are connected with law enforcement. We have working analysts poring over the de-
tail of intelligence and law enforcement reporting to discover the hidden patterns
and concealed threads of terrorist activity and the manifestation of other threats to
America from crime with national security implications and from other disasters
and threatening conditions that come our way. We have a sense of purpose and we
have embarked on what has likely never been done before with regard to informa-
tion fusion. . .to fully understand the threat and the conditions to make that infor-
mation useful at a utilitarian level for a broad range of officials from city mayors
to border patrol agents to airport screeners to critical infrastructure operators to the
cop on the beat.

Chairman Camp, Chairman Gibbons, and Members of the Committee, this con-
cludes my prepared statement. I would be happy to answer any questions you may
have at this time.

Mr. Camp. Mr. Verdery, you have 5 minutes. We have your writ-
ten statement, and if you could summarize it, that would be help-
ful.

STATEMENT OF C. STEWART VERDERY, JR., ASSISTANT
SECRETARY, BORDER AND TRANSPORTATION SECURITY
POLICY AND PLANNING, DEPARTMENT OF HOMELAND
SECURITY

Mr. VERDERY. Of course.

Chairman Camp, Chairman Gibbons and other members of the
committee, thank you for the chance to be here today to join with
General Hughes to testify about the efforts of the Department of
Homeland Security to analyze and disrupt the travel of potential
terrorists.

The 9/11 Commission noted that, and I quote, “targeting travel
is at least as powerful a weapon against terrorists as targeting
their money. The United States should combine terrorist travel in-
telligence operations and law enforcement in a strategy to intercept
terrorists, find terrorist travel facilitators and constrain terrorist
mobility”. The administration and this Department concur with
this observation, and we have implemented a number of successful
programs to deny terrorists the ability to travel freely into the
U.S., identify potential travel facilitators, and constrain their mo-
bility.
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This is a complex multiagency undertaking, and we are working
in close collaboration with our interagency partners on this impor-
tant task. We are reviewing how travel documents are produced
and reviewed so we can better detect altered and fraudulent ones;
improving and expanding watch-lists; and exploring ways to share
data with our foreign counterparts that can help identify and
thwart terrorists, and, of course, these efforts are designed to pro-
tect and respect the civil liberties and privacy of U.S. Citizens and
residents, and of our visitors.

I believe General Hughes in his written testimony ably described
the role of Information Analysis Section of DHS in participating in
the Intelligence Community. It is absolutely critical that actionable
intelligence and actual information be provided to the front-line
components of DHS, whether it is an inspector at a port of entry,
a Federal air marshal, an aviation screener or a criminal investi-
gator, and that capability is robust and improving.

The BTS Directorate is current operations unit is responsible for
ensuring a continuing productive relationship between the intel-
ligence arms of BTS—Customs and Border Protection, Immigration
and Customs Enforcement, and TSA—and IAIP. BTS analysts are
assigned to IA, and there is a daily exchange of information be-
tween BTS agencies, IA and, of course, the Coast Guard. BTS ana-
lysts conduct follow-up research involving BTS incidents of interest
and the Intelligence Community, and we have essentially set up a
two-way street of information sharing where our components re-
ceive information immediately through IA, and IA is immediately
alerted to significant operational activity.

Let me focus briefly on some of the programs we think are really
disrupting the patterns of terrorist travel. And I will focus on the
National Targeting Center, US-VISIT and our efforts to find fraud-
ulent travel documents.

The National Targeting Center, operated by DHS’s U.S. Customs
and Border Protection, working with numerous Federal agencies,
provides tactical targeting and analytical research support for pas-
senger and cargo targeting in the air, sea and land operations in
inbound and outbound environments.

NTC develops tactical targets, potentially high-risk people or
shipments that should be subjected to additional scrutiny by CBP
personnel, from raw intelligence, trade, travel and law enforcement
data via the Automated Targeting System (ATS). The NTC sup-
ports DHS field elements including our container security per-
sonnel in 25 countries around the world, our visa security officers
in Saudi Arabia, the CBP officers at ports of entry, and the Border
Patrol, and is also working to support the pilot Immigration Secu-
rity Initiative (ISI) operating in two airports in Europe to work on
vetting passengers before they leave for international flights.

During the heightened threat period last December and through-
out the winter, NTC played a pivotal role in analyzing advance
passenger manifest information related to several international
flights of interest that were deemed to be at risk in order to secure
those flights. DHS is committed to improving the current collection
of manifest information over the coming months by standardizing
formats, requiring departure information for outbound flights and
finalizing crew manifest requirements, and these requirements will
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build on the passenger name record, or so-called PNR, data used
for screening passengers. I personally served as the lead negotiator
for the U.S. in our successful negotiations with the European
Union that now allow that data to be transferred from Europe to
DHS for analyzing incoming passengers.

The US-VISIT program is a continuum of identity verification
measures beginning overseas with the visa issuance process oper-
ating at 206 nonimmigrant posts, 115 airports and seaports of
entry. Secretary Ridge deserves great credit for moving ahead with
biometric components of this system ahead of schedule.

And just to briefly summarize, as of the first 9 months of oper-
ation, we have now detected 838 individuals identified by the bio-
metrics alone at ports of entry as subject to a watch-list informa-
tion or other lookout, and about a third of those have had adverse
action taken against them, being refused entry or being arrested.
In addition, today, September 30th, is the first day the travelers
in the Visa Waiver Program are being enrolled in US-VISIT.

The Commission’s report noted that terrorists use altered and
counterfeit travel documents to evade detection. Just yesterday I
toured the ICE forensic document lab in northern Virginia. We
have accumulated 130,000 legitimate and forged travel identifica-
tion documents. They are accessible in seconds. The analysts at
FDL develop hundreds of document alerts. They are sent to border
inspectors, have the capability for front-line inspectors to have real-
time review of suspect documents, and provides forensic investiga-
tion support and training. And I would encourage all Members in-
terested in this issue to travel to northern Virginia to take a look
at the FDL. It is truly a unique resource.

Hopefully during the question-and-answer period we can talk a
little bit about lost and stolen passport issues. We are addressing
those through Interpol, through technology development and
through our review of the Visa Waiver countries. This is a critical,
critical program to secure those documents.

Terrorism attacks in Asia, Europe and elsewhere are vivid re-
minders to us that terrorism is an international threat that cannot
be conquered alone. We understand we must engage in a global ef-
fort each day through collaboration, information sharing and ongo-
ing dialogue to bring the weight of our collective law enforcement
Lntelligence capabilities to bear against those who seek to do us

arm.

Thank you for the opportunity to be here. I will look forward to
your questions.

Mr. CamP. Thank you very much.

[The statement of Mr. Verdery follows:]

PREPARED STATEMENT OF C. STEWART VERDERY, JR.

Chairman Camp, Chairman Gibbons, Ranking Members Sanchez and McCarthy,
and other distinguished members, I am pleased to be here today to testify about the
efforts of the Department of Homeland Security (DHS) to analyze and disrupt the
travel of potential terrorists. I am especially pleased to be joined by my colleague,
Assistant Secretary Patrick Hughes, from DHS’s Information Analysis and Infra-
structure Protection Directorate (IAIP).

The 9/11 Commission noted that “[t]argeting travel is at least as powerful a weap-
on against terrorists as targeting their money. The United States should combine
terrorist travel intelligence, operations, and law enforcement in a strategy to inter-
cept terrorists, find terrorist travel facilitators, and constrain terrorist mobility.”
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The Administration and DHS concur with this observation and have implemented
a number of successful programs to deny terrorists the ability to travel freely into
the U.S., identify potential travel facilitators, and constrain the mobility of known
and suspected terrorists.

This is a complex multi-agency undertaking, and DHS works in close cooperation
with its interagency partners on this important task. DHS works cooperatively with
our colleagues at the Departments of State and Justice and the intelligence commu-
nity to improve our ability to identify terrorists without impeding legitimate trade
and travel.

We are reviewing how travel documents are produced and reviewed so that we
can better detect altered and counterfeit documents, improving and expanding
watch lists and how they are vetted, and exploring ways to share data with our
counterparts that can help identify and thwart terrorists. These efforts are also de-
signed to protect and respect the civil liberties and individual privacy of U.S. citi-
zens, residents, and visitors.

I would like to focus today on our creation and use of the National Targeting Cen-
ter (NTC) to identify both potential terrorists and patterns of terrorist travel, our
US-VISIT biometric screening system which helps to fix the identities of individuals
entering and departing the U.S., and our efforts to detect fraudulent travel docu-
ments. As described more fully in Assistant Secretary Hughes’s testimony, I will
also briefly address how we analyze and pass intelligence information to and from
our border officers.

National Targeting Center

The NTC began around-the-clock operations on November 10, 2001, providing tac-
tical targeting and analytical research support for anti-terrorism efforts. The NTC
is primarily staffed by DHS’s Customs and Border Protection (CBP). The NTC staff
consists of CBP Officers and field analysis specialists who are experts in passenger
and cargo targeting for air, sea, and land operations in the inbound and outbound
environments. The NTC develops tactical targets—potentially high-risk people and
shipments that should be subject to additional scrutiny by CBP personnel—and it
3evelops these targets from raw intelligence, trade, travel, and law enforcement

ata.

The NTC has access to over 20 critical anti-terrorism and law enforcement data-
bases, including the Terrorist Screening Data Base (TSDB) maintained by the Ter-
rorist Screening Center (T'SC), and receives strategic intelligence daily from CBP’s
Office of Intelligence, our IAIP Directorate, and other law enforcement and intel-
ligence entities. The NTC includes representatives from ICE, the FBI, the intel-
ligence community, the Transportation Security Administration (TSA), US-VISIT,
the Department of Energy, the Department of Agriculture, the Food and Drug Ad-
ministration, and the United States Coast Guard.

NTC supports DHS field elements, here and overseas, including Container Secu-
rity Initiative (CSI) personnel stationed in 25 countries throughout the world, the
Visa Security Program, and CBP Officers at all of our ports of entry, as well as be-
tween the ports through support to CBP’s Office of Border Patrol. NTC also sup-
ports the Immigration Security Initiative, currently operating at Schiphol Airport in
Amsterdam and Warsaw, Poland, where teams of CBP officers are deployed to work
with local authorities in preventing the onward movement of people identified as
presenting a security threat to the carrier or passengers on international flights des-
tined to the U.S.

During the period of heightened alert last December, the NTC played a pivotal
role in analyzing advanced passenger information system (APIS) manifests related
to several international flights that were determined to be at risk, in order to ensure
that passengers on board did not pose risks to the flights.

The NTC uses the Automated Targeting System (ATS) to identify and target high-
risk passengers and cargo entering the United States. ATS permits the NTC’s
trained personnel to process advance passenger information, to recognize anomalies
and “red flags” and to determine which individuals and shipments should be given
greater scrutiny at our ports of entry.

DHS is committed to improving the current collection of passenger manifest infor-
mation over the coming months by standardizing entry information formats, requir-
ing departure information, and finalizing crew manifest requirements.

The United States and the European Commission signed an international agree-
ment on May 28, 2004 permitting CBP to access passenger name record (PNR) data
to be used for screening passengers. I personally served as the lead for the U.S.
interagency team which negotiated for over one year until we succeeded in estab-
lishing a mutually acceptable legal framework to allow CBP to receive PNR data
from the airlines that carry passengers between Europe and the United States. In
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1996, the European Parliament and Council issued a “Data Protection Directive”
that set forth detailed requirements for the utilization and sharing of personal data.
Prior to our resolution of these issues with the Commission, airlines found them-
selves in a position where they could be subject to fines from EU member states
if they provided PNR data to the United States.

PNR information is just one of many tools used by CBP to fulfill its mission. PNR
data is an essential tool allowing CBP to accomplish its key goals: (1) PNR data
helps us make a determination of whether a passenger may pose a significant risk
to the safety and security of the United States and to fellow passengers on a plane;
(2) PNR data submitted prior to a flight’s arrival enables CBP to facilitate and expe-
dite the entry of the vast majority of visitors to the United States by providing CBP
with an advance and electronic means to collect information that CBP would other-
wise be forced to collect upon arrival; and (3) PNR data is essential to terrorism
and criminal investigations by allowing us to link information about known terror-
ists and serious criminals to co-conspirators and others involved in their plots, as
well as to potential victims. Sometimes these links may be developed before a per-
son’s travel, but at other times these leads only become available days or weeks or
months later. In short, PNR data helps CBP fulfill its anti-terrorism and law en-
forcement missions and allows for more efficient and timely facilitation of travel for
the vast majority of legitimate travelers to and through the United States. At this
time, CBP is receiving PNR data, which is enabling us to link information about
known terrorists.

Over the course of our negotiations, both sides worked together to reach a work-
able solution that outlines the type of data that may be transferred, the period of
time it can be retained, and the purposes for which it may be used. Additionally,
the final arrangement includes requirements for aggressive and important pas-
senger redress mechanisms, including a channel for direct access by European Data
Protection Authorities to the Chief Privacy Officer at the Department of Homeland
Security on behalf of European citizens.

While this agreement was signed by the EU and the Secretary of Homeland Secu-
rity in May, matters related to the agreement are currently being challenged by the
European Parliament before the European Court of Justice. We are, nevertheless,
confident that the agreement is legally sufficient and will improve the safety of air
passengers.

In addition, CBP continues to work on a version of ATS that, for the first time,
will be able to identify potentially high-risk passenger vehicles and travelers at our
land border ports of entry. The new version of ATS will also increase the amount
of government data that the system can access and analyze and enable us to train
more people on the use of the system.

These, and many other U.S. intelligence analysis capabilities, are being used to
help exploit terrorists’ vulnerabilities as they travel and to learn more about their
activities and methods. In addition to our ongoing efforts to target terrorist travel
to, from, and within the United States, the Administration is seeking, on both a bi-
lateral and multilateral basis, to promote similar efforts by other responsible gov-
ernments, and to provide those governments with relevant terrorist-related informa-
tion.

US-VISIT

Prior to the terrorist attack on September 11, Congress twice mandated the cre-
ation of an electronic entry-exit system. Following the events of September 11, Con-
gress added the requirement that the entry-exit system focus on biometric tech-
nology as a means to verify the identity of foreign travelers. DHS established the
US-VISIT program, and began implementing US-VISIT, as required, at 115 airports
and 14 seaports of entry on January 5, 2004. In accordance with direction from the
Secretary, US-VISIT incorporated biometric technology into US-VISIT even though
biometrics were not statutorily mandated by that date.

US-VISIT enhances the security of our citizens and visitors; facilitates legitimate
travel and trade; ensures the integrity of our immigration system; and protects the
privacy of our visitors.

In addition to developing an integrated system that records the arrivals and de-
partures of travelers and uses biometric technology to combat fraud, DHS is design-
ing US-VISIT to: (1) provide information to CBP Officers and consular officers for
decision making purposes; (2) reflect any pending or completed immigration applica-
tions or actions; (3) identify nonimmigrant overstays; and (4) provide accurate and
timely data to appropriate enforcement authorities. US-VISIT is working to accom-
plish these objectives.

US-VISIT represents a major milestone in enhancing our nation’s security and
our efforts to reform our borders. It is a significant step towards bringing integrity
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back to our immigration and border enforcement systems. It is also leading the way
for incorporating biometrics into international travel security systems.

US-VISIT is a continuum of security measures that begins before individuals
enter the United States and continues through their arrival and departure from the
country. Enrolling travelers in US-VISIT using biometric identifiers allows DHS to:

oConduct appropriate security checks: We conduct checks of visitors against ap-
propriate lookout databases, including the TSDB, and selected criminal data
available to consular officers and CBP Officers at the ports of entry, including
biometric-based checks, to identify criminals, security threats, and immigration
violators.

eFreeze identity of traveler: We biometrically enroll visitors in US-VISIT—freez-
ing the identity of the traveler and tying that identity to the travel document
presented.

eMatch traveler identity and document: We biometrically match that identity
and document, enabling the CBP Officer at the port of entry to determine
whether the traveler complied with the terms of her/his previous admission and
is using the same identity.

eDetermine overstays: We will use collected information to determine whether
individuals have overstayed the terms of their admission. This information will
be used to determine whether an individual should be apprehended or whether
the individual should be allowed to enter the U.S. upon her/his next visit.

The DHS and Department of State (DOS) together have created a continuum of
identity verification measures that begins overseas, when a traveler applies for a
visa, and continues upon entry and exit from this country. The system stores bio-
metric and biographic data in a secure, centralized database and uses travel and
identity documents to access that information for identity verification and database
checks. 206 nonimmigrant visa-issuing posts and 118 immigrant visa issuing posts
capture finger scans and digital photographs of foreign nationals when they apply
for visas, regardless of their country of origin. This process will be implemented at
all 207 visa-issuing posts worldwide by October 26. In addition, today is the first
day that nationals from Visa Waiver Program (VWP) countries will be enrolled in
US-VISIT when they travel to the United States.

At assigned U.S. border points of entry, designated visitors are required to pro-
vide biometric data, biographic data, and/or other documentation. This data is
checked against various databases, which US-VISIT has successfully integrated and
which contain visa issuance information, terrorist (through the TSDB) and criminal
watchlists, and immigration status information. That information allows a CBP Of-
ficer at the border to verify the identity of the traveler and to determine whether
the foreign national is a public threat or is otherwise inadmissible. In its first 9
months of operation, DHS processed over 8.9 million foreign national applicants for
admission through US-VISIT at its air and sea ports of entry. During that period,
838 individuals were identified by biometrics alone as being the subject of a
watchlist lookout. After a careful examination of all the relevant facts, DHS elected
to take adverse action in approximately 33 percent of those cases where an indi-
vidual was identified—such action included arrest or refusal of entry into the
United States.

Examples of US-VISIT Success

For example, At Newark international airport, an international traveler appeared
for inspection. Standard biographic record checks using a name and date of birth
cleared the system without incident. However, a scan of the traveler’s index fingers,
checked against the US-VISIT biometric database, revealed that the traveler was
using an alias and was, in fact, a convicted rapist. Additionally, he had previously
been deported from the United States. US-VISIT’s search disclosed that the indi-
vidual used at least nine different aliases and four dates of birth. He had previously
been convicted of criminal possession of a weapon, assault, making terrorist threats,
and rape.

CBP Officers at JFK International Airport processing a passenger through the
US-VISIT procedures found that the individual was using an alias. Further informa-
tion uncovered two arrests for aggravated trafficking of drugs, a subsequent failure
to appear, and visa fraud. The traveler had used this fraudulent visa to enter the
United States over 60 times without being detected by standard biographic record
checks, the last time only 11 days earlier.

Recently, a traveler with four aliases, three social security numbers, and a crimi-
nal history going back to 1990, tried to enter the United States. He was not admit-
ted because a comparison of his fingerscans against the US-VISIT biometric watch
list determined that he had previously been deported from the United States.
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US-VISIT, as well as the student tracking system SEVIS, has developed mecha-
nisms to facilitate the lawful and appropriate use of entry-exit data by law enforce-
ment agencies such as the Federal Bureau of Investigation to enhance their ability
to investigate terrorist travel patterns.

Secure Flight

On August 26, DHS unveiled the concepts underlying our new Secure Flight pro-
gram designed to improve security for domestic flights by improving the use of ter-
rorist screening information. Under Secure Flight, TSA will take over responsibility
for comparing PNR information of domestic air passengers to a greatly expanded list
of individuals known or suspected to be engaged in terrorist activity—a function
currently administered by each airline individually. The move will help reduce the
number of false alerts caused by the current outdated system.

When in place, following the completion of a pilot program and consideration of
any issues that arise, and after the completion of a rulemaking, Secure Flight will
help move passengers through airport screening more quickly and decrease the
number of individuals selected for secondary screening—while fully protecting pas-
sengers’ privacy and civil liberties.

This new system will implement a key recommendation of the 9/11 Commission
for the government to continue improving the use of ‘no-fly’ and ‘automatic selectee’
lists by using the terrorist screening database maintained by the Terrorist Screen-
ing Center.

Significant progress has already been made by the U.S. Government by providing
greatly expanded No-Fly and Selectee lists to airlines to conduct checks on their
own computer systems under the current prescreening program. New names are
being added every day as intelligence and law enforcement agencies submit persons
for consideration. As Secure Flight is phased in, TSA will be able to check passenger
records against sensitive watch list information not previously available to airlines.

Secure Flight differs from earlier enhanced prescreening systems by focusing
screening efforts on identifying individuals known or suspected to be engaged in ter-
rorist activity, rather than using it for other law enforcement purposes. As with pre-
vious proposals, the new program will also include a redress mechanism through
which people can resolve questions if they believe they have been unfairly or incor-
rectly selected for additional screening.

The development of the program will be as publicly transparent as possible with-
out compromising national security. Testing and eventual implementation will be
governed by strict privacy protections including passenger redress procedures, data
security mechanisms, and limitations on use.

Privacy-related documents and a proposed order compelling the submission of his-
torical PNR data from the airlines to TSA for testing the Secure Flight program
were released for public comment and published in the Federal Register on Sep-
tember 24. The notice addressed the purpose of the testing and set forth the limited
purposes for which the information collected will be used in Secure Flight.

Alien Flight Students

On October 5, 2004, TSA will assume the responsibility from the Department of
Justice for the Alien Flight Student Program (AFSP) program and conduct security
threat assessments on all non-U.S. citizens who apply to receive flight training from
an U.S. flight school.

Flight schools are required to submit training information, such as the type of
training the candidate is requesting, and biographical information, including full
name, passport and visa information. Applicants must also provide their finger-
prints.

All non-U.S. citizens who apply to U.S. flight schools will now have to undergo
a security threat assessment regardless of the size of aircraft in which they wish
to train. Previously, only students wishing to fly aircraft of 12,500 pounds or more
underwent threat assessments. Another significant change is that flight schools will
be required to submit a candidate’s photograph to TSA when the candidate arrives
at the flight school to help ensure the person who was cleared by TSA is the person
who actually receives the flight training.

Human Smuggling and Trafficking Center

In July, DHS and the Departments of State and Justice established the Human
Smuggling and Trafficking Center. The center is housed at the State Department
and includes the participation of intelligence agencies.

The Center analyzes and disseminates information, and provides related support
to law enforcement, intelligence, diplomatic, foreign assistance, and other entities
that take action against the threats of human smuggling and trafficking and against
criminal support for terrorist travel.
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The Center is another measure that the Administration has taken to improve our
ability to analyze and disrupt terrorist travel, and we are optimistic about its possi-
bilities.

Deterring the Use of Fraudulent Documents

The Commission’s report noted that terrorists use altered and counterfeit travel
documents to evade detection. In the border and immigration enforcement arenas,
biometric identifiers are tools that help prevent the use of fraudulent identities and
travel documents. The purpose of the biometric identifier is to verify a person’s iden-
tity in order to run criminal history checks and to ensure that an individual cannot
apply and/or be granted benefits under different names. Biometric visas issued by
the DOS to travelers to the United States allow one-to-one matches, to verify that
the person presenting the visa is the person who was issued the visa, and one-to-
many matches, to ensure that the bearer is not the subject of a biometric lookout
or enrolled in the system under another name. Like the biometric visa process, US-
VISIT enrollment fixes a person’s identity. When a VWP traveler enrolls in US-
VISIT, the person’s fingerprints will be electronically linked to the passport, thus
preventing another person from using that passport by freezing identities at the bor-
der and ensuring that the person is not enrolled under another name.

CBP Officers must use their expertise to recognize and block the fraudulent use
of many types of identification documents presented by applicants for admission at
our ports of entry. For example, there are more than 240 different types of valid
driver’s licenses issued within the United States, and more than 50,000 different
versions of birth certificates issued by U.S. States, counties, and municipalities.

While advances in technology allow our dedicated and hardworking CBP Officers
to examine and validate documents presented for reentry, that same technology also
enables the perpetrators of fraud to produce, relatively inexpensively, high-quality
fraudulent documents. Forgers and counterfeiters can produce high-quality fake
birth certificates and driver’s licenses with off-the-shelf software programs and ma-
terials that are difficult to detect without sensitive instruments and sufficient time
to examine them.

Our CBP Officers are also charged with detecting look-a-likes or impostors who
attempt to use valid documents which belong to another person. This is one of the
fastest growing phenomena in travel document abuse. Document vendors solicit gen-
uine, unaltered documents and match them up with “look-a-likes.” DHS’s Immigra-
tion and Customs Enforcement (ICE) has developed a training program to detect im-
postor documents, which it has conducted for both U.S. and foreign immigration and
border officers around the world.

Equipment costs money, and taking the time to examine thoroughly and in-depth
every one of the approximately 460 million identity documents presented at our over
300 land, sea, and air ports of entry would be an enormous undertaking with poten-
tially serious secondary effects. And, even were we to do this, this effort would only
permit us to detect fraudulent documents, not, legitimately issued documents that
are based on fraudulent identity.

The Administration continues to improve efforts in the area of identification secu-
rity. Last month, the President signed Homeland Security Presidential Directive-12
(HSPD-12) to set a common identification standard for Federal employees and con-
tractors. HSPD-12 mandates the expedited, public, and open development of a uni-
form standard for Federal employee and contractor identification that ensures secu-
rity, reliability, and interoperability; closes security gaps and improves our ability
to stop terrorists and others from accessing or attacking critical Federal facilities
and information systems; and improves efficiency among Federal agencies through
more consistent systems and practices.

Secure identification is a priority for the United States. As noted by the 9/11 Com-
mission, birth certificates, drivers’ licenses, and most other forms of identification
have traditionally been issued by State and local governments, not the Federal Gov-
ernment.

At the Federal level, we are working closely with our State and local partners to
find ways to strengthen the standards used to issue documents that people use to
establish their identity without creating a national identity card. DHS has sup-
ported the efforts of the American Association of Motor Vehicle Administrators
(AAMVA) in looking at the security of drivers’ licenses and strongly supports the
States in their endeavors to improve the security of these documents.

Lost and Stolen Passport Data

DHS is addressing security challenges posed by lost and stolen passports together
with our colleagues in the Department of State, who are responsible for the U.S.
passport system, and our foreign counterparts.
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CBP complies with the section of the Enhanced Border Security and Visa Entry
Reform Act of 2002 which requires that lost and stolen passport data be entered
into lookout systems within 72 hours. CBP incorporates lost and stolen passport in-
formation into its systems to aid in the detection and interception of persons using
lost and stolen documents.

Across the globe, international border control authorities continue to seek timely
and accurate information concerning the validity of travel documents presented at
consular posts and their borders. In most cases, countries are able to recognize the
misuse of their own documents, but because of concerns about the use of personal
data, many nations remain reluctant to share data on lost or stolen travel docu-
ments with other governments or international agencies.

We are making progress in our efforts to encourage international cooperation in
this area. For example through the efforts of the Departments of State and Justice,
the U.S. has provided over 300,000 records of lost and stolen passports to the
Interpol’s lost and stolen document database, which is available to border authori-
ties worldwide. We hope that many more of our international partners will join us
in this effort.

We are working with our colleagues at the Department of State to exchange of
information with the Government of Australia on lost and stolen passports. We ex-
pect that an agreement—the first of its kind will be concluded shortly. Efforts are
also under way internationally to enhance such exchanges of information. At the
June 2004 G8 Summit in Sea Island, G8 partners agreed to a U.S. proposal to start
providing information on lost and stolen passports to the Interpol database by De-
cember 2004. This will allow participants access to real-time information on lost and
stolen international travel documents. We want to advance this effort beyond the
G8 and encourage all countries to submit relevant information to the Interpol data-
base. We are promoting a comparable initiative among the APEC countries to
develop Regional Movement Alert System.

Additionally, the U.S. is initiating a study to assess a technology concept that
could further address this concern. The Enhanced International Travel Security
(EITS) concept would use distributed databases as a mechanism to allow real-time
exchange of the basic information needed—i.e., a “yes” or “no” response—to assess
the validity of a document without requiring visibility into the actual data used for
that determination. The approach would be similar to the one already used world-
wide by the banking industry to support ATMs. Developing better systems for inter-
national sharing of information, and expanding participation to more countries will
improve our ability to identify and screen travelers before they enter our country.

In addition, as DHS conducts the required reviews of countries participating in
the Visa Waiver Program, each country has provided detailed information about lost
and stolen passports, their law enforcement response to such incidents, and efforts
made to tighten distribution and document security processes. How a country han-
dles this key issue will be an important factor in how DHS, working with inter-
agency teams, determines whether VWP countries shall remain eligible for the pro-
gram. These reviews are due to be completed in October.

Integrating Intelligence Information

DHS has developed sophisticated methods for identifying and targeting poten-
tially high-risk cargo and passengers through the effective use of strategic intel-
ligence. This intelligence is gained through a close relationship between our bu-
reaus, ICE, CBP, and the Transportation Security Administration (TSA), our IAIP
Directorate, the U.S. Coast Guard’s intelligence program, and the intelligence com-
munity. As a result of these relationships, we are able to review, analyze, and inte-
grate information that resides in multiple government databases, various watch
lists, and advance information received directly from travelers, airlines, and ship-
pers.

BTS’s Director of Current Operations is responsible for ensuring a continuing pro-
ductive relationship between the intelligence arms of our BTS agencies—CBP, ICE,
and TSA and IAIP. BTS analysts are assigned to IA and there is a daily exchange
of information between the BTS agencies and IA. BTS and the Coast Guard have
also exchanged personnel to enhance data sharing.

The BTS analysts primarily conduct follow-up research concerning BTS incidents
of interest to IA and the intelligence community. This relationship provides a two-
way street of information sharing, where the component representatives are imme-
diately alerted to significant information received through IA channels and IA is im-
mediately alerted to significant operational activity.

BTS intelligence representatives attend multiple, daily, meetings with IA where
significant intelligence information is discussed. This includes intelligence derived
from other elements of the intelligence community and law enforcement entities.
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BTS agencies send daily reports to IA about significant incidents encountered by
BTS agencies. These incidents are usually associated with a watch listed individual
intercepted at the border, a subject on the no-fly list attempting to board an aircraft,
or information alleging potential terrorist-related activity gained from an investiga-
tion.

BTS also works with IA to vet intelligence bulletins, reports, and assessments and
to jointly assess relevant information. BTS ensures that intelligence is shared be-
tween intelligence analysts and operational personnel. BTS seeks to “operationalize”
the intelligence we receive to ensure that the intelligence is incorporated into tar-
geting and other decisions on an ongoing basis. For example, we may institute more
targeted secondary inspections of travelers from regions that intelligence suggests
warrant additional scrutiny, send priority leads based on intelligence to investiga-
tors in the field, or reassign Federal Air Marshals.

ICE has created a Threat Analysis Section (TAS) to identify and address potential
vulnerabilities relative to the national security of the United States. The TAS estab-
lishes associations between individuals or groups linked to potential national secu-
rity threats, develops profiles based upon relevant investigative and intelligence re-
porting, and produces actionable leads for field offices.

In addition, TSA’s Transportation Security Intelligence Service (TSIS) produces a
daily intelligence summary and a weekly suspicious incidents report that is shared
with Federal Security Directors Federal Air Marshals, and state, local, and industry
transportation stakeholders.

Conclusion

We have made much progress to deny terrorists the ability to travel freely into
the U.S., identify potential travel facilitators, and constrain the mobility of known
and suspected terrorists. In addition to the initiatives described above, we are work-
ing aggressively with our international partners to improve standards for travel doc-
uments, enhance aviation safety and port security, and speed the exchange of ter-
rorist identifying information. The bombings in Madrid, the recent hostage crisis in
Beslan, Russia and the Australian Embassy bombing in Jakarta also serve as vivid
reminders to us that terrorism is an international threat that cannot be conquered
alone. DHS understands that we must engage in a global effort each day, through
collaboration, information sharing and ongoing dialogue to bring the weight of our
collective law enforcement and intelligence capabilities to bear against those who
seek to do us harm.

I would be happy to answer any questions you have at this time.

Mr. CAmP. Thank you both for your testimony.

General Hughes, given your extensive experience in intelligence
and your understanding of this threat to our homeland, which,
since 9/11, we have been focused on very intensely, how do you
characterize our efforts to track potential terrorists attempting to
enter the United States? How would you particularly—you know,
in comparison to pre-9/11?

Mr. HUGHES. Well, I think it is much improved; for one thing,
the fact that we have standing watch-lists as a tool which we did
not have before. The fact that we have a variety of registration
techniques and much better overwatch on travel documentation,
the issuance of passports and visas and certain knowledge provided
by the travelers in many cases about who they are and what they
intend to do in their travel is a big change. That does allow us to
begin to have knowledge of them earlier in the process than we
used to. I think the Department of State may have had that infor-
mation, but it wasn’t integrated into the intelligence and law en-
forcement and security communities in a way that it is now.

When they reach our borders, of course, as Stewart was dis-
cussing here, the U.S. visa—excuse me—the US-VISIT program,
the enhanced Customs and Border Protection mechanisms at the
border when they seek passage into our country, and the knowl-
edge that we have about them combined is a very powerful tool,
and indeed we are—as opposed to tracking them, in many cases we
are interdicting them earlier. We are interdicting them in some
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cases before they get on an airplane. Occasionally that system fails.
When they reach our border, generally we know who they are, and
we are finding them.

I will say that we have some additional capability from the past
in the illegal border-crossing context. We know quite a lot about ac-
tivities to our Southwest border and Mexico, and some information
concerning along the Canadian border, perhaps a little bit less in
the case of Canada because of the construct between our two coun-
tries. But that is a very powerful tool. We can in many cases antici-
pate movement, and we often do interdict persons on those two bor-
ders because we knew something about them. We knew they were
staging or a group was planning to travel or something like that.
It is not perfect, and I don’t wish to communicate to you it is by
any means, but it is better than it used to be.

And the last thing I would like to mention to you is the term
"tracking” is very interesting. We have not only this foreknowledge
or preknowledge of their activities in many cases, but we are then
able to amass this knowledge in a cumulative way in databases
that did not exist before. This is an invaluable tool and critical to
our future success in this regard. The identification and registra-
tion in these databases of these people is vital, and we weren’t
doing that in the robust way that we are now doing it.

Mr. Camp. I appreciate that, and I think we all agree that we
have been working toward putting together a really strong system
in place to apprehend terrorists trying to enter the United States.
But it seems to me the more we strengthen our policy at ports of
entry, it is also more likely that terrorists may try to infiltrate the
country simply by walking across our border. You know, Time Mag-
azine recently had a fairly chilling article on this issue and the
human smuggling operations and the efforts like that.

What is the Department doing—and this may be something the
Assistant Secretary would like to comment on as well. What is the
Department doing to strengthen our capabilities to prevent illegal
crossings, and how can we use intelligence information to target
and detect potential terrorists who may be trying to enter our
country in that fashion?

Mr. VERDERY. Well, the short answer is a lot. And at some point
I would like to follow on to what General Hughes talked about in
terms of our overseas efforts, and especially on the visa side and
US-VISIT.

In terms of the southern border, the enforcement capabilities are
growing by leaps and bounds, but it is obviously a very difficult
problem. In recent years, we have increased the number of Border
Patrol agents. We have increased the use of advanced technology,
UAVs, sensors, lighting, motion detection and the like. We have
put the necessary number of prosecutors and asylum adjudicators
and the like on the ground, as well as advanced aircraft deploy-
ment. All this, though, does demonstrate this is a difficult issue
with the amount of traffic across the border.

Under Secretary Hutchinson has launched the Arizona Border
Control Initiative, ABC, which is really trying to bring operational
control to certain sectors in Arizona and has resulted in huge in-
creases in the number of apprehensions in that sector. But that, of
course, has then put pressure on other sectors who have had to re-
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spond with efforts such as the Los Angeles Airport Initiative to try
to keep migrants from being moved into LAX and then flown into
other parts of the country.

We also have to look at our legal authorities, and that is why we
put into place the expedited removal program to turn around third-
country nationals quickly who don’t have asylum claims; and the
interior repatriation program, to fly Mexicans back into the interior
of the country to try to break the cycle of people being just re-
turned across the border. But over the long haul, we, of course,
need to improve the entire spectrum of apprehension capability, de-
tention capability, removal capability. It is a long-term project that
we all have to concentrate on.

General HUGHES. May I just comment on the intelligence piece
of this answer? In this open environment, it is important for me
to tell you that especially with Canada and Mexico, but also with
some other countries that are involved, not in crossing the border
illegally as in walking across, but the illegal border crossing activ-
ity can be facilitated from afar through the use of illegal docu-
mentation and false identity. And we do have better and growing
cooperation with both Canada and Mexico and with other countries
in that regard. Once again, in an open environment I probably
wouldn’t like to get into the details, but I can look you directly in
the eye and tell you that it is better than it was. It needs to get
better than it is, and we are working on that part of this activity.

Mr. Camp. All right. Thank you. Thank you both very much.

And at this time the Chair would recognize the Ranking Member
of the Border and Infrastructure Subcommittee Ms. Sanchez to in-
quire.

Ms. SANCHEZ. Thank you, Mr. Chairman. And thank you gentle-
men for being before us.

I think the last few weeks in particular, the Department of
Homeland Security has had some pretty negative press with re-
spect to borders and air; borders, I think, because Time Magazine,
I believe, was one that has that little picture of something being
pulled apart and talked about, how much we really do need to do
with respect to our borders. And it really did highlight the north-
ern border, which, of course, we all know is much more open than
even the southern border. But I think the other incident that hap-
pened was the incident of Yusuf Islam, who everybody in this room
probably knows as Cat Stevens. He had—you guys returned him to
England after he arrived in the United States because his name
was on the watch-list.

I think this episode highlights several problems with our current
policy, and I sort of want to go through them so I understand what
happened. I think America wants to know what happened and
what we are going to do to fix this.

First of all, he was allowed to board the plane, and I guess while
he was en route, you guys found his name on a watch-list. I guess
the question is why would you—why wouldn’t we be checking it be-
fore we got a supposed dangerous person on the plane, because
maybe he could have blown it up as we were trying to figure out
who he was? So the question is why do we have such a huge secu-
rity gap in the Visa Waiver Program that allows travelers partici-
pating in the Visa Waiver Program to get on a plane without first
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being run through the watch-list check? And why doesn’t DHS
check the names of passengers on international flight against the
terrorist watch-lists before the flights take off? And if you can’t do
it to all passengers, can you at least do it for the vast majority of
passengers who buy international tickets at least an hour in ad-
vance?

Mr. VERDERY. I think I will take that one, Congresswoman. The
Cat Stevens episode does exemplify a current weakness in the way
international travelers come to this country. As you know, we do
not have people stationed overseas except for a couple of selected
airports, as I mentioned, and or the Immigration Security Initia-
tive. And essentially the airlines are currently our response over-
seas to enforce the watch-lists. And so when a person such as this
individual is on a watch-list, it is the airlines’ responsibility to com-
pare the manifest against the watch-list and make those no board
determinations.

In this case there was an error made. We recognize this weak-
ness and have announced as part of the Secure Flight Initiative
For Domestic Travel that the international realm will be enhanced
by a proposed rule to be announced later this year to require that
manifest information be supplied to us in advance of wheels up, so
before the plane takes off. Now, this would be a very complicated
endeavor. It will not only change the way booking patterns are
made, especially connecting flights from overseas travel, but it
would provide much greater security for us to be able to run those
watches ourselves through the National Targeting Center before
the plane takes off, and hopefully these types of situations will be
much less likely to occur.

You asked about the Visa Waiver Program. Again, the watch-list
check that is done now is no different whether you are from a visa
waiver or non-visa waiver country. This same error could occur
with the airlines enforcing the system. So that is not the issue in
this case. There is a visa waiver issue we can discuss at another
time.

We do have the ability, and this happened during the heightened
threat period in the winter, if there is a plane under a certain
threat, we can essentially hold the plane on the tarmac and run
the checks, and that is what was going on. But that is not a ten-
able solution for all international travel, and that is why we were
going to move with this proposed rule to try to get this information
ahead of time. It is also why we went to such great lengths to get
the PNR, kind of back-up information about your travel agent, the
people you are flying with, your bags, and your frequent flyer num-
ber from the Europeans under this agreement, so we could use that
investigative tool both to find people and also to clear people if
there is a potential hit.

Ms. SANCHEZ. You held him for 33 hours. You held his daughter
for 33 hours also, because they ended up going off together. After
33 hours you sent him back to England. In 33 hours you couldn’t
figure out who this guy was? I mean, such a famous person? I am
trying to figure out what kind of a system are we using to figure
out what is going on here. And did you tell the British authorities?
Why would you put him on a plane if he was such a dangerous per-
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son? Did you put him on chained; you know, shackled? I mean,
what is the process?

Mr. VERDERY. Well, there is a lot of different issues involved in
the situation. I mean, there is the ‘should he have been allowed on
the plane’ issue. There, is the ‘what should the plane have done
while it was in midair’; and then there is ‘how was the individual
who actually makes it to our country who is on a no-fly list or a
watch-list treated’? They are all separate issues, and all need sepa-
rate analysis.

But in this case, we feel that he was treated appropriately. He
should not have been allowed on the plane, and we had to return
him when he arrived in our country after the appropriate booking.

So we need to continue to work on these processes, but we feel
that proper procedures were followed once we recognized that he
had been allowed to board. And again, that demonstrates all the
more why we need to make these decisions ahead of time before
the person boards the plane.

Mr. CAmp. All right. Thank you very much.

Ms. SANCHEZ. Thank you Mr. Chairman.

Mr. CAmP. Thank you.

At this time the Chairman of the Intelligence and
Counterterrorism Subcommittee Mr. Gibbons may inquire.

Mr. GiBBONS. Thank you very much, Mr. Chairman.

And, General Hughes, again, welcome. And I have read your tes-
timony and wanted to ask a series of questions, if I may, because
I think it will sort of hone itself down to or distill itself down to
a point where I think we are going to get to the heart of the issue
here, which is information analysis.

As you stated in your testimony, information analysis is really at
the heart, I think, of good intelligence efforts, and absolutely, if you
don’t have good analysis, no matter how good the collection is, the
result is going to be flawed. So my question is, is when you have
several other Department—or components within the Department
of human—or homeland defense that maintain distinct intelligence
units, what kinds of control do you have as the head of the infor-
mation analysis over these other intelligence offices? Is there a
need for a structured relationship between IA and these offices? If
there isn’t one, should there be one? And tasking; describe for me
the tasking ability of IA to these other offices in order that you get
the right information to make a decision, from your standpoint.

General HUGHES. Well, the answer, sir, I think, is—I will start
from the back and go forward here. The capabilities resident in all
of organizations that I enumerate in my oral statement are impres-
sive. They all produce what I would call organizational intelligence.
They are focused on their organizations. The Secret Service, as an
example, is exclusively focused on the missions and matters at
hand for the Secret Service, and they are very closely held and are
not broadly applied for very good reasons. Conversely, perhaps the
United States Coast Guard, a member of the U.S. Intelligence
Community in its own right, it is a bona fide member and has its
own budgetary line and its own identity, has a very broad set of
capabilities akin to any other armed force. And I will just describe
one more example, Immigration and Customs Enforcement, which
is—in large measure operates in a clandestine manner and is a
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very capable organization in the human intelligence context, all of
those and others that I won’t take the time to enumerate, together,
taken together, find their way into the national Intelligence Com-
munity through their own conduits and through the Department of
Homeland Security. Depends on the circumstances, the nature of
the reporting, but virtually everything of departmental and na-
tional interest comes to us at some point.

I believe we have a value added in regard to the analysis of all
of that information. We are able to put it together, assemble it in
one place, cause it to become synergistic in nature.

The answer to the last part of your question, sir, we can task
anyone inside the Department of Homeland Security in the name
of the Secretary, and we do.

Mr. GIBBONS. Is there a structured relationship between you and
these other intelligence agencies?

General HUGHES. Yes, there is. We have an agreement among us
which has been verified by the Secretary and by their individual
organizational leaders that IA is the departmental organization
that gives some form to the structure. We meet every 2 weeks for-
mally in the Homeland Security Intelligence Group context, and we
exchange information among us and between us. We also have co-
participation in many meetings, and interaction every day exists
between us in automated form, like telephone and, in many cases,
face-to-face meetings that occur because we interact.

Mr. VERDERY. Congressman, if I could just add on this from the
BTS perspective. And that is one of the points of having the Border
and Transportation Security Directorate as an umbrella over these
large operational components, CBP, ICE, TSA, which have their
own headquarters. They are operating around the country, around
the world. BTS is at headquarters with IA, so there is constant
interaction between General Hughes’ operation and the BTS head-
quarters operation; and also to coordinate, because we recognize
that the activities, intelligence or otherwise, between the BTS com-
ponents are so linked, especially between ICE and CBP, because
essentially Congress broke INS and Customs in half and stuck the
investigators with the investigators and the inspectors with the in-
spectors. But those links between the two to bring front-line activ-
ity back to the investigative realm has to be maintained. And that
is one of the large purposes of the BTS Directorate is to make sure
that link continues, along with getting the intelligence from head-
quarters out to the field.

Mr. GiBBONS. Well, Secretary Verdery, let me ask you this: You
just talked about having 838 apparent hits on your watch-list, with
one-third receiving some sort of adverse action, either arrested or
rejected for entry due to the biometrics program that you have got.
What are you doing today to enhance the current capability of bio-
metrics? In other words, are you looking at new technologies that
are out there so that we don’t get, as Ms. Sanchez said, an inad-
vertent hit because of the inability either to not have the informa-
tion that was properly there, or to have a poor biometric system
that doesn’t do what we expect it to do? What programs, what pilot
efforts have you got going? What research and development—are
you reaching out to the private sector to do this?
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Mr. VERDERY. Well, sir, the VISIT system which you referenced
is obviously a fingerprint-, finger-scan-based system. Secretary
Ridge, the Attorney General, and the Secretary of State made the
decision to base it on fingerprints largely because that is how we
have people listed in criminal databases, and also in terrorist
watch-lists in many cases. That is what makes us able to find peo-
ple, and it has worked extremely well. I think the turnaround time
is running about 6 seconds from a systems perspective.

Mr. GIBBONS. There are also other systems out there that could
be supplemental to the fingerprint systems that could be very help-
ful.

Mr. VERDERY. There are. VISIT is always looking at trying to
find repetitive or back-up systems that would enhance the bio-
metrics, such as the facial recognition. Part of the biometric pass-
port which will be coming on line throughout next year will be part
of the VISIT system. We have to deploy readers to read those bio-
metric facial recognition parts of the passport and build that into
the database. We are looking at other biometrics, whether it is iris
or the like, and that can be built in on top of that.

Now, a very important thing, the President issued HSPD 11,
Homeland Security President’s Directive 11, last month, which re-
quires our Department to go through a screening review of all
things across the government, including biometric screening proc-
esses, to harmonize them to come up with the best biometrics, the
best screening procedures to make them consistent. That review is
ongoing right now with a biometric subgroup.

Again, the other thing I should mention, our Science and Tech-
nology Directorate, not represented here, is putting in an incredible
amount of effort on next-generation biometrics, working with our
operational entities like US-VISIT.

Mr. GiBBONS. Well, at some point I would like to talk to you per-
sonally about these systems and look forward to that.

Thank you, Mr. Chairman.

Mr. CAmP. Thank you.

And at this time the Chair recognizes the Ranking Member of
the Intelligence and Counterterrorism Subcommittee Ms. McCarthy
to inquire.

Ms. McCARTHY. Thank you, Mr. Chairman.

I have a question for each one of you. I will take Mr. Verdery
first. I appreciate that you said that we are not under the practice
of holding planes when we are checking watch-lists. I happen to
agree with you on that. But in a journey I made during the recess
period, I learned that Australia has a system now where they do
that investigation when the individual buys the ticket. And I won-
der if we are moving in that direction on this legislation in the
House, sponsored by our Ranking Member, to encourage that.
Would you give us your thoughts?

Mr. VERDERY. Yes, ma’am. As I mentioned, we have announced
that we are planning to promulgate a draft rule that would require
that advance manifest information be supplied before the plane
takes off so that we can do the vetting at the National Targeting
Center before the plane gets into the air. And so that is something
that will be coming down the pike.
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And I will say, to be candid, it is not an easy solution, because
if you talk to airports, airlines, the way that the changes have had
to be made to how people book flights, the way people connect on
flights will be immense. There will be costs here both in terms of
inconvenience to passengers, the way airports are structured and
the like. We support it, we think it is the right way to go, but it
is something that has to be managed very carefully to make sure
we don’t Kkill off the travel industry in the process.

Ms. McCARTHY. Well, it hasn’t killed off the travel industry in
Australia, so I think there is probably a good model for you out
there. And people who are bargain shopping are generally buying
their tickets ahead of time, and that should be of assistance in your
efforts as well. I think it is only Members of Congress that don’t
know when they are getting on a plane.

Mr. VERDERY. It is of assistance, but, of course, when you are
talking about millions of incoming travelers, even if you have a 1
percent error rate where you know you are talking to the travel
agent on the phone and you say your name or an address or a
phone number, and they mistype a key or a number, that then
ends up with the kind of false hits that you try to avoid. So that
is why the system right now is based on the information on your
passport that is swiped electronically at the desk at the check-in
counter so there aren’t errors, or very rarely, in that kind of infor-
mation taking. You take it off the phone, off the Internet, you end
up with more errors.

Ms. McCArTHY. Well, I have every faith that you will figure this
out and will do an even better job than Australia.

General, does DHS or TTIC or any of the other intelligence agen-
cies have an office devoted specifically to terrorist travel? The infor-
mation sharing that is going on in other countries, I was on a trip
with Member Dunn, who chaired the trip to Ireland, to Northern
Ireland, the Republic of Ireland and England, and one of the exam-
ples we learned there was that a—of a police officer in Northern
Ireland investigating an incident uncovered information that, when
shared with others in the Republic of Ireland, in the South, and
with Great Britain led to the discovery of the cell that funded the
Bali tragedy and others. So they, albeit they are all in one compact
series of islands, are doing that information sharing.

How are we doing on information sharing not just within our
own country, but within those other strategic countries that are so
important to our mutual success?

General HUGHES. That is a good question, but it is broader than
the Department of Homeland Security. I will go ahead and answer
it on behalf of the many other colleagues.

The U.S. Intelligence Community, at a variety of levels, espe-
cially the Central Intelligence Agency, the Department of State’s
intelligence organs, the Federal Bureau of Investigation, and the
Defense Intelligence Agency, and the Department of Homeland Se-
curity, we all exchange information with other countries. It is not
perfect in some cases. And the reasons are we have to go forward
with information that can be released and placed at risk in the
other countries’ realm. We do have mechanisms to do that, such as
tear lines and sanitization, where you take out the source’s meth-
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ods that we use to get the information. But it is a very robust ac-
tivity and ongoing.

I think there was kind of an interior question there that you
asked, and that is how are we doing with regard to the travel, ter-
rorist travel focus? The Transportation Security Administrations
intelligence organisms, there are two or three different pieces to
that, do overwatch terrorist travel in a professional sense. And in
my organization, as part of our Strategic Intelligence Division, we
have a culmination of liaison officers and devoted analysts who
work part time or whole time on the issue of terrorist travel. In-
deed, I would probably say each and every day, my time is devoted
in some measure to the issue of persons who we have encountered
in the travel process who are connected in some way with ter-
rorism. It is of vital importance to us.

Ms. McCARTHY. Mr. Chairman, if I might pursue very, very
briefly.

Mr. CamP. Very briefly. The gentlewoman’s time has expired.

Ms. McCARTHY. Yes, sir.

Are you sharing this—is there a clear sharing with other coun-
tries?

General HUGHES. Yes.

Ms. McCARTHY. Thank you.

Mr. Camp. The gentleman from New Jersey, Mr. Andrews may
inquire.

Mr. ANDREWS. Thank you, Mr. Chairman. I appreciate the testi-
mony of the witnesses.

Our goal, our policy, is to reach a day when every person at-
tempting to gain entry in the country can be affirmatively identi-
fied so we know who they say they are. When will we reach the
day where every port of entry into the country has biometric read-
ing capability?

Mr. VERDERY. Well, if you are talking about the US-VISIT bio-
metric reading capability, that has been deployed to the major sea-
ports. There are some smaller ones that have not been brought on
line. That will be coming down the pike throughout the coming
months and years. In addition to that gap, we are deploying at the
land borders, at the 50 largest land borders, at the end of this year
and the smaller ports of entry throughout next year. So US-VISIT
is not a complete system by any means, but the Secretary, I think,
took the bold step of deploying it in stages, because no one had
been able to do this because no one—

Mr. ANDREWS. I understand. You want to do it right rather than
fast. But we want to do it right and fast. So what percentage of
people coming into the country today do not have their IDs bio-
metrically read?

Mr. VERDERY. Well, I am trying to remember. The overwhelming
number people who come in this country are coming via the land
border, and the larger percent of that from Mexico. Now, most peo-
ple coming from Mexico are Border Crossing Card holders. I would
have to get the numbers for you, but my sense of it is at least prob-
ably a third of the individuals coming in are coming in as Border
Crossing Cardholders, coming back and forth all the time. Those
people have gone through a background check similar to a visa, so
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they have been checked. Anybody who has gone through a visa has
been checked. And now starting today—

Mr. ANDREWS. When you say checked, you mean read through a
biometric reading?

Mr. VERDERY. If you apply for a visa now, you will go through
a biometric check at the time of the visa interview and then again
with US-VISIT at the port of entry to see if derogatory information
has been received in the meantime or if you forged your document.
And again, as of today, literally today, Visa Waiver travelers who
don’t have a visa are now being checked biometrically at the port
of entry, at the airports and seaports.

Mr. ANDREWS. I know that it is not a totally knowable fact to
know when the day will come when every port of entry has biomet-
ric reading capability, but when do you think the day will come?

Mr. VERDERY. Well, again, the most difficult one will be the
smaller land ports of entry, which is by statute required by the end
of 2005. These are the outposts in the middle of nowhere, so to
speak. So that is the backdrop of the last date where things would
be fully employed.

Mr. ANDREWS. And is that going to happen?

Mr. VERDERY. I believe it will, yes. We are committed to have the
big ports of entry with that capability in secondary at the end of
this year, building out in the primary lanes of entry throughout
next year.

Mr. ANDREWS. So this will include by sea, by air, by land?

Mr. VERDERY. Air is complete right now for entry, and the sea-
ports largely complete. There are a few gaps. Land this year and
next.

Mr. ANDREWS. Now, let’s talk a bit about biometric quality. Dr.
Wein, or Wein—I am sorry if I mispronounce his name—is going
to testify later this afternoon that he has concluded that a very,
very small number of the readings are reliable, and he has made
a suggestion that if we shift the technology for the fingerprint read-
ing to read 10 fingers instead of what we read now, we can dra-
matically increase reliability, I believe, to over 90 percent from in
the forties or fifties where it is now.

A, do you agree with his assessment? And B, if you do—if you
don’t, what is wrong with his assessment? And if you do agree with
his assessment, do you think that we should make the rather mod-
est technological change that is proposed to try to plug the hole?

Mr. VERDERY. All I have seen 1s his testimony for this hearing,
which doesn’t have the technical back-up that you might expect. I
understand he has a study that will be released in the coming
days, which I would expect that our team, especially the US-VISIT
Office, would want to look at very carefully.

As I understand it, it is not that the majority are unreliable. It
is that a small minority are unreliable if they have certain charac-
teristics of their fingerprint. I honestly feel a little uncomfortable
talking about in open session as to how to defeat the system, to be
honest. But—

Mr. ANDREWS. But certainly we could generically say that there
are people trying to beat the system, and there are ways to do it,
right? So do you agree with his conclusion that those of—a signifi-
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cant plurality, I guess, of those who try to beat the system can do
SO NOW.

Mr. VERDERY. I don’t agree with that, and I don’t believe our US-
VISIT biometric experts do either. I don’t pretend to be a biometric
expert, but I don’t believe they would agree with that in the way
it has been presented.

Now, to go to your question you asked earlier about the 10-print.
I think we do agree that in a perfect world, a 10-print solution, if
it didn’t take any more time and any more costs, would be pref-
erable. But at a port of entry, at a visa issuance window, there is
a big difference between putting a 10-print reader and a 2-print
reader out in a primary lane or at a very crowded consular office.
And so the marginal gain between 10-print and 2-print we have de-
cided to date is not worth it because it would have held up deploy-
ment of a system that is working every day, as we speak, to find
people you would not want coming into this country.

Mr. ANDREWS. I have to say I am concerned about that answer
because it is my understanding that NIST looked at this study and
believes that his—the professor’s conclusions were conservative;
that, in fact, the error rate may be higher. And remember that al-
though the vast majority of people trying to get entrance do not in
any way try to alter their fingerprint, I would assume that it is a
pretty fair conclusion that a significant number of people that we
are actively trying to keep out might want to alter their finger-
print. So it is a small part of the universe, but a very crucial part
of the universe.

Let me also ask you this. It follows up with Mr. Gibbon’s ques-
tion. What mechanism is in place to move forward in biometric
technology for things other than fingerprint, like eye scan? Do we
have the flexibility to test those technologies, and, if so, what are
we doing?

Mr. VERDERY. Well, we are actually testing the iris scan, if that
is what you mean, right now in a different program, the Registered
Traveler Program that TSA is operating at five airports around the
country, including Reagan National, both fingerprints and iris
scans, as a way to verify people who have been preenrolled in a
Registered Traveler Program. And so we are working on the iris
scan from that end.

As I mentioned, the facial recognition technology that will be
built into international passports, will be required of Visa Waiver
travelers next year. We are building in the capability to read that
into our document readers at ports of entry. And so we are looking
at the systems to provide redundancy and the like.

But again, the backbone of the system, from our point of view,
has to be the fingerprint because that is the way our criminal
records are characterized; that is how we are able to find people
very quickly with very low error rates, people who should not be
admitted to this country.

Mr. ANDREWS. Thank you very much.

Mr. CAmP. Thank you.

Mr. Pascrell may inquire.

Mr. PASCRELL. Thank you, Mr. Chairman.

Mr. Chairman, 98 percent of over 281 million visitors annually
enter our country and are inspected. That means that millions of



29

travelers entering the country are entering without being checked
against any intelligence database that could help identify a poten-
tial terrorist or even a convicted criminal.

I am interested—when we talk about terror, General, and I want
to know if you agree with me, I am talking not only about those
people who wish to bring explosives into this country or to come
into this country to wreak havoc on our citizens and our property,
and I am talking about those people who are transporting drugs
across our border. I see that terror every day in my district,
throughout this Nation. And I know that drug trafficking in the
United States has a lot to do with the funding and the assisting
of terrorist groups and organizations. What do you see and what
do you do about drug interdiction? And how do you see they are
both connected?

General HUGHES. Well, thank you very much for the question.
P?irhaps Assistant Secretary Verdery would like to comment after
I do.

Personally, I am not positive about the figures you quoted, but
I grant you that there are people who successfully get into the
country with drugs and who are terrorists who may come in with
some capability. That certainly is true. I think it is a very small
percentage compared to what it was.

We have actually been extremely successful in interdicting drug
shipments, and indeed in the past 2 weeks, we have interdicted
huge multiton, ship-borne movements of cocaine in the Paci