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INTEGRATING HOMELAND SECURITY
SCREENING OPERATIONS

WEDNESDAY, MARCH 2, 2005

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON ECONOMIC SECURITY,
INFRASTRUCTURE PROTECTION, AND CYBERSECURITY,
COMMITTEE ON HOMELAND SECURITY,
Washington, DC.

The subcommittee met, pursuant to call, at 2:05 p.m., in room
2318, Rayburn House Office Building, Hon. Daniel Lungren [chair-
man of the subcommittee] presiding.

Present: Representatives Linder, Davis, Rogers, Pearce, Cox,
Sanchez, Dicks, DeFazio, Lofgren, Pascrell, and Thompson.

Mr. LUNGREN. [Presiding.] The Committee on Homeland Secu-
rity’s Subcommittee on Economic Security Infrastructure Protection
and Cybersecurity will come to order.

The Subcommittee is meeting today to hear testimony on the
DHS proposed fiscal year 2006 budget relating to the integration
of homeland security screening operations.

As we begin the first ever hearing of this Subcommittee, I would
like to start by thanking Chairman Cox and Ranking Member
Thompson for their leadership in helping to establish this com-
mittee as a permanent standing committee.

I would like to also thank Chairman Cox for giving me the honor
of chairing this critically important Subcommittee.

I look forward to working with Chairman Cox and Ranking
Members Thompson and Sanchez and all members of the Com-
mittee on both sides of the aisle in the coming years.

I am also excited personally to be back serving in the Congress.
I came back because of my genuine desire to help this country tack-
le its greatest challenge since the fall of communism: The specter
of international terrorism, particularly terrorists armed with weap-
ons of mass destruction. It is my sincere hope we can work together
to accomplish this important work, the important work of this Sub-
committee, in a non-partisan manner driven by rational risk as-
sessments and always putting the good of the Nation above par-
tisan politics.

This Subcommittee has a vital role to ensure that our homeland
security policies strengthen our nation and protect our economic as
well as physical security. As we know, our terrorist enemies seek
not only to kill Americans but also to weaken our economy and de-
stroy our way of life.

In the broader sense, this Subcommittee will lead the Commit-
tee’s efforts in answering several fundamental homeland security
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questions: Which critical assets and infrastructure require protec-
tion, and how do we prioritize our investments in a world of finite
resources? What are the appropriate homeland security roles and
responsibilities of Federal, State and local governments?

And as a former Attorney General of California, I am very, very
concerned about that and also the responsibilities of the private
sector. How do we ensure that our investments in securing the
homeland do not subtract from but actually contribute to promoting
our national economic security? Answering these questions cor-
rectly will ensure that our collective work makes a real difference
for our nation, for the citizens we serve and for the critical new de-
partment that we oversee.

With that background, we now turn to the focus of our hearing
today. Since the tragic events of September 11, 2001, the Congress
and the Administration have created numerous new programs or
enhanced old ones aimed at screening individuals and cargo enter-
ing the United States or accessing critical parts of our infrastruc-
ture. However, these actions were taken in a piecemeal fashion
serendipitously, usually in reaction to some event rather than as
part of a strategic effort to build a comprehensive, integrated
screening system.

The 9/11 Commission in its final report last summer faulted this
patchwork system of screening as leaving the Nation vulnerable to
terrorist attacks, and that Commission called for a new system
that fully integrates our border, transportation and critical infra-
structure screening activities. The proposed Office of Screening Co-
ordination and Operation, or SCO, as we will come to know it, ap-
pears to be a step forward in the right direction towards meeting
the 9/11 Commission recommendations.

This new office seeks to consolidate and coordinate the US-
VISIT Border Security Program, certain registered or trusted trav-
eler programs, the FAST NEXUS and SENTRI cargo security and
expedited border crossing programs, background checks and
credentialing for persons working in high security areas of our
transportation system and for those seeking to transport hazardous
materials within the U.S. and background checks for foreign na-
tionals seeking flight training in the U.S.

The President’s budget seeks approximately $847 million for this
operation in fiscal years 2006 and based on some data we got that
is a significant increase over those expenditures for those programs
in the current year.

We as a nation need to establish our homeland security prior-
ities, and that does not simply mean increasing the budget. The
Homeland Security Committee is charged with the most important
mission of our government today, I believe, protecting our citizens
from the threat of global terrorism. I assert that we must continue
to adapt to the changing tactics of our enemy and directly fight the
transnational Islamic fascism of those who elect terrorism as their
weapon of choice.

This Committee and the Congress must seek to spend the tax-
payer money wisely and efficiently to demonstrate the most effec-
tive way to protect as many Americans as possible. We must create
a homeland security strategy based on rational risk assessment
rather than pork barrel politics. And when taxpayer money is allo-
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cated for the defense of our homeland, we must ask one simple
question: Is spending on this specific program the most productive
means to safeguard our citizens?

I believe this new office has the potential to enhance our home-
land security by improving the efficiency and effectiveness of our
terrorist-related screenings. It also has the potential to expedite
cross-border movement of low-risk persons and goods and reduce
bureaucracy and administrative burdens on the traveling public
and enhancing our economic growth.

However, many of the details behind this proposal remain some-
what understandably unclear at this time. For instance, why were
some DHS screening programs proposed for consolidation while
others were not? What will happen to the programs that will be
placed within the new office? Will they be merged into one single
program or continue to exist as distinct programs with their own
unique database queries, requirements and privacy controls?

And as we attempt to do this, we should always remember that
privacy controls are something that is necessary in this engage-
ment as well.

What efficiencies and cost savings can we expect to see from this
consolidation, if any? And if you can’t suggest some, why not? And
more importantly, how do we use this reorganization to make
America more secure? I hope the witness’s testimony today will
allow us to begin, and I stress begin, to address some of these ques-
tions.

I would like to welcome and thank Deputy Administrator
DiBattiste from TSA, Deputy Commissioner Spero from CBP, and
Director Williams of the US—VISIT Program Office for appearing
before the subcommittee today, and I certainly look forward to your
testimony.

And it is now my pleasure to recognize the Ranking Member, Ms.
Sanchez, from my home state of California for an opening state-
ment.

PREPARED OPENING STATEMENT FROM THE HONORABLE DANIEL E. LUNGREN, A
REPRESENTATIVE IN CONGRESS FROM THE STATE OF CALIFORNIA, AND CHAIRMAN,
SUBCOMMITTEE ON ECONOMIC SECURITY, INFRASTRUCTURE PROTECTION, AND
CYBERSECURITY

As we begin the first-ever hearing of this Subcommittee, I would like to start by
thanking Chairman Cox and Ranking Member Thompson for their leadership in
helping to establish this Committee as a permanent standing committee. And I
want to thank Chairman Cox for giving me the honor of chairing this critically im-
portant Subcommittee. I look forward to working with Chairman Cox, Ranking
Members Thompson and Sanchez, and all the Members of the Committee, on both
sides of the aisle, in the coming years.

I also am excited to be back serving in the Congress. I came back because of my
genuine desire to help this country tackle its greatest challenge since the fall of
Communism—the specter of international terrorism, particularly terrorists armed
with weapons of mass destruction. It is my sincere hope that we can work together
to accomplish the important work of this Subcommittee in a non-partisan manner,
driven by rational risk assessments and always putting the good of the Nation
above partisan politics.

This Subcommittee has a vital role to ensure that our homeland security policies
strengthen our Nation and protect our economic as well as our physical security.
As we know, our terrorist enemies seek not only to kill Americans, but also to weak-
en our economy and destroy our way of life.

In the broadest sense, this Subcommittee will lead the Committee’s effort in an-
swering several fundamental homeland security questions. Which critical assets and
infrastructure require protection and how do we prioritize our investments in a
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world of finite resources? What are the appropriate homeland security roles and re-
sponsibilities of Federal, state, and local governments, and of the private sector?
And how do we ensure that our investments in securing the homeland do not sub-
tract from, but actually contribute to promoting, our national economic security. An-
swering these questions correctly will ensure that our collective work makes a real
difference for our Nation, for the citizens we serve, and for the critical new Depart-
ment that we oversee.

With that background, we now turn to the focus of our hearing today. Since the
tragic events of September 11, 2001, the Congress and the Administration have cre-
ated numerous new programs, or enhanced old ones, aimed at screening individuals
and cargo entering the United States or accessing critical parts of our infrastruc-
ture. However, these actions were taken in a piecemeal fashion, usually in reaction
to some event rather than as part of a strategic effort to build a comprehensive, in-
tegrated screening system. The 9/11 Commission, in its final report last summer,
faulted this patchwork system of screening as leaving the Nation vulnerable to ter-
rorist attack, and called for a new system that fully integrates our border, transpor-
tation, and critical infrastructure screening activities.

The proposed Office of Screening Coordination and Operations, or SCO, as we will
come to know it, appears to be a step forward in the right direction towards meeting
the 9/11 Commission recommendation. This new office seeks to consolidate and co-
ordinate the US-VISIT border security program, certain registered or “trusted”
traveler programs, the FAST, NEXUS and SENTRI cargo security and expedited
border crossing programs, background checks and credentialing for persons working
in high security areas of our transportation systems and for those seeking to trans-
port hazardous materials within the United States, and background checks for for-
eign nationals seeking flight training in the United States. The President’s budget
seeks approximately $847 million dollars for the SCO in Fiscal Year 2006.

We as a nation need to establish our homeland security priorities, and that does
not mean simply increasing the budget. The Homeland Security Committee is
charged with the most important mission of our government today, protecting our
citizens from the threat of global terrorism. I assert that we must continue to adapt
to the changing tactics of our enemies and directly fight the transnational Islamic
fascism of those who elect terrorism as their weapon of choice.

This committee and the Congress must seek to spend the taxpayer money wisely
and efficiently to determine the most cost effective way to protect as many Ameri-
cans as possible. We must create a homeland security strategy based on rational
risk assessment rather than pork barrel politics. When taxpayer money is allocated
for the defense of our homeland, we must ask one simple question, “Is spending
money on this program the most productive means to safeguard our citizens?”

I believe that this new office has the potential to enhance our homeland security
by improving the efficiency and effectiveness of our terrorist-related screening. It
also has the potential to expedite cross-border movement of low-risk persons and
goods, reducing bureaucracy and administrative burdens on the traveling public and
enhancing our economic growth. However, many of the details behind this proposal
remain, somewhat understandably, unclear at this time. For instance, why were
some DHS screening programs proposed for consolidation, while others were not?
What will happen to the programs that will be placed within the new office? Will
they be merged into one single program or will they continue to exist as distinct
programs, with their own unique database queries, requirements and privacy con-
trols? What kinds of efficiencies and cost savings can we expect to see from this con-
solidat{}on? And most importantly, how will this re-organization make America more
secure?

I hope the witnesses’ testimony today will allow us to begin to address some of
these questions. I would like to welcome and thank Deputy Administrator
DiBattiste from TSA, Deputy Commissioner Spero from CBP, and Director Williams
of the US-VISIT program office for appearing before the Subcommittee today. I look
forward to hearing your testimony.

I now recognize the Ranking Member, Ms. Sanchez, from my home State of Cali-
fornia, for an opening statement.

Ms. SANCHEZ. Thank you, Mr. Chairman, and I would like to con-
gratulate you on your chairmanship. And I know that we have
many of the same goals, and I look forward to working with you
in this Congress.

I would also like to welcome all of my colleagues on this side and
on the other side to the Subcommittee, because this Subcommittee
has significant jurisdiction. We have a lot of ground to cover, and
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it is going to take all of us working together to get all of this done.
Nothing short of the security of the American people is at stake.

And, finally, I would like to welcome the witnesses that we have
before us today. I am looking forward to hearing from you. And I
don’t really want to harp very much on this, but our Committee
rules call for our witnesses to give us their written testimony no
less than 48 hours before a hearing. And I say that because we
didn’t receive your testimony until last night at 6 p.m. And in the
last couple of years that we have had this Committee, what we
have seen out of this department is that we don’t get the testimony
in time.

And it is important for us because that way we don’t waste our
time on questions that are already answered in your testimony.
And if we can really get to some real meat on some of these ques-
tions. So if maybe you can go back with that in mind and let your
colleagues back there know also that this is a very important issue
to us. I like to read it way ahead of time so I can think about what
you are trying to tell me.

The hearing today is a budget hearing. What we are trying to do
is to carry out our oversight responsibilities, and the beginning of
each year when the President’s budget comes forward we all look
at the different departments and we ask the questions that we
think we need to do, because we want to know whether you have
enough resources to get all of those priorities and tasks that you
are assigned to do or that you think you must do in order to per-
form your job. And ideally, we start at the macro level and then
delve down into the finer details at a later hearing.

But the problem with that is that the Border and Transportation
Security Directorate within DHS finds itself without a director.
And I think that fact itself is a little troubling to some of us, and
I would just state for the record that an organization with a mis-
sion as important as DHS cannot afford to go too long with key po-
sitions such as this one unfilled. And I hope that the new director
Willkendeavor to correct this problem quickly so we can all get to
work.

Instead of talking today about the macro look, we are really look-
ing more focused looking at the consolidation of several of the
screening programs within DHS under the one roof, Office of
Screening Coordination and Operation. And this proposed consoli-
dation is part of the President’s budget, and so we want to find out
today what this means, what is the scheme, what are you guys
thinking about? Because it is new and none of us have seen it real-
ly before or spoken towards them.

The screening programs are very important. Many of them work
well, and they can, I think, be a very powerful took to help our TSA
and our CBP officers do their job catching the bad guys and pro-
tecting the public. If they don’t work well, then we burden with our
officers with repeatedly doing unnecessary screening of innocent
people, wasting both our own resources, those officers’ time, and of
course the travelers’ time, the legitimate travelers’ time.

We also run the problem of if the innocent traveler’s time is
used, then our tourists and our business people will not want to
travel and do the business of America, which is business. So I am
very interested in particular in the database, in the coordination,
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if you are going to keep separate databases, if you are going to put
them together, and more importantly one of the real issues of why
are innocent people always repeatedly coming up and why haven’t
we figured out a way in which to help these people in a very fast
way get them off of these lists so that they can continue to travel.
And one of the indications is, for example, our own colleague, Sen-
ator Ted Kennedy, who continued to be stopped because his name
was the same as somebody else on the list. And I think that is a
very legitimate problem, and we need to take a look at it, and I
would like some answers to that.

So I am looking forward to your testimony. I know you have a
hard job. We all realize that. But now we have got a couple years
of experience and we need to take these lessons learned and we
need to get this better, these practices better. So I look forward to
discussing this today. Thank you.

Mr. LUNGREN. Thank you, Congresswoman Sanchez.

And I would just say for the record that in the future we will ex-
pect to have testimony 48 hours ahead of time. I am not sure I will
invoke the actions of the chairman of the Judiciary Committee who
refuses to allow people to talk if they don’t give it within 48 hours.
And I know you have to work with OMB but maybe you can tell
OMB that for our work we need to have this in plenty of time.

It is now my pleasure and honor to recognize the Chairman of
the full Committee, the gentleman from California, Mr. Cox, for
any statement he may have.

Mr. Cox. Thank you, Chairman Lungren, and I want to begin by
commending you on your chairmanship and Ranking Member
Sanchez for the leadership that I know that you will provide to this
committee, which, as has been stated, has substantial and impor-
tant jurisdiction over the nation’s homeland security. I want to
thank you for holding this hearing today and thank our witnesses
for being here to discuss these important issues with us.

In his fiscal year 2006 budget request, President Bush proposes
to create a new office within DHS to integrate the multiple ter-
rorist-related screening activities currently conducted by the De-
partment of Homeland Security. This was a 9/11 Commission rec-
ommendation and even before that a recommendation of the Select
Committee on Homeland Security in the 108th Congress. The effec-
tive management of these programs is critical to our nation’s secu-
rity. Coordinating them will help us identify, track and interdict
terrorists and dangerous cargo that pose a threat to our homeland
security.

What is proposed is a new Screening Coordination and Oper-
ations Office, as my colleagues have outlined. It would consolidate
nine different screening programs from TSA and CBP into a single
office, although I note not necessarily into a single screening pro-
gram. The goal is to enhance terrorist-related screening and facili-
tate efficiency in trade and travel through risk-based assessments,
while safeguarding individual privacy and civil liberties. This
would be good news, and I look forward to hearing in more detail
how this will happen.

I support this effort to improve integration and coordination of
these screening systems which, as Chairman of the Select Com-
mittee on Homeland Security in the last Congress, I strongly en-
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couraged the Department to undertake. In implementing this ef-
fort, it will be important for the Department to define the inter-
relationships and commonalities among these programs and to ex-
plicitly define the limitations and unique requirements of these
separate programs.

Along these lines, I hope to hear from our witnesses today the
process by which it was determined which programs were to be in-
cluded in the SCO and which ones were to be excluded. For exam-
ple, TSA’s Secure Flight Program, which once operational will be
the principal mode of screening domestic air travelers against ter-
rorist watch lists, is recommended for inclusion within the SCO.
But CBP’s Advanced Passenger Information System, which is used
for the screening of international passengers flying into the United
States, is not proposed for inclusion within the SCO at this time.
This is an issue that needs to be explored, among many others in
this hearing.

Each day, our nation’s transportation system moves over 30 mil-
lion tons of freight and supports approximately 1.1 billion pas-
senger trips. The Department of Homeland Security is now pri-
marily responsible for managing the security risks to this system
and the risks from this system. Quick, safe and secure access to
this system by passengers and cargo must always remain a top pri-
ority, for our livelihood and our way of life depend on our ability
to travel and engage in interstate commerce.

Our challenges are many and our resources are not limitless. We
need to assess and prioritize the risks we face and apply our ener-
gies and resources accordingly. That is the daunting task assigned
to this subcommittee. The President has asked for nearly $847 mil-
lion for the new SCO office. We need to ensure we are spending
our resources wisely, where they are most needed and, therefore,
I look forward to hearing from our witnesses on how the SCO will
move us in this direction.

Thank you, Mr. Chairman, and I yield back the balance of my
time.

Mr. LUNGREN. Thank you, Chairman Cox. Other members of the
Subcommittee are reminded that opening statements may be sub-
mitted for the record.

PREPARED STATEMENT FOR THE RECORD FROM THE HONORABLE ToM DAVIS, A
REPRESENTATIVE IN CONGRESS FROM THE STATE OF VIRGINIA

I would like to thank Chairman Lungren and Ranking Member Sanchez for hold-
ing this important hearing on integrating the Department of Homeland Security’s
(DHS) screening operations and programs. I am pleased to be serving on the Sub-
committee for Economic Security, Infrastructure Protection, and Cyber Security and
look forward to participating, as this Subcommittee has jurisdiction over issues that
are of personal importance to me and to the oversight work of the Committee on
Government Reform, which I chair.

As Chairman, I have oversight of the federal government, including its informa-
tion systems, and my staff has conducted extensive oversight on most of the pro-
grams that will become part of the Office of Screening Coordination and Operations
(SCO). I applaud efforts to consolidate duplicate activities within the federal govern-
ment and, in turn, reduce government waste.

I am pleased that Jim Williams, the Director of the US-VISIT program, will be
testifying today. US—VISIT has shown significant progress. Our oversight of the pro-
gram has shown that DHS has an excellent US-VISIT team and is moving at an
appropriate pace to meet technical and organizational challenges. Currently, the
wait times are down and demonstrations are being conducted on the exit end. It
would be hugely disappointing to have this forward movement be interrupted. I am
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anxious to hear Mr. Williams’ take on how consolidating US-VISIT into SCO will
affect the overall strategic plan of the program.

FAST, NEXUS and SENTRI are very successful programs on our Northern and
Southern borders. Not only are these programs well run by Customs and Border
Protection (CBP), cargo carriers and personal travelers have shown great enthu-
siasm to join and participate within the boundaries of United States law. As with
my concerns regarding the functioning of US-VISIT, I hope Deputy Commissioner
Spero will assure the Members of the Subcommittee that the operational aspects,
particularly the numbers of processed applicants, of FAST, NEXUS and SENTRI
will not suffer during the transition to SCO.

My Committee monitored the Transportation Security Administration’s (TSA)
work on the Computer Assisted Passenger Pre-screening System II (CAPPS II). My
former Subcommittee on Technology, Information Policy, Intergovernmental Rela-
tions, and the Census was a requester of the Government Accountability Office’s
(GAO) report on CAPPS II and GAO’s follow up report on Security Flight. I have
concerns about moving Secure Flight to SCO, as there are outstanding issues to be
resolved regarding the program. TSA will not know the results of its commercial
data concept testing until April 2005. Even after receiving these commercial data
test results, TSA will need to access these results and work on how to integrate
commercial data into the Secure Flight program. I look forward to Deputy Adminis-
trator Dibatiste addressing these issues regarding Secure Flight and how DHS and
TSA will assure Members that the mission and operability of the program will not
be hampered due to the move to SCO.

I believe this will be a productive hearing and look forward to the witness testi-
mony.

We are now pleased to have an expert panel of witnesses before
us on this important topic. Let me just remind all three of you that
each of your entire written statements will be entered into the
record. We would ask you strive to limit your oral testimony to the
5-minute time period allotted. And that is particularly true because
we are scheduled to have a vote, I believe, at 2:45 p.m. I would like
to get all of your testimony in first before we are interrupted and
hopefully can begin questions.

The Chair now recognizes Mr. Jim Williams, Director of US-
VISIT Program, Border and Transportation Security Directorate,
U.S. Department of Homeland Security, to testify.

STATEMENT OF JIM WILLIAMS, DIRECTOR, US-VISIT
PROGRAM, BORDER AND TRANSPORTATION DIRECTORATE,
U.S. DEPARTMENT OF HOMELAND SECURITY

Mr. WiLLIAMS. Thank you, Chairman Lungren.

Good afternoon, Chairman Cox, Chairman Lungren, Ranking
Member Sanchez and distinguished members. It is a pleasure to be
here before you today.

I would like to congratulate you on your appointment, the cre-
ation of this new subcommittee and the permanent creation of the
Homeland Security Committee. I look forward to working with you
to enhance our national and economic security with the trans-
formation of our borders and the modernization of our immigration
and transportation security systems.

We are here before you today to discuss the administration’s pro-
posal to create the Screening Coordination and Operations Office;
a bold initiative that will enhance DHS’ capabilities to secure the
homeland by integrating multiple programs that support multiple
Federal departments’ and agencies’ screening needs. We are cre-
ating a more cohesive, streamlined approach that will enhance the
security of our citizens and visitors, protect personal privacy and
provide better customer service for lower risk travelers.
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As the Director of the US-VISIT Program, I can say firsthand
that an integrated program provides tangible benefits. As we have
implemented the beginning phases of US-VISIT, we have seen that
collaboration works, that technology and better information man-
agement makes us more effective and that we can enhance national
security without compromising economic security.

US-VISIT is a major component of border reform and moderniza-
tion. It is bringing integrity back to our immigration system and
demonstrating the value of incorporating biometrics into the inter-
national travel process.

To date, US—VISIT has processed over 20 million visitors. As a
direct result of the use of biometrics, thousands of individuals have
been denied visas by Department of State consular offices, and
more than 450 criminals and immigration violators have been de-
nied admission to the United States by Customs and Border Pro-
tection officers.

Also, through the delivery of timely and accurate information to
the Immigration and Customs Enforcement officers, visas over-
stayers have been identified and removed from the United States.
US-VISIT and U.S. Citizenship and Immigration Services are also
working together to link biometric screening systems which will aid
their adjudicators in making more informed decisions.

The use of biometrics and biographic data together provides De-
partment of State consular officers, Customs and Border Protection
officers and other law enforcement officials the information they
need to verify identity, authenticate travel documents and identify
criminals, immigration violators and others who pose a threat to
our nation’s security. For legitimate visitors to our country, this
same access to data means that they can be processed more quickly
and more efficiently while protecting their privacy.

These same benefits can be realized across our screening and
credentialing programs by establishing the Office of Screening Co-
ordination and Operations (SCO). DHS’ vision of an integrated pro-
gram is echoed and clarified by the 9/11 Commission and the Presi-
dent’s Homeland Security Presidential Directive 11. Both recognize
the need for a coordinated approach to managing our nation’s secu-
rity screening system.

Secretary Chertoff has been briefed on the SCO and has en-
dorsed its concept. However, he is currently undertaking a major
policy and operational review of initiatives facing the Department.
Following this review, and subject to congressional approval of the
President’s budget, he will determine how the SCO and other de-
partmental initiatives will move forward. He looks forward to shar-
ing his thoughts on this once this review is complete. Until then
I am prepared to share some high-level thinking about the need for
the SCO.

Initially, DHS proposes to integrate the management and coordi-
nation of many of the Department’s voluntary and compulsory peo-
ple screening programs. This integration will move us closer to
achieving our overall vision of secure, transparent and convenient
travel, both within and across our borders. We want to build a fu-
ture state whereby decision makers have complete access to the in-
formation they need, when and where they need it to make the
best and most informed decision in time, every time.
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The President has proposed to establish the SCO within the Di-
rectorate of Border and Transportation Security. In fiscal year
2005, DHS will develop a migration plan following the Secretary’s
review to ensure a seamless path for standup of the SCO.

In closing, I would like to share with you our vision. Simply put,
we are creating a screening system that responds to the security
and economic needs of a dynamic 21st century world. That means
securing our borders from threats wherever they come from and ex-
pediting the millions of people and trillions of dollars in trade and
tourism that keep our country strong.

Thank you again for inviting me to address this committee, and
I look forward to working with you to make this new office success-
ful in achieving its goals. I look forward to your questions.

[The statement of witnesses follows:]

PREPARED STATEMENT FROM JIM WILLIAMS, DIRECTOR, US-VISIT, CAROL
DIBATTISTE, DEPUTY ADMINISTRATOR, TRANSPORTATION SECURITY ADMINISTRA-
TION, AND DEBORAH SPERO, DEPUTY COMMISSIONER, U.S. CUSTOMS AND BORDER
PROTECTION

Introduction

Chairman Lungren, Ranking Member Sanchez, and distinguished Members of the
Subcommittee. Thank you for this opportunity to share with you information about
how the Department of Homeland Security (DHS) will enhance immigration and
border management, transportation security, critical infrastructure protection and
the delivery of other benefits through the establishment of an Office of Screening
Coordination and Operations (SCO).

As you all well know, the Department was created to integrate security activities
across the Federal government more effectively, thereby enhancing security for the
American people in a manner that preserves our freedoms. Consistent with the pur-
pose of DHS, the Administration is creating the SCO to focus on coordination of
screening processes and procedures for people, cargo, conveyances, and other enti-
ties and objects that pose a threat to homeland security.

Secretary Chertoff, who was confirmed recently, has been briefed and has en-
dorsed the concept of the SCO. As the Committee may know, he is currently under-
taking a review of the major policy and operational issues facing the Department;
therefore, following this review, he will determine how the SCO and other Depart-
ment initiatives will move forward.

Background

As a result of the attacks of September 11, various statutory requirements and
assessed security needs, the Department has instituted a number of layered security
measures, including screening processes. Many of these screening processes require
interoperability among systems within DHS and across the Federal government.

One example of this type of security measure using screening is the United States
Visitor and Immigrant Status Indicator Technology (US-VISIT) program. This pro-
gram adds biometrics to the screening process and allows the Department of State
visa issuance officials to check foreign visa applicants against terrorist and criminal
databases as well as other relevant data resources before a visa may be issued. Once
the approved applicant arrives at the U.S. border, his or her passport and bio-
metrics and biographic data are matched by a Customs and Border Protection (CBP)
Officer, using the US-VISIT system, to ensure that the person presenting the docu-
ment is the same applicant who received a visa and rechecked against the
watchlists. The CBP Officer determines whether the person should be admitted into
the United States or not. In addition, visitors traveling under the Visa Waiver Pro-
gram are also enrolled in US-VISIT. Through US-VISIT, DHS is apprehending
criminals and denying admission to other persons who have attempted to enter the
United States illegally.

One of the significant achievements of US-VISIT is that privacy protections have
been embedded into the operational architecture of the program. US-VISIT is
staffed with a dedicated Privacy Officer who is directly involved in the development
and review of all US-VISIT functions. The Privacy Officer reports both to US-VISIT
management and to the DHS Chief Privacy Officer. Through this management ap-
proach, US-VISIT has been successful in identifying the potential privacy impact
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of new program functions, resolving issues as they arise, and making US-VISIT op-
erations transparent to the public.

Since the tragic attacks of 9/11, the U.S. has taken many significant actions to
enhance our homeland security (the enactment of the USA PATRIOT Act, the cre-
ation of the Transportation Security Administration, the Department of Homeland
Security, and the implementation of US-VISIT). The 9/11 Commission report re-
affirmed the importance of screening processes such as US-VISIT and called for bet-
ter integration and improvement of terrorist-related processes. In addition, Home-
land Security Presidential Directive-11 (HSPD 11), issued on August 27, 2004, di-
rected DHS, in coordination with other Federal agencies, to “enhance terrorist-re-
lated screening through comprehensive, coordinated procedures. . .in a manner that
safeguards legal rights, including freedoms, civil liberties, and information privacy
guaranteed by Federal law.”

The establishment of the SCO within DHS is key step to build upon the broad
range of existing government and private sector security initiatives that will result
in a comprehensive, coordinated and integrated screening environment.

Mission

SCO will enhance the interdiction of terrorists and the instruments of terrorism
by streamlining and strengthening terrorist-related screening through comprehen-
sive coordination of procedures that detect, identify, track, and interdict people,
cargo and conveyances, and other entities and objects that pose a threat to home-
land security. The mission, of course, must safeguard legal rights, including free-
doms, civil liberties, and information privacy guaranteed by Federal law.

By establishing the SCO, DHS will work to obtain a seamless set of systems, data,
processes, and procedures coordinated with other federal agencies that would
achieve many benefits: deny access to the United States, our transportation sys-
tems, critical infrastructure, and other benefits to people, cargo, and conveyances,
and other entities and objects that pose a threat to homeland security; facilitate the
expedited and efficient movement of people, cargo, and conveyances, leading ulti-
mately to a better experience for travelers, shippers and anyone else who engages
with our screening programs; promote better public awareness of and compliance
with screening programs; create more operational efficiency through integration and
the elimination of duplicative efforts across the government; ensure the integrity of
the screening systems, and; protect personal and institutional privacy and other
rights and freedoms that are essential to our way of life.

The streamlining and integration of these programs by the SCO will result in
greater accuracy in screening and provide for consistent policies and training on the
protection of civil liberties and privacy.

Another critical element of effective screening is effective information sharing and
collaboration. The SCO will work closely with DHS’ Information Sharing and Col-
laboration Office (ISCO) to coordinate intra-agency information sharing and collabo-
ration requirements related to screening efforts as these are identified. The ISCO
is located within DHS’ Information Analysis and Infrastructure Protection Direc-
torate.

SCO Organization
As proposed in the President’s fiscal year 2006 budget request, the SCO would
integrate program management of the following DHS screening activities:
e US-VISIT (United States Visitor and Immigrant Status Indicator Technology
(US-VISIT)
e Secure Flight domestic passenger prescreening (TSA)
¢ International Flight Crew Vetting (T'SA)
e Free and Secure Trade (FAST—driver registration only) (CBP)
e Nexus/SENTRI (CBP)
e Transportation Worker Identification Credential (TWIC) (T'SA)
o Registered Traveler (TSA)
e Hazardous Materials Commercial Driver Background Checks (TSA)
o Alien Flight Student Background Checks (T'SA)
The first phase of the SCO will integrate screening processes that focus on people.
While the Secretary has endorsed the SCO concept, there are many critical details
still to be determined. For that reason, the Secretary is currently undertaking a full
review of this proposal, including such issues as: the appropriate structure for the
SCO; its relationship to operational entities; and the migration plan to smoothly
transition for fiscal year 2006. The Department recognizes the Congressional inter-
est and oversight responsibility in this area, and, once the review is completed, will
share and discuss further how the SCO is implemented. While work is ongoing,
progress on the screening programs that have already been initiated will, of course,
move forward.
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A key element of the success of the SCO is contained in the fiscal year 2006 re-
quest for Screening Administration and Operations. The fiscal year 2006 request in-
cludes $526 million and 192 FTEs in direct appropriations, and $322 million and
63 FTEs in fee funded authority. Specifically, in the direct appropriations, the re-
quest includes an increase of $50.2 million for the US—VISIT program, $49.4 million
for the Secure Flight and crew vetting programs, and $20 million for Screening Ad-
ministration and Operations. Included in this $20 million dollar line item is $6 mil-
lion for 32 full-time equivalents (FTEs) who would be responsible for the delivery
of this $847 million enterprise, because within the SCO, a cadre of experts will be
needed to provide leadership and management for the effective and efficient integra-
tion of screening activities. In the fee funded accounts, the request includes author-
ity to collect and expend $244.7 million for the TWIC, $22.5 million for Registered
Traveler, $44.2 million for Hazardous Materials Truck Driver checks, and $10 mil-
lion for Alien Flight School background checks.

And now, we would like to provide the Committee with an update on some of the
key programs proposed in the President’s budget for inclusion in the SCO.

US-VISIT

In January of 2004, US-VISIT was successfully implemented at all 115 U.S. inter-
national airports and 14 seaports. In December of 2004, US—VISIT technology was
expanded to the nation’s 50 busiest land border crossings. Since its been in oper-
ation, more than 450 people with records of criminal or immigration violations have
been prevented from entering the United States.

US-VISIT intends to institute additional functional capabilities at the land bor-
ders, in particular radio frequency technology. In fiscal year 2005, US-VISIT will
pilot this enhanced technology at various land border sites. This will provide US—
VISIT with the information necessary to develop detailed plans and technical and
infrastructure costs to determine the number of locations where entry/exit lanes and
accompanying procedures can be implemented in fiscal year 2006.

S—VISIT is also working on the vision for the 21st century immigration and bor-
der management system. Through this initiative, US-VISIT will provide a new in-
formation module to field offices and agents—enabling them to see relevant and
timely data from all partnering agencies about a person, not just about a single
transaction. This investment will ensure that DHS and Department of State officers
have comprehensive, accurate, relevant, and timely information in a single elec-
tronic view of a traveler (e.g., dates of previous entries and exits, watchlist, current
immigration status, and immigration benefit status). This module will assist in
identification of potential terrorists offshore, before they board an airplane, bus,
cruise ship, car, or cargo vessel to travel the United States or when they change
their status. It will provide a comprehensive mechanism for name vetting of visa
applicants to DOS and DHS that provides the basis for the human element involved
in the visa issuance process.

The SCO should leverage the strong foundation of screening processes developed
and fielded by US-VISIT, such as its work with biometric standards, and multi-
agency application processes, by applying those fundamentals to other screening ac-
tivities.

Secure Flight

On August 26, 2004, the Secretary announced that DHS would pursue a new do-
mestic pre-screening program called Secure Flight. This program will be piloted with
two carriers in August 2005. Like US-VISIT, TSA’s Secure Flight program would
also transfer to the proposed SCO. The Secure Flight program would address the
9/11 Commission recommendations regarding use of watch lists, and would reflect
recommendations received from Congress, the privacy and civil liberties commu-
nities, the aviation community, airline travelers and DHS’s international partners.

Secure Flight will shift the responsibility for checking passengers against terrorist
watchlists from domestic and foreign air carriers to the Federal Government. This
will improve the consistency of and response to watch list comparisons. Domestic
flight passenger name record (PNR) information will be compared against records
contained in the Terrorist Screening Center Database (TSDB). Secure Flight will
significantly improve the Federal government’s ability to prevent terrorists from
boarding aircraft, help move passengers through airport screening more quickly,
and reduce the number of individuals selected for secondary screening, while fully
protecting passengers’ privacy and civil liberties.

Consolidating these checks within the Federal government will allow the automa-
tion of most watchlist comparisons; apply more consistent internal analytical proce-
dures where automated resolution of initial “hits” is not possible. It will allow for
more consistent response procedures at airports for those passengers identified as
potential matches. Consistent procedures will also help to enhance privacy and civil
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liberties protections. Significant progress has already been made by the U.S. govern-
ment by providing greatly expanded No-Fly and Selectee lists to airlines to conduct
checks on their own systems.

As proposed in the President’s budget, international passenger pre-screening
would continue to be conducted by U.S. Customs and Border Protection (CBP)
through its Advanced Passenger Information System (APIS) and Passenger Name
Record (PNR) authority. The Secure Flight program would be coordinated with APIS
to the extent that integrated systems would be shared. This would ensure that both
domestic and international prescreening is consistent and equally effective.

Secure Flight will support the Department’s goals of improving the security and
safety of travelers on domestic flights, reducing passenger airport screening time,
and protecting privacy and civil liberties. Secure Flight will protect the civil liberties
and privacy of passengers and will include mechanisms to assist passengers with
resolving instances in which they believe they have been unfairly or incorrectly se-
lected for additional screening.

Crew Vetting

Crew vetting is a TSA program that uses computerized vetting, to assess potential
threats presented by terrorists posing as cleared cockpit and cabin crew on inbound
and outbound international flights. Crew vetting is the evaluation and analysis of
airline crew lists against watch list and lost/stolen passport lists. This analysis al-
lows intelligence analysts to evaluate the collected data to determine whether or not
any crewmember is a potential threat to the aviation system.

Aviation crew manifests are received 24 hours in advance of take-off, or two hours
in the event of a crew change. This information is provided directly from the air-
lines. The program is building a continuous “Opt In” database known as the Master
Crew List, which will serve as a first database check as each airline submits Flight
Crew manifests.

The Crew Vetting Program allows DHS to mitigate risk by vetting airline crew-
members against the same terrorism-related information used for passengers.

The SCO should leverage the strong foundation of screening processes developed
within Secure Flight and Crew Vetting, such as establishing watchlist checks on air-
line passengers and personnel, and apply those sound practices to other screening
activities.

The Importance of Privacy Protection

Screening by its very nature requires the gathering and analyzing of large
amounts of information, a significant portion of which is personally identifying. It
is therefore important that consistent rules be put in place for the respectful han-
dling of this information. The individual programs that will be coordinated through
the SCO either have been or will be examined for their impact on privacy to the
extent required by law. Completed privacy impact assessments are available for re-
view on the DHS Privacy Office website at www.dhs.gov/privacy. Through improved
management of the screening process and alignment of these programs under the
SCO umbrella, DHS can deliver enhanced security with improved privacy protec-
tions.

In coordination with an appointed Privacy Officer and the DHS Chief Privacy Of-
ficer, the SCO would be able to ensure that appropriate and consistent privacy pro-
tections are instituted for these consolidated screening activities, that DHS per-
sonnel are adequately trained in the need to handle personally identifiable informa-
tion in a sensitive manner, that compliance with statutory privacy requirements is
enforced, and that consistent redress is developed to handle complaints about the
use of screening information. The Office of Screening Coordination, in fact, offers
DHS the opportunity to further its strategic plan to “defend America while pro-
tecting the freedoms that define America.”

Conclusion
The Office of Screening Coordination and Operations is an expression of the

longer-term vision we have outlined. It is a significant step along the way to achiev-

ing, as our vision statement says:
“a future state in which cross-border travel and in-country immigration activi-
ties are simple and convenient for eligible, low-risk persons, and virtually im-
possible for those who seek to do harm or violate U.S. laws.
“. . .a state in which decision-makers have complete access to the information
they need, when and where they need it, to make the best, most informed deci-
sion every time.
“land]. . .an environment where technology is used to address the challenges
posed by volume, speed, and distance and where best practices from across the
Government and private sector are shared and leveraged.”
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Thank you for the opportunity to share information on the establishment of the
Office of Screening Coordination and Operations.

Mr. LUNGREN. Thank you, Mr. Williams. I might tell you you
were within 10 seconds of the 5-minute rule, so I appreciate that
very much.

The Chair now recognizes Ms. Carol DiBattiste, the Deputy Ad-
ministrator, Transportation Security Administration, U.S. Depart-
ment of Homeland Security, to testify.

STATEMENT CAROL DIBATTISTE, DEPUTY ADMINISTRATOR,
TRANSPORTATION SECURITY ADMINISTRATION, U.S.
DEPARTMENT OF HOMELAND SECURITY

Ms. DIBATTISTE. Good afternoon, Chairman Cox, Chairman Lun-
gren, Ranking Member Sanchez and distinguished members of the
subcommittee.

Thank you very much for the opportunity to join my colleagues,
Director Williams and Deputy Commissioner Spero, in telling you
about the proposed creation of the DHS Office of Screening Coordi-
nation, better known as the SCO, in fiscal year 2006.

As you will hear from all of us representing DHS this afternoon,
the new SCO has been proposed to enhance immigration and bor-
der management and transportation security by managing screen-
ing and credentialing programs in one central office. It is important
that DHS coordinate security activities across the Federal Govern-
ment to make our mission of securing the American people more
effective and more efficient.

Over the next several weeks, the Transportation Security Admin-
istration will assist Secretary Chertoff as he conducts a full review
of the concept of consolidating the screening and credentialing pro-
grams in the SCO to make sure that it is organized the best way
to successfully manage these critical programs.

As proposed, the SCO would be comprised of many important
programs that TSA conceived and continues to develop. Secure
flight, under the Secure Flight Program, the responsibility for
checking air passengers against terrorist watch lists will shift to
the Federal Government and away from the air carriers. That is a
change that will improve consistency and responses in watch list
comparisons.

TSA is currently testing its capabilities in this area using pas-
senger data from June of 2004 and the watch list maintained by
the Terrorist Screening Center. We soon will undertake limited
testing to determine whether comparing passenger information to
commercially available data can more accurately verify the identity
of individuals. Results from this test as well as tests of comparison
to the Terrorist Screening Center database will be made a publicly
transparent as possible without compromising national security.

The current year budget for Secure Flight is $34.9 million. The
President’s request for next year is $81 million. We plan to begin
implementing the program with two airlines this August, and we
will steadily increase the number of carriers online through fiscal
year 2006.

Crew Vetting, another program that will be going into the SCO,
Crew Vetting Program checks all cockpit and cabin crew on every
inbound and outbound international flight against available ter-
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rorism information prior to takeoff. We began this operation during
the elevated threat period in December of 2003. Today, we screen
more than 30,000 crew members daily. We have identified known
or suspect terrorists working for air carriers, and we have taken
the necessary steps to prevent them from boarding flights or other-
wise entering the United States.

The current-year budget for Crew Vetting is $10 million. The
President’s request for next year is $13.3 million.

TWIC, the Transportation Worker Identification Credential Pro-
gram, will improve security by establishing an integrated creden-
tial based identify management program for transportation work-
ers who require unescorted access to secure areas of our nation’s
transportation system. When fully implemented the program will
ensure that the identity of each TWIC holder has been verified,
that a robust background check has been completed on that iden-
tity and that each credential issued is positively linked to the right-
ful holder through the use of biometric technology.

This program will enable TSA to implement the credentialing
provisions of the Maritime Transportation Security Act. We are
now working with the U.S. Coast Guard to implement regulations.

The TWIC Program began initial operation on November 17,
2004 and currently the TWIC prototype is in phase III of the pilot
at Los Angeles—Long Beach, Wilmington—Philadelphia and at Flor-
ida’s sea border ports. The prototype is scheduled to end in May
and shortly thereafter we will report on its results. During fiscal
year 2005, we will continue to test the TWIC prototype with a goal
of issuing approximately 100,000 prototype credentials.

The current-year budget for TWIC is $5 million, and beginning
next year we expect to fund the TWIC Program through fee collec-
tions as we continue to develop the program.

Registered Traveler, TSA’s Registered Traveler Pilot Program is
testing the use of biometric technology to enhance identity
verification at passenger screening checkpoints. It includes a name-
based security assessment utilizing intelligence and law enforce-
ment databases and a check of outstanding wants and warrants for
each applicant to the program. The goal of the program is to see
that if a registered traveler program would speed up screening at
airports with shorter lines at security checkpoints and reduce sec-
ondary screening, at the same time maintaining a high level of se-
curity.

The current budget for Registered Traveler is $15 million. Begin-
ning next year we would expect to fund the program with fee col-
lections.

HAZMAT, hazardous material commercial drivers background
checks. The U.S. Patriot Act requires TSA to conduct a security
threat assessment on every driver who applies for, renews or trans-
fers a hazardous material endorsement on his or her state-issued
commercial driver’s license. Under TSA rules, certain individuals
will not be allowed to hold a HAZMAT endorsements. TSA has
completed name-based security threat assessments on all 2.7 mil-
lion HAZMAT drivers, generating more than 100 referrals to law
enforcement agencies and revocations of HAZMAT endorsements.

Fingerprint-based criminal history record checks began in all 50
states and in the District of Columbia on January 31, 2005 for new
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applicants, and they will begin by May 31 of 2005 for drivers trans-
ferring or renewing their endorsement.

The HAZMAT Program is currently entirely fee-funded. TSA
uses discretionary funding this year to cover contingencies associ-
ated with standing up the program. Next year, we expect to con-
duct background checks on 400,000 drivers.

And, finally, the Alien Flight Student Program, also going to be
merged into the SCO. In December of 2003, the FAA Reauthoriza-
tion Act, Vision 100, transferred responsibility for the alien flight
student vetting from the FBI to TSA. This program reviews and as-
sesses personal biographic and biometric information in order to
help identify individuals who pose a security threat to aviation or
national security.

Prior to 9/11 attacks, there were no systematic security checks
performed on alien pilots who receive training in the United States.
And in fact, seven of the 9/11 hijackers took flight training here in
the United States. This program began in late September 2004. We
currently conduct a security threat assessment through name-
based terrorist and fingerprint-based criminal background checks
on all alien flight students, including those trained in aircraft less
than 12,500 pounds.

This program is entirely fee-funded. We have utilized some dis-
cretionary funding this year to cover contingencies associated with
standing up the program, and we expect to conduct background
checks on 14,000 flight students this year and 15,000 flight stu-
dents next year.

Chairman thank you for granting me this opportunity to discuss
with you TSA’s efforts to secure our nation’s transportation system
through vetting and credentialing. We are committed to working
with our partners at DHS in the coming months to complete the
review of the plans to consolidate these critical programs, and I
would be happy, of course, to answer any questions you may have
on this subject.

[The statement of Ms. DiBattiste follows:]

See page 10.

Mr. LUNGREN. Thank you, Ms. DiBattiste.

The Chair now recognizes Ms. Deborah Spero, the Deputy Com-
missioner, U.S. Customs and Border Protection, U.S. Department
of Homeland Security, to testify.

STATEMENT DEBORAH J. SPERO, DEPUTY COMMISSIONER,
BUREAU OF U.S. CUSTOMS AND BORDER PROTECTION, U.S.
DEPARTMENT OF HOMELAND SECURITY

Ms. SPERO. Thank you, Chairman Lungren, for holding this hear-
ing, and good afternoon, Chairman Cox, Chairman Lungren and
Ranking Member Sanchez and other distinguished subcommittee
members. It is a pleasure to appear before you today.

My colleagues have spoken extensively about the merits of the
administration’s proposal to create an Office of Screening Coordina-
tion and Operations, or SCO. I certainly concur with their state-
ment, and I will now add a bit about how Customs and Border Pro-
tection, CBP, will support the SCO by describing some of the suc-
cessful CBP strategies and screening efforts and include some his-
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torical perspective of those initiatives. I will close with some obser-
vations regarding the value of the SCO.

U.S. Customs and Border Protection includes more than 41,000
employees to manage, control and protect the nation’s borders at
and between the official ports of entry. As the principal agency re-
sponsible for protecting our borders, CBP’s mission is vitally impor-
tant to the protection of America and the American people.

CBP’s priority mission embraces two goals: To prevent terrorist
and terrorist weapons from entering the United States, while also
facilitating the flow of legitimate trade and travel. We call these
our twin goals.

Working at over 300 ports of entry, CBP faces the challenge of
an enormous volume of trade and travel. On an average day, more
than 1.1 million passengers, nearly 65,000 trucks and commercial
cargo containers and over 365,000 vehicles seek to enter the United
States. The use of screening and effective targeting and analysis
are critical to our ability to meet this challenge. In fact, every day
CBP officers refuse entry to an average of 1,200 non-U.S. citizens
who are ineligible for admission to the United States. We also seize
over 2,300 pounds of narcotics every day.

Since the late 1980’s, CBP, previously Legacy Customs and Leg-
acy Immigration and Naturalization Service, has used data from
the Advanced Passenger Information System, APIS, and Passenger
Name Records, PNR, or reservation data to support screening of ar-
riving international passengers.

Before 9/11, this data was provided on a voluntary basis, but in
2001 the Aviation and Transportation Security Act mandated the
collection of APIS and PNR from carriers. CBP screens this data
through the automated targeting system and makes that data
available to CBP officers at the National Targeting Center and at
analytical units located at the ports of entry. The results of this
targeting process are used by CBP officers on the frontline to make
decisions regarding potential terrorists and other law enforcement
threats.

Similarly, I might add, CBP receives electronic manifests for sea,
air and rail cargo which are matched with entry and other data
through the automated targeting system, with the results fed back
into the automated commercial system to support release or exam-
ine decisions by CBP officers at the ports of entry. And the new
Automated Commercial System, or ACS, adds an electronic mani-
fests for truck cargo to this process.

The National Targeting Center was created in November 2001 as
a centralized organization for research, targeting and analysis,
analyzing data from many sources along with current intelligence
to serve as a focal point for CBP’s field locations and to support
CBP officers on the front lines.

As I mentioned earlier, the NTC, working with analytical units
located in the ports, provides targeting information to CBP officers.
The NTC also responds to requests from frontline officers on a real-
time basis to research potential risks presented by passengers and
cargo seeking to enter the country. The NTC, which is staffed with
experience CBP officers, plays a vital role in ensuring that those
officers stationed at the ports of entry and overseas have the best
possible targeting and analysis support to effectively address the
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vast flow of passengers and cargo coming to the United States
every day.

US-VISIT adds a valuable tool to the screening strategies de-
ployed to the front line to meet the challenges of processing the
millions of arriving international passengers. CBP has worked
closely with the US—VISIT Program Office to develop and deploy
technology to collect biometrics from arriving international pas-
sengers and screen against law enforcement databases. The US—
VISIT has been rolled out to 115 airports, 14 seaports and the top
50 land border crossings. This technology has been extremely use-
ful in assisting CBP officers with identifying individuals with out-
standing arrest warrants or questionable admissibility issues.

It is important to note that this biometric technology works in
conjunction with biographic data obtained through the APIS initia-
tive and further analysis by the NTC and field analytical units.

The massive number of passengers seeking entry into our coun-
try requires extensive use of the principles of risk management. In
simple terms, risk management is essential in order to distinguish
between the vast majority of legitimate travelers from those who
would seek to do harm to our country. Registered traveler pro-
grams provide CBP with the ability not only to make this impor-
tant distinction but also to facilitate legitimate travel and direct
our own resources to those who present a potential risk. In fact,
since the terrorist attacks of September 11, CBP has placed great
emphasis on expanding registered traveler programs for passenger
vehicles and individuals on our land borders with Canada and
Mexico.

I would like to explain how these programs are working today.
Three of these programs are Nexus, for northern border vehicle
drivers and their passengers, Century, for southern border vehicle
drivers and their passengers, and FAST, for commercial truck driv-
ers on both the northern and southern borders. All three of these
programs offer expedited and where possible dedicated entry lanes
for registered, vetted and low-risk individuals.

CBP has expanded Nexus from a small pilot that was suspended
in the aftermath of the terrorist attacks to a robust registered trav-
eler initiative with over 75,000 enrollees at 11 northern border lo-
cations. Century has 77,000 enrolled members at 3 southwest bor-
der locations, and expansion is being planned to 4 additional loca-
tions this year.

A registered and vetted program for commercial truck drivers,
FAST, or Free and Secured Trade, was also developed in the last
few years. FAST is currently operational at 20 locations at the
northern and southern borders, with over 37,000 drivers enrolled.
All three of these programs enroll new members every day.

Nexus, Century and FAST all identify low-risk registered trav-
elers through an application, vetting and fingerprint name check
process, thereby allowing resources to be focused on more high-risk
unknown travelers. To support these programs. CBP has developed
enrollment processes for applications vetting, biometric captures
and face-to-face interview of participants with CBP officers. CBP
also has databases, hardware policy and procedures in place to run
day-to-day operations in all registered traveler environments.
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Furthermore, Nexus and FAST Programs have been developed as
bi-national programs in conjunction with Canada under the aus-
pices of the Shared Border Accord. CBP is also currently piloting
an Air Nexus Program with Canada for expedited pre-clearance
from the Vancouver International Airport using biometric tech-
nology and an automated kiosk.

Most recently, CBP has been fully engaged with the US-VISIT
Office and TSA in developing an International Registered Traveler
Pilot Program. This program would encompass the best practices of
existing CBP and TSA programs and would fully utilize US-VISIT
technology to ensure that vetted and low-risk travelers are offered
expedited service through CBP and TSA processing. This project is
also envisioned to become global in scope, and preliminary discus-
sions have already been held with the Dutch government to de-
velop a bilateral registered traveler initiative.

Clearly, some coordination has taken place among DHS agencies.
However, the SCO would provide an even greater opportunity to
engage in systematic and comprehensive coordination of screening
programs. Although the operational agencies within DHS have
been chartered with different missions, rely on different statutory
authorities and operate in different environments, there are, never-
theless, numerous opportunities through the SCO to optimize the
standardization of systems, equipment and databases in a way that
will take these differences into account.

Thank you again for the opportunity to share information on the
establishment of the Office of Screening Coordination and Oper-
ations. This concludes my testimony and I look forward to respond-
ing to any questions you may have.

[The statement of Ms. Spero follows:]

See page 10.

Mr. LUNGREN. Thank you all for your testimony. I am going to
ask a few questions at this point in time.

You have a number of different systems here, number of different
databases. I recall as Attorney General of California I was the head
of the WSIN, the Western States Information Network, which origi-
nally started as an information sharing among a number of dif-
ferent law enforcement agencies with respect to fighting drugs.
When we expanded it to go into gangs, we realized that there was
a different set of criteria. We had to make sure that people who
shouldn’t have access to gang information didn’t get that, even
though they had information to the other parts of WSIN. As we de-
veloped pointer systems and so forth, we had to make sure that
there were safeguards.

The thing that would defeat something like this the fastest is if
we didn’t make sure that we had appropriate privacy standards
and privacy guards here. I presume that with the various different
databases you have different standards of privacy depending on the
particular program involved.

First of all, is that true, and, second, how do you seek to coordi-
nate these various databases without running into the problem of
some people having access for an appropriate manner for a par-
ticular database but not for another under privacy concerns?

Mr. WiLLIAMS. Chairman, let me first talk about this in terms of
the US-VISIT Program. This is a program where privacy is one of



20

our top four goals, and we take it very, very seriously because we

want people to feel comfortable when we collect that information

{,)hat it will be shared only with those people on an appropriate
asis.

All of the programs that we are talking about that have data-
bases like the databases that US-VISIT uses, have to comply with
having systems of records notices, the Privacy Act of 1974 and the
E-Government Act. In fact, with US-VISIT those acts do not apply,
strictly speaking, because we are talking about information today
on foreign visitors. But in fact, DHS made a policy decision to
apply those Acts to the US-VISIT databases. All of the systems
today however have to build in security and privacy controls so
that we know the general answers to privacy questions, which are
“what information are you collecting?” “how long are you keeping
it?” “who are you sharing it with and what are they doing with it?”
And all of these questions have been answered with regard to all
of these systems.

As we look to the future of the SCO, whether databases are com-
bined or whether they are just simply linked, we need to continue
to answer all of those privacy and security questions.

Mr. LUNGREN. Before you answer, I would just say I would hope
that when you make those decisions—I would expect before you
make those decisions you would consult with Congress on those
matters.

Ms. SPERO. Yes, we would, indeed. And I would just add to Jim’s
statement that we also take privacy very seriously. There are prob-
ably three ways to look—three elements of making sure that the
data is secure. One of them is user IDs and password controls, an-
other one is access controls, and the third is training. I am speak-
ing of our employees. And that we are able to through these three
elements ensure that employees understand what the restrictions
on the data they are seeing and also that they only see what they
are entitled to see based on need. So we can in fact take data and
make it only available to certain groups and make a broader data
available to larger groups. So it is possible, and we do in fact prac-
tice that.

Ms. DIBATTISTE. Chairman, if I may add, on all of the programs
that I discussed in my opening testimony, TSA has taken extreme
measures to protect the privacy of the data and the individuals
that are in the databases. And I would like to talk to you specifi-
cally Secure Flight, which I know has a lot of interest from this
committee. We have developed a very comprehensive privacy pack-
age to support the Secure Flight testing, which is being done as we
speak. And we already issued the privacy impact assessment which
explains how the PNR data would be used and protected by TSA;
A system of records notice that explains our statutory authority to
collect the passenger information and conduct the testing; and
what is called PRA, Paperwork Reduction Act Notice, was included
in the order to obtain the data from the air carriers which they pro-
vided to TSA from which we did the testing. And after we did that,
we got 500 comments back from the public on those three docu-
ments alone.

We incorporated their comments and as much as we could and
where appropriate and before we implement Secure Flight. I even
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have a little more to tell you about Secure Flight; we are going to
be redrafting the Privacy Impact Assessment (PIA). It will be re-
issued to the public again, and the agency will then publish an in-
terim final rule and seek comment from the public on these docu-
ments as well. So we are implementing every possible protection.

As Deputy Commissioner Spero mentioned, we treat the data
within the Secure Flight Program similar to those of you who have
criminal backgrounds as an evidentiary chain of custody. It is
treated as if it were evidence in a case. And we have a very con-
trolled chain of custody on any data that we receive. We also train
all of our people. Everybody at TSA has been required to go
through privacy training, but on the Secure Flight Program they
have all specifically received privacy and security training. Any me-
dium that is used to transfer the data is locked in a high security
safe when it is not in use. And this is regarding Secure Flight. We
have daily inspections to ensure that the data is protected. And
anybody that has access to the data facility is through key card
and pin access to make sure that our data center is protected.

So I can’t say enough about how much we value the privacy pro-
tection in all of the programs, and we have done similar things
with Registered Traveler, the HAZMAT Program. I could go
through it, Alien Flight and TWIC in issuing all the proper notices
and protecting the data.

In this SCO consolidation, at this moment in time, we are not
intending to commingle the databases. Now, I know Mr. Williams
mentioned that at some future time if there is ever any intent to
do that, we will be coming back to you.

Mr. LUNGREN. Thank you very much.

I now recognize the Ranking Member for questions.

Ms. SANCHEZ. Thank you, Mr. Chairman.

I have several questions. The first is why wasn’t Student and Ex-
change-Visit or Information System included in the SCO consolida-
tion? I am interested because I still think there is some problems
with it, and I also would like to see some improvements made there
if it is in consolidation, because at least five of the 9/11 hijackers
had student visas.

So I just wanted to know where that was rolling, why you had
decided to keep it out. Is it because it has problems that you didn’t
put it in this office, new office?

Mr. WiLLIAMS. SEVIS, the Student Exchange Visitor Information
System, was at one time considered to be included in SCO. But the
logic behind not including it was looking at those programs where
they thought they were in discussions with OMB and DHS where
there was more commonality around people screening.

SEVIS is something that is particular to immigration and cus-
toms enforcement. In talking about student visas, that is some-
thing where those people holding student visas are screened by
various methods that Deputy Commissioner Spero mentioned, in-
cluding the US-VISIT’s biometric screening as well as the bio-
graphic screening.

And any of the programs that are out there that are not included
today, I would say we will be looking across the department to de-
termine at if it is a system or program that contains elements of
what we should coordinate-whether it is a biographic, biometric
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database, an enrollment process, or analysis tools. We would look
for commonality to be able to make sure we are coordinating all
those things.

But as I said in my oral statement, Secretary Chertoff will be
looking at the SCO and will be doing this as part of his major oper-
ational and policy review of the departmental initiatives. So I am
sure that all of these things will be looked at as part of the Sec-
retary’s review.

But the logic behind leaving a program like SEVIS out of SCO
was looking at, the critical people screening programs, whether it
is clear commonality, and if it is a program that is particular to
one operational entity. And, frankly, it was also part of looking at
what is the right thing to bite off initially, how much could you
take in and try and consolidate and integrate, at the same time
looking eventually outside those boundaries to make sure you har-
monize and synchronize all the other common elements that are
particular to screening programs.

Ms. SANCHEZ. I am also interested in the travel, and it happens
either way. It has happened to me several times, either when you
are at the airport or where you are crossing across the border. I
am just trying to figure out who is setting the standards, what
kind of—how are you going to end up on a list? What if you have
the same name as somebody else who is on a list? How are we
going to work with these people to make sure that they don’t con-
tinually get stopped?

Mr. WiLLiaAMS. Let me first answer. I know Deputy Adminis-
trator DiBattiste would like to answer too.

One of the things that helps in this regard where somebody has
the same name as someone on a watch list is biometrics, because
biometrics are unique to the individual. And we believe biometrics
help verify identity. And in fact, as our Chief Privacy Officer Nuala
O’Connor Kelly often says, biometric programs help protect your
privacy from somebody taking your identity.

Ms. SANCHEZ. But how long is it going to take to have that in
place? I mean, I have got people right now who?I represent a large
Arab and Muslim community, and I have people who four or five
hours sit at LAX every time they have to travel.

Ms. SPERO. Ms. Sanchez, first, I will answer your first question,
how do people get on the no-fly list, and then I will attempt to an-
swer how we try to help the traveling public when their name is
similar to someone that appears on the list—it is not an exact
match but it is similar to someone that appears on the list—and
what we have instituted at TSA to try to help alleviate their con-
cerns and their problems when they come to the screening check-
points.

First, how does someone get on the list, the no-fly list, a nomina-
tion is made by either the law enforcement community or the intel-
ligence community. It could be the FBI, the State Department,
CBP, the CIA. To the FBI for domestic persons and to the NCTC,
the National Counterterrorism Center for International Persons.
Then the FBI or the NCTC does a review and they then provide
a nomination of that based on the information they have gotten
from law enforcement to the Terrorist Screening Center.
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The Terrorist Screening Center then will review what the nomi-
nating agency has given to them, and they do an assessment. We
have TSA people detailed there to do that assessment, to make
that determination whether they are going to go on the no-fly list,
along with law enforcement people. And they make a decision
whether to reject the person, nominate the person or accept the
nomination, the Terrorist Screening Center does with TSA people
detailed there.

After that assessment is done, there is a constant review of that
every six months. There is a review of the people on the no-fly list
to ensure that they still should remain on the list.

Now, your second question really goes to what happens when
someone has a name that is similar to someone that is placed on
the list, because it is really not someone that is erroneously placed
on the list. The list is finite and we know who is on it and who
isn’t on it. But it is very rare that individuals are erroneously on
the list. For instance, you mentioned the Senator, Senator Ken-
nedy. His name was similar to someone that was on the list, and
what we do then is we have a redress program that we are going
to even make more robust when Secure Flight is initiated.

But the redirect mechanism that is in place today is if someone
has a name that is similar and the carriers implement the list
right now. So the air carrier tells them, “You can’t fly, your name
is similar to someone that is on this list.” They can contact on our
TSA web site, www.tsa.gov, and go in and contact our contact cen-
ter, which is a call center. They give them what is called a PIVF,
a Personal Identify Verification Form. They fill out that form, nota-
rize that form and then we run them through our intel community
and they verify whether they are really on the list or their name
is just similar to someone on the list, and then we issue them a
cleared letter. And that cleared letter they use from there on our
to be able to get on the airplane.

Ms. SANCHEZ. My constituents tell me that even when they carry
this letter that they are still being pulled aside and that it takes—
that they still get searched, et cetera, even when they are carrying
this letter and that it could sometimes be up to an hour for them
before they get let through.

Ms. SPERO. We are still working through expediting the process
and that leads me to my third point, and that is the new Secure
Flight Program that we are working and it is in testing right now.
That will help solve a lot of this problem because it will be—the
watch list will be in the hands of the Federal Government. Right
now the carriers are executing and comparing the names on the
list. Once Secure Flight is up and running, we will be comparing
them. The name matches, we believe we will have less problems,
what you call false-positives, with the name matches, and we will
be able to fine tune and people will not be delayed at the security
checkpoint.

But we are working through that, Ms. Sanchez, and we are im-
proving it. Some are still delayed. It is based on individual carriers,
and that is why we are working with the carriers on helping them
move through the cleared letter and process the cleared letter a lit-
tle bit faster. But with Secure Flight we are going to solve a lot
of these problems that you mentioned.
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Ms. SANCHEZ. Thank you, Mr. Chairman.

Mr. LUNGREN. I might just tell members of the Committee the
information we have received is that we have recessed subject to
the call of the Chair on the floor, and at approximately 3:15 we ex-
pect our first votes of the day.

One of the lights is burned out. The Committee can’t afford to
pay for that right now.

So now I recognize the Chairman of the full Committee, Mr. Cox,
for his questions.

Mr. Cox. Thank you very much, Mr. Chairman.

Ms. DiBattiste, Ms. Spero, in the first case, TSA saw its Secure
Flight Program contributed to the new office. On the other hand,
the Advanced Passenger Information System was not contributed.
If you could describe why in one case and not the other, starting
with Ms. Spero.

Ms. SPERO. Yes, sir. I think the best way to look at it might be
to think about APIS as a system, and Secure Flight perhaps is
more of a program. APIS is in fact integrated with US-VISIT,
which is part of the SCO. So APIS plays a major role. The fact that
it is connected to CBP in terms of the way it works data-wise
doesn’t mean that it isn’t fully integrated with US-VISIT. So I
think it is more of a conceptual difference.

And also we use APIS, as you know, in our National Targeting
Center, which has a different function than the Secure Flight Pro-
gram. So APIS feeds into the National Targeting Center analysis
work.

Mr. Cox. Ms. DiBattiste, do you want to add to that? Do you
want to draw any distinctions between the two programs?

Ms. DIBATTISTE. I think Ms. Spero addressed the major distinc-
tions.

Mr. Cox. All right.

Ms. DIBATTISTE. We are domestic and APIS is international. I
mean, that is another major distinction. And we do use APIS when
we do the crew vetting. Now, that is another program that I briefly
mentioned in my opening statement. So the TSA Crew Vetting Pro-
gram where we are vetting the flight crews and the cabin crews,
uses from APIS, because it is all international.

Mr. Cox. Well, first, let me reiterate what I said at the outset,
that I applaud the movement of the Department toward coordina-
tion and integration of these disparate screening systems. I also
recognize that your plan of deployment is people first and cargo
second. So that explains some of the decisions that have been made
at the first pass to put things in and keep other things out.

And I am now trying to understand the more fine distinctions
that have been made between passenger screening programs or in-
dividual person screening programs so I can take a step back and
not be too concerned that I think some of these distinctions are
being made rather finely if I can be made to understand that this
is a work in progress, that you expect that these programs will in
fact all be ultimately coordinated and integrated but that this is a
proper first pass. Or, alternatively, are you considering that be-
cause something is international and not domestic that it will be
forever separate?
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Mr. WiLLIAMS. Chairman, I would just say you used the correct
words, “coordination” and “integration.” There will be other exam-
ples of systems that may not be under the SCO, such as the State
Department’s Consolidated Consolar Database (CCD) system,
which is used by CBP as part of a US—VISIT system, so that when
a traveler comes into the United States and the machine-readable
zone of a passport or a visa is swiped, the CCD is accessed as part
of that to put up on the screen of the CBP officer that photograph
that was taken by the State Department visa issuing officer. And
that photo that appears on the screen of the Customs and Border
Protection officer then becomes part of the screening process, be-
cause they look to see if the photo on the screen—the photo that
the State Department took—is the same as the person standing in
front of them. That CCD then is part of the screening process. So
there will be other systems and processes that have to be coordi-
nated and integrated to make sure we have a harmonized system.

Mr. Cox. Ms. DiBattiste?

Ms. DIBATTISTE. Yes. Chairman Cox, if I may add, I think you
stated it exactly correct. This is the beginning, and Secretary
Chertoff has said in his few short days as being our new Secretary
that he wants to do a review, a thorough review of everything that
is going into the Screening Coordination Office. Then we are going
to go from there and take what he calls a second stage review and
look at all of the programs and then move to possibly cargo and
conveyances.

So I think this is the beginning of a process, and we are subject
to review at the highest levels of the Department with consultation,
with members of this committee, and I think you are going to see
us doing whatever we can to integrate and consolidate while still
protecting people’s privacy and safeguarding their civil liberties.

Mr. Cox. Thank you very much. My time is expired.

Mr. LUNGREN. Mr. Pascrell?

Mr. PASCRELL. Thank you, Mr. Chairman.

The question I have is two things. Is it true that in every major
airport in this country that the workers who go to work every day
are screened before they are allowed to go into the airport proper?
Deputy Administrator?

Ms. DIBATTISTE. Yes. Yes. All the workers that go into the sterile
area are screened, and the workers that have access to the SIDA
are not. We have a plan and we are still working on moving for-
ward. That is one of our number one issues for this year. One of
our number one goals is thorough SIDA access, access control and
working on what we can do to screen all workers.

Mr. PASCRELL. Well, I think that is critical. It has been asked
both on the Transportation Committee and in Homeland Security,
both Select Committee and now I am asking it. Because that was
not the case before, and we brought this up many times. And what
you are telling me is that every worker who is not screened we in-
tend to screen before that worker can go to work every day.

Ms. DIBATTISTE. What I am saying is if they are going into the
sterile area, they have to be screened, physically screened.

Mr. PASCRELL. So, in other words, they are going to be treated
like a passenger.
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Ms. DIBATTISTE. But the SIDA people going into the SIDA area
still can get into the SIDA with their badge, and that is our next
phase of the process.

qu. PASCRELL. And we intend to inspect those as well, eventu-
ally.

Ms. DIBATTISTE. Yes, sir.

M;" PASCRELL. When this program is up and ready; is that cor-
rect?

Ms. DIBATTISTE. Yes, sir.

Mr. PascreLL. OK. Mr. Williams, what progress has DHS made
to date to ensure that passengers on international flights are
checked against a watch list?

Mr. WiLLIAMS. Today when somebody is coming into the United
States, through the APIS system the airlines send the arrival
manifest 15 minutes after wheels up. That arrival manifest is
checked while those people are in the air against the terrorism
screening database. And when that person arrives, the passport or
visa that is swiped then tells the officer whether that person has
been a hit against those biographic watch lists.

In addition, when those people arrive at a Customs and Border
Protection port of entry and are included in US-VISIT, they put
down their biometrics using the digital finger scans and digital
photograph, they are checked against a watch list biometrically. So
they are checked two different ways.

Ms. SPERO. If I may add to that, in addition to the APIS informa-
tion that comes in on passengers, we also have passenger name
record information, which is the airline reservation system, and
that is also taken into account, along with other databases, includ-
ing the terrorist watch list targeting rules are applied, and that in-
formation is provided through the National Targeting Center,
through the CBP passenger analytical units so that by the time the
flight arrives the frontline officer has the information he needs to
know who is a potential risk.

Mr. PASCRELL. So this is a far cry for what we are learning after
the 9/11 Committee report came out, and the FAA showed a very
severe lack of coordination and communication abilities and telling
folks who were on those flights. I mean, a lot of it is redacted, of
course, I mean, we don’t know what the heck happened when you
look at the redacted report. Something went on between April and
August of 2001, and that is not just a lack of communication. There
was a total breakdown of the ability of Federal agencies to protect
this country and its residents.

Do you think what you have seen so far, Madam Deputy Com-
missioner, what you have seen so far have we improved the posi-
tion, the operations of communications to the extent that we could
avoid or should be able to avoid all of them, most of the break-
downs that occurred during that six-month period? That is a tough
question, but you are up for it.

Ms. SPERO. I am not sure I can answer definitively because there
is more to what happened in 9/11 than what the functions of Cus-
toms and Border Protection and so forth as far as the intelligence
aspects of it. But you do see now all of the government coming to-
gether with the establishment as Deputy Administrator DiBattiste
mentioned, of how the terrorist screening database is constructed.
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Many different agencies play into that determination. The fact that
we work with the carriers and that we have a partnership also
with US-VISIT so that all international passengers are truly
screened, analyzed and targeted before they get to the frontline of-
ficer. So I would say that we have made vast improvements.

Mr. PASCRELL. Mr. Chairman, just in conclusion, I am not that
concerned about the inconvenience which all of us, many of us
seem to be complaining about. If folks are doing their job and if the
agencies are doing their job, we are going to have to be inconven-
ienced. This is called shared responsibility, and we should try to fa-
cilitate folks going through airports, but we should not be doing the
bidding of the carriers.

And if you look at the history of this problem, many of these
problems—I am not just talking about airlines here—but if you
look through the history of this, we have done their bidding for
many, many years, even long before 9/11. So the inconvenience is
one thing, but we want to make sure we protect America. That is
most important.

Thank you, Mr. Chair.

Mr. LUNGREN. Thank you, Mr. Pascrell.

And now Mr. Pearce.

Mr. PEARCE. Thank you, Mr. Chairman.

I appreciate your testimony today.

As I listened to Ms. Spero, can you give me a list of all the num-
bers of people who are affected? You read through a list that
65,000 people are checked in the air, 14,000 foreign pilots. It would
be nice to have that measuring stick. Can I get a copy of your testi-
mony? I did not have that in my packet.

Ms. SPERO. Sure.

Mr. PEARCE. OK. I would appreciate that.

I would like to offer a different perspective than my friend who
just testified, that one of the concerns that we have to reach in the
security business is also making sure that commerce is rep-
resented. We can shut down all industry and we can shut down
every single trucking, cargo, shipping business that exists, and we
can get a very secure nation, we just won’t have much of an econ-
omy left. What feet at the table, as you have discussions about the
procedures, do businesses have?

Ms. SPERO. Well, if I might start, that is a subject near and dear
to our hearts. As I mentioned, CBP views its mission as having
twin goals, which is in fact preventing terrorists and terrorist
weapons from entering the United States while facilitating the flow
of legitimate trade and travel. And getting that balance is some-
thing that we have been striving for with all of our strategies. We
have a number of partnerships that we are extremely proud of.
One of them is the Customs Trade Partnership Against Terrorism,
CTPAT, which we started immediately after 9/11 when there was
legacy Customs working with all members of the trade community
to establish greater security in our supply chain.

Mr. PEARCE. If I might interrupt, what seat does business have—
do th?ey actually have a representative that sits in on your discus-
sions?

Ms. SPERO. CTPAT members are actively part of forming—con-
sulting with us on all of our policies.
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Mr. PEARCE. But they are actual businesses.

Ms. SPERO. Yes. CTPAT members are household names. They are
importers, they are carriers.

Mr. PEARCE. OK. Thank you. Yes, that is fine. Just want to
check.

Mr. WiLLiaMS. Can I add to that? You asked how does business
have a seat at the table. I think DHS may be unique by having the
position of a Special Assistant to the Secretary for the private sec-
tor, Al Martinez-Fonts. In addition, we also meet with stake-
holders, U.S. Chamber of Commerce—.

Mr. PEARCE. OK. That is fine. We are kind of running out of time
here. The one function that you are bringing in that was handled
by that airlines before and you are now bringing it over into your
function, is it possible to get a cost that the airlines assessed for
that service and compare it to the cost that you all are going to use
on the service?

Ms. DIBATTISTE. We will get that for you.

Mr. PEARCE. The administrative section that is going to take—
I forget the figures—$6 million for 32 people, can I get a copy of
the budget request all the way down? If it is just salaries, that is
sort of high. And is it possible also for you all to get us some exam-
ples of actually the improved coordination that you are hoping to
achieve with this springing together of departments and security
functions.

What I am looking for there is some of the stumbling blocks that
have been provided in the past that you see are going to be im-
proved by this because it is easy to just say we are going to get
improved coordination and sometimes we aren’t going to get im-
proved coordination at all.

Why is the free and secure trade the smallest piece of your budg-
et? Out of an $847 million budget, $7 million is dedicated to the
free and secure trade and that was maybe at the heart of my ques-
tion on what are we doing to make sure business still occurs?

Ms. SPERO. The FAST Program is actually up and running. It is
an operational program, and it will be expanded. It has been devel-
oped in concert with the private sector, notably many of the major
auto companies. And the costs are relatively low to that program
because it relies on very little in the way of new technology other
than transponders.

Mr. PEARCE. Thank you, Mr. Chairman.

Mr. LUNGREN. We have gotten notice that there are two votes on
the floor, one a 15, one a 5-minute. And after Mr. DeFazio has his
opportunity to ask questions, we will break for approximately 20
minutes.

Mr. DEFAZIO. Thank you, Mr. Chairman. Ms. DiBattiste, I would
like to go to secure flight and registered traveler. I note on the reg-
istered traveler that you are assuming some fairly substantial reve-
nues in 2006. Does that mean we are past the pilot and into an
expansion of the program?

Ms. DIBATTISTE. No, it does not, Mr. DeFazio. We are still in the
pilot. We have the five pilots, and they are—.

Mr. DEFAZIO. But may I ask what—?

Ms. DIiBATTISTE. Yes, sir.
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Mr. DEFAZIO. —sense the current pilot program makes. You have
to fly a certain airline out of a certain airport in order to be in the
pilot program. It isn’t that you fly out of that airport all the time
or it isn’t that you fly—I stood in a very long line with many other
frequent travelers and looked at the unutilized machine there at
National with no one using it because we are all in the line for all
the other airlines in that terminal, I don’t understand.

I mean, since we are moving toward the government controlling
things, why doesn’t the government issue the frequent traveler IDs
to people who apply to the government and pay a fee as opposed
to having to use a certain airline out of a certain airport to do a
certain thing?

Ms. DIBATTISTE. Well, one of the things we are looking at is test-
ing the biometrics as a pilot and looking at interoperability. That
is our issue right now on whether we are going to expand the pilot.
Because, you are right, you have to be at a certain airport and only
a certain carrier. So we are looking at solving the interoperability
issue, and that is one of the purposes of the pilot.

Mr. DEFAZI10. I appreciate that, but I don’t understand the inter-
operability issue. The government sets the standard, you issue a
card, you use the standard machines that are linked to a database.
But, in any case?

Ms. DIBATTISTE. But you know we have a commercial pilot that
is being tested in Orlando, the Public—Private Sector Pilot, that will
also give us a lot of interesting area to improve and expand and
do some of the things that you are suggesting, because it is a pub-
lic-private partnership. We would set the standard, we would do
the background checks, but the private sector will actually do the
enrollment. And that might be the answer to your concerns.

Mr. DEFAZIO. Well, I am sorry to hear the government is that in-
efficient that you can’t do this. I mean, I have got my concealed
carry permit with me. I had an FBI background check to get it.
Other people in all the states do this. I mean, it is not biometrics
yet. I mean, it doesn’t seem like rocket science.

Let’s go to Secure Flight and CAPPS II. We are still utilizing
CAPPS II whose criteria are well known, correct? That is, you buy
a one-way ticket, oh, you are going to come up. You are a threat.
You buy cash, whoops, you are going to come up. You are in the
Frequent Flyer Program. Well, you are not going to come up. We
are still using that, right?

Ms. DIBATTISTE. No, we are not still using CAPPS II.

Mr. DEFAzIo. OK. Then how are we charging—.

Ms. DIBATTISTE. That is CAPPS I that you are describing.

Mr. DEFAzio. Well, CAPPS II isn’t much more sophisticated.
How are we then selecting people. We are using CAPPS II to select
people.

Ms. DIBATTISTE. No. CAPPS II is no longer—.

Mr. DEFAzIo. When you get the black X’s on your ticket.

Ms. DiBATTISTE. That is CAPPS 1, sir.

Mr. DEFAZ10. Well, and that doesn’t happen anymore?

Ms. DIiBATTISTE. We still use CAPPS I that generates a random
number of selectees, and it does also—.
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Mr. DEFAZIO. Do you know what terrorism experts say about
random selection and how likely it is that you are going to deter
and/or find a threat?

Ms. DIBATTISTE. But that is why we are going to Secure Flight.

Mr. DEFAzIo. Right. Now, that is the problem. I don’t think Se-
cure Flight is ever going to work, but maybe it will. But back to
the trusted traveler, what percent of the people take what percent
of the flights? Are you aware of those statistics? That is a very
small number of people take a very large number of the flight. Are
you aware of that?

Ms. DIBATTISTE. Yes.

Mr. DEFAz10. OK. Now, wouldn’t it make sense to expedite those
people through and then focus on the other three quarters of the
passengers who are unknown until such a time as you have Secure
Flight, which I am not sure you ever will beyond some sort of test
phase. And by getting those people through your system, you then
have all the others who are occasional travelers over here.

It would also help the airlines; they are all going broke, because
they are losing all their business execs because they are all going
to corporate jets who you don’t screen, by the way. I mean, in any
of these ways, yes, we do some very cursory sort of checks on peo-
ple getting on a corporate jet but not much, and they don’t stand
in the line.

So you are hurting the airlines, you are jamming up the airports,
you are focusing on the wrong people, and we have been doing this
for 3 years now. You would think at this point we could begin to
evolve beyond the original primitive CAPPS system and we could
also expedite what is a known technology and in our military, in
all our nuclear plants and everywhere else with the so-called Se-
cure Traveler card and biometrics. It is off-the-shelf technology.

Ms. DIBATTISTE. Mr. DeFazio, that is exactly where we are head-
ed. The biggest complaint from the air carriers is that they have
to compare the watch list every day. We are taking that away from
them. It will reduce the number of selectees once we get Secure
Flight up and running. It will reduce it in half.

Mr. DEFAZI0. If you do. OK. Then how do we know that the per-
son whose name came up as not a threat name is that person?
That is the other problem with Secure Flight. You don’t know that
is the person. You are not using biometrics. That person is using
an ID card, which Mr. Mica famously had his staff download from
the Internet and create driver’s licenses from a number of states
with IDs on them in an hour’s time and that will be the basis for
how you determine whether that person who you just ran through
the system that you took 3 years to construct, maybe it is really
not that person.

Ms. DiBATTISTE. Well, that is one of the reasons why we are
doing the testing now, the original testing and now the commercial
database testing, so we can reduce the number of what is called
false-positives. And we believe that—.

Mr. DEFAzIO. No, no. I am getting to the—you know, someone
steals your name, your good name, they manufacture a fake ID,
they are flying as Carol DiBattiste, and they have a driver’s license
that shows them to be Carol DiBattiste, and they are not going to
pop up under that system.
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I mean, the basic flaw in Secure Flight is you don’t know wheth-
er that name and that person are that person. Whereas under Reg-
istered Traveler you are using biometrics. By not focusing on Reg-
istered Traveler and getting to a small number of people who take
a very large number of flights, diverting them out of system and
then focusing the remaining security on those other people, we are
creating vulnerability.

Ms. DIBATTISTE. But, sir, that is exactly what we are doing. Se-
cure Flight keeps bad people off airplanes. Registered Traveler let’s
the good people—.

Mr. DEFAZIO. You just explained my point. It keeps bad names
off airplanes. It doesn’t keep bad people off airplanes. There is a
difference. Someone who manufacturers an ID of a good name isn’t
going to come up with a bad name. I am a terrorist, I am whatever,
X Smith, well-known terrorist. Tell you what, I am not going to use
my name when I get on the plane. I am going to use someone else’s
name and ID, which I have stolen, and I am going to get on the
plane and Secure Flight isn’t going to find them because that other
good citizen whose name they have temporarily stolen is not in
your database. So that is the flaw with that system.

Mr. LUNGREN. The gentleman’s time has expired, although the
gentleman has not expired.

[Laughter.]

We will stand in recess subject to the call of the Chair for now
10 minutes.

[Recess.]

Mr. LUNGREN. [Presiding.] The subcommittee will reconvene and
recognize Congressman Dicks.

Mr. Dicks. Thank you, Mr. Chairman. I want to congratulate you
on coming back to Congress and also being Chairman. I think it
is terrific.

Mr. Williams, going on 3 years now, you and I have been dis-
cussing the importance of making sure that US-VISIT is interoper-
able with other existing databases to ensure that we are getting
the system that the Nation needs and that Congress mandated. In-
deed, as early as 2003, Congress is on the record stating that it is
essential for US-VISIT and the IDENT system DHS uses to be
interoperable in real time with IAFIS, the FBI’s criminal database.

In August of 2004, metrics study, a report done by the Depart-
ment of Justice, shows exactly why this interoperability is so im-
portant. Almost three-quarters of the criminal aliens encountered
at Border patrol stations and ports of entry were identified only by
checking the FBI’'s system and would not have been identified by
checking IDENT alone.

As we both know, checking incoming aliens against the FBI’s
database during the US-VISIT process is not feasible because of
the administration’s decision to use two flat fingerprints instead of
6, 8 or 10, 10 being preferable, which likely would improve the ac-
curacy rate enough to make this work.

I am sure you have seen the review of the status of that IDENT,
TIAFIS integration issued by the Justice Department Inspector Gen-
eral in December. Justice argues that this effort has stalled pri-
marily because of the inability of DHS and the State Department
to adopt a uniform method of collecting fingerprint information
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that conforms to the NIST standard put forward in 2003. DOJ con-
cludes that the Federal Government may face significant costs to
reengineer its fingerprint identification system in the future to im-
plement a uniform fingerprint technology standard to make all the
systems fully interoperable.

Mr. Williams, Congress brought the issue of interoperability up
2 years ago to ensure that we wouldn’t have to create this system
and spend the money to do so twice. I am deeply concerned that
the congressional directive to make U.S.—VISIT fully interoperable
with TAFIS is not happening and that the long-term vision to im-
plement US-VISIT you are in the process of developing will require
billions of additional dollars to be spent in order to interact with
the TAFIS database, as Congress directed you to do years ago.

What is being done in the current increments and in the develop-
ment of a long-term strategy to make sure we don’t have to do this?
In other words, why didn’t you guys do what Congress directed you
to do and that is to use 10 fingerprints and have a system that
would be compatible with the FBI’s system instead of going with
this two fingerprint system? We have had the best experts before
this committee, from Stanford and other places. The best you can
get with two fingerprints is 53 percent accuracy, and you saw what
happened in this metric study.

Why was this done? I brought this up to Asa Hutchinson,
brought it up to the Secretary, the Senate raised this issue repeat-
edly, and yet you guys just stiffed us and said, “No, we know bet-
ter. We are going to do it our way. We are going to go with a two-
finger system,” even though every expert that we have had before
the Congress has said that the two-finger system is not the way to
go. Why was this done? I mean, it bothers me that somehow maybe
this is contractor oriented. I mean, why wouldn’t we do the right
thing when it was so obvious that it was the right thing?

Mr. WiLLiAMS. Congressman Dicks, I believe there are several
questions in your comments that I would like to respond to. First
of all, the fingerprint system that we check against when people
come into the country at a customs and border port of entry re-
quires that the check needs to be done within a matter of seconds.
Checking against the FBI system cannot be done today. It takes at
a minimum—.

Mr. Dicks. That is not what I am told, sir. I am told you can do
the 10 fingerprints within a fraction of the second of the time you
can do two fingerprints. And it is because the 10-fingerprint system
is so much more accurate. That is what we are giving up here. We
went with a system that doesn’t work, and all the experts told us
it doesn’t work. And you guys are—it is the same old argument,
and it is going to cost us now. We are going to have to go back and
fix this system because it doesn’t work.

Mr. WILLIAMS. Sir, the system that we use, IDENT, is a subset
of the FBI’s fingerprint system IAFIS, and that used to be where
we got extracts every 2 weeks. In June of 2004, we changed that
so that it is daily extract that updates our database. Our database
is about 1 million fingerprints plus. To check against the FBI's 47
million, 48 million fingerprints, 80 percent of which are U.S. citi-
zens which I am not even sure that we need to check takes at least
15 minutes, if not hours. The State Department will tell you, as
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they are pilot testing with using the IAFIS system, it is taking in
some cases hours, hours to get a response.

Mr. Dicks. Now, why does NIST say that new scanners can do
fast checks with eight or 10 prints?

Mr. WiLL1AMS. Well, it is a question of taking the print is one
aspect of it. Getting a response back from the system you are
checking against is the other half of that equation. Getting a re-
sponse back from the FBI’s system, which was not designed to be
a large-scale transactional system, to meet that few seconds re-
sponse time, it just simply cannot be done today.

Mr. Dicks. But what do you do with the fact that the people, the
top experts in the world that have looked at your system, say it is
only accurate 53 percent of the time?

Mr. WiLLiaMs. That is simply—it is not accurate when you take
a poor quality fingerprint, which we take—.

Mr. Dicks. When you only take two, the chances of poor quality
fingerprint are very high.

Mr. WiLLIAMS. When you take the fingerprint and you get a poor
quality fingerprint and it looks like a false-positive, that person is
sent to secondary where the fingerprint is retaken and verified. It
is verified whether it is a match or not. We have a 96 percent accu-
racy rate. It is not 53 percent. It is 53 percent only when there is
a poor quality fingerprint. And in fact we work closely with—.

Mr. Dicks. And a lot of the people who are trying to disguise
their identity have fixed their fingerprint. That is a known fact,
and that is why the people, the experts who came in and testified
before our committee from Stanford University said there is a
much higher chance that your numbers are inaccurate and that the
number is around 53 percent.

Mr. WiLLiaMS. Again, that 53 percent happens in only a small
percentage of the time, and it is when those people put down a
poor quality fingerprint. Those people are then sent to secondary
where they are subject to a further check. We do have a 96 percent
accuracy rate and looking at—.

Mr. Dicks. Well, then how do you explain what the metric study
showed? The 2004 metric study showed that when they were using
this system they were unable to identify the people who were the
criminal aliens, and they had to use the FBI system in order to
find out that they were criminals, that your system wouldn’t have
detected them. How do you explain that?

Mr. WiLLiaMS. Well, again, what we get from the FBI, which we
update daily, is all of their major wants and warrants and their
sexual predators that are foreign born, unknown country of origin.
That system that is being used by the Department of State today
at all of their 207 visa issuing posts, used by Customs and Border
Protection, that is identifying criminals, and in fact we have denied
entry to over 450 criminals and immigration violators through the
use of that system.

Mr. Dicks. Well, let me just tell you what the study showed, the
metric study. Three-quarters of the criminal aliens encountered at
border patrol stations and ports of entry were identified only by
checking the FBI system and would not have been identified by
checking IDENT alone. And I am also told that in US-VISIT it
uses only a small segment of the IAFIS system.
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Mr. WiLLIAMS. That is true. We use that percentage of the sys-
tem in order to get the response time that the Customs and Border
Protection officers need. If somebody’s coming into Dulles Airport,
they need to be able to get a response time very quickly in order
to not have the lines go out on to the tarmac. And if they had to
wait 15 minutes—.

Mr. Dicks. Explain to me again why you instead of getting a sys-
tem that was interoperable with the FBI system that you decided
to go and do your own system?

Mr. WiLLIAMS. This is the decision made when INS was part of
the Department of Justice, as FBI is part of the Department of Jus-
tice. Many years ago when they looked to need a system to serve
the transactional needs of the border, a decision was made within
the Department of Justice to develop the IDENT system. So the
system evolved as something that had a different business need, a
need to be able to have sub-second response time.

Mr. Dicks. The IG, the Inspector General’s report says that DHS
has not been willing to have the same metric study done like the
Department of Justice; is that correct?

Mr. WiLLIAMS. I am not sure what that is referring to, but you
referred to the NIST standards. The NIST standards that were set,
as I read it, recommended the use of two fingerprints and digital
photographs. It also said that you may need to go to more, and that
is when you do enrollments. When you are comparing it in a one
to many—when you start to get too many fingerprints in your data-
base, you can get into what they said unchartered territory, where
you get an unacceptable level of false-positives. That is not hap-
pening today.

Mr. Dicks. Let me just make one statement and then I will quit,
Mr. Chairman.

The results clearly show that not checking aliens against IAFIS
increases the risk that the United States will unknowingly admit
criminal aliens. The Department has proposed conducting a similar
study on visitors enrolled in US-VISIT but as of October 22, 2004,
the Department of Homeland Security has not yet agreed to do so.
I would like you to answer for the record why you have not been
willing to do so.

Thank you, Mr. Chairman.

Mr. LUNGREN. Ms. Lofgren?

Ms. LOFGREN. Just quickly because Congressman Dicks actually
covered the issues that I wanted to raise, but it does segue into an-
other issue, which is the goal of SCO to integrate the various data-
bases and that is really part of this question. And given that the
databases in some cases are Legacy systems that are a mess in
flow and in some cases need to be replaced, my question goes to
the budget.

Is your budget going to allow for the legacy systems to be up-
graded so that the kind of query that has just been discussed could
be o‘{l)one promptly instead of clumsily as might currently be the
case?

Mr. WiLLiaMS. I am not sure we know the answer to that yet.
The Department, as Deputy Commissioner Spero just recently said,
was just created about 2 years ago yesterday, and programs were
built upon legacy systems to meet specific business needs. And we
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have to look at the SCO not only from a database standpoint but
meeting a business need standpoint.

I always believe you have to look at integration starting with the
mission.

How much we have to then change the underlying infrastructure
in order to meet the now harmonized business need, I don’t think
we know yet.

Ms. LOFGREN. Well, could I ask this, because some of it is your
department and some of it isn’t, but until we upgrade the legacy
systems we are not going to be in a position to do the kind of
search that I think we would all want to do.

And one other point I would like to make, and I won’t use the
full 5 minutes because we are after our time, I know, but I really
think the biometrics serves two functions. One is is the person
standing before you who he or she says she is, I mean, an identi-
fier? And then, two, the ability to search what we know about var-
ious people with that same biometric to see is this the person who
pops up.

And there is nothing that prevents us—I mean, this is something
I have been talking about for the last 3 years—there is nothing
that prevents us from having more than one biometric to do that.
And I, for the life of me, don’t understand why we don’t have a bio-
metric with a very small data load in a very high reliability compo-
nent for the ID function. And in addition to, not instead of, a bio-
]ronetric that also can serve as a template for searching other data-

ases.

When INS went to this two-finger system, I don’t know if you re-
call, I complained about it because it was not compatible with the
FBI database, which was also a mess anyhow. And so what I would
like to get from you in writing is the budget question: What would
it take for your agency to upgrade the legacy systems that you are
dealing with now so that databases could be searchable with the
proper privacy protections built in in a timeframe that is suitable
for business purposes?

Number two, what biometric indicator could be used as an addi-
tion, not instead of, that would have a small data load and a high
reliability? I have been told that might be an iris scan, but I am
not pushing that technology. Whatever it is that would do the ID
function as compared to the search function that could get things
moving rather quickly.

And, finally, if you don’t know the answer I wouldn’t expect you
to, if you could at least estimate the FBI’s function—I am going to
ask the same thing over in the Judiciary Committee—on what kind
of budget would be required for the Department. They just had
their whole system crash and burn. What kind of budget are we
looking at for them to upgrade their Legacy systems.

And then the third question is if you could identify those data-
bases that either you maintain or you interface with that are cur-
rently incompatible so that we have an idea of the scope of what
we are talking about, that would be very, very helpful to me and
I am sure the entire committee. Can you do that?

Mr. WiLLIAMS. We would be glad to do that.

Ms. LOFGREN. Thank you very much.

Thank you, Mr. Chairman.
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Mr. LUNGREN. I know we are over time but I would just like to
ask two questions: one in the area of effectiveness and one in the
area of efficiency.

You have given us a lot of data about what you are doing, how
you are doing it and so forth. Can you very succinctly tell me what
the specific goals are to be achieved by the consolidation of these
scrg)ening initiatives? How is it that it will make us safer, simply
put?

Mr. WiLLIAMS. I think it will lead to, as the President of the 9/
11 Commission and I believe the Select Committee pointed out, the
need for consistency in screening which leads to enhanced security.
It also leads to increased efficiency that leads to getting more mis-
sion for the same amount of dollars, as well as making information
sharing a lot easier where you can align the systems and processes.

Mr. LUNGREN. In terms of efficiency, I look at the budget request,
I see the amount of money you have got in there, and I know the
largest amount is self-generated, that is it is fee-based. But I fail
to see any savings in here. The request envisions the need for 32
additional FTEs to manage the office. The first question people
would ask is “if it is more efficient, why do you need 32 more peo-
ple and another level of bureaucracy?”

Mr. WiLLIAMS. I would be glad to answer that question. The 32
additional people are to help achieve the benefits of integration.
The programs coming together have their own staffs that have to
operate their programs. To achieve integration, you cannot do it
without somebody who looks at this from a corporate level and
starts to knit together these programs in terms of how the business
processes, the data, the systems, the system interfaces, the data
sources, how do those get harmonized?

That doesn’t just happen by putting all of these programs to-
gether. You need some overhead of people who would help achieve
that integration vision and help manage that integration vision.
That comes from having an operational business vision and an in-
formation technology business vision. All of those things have to
happen.

The 32 people where there is $6 million set aside in the budget
I believe that is a small price to pay for the integration benefits
that come through putting together these different programs under
the SCO.

And in terms of the savings, as I mentioned before, what I think
you really get is cost avoidance. If you don’t do the SCO and you
don’t coordinate and integrate, then you have systems and pro-
grams that are building separate infrastructures potentially, buy-
ing the same tools instead of sharing the same tools. And that way
you have duplicative costs that can be avoided by achieving the
benefits of integration. If you then have the same budget, then you
get more mission for the same amount of money by building upon
that common set of services or that common infrastructure.

Mr. LUNGREN. I appreciate that, but that presumes that every-
body in the separate systems is absolutely necessary and no effi-
ciencies can be wrung out of the systems that exist now. We are
throwing a lot of money at your department, and we keep being
asked by people back home whether it is all being spent as effi-
ciently as possible, and I would at least have liked to have seen
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some identified potential savings, and I don’t see that here. But I
appreciate what you had to say.

I want to thank all three of you for appearing. I appreciate the
time. I appreciate your indulgence as we went over to vote and had
to come back. And I would like to thank the other members of the
Committee for being here, but they are all gone except one, and I
thank Ms. Lofgren for being here.

For those of you who don’t know, on the board we are listed as
voters as Zoe Lofgren and Daniel E. Lungren to make sure that no
one mistakes the two of us.

Ms. LOFGREN. Two fine Swedish Americans from the same state.

Mr. LUNGREN. That is right. That is right. Although as my moth-
er and father would say, I am Swedish Irish but I take the Swedish
side as well.

Ms. LOFGREN. And so am 1.

Mr. LUNGREN. I thank the witnesses for your valuable testimony
and the members for their questions.

The members of the committee may have some additional ques-
tions for the witnesses, and we will ask you to respond to them in
writing and the hearing record will be held open for 10 days.

This committee stands adjourned.

[Whereupon, at 4:17 p.m., the subcommittee was adjourned.]
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MATERIAL SUBMITTED FOR THE RECORD

PREPARED STATEMENT FOR THE RECORD FROM MARC ROTENBERG, EPIC EXECUTIVE
DIRECTOR AND MELISSA NGO EPIC STAFF COUNCEL

March 1, 2005

Chairman Dan Lungren

Ranking Member Loretta Sanchez

House Subcommittee on Economic Security,
Infrastructure Protection, and Cybersecurity

Washington, DC 20515

Dear Chairman Lungren and Congresswoman Sanchez,

We are writing on behalf of the Electronic Privacy Information Center (“EPIC”)
to bring to your attention the significant increase in surveillance funding in the pro-
posed Transportation Security Administration (“TSA”) budget for Fiscal Year 2006.
This includes increases in funding for programs that would move from TSA to the
Department of Homeland Security’s proposed Office of Screening Coordination and
Operations (“SCO”) if it were created. We ask that this statement be included in
the March 2,2005, hearing record of the House Subcommittee.

EPIC strongly opposes this increase in federal funding for TSA’s surveillance pro-
grams and urges the federal government to openly and transparently explain how
it intends to safeguard American citizens’ privacy rights under the SCO. In its de-
velopment and implementation of these surveillance programs, TSA has failed to
meet its legal obligations for openness and transparency under the Freedom of In-
formation Act, and the agency has violated the spirit if not the letter of the Privacy
Act. TSA also has shown a proclivity to using personal information for reasons other
than the ones for which the information was gathered or volunteered. TSA also has
shown poor management of its financial resources.

We urge you to ask the witnesses at the March 2 hearing what steps the agency
will take to protect privacy and ensure transparency in data collection and use. The
Subcommittee should particularly scrutinize how the agency will safeguard citizens’
civil liberties and guarantee accountability of the actions of the proposed Office of
Screening Coordination and Operations.

President Bush’s proposed budget would increase TSA spending by $156 million
to $5.6 billion for fiscal year 2006, but this increase is contingent upon $1.5 billion
that will be generated by a 120 percent jump in security fees assessed to airline
passengers.! Assistant Secretary David M. Stone defended the increase at the Feb.
15, 2005, hearing before the Senate Committee on Commerce, Science and Transpor-
tation saying air passengers, not the general public, should pay for air travel secu-
rity. However, this money will not go toward new security measures, but will re-
place funds now provided by the government for current air traveler security pro-
grams.

Assistant Secretary Stone also testified that this increased fee would mean “re-
sources from the general taxpayer could be used for more broadly applicable home-
land security needs,” but he did not define what these needs would be.2 Other pro-
grams under TSA that are receiving an increase in funding in the proposed fiscal
year 2006 budget include surveillance programs that have significant privacy impli-
cations for tens of millions of American citizens and lawful foreign visitors.

When it enacted the Privacy Act, S V.S.C. §552a, in 1974, Congress sought to re-
strict the amount of personal information that federal agencies could collect and re-

1Transportation Security Administration Statement of Assistant Secretary David M. Stone
Before the Committee on Commerce, Science & Transportation (Feb. 15, 2005) (hereinafter
“Stone Statement”)
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quired agencies to be transparent in their information practices.3 The Privacy Act
is intended "to promote accountability, responsibility, legislative oversight, and open
government with respect to the use of computer technology in the personal informa-
tion systems and data banks of the Federal Government[.]”4

The Supreme Court as recently as last year underscored the importance of the
Privacy Act’s restrictions upon agency use of personal information to protect privacy
interests, noting that: .

“[IIn order to protect the privacy of individuals identified in information
systems maintained by Federal agencies, it is necessary . . . to regulate the
collection, maintenance, use, and dissemination of information by such
agencies.” Privacy Act of 1974, §2(a)(5), 88 Stat. 1896. The Act gives agen-
cies detailed instructions for managing their records and provides for var-
ious sorts of civil relief to individuals aggrieved by failures on the Govern-
ment’s part to comply with the requirements.?

It is critical for TSA’s programs to adhere to these requirements, as they have
a profound effect on the privacy rights of a large number of American citizens and
lawful foreign visitors every year. However, TSA has failed to follow the spirit of
the Privacy Act during development of these surveillance programs.

Office of Screening Coordination and Operations Raises New Privacy Problems

The Department of Homeland Security (“DHS”) has proposed the creation and
funding of the Office of Screening Coordination and Operations, which would over-
see vast databases of digital fingerprints and photographs, eye scans and personal
information from millions of Americans and foreigners. This office would be respon-
sible for United States-Visitor and Immigrant Status Indicator Technology (US-
VISIT), Free and Secure Trade, NEXUS/Secure Electronic Network for Travelers
Rapid Inspection, Transportation Worker Identity Credential (“T'WIC”), Registered
Traveler, Hazardous Materials Trucker Background Checks, and Alien Flight School
Checks. This mass compilation of personal information has inherent dangers to citi-
zens’ privacy rights and it is imperative that SCO fulfill its legal obligations for
openness and transparency under the FOIA and Privacy Act.

According to the president’s proposed fiscal year 2006 budget, the mission of the
proposed SCO is “to enhance the interdiction of terrorists and the instruments of
terrorism by streamlining terrorist-related screening by comprehensive coordination
of procedures that detect, identify, track, and interdict people, cargo and convey-
ances, and other entities and objects that pose a threat to homeland security.” ¢ The
budget goes on to say that “the SCO would produce processes that will be effected
in a manner that safeguards legal rights, including fteedoms, civil liberties, and in-
formation privacy guaranteed by Federallaw.”? It is unclear, however, what steps
the office intends to take to protect these rights.

There is a significant risk that the creation and funding of the SCO would allow
for mission creep—a risk that the data collected and volunteered by airline pas-
sengers, transportation workers and foreign visitors will be used for reasons not re-
lated to their original aviation security purposes. Though TSA has stated that it will
not use the sensitive personal data of tens of millions of Americans for non-aviation
security purposes, TSA documents about the CAPPS II program collected by EPIC
under the FOIA clearly showed that TSA had considered using personal information
gathered for the CAPPS II program for reasons beyond its original purposes. For
example, TSA stated that CAPPS II personal data might be disclosed to federal,
state, local, international or foreign agencies for their investigations of statute, rule,
regulation or order violations.8 TSA exhibited a proclivity for using personal infor-
mation for reasons other than the ones for which the information was gathered or
volunteered.

TSA Has Failed to ComplY With Open Government Laws

The Freedom of Information Act (“FOIA”). 5 D.S.C. §552. establishes a legal right
for individuals to obtain records in the possession of government agencies. The
FOIA helps ensure that the public is fully informed about matters of public concern.
Government agencies are obligated to meet the requirements of open government

38. Rep. No. 93-1183, at 1 (1974).
41d.

5Doe v. Chao, 540 U.S. 614 (2004).

6 Homeland Security, Budget-in-Brief Fiscal Year 2006, (Feb. 7,2005) at 19 available at http:/
/www.dhs.gov/dhspublic/interweb/assetlibrary’Budget—BI-BFY2006. pdf.

71d.

8 Department of Homeland Security TSA, Draft Privacy Impact Statements (CAPPS I1),T1
April 17, 2003, July 29, 2003, and July 30,2003, obtained by EPIC through FOIA litigation,
available at http://www.epic.org/privacy/airtravel/profiling.html.
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and transparency under the FOIA, but TSA has failed to meet its FOINs obligations
during the creation of these surveillance programs.

TSA is requesting an increase of $49.3 million for its Secure Flight program to
bring its fiscal year 2006 budget to $94 million. The Secure Flight passenger
prescreening program could affect the tens of millions of citizens who fly every year,
but in the creation of the program. TSA has failed to meet its obligations under
FOIA. and its actions concerning openness and transparency have violated the spirit
of the Privacy Act.

In September 2004, TSA announced plans to test Secure Flight. Secure Flight is
intended to replace the now-defunct CAPPS II. but it includes many elements of the
CAPPS 1II program, which was abandoned largely due to privacy concerns.® TSA
said that “Secure Flight will involve the comparison of information for domestic
flights to names in the Terrorist Screening Database (TSDB) maintained by the Ter-
rorist Screening Center (TSC), to include the expanded TSA No-Fly and Selectee
Lists, in order to identify individuals known or reasonably suspected to be engaged
in terrorist activity.” 10

On Sept. 28. 2004, EPIC submitted a FOIA request to TSA asking for information
about Secure Flight.11 EPIC asked that the request be processed expeditiously, not-
ing the intense media interest surrounding the program. Specifically. EPIC dem-
onstrated that 485 articles had been published about the program since TSA an-
nounced its plans for Secure Flight. EPIC also mentioned the Oct. 25. 2004, dead-
line for public comments on the test phase of the system, explaining the urgency
for the public to be as well informed as possible about Secure Flight in order to
meaningfully respond to the agency’s proposal for the program. TSA determined
these circumstances did not justify the information’s immediate release, and refused
EPIC’s request that the information be made public prior to the Oct. 25 deadline
for these comments. TSA also denied EPIC a fee waiver. which the agency has never
done before in its three-year existence. This maneuver imposed a significant proce-
dural barrier to EPIC’s ability to obtain the information. EPIC appealed TSA’s deci-
sion noting that TSA’ s actions were unlawful. Rather than defend its position in
court, TSA has released a minimal amount of the information that EPIC requested.
EPIC continues to seek from TSA information about the program that will affect
tens of millions of airline passengers each year.

The recently enacted Intelligence Reform and Terrorism Prevention Act of 2004
directed TSA to create a system for travelers to correct inaccurate information that
has caused their names to be added to the no-fly list.12 TSA maintains that it has
an adequate redress process to clear individuals improperly flagged by watch lists;
however, it is well known that individuals encounter great difficulty in resolving
such problems. Senators Ted Kennedy (D-MA) and Don Young (R-AK) are among
the individuals who have been improperly flagged by watch lists.13 Sen. Kennedy
was able to resolve the situation only by enlisting the help of then-Homeland Secu-
rity Secretary Tom Ridge; unfortunately, most people do not have that option.

Also, in June 2004 then-T'SA Acting Administrator Admiral David Stone admitted
to the Senate Governmental Affairs Committee that in 2002 TSA facilitated the
transfer of passenger data from American Airlines, Continental Airlines, Delta Air-
lines, America West Airlines, Frontier Airlines, and JetBlue Airways to TSA “coop-
erative agreement recipients” for purposes of CAPPS II testing, as well as to the
Secret Service and IBM for other purposes.* Stone also stated that Galileo Inter-
national and “possibly” Apollo, two central airline reservation companies, had pro-
vided passenger data to recipients working on behillf of TSA.15 Further, TSA di-
rectly obtained passenger data from JetBlue and Sabre, another central airline res-

9See Sara Kehaulani Goo and Robert O'Harrow Jr., New Screening System Postponed, Wash-
ington Post. July 16,2004, at A02.

10 System of Records Notice, Secure Flight Test Records, 69 Fed. Reg. 57345 (Sept.24, 2004).

11T etter from Marcia Hofmann. Staff Counsel, EPIC. to Patricia Reip-Dice, Associate Director.
FOIA Headquarters Office. TSA. Sept. 28.2004 (on file with EPIC).

12P L. No. 108-458 (2004).

13 See, e.g., Sara Kehaulani Goo, Committee Chairman Runs Into Watch-List Problem, Wash-
ington Post, Sept. 30, 3004; Leslie Miller, House Transportation Panel Chairman Latest to be
Stuck on No-Fly List, Associated Press, Sept. 29, 2004; Richard Simon, Iconic Senator Is Sus-
picious to Zealous Airport Screeners, Los Angeles Times, Aug. 20, 2004; Shaun Waterman, Sen-
ator Gets a Taste of No-Fly List Problems, United Press International, Aug. 20, 2004.

14See U.S. Senate Committee on Governmental Affairs Pre-hearing Questionnaire for the
Nomination of Admiral David Stone to be Assistant Secretary of Homeland Security, Transpor-
tation Security Administration 17, 19, available at http:/www.epic.org/privacy/airtravellstone—
answers. pdf.

15]d.
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ervation company, for CAPPS II development.16 TSA did not observe Privacy Act re-
quirements with regard to any of these collections of personal information.1? Stone’s
admission followed repeated denials to the public, Congress, Government Account-
ability Office (“GAO”), and Department of Homeland Security Privacy Office that
TSA had acquired or used real passenger data to test CAPPS II.18 TSA exhibited
a proclivity for using personal information for reasons other than the ones for which
the information was gathered or volunteered.

Another example of TSA’s failure to operate its programs with the openness and
transparency necessary under the federal open government laws is its recent cre-
ation of an Aviation Security Advisory Committee Secure Flight Privacy/IT Working
Group. It appears to EPIC that, based upon the little public information that is cur-
rently available, the working group is subject to the Federal Advisory Committee
Act (“FACA”), 5 US.C. App. 1, which includes the requirement that the working
group publish notices of their meetings in the Federal Register. However, the forma-
tion of this working group was not announced in the Federal Register, and neither
TSA nor DHS has publicly acknowledged its existence or defined its mission. EPIC
recently sent a letter to TSA’s privacy officer, Lisa Dean, to ask for an explanation
as to why this working group is not operating with the transparency and openness
required under FACA.19 More than four weeks have passed since we sought clari-
fication of TSA’s position concerning the status of the working group, but to date we
have received no response.

TSA Has Failed to Comply With Privacy Laws

The proposed fiscal year 2006 budget accords TSA’s Registered Traveler program
$22 million. This is a pilot program TSA began conducting in July 2004 and is now
operating at five airports.2? The preliminary results are now being examined by
TSA to determine whether the program should be expanded to other airports. Reg-
istered Traveler allows frequent travelers to submit digital fingerprints, iris scans
and undergo a background check in exchange for receiving a fast pass through the
airport checkpoint. (TSA recently announced the International Registered Traveler
program.)

TSA first published a Federal Register notice about the program in June 2004.21
In July 2004, EPIC submitted comments to address the substantial privacy issues
raised by the Registered Traveler program and the new system of records estab-
lished to facilitate the program.22 EPIC requested that TSA substantially revise its
Privacy Act notice prior to implementation of the fmal phase of Registered Traveler.
TSA’s subsequent Federal Register notice of the implementations of Privacy Act ex-
emptions in the Registered Traveler program did not solve any the privacy right
threats that EPIC highlighted in its comments.

TSA’s notice for the Registered Traveler system of records, exempted the system
from many protections the Privacy Act is intended to provide—in fact Registered
Traveler was exempted from all specific exemptions under the Privacy ACt.23 TSA’s
notice leaves it under no legal obligation to inform the public of the categories of

16]d. at 19.

17]d. at 18.

18 See, e.g., Ryan Singel, More False Information From TSA, Wired News, June 23, 2004
(“After the JetBlue transfer was brought to public attention in September 2003, TSA spokesman
Brian Turmail told Wired News that the TSA had never used passenger records for testing
CAPPS II, nor had it provided records to its contractors. In September 2003, Wired News asked
TSA spokesman Nico Melendez whether the TSA’s four contractors had used real passenger
records to test and develop their systems. Melendez denied it, saying, 'We have only used
dummy data to this point.’”); U.S. Representative John Mica (R-FL) Holds Hearing on Airline
Passenger Profiling Proposal: Hearing Before the Aviation Subcomm. of the House Transpor-
tation and Infrastructure Comm., 105th Congo (March 2004) (Admiral Stone testifying that
CAPPS 1II testing was likely to begin in June 2004); GAO Report at 17 (“T'SA has only used
32 simulated passenger records—created by TSA from the itineraries of its employees and con-
tractor staff who volunteered to provide the data to conduct [CAPPS II] testing”); Department
of Homeland Security Privacy Office, Report to the Public on Events Surrounding jetBlue Data
Transfer (Feb. 2004) 8 (“At this time, there is no evidence that CAPPS II testing has taken place
using passenger data”).

19 Letter from David Sobel, General Counsel, EPIC, and Marcia Hofmann, Staff Counsel and
Director, Open Government Project, EPIC, to Lisa Dean, Privacy Officer, Office of Transpor-
tation Security Policy, TSA, Jan. 31,2005 (on file with EPIC).

20 Press Release, U.S. Department of Homeland Security TSA, Secretary Ridge Unveils Reg-
istered Traveler Pilot Program At Reagan National Airport (Sept. 3, 2004).

21 Privacy Act Notice, 69 Fed. Reg. 30948 (June 1,2004).

22 Comments of the Electronic Privacy Information Center on Registered Traveler Operations
Files Privacy Act Notice, June 1,2004, available at http://www .epic.org/privacy /airtravel/rt—
comments. pdf.

23 Privacy Act Notice, 69 Fed. Reg. 54256 (Sept. 8, 2004).
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information contained in the system or provide the ability to access and correct

records that are irrelevant, untimely or incomplete. The program contains informa-

tion that is unnecessary and wholly irrelevant to the determination of whether an

individual poses a threat to aviation security. TSA asks for the public’s voluntary

disclosure of personal information, yet operates the Registered Traveler program

\évith Vflry of the little transparency and openness obligations that the Privacy Act
emands.

TSA is requesting $244 million for its pilot program TWIC for fiscal year 2006.
TWIC is an identification card given to transportation workers, authorized visitors
and all other persons requiring unescorted access to transportation infrastructure
secure areas. Currently, the program is operating at 34 sites in six states, but TSA
hopes to eventually extend the program to workers in all modes of transportation,
which could encompass as many as 6 million people,24 Persons required to have the
identification card submit sensitive personal and biometric information to a central
TSA database used to validate a person’s eligibility to access these areas. EPIC sub-
mitted comments in November 2004 highlighting the dangers to participants’ pri-
vacy rights inherent in the program.25 TSA has not released information clearly ex-
plaining to the public how it intends safeguard the sensitive personal information
gathered on program participants. The lack of transparency and openness about
TWIC is against the spirit of federal open government laws.

TSA Has Mismanaged Its Programs

Another important reason not to increase the funding for TWIC is because TSA
has not used its current funding judiciously. The GAO reviewed TWIC in December
2004, and found that because of program delays, some port facilities are forced to
proceed “with plans for local or regional identification cards that may require addi-
tional investment in order to make them compatible with the TWIC system. Accord-
ingly, delays in the program may affect enhancements to port security and com-
plicate stakeholder’s efforts in making wise investment decisions regarding security
infrastructure.” 26

The financial problems encountered in TSA’s TWIC program are emblematic
of TSA’s troubles managing its finances, according to the GAO. Cathleen Berrick,
GAO Director of Homeland Security and Justice, told the Senate Committee on
Commerce, Science & Transportation on Feb. 15, 2005, that TSA had not always
“conducted the systematic analysis needed to inform its decision-making processes
and to prioritize its security improvements.” 27 Examples include the fact that in fis-
cal year 2005, TSA was forced to transfer about $61 million from its Research and
Development budget of $11 0 million, to support its operations, such as personnel
costs for screeners.28

A significant issue is that these surveillance programs are receiving substantial
funding and TSA manpower while the current aviation program to screen pas-
sengers and their luggage for threatening objects is woefully inadequate. Ms.
Berrick reported at the Feb. 15, 2005, hearing that there has been only modest
progress in how well screeners detect threat objects following a report last year that
documented gaps in screener security.2® The increased funds that TSA has ear-
marked for surveillance programs can also be used in another important program:
Threat Assessment of General Aviation. The GAO reported that “though the Federal
Bureau of Investigation has said that terrorists have considered using general avia-
tion to conduct attacks, a systematic assessment of threats has not been con-
ducted.” 3% TSA has cited cost as the reason that TSA has conducted vulnerability
assessments at only a small number of the 19,000 general aviation airports nation-
wide.

TSA has failed to meet its legal obligations for openness and transparency under
the Freedom ofInformation Act and has violated the spirit of the Privacy Act for the
protection of privacy rights in the development of the above programs, some of
which DHS proposes to move into the SCO if it is created. TSA also has shown a

24TSA’s fact sheet on the Registered Traveler program, available at www.tsa.gov/interweb/
assetlibrary/RT—Factsheet.pdf.

25 Comments of the Electronic Privacy Information Center on Transportation Security Threat
Assessment System and Transportation Worker Identification Credentialing System Privacy Act
Notice, Sept. 24, 2004, available at http:/www.epic.org/privacy/airtravel/twic—comments.pdf.

26 Government Accountability Office, Transportation Security: Systematic Planning Needed to
Optimize Resources, Statement of Cathleen A. Berrick, Director Homeland Security and Justice,
GAO-05-357T (Feb. 15,2005) (“GAO Report”).

27]d. at 2.

28]1d. at 31.

29]1d. at 11.

30]d. at 17.
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proclivity for using personal information for reasons other than the ones for which
the information was gathered or volunteered. TSA also has shown poor management
of its financial resources. For these reasons, EPIC strongly opposes the sharp in-
crease in funding for TSA’s surveillance programs proposed in the president’s fiscal
year 2006 budget, and urges DHS to openly and transparently explain how it in-
tends to safeguard American citizens’ privacy rights and ensure accountability in
the proposed Office of Screening Coordination and Operations.

Thank you for your consideration of these issues.

Sincerely,

MARC ROTENBERG
EPIC Executive Director

MELISSA NGO
EPIC Staff Counsel
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- Qverview of CAPPS il privacy management pﬁocess

. The Office of National Risk Assessment ("ONRA"), under the auspices of.the-
Traneportation- Security Administration {*TSA"), has been given the responsibility
- far developing, building and maintaining*“an algorithm-based system to protect

_ U.S. transportation systems and the public by conducting risk assessments o
detect potential foraign terrorists.”t  TSA, through ONRA, has also been charged,
with establishing and operating. the passenger risk assessrent and -pre-
screening system (CAPPS 1) for all major airports and alf comrercial alrines.
This program will serve as the basis for future risk assessment cababtlmes within
TSA.

“This Privagy Impact Assessment ("PIA"} is based upon the current design of the

CAPPS i program. The program Is stil under design and the PIA will be

updated as necessary in order to réflsct any changes in the program wmch may
- have an lmpact upor privacy. :

' Statement of December 6, 2002, by Admiral James Loy, the Under Secretary of
Transportation for Security, announcing the establishment of the Trarjsportation .
Security Administration (TSA) Office of National Risk Assessment (O RA)
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How the CAPPS Il information will be shared

CAPPS |l information may be disclosed to federal, stats, local ar‘d Internations!
law enforcement officials who have jurisdiction over the aidrsine andfor the
individual who is a known or suspected foreign terrorist or who is-a threat to
aviation safety, civil avxatnon or national secunty

Notice and consent . R

How the CAPPS li information will be secured. |
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System of records

r ong or more

CAFPS | will create a system of records that are exempt unds Y
garding TSA's

- provisions of the Privacy Acl. This system contains information ré
conduct of risk assesamenits required.by 40 U.8.C. §§ 114 an
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DEPARTMENT OF HOMELAND SECURITY
Transportation Security Admin]stration
Office of National Risk Assessment

PRIVACY IMPACT ASSESSMENT E
(Preliminary) .

Comp'uter Assisted Passenger Pra-,'Screening System (CAPPS i)

July 29, 2003 )
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Qveﬁiew of CAPPS 1l privacy management process

The Office of National Risk Assessment ("ONRA"), under the augpices of the
Transporiation Security Administration '(“TSA"), has been c?varged with
establishing and operating the passenger risk assessment and pre-screening -
system (CAPPS I} for all major airports and 8ll. commercial aidines, This
pmgram will serve as the basis for future risk assessment capabifties within
TSA

This Privacy Impact Assessment ("PlA") is based upon the current design of the
CAPPS Hl.program. The program Is still under design and the| PIA wil be
updated as necessary in order to reflect any changes in the progra whtcb may'
have an impacx upon privacy. .

‘Page 3



52

. FROM U. 5. ATTTORNEY'S - OFFICE {THU) 9. 904 17:39/5T. 17:37/N0. 4861391300 P 12

law enforcement, visas and immigration, and to agencies in the lntaliig'encs’
Community, with respect to persons who may pose a risk of pir pifacy or
terrorism or who may pose a threat to aviation, passenger safety or national
security, ,

CAPPS I information may be disclosed to appropriate federal, | state, focal,
international, ‘or foreign agencies or authoritles responsible for investigating or .
prosecuting the violations of, or for enforcing or Implementing, aEta%uie. rule,
reguiation, or order, or In accardance with law or intemational agreements, where
DHS lbemmes aware of an outstanding state of foderal arrest warrant for a crime
of viclence. -

CAPPS |l information may be disclosed to airports and aircraft operhtors, only fo
the extent the disclosure is deemed required for countertetrarism or passenger or
aviation security purposes.

CAPPS |l information may be disclosed to- contractors, grantees, experts, or
consultanis when necessary to perform a function or servics related to the
CAPPS H system for which they have been engaged.
I
CAPPS Il informastion may be disclosed to the Department of Justiceor other
Federal agencies conducting litigation, or in & proceeding before & court, -
adjudicative or administrative body, when: {a) TSA, or{b) any employee of TSA
in histher official capacity, or () any employee of TSA in hisher individual ~ * -
capacity where DOJ or TSA has agreed to represent the empioyes, or (d) the
United States or any agency thereof, is a party to litigation or has anjinterest in
such fitigation, and TSA determines that the records are both relevant and
necessary to the litigation and the use of such records is compatible with the-
purposse for which TSA collected the records. ’

CAPPS Hl Information may be disclosed to the General Services Administration .
and the Nationat Archives and Records Administration (NARA) In regords
management inspections being conducted under the authority of 44,U.S,C. 2904
and 2808. L
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Transportation Security Administration

PRIVACY IMPACT ASSESSMENT
. {Preliminary)

Computer Assisted Passenger Pre-Screening System (CAPPS 1) i

. July 30,2003
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Overview of CAPPS Hl privacy management process

Homeland Security {("Homeland Security”) has been charged with| establishing
and opersting the passénger risk assessment and pre-screening systerm (CAPPS -
11} for all major airports and ali commerciat altlines.

The Transpdrtation Security Administration ("TSA") within the Dtartmen! of

This Privacy Impact Assessment (“PIA") is based upon the current design of the
CAPPS. Il program. The program is still under design and the| PIA will be
updated as necessary In order to teflect any changes in the progra which may
have an impact upon privacy.
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How the CAPPS ll information will be shared

As described below, the information contained in the CAPPS )i system will be
shared with other govemment agencies or parties . involved |in protecting
passenger and aviation securlty, and for additional specifled purposes.

CAPPS |l information may be disclosed to ‘appropriate federaf, state, local,
international, or foreign agencies or authorities, including those concemed with
faw enforcement, visas and immigration, and to agencles in the Intelligence
Community, wlth respect fo persons who may pose 3 fisk of| air piracy or
_ terrorism or who may pose 8 threat to aviation, passenger safety ar national
~ seournity.

CAPPS Il information ‘may be disclosed to appropriate federal, state, ‘local,
international, or foreign agencies or authorities responsible for investigating or
prosecuting the violations of, or for enforcing or Implementing, 4 statute, rule,
regulation, or order, or in accordance with law or international agregéments, whers
DfH.? ihecczmes awara of an outstanding state or federal arrest warrant for a crime
of viclence

CAPPS Il information may be disclosed to airports and aircraft opgrators, only-to
the extent the disclosure is deemed required for counterterrorism of passenger or
aviation security purposes, - \

CAPPS 1l Information may be disclosed to contractors, grantees, expens'. or
consultants when necessary to perform a function or service felated to the
CAPPS i ystem for which they have been engaged.

CAPPS I} information may be discloged to the Department of Justice or ather”
Federal agencles conducting litigation, or in a proceeding before a pourt, -
adjudicative or administrative body, when: (a) TSA, or {b) any smpipyes of TSA
in his/her official capacity, or {¢) any employeé of TSA In his/her individual
capacity where DOJ or TSA has agreed to represent the smployeej or {d) the
United States or any agenty thereof, is a-party to litigation or has ap interest in
such litigation, and TSA determines that the records are both relevant and
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nacessaly to the itigation and the use of such records is compatible with the
purpose for which TSA collected the records. -

CAPPS |l information may be disclosed to.the Genera! Services Pdmmistraﬂor_x'&?
-and the National Archives and Records Administration {NARA) in records
management inspections being ¢onducted under the suthority of 44 U.S5.C. 2504
and 2006. . : -

System of records

CAPPS |l will create a system of records under Section 552a of title 5, u.s.c.
(i.e., the Privacy’ Act), Exemptions are being requested under one or more
provisions of the Privacy Act. This system contains information.regarding T3A'S
conduct of risk assessments required by 48 U.S.C. §§ 114 ane%gMSOs.‘
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QUESTIONS FOR THE WITNESSES FROM THE HONORABLE DAN LUNGREN

1. Each program proposed to be transferred into the Screening Coordina-
tion and Operations Center (SCO) has a slightly different customer base
and screening requirement. How will the SCO seek to harmonize those re-
quirements? No response has been received.

2. The SCO emerged from the actions taken per Homeland Security Presi-
dential Directive 11 (HSPD-11). This HSPD mandated a government wide
review, led by the Secretary of Homeland Security, of existing screening ef-
forts; however, this office only proposes to consolidate DHS programs. Did
the Department consider any programs outside DHS for consolidation into
SCO? Which programs were considered? Why were certain DHS screening
programs proposed for transfer, while other screening programs were not?
W.hag was the guiding rationale for consolidation? No response has been re-
ceived.

3. Does the Department plan to move forward with the SCO prior to fiscal
year 2006? If so, will other programs be considered for consolidation? Will
the SCO eventually focus on cargo screening? No response has been received.

4, How will the transition of Secure Flight to the SCO add additional pri-
vacy protections? Can you elaborate on how privacy will be enhanced by
the creation of the SCO? No response has been received.

5. Please expand on how the united credentialing process under the SCO
will facilitate and reduce redundancies in the issuance of credentials for
the included programs, such as FAST, NEXUS, Registered Traveler, and
HAZMAT licenses? Is it envisioned that there will be one office to coordi-
nate the security checks, liaison with the FBI on fingerprints, and the es-
tablishment of joint enrollment centers? No response has been received.

6. The Committee is closely following the deployment of an exit screening
capability to US-VISIT. Please provide the Committee with an update on
where this technology stands. Further, what are the potential benefits to
US-VISIT of being incorporated into the Screening Coordination and Oper-
ations Center (SCO)? No response has been received.

7. In your opinion, is it possible to unite or coordinate the US-VISIT Exit
component at airports with TSA’s plans to use electronic boarding passes
during security checks to ensure that visa holders are “checked-out” when
leaving the U.S.? Will the inclusion of both of these programs in the SCO
provide an opportunity for discussions to move forward on this possibility?

8. What is the status of the strategic plan that US-VISIT has been devel-
oping, which will describe the “end vision” of the program? When can Con-
gress expect to see the final version? No response has been received.

9. As US-VISIT deploys at ports of entry, installation of additional infra-
structure—such as new computer workstations, prlnters, fingerprmt scan-
ning machines and cameras, modified work stations, and ensuring ade-
quate power availability—will be required. How is this process coordinated
with other large systems being developed, such as CBP’s Automated Com-
mercial Environment (ACE) program, which will require similar infrastruc-
ture needs? No response has been received.

10. The fiscal year 2006 budget request contains a $50 million i increase over
fiscal year 2005, of which $24 million is proposed to create a ”person-cen-
tric” view of border management. Can you expand on what this includes,
how you envision it being developed (i.e., development of a new database
or linking legacy systems), and what models exist either in the U.S. or
internationally that you will be reviewing in the development of this “per-
son-centric” system? No response has been received.

QUESTIONS FOR THE WITNESSES FROM THE HONORABLE BENNIE G. THOMPSON

1. Can you please explain the Department’s rationale for requesting that
certain programs be included as part of the SCO office—such as US-VISIT
or Secure Flight-while others, such as CPB’s National Targeting Center or
its Automated Commercial Environment (ACE) program (which is similar
to Ug—VISIT for goods and cargo), are not included? No response has been re-
ceived.

2. How will those bureaus responsible for the actual operations of the var-
ious screening programs interact with the SCO? What resources and au-
thorities will the SCO need to effectively manage and coordinate these
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screening programs? Second, what is the chain of command? Who is re-
sponsible for making these screening programs work and work together?
Will those agencies responsible for these screening programs now report to
the head of the SCO? Who can Congress look to for accountability on these
projects given the enormous amount of tax dollars that are being appro-
priated to these programs? No response has been received.

3. One of the goals of the SCO is to integrate the various databases associ-
ated with the screening systems being moved to the office. The biggest
problem is that many of the existing systems SCO will attempt to “inte-
grate” are obsolete. The legacy systems cannot be integrated and therefore
they need to be replaced by modem, modular, interoperable systems. How-
ever, the SCO budget request does not include the funds to do this. No re-
sponse has been received.

In order to accomplish SCO’s mission, won’t most of the existing com-
puter screening systems need to be completely replaced since many run in
ancient computer languages on obsolete hardware? No response has been re-
ceived.

When can we expect SCO to achieve appropriate interoperability and
data-sharing among screening systems? How much more money will be
needed in the years beyond fiscal year 2006? No response has been received.

4. A new report by GAO stated that “DHS has not employed rigorous, dis-
ciplined processes typically associated with successful programs, such as
tracking progress against commitments.” If DHS is struggling to manage
just the US-VISIT program, how successful will SCO be at the even more
complex task of managing US-VISIT and seven other programs? No response
has been received.

US-VISIT

1. The President’s Budget Justification requests $390 million for US-VISIT.
A new report by GAO raises questions about whether DHS’ can deliver
“promised capabilities and benefits on time and within budget” for US-
VISIT. No response has been received.

Will this level of funding allow you to achieve the goals of building an
entry and exit system at the remaining land ports of entry by the end of
this year? No response has been received.

2. The law states that the entry exit system has to match “an alien’s avail-
able arrival data with the aliens’ available departure data.” Can you better
define for us what “available data” means? And what available data is cur-
rently available for aliens exiting the U.S. at our land borders? No response
has been received.

I understand that this information is required in a report that was sup-
posed to be submitted to Congress on December 31, 2004. When will that
report be provided? No response has been received.

3. GAO has identified shifting milestones and uncertainty about the bene-
fits and the cost of what you are building and it appears that from one year
to the next, the Department’s projections and cost estimates are not reli-
able. We want to be sure that money spent on US-VISIT results in a more
effective and secure entry-exit system. No response has been received.

Are you tracking the cost of each increment of US-VISIT? Can you tell
us today what measures of performance we can use to see that you are
building such a system? No response has been received.

4, DHS officials claim that they have a “short-term” US-VISIT solution. Can
you tell us what it is and whether and how it fits into the long term solu-
tion? Would you be proceeding along the lines of the short term solution
if yo(;l did not have the DMIA deadlines to meet? No response has been re-
ceived.

5. The Data Management Improvement Act mandated a review of the entry-
exit program and required that the program be updated and improved
based on the recommendations of a Task Force. The Task Force issued two
reports and was disbanded; however, the law stated that the Task Force
should be terminated when its work was complete. Many might interpret
the disbanding of the task force as the desire of DHS to minimize scrutiny
of the program. No response has been received.

Can you please explain why the Task Force was disbanded with so much
left to do? Would it be a good idea for Congress to legislate a new Task
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Force and that this time Congress mandate that this independent Task
Force be in place for a set number of years to report on the program and
how it might be improved? No response has been received.

6. The Department of Homeland Security is currently rolling out two major
border screening programs—US-VISIT, which is focused on people, and
ACE, the Automated Commercial Environment—which is focused on vehi-
cles and cargo. Both programs have ambitions of serving as the primary
border security information sharing system. A new report from GAD indi-
cates that little to no work has been done to integrate US-VISIT and ACE.
The materials we received from the Administration indicate that US-VISIT
will be in the SCO but that ACE will not. Can you please explain why ACE,
a major border security program, is not included in the SCO? No response
has been received.

7. Will the Screening Coordination Office examine the possibility of uti-
lizing various Border and Transportation Security employees for various
screening functions depending on their locations at ports of entry and
overseas? Is it possible that TSA screeners might be the most appropriate
people to do exit screening? No response has been received.

Secure Flight

1. The 9-11 Commission recommended that TSA improve its use of
watchlists in pre-screening passengers. 'm glad that we’re finally going to
screen passenger manifests against all terrorist watchlist records and not
just the no-fly list. but it is my understanding that TSA’s new Secure Flight
plan as currently designed has no protections against identity fraud. Will
DHS develop such protections to prevent identity fraud? No response has
been received.

Also, section 4012 of the Intelligence Reform and Terrorism Prevention
Act of 2004 (or, the “9/11 bill”) mandated that by February 7, 2005, DHS
begin to establish a process to compare passenger information on any
international flight with the government’s terrorist watchlist before a
plane takes off for the U.S. What progress has DHS made to date to ensure
that passengers on international flights are checked against a watchlist?
No response has been received.

Registered Traveler

1. I understand that TSA has begun to test the registered traveler program
on a volunteer pool of frequent fliers. As I understand it, TSA and the air-
ports are looking at the possibility of dedicating screener lanes at check-
points for registered travelers. While I can imagine concerns over a pro-
gram that lets some people skip screening lines, I'm more concerned about
the security implications. We know that most airports are already using
fewer screeners than ideal, and this proposal would dedicate screeners and
detection machines to a small percentage of the passengers. This is going
to mean that non-Registered Travelers will be facing even longer lines, and
that the pressure on the screeners to move people and bags through will
be even greater. Can you explain how this system will run without
compoclllnding the screening problems we already have? No response has been
received.

2. ’'ve heard the Registered Traveler program justified on the grounds that
fewer screener resources will be used on a low-risk population that has
provided TSA with additional information. There are two problems I'd like
you to address: No response has been received.

First, isn’t it reasonable to think that a terrorist group would want to
find someone that can get passed your background check with the goal of
having less attention paid to them? No response has been received.

Secondly, is the background check planned under the Registered Trav-
eler program any different than what is intended to be done under the
former CAPPS II system? If so, what additional security will be gained by
having people sign up as Registered Travelers once the new Secure Flight
(the replacement for CAPPS II) system is running? No response has been re-
ceived.

FAST

1. Ms. Spero, I have talked to many truck drivers who would like to partici-
pate in the FAST program, but many cite the difficulty of getting the driver
credential due to the time it takes for the background check to be com-
pleted. For example FAST applicants on the Southern Border must submit
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their application to Mellon Bank in Pittsburgh, PA and then it is sent to
the CBP risk assessment center in Vermont. No response has been received.

First why do applications for FAST on the Southern border get sent to
Pittsburgh rather than a bank or auditor located in California, Texas, or
Arizona?

2. I have also heard that many truck drivers feel that the processing center
in some cases forces them to go out of their way when their routes take
them across remote border crossings. No response has been received.

Has CBP began to look at ways of leveraging existing DHS resources to
expand the processing centers or explored ways to reach out to the truck-
ing community to reach truck companies in remote border locations? No re-
sponse has been received.

NEXUS

1. In the past I understand that NEXUS/SENTRI applications have been
handled by CBP at the local level. I am informed that soon all NEXUS/
SENTRI applications will be sent to the Citizenship and Immigration Serv-
ices’ Vermont Service Center (VSC) for processing. 'This change in proce-
dures is expected to result in a higher NEXUS/SENTRI denial rate as the
VSC is not expected to take the time to interview an applicant in the event
of some kind of hit in the system during the background check process. No
response has been received.

Will NEXUS/SENTRI processing be centralized at VSC? When? No response
has been received.

What branch of DHS has primary responsibility for NEXUS/SENTRI?

Prior to the SCO initiative it appeared that CBP was in charge of enroll-
ment, but now given the central enrollment process, it appears that CIS
may be charged with this responsibility? When these programs are part of
the SCO what roles will CIS and CBP play? No response has been received.
2. My staff was informed that a U.S. citizen residing in Washington State
was recently denied enrollment in the NEXUS Air program through an ap-
plication made at Vancouver International Airport. The person is enrolled
in the land border NEXUS program. No response has been received.

Is there a different standard for enrollment in the NEXUS Air program
versus the NEXUX land border program? No response has been received.

Is there an appeals process to address NEXUS denials? No response has
been received.

3. It seems that two different NEXUS programs are evolving. The first is the
land based NEXUS program which uses photos and index finger prints as
its biometric identifiers. The second is NEXUS Air that uses retina scans
as its biometric identifiers. A person enrolled in the land border NEXUS
program cannot use NEXUS Air and vice versa, although that person has
been pre-screened as being a low-risk border crosser. No response has been
received.

What step if any will be undertaken to allow persons enrolled in one

NEXUS program to use the other program? What is the timeline for imple-
mentation of these steps? No response has been received.
4, NEXUS technology at a land border crossings at Blaine Washington (and
perhaps other crossings) seems to work at a less than optimal fashion. For
example, the remote RF reader :frequently does not work. requiring
NEXUS enrollees to physically hand their cards to the CBP officer staffing
the booth at the crossing who in turn scans the card on a reader to which
he has direct access. In recent weeks a technician has been observed mak-
ing modifications to the remote NEXUS scanning equipment in place at the
crossing. No response has been received.

What RF technology and/or equipment problems exist at present at the
various NEXUS crossings? What is the estimated cost for remedying these
problems? No response has been received.

QUESTIONS FOR THE WITNESSES FROM THE HONORABLE EDWARD J. MARKEY

1. Could the types of privacy breaches that have occurred at ChoicePoint
also occur at the Office of Screening Coordination and Operations? What
specific actions will the SCO implement to reduce the risk that the per-
sonal information maintained by the Office will not be accessed by unau-
thorized individuals? No response has been received.
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2. Which of the following types of personal information will the SCO be re-
sponsible for collecting or maintaining? Social Security numbers; home ad-
dresses; telephone numbers; fingerprints; photographs; employment
records; birth dates; travel records? Are there any other types of personal
information that the SCO will collect or maintain? If yes, what are they?
No response has been received.
3. How long will the SCO store each of the types of personal information
that it collects or maintains? With which entities outside of the SCO will
the Office share the personal information that it collects or maintains? No
response has been received.
4. What types of analysis will the SCO perform on the data that it collects
or maintains? No response has been received.
5. If the private information managed by this new Office were to be stolen,
would the Department be required to notify all of the consumers whose in-
formation was released? No response has been received.
6. What role, if any, will the Office of Screening Coordination and Oper-
ations (SCO) have in the screening of cargo? No response has been received.
7. If the SCO will have a role in cargo screening, will it be involved in
screening of cargo carried on all-cargo planes and/or cargo carried on pas-
senger planes? No response has been received.
8. How will the SCO interact with the cargo industry? No response has been
received.
9. What authority will the SCO have to initiate and develop regulations? No
response has been received.
10. Will SCO be involved in the issuance of private sector grants for secu-
rity initiatives? No response has been received.
11. Will sea be responsible for disseminating threat information to industry
based on the information the Office is responsible for maintaining? No re-
sponse has been received.

O
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