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PORT SECURITY

TUESDAY, MAY 17, 2005

U.S. SENATE,
COMMITTEE ON COMMERCE, SCIENCE, AND TRANSPORTATION,
Washington, DC.

The Committee met, pursuant to notice, at 10 a.m. in room SR-
253, Russell Senate Office Building, Hon. Ted Stevens, Chairman
of the Committee, presiding.

OPENING STATEMENT OF HON. TED STEVENS,
U.S. SENATOR FROM ALASKA

The CHAIRMAN. Let me open by saying this hearing was at the
suggestion of Senator Inouye, and we’re trying to find ways to im-
prove security and all modes of transportation. I'm pleased to have
an opportunity to review these issues.

Just a week ago, I spent the major part of the day at the Los
Angeles Port, which has grown so large that it’s hard to realize.
Their terminals are out in San Bernardino for the sort of freight
that’s coming off of vessels, and they’re building three railroads to
move that freight to those terminals, because of lack of space right
in the area of the port itself, so that means that the security in
that port is about 100 miles wide. We have an enormous problem
with security.

I welcome the interest of my great friend from Hawaii. Senator
Inouye?

STATEMENT OF HON. DANIEL K. INOUYE,
U.S. SENATOR FROM HAWAII

Senator INOUYE. Mr. Chairman, I thank you very much. I have
a statement here, but I'm just concerned that, when we speak of
security, I think the average American thinks of airports. They
don’t realize that we spend less than 10 percent for ports; 20 per-
cent of the global trade is maritime, and, of that amount, we have
about 4 percent; but, whatever it is, our ports are always filled, and
yet I don’t think that our security there is sufficient, just like our
borders.

But I'd like to know what we should be doing. The Coast Guard
is overwhelmed. They’re doing a great job. All of the new security
agencies are trying their best, but their best may not be sufficient,
so we're here to listen, believe me, sir.

The CHAIRMAN. Let me say that we have a series of votes that
are going to start, so we do hope that the witnesses will recognize
that timeframe and limit their statements so that we can go
through the list. We have a list of six people who are going to tes-
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tify between now and 11:10, so may I urge the witnesses—all the
statements will be put in the record in full; if we’re going to have
a chance to ask questions and to get your responses to our ques-
tions, we’ll have to limit the statements.

Mr. Ruppersberger?

STATEMENT OF HON. C.A. “DUTCH” RUPPERSBERGER,
U.S. REPRESENTATIVE FROM MARYLAND

Mr. RUPPERSBERGER. Yes, OK. Well, thank you, Chairman Ste-
vens, Co—Chairman Inouye, Members of the Committee, Senator
Rockefeller, Senator Lautenberg.

I'm honored to be here today to participate in this critical discus-
sion. And with your consent, Mr. Chairman, I have prepared a
summary of my complete testimony to read into the record today,
and I would ask that my entire testimony be submitted into the
record, as well.

The CHAIRMAN. All of the statements that have been submitted
will be in the record, as well.

Mr. RUPPERSBERGER. Thank you.

Now, Mr. Chairman and Members of the Committee, my main
point to you today is that America’s first-responders should not be
Congress’s second thought. Whether you call it port or maritime se-
curity, each of us understands three very fundamental principles:

Number one, securing our Nation’s more than 359 sea, river, and
land ports is a broad, varied, and complex goal.

Number two, it is simply not possible, nor do I believe it is prac-
tical, to protect all of our ports against every possible threat. The
reality of limited resources and over 95,000 miles of coastline
means we must focus on good intelligence for credible threat infor-
mation and prioritize our spending accordingly.

Number three, our ports are absolutely critical to our Nation’s
economic security. In the world of just-in-time commerce and the
global marketplace, our ports are attractive to terrorists to either
import weapons for destruction or to shut down the global supply
chain and cripple our economy. Either possibility makes port secu-
rity a high priority for this Congress.

The best example of this was in the fall of 2002, when the ship-
pers and dockers went on strike at the West Coast ports. That cost
our United States economy $1 billion a day.

Port security is broad and a complex issue, largely due to the re-
ality that ports are sprawling commercial hubs, usually centrally
located in geographically diverse areas. Our working ports stretch
across coastlines, riverways, and harbors, moving agricultural,
mineral, petroleum, and paper products to connect with highways
and railways for transport. Tons of goods are imported and ex-
ported through our ports every day in bulk in containers as well
as roll-on/roll-off vehicles. Our ports are also home to some of our
most beloved recreational activities, such as boating, fishing, and
cruises, all of which contribute to our economy and our every way
of life.

With so many distinguished experts in port security following me
on the other panels, I would like to focus my discussion today on
one key piece of the security puzzle: the issue of security clear-
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ances, both in the general national-security sense and within the
specifics of the port-security realm.

From my many roles in the local government as a county execu-
tive during and after the aftermath of 9/11 as a former prosecutor,
to my current roles at the federal level, as a Member of the House
Permanent Select Intelligence Committee, as Co—Chair of the Con-
gressional Port Security Caucus, and as the Congressional Rep-
resentative to both the Port of Baltimore and NSA, National Secu-
rity Agency, I believe a modernized, working, security-clearance
system is vital to defending our homeland, including our ports.

The Federal Government needs to take further action to ensure
that the ability to share information is neither obstructed by a lack
of clearance nor by bottlenecks that persist today. Our current se-
curity-clearance system is not working. The problem is not just
jeopardizing our port security, it is also jeopardizing our national
security. Many of the state, local, and business interests, and even
some federal officials, do not have the information they need to
keep our country safe because they don’t have the proper security
clearances. The problems stem from basic situations, where work-
ers don’t know how to fill out an application, to the more com-
plicated, where one department is not sharing information with an-
other. We're still using a security-clearance system set up to fight
the Cold War, even though the Iron Curtain fell years ago and we
are now fighting the war on terror. The process is fragmented, con-
fusing, cumbersome, and long.

There are approximately three million individuals at the federal,
state and local, and private-sector levels with some level of security
clearance. It is estimated that 480,000 clearances are stuck in some
sort of a backlog. The average security clearance takes over 1 year
to complete. If there is any sort of problem along the way, it can
take months, or even years, longer. There are inconsistencies with-
in investigations, polygraph analysis, levels of security, and criteria
considerations.

In the 108th Congress, Congressman Waxman, former Congress-
man Bell, and I asked GAO to look at two critical questions regard-
ing port security specifically, and homeland security in general.
The report is being released today.

First, we asked them to look at the issue of information sharing
within the port-security domain, and investigate how it is working.
Second, we asked them to look at port security as it relates to busi-
nesses that are connected to the port, and how funding is
prioritized. Specifically, we asked them to investigate the risk-man-
agement approach being employed by the Department of Homeland
Security in funding and grant decisions.

The GAO report is entitled “Maritime Security: New Structures
Have Improved Information Sharing, but Security Clearance Proc-
essing Requires Further Attention.” It is the first report GAO is de-
livering on that request. We asked GAO to review the processes set
in place to improve information sharing within maritime security
following in our post—9/11 world with the passage of the Homeland
Sfecurity Act of 2002 and the Maritime Transportation Security Act
of 2002.

The Coast Guard has an awesome task of protecting our water-
ways and securing our Nation’s ports. For over 200 years, the
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Coast Guard has patrolled and protected our coastlines, which to-
tals today over 95,000 miles. The Coast Guard is doing a good job
based on their massive jurisdiction and the funding it has received,
but more needs to be done.

After the passage of the MTSA, the Coast Guard reorganized.
Each of the country’s 359 ports created Area Maritime Security
Committees and Interagency Operational Centers to coordinate
multiple local, state, and federal agencies, along with private-sector
shareholders. This is a good thing. This is about sharing informa-
tion with local, state, and the private sector. The goal is to facili-
tate the meaningful necessity of information sharing which is so
important to protect our ports. Each committee designated one
member, who 1s expected to have the proper clearance to be able
to analyze classified intelligence information, one member of the
359 ports.

The GAO report found that only 28 of the 359 members had sub-
mitted the proper paperwork to get a security clearance. That
means less than 10 percent of our Nation’s ports have access to
critical information to keep us safe. Even if all of the remaining
331 members applied for clearance today, it would take at least 1
year to get them cleared. Al Qaeda is not going to wait until work-
ers get clearance to attack our country and our way of life.

We've identified the problem. Now let’s address one of the many
solutions. These solutions could not be achieved overnight, but they
ilre some initial steps that will start a long journey to fix this prob-
em.

To start, and as a result of the hard work GAO is reporting
today, I have introduced a bipartisan amendment with Chairman
Tom Davis of Virginia, to the Homeland Security authorization bill
expected on the House floor this week. Mr. Chairman, I have
brought a copy of that amendment, submitted to the House Rules
Committee today, and I would ask that it be inserted into the
record, as well.

[The information referred to follows:]

Amendment to H.R. 1817 Offered by Mr. Ruppersberger of
Maryland and Mr. Tom Davis of Virginia

At the end of title V, insert the following new section:

SEC. JMPROVING THE SECURITY CLEARANCE PROCESS FOR
STATE AND LOCAL FIRST RESPONDERS.

(a) ESTABLISHMENT OF ASSISTANCE FOR SECURITY CLEARANCE DESK.—Section
3001 of the Intelligence Reform and Terrorism Prevention Act of 2004 (Public Law
108-458; 50 U.S.C. 435b) is amended by redesignating subsection (i) as subsection
(j) and by inserting after subsection (h) the following new subsection (i):

“(i) ESTABLISHMENT OF ASSISTANCE FOR SECURITY CLEARANCE DESK.—

“(1) Not later than 90 days after the selection of an agency pursuant to
subsection (c), the head of the entity selected pursuant to subsection (b) shall, in
consultation with the Department of Homeland Security Office for State and Local
Government Coordination, direct the establishment, within any federal department,
agency, or entity, of an Assistance for Security Clearance Desk (in this subsection
referred to as the ‘ASC Desk’) to assist State and local personnel referred by any
federal departments, agencies, or other entities for the purpose of obtaining per-
sonnel security clearances.

“(2) The ASC Desk shall provide information, assistance, and guidance on
the processes by which State and local personnel apply for personnel security clear-
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ances; initiate and process personnel security investigations and periodic reinves-
tigations; have personnel security clearances adjudicated; and access information re-
lated to the database established and maintained pursuant to subsection (e).

“(3) The ASC Desk shall publish the information, assistance, and guid-
ance required under this section on a Government-maintained website, shall present
such information, assistance, and guidance in a format that is easily accessible to
State and local personnel, and shall operate a live, in-person, toll-free telephone

service to answer questions about the information, assistance, and guidance pro-
vided.”.

(b) INCORPORATION OF STATE AND LOCAL FIRST RESPONDERS INTO FEDERAL SECU-
RITY CLEARANCE PROCESSES.—Section 3001 of the Intelligence Reform and Ter-
rorism Prevention Act of 2004 (Public Law 108-458; 50 U.S.C. 435b) is amended—

(1) in subsection (a)(6), by inserting “, and any State and local personnel,”
before “to access classified information”;

(2) by adding at the end of subsection (a) the following new paragraph:

“(9) The term ‘State and local personnel’ has the meaning provided in
subsection 892(f)(3) of the Homeland Security Act of 2002 (6 U.S.C. 482(f)(3)).”;

(3) in subsection (c¢)(1)—
(A) by adding “, as well as State and local personnel,” before “who
require access to classified information”; and

(B) by striking “security clearances of such employees and contractor
personnel” and inserting “such security clearances”; and

(4) in subsection (e), by inserting “, and State and local personnel,” after
“or government contractor personnel”.

Mr. RUPPERSBERGER. This amendment creates a Help Desk,
called the ASC Desk, which stands for the Assistance to Security
Clearance Desk. This Help Desk is for state and local individuals
applying for security clearances. It will guide individuals through
the application, investigation, and adjudication process. While
agencies still retain the power and authority they have under cur-
rent law, the ASC Desk will help our first-responders on the front
lines having so much trouble getting through our complicated secu-
rity-clearance process. This security-clearance issue is a problem
not only facing the maritime industry, but also facing many federal
agencies. All will benefit from this solution.

It is also important that Ambassador Negroponte, the new Direc-
tor of National Intelligence, and his office have the same tools to
keep our families and communities safe. Terrorists do not care if
we are Republicans or Democrats when they target us, so we, as
Members of Congress, must work together to solve this problem. It
is our responsibility to oversee these changes and to ensure that we
fix this problem to protect our country from a terrorist attack.

I appreciate the opportunity to appear before you today.

[The prepared statement of Mr. Ruppersberger follows:]

PREPARED STATEMENT OF HON. C.A. “DUTCH” RUPPERSBERGER,
U.S. REPRESENTATIVE FROM MARYLAND

Thank you Chairman Stevens, Co-Chairman Inouye and Members of the Com-
mittee. I am honored to appear before you today to participate in this critical discus-
sion. With your consent Mr. Chairman, I have prepared a summary of my complete
testimony to read into the record today and I would ask that my entire testimony
be submitted into the record as well.

Mr. Chairman and Members of the Committee, my main point to you today is that
America’s first responders should not be Congress’s 2nd thought.

Whether you call it port or maritime security, each of us understands 3 very fun-
damental principles:

1. Securing our Nation’s more than 360 sea, river and land ports is a broad,
varied and complex goal.
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2. It is simply not possible nor do I believe it is practical to protect all of our
ports against every possible threat. The reality of limited resources and over
95,000 miles of coastline means we must focus on good intelligence for credible
threat information and prioritize our spending accordingly.

3. Our ports are absolutely critical to our Nation’s economic security—in the
world of “just in time” commerce and the global marketplace—our ports are at-
tractive to terrorists to either import weapons for destruction or to shut down
the global supply chain and cripple our economy. Either possibility makes port
security a high priority for this Congress.

Port security is broad and a complex issue largely due to the reality that ports
are sprawling commercial hubs usually centrally located in geographically diverse
areas. Our working ports stretch across coastlines, river ways and harbors moving
agricultural, mineral, petroleum, and paper products to connect with highways and
railways for transport. Tons of goods are imported and exported through our ports
every day in bulk and containers as well as roll-on/roll-off vehicles. Our ports are
also home to some of our most beloved recreational activities such as boating, fish-
ing, and cruises—all of which contribute to our economy and our very way of life.

With so many distinguished experts in port security following me on your other
panels, I would like to focus my discussion today on one key piece of the security
puzzle—the issue of security clearances both in the general national security sense
and within the specifics of the port security realm.

From my many roles in local government (as a County Executive during and in
the aftermath of 9/11, as a former prosecutor) to my current roles at the federal
level (as a Member of the House Permanent Select Committee on Intelligence, as
Co-Chair of the Congressional Port Security Caucus, and as the congressional rep-
resentative to both the Port of Baltimore and NSA), I believe a modernized working
security clearance system is vital to defending our homeland, including our ports.

The Federal Government needs to take further action to insure that the ability
to share information is neither obstructed by a lack of clearance nor by “bottlenecks”
that persist today. Our current security clearance system is not working. This prob-
lem is not just jeopardizing our port security. It is also jeopardizing our national
security. Many of the state, local, and business interests and even some federal offi-
cials do not have the information they need to keep our country safe because they
don’t have the proper security clearances.

The problems stem from basic situations where workers don’t know how to fill out
an application . . . to the more complicated where one department is not sharing
information with another. We are still using a security clearance system set up to
fight the Cold War even though the Iron Curtain fell years ago and we are now
{ighting the War on Terror. The process is fragmented, confusing, cumbersome, and
ong.

There are approximately 3 million individuals at the federal, state, local and pri-
vate sector levels with some level of a security clearance. It is estimated that
480,000 clearances are stuck in some sort of a backlog. The average security clear-
ance takes over one year to complete. If there is any sort of a problem along the
way, it can take months or even years longer. There are inconsistencies within in-
vestigations, polygraph analyses, levels of scrutiny, and criteria considerations.

In the 108th Congress, Congressman Waxman, former Congressman Bell and I
asked GAO to look at two critical questions regarding port security specifically and
homeland security in general. The report is being released today. First, we asked
them to look at the issue of information sharing within the port security domain
and investigate how it is working. Second, we asked them to look at port security
as it relates to businesses that are connected to the port and how funding is
prioritized. Specifically, we asked them to investigate the risk management ap-
proach being employed by the Department of Homeland Security in funding and
grant decisions. The GAO report entitled “Maritime Security: New Structures Have
Improved Information Sharing, but Security Clearance Processing Requires Further
Attention” (GAO-05-394) is the first report GAO is delivering on that request. We
asked GAO to review the processes set in place to improve information sharing
within maritime security following in our post-9/11 world with the passage of the
Homeland Security Act of 2002 and the Maritime Transportation Security Act
(MTSA) of 2002.

The Coast Guard has an awesome task of protecting our waterways and securing
our Nation’s ports. For over two hundred years, the Coast Guard has patrolled and
protected our coast lines—which today totals over 95,000 miles. The Coast Guard
is doing a good job based on their massive jurisdiction and the funding it has re-
ceived but more needs to be done.
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After the passage of MTSA, the Coast Guard reorganized and created 359 Area
Maritime Security Committees and Interagency Operational Centers in ports across
the country to coordinate multiple local, state and federal agencies along with pri-
vate sector stakeholders. The goal is to facilitate the meaningful necessity of infor-
mation sharing to protect our ports. Each committee designated one member who
is expected to have the proper clearance to be able to analyze classified intelligence
information.

The GAO report found that only 28 of the 359 members had submitted the proper
paperwork to get a security clearance. That means less than 8 percent of our Na-
tion’s ports have access to critical information to keep us safe. Even if all of the re-
maining 331 members applied for clearance today, it would take a least a year for
them to get cleared. Al Qaeda is not going to wait until workers get clearance to
attack our country and our way of life.

We've identified the problem. Now let’s address one of the many solutions. These
solutions can not be achieved overnight but there are some initial steps that will
start a long journey to fix this problem. To start and as a result of the hard work
GAO is reporting today, I have introduced a bipartisan amendment with Chairman
Tom Davis of Virginia to the Homeland Security Authorization bill expected on the
House floor this week. Mr. Chairman, I have brought a copy of that amendment
submitted to the House Rules Committee today and I would ask that it be inserted
into the record as well.

This amendment creates a help desk called the ASK Desk, which stands for the
Assistance to Security Clearance Desk. This help desk is for state and local individ-
uals applying for security clearances. It will guide individuals through the applica-
tion, investigation and adjudication processes. While agencies will still retain the
power and authority they have under current law, the ASK Desk will help our first
responders on the front lines having so much trouble getting through our com-
plicated security clearance process.

This security clearance issue is a problem not only facing the Maritime Industry
but also facing many federal agencies. All will benefit from this solution. It is also
important that Ambassador Negroponte, the new Director of National Intelligence,
and his office have the same tools to keep our families and communities safe.

Terrorists do not care if we are Republicans or Democrats when they target us
so we as Members of Congress must work together to solve this problem. It is our
responsibility to oversee these changes and ensure that we fix this problem to pro-
tect our country from a terrorist attack.

I appreciate the opportunity to appear before you today.

Senator INOUYE. Congressman, did you say that the average time
span required for security investigation is over 1 year?

Mr. RUPPERSBERGER. Over 1 year. That’s the information that we
have.

Senator INOUYE. And that we

Mr. RUPPERSBERGER. And sometimes even longer.

Senator INOUYE.—that we have over 480,000 waiting?

Mr. RUPPERSBERGER. That’s an estimate, but that’s—about
480,000. Complaints from all aspects. You know, one of the key ele-
ments in fighting terrorism is good intelligence, and it’s also the re-
lationship between our intelligence agencies and our private sector,
some of the larger and smaller corporations. And wherever we go—
and I think Senator Rockefeller would confirm this, and he’s a
Member of the Senate Intelligence Committee—that it’s constant
complaints about how they can’t get the clearance, it just takes so
long. It’s an antiquated process, and, until we fix that process——

My staff just handed me some information—450,000 backlog,
850,000 waiting. So that’s a serious process, not only with respect
to our ports, but for the safety of our country. I mean, that’s why
we have a new Director of Intelligence. And hopefully that will be
one of Ambassador Negroponte’s high priorities.

Senator INOUYE. And did you say that only 10 percent of our
ports have personnel who have been cleared to
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Mr. RUPPERSBERGER. Well, no, what you have is, the Coast
Guard, who has an awesome responsibility, and they have put to-
gether what they call Maritime Security Committees in each one
of their ports. And these committees are really the local, and state
governments, and people involved working within the port. And
that’s almost like a strike-force concept. The main focus for the
Coast Guard is information sharing. And what happens is that,
with respect to information that the Coast Guard has, if it’s classi-
fied, they have this information that could help protect the ports,
but if the members on that committee, especially a designated
member, do not have their clearances, they cannot share that infor-
mation unless the clearances are there. That has to be fixed. Infor-
mation sharing is one of the most important aspects of intelligence.

Ten percent of Coast Guard identified committee stakeholders,
that’s all that has been cleared. And then, when they start the
clearance process today, if we would go with the way it’s working
now, it would take 1 year. As I said in my testimony, Al Qaeda is
not going to wait for us to get cleared.

Senator INOUYE. Thank you.

The CHAIRMAN. Thank you.

Any questions?

Thank you very much.

Mr. RUPPERSBERGER. Thank you.

The CHAIRMAN. The first panel is Robert Jacksta, Executive Di-
rector of Border Security and Facilitation, in Customs; Larry
Hereth, Rear Admiral in the Coast Guard; and Mr. Skinner, Acting
Inspector General of the Office—in Homeland Security; and Mar-
garet Wrightson, Director, Homeland Security and Justice Issues,
GAO.

Let us proceed in the order in which I've announced them. And
we’ll have—I think if you’d wait until the time the GAO witness
is before us before you put up those panels, it’ll be better.

Senator ROCKEFELLER. You can’t read them, anyway.

The CHAIRMAN. Mr. Jacksta, then Mr.—then Admiral Hereth,
then Mr. Skinner, then Ms. Wrightson. Let’s have your statements,
and then we’ll ask questions.

STATEMENT OF ROBERT JACKSTA, EXECUTIVE DIRECTOR,
BORDER SECURITY AND FACILITATION, U.S. CUSTOMS AND
BORDER PROTECTION

Mr. JACKSTA. Good morning, Mr. Chairman, Senator Inouye, and
distinguished Members of the Committee.

Thank you for this opportunity to update the Committee on U.S.
Customs and Border Protection, CBP, efforts to strengthen mari-
time security.

CBP, as the guardian of the Nation’s borders, safeguards the
homeland foremost by protecting the American public against ter-
rorism and instruments of terror. Today, trained CBP officers, tech-
nology, automation, electronic information, and partnerships with
trade and foreign governments are concepts that underpin CBP’s
port security and antiterrorism initiatives. These concepts extend
our zone of security outward and reinforce the components of our
layered defense strategy.
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My remarks today will focus on progress related to the Customs
Trade Partnership Against Terrorism, C-TPAT, the Container Se-
curity Initiative, CSI, our non-intrusive inspection technology, and
implementation of the Maritime Transportation Security Act.

As the Customs Trade Partnership Against Terrorism has
evolved, we have steadily added to the rigor of the program. In
order to join C-TPAT, a participant must commit to increasing its
supply chain security to meet minimal supply-chain-security cri-
teria. Perhaps most importantly, participants also make a commit-
ment to work with their business partners and customers through-
out their supply chain to ensure that those businesses also increase
their supply-chain-security. Moreover, CBP has worked towards ad-
dressing a number of areas, as recommended by GAO. Today, CBP
validation is based on risk, using a quantitative risk-assessment
tool to identify certified members with high-risk supply chains.

In addition, CBP has published a C-TPAT strategic plan clearly
articulating program goals and strategies. CBP has also completed
a C-TPAT human-capital plan, which addresses recruitment, train-
ing, and workload issues.

Finally, steps have been taken to automate key processes and
implement the records-management system to document key deci-
sions and operational events, including decisions made through the
validation process and tracking member status. Within 3 years, our
experience has grown greatly with the C-TPAT program, and we
continue to work very diligently to ensure member compliance.

To meet our priority mission of preventing terrorism and ter-
rorist weapons from entering the United States, CBP has also
partnered with other countries on our Container Security Initia-
tive. Almost 26,000 seagoing containers arrive and are offloaded at
United States seaports daily. In Fiscal Year 2004, that equated to
9.6 million containers. Under CSI, we are partnering with our for-
eign governments to identify and inspect high-risk cargo at foreign
ports before they are shipped to our seaports and pose a threat to
the United States. Today, CSI is operational in 36 foreign ports.

In January 2004, CBP partnered with four C-TPAT importers to
incorporate a container-security device into the container sealing-
device process. This enhances container security. The initial phase
of this initiative was designed to evaluate logistical and operational
aspects, evaluate the technology being utilized, and collect and ana-
lyze technology-related data.

Currently, CBP is conducting a second phase of activities in co-
operation with the C-TPAT members. This expansion utilizes an
enhanced version of the container-security device evaluated during
previous activities and will incorporate additional sensing capabili-
ties. The second-phase test will incorporate 16 different trade
lanes, touching three continents, and seven CSI ports.

Non-intrusive technology is another cornerstone in our layered
approach. Technologies deployed to our Nation’s ports of entries in-
clude large-scale X-ray and gamma-imaging systems, as well as a
variety of portable and handheld technologies, to include our recent
focus on radiation-detection equipment. CBP has 166 large-scale
NII systems deployed to our Nation’s ports of entry. There are 59
of these large-scale systems deployed to our seaports.
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CBP is also moving quickly to deploy nuclear and radiological-de-
tection equipment to our ports of entry. CBP has deployed over 400
radiation-isotope-identifier devices, and nearly 500 radiation portal
monitors (RPMs). CBP is also implementing the deployment of
RPMs in the maritime environment, with the ultimate goal of
screening 100 percent of all containerized imported cargo for radi-
ation.

Additionally, CBP has deployed personal radiation detectors in
quantities necessary for ensuring that there is 100 percent cov-
erage at primary inspection sites, where the final point of contact
with CBP takes place.

CBP, in concert with our sister agencies, continues to work to-
ward maritime security, as mandated by the Maritime Transpor-
tation Security Act. Efforts include the establishment of the DHS
Commercial Operational Advisory Committee (COAC), a sub-
committee to assist DHS with the trade perspective on cargo secu-
rity-performance standards under the MTSA. The COAC rec-
ommendations have assisted CBP with understanding the trade
community’s concerns and priorities. Further, recommendations are
assisting CBP’s development of a proposed rule requiring that load-
ed containers be appropriately secured.

CBP is also supporting the implementation of additional MTSA-
related issues in coordination with TSA and the Coast Guard.
These include the U.S. Coast Guard International Port Security
Program, Area Maritime Security Committees, port vulnerability
assessments, and the Transportation Worker Identification
Credentialing.

Mr. Chairman, Members of the Committee, I believe CBP has
demonstrated, and will continue to demonstrate, its leadership and
commitment to maritime security efforts. Thank you for the oppor-
iclunity to testify. I will be happy to answer any questions you may

ave.

[The prepared statement of Mr. Jacksta follows:]

PREPARED STATEMENT OF ROBERT JACKSTA, EXECUTIVE DIRECTOR, BORDER
SECURITY AND FACILITATION, U.S. CUSTOMS AND BORDER PROTECTION

Good morning Mr. Chairman, Senator Inouye, and distinguished Members of the
Committee. Thank you for this opportunity to update the Committee on U.S. Cus-
toms and Border Protection’s (CBP) efforts to strengthen maritime security.

CBP, as the guardian of the Nation’s borders, satfeguards the homeland—foremost,
by protecting the American public against terrorists and the instruments of terror;
while at the same time enforcing the laws of the United States and fostering the
Nation’s economic security through lawful travel and trade. Today, trained CBP Of-
ficers, technology, automation, electronic information, and partnerships with the
trade and foreign governments are concepts that underpin CBP’s port security and
anti-terrorism 1nitiatives. These concepts extend our zone of security outward and
reinforce the components of our layered defense strategy.

My remarks today will focus on progress related to the Customs-Trade Partner-
ship Against Terrorism (C-TPAT), the Container Security Initiative (CSI), Non-In-
trusive Inspection (NII) and Radiation Detection Technology (RDT), and the imple-
mentation of the Maritime Transportation Security Act of 2002 (MTSA).

Customs-Trade Partnership Against Terrorism (C-TPAT)

As the Customs-Trade Partnership Against Terrorism (C-TPAT) has evolved, we
have steadily added to the rigor of the program. In order to join C-TPAT, a partici-
pant must commit to increasing its supply chain security to meet minimal supply
chain security criteria. Perhaps most importantly, participants also make a commit-
ment to work with their business partners and customers throughout their supply
chains to ensure that those businesses also increase their supply-chain-security. By
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leveraging the influence of importers and others on different participants in the sup-
ply chain, C-TPAT is able to increase security of United States bound goods to the
point of origin (i.e., to the point of container stuffing). This reach is critical to the
goal of increasing supply-chain-security.

Moreover, CBP has worked towards addressing a number of areas as rec-
ommended by the General Accountability Office. Today, CBP initiates validations
based on risk, using a quantitative risk assessment tool to identify certified mem-
bers with high-risk supply chains. CBP’s new validation objective identifies and vali-
dates high-risk supply chain components, while engaging C-TPAT members with
the greatest leverage over their foreign components of the international supply
chain. This refined validation objective allows CBP to direct resources accordingly,
where they can have the most impact in meeting the overall objectives of the C—
TPAT program. In late October 2004, in discussions with the trade community, we
began drafting more clearly defined, minimum-security criteria for importers wish-
ing to participate in the C-TPAT program. After months of constructive dialogue,
we developed minimum security criteria designed to accomplish two important
goals: first, to offer flexibility to accommodate the diverse business models rep-
resented within the international supply chain; and second, to achieve CBP’s twin
goals of security and facilitation. The minimum-security criteria for importers be-
came effective on March 25, 2005.

In addition, CBP has published the C-TPAT Strategic Plan, clearly articulating
program goals and strategies, and completed the C-TPAT Human Capital Plan,
which addresses recruitment, training and workload issues.

CBP recognizes the need for effective measures to determine the success of the
program. While new measures are under development, C-TPAT currently uses
quantifiable workload measures, but gauging deterrence and prevention remains a
challenging task. We continue our efforts in this area, focusing on effective meas-
ures that help gauge the success of C-TPAT partnership.

Finally, steps have been taken to automate key processes, and implement a
records management system to document key decisions and operational events, in-
cluding decisions made through the validation process, and tracking member status.
With 3 years’ experience in the program, C-TPAT has successfully increased supply-
chain-security through the voluntary enrollment and enhancement of supply-chain-
security by the private sector, and learned much about the program and its partici-
pants.

The Container Security Initiative (CSI)

To meet our priority mission of preventing terrorists and terrorist weapons from
entering the United States, CBP has partnered with other countries on our Con-
tainer Security Initiative (CSI). Almost 26,000 seagoing containers arrive and are
off loaded at United States seaports each day. In Fiscal Year 2004, that equated to
9.6 million cargo containers annually. Because of the sheer volume of sea container
traffic and the opportunities it presents for terrorists, containerized shipping is
uniquely vulnerable to terrorist exploitation. Under CSI, which is the first program
of its kind, we are partnering with foreign governments to identify and inspect high-
risk cargo containers at foreign ports before they are shipped to our seaports and
pose a threat to the United States and to global trade. Today, CSI is operational
in 36 ports. CBP is working towards strategically locating CSI in additional loca-
tions focusing on areas of the world where terrorists have a presence. CBP will con-
tinue expanding the CSI security network by using advanced technologies while op-
timizing resources such as the National Targeting Center as a communications hub
coordinating domestic and international communication. Through a framework for
security and facilitation of global trade, endorsed by the World Customs Organiza-
tion, CBP intends to strengthen trade data and targeting by promoting harmonized
standards for data elements, examinations and risk assessments. Further, to inspect
all high-risk containers before they are loaded on board vessels to the United States,
CBP plans to continue fostering partnerships with other countries and our trading
partners.

CBP Smart Box Initiative

In January 2004, CBP partnered with four C-TPAT importers to incorporate a
Container Security Device (CSD) into the container sealing process, along with seal-
ing standards and techniques, in order to develop and implement a Smart Box de-
signed to enhance container security. The initial phase of the initiative was de-
signed to evaluate the logistical and operational aspects, evaluate the technology
being utilized, and collect and analyze technology-related data. Data collected dur-
ing the initial phase, as well as subsequent phases, will be used to assist CBP in
developing minimum standards for a Smart Box.



12

Currently, CBP is conducting a second phase of activities in cooperation with a
total of 14 C-TPAT members. This expansion utilizes an enhanced version of the
CSD evaluated during previous activities and will incorporate additional sensing ca-
pabilities. This second phase test will incorporate 16 different trade lanes touching
3 continents (North America, Europe and Asia) and 7 CSI ports.

Other efforts include participation in the evaluation of technology designed to in-
corporate additional sensing capabilities with the goal of providing six sided con-
tainer security. The Department of Homeland Security (DHS) Science and Tech-
nology (S&T) Directorate lead this effort. CBP personnel are active members of an
Integrated Process and Product Team (IPPT) and are working in coordination with
DHS S&T to identify and evaluate future technologies.

Non-Intrusive Inspection and Radiation Detection Technologies

Non-Intrusive Inspection Technology (NII) is another cornerstone in our layered
strategy. Technologies deployed to our Nation’s sea, air, and land border ports of
entry include large-scale X-ray and gamma-imaging systems as well as a variety of
portable and hand-held technologies to include our recent focus on radiation detec-
tion technology. NII technologies are viewed as force multipliers that enable us to
screen or examine a larger portion of the stream of commercial traffic while facili-
tating the flow of legitimate trade, cargo, and passengers.

CBP has 166 large-scale NII systems deployed to our Nation’s air, land, and sea
ports of entry. There are 59 of these large scale systems deployed to seaports on
both coasts and the Caribbean. The systems include the Vehicle and Cargo Inspec-
tion System (VACIS), Mobile VACIS, Truck X-ray, Mobile Truck X-ray, Rail VACIS,
Mobile Sea Container Examination Systems, and the Pallet Gamma-ray system.
CBP is also moving quickly to deploy nuclear and radiological detection equipment,
including Personal Radiation Detectors (PRDs), Radiation Isotope Identifier Devices
(RIIDs) and Radiation Portal Monitors (RPMs) to our ports of entry. CBP has de-
ployed over 400 RIIDs and nearly 500 RPMs. CBP is also initiating the deployment
of RPMs in the maritime environment with the ultimate goal of screening 100 per-
cent of all containerized imported cargo for radiation. A variety of configurations
have been developed and CBP is working with stakeholders to ensure that radiation
screening does not significantly impact operations within a port. During the upcom-
ing year CBP looks forward to working with the new DHS Domestic Nuclear Detec-
tion Office to couple these varying configurations into a cohesive global architecture
to greatly increase the Nation’s radiological and nuclear detection capability. Addi-
tionally, CBP has deployed PRDs in quantities necessary for ensuring that there is
100 percent coverage at primary, the first point of contact. Currently, over 10,000
PRDs have been deployed. Used in combination with our layered enforcement strat-
egy, these tools currently provide CBP with a significant capacity to detect nuclear
or radiological materials.

Maritime Transportation Security Act of 2002 (MTSA) CBP, in concert with our
sister agencies, continues to work towards maritime security mandates as outlined
in the Maritime Transportation Security Act of 2002 (MTSA). Efforts include the es-
tablishment of a DHS Commercial Operational Advisory Committee (COAC) sub-
committee. As requested by the Border and Transportation Security Directorate
(BTS), a COAC subcommittee was formed to assist DHS with a trade perspective
on cargo security performance standards under MTSA.

The COAC’s recommendations have assisted CBP with understanding the trade
community’s concerns and priorities. Further, under the direction of BTS, rec-
ommendations are assisting CBP’s development of a proposed rule requiring that
loaded containers be appropriately secured by use of an International Organization
for Standardization (ISO)-compliant high security seal and verified by the carrier
prior to being transported by vessel to the United States. CBP is also supporting
the implementation of additional MTSA related issues in coordination with BTS,
USCQG, and the Transportation Security Administration (TSA). These include:

e USCG International Port Security Program—CBP CSI teams work in concert

with USCG to conduct joint assessments of foreign ports.

e Area Maritime Security Committees (AMSC)—CBP senior field office managers

are participating in the USCG led AMS Committees.

e Port Vulnerability Assessments—CBP field offices participated in the USCG

port assessments addressing cargo security operations.

e Transportation Worker Identification Credentialing (TWIC)—CBP is coordi-
nating with TSA and USCG to assist their efforts to develop this program.
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Conclusion

Mr. Chairman, Members of the Committee, I have outlined a broad array of initia-
tives and steps towards enhancing maritime security. I believe CBP has dem-
onstrated and will continue to demonstrate its leadership and commitment to mari-
time security efforts, and we anticipate that working with our sister agencies under
the Department of Homeland Security we will further these efforts.

Thank you again for the opportunity to testify. I will be happy to answer any
questions you may have.

The CHAIRMAN. Thank you very much.
Admiral.

STATEMENT OF REAR ADMIRAL LARRY HERETH,
U.S. COAST GUARD

Admiral HERETH. Good morning, Mr. Chairman and distin-
guished Members of the Committee.

I look forward to discussing the Coast Guard’s role to secure our
ports and ensure the safe and efficient flow of commerce.

The Coast Guard’s overarching security goal is to prevent ter-
rorist attacks within the U.S. maritime domain. Doing so requires
a risk-based approach to identify and intercept threats, ideally be-
fore they reach our shores. Our Nation’s maritime transportation
system, as mentioned before, is extensive. Protecting this system is
a significant challenge. A maritime terrorist attack, with its associ-
ated ripple effect, would have a severe impact on the Nation’s econ-
omy; so, clearly, this is a system we must protect.

Since trade is global, and terrorism is global, we felt obligated
and necessary to build a global security regime. Our domestic and
international efforts have focused on implementation of MTSA and
the corresponding International Ship and Port Facility security
code, or the ISPS Code, as it’s known. We’ve collaborated with 147
other countries at the International Maritime Organization to build
a new and substantial security code that applies to vessels and to
port facilities around the entire world. The international require-
ments mirror the domestic standards set forth in MTSA.

To complement the new security standards, we worked in par-
allel with the International Standards Organization to develop an
implementation guide to aid companies as they put this—into prac-
tice this major change. The IMO and ISO have been key allies in
developing the requirements and practical standards that lead to
consistency and greater compliance. This international approach
provides an efficient and effective security regime that can be
checked by all our trading partners, not just the United States.

Implementation, however, has been a big challenge to all the
stakeholders. With over 9,000 U.S. vessels, 3,200 U.S. facilities,
and 8,000 foreign vessels that trade with the United States, we
have a huge challenge before us.

I am pleased to report, however, that the compliance rates are
near 99 percent across the board. This was due, in large measure,
to the collaboration and excellent relationships we have with indus-
try and with trade associations. You will hear from two of those
trade associations in the later panel. The efforts of the AAPA and—
American Association of Port Authorities and the World Shipping
Council are representative of the helpful advice and support we re-
ceived throughout the standards-development phase, and are to be
commended.
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I also note that, as required by MTSA, we have established an
International Port Security Program that works in concert with
other federal agencies to identify foreign ports posing a potential
security risk to the international marine transportation system. To
date, we have visited 23 countries. Five countries are currently on
our Port Security Advisory List, because they have not imple-
mented the new international standards.

There are, however, long-term challenges ahead. In the post—
MTSA ISPF period, we realized the Coast Guard was planning or
beginning work on numerous additional security projects. Those ef-
forts were spread out amongst many various offices, and there was
also a lot of interagency coordination underway in those efforts. To
address this, we developed an inventory of projects to help us re-
fine, align, and coordinate our efforts. Taken together, this list of
projects represents the next wave of improvements to maritime se-
curity.

Cargo security is another challenge, a long-term challenge that
deserves comment. Customs and Border Protection has the lead
role in cargo security, and the Coast Guard works to coordinate
with our sister agency to align respective agency roles and respon-
sibilities.

When cargo is moved on the waterborne leg of the trade route,
the Coast Guard has oversight of the cargo’s carriage requirements
and the care needed for that cargo while it’s in transit, both on the
vessel and at the port facility. Customs, CBP, has authority over
the cargo contents and the container improvements. Using the in-
formation provided through the Coast Guard’s 96-hour notice-of-ar-
rival rule and Customs’ 24-hour cargo-loading rule, we can act to
control vessels, and, thus, their cargoes, that pose an unacceptable
risk to our ports. With Coast Guard officers posted at Customs’,
CBP’s, National Targeting Center, we have improved agency co-
ordination, and our collective ability to quickly take appropriate ac-
tion exists when notified of a cargo problem.

Identity security is another vulnerability that must be addressed.
Domestically, the Coast Guard is now supporting TSA to imple-
ment the Transportation Worker Identity Credential, and we’ll do
everything we can to expedite that process.

With regard to foreign seafarers, we presently have a multi-agen-
cy workgroup tasked to define the potential improvements possible
and provide a proposed course of action. That involves a number
of different agencies, including Justice, State, Transportation, and
a variety of elements from DHS.

Thank you, again, for the opportunity to testify today. I will be
pleased to answer any questions at the appropriate time.

[The prepared statement of Admiral Hereth follows:]

PREPARED STATEMENT OF REAR ADMIRAL LARRY HERETH, U.S. COAST GUARD

Introduction

Good morning Mr. Chairman and distinguished Members of the Committee. It is
a pleasure to be here today to discuss the Coast Guard’s role in securing our ports
in order to facilitate the safe and efficient flow of commerce.

On September 10th, 2001, our primary maritime focus was on the safe and effi-
cient use of America’s waterways. However, as a result of the events of 9/11, we
have made great progress in securing America’s waterways, without impeding com-
merce. The men and women of the U.S. Coast Guard and the Department of Home-
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land Security remain committed to improving maritime homeland security each and
every day through continued interagency cooperation and assistance from our part-
ners at the local, state, and international levels as well as maritime industry stake-
holders.

Reducing Maritime Risk

The Coast Guard’s overarching security goal is to prevent the exploitation of, or
terrorist attacks within, the U.S. maritime domain. Doing so requires a threat-
based, risk-managed approach to identify and intercept threats well before they
reach U.S. shores. The Coast Guard accomplishes this by conducting layered, multi-
agency security operations nationwide; while strengthening the security posture and
reducing the vulnerability of our ports, with the initial focus being our militarily
and economically strategic ports. As we seek to reduce maritime risk, we continually
strive to balance each of the Coast Guard’s mission requirements to ensure minimal
degradation in service to the American public. Looking at their accomplishments,
it is clear that Coast Guard men and women continue to rise to the challenge and
deliver tangible and important results across both homeland security and non-home-
land security missions.

Today’s global maritime safety and security environment requires a new level of
operations specifically directed against terrorism without degrading other critical
maritime safety missions. Most importantly, the Coast Guard must exercise its full
suite of authorities, capabilities, competencies and partnerships to mitigate mari-
time security risks in the post-9/11 world.

In terms of threat, vulnerability, and consequence, there are few more valuable
and vulnerable targets than the U.S. maritime transportation system.

e Threat: While the 9/11 Commission notes the continuing threat against our
aviation system, it also states that “opportunities to do harm are as great, or
greater, in maritime or surface transportation.” From smuggling to piracy, sui-
cid(elz attac(liis to the threat of weapons of mass destruction, the threats are many
and varied.

e Vulnerability: The maritime transportation system annually accommodates
6.5 million cruise ship passengers, 51,000 port calls by over 7,500 foreign ships,
at more than 360 commercial ports spread out over 95,000 miles of coastline.
The vastness of this system and its widespread and diverse critical infrastruc-
ture leave the Nation vulnerable to terrorist acts within our ports, waterways,
and coastal zones, as well as exploitation of maritime commerce as a means of
transporting terrorists and their weapons.

e Consequence: Contributing nearly $750 billion to the U.S. gross domestic
product annually and handling 95 percent of all overseas trade each year—the
value of the U.S. maritime domain and the consequence of any significant at-
tack cannot be overstated. Independent analysis and the experiences of 9/11 and
the West Coast dock workers strike demonstrates an economic impact of a
forced closure of U.S. ports for a period of only 8 days to have been in excess
of $58 billion to the U.S. economy.

Lingering and new maritime safety and security gaps continually present them-
selves and it is these risks we will continually work to reduce. The Coast Guard
guides its efforts by implementing policies, seeking resources, and deploying capa-
bilities through the lens of our maritime security strategy.

Implement the Maritime Strategy for Homeland Security

Considering the vast economic utility of our ports, waterways, and coastal ap-
proaches, it is clear that a terrorist incident against our marine transportation sys-
tem would have a disastrous impact on global shipping, international trade, and the
world economy, in addition to the strategic military value of many ports and water-
ways.

The elements of the Coast Guard’s Maritime Strategy for Homeland Security are
in direct alignment with the DHS’ strategic goals of Awareness, Prevention, Protec-
tion, Response and Recovery. These elements serve as guiding pillars in our efforts
to reduce America’s vulnerabilities to terrorism by enhancing our ability to prevent
terrorist attacks and limit the damage to our Nation’s ports, coastal infrastructure
and population centers in the event a terrorist attack occurs. A brief overview of
the core elements of that strategy with particular emphasis on creation and man-
agement of a robust security regime is presented here in the following paragraphs.

Enhance Maritime Domain Awareness (MDA)

First, we seek to increase our awareness and knowledge of what is happening in
the maritime arena, not just here in American waters, but globally. We need to
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know which vessels are in operation, the names of the crews and passengers, and
the ship’s cargo, especially those inbound for U.S. ports. Maritime Domain Aware-
ness (MDA) is critical to separate the law-abiding sailor from the anomalous threat.

The core of our MDA efforts revolve around the development and employment of
accurate information, intelligence, and targeting of vessels, cargo, crews and pas-
sengers—and extending this well beyond our traditional maritime boundaries. All
DHS components are working to provide a layered defense through collaborative ef-
forts with our interagency and international partners to counter and manage secu-
rity risks long before they reach a U.S. port. There are two hallmarks to today’s
security environment; complexity and ambiguity. Improving MDA will help us to
simplify the complex and clarify the ambiguous and prove invaluable to facilitating
effective resource, operational, and policy decision-making.

Create and Oversee Maritime Security Regime

Second, to help prevent terrorist attacks we have developed and continue to im-
prove an effective maritime security regime—both domestically and internationally.
This element of our strategy focuses on our domestic and international efforts and
includes initiatives related to MTSA enforcement, International Maritime Organiza-
tion regulations such as the ISPS Code, as well as improving supply chain security
and identity security processes.

Before 9/11 we had no formal international or domestic maritime security regime
for ports, port facilities, and ships—with the exception of cruise ships. Partnering
with domestic and international stakeholders, we now have both a comprehensive
domestic security regime and an international security convention in place. Both
have been in force since July 1, 2004. In executing the requirements of the Maritime
Transportation Security Act (MTSA) and the International Ship and Port Facility
Security (ISPS) code, the Coast Guard has:

e Reviewed and approved over 9,600 domestic vessel security plans and 3,100 do-
mestic facility security plans;

e Overseen the development of 43 Area Maritime Security Plans and Committees;
e Verified security plan implementation on 8,100 foreign vessels;

e Completed all domestic port security assessments for the 55 militarily and eco-
nomically strategic ports;

e Visited 22 foreign countries to assess the effectiveness of anti-terrorism meas-
ures and implementation of ISPS code requirements. An additional 10 countries
are scheduled for visits by June 2005 with the goal of visiting all of our approxi-
mately 140 maritime trading partners; and

e Oversaw the continuing development of the National Maritime Security Plan.

Aside from the statistics, MTSA and ISPS are truly landmark achievements with-
in the maritime industry. Through a variety of measures, or layers, of regulatory
requirements, these two regimes complement each other and have gone far to re-
duce vulnerabilities within the global maritime transportation system, the general
framework of which includes:

e Physical Security: The first pillar of this framework is physical security.
Through the implementation of the MTSA, we have significantly hardened the
physical security of our ports. Roughly 3,100 of the Nation’s highest risk port
facilities have implemented mandatory access control measures to ensure that
only authorized persons are able to gain access. They have established des-
ignated restricted areas within the facility gates and facility owners and opera-
tors are now required, under federal regulations, to implement screening proto-
cols for ensuring that cargo-transport vehicles and persons entering the facili-
ties are inspected to deter the unauthorized introduction of dangerous sub-
stances and devices. At the facility gates, containers are required to be checked
for evidence of tampering and cargo seals are checked.

e Identity Security: Identity verification is the second critical element of port
security, recognizing that we must know and trust those who are provided
unescorted access to our port facilities and vessels. The 9/11 Commission report
noted that the September 11th hijackers obtained and used government-issued
identification cards such as driver’s licenses. The Commission recommended
that forms of identification be made more secure. Congress partially addressed
this issue in the Maritime Transportation Security Act of 2002 with the require-
ment for the Transportation Workers Identification Card or TWIC. However,
merchant mariner documents are, by statute, identification documents, yet they
contain virtually no security features. This, among other reasons, is why the
Commandant, the Secretary of Homeland Security and the President have pro-
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posed a complete update of the merchant mariner credentialing statutes. We
cannot, and must not, continue with business as usual in the area of mariner
credentialing. The specter of a terrorist obtaining and using a merchant mar-
iner credential to access and attack vital areas of a strategic port is one that
is very real. The changes we have proposed will enable the Department to
heighten the security of all mariner credentials in partnership with the mari-
ners themselves and the maritime industry.

The Coast Guard is also working very closely with the Transportation Security
Administration (TSA), the lead for implementation of the Transportation Work-
er Identification Card (TWIC), to assist in the implementation of this new
credentialing program. Just over six months ago, TSA approached the Coast
Guard and asked for assistance in implementing the TWIC in the maritime
mode through a regulatory project. The Coast Guard is fully supportive of this
regulatory effort and will do everything within our ability to assist TSA in the
development of this rulemaking.

Cargo Security: Cargo security encompasses the process of ensuring that all
cargo bound for the U.S. is legitimate and was properly supervised from the
point of origin, through its sea transit, and during its arrival at the final des-
tination in the U.S.

Since Customs and Border Protection (CBP) has the lead role in maritime cargo
security, the Coast Guard has worked in concert with our sister agency to align
respective agency roles and responsibilities regarding international trade. When
a cargo is moved on the waterborne leg of the trade route, the Coast Guard has
oversight of the cargo’s care and carriage on the vessels and within the port fa-
cility. The Coast Guard also oversees the training and identity verification of
the people who are moving the cargo. CBP has authority over the cargo contents
and container standards. Using the information provided through the Coast
Guard’s 96-hour notice of arrival rule and CBP’s 24-hour cargo loading rule, we
can act to control vessels, and thus their cargoes, that pose an unacceptable risk
to our ports. With Coast Guard officers posted at CBP’s National Targeting
Center, we continuously improve agency coordination and our collective ability
to quickly take appropriate action when notified of a cargo of interest. As a fur-
ther improvement, the trade community can file required passenger and crew
information via an electronic notice of arrival and departure system. This
streamlines the process for industry and improves our ability to apply targeting
and selectivity methods.

The Coast Guard has worked hard to align all of our regulatory and policy de-
velopment efforts with CBP. We meet regularly to discuss policy, we participate
on inter-agency regulation development teams, and we sit on the Operation Safe
Commerce Executive Steering Committee. Between DHS, CBP, and the Coast
Guard, we coordinate the work of our various Federal Advisory Committees so
that we all understand the trade community’s concerns and priorities. Now that
MTSA and the ISPS Code are fully implemented, we are monitoring compliance
andkcarefully noting issues for future improvements to the regulatory frame-
work.

Looking at specific cargo-related initiatives, the Coast Guard fully supports the
Container Security Initiative and the Customs-Trade Partnership Against Ter-
rorism. We look forward to the results of Operation Safe Commerce, which will
highlight technologies and business practices that will bring improved, layered
security throughout the supply chain. We also agree with CBP’s view that inter-
national compliance and the establishment of international standards are need-
ed to help gain global compliance. In this way, the International Standards Or-
ganization and the International Maritime Organization have achieved great
success in institutionalizing both safety and security standards, many times in-
corporating industry standards by reference. A multilateral approach provides
a more efficient and effective security regime. Compliance with a common, ac-
ceptable standard is checked by all our trading partners, not just the U.S. The
evidence of success can be directly measured in the level of compliance. A prime
example is the success of the ISPS Code implementation evidenced by the 98
percent compliance rate achieved by foreign vessels arriving in U.S. ports.

Culture of Security: Finally, and perhaps most importantly we have been able
to take important steps to instill a culture of security within a system pre-
viously focused almost exclusively on efficiency. Reducing the vulnerabilities of
our vessels and ports required a cultural shift to put security at the top of the
agenda rather than as an afterthought. It is centered on the people who must
implement the new security measures. Under our MTSA regulations, facilities
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and vessels are required to designate individuals with security responsibilities,
including company security officers, facility security officers, and vessel security
officers. These individuals must have knowledge, thorough training and equiva-
lent job experience. They must be familiar with, and responsible for, implemen-
tation of the specific security measures outlined in their facility/vessel security
plans and they must be knowledgeable in emergency preparedness, the conduct
of security audits, and security exercises. In addition, facility security officers
must have training in security assessment methodologies; current security
threats and patterns; recognizing and detecting dangerous substances and de-
vices, recognizing characteristics and behavioral patterns of persons who are
likely to threaten security; and techniques used to circumvent security meas-
ures.

Increase Operational Presence. Third, we seek to better protect critical mari-
time infrastructure and improve our ability to respond to suspect activities by in-
creasing our operational presence in ports, coastal zones and beyond,—to implement
a layered security posture, a defense-in-depth. Our collective efforts to increase oper-
ational presence in ports and coastal zones focus not only on adding more people,
boats and ships to our force structures, but making the employment of those re-
sources more effective through the application of technology, information sharing,
and intelligence support.

Improve Response and Recovery Posture. Finally, we are improving our abil-
ity to respond to and aid in recovery if there were an actual terrorist attack. Under-
standing the challenge of defending 26,000 miles of navigable waterways and 361
ports against every conceivable threat at every possible time, we are also aggres-
sively working to improve our response capabilities and readiness. While many of
the increases in MDA and operational presence augment our collective response and
recovery posture, we must also incorporate initiatives that will increase our ability
to adequately manage operations and coordinate resources during maritime threat
response or recovery operations.

The Coast Guard is implementing the new National Response Plan across all op-
erations. The Incident Command System is our mandated crisis management sys-
tem, and we have years of practical experience in its use. At the local level, each
port is ready with port-specific and even sub-area specific, response plans. All law
enforcement agencies, public service providers, and port stakeholders have partici-
pated in the plan development process.

The Coast Guard has confidence that if a maritime transportation security inci-
dent (T'SI) should occur in one of our ports, the local responders (Coast Guard Sector
Commander or Captain of the Port, other federal agencies, state and local authori-
ties, and partners in industry) will immediately react with mitigation, response, and
recovery activities in that port and region. At the same time, we are continuing to
refine tools and analysis to aid senior leadership in their ability to rapidly respond
to a crisis, minimize damage, and aid in recovery operations.

Conclusion

After experiencing the most horrific act of terrorism on U.S. soil on 9/11, all sec-
tors of the maritime community rallied together to strengthen the security of the
maritime transportation system. The tremendous successes in this endeavor is due,
in large part, to the cooperation and prompt measures taken by government and in-
dustry working together as partners. Much work remains to be done to reduce
America’s vulnerabilities to terrorism and other maritime security threats but with
the continued support of the Congress and Administration, I know that we will suc-
ceed in delivering the robust maritime safety and security America expects and de-
serves well into the 21st Century.

Thank you for the opportunity to testify today. I will be happy to answer any
questions you may have.

The CHAIRMAN. Thank you.
Mr. Skinner?

STATEMENT OF RICHARD L. SKINNER, ACTING INSPECTOR
GENERAL, DEPARTMENT OF HOMELAND SECURITY

Mr. SKINNER. Thank you. Mr. Chairman, Mr. Co-Chairman,
Members of the Committee, thank you for the opportunity to be
here today.
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I would like to summarize three issues from my prepared state-
ment that I have submitted for the record. One, the Department’s
effort to detect radioactive material in cargo security; challenges
facing the Coast Guard; and the Department’s Port Security Grant
Program.

Concerning the detection of radioactive materials, as this Com-
mittee knows, ABC News reported that twice it successfully smug-
gled depleted uranium into the country. The depleted uranium ar-
rived in ocean-going cargo containers that were shipped from Indo-
nesia and Turkey. In both cases, the containers were targeted as
high risk for additional screening, but, nonetheless, were allowed
entry without detection.

In September of 2004, we issued a classified report. We cited sev-
eral weaknesses that allowed this to happen. The Department has
since enhanced its ability to screen targeted containers for radio-
active emissions by deploying more sensitive technology at its sea-
ports, revising protocols and procedures, and improving the train-
ing of its personnel.

At the request of four congressional committees, we initiated a
follow-up audit to determine whether the Department had imple-
mented our recommendations and to examine other technologies
that could increase the Department’s radiation-detection capability.

Concerning Coast Guard challenges, in September 2004 we re-
ported that the Coast Guard’s willingness to work hard and long
hours, use innovative tactics, and work closely with other depart-
mental components allowed it to achieve its mission-performance
goals. However, to sustain its mission performance, the Coast
Guard faces significant barriers; most importantly, the deterio-
rating readiness of its fleet vessels.

The workload demands of the Coast Guard will only continue to
increase as it implements the Maritime Transportation Security
Act, MTSA. It must conduct risk assessments of all vessels and fa-
cilities on or near the water, develop national and area maritime
transportation security plans, and improve port facility and vessel
security plans. In addition, growing homeland security demands,
such as added port and coastal security patrols, increase the Coast
Guard’s operating tempo. The Coast Guard reported that mission
sustainment is at risk due to the cutters and aircraft that are
aging, obsolete, and require replacement. Currently, the Coast
Guard has experienced serious cracking in the hulls of its 110-foot
cutters and the engine power loss on its HH-65 Dolphin heli-
copters. These problems adversely affect the Coast Guard’s mission
readiness and, ultimately, mission performance.

Finally, concerning Port Security Grants, today the Transpor-
tation Security Administration, the U.S. Coast Guard, and the De-
partment of Transportation’s Maritime Administration have col-
laborated to award over $560 million for over 1,200 projects. This
does not include, however, the most recent round of grants, totaling
$141 million, which the Department announced this past week.

In January of this year, we reported on several important issues
relating to strategic direction, priority-setting, and general admin-
istration of the program.

First, the program’s strategic effectiveness is hindered because it
is attempting to reconcile three competing requirements or ap-
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proaches: the competitive program mandated by Congress through
its appropriations, MTSA’s grant authority, which was not funded
through appropriations, and risk-based decision-making. These
competitive approaches were clouding the direction of the program.

Second, the program did not have the benefit of critical infra-
structure-protection information now being developed by the De-
partment’s Information Analysis and Infrastructure Protection Di-
rectorate. Consequently, Port Security Grants were awarded with-
out basic data about our national port-security priorities.

Third, grant award decisions were made with the intent of ex-
pending all available funding and spreading funds to as many ap-
plicants as possible. The Department funded projects despite dubi-
ous scores by its evaluators, raising questions about the merits of
many of the projects. It appeared that headquarters and field re-
viewers did not always share a common understanding of program
objectives or eligibility criteria. In addition, the program trans-
ferred 82 projects that were not funded, valued at $75 million, to
the Department’s Urban Area Security Initiative, despite pre-
viously determining that those projects did not merit funding.

Another dilemma for the program related to the circumstances
under which private entities might obtain grant funding. DHS did
not have a formal policy to govern financial assistance to private
entities, including those that own and operate high-risk port facili-
ties. Some of the grants to private companies were within their fi-
nancial means, and many were for basic security measures that
should have been considered as normal cost of doing business.

Furthermore, grant recipients had spent only a small portion of
their awards. Of the $515 million awarded between June 2002 and
December 2003, including the $75 million provided under the De-
partment’s Urban Area Security Initiative, grant recipients had ex-
pended only $107 million, or 21 percent of their awards, as of Sep-
tember 30th, 2004. We determined that many of the recipients
were simply not prepared to put their grant funds to use. Further-
more, we determined that the Department did not have sufficient
resources to monitor the progress, or lack thereof, of individual
projects.

The Department generally agreed with our recommendations to
improve the design, management, and oversight of the program.
The Department advised us that it intended to use a new risk-
based formula to award the $150 million budgeted for Port Security
Grants during 2005.

We are now studying how the Department has modified the pro-
gram, particularly the criteria that it would use to make grant
award decisions and whether those modifications satisfy our rec-
ommendations.

Mr. Chairman, Mr. Co-Chairman, Members, this concludes my
remarks. I'll be happy to answer any questions you may have.

[The prepared statement of Mr. Skinner follows:]

PREPARED STATEMENT OF RICHARD L. SKINNER, ACTING INSPECTOR GENERAL,
DEPARTMENT OF HOMELAND SECURITY

Mr. Chairman, Mr. Co-Chairman and Members of the Committee:

Thank you for the opportunity to be here today to discuss the work of the Office
of Inspector General (OIG) regarding port and maritime security. I would like to ad-
dress three areas related to security: preventing terrorist weapons from entering the
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United States, maritime security challenges facing the U.S. Coast Guard (USCG),
and the Port Security Grant Program. These areas involve major components of the
Department of Homeland Security (DHS) and its wide-ranging operations. Each has
been the subject of oversight by the OIG and my comments are drawn from our re-
ports, which are available on the OIG website at www.dhs.gov/oig.

Preventing Terrorist Weapons From Entering the United States

Since September 11, 2001, the Department of Homeland Security’s Bureau of Cus-
toms and Border Protection’s (CBP) priority mission is detecting and preventing ter-
rorists and terrorist weapons from entering the United States. A major component
of its priority mission is to ensure that oceangoing cargo containers arriving at the
seaports of entry are not used to smuggle illegal and dangerous contraband. To test
controls over importing weapons of mass destruction, ABC News was successful in
two attempts at smuggling depleted uranium into the country. On September 11,
2002, ABC News reported that a 15-pound cylinder of depleted uranium was
shipped from Europe to the U.S. undetected by CBP. On September 11, 2003, ABC
News reported that the same cylinder was smuggled to the U.S. from Jakarta, Indo-
nesia, again undetected.

In the first smuggling event, ABC News reported that a steel pipe containing a
15-pound cylinder of depleted uranium, which was shielded with lead, was placed
in a suitcase and accompanied by ABC News reporters by rail from Austria to Tur-
key. In Istanbul, Turkey, the suitcase was placed inside an ornamental chest that
was crated and nailed shut. The crate containing the suitcase was then placed
alongside crates of huge vases and Turkish horse carts in a large metal shipping
container, and then loaded onto a ship that left Istanbul. Based on data contained
in the Automated Targeting System, the crate was targeted as high-risk for screen-
ing by the U.S. Customs Service (Customs). ABC News broadcast on September 11,
2002, that Customs failed to detect the depleted uranium carried from Europe to
the United States.

During the second smuggling event, ABC News placed the same cylinder of de-
pleted uranium into a suitcase, and then placed the suitcase into a teak trunk. The
trunk, along with other furniture, was loaded into a container in Jakarta, Indonesia,
and then transshipped to the U.S. from Tanjung Pelepas, Malaysia. This shipment
was also targeted as high-risk for screening and subsequently inspected by CBP per-
sonnel, but was then allowed to proceed from the port by truck.

In a classified September 2004 report, Effectiveness of Customs and Border Protec-
tion’s Procedures to Detect Uranium in Two Smuggling Incidents, we cited several
weaknesses that occurred at the time of the two incidents that made the container
inspection process ineffective. The protocols and procedures that CBP personnel fol-
lowed at the time of the two smuggling incidents were not adequate to detect the
depleted uranium. CBP has since enhanced its ability to screen targeted containers
for radioactive emissions by deploying more sensitive technology at its seaports, re-
vising protocols and procedures, and improving training of CBP personnel.

At the request of four congressional committees, we recently initiated a follow-up
audit to determine the status of CBP’s implementation of the recommendations
made in our September 2004 report. In addition, we will review other relevant tech-
nologies and implementation plans recommended by entities associated with CBP’s
efforts to increase the detection capability of the radiation portal monitors that are
deployed domestically and internationally.

Maritime Security

The Coast Guard’s willingness to work hard and long hours, use innovative tac-
tics, and work through partnerships in close inter-agency cooperation has allowed
it to achieve mission performance results goals. However, to improve and sustain
its mission performance in the future, the Coast Guard faces significant barriers,
most importantly the deteriorating readiness of its fleet assets. The Coast Guard
faces three major barriers to improving and sustaining its readiness to perform its
legacy missions:

1. The lack of a comprehensive and fully defined performance management sys-
tem impedes the Coast Guard’s ability to gauge its performance, allocate re-
sources effectively, and target areas for improved performance.

2. The workload demands on the Coast Guard will continue to increase as it
implements the Maritime Transportation Security Act of 2002 (MTSA). This
complex work requires experienced and trained personnel; however, the Coast
Guard has in recent years suffered from declining experience levels among its
personnel.
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3. Sustaining a high operating tempo due to growing homeland security de-
mands, such as added port, waterway, and coastal security patrols, will tax the
Coast Guard’s infrastructure including its aging cutter and aircraft fleet.

The lack of a comprehensive and fully defined performance management system
impedes the Coast Guard’s ability to gauge its performance, allocate resources effec-
tively, and target areas for improved performance. The Coast Guard has yet to de-
fine a performance management system that includes all the input, output, and out-
comes needed to gauge results and target performance improvements, balance its
missions, and ensure the capacity and readiness to respond to future crises or major
terrorist attacks. For example, for search and rescue, the number of mariners in dis-
tress saved is a good indicator of outcome; however, resource hours under-represent
the effort put into this mission by omitting the many hours of watch standing at
stations. Without more complete information, the Coast Guard has limited ability
to identify and target cost effective improvements to mission performance.

The workload demands on the Coast Guard will continue to increase as it imple-
ments the MSTA. Under MTSA, the Coast Guard must conduct risk assessments
of all vessels and facilities on or near the water; develop national and area maritime
transportation security plans; and approve port, facility, and vessel security plans.
This complex work requires experienced and trained personnel, presenting a major
challenge for the Coast Guard, which has in recent years suffered from declining
experience levels among its personnel. Since the Coast Guard largely relies on expe-
rienced senior personnel to coach and train junior personnel and new recruits on
the job, mission performance is at risk.

In addition to implementing MTSA, growing homeland security demands, such as
added port, waterway, and coastal security patrols, result in a continued high oper-
ating tempo. Sustaining this high operating tempo will be a major challenge for
Coast Guard personnel and will tax its infrastructure, especially its aged cutter and
aircraft fleet. The Coast Guard reported that mission sustainment is at risk due to
cutters and aircraft that are aging, technologically obsolete, and require replace-
ment and modernization. Currently, the Coast Guard is experiencing serious crack-
ing in the hulls of the 110 foot cutters and engine power loss on the HH-65 Dolphin
helicopters, resulting in operating restrictions. These problems adversely affect the
Coast Guard’s mission readiness and ultimately mission performance.

The Port Security Grant Program

The Department’s Port Security Grant Program is designed to reduce the vulner-
ability of American ports to potential terrorist attacks by enhancing facility and
operational security. The Transportation Security Administration, the U.S. Coast
Guard, and the Department of Transportation’s Maritime Administration have col-
laborated to award over $560 million for over 1,200 projects. My office reviewed the
design and goals of the program, the roles and responsibilities of participating agen-
cies, and the grant evaluation and selection process. The bulk of our analysis fo-
cused on grant award decisions in rounds two and three. The results of our review
are discussed in our January 28, 2005 final report, Review of the Port Security
Grant Program (#0OIG-05-10). We identified several important issues relating to the
strategic direction of the program, the program’s support of national infrastructure
protection priorities, and the general administration of the program. I would like to
briefly talk about those results.

First, the program’s strategic effectiveness is hindered mainly because it is at-
tempting to reconcile three competing approaches: the competitive program man-
dated by Congress, MTSA’s grant authority, and risk-based decision making. These
competing approaches are clouding the direction of the program. The program is
under pressure to help defray the costs of the MTSA security mandates that broadly
affect the maritime industry. MTSA included a grant authority intended to equi-
tably distribute funds for this purpose, but the appropriations legislation did not
fund the MTSA port security grant program and required a competitive grant pro-
gram focused on securing national critical seaports. However, the resulting program
must base award decisions on the universe of applications submitted—which may
or may not include the most critical needs. In addition, the evaluation and selection
process emphasized awarding funds to as many applicants as possible. Hence, the
program attempted to balance the competitive program that objectively evaluates
the quality of the applications with the need to broadly disperse funds to assist with
MTSA compliance, while at the same time incorporating risk-based eligibility cri-
teria and evaluation tools to prioritize projects.

Second, the program did not have the benefit of national key asset and critical
infrastructure protection information now being developed by the Information Anal-
ysis and Infrastructure Protection (IAIP) directorate. Program administrators and
IAIP, which is responsible for developing strategies for protecting the Nation’s crit-
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ical infrastructure, did not collaborate to integrate the program with broader na-
tional security initiatives. Thus, port security grant award decisions were made
without sufficient information about our national priorities.

Third, grant award decisions were made with the intent of expending all available
funding and spreading funds to as many applicants as possible. The program funded
projects despite dubious scores by its evaluators against key criteria, raising ques-
tions about the merits of 258 projects costing $67 million. It appeared that head-
quarters and field reviewers did not share a common understanding of program ob-
jectives or eligibility criteria. Frequently, they did not agree about the eligibility or
merit of projects and did not consistently document their rationale for recom-
mending or not recommending funding. We pointed out the need for the program
to look more closely at the first three criteria (whether the grant proposal was in
an area of high risk, addressed a critical security need/vulnerability, and provided
highhrisk reduction), which were well conceived and should have carried more
weight.

In addition, the program forwarded an additional 82 projects to the Office of Do-
mestic Preparedness to be funded at a cost of $75 million under the Urban Area
?ecgrity Initiative, despite previously determining that these projects did not merit
unding.

Another dilemma for the program is the question of where the private sector’s re-
sponsibility for preventing terrorism ends and where the Federal Government’s re-
sponsibility begins. At the time of our report, DHS did not have a formal policy to
provide financial assistance to private entities, a group that includes those that own
and operate high risk facilities. Even though private entities have applied for and
received substantial funding, we did not conclude that the program should limit
funding to the private sector per se. However, some of the grants to private compa-
nies were within the financial reach of the applicants and many were for basic secu-
rity measures that should have been considered normal costs of doing business. For
example, some of the projects were for anti-theft purposes and not related to ter-
rorist attack prevention or deterrence.

Furthermore, after three rounds, recipients spent only a small portion of the en-
tire amount awarded. Of the $515 million awarded between June 2002 and Decem-
ber 2003, including $75 million provided under the Office for Domestic Prepared-
ness’ Urban Area Security Initiative, grant recipients had expended only $106.9 mil-
lion, or 21 percent of total program awards as of September 30, 2004. As a result,
the majority of projects had not been completed and the program had not yet
achieved its intended results in the form of actual improvements to port security.

This brings us to the status of our recommendations. In response to our draft re-
port, DHS concurred with 11 of our 12 recommendations. In our final report, we
strongly encouraged DHS to fully implement our recommendations before pro-
ceeding with the next round of port security grants. DHS’ Office of State and Local
Government Coordination and Preparedness (SLGCP) received $150 million in the
FY 2005 budget for round five of the Port Security Grant Program. SLGCP officials
informed us that they were going to make substantive changes to the design of the
program to make it more risk-based, and while it appears they have, we have not
evaluated the effect of these changes.

We recently received DHS’ action plan, which discusses corrective actions taken
and planned in response to our recommendations. The action plan generally appears
to be responsive to our recommendations. For example:

o We identified numerous projects within ports not on the list of strategic or con-
trolled ports. The program developed and implemented a funding distribution
model that targeted 66 ports as eligible under the program.

e We noted the lack of a policy for funding private sector projects. The action plan
refers to a decision by the Secretary that private entities may apply for a grant,
but must provide matching funds of 50 percent.

e Program administrators did not collaborate with IAIP on broader national secu-
rity initiatives. SLGCP is taking steps to improve information sharing with, and
participation of, IAIP in the selection and evaluation process.

However, we are also reviewing additional information supporting the action plan.
In addition, we have not had the opportunity to review guidance that will be issued
for those SLGCP, USCG, TSA, CBP, IAIP, and MARAD personnel who will be eval-
uating projects. The revised grant application package was just released this past
week. We are studying how DHS has modified the program—particularly the cri-
teria program administrators will use and how they will apply it during the evalua-
tion process—and whether those modifications satisfy our recommendations. We ex-
pect to communicate this information to SLGCP in the near future.
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Mr. Chairman, Mr. Co-Chairman, this concludes my prepared statement. I will be
pleased to answer any questions you or the Members may have.

The CHAIRMAN. Thank you very much, Mr. Skinner.

Ms. Wrightson? Now, I know that you have some charts you wish
to put up. What are those?

Ms. WRIGHTSON. Actually, [—we prepared the charts so that my
remarks can be as short as possible so that we can leave time for
dialogue, so, while they’re putting them up, I'm just going to go
ahead and start.

The CHAIRMAN. Well, tell us. I can’t read them. I don’t know
about the rest of——

Ms. WRIGHTSON. Oh, goodness. They are about as big as we
thought we could get in the car.

The CHAIRMAN. They are all in your testimony?

Ms. WRIGHTSON. Yes, they are.

The CHAIRMAN. Yes, I think you can take them down, then.
Thank you very much.

[Laughter.]

Ms. WRIGHTSON. OK.

The CHAIRMAN. Thank you very much.

I am pleased to have your statement and understand your study.

STATEMENT OF MARGARET T. WRIGHTSON, DIRECTOR,
HOMELAND SECURITY AND JUSTICE ISSUES, U.S.
GOVERNMENT ACCOUNTABILITY OFFICE

Ms. WRIGHTSON. Good morning, Mr. Chairman, Senator Inouye,
and other distinguished Members.

I'm pleased to be here today to discuss the Nation’s efforts to im-
prove maritime and seaport security.

Since the terrorist attack of September 11th, GAO has responded
to numerous requests for reports and testimonies on this issue. In
fact, in the past few years we’ve issued more than 20 products, all
of which contained recommendations.

My statement today covers a wide range of that work, but, in the
interest of time, I'm going to highlight only our major findings and
conclusions.

First, since September 11th, the Federal Government and port
stakeholders have taken extensive actions to improve port security.
Together, these actions have helped to improve security in three
ways: identifying and reducing vulnerabilities of potential targets,
helping to secure the flow of containers to port gateways, and im-
proving maritime domain awareness so that stakeholders have an
informed view of port activities through intelligence, information
sharing, and new technologies to identify and respond to threats.

Second, while it may have been necessary to move quickly at the
outset, attempting so much so fast has resulted in a range of prob-
lems that should be corrected, and soon. These problems can be
grouped into three main categories: concerns about faulty program
design and implementation, concerns about inadequate coordina-
tion, and concerns about maintaining the financial support needed
to continue implementing the security enhancements.

Last, as it becomes clear that the price of improved port security
will be measured in billions, we must develop better mechanisms
for assessing progress and assuring that resources are focused on
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the most important priorities. Approaching 4 years after the ter-
rorist attacks, performance measures to define outcomes and meas-
ure progress have not been implemented, nor is there a robust
framework for systematically managing risk. A sustainable strat-
egy for maritime security requires both.

Turning to our detailed findings, given the scope and complexity
of the programs, and the speed with which they were rolled out,
it is not surprising that we have found a host of problems. While
some of these may be resolved with time as the programs mature,
others are more challenging.

The first challenge is the failure of many of these programs to
incorporate necessary planning. For example, our review showed
that TWIC, C-TPAT, CSI, Megaport, AIS, and the Port Security
Assessment and Compliance Program all experienced major plan-
ning problems, ranging from inadequate or nonexistent human cap-
ital, projects, or strategic planning, to faulty project management,
such as a lack of clear timeframes, milestones, and risk mitigation.
Until such planning elements are incorporated, there will be too lit-
tle assurance that program results will be delivered on time and
on target.

Inadequate coordination is the second area to highlight. Unfortu-
nately, the list of programs with coordination problems is as long
as the list for planning problems, yet establishing a viable port-se-
curity regime cannot be accomplished with agencies at the federal
level that are working in stovepipes or by the Federal Government
alone as Congressman Ruppersberger ably stated earlier.

There is perhaps no better way to highlight what can happen
when coordination breaks down than the delayed attempt to de-
velop the Transportation Worker Identification Credential.

TSA began TWIC in 2002, while it was part of DOT. At that
time, TSA said the first cards would be issued in 2004. We are now
nearly halfway through 2005, and TWIC is still in the prototype
phase, with critical policy decisions still to be made that are as
basic as who will be eligible to receive the card.

Part of TSA’s problems can be traced to breakdowns in coordina-
tion between TSA and DHS. Moreover, outside DHS, TSA has
failed to sustain the support of port stakeholders who feel excluded.
Without internal and external support and agreement, and, I might
add, a comprehensive plan for managing this program, which does
not now appear to be in place, the program is at risk of further
delays, increased costs, and less-than-satisfactory outcomes.

Before concluding, two additional matters are worth mentioning.
First, notwithstanding the effort and resources represented by
these programs and the people at this table, it is difficult, if not
impossible, to know how far we have progressed in making ports
more secure.

One reason is a lack of overall goals and measures. For example,
although the Coast Guard regularly reports how well it is doing
rescuing mariners in distress, it is still struggling to develop and
implement a performance measure for port-security activities.

Second, we cannot afford to protect everything against every risk.
More care must be taken to prioritize resources toward the greatest
risk.
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Notwithstanding some progress, much remains to be done before
a common framework for risk management is systematically ap-
plied to policy and resource allocation decisions in DHS, let alone
the Federal Government.

In conclusion, urgency in the wake of 9/11 may help to ration-
alize the mistakes and missteps described today; however, the need
for quick action at the start should not be used to justify poor plan-
ning and management today. In the final analysis, the race to bet-
ter security must be run as a marathon, not a sprint. In port secu-
rity, as in homeland security, we’re ready for midcourse corrections,
including, we hope, the expeditious implementation of GAO’s rec-
ommendations and a closer focus on goals, measures, and risk
management. This is because lasting success depends less well on
how quickly the programs were begun than on how carefully they
are carried out.

Mr. Chairman, that concludes my statement. I hope we engage
in a dialogue about these really important issues.

[The prepared statement of Ms. Wrightson follows:]

PREPARED STATEMENT OF MARGARET T. WRIGHTSON, DIRECTOR, HOMELAND
SECURITY AND JUSTICE ISSUES, U.S. GOVERNMENT ACCOUNTABILITY OFFICE

Mr. Chairman and Members of the Committee:

I am pleased to be here today to discuss the Nation’s efforts to improve seaport
security. More than 3 years after the terrorist attacks of September 11, 2001, sea-
port security continues to be a major concern for the Nation. For example, many
seaport areas are inherently vulnerable, given their size, easy accessibility by water
and land, large numbers of potential targets, and proximity to urban areas. Also,
the large cargo volumes passing through seaports, such as containers destined for
further shipment by other modes of transportation such as rail or truck, also rep-
resent a potential conduit for terrorists to smuggle weapons of mass destruction or
other dangerous materials into the United States. The potential consequences of the
risks created by these vulnerabilities are significant as the Nation’s economy relies
on an expeditious flow of goods through seaports. A successful attack on a seaport
could result in a dramatic slowdown in the supply system, with consequences in the
billions of dollars.

Much has been set in motion to address these risks in the wake of the September
11, 2001, terrorist attacks. Both Congress and the Administration have been active,
through legislation, presidential directives, and international agreements, in en-
hancing seaport security. Key agencies, such as the Coast Guard, the Customs Serv-
ice, and the Transportation Security Administration (TSA), have been reorganized
under the new Department of Homeland Security (DHS) and tasked with numerous
responsibilities designed to strengthen seaport security. Many of these tasks were
required by the Maritime Transportation Security Act of 2002 (MTSA).1

My testimony today draws primarily on the work we have done in responding to
congressional requests for information and analysis about the Nation’s homeland se-
curity efforts (see app. I for a list of recent reports and testimonies we have issued).
We conducted our work in accordance with generally accepted government auditing
standards, and the scope and methodology for this work can be found in the respec-
tive products. Over the course of completing this work, we have made a number of
recommendations for specific agencies, which can be found in appendix II. While
this body of work does not cover every program or action that has been taken, it
does encompass a wide range of these actions. My testimony will (1) provide an
overview of the types of actions taken by the Federal Government and other stake-
holders to address seaport security, (2) describe the main challenges encountered in
taking these actions, and (3) describe what tools and approaches may be useful in
charting a course for future actions to enhance security.

Summary

Seaports are vulnerable on many fronts and the actions taken to secure them can
be divided into three main categories: reducing vulnerabilities of specific targets
within seaports, making the cargo flowing through these seaport gateways more se-
cure, and developing what is called “maritime domain awareness”—a sufficiently in-



27

formed view of maritime activities by stakeholders involved in security to quickly
identify and respond to emergencies, unusual patterns or events, and matters of
particular interest. Within each category, several actions have been taken or are un-
derway. For example, assessments of potential targets have been completed at 55
of the Nation’s most economically and militarily strategic seaports, and more than
9,000 vessels and over 3,000 facilities have developed security plans and have been
reviewed by the Coast Guard. Customs inspectors have been placed at some over-
seas seaports and partnerships struck up with some private sector stakeholders to
help ensure that the cargo and containers arriving at U.S. seaports are free of weap-
ons of mass destruction (WMD) or a radiological “dirty bomb.” New assets are budg-
eted and are coming online, including new Coast Guard boats and cutters and com-
munication systems. Finally, new information-sharing networks and command
structures have been created to allow more coordinated responses and increase
awareness of activities going on in the maritime domain. Some of these efforts have
been completed and others are ongoing; overall, the amount of effort has been con-
siderable.

The efforts we have reviewed over the past 3 years, many of which were quickly
implemented to address pressing security needs, have encountered challenges that
could significantly affect their success. Some of these challenges are likely to be re-
solved with time, but some reflect greater difficulty and therefore merit more atten-
tion. The more complex challenges take three main forms:

e Program design and implementation: Some agencies have failed to design pro-
grams and planning components, such as human capital plans and performance
measures, that are necessary to successfully implement their programs and en-
sure they are effective. For example, U.S. Customs and Border Protection (CBP)
started implementation of two key container supply-chain-security initiatives
before taking adequate steps to develop plans and strategies to effectively man-
age critical aspects of the programs such as human capital and achievement of
program objectives.

e Coordinating security efforts with stakeholders: Many private sector companies
and governmental agencies are involved in seaport security efforts, and in some
cases progress has been hampered because of difficulties in communication and
coordination between parties. For example, deadlines in the development of an
identification card for transportation workers have been missed due in part to
a lack of communication and coordination between TSA and DHS.

e Funding security improvements: Economic constraints, such as declining reve-
nues and increased security costs, make it difficult to provide and sustain the
funding necessary to continue implementing security measures and activities by
maritime stakeholders including the Federal Government. Consequently, many
stakeholders rely heavily on the Federal Government for assistance, and re-
quests for federal grant funding far outstrip the funding amounts available. For
example, although more than %560 million in grants has been awarded to sea-
port stakeholders since 2002 under federal grant programs for implementation
of security measures and activities, this amount has met only a fraction of the
amount requested by these stakeholders.

As actions to enhance homeland security continue, and as it becomes clearer that
the price of these actions will be measured in the billions of dollars, it is likely that
increasing attention will turn to assessing the progress made in securing seaports
and determine where future actions and funds should be allocated to further en-
hance security. Although there is widespread agreement that actions taken so far
have led to a heightened awareness of the need for security and an enhanced ability
to identify and respond to many security threats, assessing the degree of progress
in making the Nation more secure is difficult. Thus far, seaport security actions—
and homeland security activities in general—lack performance measures to define
what these activities are intended to achieve and measure progress toward these
goals. As Congress and the Nation continue to evaluate how much security is
enough, more attention on defining these goals and measures will likely be needed
by stakeholders. Doing so is all the more important because, as groups such as the
9/11 Commission have pointed out, no amount of money can totally insulate sea-
ports from attack by a well-funded and determined enemy. These realities suggest
that the future focus in applying resources and efforts also needs to incorporate an
approach to identify and manage risk—that is, on assessing critical infrastructure,
determining what is most at risk, and applying sound measures designed to make
cost-effective use of resources and funding.
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Background

The vast U.S. maritime system contains more than 300 seaports and 3,700 cargo
and passenger terminals. These seaports dot not only our seacoasts, but also major
lakes and rivers (see fig. 1). Much of the Nation’s commercial maritime activities,
however, are concentrated in about a dozen major seaports, such as Los Angeles/
Long Beach, New York/New Jersey, and Houston.
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Figure 1: Location of U.S. Seaports
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The Nation’s seaports are economic engines and a key part of the national defense
system. More than 95 percent of the Nation’s non-North American foreign trade
(and 100 percent of certain commodities, such as foreign oil) arrives by ship. Cargo
containers, approximately 7 million of which entered the country in 2002, are cen-
tral to an efficient transportation network because they can be quickly shifted from
ships to trains and trucks and back again. Because of these efficiencies, the U.S.
and world economies have become increasingly reliant on cargo containers to trans-
port their goods. With regard to national security, the Departments of Defense and
Transportation have designated 17 U.S. seaports as strategic because they are nec-
essary for use in the event of a major military deployment. Thirteen of them are
commercial seaports.

While the terrorist attacks of September 11, 2001, did not involve seaports, they
called attention to ways in which seaports represent an attractive and vulnerable
terrorist target. Various studies have pointed out that significant disruptions could
result from a seaport-related attack. For example, the Brookings Institution has es-
timated that costs associated with U.S. seaport closures resulting from a detonated
weapon of mass destruction could amount to $1 trillion. The firm of Booz, Allen, and
Hamilton studied the potential cost of discovering an undetonated weapon of mass
destruction at a U.S. seaport and placed the cost of a 12-day closure of seaports at
approximately $58 billion. An actual closure of seaports along the West Coast oc-
curred for 10 days in 2002 due to a labor dispute. According to one estimate, the
cost of this closure to the national economy for the first 5 days was estimated at
$4.7 billion and increased exponentially after that.2 Similarly, if one or more of the
17 strategic U.S. seaports (or the ships carrying military supplies) were successfully
attacked, not only could massive civilian casualties be sustained and critical infra-
structure lost, but the military could also lose precious cargo and time and be forced
to rely heavily on already burdened airlift capabilities.

of Transportation's Bureau of Transpartation st

Many Actions Have Been Taken or Are Underway To Address Seaport
Security

Since September 11, 2001, a number of actions have been taken or are underway
to address seaport security by a diverse mix of agencies and seaport stakeholders.
Federal agencies, such as the Coast Guard, U.S. Customs and Border Protection
(CBP), and TSA, have been tasked with responsibilities and functions intended to
make seaports more secure, such as monitoring vessel traffic or inspecting cargo and
containers, and procuring new assets such as aircraft and cutters to conduct patrols
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and respond to threats. In addition to these federal agencies, seaport stakeholders
in the private sector and at the state and local levels of government have taken ac-
tions to enhance the security of seaports, such as conducting security assessments
of infrastructure and vessels operated within the seaports and developing security
plans to protect against a terrorist attack. The actions taken by these agencies and
stakeholders are primarily aimed at three types of protections: (1) identifying and
reducing vulnerabilities of the facilities, infrastructure, and vessels operating in sea-
ports, (2) securing the cargo and commerce flowing through seaports, and (3) devel-
oping greater maritime domain awareness through enhanced intelligence, informa-
tion-sharing capabilities, and assets and technologies.

Identifying and Reducing the Vulnerabilities of Facilities, Infrastructure, and Vessels

Seaports facilitate the freedom of movement and flow of goods, and in doing so
they allow people, cargo, and vessels to transit with relative anonymity. While sea-
ports contain terminals and other facilities where goods bound for import or export
are unloaded and loaded, or where people board and disembark cruise ships or fer-
ries, seaports also often contain other infrastructure critical to the Nation’s economy
and defense, such as military installations, chemical factories, powerplants, and re-
fineries. The combination of assets, access, and anonymity makes for potentially at-
tractive targets. The facilities and vessels in seaports can be vulnerable on many
fronts. For example, facilities where containers are transferred between ships and
railroad cars or trucks must be able to screen vehicles entering the facility and rou-
tinely check cargo for evidence of tampering. Chemical factories and other installa-
tions where hazardous materials are present must be able to control access to areas
containing dangerous goods or hazardous substances. Vessels, ranging from oil tank-
ers and freighters to tugboats and passenger ferries, must be able to restrict access
to certain areas on board the vessel, such as the bridge or other control stations crit-
ical to the vessel’s operation.

Given the wide range of potential targets, an effective security response includes
identifying targets, assessing risks to them, and taking steps to reduce or mitigate
these risks. An essential step in this process is to conduct a security or vulnerability
assessment. This assessment, which is needed both for the seaport as a whole and
for individual vessels and facilities, identifies vulnerabilities in physical structures,
personnel protection systems, processes, and other areas that may lead to a security
breach. For example, this assessment might reveal weaknesses in an organization’s
security systems or unprotected access points such as a facility’s perimeter not being
sufficiently lighted or gates not being secured or monitored after hours. After the
vulnerabilities are identified, measures can then be identified that will reduce or
mitigate the vulnerabilities when installed or implemented.

Most actions to identify and reduce the vulnerabilities within seaports were spe-
cifically required by the Maritime Transportation Security Act of 2002 (MTSA). Pas-
sage of MTSA was a major step in establishing a security framework for America’s
seaports. This security framework includes assessment of risks, access controls over
personnel and facilities, and development and implementation of security plans,
among other activities. Table 1 shows some of the actions that have been taken and
programs that are in the process of being implemented to carry out this framework.3
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Table 1: Examples of Actions Taken and Programs Underway to Identify and Reduce
Vulnerabilities

Action or program Description
Conducting security assess- MTSA and its implementing regulations require designated
ments and developing secu- owners or operators of maritime facilities or vessels to iden-
rity plans for facilities and tify vulnerabilities and develop security plans for their fa-
vessels cilities or vessels. The plans were reviewed and approved by

the Coast Guard. Since July 1, 2004, the Coast Guard has
been conducting inspections of these facilities and vessels to
ensure the plans have been implemented. The Coast Guard
completed inspections of the facilities by December 31, 2004,
and is scheduled to complete inspections of the vessels by

July 1, 2005.
Conducting security assess- To meet another MTSA requirement, the Coast Guard led ef-
ments and developing sea- forts to conduct a seaport-wide security assessment of each
port-wide security plans of the Nation’s seaports and develop a security plan for the

seaport zone. In carrying out these efforts, the Coast Guard
worked with a wide variety of stakeholders, such as state
and local governments, law enforcement, owners and opera-
tors of facilities and vessels, and trade and labor organiza-

tions.
Development of the Transpor- TWIC is designed to respond to various statutory provisions
tation Worker Identification relating to transportation related worker identification in-
Credential (TWIC) cluding MTSA, which requires a biometric identification

card be issued to individuals requiring unescorted access to
secure areas of seaport facilities or vessels. This credential
is being designed to be a universally recognized identifica-
tion card accepted across all modes of the national transpor-
tation system, including airports, railroad terminals, and
seaports.

Port Security Assessment Pro- | Separate from MTSA requirements, the Coast Guard estab-

gram lished a program after September 11, 2001, to assess
vulnerabilities of the Nation’s 55 most strategic commercial
and military seaports. The program has changed consider-
ably since its inception and now includes a geographic infor-
mation system (GIS) to help identify and provide up-to-date
information on threats and incidents, as well as provide ac-
cessible information to help develop security plans.

Source: GAO analysis of Coast Guard and TSA data.

The amount of effort involved in carrying out these actions and implementing
these programs has been considerable. For example, after following an aggressive
time frame to develop regulations to implement the requirements of MTSA, the
Coast Guard reviewed and approved the security plans of the over 3,000 facilities
and more than 9,000 vessels that were required to identify their vulnerabilities and
take action to reduce them. Six months after July 1, 2004, the date by which the
security plans were to be implemented, the Coast Guard reported that it completed
on-site inspections of all facilities and thousands of vessels to ensure the plans were
being implemented as approved. In addition to its work on the security plans and
inspections, the Coast Guard completed security assessments of the Nation’s 55
most economically and militarily strategic seaports.

Securing the Cargo Flowing Through Seaports

While the facilities, vessels, and infrastructure within seaports have
vulnerabilities to terrorist attack, the cargoes transiting through seaports also have
vulnerabilities that terrorists could exploit. Containers are of particular concern be-
cause they can be filled overseas at so many different locations and are transported
through complex logistics networks before reaching U.S. seaports. From the time the
container is loaded for shipping to the time the container arrives at a seaport, the
containers must go through several steps that involve many different participants
and many points of transfer. Each of these steps in the supply chain presents its
own vulnerabilities that terrorists could take advantage of to place a WMD into a
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container for shipment to the United States. A report prepared by the National De-
fense University’s Center for Technology and National Security Policy stated that
a container is ideally suited to deliver a WMD or a radiological “dirty bomb.” While
there have been no known incidents yet of containers being used to transport
WDMDs, criminals have exploited containers for other illegal purposes, such as smug-
gling weapons, people, and illicit substances. Such activities demonstrate the vul-
nerability of the freight transportation industry and suggest opportunities for fur-
ther exploitation of containers by criminals, including terrorist groups.

In general, the actions taken thus far are aimed at identifying, tracking, and scru-
tinizing the container cargo shipments moving into the country. Most of these ac-
tions are being done by CBP, the DHS agency responsible for protecting the Nation’s
borders and official ports of entry. CBP uses a layered approach that attempts to
focus resources on potentially risky cargo containers while allowing other cargo con-
tainers to proceed without disrupting commerce. This approach includes the actions
and programs shown in table 2. Several of these actions involve a strategy of mov-
ing primary reliance for security away from control systems at U.S. seaports of
entry and toward improved controls at points of origin and along the way.4

Table 2: Examples of Container Security Actions

Action Description
Automated Targeting System A computer model reviews documentation on all arriving con-
(ATS) tainers and helps select or target containers for additional
scrutiny.

Supply Chain Stratified Exam- | Supplements ATS by randomly selecting additional containers

ination to be physically examined. The results of the random in-
spection program are to be compared with the results of
ATS inspections to improve targeting.

Container Security Initiative Places staff at designated foreign seaports to work with for-

(CSID eign counterparts to identify and inspect high-risk con-
tainers for weapons of mass destruction before they are
shipped to the United States.

Customs-Trade Partnership Cooperative program between CBP and members of the inter-
Against Terrorism (C-TPAT) national trade community in which private companies agree

to improve the security of their supply chains in return for

a reduced likelihood that their containers will be inspected.

Operation Safe Commerce Begun by the private sector and now administered by DHS’s
Office of Domestic Preparedness, efforts center on (1) ensur-
ing that containers are loaded in a secure environment at
the point of product origin, with 100 percent verification of
their contents; (2) using such technology as pressure, light,
or temperature sensors to continually monitor containers
throughout their overseas voyage to the point of distribution
in the United States; and (3) using cargo-tracking tech-
nology to keep accurate track of containers at all points in
the supply chain, including distribution to their ultimate
destinations.

Megaports Initiative In 2003, the Department of Energy (DOE) initiated the Initia-
tive to enable foreign government personnel at key seaports
to use radiation detection equipment to screen shipping con-
tainers entering and leaving these seaports for nuclear and
other radioactive material that could be used against the
United States or its allies. Through the Initiative, DOE in-
stalls radiation detection equipment at foreign seaports that
is then operated by foreign government officials and port
personnel working at these seaports.

Source: GAO analysis of CBP and DOE data.

The table also shows Operation Safe Commerce, initiated by the private sector
and now administered by DHS’s Office of Domestic Preparedness, which employs a
similar strategy. This action, in pilot-project form that was initially funded by $58
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million appropriated by Congress, is intended to help strengthen the security of
cargo as it moves along the international supply chain in containers.5 In late 2004,
the second of two initial phases of the project was concluded. This phase involved
identifying the security vulnerabilities of 19 separate supply chains and trying out
technologies, such as container seals or sensors, and their integration with govern-
mental policies, logistic processes and procedures that could mitigate those
vulnerabilities. The project has received additional funding of $17 million that has
been targeted to conduct a third phase in which the best technologies and practices
identified in the first two phases will be further tested on a high number of con-
tainers for their effectiveness and tamper resistance on three separate supply
chains. A report on the best practices identified in the first two phases is expected
to be issued in June 2005, and completion of the third phase is expected by October
2006.

The other actions taken to enhance the security of cargo and commerce have been
substantial. In 2002 CBP quickly rolled out the CSI and C-TPAT programs shown
in table 2 and enlisted the participation of several countries and companies. By
April 2005, CSI was operational at 35 seaports, located in 18 countries. Similarly,
C-TPAT membership grew from about 1,700 companies in January 2003 to over
9,000 companies in March 2005. Given the urgency to take steps to protect against
terrorism after the September 11, 2001, attacks, some of the actions were taken
using an “implement and amend” approach. That is, CBP had to immediately imple-
ment the activity with the knowledge it may need to modify the approach later. For
example, in August 2002, CBP modified the already developed Automatic Targeting
System with new terrorism-related criteria.

Developing Greater Maritime Domain Awareness

The third main area of activity to enhance seaport security—maritime domain
awareness—is the understanding by stakeholders involved in maritime security of
anything associated with the global maritime environment that could adversely af-
fect the security, safety, economy or environment of the United States. This aware-
ness is essential to identify and respond to any unusual patterns or anomalies that
could portend a possible terrorist attack. To be effective, maritime domain aware-
ness must be comprehensive and include information on vessels, seaport infrastruc-
tures and facilities, shipping lanes and transit corridors, waterways, and anchor-
ages, among other things. It must also identify threats as soon as possible and far
enough away from U.S. seaports to eliminate or mitigate the threat. By effectively
identifying potential threats, this awareness can be used as a force multiplier to po-
sition resources where they are needed most to respond, instead of spreading out
limited resources to address all threats, no matter how unlikely they are to occur.
In addition, when shared, this awareness has the potential to facilitate the coordina-
tion of efforts of local, state, federal, and even international stakeholders in respond-
ing to potential threats.

After the attacks of September 11, 2001, the Coast Guard took steps such as in-
creasing the number of security patrols conducted within seaports and waterways
that helped contribute to increased maritime domain awareness. Although maritime
homeland security duties are not new to the Coast Guard, the number of hours the
Coast Guard used resources (such as ships, boats, or aircraft) to carry out seaport,
waterway, and coastal security activities during Fiscal Year 2003 increased by 1,220
percent from their pre-September 11, 2001, level. Relative to the rest of the Coast
Guard’s responsibilities, this represented an increase from 4 percent of the Coast
Guard’s total annual resource hours being used for seaport, waterway, and coastal
security activities before September 11, 2001, to 34 percent by September 30, 2003.
These activities provide an important input to maritime domain awareness as it
places Coast Guard personnel out in the seaports where they can observe, report,
and respond to suspect activities or vessels. In addition, these patrols provide the
Coast Guard with a visible presence out in the seaport that may deter a potential
terrorist attack from being carried out.

As the lead federal agency responsible for protecting the U.S. maritime domain,
the Coast Guard has spearheaded an interagency approach for establishing mari-
time domain awareness. Within this approach are several activities and actions in-
tended to collect information and intelligence, analyze the information and intel-
ligence, and disseminate the analyzed information and intelligence to appropriate
federal, state, local, or private seaport stakeholders. Some of these actions were re-
quired under MTSA, such as the establishment of an Automatic Identification Sys-
tem to track vessels, as well as creation of area maritime security committees of
local seaport stakeholders who identify and address risks within their seaport. In
addition to these actions, the Department of Defense and DHS formed a Maritime
Domain Awareness Senior Steering Group in 2004 to coordinate national efforts to
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improve maritime domain awareness. Under Homeland Security Presidential Direc-
tive 13, issued in December 2004, this steering group is required to develop a na-
tional plan for maritime domain awareness by June 2005. According to the head of
the Coast Guard’s maritime domain awareness program, a draft of this plan is being
reviewed before it is submitted to the President. Table 3 shows some of the actions
currently being taken or underway to enhance maritime domain awareness.

Table 3: Examples of Activities to Develop Maritime Domain Awareness

Maritime Domain

Awareness activity Example of activity

Collection of informa- Automatic Identification System: AIS uses a device aboard a ves-

tion and intelligence sel to transmit an identifying signal to a receiver located at the sea-
port and other ships in the area. This signal gives seaport officials
and other vessels nearly instantaneous information and awareness
about a vessel’s identity, position, speed, and course. The Coast
Guard intends to provide AIS coverage to meet maritime domain
awareness requirements in all navigable waters of the United
States and further offshore. As of May 2005, the Coast Guard has
AIS coverage in several seaports and coastal areas.a In addition to
this system, the Coast Guard is also working with the International
Maritime Organization (IMO) to develop functional and technical re-
quirements for long-range tracking out to 2,000 nautical miles. The
Coast Guard proposed an amendment to the International Conven-
tion for Safety of Life at Sea (SOLAS) for this initiative, which is
currently under consideration by the international body. However,
according to the Coast Guard, the issue of long-range tracking is
contentious internationally and it is uncertain whether the amend-
ment will be adopted.

Analysis of information | Maritime Intelligence Fusion Centers and Field Intelligence

and intelligence Support Teams: Centers have been established by the Coast
Guard on the East and West Coasts to provide actionable intel-
ligence to Coast Guard commanders and units. The teams also con-
duct initial analysis of intelligence in coordination with federal,
state, and local law enforcement and intelligence agencies.

Dissemination of infor- | Area Maritime Security Committees: The committees serve as fo-
mation and intel- rums for local seaport stakeholders from federal agencies, state and
ligence local governments, law enforcement, and private industries to gain
a comprehensive perspective of security issues at a seaport location.
Information is disseminated through regularly scheduled meetings,
issuance of electronic bulletins on suspicious activities around sea-
port facilities, and sharing key documents. The committees also
serve as a link for communicating threats and security information
to seaport stakeholders.

Interagency Operational Centers: These centers provide informa-
tion 24 hours a day about maritime activities and involve various
federal and nonfederal agencies directly in operational decisions
using this information. Radar, sensors, and cameras offer represen-
tations of vessels and facilities. Other data are available from intel-
ligence sources, including data on vessels, cargo, and crew. Unlike
the area maritime security committees, these centers are oper-
ational in nature with a unified or joint command structure de-
signed to receive information and act on it. Representatives from
the various agencies work side by side, each having access to data-
bases and other sources of information from their respective agen-
cies. These currently exist in three locations: Charleston, South
Carolina; Norfolk, Virginia; and San Diego, California.

Source: GAO analysis of Coast Guard data.

a The Coast Guard currently has AIS coverage in the following areas: Alaska (Anchorage, Homer, Nikiski,
Seward, Valdez, and Juneau); Puget Sound (Seattle, Tacoma, Everett, Port Angeles, and Olympia); the Colum-
bia River entrance; San Francisco Bay and approaches; Los Angeles/Long Beach Harbor and approaches; San
Diego and approaches; Hawaii (Honolulu and Pearl Harbor); Gulf of Mexico (Houston/Galveston, Port Arthur,
Berwick Bay, and Lower Mississippi River—New Orleans—Baton Rouge); South Florida (Key West, Miami,
and Port Everglades); Charleston, South Carolina; Norfolk, Virginia; New York, New York; Long Island Sound
(New Haven and New London); Boston Harbor and approaches; and Sault Ste. Marie, Michigan.



34

While many of the activities to develop maritime domain awareness are still un-
derway, some progress has already been made. One activity in this area that we
have recently looked at concerns the process of information sharing between federal
and non-federal seaport stakeholders participating on area maritime security com-
mittees.® The Coast Guard organized 43 of these committees, covering the Nation’s
361 seaports. While a primary purpose of the committees is to develop a seaport-
wide security plan for their respective seaports, the committees also provide links
for communicating threats and security information to seaport stakeholders—links
that generally did not exist prior to the creation of the committees. The types of in-
formation shared among committee members with security clearances included as-
sessments of vulnerabilities at specific seaport locations, information about potential
threats or suspicious activities, and strategies to use in protecting key infrastruc-
ture. Our review found that the committees improved information sharing among
seaport security stakeholders, including the timeliness, completeness, and useful-
ness of information shared.

Another aspect of improving maritime domain awareness involves having the as-
sets to communicate and conduct patrols, and in this regard, the Coast Guard has
budgeted for and is in the process of receiving substantial new resources. In 1996,
the Coast Guard initiated a major recapitalization effort—known as the Integrated
Deepwater System—to replace and modernize the agency’s aging and deteriorating
fleet of aircraft and vessel assets. The focus of the program is not just on new ships
and aircraft, but also on newer, more capable assets, with improved and integrated
command, control, communications and computers, intelligence, surveillance, and
reconnaissance (C4ISR) capabilities. Although the program was started before the
attacks of September 11, 2001, the Coast Guard plans to leverage these capabilities
of the 20 year, $17 billion dollar program to enhance its maritime domain aware-
ness and seaport security operations such as patrols and response.

Challenges for Improving Maritime Security Take Three Main Forms

Propelled by a strong sense of urgency to secure the seaports, federal agencies,
such as the Coast Guard, CBP, and TSA, accomplished a considerable amount in
a short time. At the same time, these actions have also shown the strains that often
occur when difficult tasks must be done quickly. We have not examined every action
that has been started or enhanced regarding maritime security, but our work to
date has covered a number of them. It is not surprising that we have found, besides
the progress made, a number of missteps, false starts, and inefficiencies. These rep-
resent challenges to overcome.

While some of these challenges will be resolved with time, analysis, and oversight,
there are other challenges that bear even more careful watching, because they may
prove to be considerably more difficult to overcome. I would like to highlight three
of those challenges, providing examples from our recent work. These three chal-
lenges involve (1) design and implementing programs, (2) coordinating between dif-
feg;ent agencies and stakeholder interests, and (3) determining how to pay for these
efforts.

Challenges in Program Design and Implementation

I will discuss today two illustrative examples related to challenges in program de-
sign and implementation that we have identified from our work. These include the
(1) lack of planning and performance measures for program design and (2) lack of
experienced personnel for program implementation.

Lack of Planning and Performance Measures for Program Design

One effect of having to design programs quickly is that they may lack such ele-
ments as strategic plans and performance measures needed to set program goals
and monitor performance. The lack of such tools can create problems that need to
be resolved as the program unfolds. For example, we have reviewed CBP’s actions
to establish a system meant to reliably identify potentially risky cargo containers.

Our work has shown that a need exists for additional efforts in several homeland
security activities, including securing cargo, in order to help ensure the effectiveness
of the approach.” As we noted in a July 2003 report, the former U.S. Customs Serv-
ice, part of which is now CBP initiated the Container Security Initiative (CSI) in
January 2002 in response to security vulnerabilities created by ocean container
trade and the concern that terrorists could exploit these vulnerabilities to transport
or detonate WMDs in the United States.® During the first year, program officials
quickly designed and rolled out the initiative, modifying operations over time. The
service achieved strong initial participation among the countries that it sought to
enroll in the initiative, reaching agreement with 15 governments to place U.S. per-
sonnel at 24 seaports, and placing teams in 5 of these seaports. However, CBP had
not taken adequate steps to incorporate human capital planning, develop perform-
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ance measures, and plan strategically—factors essential to the program’s long-term
success and accountability. We noted, for example, that:

e More than 1 year into the implementation of the initiative, CBP had not devel-
oped a systematic human capital plan to recruit, train, and assign the more
than 120 program staff that would be needed for long-term assignments in a
wide range of foreign seaports, some of which could require language capabili-
ties and diplomatic skills.

e CBP lacked performance measures for the initiative that demonstrated program
achievements and established accountability. For example, the service lacked
measures that assessed the impact of collocating U.S. and foreign customs offi-
cials in foreign seaports to determine which containers should be targeted for
inspection.

e CBP’s focus on short-term operational planning in order to quickly implement
the program impeded its ability to systematically carry out strategic planning.
We noted that the service did not have a strategic plan for the initiative that
describes how it intends to achieve program goals and objectives. As a result,
CBP lacked elements of strategic planning that would improve the management
of the program and allow CBP to establish accountability for planned expendi-
tures.

As also reported in July 2003, another program that did not take adequate steps
to incorporate the human capital planning and performance measures necessary for
the program’s long-term success and accountability is CBP’s Customs-Trade Part-
nership Against Terrorism (C-TPAT) program. Initiated in November 2001, C—
TPAT is an initiative that attempts to improve the security of the international sup-
ply chain. It is a cooperative program between CBP and members of the inter-
national trade community in which private companies agree to improve the security
of their supply chains in return for a reduced likelihood that their containers will
be inspected.

During the first year, more than 1,700 companies agreed to participate in the pro-
gram, and most received the key benefit—a reduced likelihood of inspections for
WMDs. However, we noted similar kinds of problems to those in the CSI program.
For example, we found that:

e Even as it rolled out new program elements, CBP lacked a human capital plan
for increasing the number of C-TPAT staff from 10 to more than 160.

e CBP had not developed performance measures for C-TPAT that would establish
accountability and measure program achievements. For example, CBP had no
performance measure to assess the impact of C-TPAT on improving supply
chain security practices, possibly resulting in benefits being granted to
undeserving companies.

e CBP lacked strategic planning in rolling out C-TPAT, failing to communicate
how it planned to implement critical program elements designed to verify that
companies have security measures in place and follow through with rec-
ommended changes.

We are currently reviewing both the CSI and C-TPAT programs and will soon be
issuing reports to update our earlier evaluation of these programs.

Lack of Experienced Personnel for Program Implementation

One major challenge in program implementation is the lack of experienced per-
sonnel, which is to be expected given the rapid increase in newly hired personnel
since September 11, 2001. Agencies such as the Coast Guard expect to see large in-
creases in the number of staff over the next few years to help meet new and ex-
panded responsibilities. Consequently, they also face a challenge in absorbing this
increase and training them to be fully productive. We pointed out early on that this
would be a challenge for the Coast Guard,® and subsequent work has shown this
to be the case. For example, after a Coast Guard internal review found that readi-
ness of its multi-mission stations—the shore-based units whose responsibilities in-
clude finding and rescuing mariners in danger—had been in decline for an extended
period, the Coast Guard began efforts to improve the readiness of the stations. This
effort was complicated by the new homeland security responsibilities the stations as-
sumed after the terrorist attacks of September 11, 2001. In a recent review of staff-
ing and readiness at these multi-mission stations,'® we found that the Coast Guard
was still in the process of defining new standards for security activities and had yet
to translate the impact of security-related mission responsibilities into specific sta-
tion readiness requirements, such as staffing standards. Consequently, even though
station staffing had increased 25 percent since 2001, the Coast Guard was unable
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to align staffing resources with mission activities, which resulted in a significant
number of positions not being filled with qualified personnel and station personnel
working significantly longer hours than are allowed under the Coast Guard’s work
standards.

We also identified personnel or human capital challenges such as lack of experi-
enced personnel related to the Coast Guard’s program to oversee implementation of
MTSA-required security plans by owners and operators of maritime facilities and
vessels. These security plans are performance-based, meaning the Coast Guard has
specified the outcomes it is seeking to achieve and has given seaport stakeholders
responsibility for identifying and delivering the measures needed to achieve these
outcomes. While this approach provides flexibility to owners and operators in de-
signing and implementing their plans, it also places a premium on the skills and
experience of inspectors to identify deficiencies and recommend corrective action.
Because the Coast Guard had to review and assess for compliance more than 12,000
security plans for facilities and vessels, it had to rely heavily on reservists, which
varied greatly in the level of their skills and experience in this area. For example,
some reservists had graduate degrees in security management while others had no
formal security training or experience. In June 2004, we recommended that the
Coast Guard carefully evaluate its efforts during the initial surge period for inspec-
tions.1! The Coast Guard has adjusted its inspection program to make its compli-
ance assessments more relevant and useful, but it has not yet determined the over-
all effectiveness of its compliance actions.

Challenges in Coordinating Actions

Coordinating massive new homeland security actions has been an acknowledged
challenge since the events of September 11, 2001, and seaport security has been no
exception. On the federal side alone, we have for several years designated imple-
menting and transforming the new DHS as a high-risk area.l2 Since the agency’s
inception in March 2003, DHS leadership has provided a foundation to maintain
critical operations while undergoing transformation, and the agency has begun to
put systems in place to operate more effectively and efficiently as an agency. In
managing its transformation, however, DHS still faces such issues as forming effec-
tive partnerships with other governmental and private-sector entities.

We have made numerous recommendations related to information sharing, par-
ticularly as it relates to fulfilling federal critical infrastructure protection respon-
sibilities. 13 For example, we have reported on the practices of organizations that
successfully share sensitive or time-critical information, including establishing trust
relationships, developing information-sharing standards and protocols, establishing
secure communications mechanisms, and disseminating sensitive information appro-
priately. Federal agencies such as DHS and the Coast Guard have concurred with
our recommendations that they develop appropriate strategies to address the many
potential barriers to information sharing. However, as of January 2005, many fed-
eral efforts to do this remain in the planning or early implementation stages espe-
cially in the area of homeland security information sharing, including establishing
clear goals, objectives, and expectations for the many participants in information-
sharing efforts; and consolidating, standardizing, and enhancing federal structures,
policies, and capabilities for the analysis and dissemination of information. In this
regard, the issue of information-sharing across agency and stakeholder lines has
emerged as a significant enough challenge that we have also designated it as a high-
risk area. Here are three examples that illustrate the kinds of problems and chal-
lenges that remain related to seaport security.

Obtaining Security Clearances

While coordination of information-sharing at the seaport level appears to have im-
proved, seaports are experiencing challenges with regards to non-federal officials ob-
taining security clearances. For some time, state and local seaport and law enforce-
ment personnel have reported problems in obtaining federally generated intelligence
information about their jurisdictions because they did not have a federal security
clearance. However, as of February 2005—over 4 months after the Coast Guard had
developed a list of over 350 non-federal area maritime security committee partici-
pants as having a need for a security clearance—only 28 had submitted the nec-
essary paperwork for the background check. Local Coast Guard officials told us they
did not clearly understand their responsibility for communicating with state and
local officials about the process for obtaining a security clearance. After we ex-
pressed our concerns to Coast Guard officials in headquarters in February 2005, of-
ficials took action and drafted guidelines clarifying the role that local Coast Guard
officials play in the program.



37

Sharing Information about Security Exercises

In a January 2005 report,'4 we reported that improvement in the coordination of
state, local, and federal entities during seaport exercises was needed. While it was
still too early to determine how well entities will function in coordinating an effec-
tive response to a seaport-related threat or incident, we identified four operational
issues that needed to be addressed in order to promote more effective coordination.
We found that more than half of the seaport exercises and after-action reports we
examined raised communication issues, including problems with information shar-
ing among first responders and across agency lines. We also found that over half
of the exercises raised concerns with communication and the resources available, in-
cluding inadequate facilities or equipment, differing response procedures, and the
need for additional training in joint agency response. To a lesser extent, we found
concerns with participants’ ability to coordinate effectively and know who had the
proper authority to raise security levels, board vessels, or detain passengers.

Developing a Transportation Worker Identification Credential

Beyond information-sharing, a host of challenges remain in coordinating across
agency lines and in resolving issues that cut across a wide range of stakeholder per-
spectives. In this regard, there is perhaps no better example in our recent work
than the delayed attempts to develop a major component of the security framework
envisioned under MTSA—an identification card for maritime workers. The transpor-
tation worker identification credential (TWIC) was initially envisioned by TSA be-
fore it became part of DHS to be a universally recognized identification card accept-
ed across all modes of the national transportation system, including airports, sea-
ports, and railroad terminals, using biological metrics, such as fingerprints, to en-
sure individuals with such an identification card had undergone an assessment
verifying that they do not pose a terrorism security risk. TSA initially projected that
it would test a prototype of such a card system in 2003 and issue the first of the
cards in August 2004. After TSA became part of DHS, testing of the prototype was
delayed because of the difficulty in obtaining a response from DHS policy officials
who also subsequently directed the agency to reexamine additional options for
issuing the identification card. In addition to coordinating within DHS, TSA has had
to coordinate with over 800 national level transportation-related stakeholders. Sev-
eral stakeholders at seaports and seaport facilities told us that, while TSA solicited
their input on some issues, TSA did not respond to their input or involve them in
making decisions regarding eligibility requirements for the card.'® In particular,
some stakeholders said they had not been included in discussions about which fel-
ony convictions should disqualify a worker from receiving a card, even though they
had expected and requested that DHS and TSA involve them in these decisions. Ob-
taining stakeholder involvement is important because achieving program goals
hinges on the Federal Government’s ability to form effective partnerships among
many public and private stakeholders. If such partnerships are not in place—and
equally important, if they do not work effectively—TSA may not be able to test and
deliver a program that performs as expected. Until TSA and DHS officials agree on
a comprehensive project plan to guide the remainder of the project and work to-
gether to set and complete deadlines, and TSA can effectively manage its stake-
holders’ interests, it may not be able to successfully develop, test, and implement
the card program. We issued a report on TWIC in December 2004 16 and the Senate
Committee on Homeland Security and Governmental Affairs has asked us to review
the program again.

Challenges in Providing Funding for Seaport Security Actions and Initiatives

Our reviews indicate that funding is a pressing challenge to putting effective sea-
port security measures in plac