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THE SAFE PORT ACT: A SIX-MONTH REVIEW

Thursday, April 26, 2007

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON HOMELAND SECURITY,
SUBCOMMITTEE ON BORDER, MARITIME,
AND GLOBAL COUNTERTERRORISM,
Washington, DC.

The subcommittee met, pursuant to call, at 1:14 p.m., in Room
1539, Longworth House Office Building, Hon. Loretta Sanchez
[chairwoman of the subcommittee] presiding.

Present: Representatives Sanchez, Jackson Lee, Green, Souder,
and Bilirakis.

Ms. SANCHEZ. [Presiding.] Good afternoon, and thank you all for
1]E)leing here today. I thank the members of the committee who are

ere.

I know that votes have just finished for the day, so some of our
members who believed they would be here obviously are trying to
beat the crowd at the airport and come to their home districts. We
understand that.

The Subcommittee on Border, Maritime, and Global Counterter-
rorism will come to order.

The committee is meeting today to receive testimony on “The
SAFE Port Act: A Six-Month Review.”

I would ask the indulgence of my colleagues before we begin if
we might take a moment of silence in honor of Congresswoman
Juanita Millender-McDonald. For those of you who know anything
about the entire process of the SAFE Port Act, Juanita’s bill was
what we used as the base for that bill. So I think it would be ap-
propriate to take a moment of silence as we go into the weekend.
We will have her memorial services on Sunday and Monday, and
I know many of my colleagues will be back there for that.

So if we could take a moment of silence.

Thank you.

So first of all, let me thank all of the witnesses for joining us
today and for your testimony on how the implementation of the
SAFE Port Act is going.

As you know, the SAFE Port Act mandated many long-overdue
improvements and advancements that will enhance our nation’s
port security once they are all implemented, but it is always about
how you can have a great plan, a great study, but you need to im-
plement it. So that is what we are here about today.

These issues are very complex. It requires a lot of agencies at dif-
ferent levels working together to make sure we get it all done. So
today’s hearing will have two panels.

o))

VerDate Nov 24 2008  13:52 Jun 18,2009 Jkt 000000 PO 00000 Frm 00005 Fmt6633 Sfmt6633 H:\DOCS\110-HRGS\110-31\48906.TXT HSEC PsN: DIANE



2

The first will consist of government witnesses. I am very pleased
that representatives from the Coast Guard, Customs and Border
Protection, and the Transportation Security Administration are
here to provide detailed information regarding how their agencies’
implementation of the SAFE Port Act is coming along. In addition,
I am looking forward to the Government Accountability Office’s in-
sight into the government’s ongoing port security issues.

During the second panel, we will hear from a variety of port se-
curity stakeholders. I am very proud to represent an area where
we have the ports of Los Angeles and Long Beach so close, and
some of the committee members have been able to visit those ports.
So I am really proud to have the Port of Los Angeles represented
here today, and Tampa represented at today’s hearing, as well as
the International Longshore and Warehouse Union and the Marine
Exchange of Southern California.

What I am looking for from this hearing is, 6 months later—I
know it is early, but you have to realize that I was just having
lunch today with an accountant, and if anybody knows anything of
my background, you will know that I come from finance. And so,
having the plan and implementing the plan and checking it every
so often I believe is the only way we really get to whatever our de-
sired goal is. That is why I am so happy that we are having this.

There are specific issues that I would like to hear about—Custom
and Border Protection’s progress on the planning and implementa-
tion of the year-long pilot project for C-TPAT third-party valida-
tion; the Coast Guard’s current long-range vessel tracking capabili-
ties; the TSA’s and Coast Guard’s progress in rolling out the TWIC,
or the transportation worker identification card; and Custom and
Border Protection plans for the 1-year pilot program to assess the
risk posed by the empty containers at our ports.

Those are just a few of the issues. If you have any others that
are burning that you think I need to worry about at night, then
please talk about those also.

So I am looking forward to having some good dialogue about all
these important issues under the SAFE Port Act, and I thank you
for being here.

I now believe it is time for my ranking member to give his open-
ing statement. So the gentleman of Indiana, I will give his time for
the opening statement.

Mr. SOUDER. Thank you.

I want to thank all the witnesses, both on our first panel as well
as the port directors and the representatives from the workers at
the different port authorities for being here.

Approximately 95 percent of our overseas commerce travels by
ship through the U.S. seaports. More than 12 million containers
entered the United States last year, and that number grows annu-
ally. Port activities contribute more than $700 billion annually to
our GDP.

The ability to protect this system from terrorist attacks and rap-
idly recover are essential capabilities for securing our homeland
and maintaining our economic health.

The SAFE Port Act built upon the significant investments made
by the departments, specifically by CBP and the Coast Guard, in
securing our port infrastructure and global supply chains after
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9/11. The public law strengthens exiting programs and creates new
initiatives to develop a robust, risk-based system for securing the
entire maritime transportation system from the point of origin
through the supply chain, for safe and secure delivery into the
United States ports.

I applaud the leadership of Mr. Lungren, Ms. Harman, Chair-
woman Sanchez, as well as Ranking Member King and Chairman
Thompson, for developing this legislation, as well as our late col-
league, and moving it through the committee last Congress and
onto the president’s desk.

I look forward to hearing more from the witnesses about current
port security efforts and the implementation of the new mandates.
In particular, I am interested in an update on the transportation
worker identification credential, minimum standards for securing
containers, supply chain security programs, the secure freight ini-
tiative, and what is being done to enhance our ability to target
high-risk containers.

The SAFE Port Act has been a truly bipartisan effort from the
start to the finish in both bodies of Congress. The SAFE Port Act
passed the House of Representatives on May 4, 2006, by a vote of
421 to 2, and the Senate on September 14, 2006, by a vote of 98
to 0. The legislation was signed into law on October 13, 2006.

To bring a bill through the process involving more than six com-
mittees, all the while in the midst of preparing for an election,
shows the importance this body places on securing our ports and
supply chains. You can be sure that there will be significant over-
sight, as well as congressional support, for the implementation of
the 90-plus mandates in the law.

Thank you again, Madam Chair, for holding this hearing. I hope
that the SAFE Port Act process will be a model that the committee
will follow as we move to consider other pieces of legislation in the
110th Congress.

I would now like to yield the balance of my time to my colleague
from Florida, Congressman Bilirakis, to welcome and introduce a
fellow Floridian who will be presenting his testimony on the second
panel.

Mr. BILIRAKIS. Thank you, Ranking Member Souder. I want to
commend you and Chairwoman Sanchez for holding this hearing to
examine port security and review of the SAFE Port Act.

I am pleased to welcome to our committee Mr. Richard Wainio,
the director of the Port of Tampa, which is Florida’s largest port
and, although I am surely biased, one of our best, the best.

I recently spent a day at the port and learned about the good
work being done there and the security challenges the ports across
my state and around the country are facing.

I look forward to hearing your testimony today, sir, and thank
the Madam Chairwoman and Ranking Member Souder. I appre-
ciate it, and yield back the balance of my time. Thank you.

Ms. SANCHEZ. Thank you to both of you.

The chair will let other members of the subcommittee know that,
under the committee rules, opening statements may be submitted
from them for the record.

And now I welcome our first panel of witnesses.
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Our first witness, Admiral Craig E. Bone, is the assistant com-
mandant for prevention in the Coast Guard. In this capacity, he di-
rects national and international policy and programs for port, ves-
sel and facility safety and security, waterways management, in-
cluding navigation systems, ice-breaking, bridge administration,
and marine transportation system policy.

Does that mean you are helping the Canadians break those peo-
ple out of the ice up there?

Admiral BONE. Yes, ma’am.

Ms. SANCHEZ. Admiral Bone is a 1977 graduate of the U.S. Coast
Guard Academy. He began his Coast Guard career as a deck watch
officer aboard the Coast Guard Cutter Hamilton in Boston, Massa-
chusetts. His previous flag assignments include director of port se-
curity and director of the Inspection and Compliance Directorate.

Our second witness, Mr. Jayson Ahern, is the assistant commis-
sioner, Office of Field Operations, Customs and Border Protection.
As such, he oversees national programs and operations at 20 field
operations offices, 326 ports of entry, 50 operational container secu-
rity initiative ports worldwide, and 15 pre-clearance stations in
Canada, Ireland and the Caribbean.

Whenever you need to get a hold of him, you can. I have experi-
enced that.

Assistant Commissioner Ahern began his career with the U.S.
Customs Service in San Ysidro, California. He has previously been
assigned as the director of field operations in Southern California,
and he was also the principal field manager of customs port oper-
ations in Los Angeles, California, and Miami, Florida. Assistant
Commissioner Ahern is a graduate of Northeastern University.

Welcome.

Our third witness, Ms. Maurine Fanguy, is the program director
of the transportation worker identification credential program, or
TWIC—we have a lot of questions for you—over at TSA. She is a
graduate of Virginia Polytechnic Institute and State University in
Blacksburg, Virginia. She has worked for TSA for 1 year.

Prior to joining TSA, Ms. Fanguy provided business and tech-
nology consulting services to private and public sector clients at
Accenture. She also worked on a wide range of homeland security-
related projects, including border management issues and applica-
tion of biometric technology as well.

Our last witness on the first panel is Mr. Stephen L. Caldwell,
director, homeland security and justice issues, Government Ac-
countability Office. In this capacity, he provides direct support to
congressional committees and individual members of the House
and Senate on maritime security and U.S. Coast Guard issues. In
the aftermath of Hurricane Katrina, for example, he was detailed
from GAO to the House Select Committee on Hurricane Katrina to
help investigate the preparations for and the response to that dis-
aster.

Mr. Caldwell holds a bachelor’s and a master’s degree from one
of those great universities of California at Berkeley.

Welcome.

So, without objection, your written testimony will be put into the
record. I will now ask each of you please to summarize your state-
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ments or tell us whatever it is that you want to tell us for 5 min-
utes apiece, beginning with the admiral.

STATEMENT OF ADMIRAL CRAIG E. BONE, ASSISTANT
COMMANDANT FOR PREVENTION, U.S. COAST GUARD

Admiral BONE. Good morning, Chairwoman Sanchez, Ranking
Member Souder, and distinguished members of the subcommittee.
I am Rear Admiral Craig Bone, U.S. Coast Guard, assistant com-
mandant for prevention. It is a pleasure to appear before you today
to discuss the Coast Guard’s efforts in implementing the SAFE
Port Act requirements.

The primary objective of the SAFE Port Act is stated as, “to im-
prove maritime and cargo security through enhanced layered de-
fenses.” The Coast Guard decided that, as one of the primary orga-
nizations with specific responsibilities in implementing this objec-
tive, several facets within our organization have been intimately
involved in achieving the requirements since the enactment on Oc-
tober 13, 2006.

I will address only a few of the SAFE Port Act requirements that
the Coast Guard is responsible for, in the interest of time. Section
101, the development of salvage response plans within each area
maritime security plan has been integrated into the 5-year plan up-
date cycle established by the Maritime Transportation Security
Act, or MTSA, of 2002. The area maritime security plan updates
will be performed by federal maritime security coordinators in con-
sultation with their respective area maritime security committees,
and is planned for completion during early summer of 2009.

Resumption of commerce and recovery of the marine transpor-
tation system following a significant disruption is an issue of na-
tional concern. The Coast Guard is currently developing a concept
of operations and specific planning requirements and organiza-
tional structures with our other DHS partners, to ensure a focus
on MTS recovery following a significant incident that disrupts the
marine transportation system.

Progress within section 104 of the SAFE Port Act included a
number of statutory requirements governing the implementation of
the transportation worker identification credentialing program. The
Coast Guard and TSA met the first timeline with posting of the
TWIC final rule on January 1, 2007. We have also met several of
the regulatory requirements established in the Act. For example,
the TWIC rule, together with the merchant mariner credential sup-
plemental notice of proposed rulemaking published on January 25,
2007, incorporated the provisions set forth in the Act for concurrent
processing of TWICs and merchant mariner documents.

In section 107, the Act requires the secretary of the Department
of Homeland Security to establish a long-range identification track-
ing system that the chairwoman had spoken about. This SAFE
Port Act requirement demands a multifaceted approach, using the
full range of classified and unclassified vessel tracking information,
including some information purchased from vendors where appro-
priate.

The Coast Guard currently meets the tracking requirements of
the Act. Currently, sufficient tracking information exists, but work
is needed in the processing, the display, and training in the use of
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this information. The long-range identification tracking notice of
proposed rulemaking is still being developed and therefore did not
meet the April 1, 2007 deadline.

The department is also working to establish a system through
IMO that will provide an unclassified global tracking capability by
the end of the year 2008, as a part of an existing IMO convention,
and make available to the United States a system that is compat-
ible and interoperable with the global maritime community.

In section 109, the Coast Guard is supporting FEMA’s National
Preparedness Directorate’s National Integration Center through
training and exercise integration in implementing the requirements
of this Act with regard to port security training.

We have made great progress. We have worked with MARAD in
establishment of model courses. These courses are competency-
based as required by the Transportation Security Act. In addition,
FEMA and the National Preparedness Directorate has awarded a
$6.18 million cooperative grant to Florida State University to de-
velop courses meeting MTSA requirements and covering the eight
core security-related topics under the SAFE Port Act.

Total port security grant funding available in fiscal year 2007 is
$201,670,000. Those funds will be awarded based on analysis of
risk and effectiveness of return on investment that the port entities
have identified and applicants have identified. The initial reviews
have been completed and actually final reviews are ongoing. It is
anticipated the awards will be announced in May of 2007.

In accordance with the Act, the Coast Guard has also increased
its foreign port assessments and we anticipate that all initial as-
sessments of the 145 foreign ports that are trading partners with
the U.S. will be completed by March, 2008, following which we will
have examinations completed within every 2 years.

In conclusion, the Coast Guard is committed to working with the
Department of Homeland Security team implementing all of the
various statutes given within the SAFE Port Act. We continue to
make headway on all fronts, and look forward to future progress
and partnerships with the international, the federal, state and
local port organizations, as well as the marine industry.

Thank you, Chairwoman, for the opportunity to testify today. I
will be happy to answer any questions.

[The statement of Admiral Bone, Mr. Ahern, and Ms. Fanguy fol-
lows:]

PREPARED STATEMENTS OF JAYSON P. AHERN, ADM GRAIG BONE, AND MAURINE
FANGuUY

Introduction

The Department of Homeland Security appreciates this opportunity to discuss
with you today the Security and Accountability For Every Port Act and the efforts
of its components six months after its passage.

It is noteworthy that DHS, CBP, TSA, and the Coast Guard worked quite closely
with the House and Senate in the development of the SAFE Port Act and applaud
the high level of Congressional interest in securing United States ports and the
global supply chain. Much of what is in the SAFE Port Act codified initiatives that
the Department of Homeland Security undertook immediately after 9/11 and has
been implementing successfully ever since.

Below are updates on the primary areas of activity being undertaken by the testi-
fying components to fully implement the Act.

Area Maritime Security Plans.
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Development of Salvage Response Plans within each Area Maritime Security Plan
(AMSP) has been integrated into the five-year plan update cycle established by the
Maritime Transportation Security Act (ACT) of 2002. The AMSP update will be per-
formed by Federal Maritime Security Coordinators (FMSC) in consultation with
their respective Area Maritime Security Committees (AMSC) and is planned for
completion during early summer 2009.

A Salvage Response Plan will be a major element of the U.S. Marine Transpor-
tation System (MTS) recovery section of each AMSP and will provide the coordina-
tion and procedural foundation to support development of unified command incident
action plans under the Incident Command System (ICS) construct when salvage re-
sponse becomes necessary to facilitate resumption of trade. Authorities, capabilities,
and other salvage issues are currently being coordinated and researched with Fed-
eral Government partners. Consultation with national-level salvage industry rep-
resentatives is continuing with the development and establishment of a Memo-
randum of Understanding (MOU) between the Coast Guard and the American Sal-
vage Association of America. The MOU will establish a working partnership with
goals of strengthening the communication and working relationship between the
Coast Guard and the marine salvage and fire fighting industry to improve vessel
and personnel safety within the industry, enhance national security preparedness
and response, promote timely and professional salvage response to marine casual-
ties, and enhance the protection of the environment along the nation’s waterways.

Resumption of commerce and recovery of the marine transportation system (MTS)
following a significant disruption is an issue of concern nationwide. The Maritime
Transportation Security Act (MTSA) 2002 required that the National Maritime
Transportation Security Plan include a plan to restore cargo flow following a Na-
tional Transportation Security Incident (NTSI). The Coast Guard held a National
Recovery Symposium at the National Maritime Institute of Technology and Grad-
uate Studies on August 1st and 2nd, 2006. The symposium was attended by over
150 executive level participants from numerous branches of state and federal gov-
ernment, and the private sector.

The Coast Guard is currently developing a concept of operations and specific plan-
ning requirements and organizational structures to ensure a focus on MTS recovery
following a significant incident that disrupts the MTS. MTS recovery guidance will
be harmonized with, and support implementation of, the forthcoming Strategy to
Enhance International Supply Chain Security that is being prepared by the Depart-
ment of Homeland Security with Coast Guard and interagency input. Implementa-
tion guidance will also harmonize with MTS recovery principles gleaned from Hurri-
cane Katrina lessons learned that have already been published in the U.S. Coast
Guard Incident Management Handbook.

Review of maritime security developments since the implementation of MTSA,
MTS recovery lessons from Hurricane Katrina, best Area Maritime Security prac-
tices from the field, and an update of MTSA implementation guidance are in
progress. Review results will form the basis for revising Navigation Vessel Inspec-
tion Circular (NVIC) 09-02 which is used to guide the five-year AMSP update.

Consistent with the overriding requirement to deter, and when necessary, miti-
gate the effects of Transportation Security Incidents (TSI), the Coast Guard is work-
ing to make AMSP coordination and procedures hazard and transportation disrup-
tion compatible as much as practicable. This, in conjunction with oil and hazardous
materials response coverage provided through Area Contingency Plans (ACP) and
application of Incident Command System (ICS) principles and structures per the
National Incident Management System (NIMS), is intended to support a consistent
preparedness approach across all transportation disruptions without the need for
additional port-level plans.

Maritime facility security plans.

The Department of Homeland Security recognizes that information on ownership
of maritime facilities and the companies that operate them is vitally important to
the management of the security posture and the clear delineation of security respon-
sibilities within the port. Currently, in 33 CFR 104.415(b)(2), 105.415(b)(2), and
106.415(b)(2), the Coast Guard requires a security plan audit whenever the owner
or operator of a vessel, facility or Outer Continental Shelf (OCS) facility changes.
Should the audit reveal that an amendment to the security plan is necessary, the
security officer of the vessel, facility or OCS facility, will submit the amendment to
the cognizant Captain of the Port or District Commander for approval. Consistent
with the requirement in Section 102 of the SAFE Port Act, the DHS Appropriations
Act of 2007 requires the Coast Guard to gather ownership information on vessel and
facility security plans.
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In order to meet the requirements in these statutes, the Coast Guard has initi-
ated a regulatory project to update 33 CFR Subchapter H regulations and will incor-
porate these new ownership reporting requirements.

Implementation of the Transportation Worker Identification Credential (TWIC)
regulations published in January 2007 will meet the requirement in Section 102 for
a qualified individual having full authority to implement security actions for a facil-
ity. The Secretary can still waive the requirement after a determination based on
a complete background check of the individual. These regulations in 33 CFR
105.205(a)(4), require facility security officers (the qualified individuals in the stat-
ute) to possess and maintain a TWIC. The security threat assessment conducted as
part of the TWIC program includes a complete background check, including a crimi-
nal history records check, a legal status check, and an intelligence and terrorist
watch list check, thus satisfying the relevant mandate within this section. In addi-
tion, the Coast Guard is addressing the requirement for Facility Security Officers
to be U.S. citizens in the regulatory project to update Subchapter H.

Unannounced inspections of maritime facilities.

Currently, Coast Guard policy requires one annual inspection of each facility to
be supplemented with periodic spot checks. The FY 2007 Homeland Security Appro-
priations Act provided $15M to, among other efforts, fund additional port security
inspections. With this funding, the Coast Guard has created 39 new field billets,
which will be filled during the 2007 transfer season, to add to the existing 350 facil-
ity inspectors. The Coast Guard has also created 61 reserve inspection billets to sup-
port additional inspections until permanent billets are filled this summer. This will
ensure that each facility is inspected no less than two times per year, with at least
one being an unannounced inspection. The Coast Guard conducted more than 7500
annual security inspections and unannounced spot checks of 3200 facilities in cal-
endar year 2006, and will use the additional billets to increase these inspections.
The 2006 inspections resulted in 465 violations which levied $1,892,000 in penalties.

Transportation Security Card.

The final rule for TWIC went into effect on March 26, 2007. With the passing of
this critical milestone, this hearing provides an excellent opportunity to highlight
program developments and describe how the Department of Homeland Security is
incorporating lessons learned into an effective, efficient business plan for TWIC en-
rollment. This extremely important program is moving aggressively towards its ob-
jectives with a focus on making good security and business decisions. This leading
edge program is developing essential processes, capabilities and expertise that will
be beneficial to other programs.

The Department of Homeland Security has framed the program decisions and
processes within the context of the nation’s port security goals, including the need
to:

o Identify authorized individuals who require unescorted access to secure areas
oflMaritime Transportation Security Act (MTSA) regulated facilities and ves-
sels;

e Determine the eligibility of an individual for access through a security threat
assessment;

e Ensure unauthorized individuals are denied access through biometric con-
firmation of the credential holder;

e Revoke access promptly for individuals who fail to maintain their eligibility;
e Apply privacy and security controls to protect TWIC information; and,

e Fund the program entirely by user-fees.

Achieving these ambitious goals has required creative planning, flexible imple-
mentation, effective stakeholder communication, and adaptive contract manage-
ment. The basic program deployment philosophy has been a commitment to evaluate
all practicable technical alternatives that will provide adequate port security and
minimize adverse impacts, either economically or logistically, to United States citi-
zens and the international trading system. This has been and will continue to be
the program’s implementation premise.

The Department of Homeland Security fully respects the fact that this program
has significant operational implications to the economic wellbeing of the nation.
Therefore, the Department is committed to ensuring that the program is tested,
fully integrated and does not compromise security in any linked system TWIC is an
advanced, sophisticated credentialing system that presents at least four
groundbreaking technological challenges:

e TWIC uses the latest, most advanced federal government biometric and
credentialing standards and for the first time applies them to the commercial
sector.
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e TWIC issues cards that work anywhere in the nation’s private port environ-
ment, involving multiple potential companies and industries, by anyone working
in a secure area.

e TWIC has not only unparalleled flexibility, it involves mass scale. There will
be over 750,000 card holders working at 3,200 ports.

e TWIC security checks will be integrated into all of TSA’s vetting programs
creating potential security synergies throughout the entire transportation sec-
tor.

In other words, the hard part is not the card; the challenge is the network behind
the card. The landmark technical principle underlying TWIC’s ability to authen-
ticate a person’s identity includes three factors. When using the full extent of
TWIC’s authentication ability each person can be identified by:

e Something they know—a worker’s Personal Identification Number (PIN);
e Something they have—the TWIC credential; and
e Something they are—a biometric.

With these considerations in mind, the below provides an overview of milestones
completed, program plans, and how the Department has incorporated the lessons
learned from this pioneering program.

TWIC Milestones to Date.

Obviously, new processes and technologies require systematic pilot studies. The
prototype study was deployed to 26 locations in the areas of Los Angeles/Long
Beach, Wilmington/Philadelphia and Florida’s deepwater ports. The prototype TWIC
was successfully issued to more than 4,000 volunteer workers including truck driv-
ers, longshoremen, container terminal, railway, and airport personnel. A name-
based threat assessment was completed on each individual. A criminal background
check was conducted by the State of Florida for the deep-water port volunteers.
These efforts were a success on multiple levels; it provided invaluable experience
and a much deeper understanding of the technical and logistical challenges.

Security improvements cannot wait until TWIC is fully deployed. The Department
has gone forward with significant interim security enhancements and actions during
TWIC’s initial development phase. These actions included:

e The Coast Guard worked effectively with the National Maritime Security Ad-
visory Committee (NMSAC) to define secure areas. This definition will have a
direct impact on over 10,000 vessels and more than 3,200 facilities. These se-
cure areas delineate where a TWIC will be required for unescorted access.

e The joint rulemaking process between the Coast Guard and TSA was acceler-
ated resulting in TWIC Notice of Proposed Rulemaking (NPRM) being published
on May 22, 2006.

e The Coast Guard and TSA worked with industry partners to develop an in-
terim process that compares a worker’s biographical information against ter-
rorist watch lists and immigration databases.

e Facility owners, facility operators and unions submitted worker names, date
of birth, and, as appropriate, alien identification number. To date TSA has com-
pleted 750,000 name based threat assessments on port workers and longshore-
man. This task will be repeated this summer to keep the assessment fresh.
These assessments are interim measures and do not include the criminal his-
tory records check or biometric credential that is part of TWIC.

TWIC Rule and Stakeholder Input.

The TWIC rule was posted on the TSA and Coast Guard websites on January 1,
2007, and published in the Federal Register on January 25, 2007. The rule is the
result of extensive public involvement and interagency coordination. In addition to
the direct involvement of the National Maritime Security Advisory Committee, TSA
and the Coast Guard held four public meetings in Newark, NJ, Tampa, FL, St.
Louis, MO and Long Beach, CA. Over 1,900 comments were received from workers,
port owners and operators, small businesses and others affected by the new pro-

am. All comments were carefully considered and significant changes were made
to the NPRM in the development of the Final Rule. These changes include:

o The Coast Guard and TSA delayed the requirement to purchase and install
electronic readers to allow for additional field testing, technology improvements,
and more public comment.

e An expedited interim threat assessment process was created for new hires so
that they may go to work pending completion of the full threat assessment.

e Immigration requirements were expanded to permit certain Visa-holders who
are prevalent in the maritime industry to apply for a TWIC.

The rule also meets SAFE Port Act requirements to concurrently process TWICs
and merchant mariner’s documents, and to include a provision to enable newly hired
workers to begin working after TSA conducts an initial threat assessment. In addi-
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tion, the TWIC NPRM and Final Rule include provisions that respond to comments
received from workers subject to similar threat assessment programs. These include:
e Creating a new process where TSA can make a determination that a security
threat assessment conducted by another government agency is comparable,
eliminating redundancy and reducing costs for workers;
e Providing workers more time to apply for an appeal or waiver;
e Streamlining the process, jointly with the Coast Guard, for merchant mariner
credentialing and ensuring that there was no duplication of requirements re-
sulting from the TWIC process.

TWIC cards will be required not only for port facility workers, but for anyone who
seeks unescorted access to secure areas of a MTSA regulated facility or vessel, re-
gardless of frequency. The workers covered by this rule include certain truck driv-
ers, rail employees, security guards, longshoremen, as well as all U.S. merchant
mariners. TSA will use the time tested security assessment procedures and stand-
ards that are currently used for commercial motor vehicle drivers licensed to trans-
port hazardous materials, known as Hazardous Material Endorsements (HME). In
short, TWIC will be issued to workers who successfully complete a security threat
assessment, which includes: (1) a check against terrorist watch lists, (2) an immigra-
tion status check, and (3) a FBI fingerprint-based criminal history records check.

TWIC Card Readers.

The TWIC rule does not currently include a requirement for owners and operators
to use card readers. This was done as a response to important public comments re-
ceived on the NPRM and concerns from Congress expressed in the SAFE Port Act.
The card reader requirement is being formulated and coordinated by extensive tech-
nical input from industry and the public. In the interim, workers seeking unescorted
access to secure areas will present their cards to authorized personnel, who will
compare the photo, inspect security features on the card, and evaluate the card for
signs of tampering. At facilities with various sophisticated access control systems,
the magnetic stripe on the credential could be used to grant or deny access at entry
gates. The Coast Guard will also institute periodic unannounced checks to confirm
the identity of the holder of the TWIC.

The Department of Homeland Security will continue to work closely with all inter-
ested parties to address the ever evolving technology issues. The TWIC technical ar-
chitecture is compatible with Homeland Security Presidential Directive (HSPD) 12
and Federal Information Processing Standards (FIPS) 201-1 requirements which
provide an open standard that will ensure interoperability and real-time exchange
for supply chain security cooperation between the Department and the private sec-
tor. The applicant’s photograph, name, TWIC expiration date, and a unique creden-
tial number are printed on the card. An integrated circuit chip on the card stores
two fingerprint minutia templates and a PIN as well as a digital photo of the appli-
cant, the applicant’s name, and card expiration. The embedded computer chip is ca-
pable of being read by both contact and contactless card readers and also contains
the magnetic strip and linear bar codes.

In addition to previously conducted prototype testing, pilot test planning and dis-
cussions with interested port, facility, and vessel operators began late last year. The
pilots will test access control technologies in real world marine environments. The
National Maritime Security Advisory Committee is providing invaluable input re-
garding operational requirements and has recommended specifications for
contactless biometric smart cards and card readers. Public feedback is being col-
lected and analyzed on the recommendations. As part of the outreach efforts for the
TWIC program and the Department’s Port Security Grant Program the Department
has met with a number of maritime interests to invite their participation in the
pilot tests. The Department’s objective is to include pilot test participants that are
representative of a variety of facility and vessel types and sizes which operate in
a variety of geographic locations and environmental conditions. There appears to be
sufficient interest from the maritime community to achieve this objective.

The Department of Homeland Security is currently reviewing Port Security Grant
applications relating to these pilot studies and will announce awards later this
spring. While the grant process is proceeding, TSA and the Coast Guard are work-
ing with Department test and evaluation experts to develop a comprehensive plan
that addresses the unique pilot test challenges. The evaluation of the pilot tests will
greatly facilitate the Department’s efforts to propose a TWIC reader requirement
rule that effectively addresses security requirements, maintains the flow of com-
rﬁerce, and protects the personal information used to validate the TWIC holder’s
identity.

Rollout Contract.
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A key operational piece of the rollout plan was the award of a competitively bid,
indefinite delivery/indefinite quantity contract to Lockheed Martin Corporation. The
TWIC enrollment and systems operations and maintenance contract will include a
Quality Assurance Surveillance Plan (QASP) that establishes detailed metrics to be
monitored through the life of the contract and will determine whether the contractor
will receive any award fee for services performed.

Lockheed Martin will establish approximately 130 enrollment centers near the
port facilities where applicants will provide biographic information and fingerprints.
This information will be transferred to TSA so they may conduct a threat assess-
ment involving checks of criminal history, immigration, and intelligence databases.
Once a worker successfully completes the threat assessment process, the govern-
ment will produce the credential and send it to the enrollment center, where the
worker will retrieve it. TWIC enrollment will begin initially at select ports based
on risk z}ilnd other factors and will proceed throughout the nation over the next 18—
24 months.

TWIC Card Costs.

As required by Congress, the costs of the program will be borne by TWIC appli-
cants. Therefore, the Department is obligated to look for practicable ways of control-
ling costs, eliminating duplicative processes, providing timely decisions, and, most
importantly, ensuring accuracy and fairness.

The fees for a TWIC will be slightly lower than was anticipated in the Final Rule.
A TWIC will be $137.25 for a card that is valid for 5 years. Workers with current,
comparable background checks (e.g., HAZMAT, Merchant Mariner Document
(MMD) or Free and Secure Trade (FAST)) will receive a discounted fee of $105.25.
The cost of a lost, damaged or stolen credential is $36, although the Department
has solicited comment on raising that fee.

The Department of Homeland Security fully realizes that these costs are not an
insignificant amount to some workers. However, the Department feels that the costs
compare very favorably with equivalent HSPD-12 compliant card fees and in some
instances may actually reduce the costs for some workers. For example, the Coast
Guard is in the process of completing a companion rule which will consolidate exist-
ing mariner credentials and streamline the application process for mariners who
have already applied for the TWIC. This will reduce the overall cost burden for
these workers. Preparations are underway to reduce duplication by having TSA pro-
vide the Coast Guard with electronic copies of the applicant’s fingerprints, proof of
identification, proof of citizenship, photograph, and if applicable the individual’s
criminal record, FBI number and alien registration number. This will eliminate the
need for TWIC holding mariners to visit a Coast Guard Regional Exam Center to
applydfor or renew their Merchant Mariner Credential unless an examination is re-
quired.

Rollout Communication Plan and Pre-Enrollment.

Effective public communication is fundamental to the Department rollout plan.
The TWIC program office has used the lessons learned from the prototype phase to
develop a multi-dimensioned outreach strategy for all of the enrollment phases. A
toll-free help desk, Frequently Asked Questions, informational brochures, and a cen-
tralized e-mail address will provide up-front assistance and guidance for workers,
owners, and operators. These services include program information, response to en-
rollment questions, pre-enrollment assistance, lost/stolen card reporting, credential
replacement support, updates on an individual’s case, and information on appeals
and waivers. Applicants are encouraged, but not required, to “pre-enroll” and pro-
vide biographic information at the secure TWIC web site which should help reduce
waiting time at the enrollment centers. An additional service that is provided dur-
ing pre-enrollment is an opportunity for the applicant to schedule an appointment
for appearing at the enrollment center.

Lockheed Martin is required by contract to develop a communication plan to en-
sure that applicants, operators, and relevant industry associations are educated and
knowledgeable about the TWIC enrollment process. The communication plan will
identify TSA goals and responsibilities, contractor goals and responsibilities, port fa-
cility and vessel responsibilities, target audiences, communications processes, and
supporting communication tools. A key plan element was the establishment of the
TWIC Stakeholders Communications Committee. The initial committee meeting was
held last month with new meetings on a regularly occurring basis. These meetings
will serve as a forum to ensure sustained two-way communication with stakeholders
and directly provide the most current, accurate program information. Additionally,
Lockheed Martin will facilitate rollout communications by deploying advance teams
prior to the opening of enrollment centers to seek input and communication from
local port officials, field federal agents, and local stakeholders.
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Enrollment Centers.

Enrollment sites will be operated by trusted agents who are employees of a ven-
dor under contract with TSA. These trained agents will have undergone a TSA secu-
rity threat assessment before being allowed to collect data. The trusted agents will
provide applicants with a privacy notice and consent form, by which the applicant
agrees to provide personal information for the security threat assessment and cre-
dential. The trusted agents will verify an applicant’s identity, confirm the accuracy
of biographic information, collect biometric information (a full set of fingerprints and
a facial photograph), and obtain the applicant’s signature on the enrollment docu-
ments. The contract performance parameter for the trusted advisor enrollment proc-
ess will be an average enrollment time of 15 minutes. The enrollment process for
a pre-enrolled applicant is fully expected to take less time. Focused planning that
fosters convenience for applicants will benefit workers as well as garner process effi-
ciencies.

Data Security Vetting and Card Issuance.

After enrollment, an applicant’s data is sent to the TSA system, and the vetting
process (i.e., terrorism database, criminal history records check, immigration check)
is started. One of the top technical challenges to introducing the new technology as-
sociated with TWIC is ensuring that the data is appropriately and efficiently trans-
mitted to the appropriate destinations. The Department intends to enhance security
synergies and efficiencies by using the same screening IT systems used for security
screening in other programs. These efficiencies, however, require the Department to
be absolutely certain that the stability or security of this larger vetting system is
not jeopardized. Rigorous performance testing, and the accompanying scheduling
complexities, is the only way to know for certain that satisfactory technical integra-
tion has been achieved.

Once the technical integration has occurred, it is anticipated that the TWIC
threat assessment processing time will be similar to that experienced in the HME
program. Since the inception of the HME program, threat assessments have fre-
quently been completed in 3 days or less. During this same period the average time
for completing HME threat assessments has been approximately 14 days, which in-
cludes all appeals and waivers. The process will be impacted by steps where there
is minimum governmental control. For example, applicants need to promptly provide
corrected records, and respond to initial determinations. Other anticipated factors
that could result in processing delays include an applicant providing incorrect infor-
mation, watch list determinations, evaluation of the nature of threats, whether the
applicant is currently under criminal investigation, and confirming immigration sta-
tus that is not available in electronic format. Nonetheless, the 14 day average for
processing the HME assessments includes the time required to meet the same
threat assessment challenges that will be faced with TWIC.

If TSA determines that an applicant does not pose a security threat, the appli-
cant’s information is sent for card production. After the card is developed it is sent
to the enrollment center, where the worker will be notified to pick up the card. Due
to the secure nature of the credential, the smart cards are shipped as “inactive.”
An applicant must verify his or her personal identity by providing a biometric (i.e.,
fingerprint) that is matched to the cards electronic template. After identity is
verified, the applicant selects a secret PIN which is stored on the card as an addi-
tional identity authentication factor.

Worker Redress/Waivers /Appeals.

If an applicant is denied a TWIC they will be notified of the reason and instructed
on how to apply for an appeal or waiver. All applicants have the opportunity to ap-
peal a disqualification and may apply to TSA for a waiver. .

The standards for denial of a TWIC are the same standards that apply in the
HME process. Any applicant who is subject to removal proceedings or an order of
removal under the immigration laws of the United States is not eligible to apply
for a TWIC. An individual will be disqualified if he or she lacks legal presence and/
or authorization to work in the United States, has a connection to terrorist activity,
or has been determined to lack mental capacity.

A person will also be denied a TWIC for a criminal history involving certain dis-
qualifying crimes. TSA received valuable NPRM comments on the list of disquali-
fying crimes and decided to fine tune the list to better reflect crimes that are more
likely to result in a terrorism security risk or a risk that the individual may engage
in a transportation security incident. Permanent disqualifying criminal offenses in-
clude: espionage, sedition, treason, terrorism, improper transportation of a haz-
ardous material, unlawful possession, use or sale of an explosive, murder, threats
to a place of public use (government facility, public transportation system, or infra-
structure facility), violations of the Racketeer Influenced and Corrupt Organizations
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(RICO) Act in which the predicate act is one of the permanently disqualifying
crimes, or a crime involving a transportation security incident. A transportation se-
curity incident is a security incident resulting in a significant loss of life, environ-
mental damage, transportation system disruption, or economic disruption in a par-
ticular area.

Individuals are ineligible for a TWIC if convicted in the last seven years or incar-
cerated within the last five years of the following crimes: Unlawful possession, use
or sale of a firearm or other weapon, extortion, fraud, bribery, smuggling, immigra-
tion violations, distribution or importation of a controlled substance, arson, kidnap-
ping or hostage taking, rape or aggravated sexual abuse, assault with intent to kill,
robbery, RICO violations that do not involve a permanent disqualifying crime.

The appeal process involves ensuring that the information on which TSA bases
its threat assessment is completely accurate. This process allows the applicant to
correct the record on which that threat assessment occurs.

Fairness and accuracy in TWIC waiver determinations are further ensured by an
opportunity for independent review by an Administrative Law Judge. As previously
noted, the regulations provide a lengthened period for appealing denial of waivers,
from 30 days to 60 days, to accommodate workers who tend to travel for extended
periods of time. Furthermore, the regulations allow a worker to file a request for
a time extension after the deadline has passed by filing a motion describing the rea-
sons why they were unable to comply with the timeline. The extra procedural meas-
ures are intended to give workers every reasonable chance to bring legitimate con-
cerns and issues to the attention of people who are trying to make the best and cor-
rect decision regarding security risks.

Lessons Learned and Future Efforts.

The initial rollout of TWIC will be focused on the maritime mode. However, once
the initial maritime rollout is complete the Department of Homeland Security will
evaluate deployment of this program in other modes of transportation. The analysis
and planning for any resulting decision will benefit from the experience, technical
expertise, and lessons learned that evolved under the TWIC program.

There are several vital lessons learned during the development of this program
that must be prominently considered in future efforts:

o Look for efficiencies in duplicative regulatory processes. As noted previously,
TSA and the Coast Guard are developing procedures for the sharing of mariner
fingerprints, identity verification, criminal history, and photographs for TWIC
which is expected to save not only money but time. In addition, merchant mari-
ners will no longer be required to visit a Regional Exam Center to obtain and
renew their credentials, resulting in substantial time and travel savings.

o Address the impact on small businesses. TSA and the Coast Guard worked
closely with the Small Business Administration to minimize the financial and
operational impact on small businesses wherever possible. The rule includes
provisions that allow MTSA-regulated passenger vessels (excluding cruise ships)
to establish employee access areas for crewmembers that do not require
unescorted access to secure areas such as the pilot house and engine room. This
provision reduces the impact on those employees who rarely need to use spaces
beyond those designated for support of passengers while maintaining the integ-
rity of vessels’ secure areas. A Small Business Compliance Guide is also being
produced and distributed to assist small businesses in their implementation of
the program.

e When practicable, preserve State regulatory flexibility. Mariner regulations
and port security plans preempt state regulations. However, TSA does not pre-
empt States from requiring background checks and badging systems in addition
to TWIC. States may need to set standards for important purposes other than
terrorism threats.

e Plan for privacy. All data collected at an enrollment center will be deleted
from the enrollment center work stations. The entire enrollment record (includ-
ing all fingerprints collected) is stored in the TSA system, which is protected
through role-based entry, encryption, and segmentation to prevent unauthorized
use. No paper records are created during the enrollment process.

o Technical innovation requires adaptive contract management. TWIC is at-
tempting to develop a 21st century technology that accommodates evolving IT
standards suited to emergent needs that span local, international, public, and
private interests. This requires continual reevaluation of the scope and methods
of contracting. The recent Lockheed Martin contract award is a culmination of
Department efforts to date. Due to the nature of this task, however, the Depart-
ment will need to continue to look for and implement adaptive planning,
metrics, and changes to ensure this effort stays on track.
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e Don’t expect a “silver bullet’ technology solution. Evolving technology, such as
card readers, creates a changing environment and program control constraints.
This is especially the case when the technology must be deployed to a vast mul-
titude of entities with remote connectivity challenges (e.g., vessels) and varying
degrees of access control system capabilities.

e Place the highest value in stakeholder input; it is time well spent. The public
hearings, comments to the NPRM, meetings with operators and associations,
and contributions of advisory councils all added pure value. The Department
came away from each and every one of these efforts better informed about the
challenges, the unacceptable impacts, and the practicable options for protecting
United States ports.

Long-range vessel tracking.
The Coast Guard currently meets the intent and tracking requirements of the Act
using the full range of classified and unclassified vessel tracking information avail-
able. However, it takes up to two years to develop and finalize a regulation, and
the Long Range Identification and Tracking (LRIT) NPRM is still being developed
and, therefore, did not meet the April 1, 2007 deadline. The Act requires the Sec-
retary of the Department of Homeland Security to establish a long range automated
vessel tracking system that meets the following:
o Tracking: Provided for all vessels in U.S. waters equipped with Global Mari-
time Distress and Safety System (GMDSS) or equivalent satellite technology
o International: Consistent with international treaties, conventions and agree-
ments

Tracking:

The SAFE Port Act requirement demands a multi-faceted approach. Using the full
range of classified and unclassified vessel tracking information, including some in-
formation purchased from vendors where appropriate, the Coast Guard currently
meets and exceeds the tracking requirement of the Act. Currently, sufficient track-
ing information exists, but work is needed in the processing, display, and training
in the use of this information.

International:

The Departments work to establish a system through the International Maritime
Organization (IMO) will provide an unclassified global tracking capability by the
end of 2008 as a part of recently adopted amendments to an existing IMO conven-
tion and make available to the United States a system that is compatible and inter-
operable with the global maritime community. Since shortly after 9/11, the Coast
Guard has been working with the IMO to implement a global tracking system for
the types of vessels described in the Act. Following considerable U.S. diplomatic ef-
forts, the international agreement to implement such a system was reached last
year, and the global tracking system will be in effect at the end of 2008. In the long
run, this approach is more advantageous to the United States because it applies
globally to all ships described in the Act rather than just those in U.S. waters or
vessels intending to make port calls in the U.S. Under this system, the U.S. will
have access to information for U.S. Flag vessels regardless of their current location
and vessels bound for U.S. ports when they declare intent to arrive. Information on
all other vessels will be available whenever a ship is within 1,000 nautical miles
of the U.S. coast. The Coast Guard is examining funding strategies for this impor-
tant international system that it is committed to support, and believes it will be
able to implement capabilities to participate by the time the system comes into ef-
fect.

Interagency operational centers for port security.

Section 108 requires a budget and cost-sharing analysis for implementing inter-
agency operations centers. The Department of Homeland Security did not meet the
April 11, 2007 report deadline because it is are still working with agency partners
to provide a consistent report. An interim letter has been sent, indicating that the
report will be completed by July 30, 2007.

The establishment of interagency operations centers is currently not funded. In
cooperation with Department of Justice (DOJ), Navy, and DHS Office of Science and
Technology (S&T), three prototype centers have been established to date. The Coast
Guard pilot projects for interagency operations centers are listed below. These cen-
ters are each configured differently as test beds for concepts, tactics, procedures and
equipment. Cost sharing arrangements exist among the various participants.

VerDate Nov 24 2008  13:52 Jun 18,2009 Jkt 000000 PO 00000 Frm 00018 Fmt6633 Sfmt6621 H:\DOCS\110-HRGS\110-31\48906.TXT HSEC PsN: DIANE



15

Designator Location Cost-Sharing Agencies

Seahawk Joint Task Force Charleston, SC Dept. of Justice/U. S. Coast Guard
SCC *-Joint Hampton Roads, VA U. S. Coast Guard /U.S. Navy
SCC-Joint San Diego, CA U. S. Coast Guard /U.S. Navy

* Sector Command Center

Additionally, a half dozen locations have been identified for short and medium
term pilot projects to develop joint operations design models between the Coast
Guard and Customs and Border Protection (CBP). These pilots will include exam-
ination of methods for implementation of a virtual command center constructs using
collaboration tools.

When funded, the Command 21 project will field the capabilities necessary to cre-
ate interagency operations centers as required by Section 108. This major establish-
ment of proposed interagency operational centers for port security is a major system
acquisition designed to close gaps in port and coastal maritime security.

Command 21 will:

e Improve maritime port and coastal security systems to complement the ter-

restrial Secure Border Initiative (SBI) Net;

e Improve unity of effort in a multi-agency operations center environment;

o Accelerate deployment of a net-centric tactical system that implements De-

partment enterprise standards for the sharing of situation data and services

acrg)ss multiple Department interagency domains and Coast Guard systems;

an

e Help address the security and safety issues posed by the 17 million smaller

vessels that operate in port and coastal areas.
The Coast Guard’s experience with interagency operations centers demonstrates
that many tangible benefits to improve maritime safety, security, and stewardship
can be achieved. Some of these include:

o Facilitate cooperative targeting and coordination of intelligence;

¢ Daily field-level coordination that breaks down barriers between agencies;

; Collective use of tactical sensors (radars/cameras) saves time, money and ef-

ort;

e Cooperative planning that improves readiness and efficiency; and

e Sharing of law enforcement information that helps reduce criminal activity in

the port and cut off potential funding to terrorist groups.
Command 21 will close a critical gap between current capabilities and the desired
interagency end state. Future interagency operations will be greatly improved as all
partners will be able to:

e See maritime activities using port surveillance sensors;

e Understand the scene by automatically bringing tactical and intelligence in-

formation together; and

e Share this tactical data with each other as they work side by side in im-

proved facilities.
Command 21 will publish tactical data in an open standard that allows other sys-
tems across multiple Department domains to subscribe to the information and use
it according to the individual needs of each agency. It provides the maritime compo-
nent of the Department of Homeland Security’s Secure Border Initiative (SBI). Good
government demands that both programs move forward in parallel to increase deter-
rence capabilities. If the two programs move ahead unevenly, illegal incursions will
seek the path of least resistance. Moving ahead on both fronts will provide collabo-
rative opportunities to leverage critical resources to broaden the impact of both pro-
grams toward securing the borders.

Notice of arrival for foreign vessels on the Outer Continental Shelf.

The regulations for Notice of Arrival for Foreign Vessels on the Outer Continental
Shelf (OCS) are being developed and incorporated into an existing Coast Guard
rulemaking project related to OCS activities. This rulemaking, the updating of 33
CFR Subchapter N, “Outer Continental Shelf Activities,” already includes Notice of
Arrival requirements for foreign vessels operating on the OCS. Once the Coast
Guard has completed evaluation of the proposed regulations and public comments,
the final rule will be issued to implement the provisions of Section 109 as expedi-
tiously as possible.

Enhanced crewmember identification.
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Historically, the Coast Guard advanced the effort to negotiate the international
seafarer’s identification initiative at the International Labor Organization (ILO), re-
sulting in the ILO-185 Seafarer’s Identification Document (SID). However, a re-
quirement within ILO 185 prohibiting implementing nations from requiring a visa
for seafarers holding a SID to be eligible for shore leave has prevented the U.S. from
ratifying ILO 185.

The Coast Guard is engaged in discussions with Customs and Border Protection
(CPB), Department of State, and Department of Labor to evaluate all options. In
accordance with the Act, the Coast Guard will initiate a rulemaking to define identi-
fication documents necessary for foreign mariners calling on U.S. ports.

Risk assessment tool.

The Maritime Security Risk Analysis Model (MSRAM) is being used by Captains
of the Ports/Federal Maritime Security Coordinators and Area Maritime Security
Committees (AMSC) to analyze and prioritize scenario-based risks within their
areas of responsibility and measure risk reduction potential in the evaluation of port
security grant program proposals. AMSCs are required to validate the MSRAM on
an annual basis. This was last completed in 2006 using MSRAM Version One, with
an update expected to be complete in the summer of 2007 using MSRAM Version
Two.

Port security grants.

The Coast Guard has been working with Department of Homeland Security Office
of Grants and Training, who has fiduciary responsibility for the Port Security Grant
Program, to complete the report to Congress required by this Section, but the report
is not yet complete. In the interim, a letter was sent to Congress stating that the
April 11, 2007 deadline would not be met but that the Department expects to have
the report to them by July 30, 2007.

The Port Security Grant Program (PSGP) provides grant funding to port areas for
the protection of critical port infrastructure from terrorism. Fiscal Year 2007 PSGP
funds are primarily intended to assist ports in enhancing risk management capabili-
ties, domain awareness, capabilities to prevent, detect, respond to and recover from
attacks involving improvised explosive devices (IEDs) and other non-conventional
weapons, as well as training and exercises.

The total PSGP funding available in Fiscal Year (FY) 2007 is $201,670,000, and
these funds were divided into four tiers of ports. Within Tier I, eight of the highest
risk port regions have been identified and are eligible to apply for a fixed amount
of funding based on risk. In many cases, multiple port areas have been grouped to-
gether to reflect geographic proximity, shared risk, and a common waterway. Port
areas submitting applications within Tier II and III are eligible to compete for the
FY07 PSGP but are not guaranteed funding. Section 112 of the Act also required
that any entity addressed in an Area Maritime Security Plan also be eligible to
apply. Tier IV has been established for those new entities not within the port areas
in Tiers I-III. This added approximately 259 ports to the 102 highest risk ports for
a total of 361 that are eligible to compete with no guarantee of funding.

Funds will be awarded based on analysis of risk and the effectiveness of the appli-
cants’ proposed investments. Risk to port Infrastructure Protection Program Detail
areas is assessed using a methodology consisting of threat, vulnerability, and con-
sequence factors. The majority of port security grant funds—$120.6 million—will be
available to eight Tier I ports or port areas considered to be the highest risk.

Grant applicants had 60 days from January 6, 2007 to complete this process for
the remaining $81M. Applications were required to be submitted electronically via
the grants.gov web site no later than 11:59 PM Eastern Standard Time on March
6, 2007.

The initial reviews were completed by the local Captain of the Port and results
were forwarded to a national review panel comprised of representatives from the
Coast Guard, the Transportation Security Administration (TSA), The Department of
Homeland Security Infrastructure Protection (IP), Grants and Training (G&T), the
Domestic Nuclear Detection Office (DNDO), and the Maritime Administration
(MARAD) that convened for two weeks beginning April 9, 2007. It is anticipated
that awards will be announced in the beginning of May 2007.

Port Security Training Program.

The Coast Guard is supporting the FEMA National Preparedness Directorate’s
National Integration Center, through Training and Exercises Integration (formerly
a function of the Preparedness Directorate, Office of Grants and Training Division)
in implementing the requirements of the Act relating to Port Security Training. Col-
lectively, progress has been made in establishing the program delineated in the Act,
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and there are a number of existing initiatives and new initiatives that taken to-
gether will address the requirements.

In response to Congressional mandate, the Coast Guard and MARAD prepared a
Report to Congress and developed model courses for the training of facility and
other personnel to meet the requirements in Section 109 of the Maritime Transpor-
tation Security Act of 2002. These model courses establish a competence-based
standard and contain the majority of the requirements under this Section of the Act.
The model courses were developed in support of the facility security plan require-
ments and apply to all personnel working in a port facility or required to enter a
port facility in response to an emergency. These model courses are currently avail-
able via the MARAD website to Federal, state and local personnel from the public
and private sector, and they are undergoing a review to include lessons learned and
the additional topics required under the Act. To ensure quality training, Coast
Guard and MARAD developed and implemented a voluntary course approval and
certification process using the model courses as the guidelines for acceptance. The
CG is currently revising the regulations for security training for facility personnel
to ensure that all training is measured against a standard of competence, including
the topics required under by the SAFE Port Act.

The FEMA National Preparedness Directorate’s National Integration Center,
through Training and Exercises Integration, has awarded a $6.18 million Coopera-
tive Grant to the Florida State University to develop courses meeting the Maritime
Transportation Security Act of 2002 requirements (model courses) and covering the
eight port security-related topics required under the Act. MARAD and the USCG
are actively assisting DHS to ensure that this training will be consistent with exist-
ing standards and that it will provide the maximum possible return on investment.
It is envisioned that these courses will be available for in-classroom and on-line
training, and will be available to Federal, state and local personnel as well as to
members of the private sector who work in the port security realm.

In addition, the FEMA National Preparedness Directorate’s National Integration
Center, through Training and Exercises Integration, has available other training
courses that address individual port security topics required under the Act. These
courses are provided to State and local emergency responders and other identified
audiences by Training and Exercises Integration, and coordinated by each State’s
governor-designated Training Point of Contact.

Port Security Exercise Program.

Current port security exercise programs conduct live risk-based exercises that are
realistic and evaluate total capability by focusing on the port community. These ex-
ercises involve State and local governments, as well as facilities and vessels, to en-
sure that consistent methodology is applied and that all requirements are met as
a result. Although current programs do not mandate facility participation in these
annual exercises, participation has been strong and continues to increase. Facilities,
as well as vessels, are encouraged to observe and/or participate in these port secu-
rity exercises. When they choose to participate, they are offered the opportunity to
put forth exercise objectives tailored to meet their specific needs.

Since January 2005, the Coast Guard has assisted TSA in implementing their
Port Security Training and Exercise Program (PortSTEP). Similarly, since October
2006, the Coast Guard has sponsored its own Area Maritime Security Training and
Exercise Program (AMStep) that exercises the port stakeholder’s ability to execute
the Area Maritime Security Plan. The Coast Guard and TSA have synchronized
AMStep and PortSTEP to maximize coverage across the U.S. and minimize duplica-
tion of effort. In calendar year 2006, these two programs collectively sponsored 53
port security exercises. The results of both these exercise programs and all lessons
learned, best practices and corrective actions are documented in a semi-annual re-
port to Congress. Exercise types have included basic and advanced table-top, discus-
sion-based exercises to full-scale, operations-based exercises. The type of exercise
and scenario selected are collectively decided upon by Area Maritime Security Com-
mittee (AMSC) members, through application of their most current risk-based port
assessment.

The “Training” aspect of current port security exercise programs focuses on the
National Incident Management System (NIMS) Incident Command System (ICS).
Training, such as I-200 (Basic), I-300 (Intermediate) and I-320 (Team training),
and is offered to the entire port community prior to each annual exercise. Security-
specific training is provided from within the port community.

Initial performance measures for port security exercises were established under
change two to Coast Guard NVIC 09-02. These measures, outlined as objectives, are
currently being revised by the Coast Guard Office of Incident Management Pre-
paredness to align with the Department of Homeland Security Preparedness capa-
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bilities-based planning model. All lessons learned and best practices are captured
in the Coast Guard Contingency Preparedness System (CPS), which can be accessed
by the entire Coast Guard. Additionally, through the use of Homeport, the Coast
Guard’s web-based communications and collaborations Information Technology ap-
plication, Lessons Learned & Best Practices are made available to the entire port
community (Federal, state, local, tribal and industry). Finally, the Coast Guard is
working with the Department to offer and post select After Action Reports to the
Department Lessons Learned Information Sharing (LLIS) system.

The implementation of the Coast Guard Remedial Action Management Program
(RAMP) in May 2006 has assisted in the tracking and correction of numerous issues
identified through current port security programs.

Although AMStep is currently being carried out under contract support, the Coast
Guard has begun the hiring of personnel to staff National-level and Regional-level
exercise support teams. These teams will assist Coast Guard Sector Commands
(port-level) and Districts with the following contingency exercise programs: port se-
curity, oil/hazardous substance response, natural disaster, mass rescue, alien migra-
tion interdiction, civil disturbance, counterterrorism, military outload, combatant
commander support, and physical security/force protection. This is an “All Threats
/ All Hazards” approach.

Facility exercise requirements.

Current regulations in 33 CFR 105.220(c) require facilities to conduct an annual
exercise. These exercises may include either live, tabletop, or participation in a non-
site-specific exercise. In order to meet the requirement in Section 115, the Coast
Guard has initiated a regulatory project to update 33 CFR Subchapter H regulations
and will incorporate the definition of “high risk facility” and the requirement for
high risk facilities to conduct annual full-scale exercises.

Domestic radiation detection and imaging.

The SAFE Port Act requires that a deployment strategy plan be developed for the
placement of radiation portal monitors (RPMs) throughout the nations ports of
entry. That plan has been recently submitted to Congress by the Department.

CBP began deploying RPMs in October 2002, with the first deployment at the
Ambassador Bridge in Detroit. Since that time, CBP and the Domestic Nuclear De-
tection Office (DNDO) have deployed 973 RPMs at mail facilities, seaports, and land
border crossings, and will deploy the first RPM in the air cargo environment this
year. Specifically, the SAFE Port Act mandates that all containers entering through
the top 22 seaports be scanned for radiation. Currently, the Department has de-
ployed radiation detection equipment to each of these 22 ports. Due to unique oper-
ational considerations at some of these ports, not every terminal within a port is
currently equipped with such equipment. However, to satisfy the requirements of
the SAFE Port Act and to further enhance port security, CBP and DNDO continue
to work with these considerations, and by the end of this calendar year will scan
98% of all containerized cargo at these 22 seaports. With the additional deployment
of radiation screening equipment CBP currently scans 91% of the cargo and 81%
of the passenger vehicles arriving from Canada; 96% of the cargo and 91% of the
passenger vehicles arriving from Mexico, as well as 89% of arriving sea-borne cargo
containers.

Since CBP began scanning cargo and conveyances for radiation, they have
scanned over 151 million conveyances, and resolved over 840,000 alarms. This is a
tremendous workload, and the SAFE Port Act authorizes 200 new CBP Officers in
each of the next five years to help accomplish this mission. Furthermore, the De-
partment is currently testing the next generation of radiation detection equipment
known as Advanced Spectroscopic Portals at the New York Container Terminal
(NYCT). Future deployments of ASPs will allow CBP to quickly differentiate be-
tween benign materials such as kitty litter or granite, while determining which
shipments pose a true risk. This will perfectly fit with CBP’s twin goals of increas-
ing security while facilitating the flow of legitimate trade and people.

Inspection of car ferries entering from abroad.

CBP is currently developing a plan for the inspection of passengers and vehicles
on ferries before the ferry embarks for the United States. Ferries reach the United
States from four countries: Mexico, Canada, the Dominican Republic, and the Brit-
ish Virgin Islands. Currently, CBP is in the process of contacting the owners and
operators of each ferry with a U.S. arrival to help determine the level of interest
and the proper course of action. Once feedback from the owners and operators is
received, CBP will reach out to the foreign governments of Mexico, Canada, the Do-
minican Republic, and the British Virgin Islands to further collaborate on imple-
menting a plan.
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Center of excellence for Maritime Domain Awareness.

The Coast Guard is assisting the Department of Homeland Security Science and
Technology (S&T) Directorate to meet the requirements of the Act relating to a Cen-
ter of Excellence for Maritime Domain Awareness (MDA). The Broad Area An-
nouncement (BAA) for a Center of Excellence (COE) for Maritime, Island and Ex-
treme/Remote Environment Security was announced at the beginning of February
2007. This BAA incorporated MDA study as a central component of a broader sys-
tem of research into maritime security. This solicitation is still open, and there has
been a promising response from the academic community. S&T expects to award the
COE by the end of 2007. The Coast Guard looks forward to this important new re-
search component that will support DHS.

Security of the International Supply Chain

The SAFE Port Act requires the Department of Homeland Security develop and
implement a strategic plan to enhance the security of the international supply
chain, including protocols for post-incident resumption of trade. A working group
consisting of Department component subject matter experts was convened shortly
after enactment and completed drafting the strategy in early February. The Depart-
ment is currently consulting with appropriate groups including the Federal Inter-
agency and Federal Advisory Committees and is on track to finalize the document
and meet the July 10, 2007 submission deadline.

Automated Targeting System.

CBP requires advanced electronic cargo information as mandated in the Trade Act
of 2002 (including the 24-hour rule for maritime cargo). Advanced cargo information
on all inbound shipments for all modes of transportation is effectively evaluated
using the Automated Targeting System (ATS) before arrival in the United States.
The SAFE Port Act requires CBP to seek additional data elements for ATS as well
as to evaluate the entire system. CBP is complying with both these mandates

As a matter of background, ATS provides decision support functionality for CBP
officers working in Advanced Targeting Units (ATUs) at United States ports of entry
and CSI foreign ports. The system provides uniform review of cargo shipments for
identification of the highest threat shipments, and presents data in a comprehen-
sive, flexible format to address specific intelligence threats and trends. ATS uses a
rules-based program to highlight potential risk, patterns, and targets. Through
rules, the ATS alerts the user to data that meets or exceeds certain predefined cri-
teria. National targeting rule sets have been implemented in ATS to provide thresh-
old targeting for national security risks for all modes: sea, truck, rail, and air.

Working with the Commercial Operations Advisory Committee (COAC), CBP has
proposed a new Security Filing in an effort to obtain additional advanced cargo in-
formation and enhance their ability to perform risk-based assessments prior to cargo
being laden on a vessel overseas. The CBP proposal, better known as “10 plus 2”
covers the following key areas:

e Ten unique data elements from importers not currently provided to CBP 24
hours prior to the foreign loading of cargo;

e Two additional data elements provided by the carriers including the Vessel
Stow Plan which is currently utilized by the vessel industry to load and dis-
charge containers and Container Status Messaging which is currently utilized
by the vessel industry to track the location of containers and provide status no-
tifications to shippers, consignees and other related parties.

CBP is currently developing a Notice of Proposed Rulemaking (NPRM) which will
be published in the Federal Register along with a request for comments. Obtaining
additional information earlier in the process will increase the transparency of the
global supply chain enabling the refinement of CBP’s targeting processes and will
provide additional information to make a more fully informed decision with respect
to the risk of individual shipments.

In addition to Security Filing, CBP continually updates ATS. Since 2004, ATS has
continually undergone independent audits from the GAO and the IG. Furthermore,
CBP regularly reevaluates to improve the data sets in ATS. The Office of Field Op-
erations National Targeting and Security (NTS) office and the Office of Information
Technology Targeting and Analysis Systems Program Office (TASPO) have been
working together to enhance the ATS Maritime rule set capabilities for ocean cargo
targeting. Under the direction of OFO, TASPO placed the updated rule sets into
production on March 21, 2007, to conduct initial assessments. Since that time, OFO
subject matter experts and members of the Maritime Targeting Working Group
have provided feedback to NTS, which resulted in further refinements and enhance-
ments to the maritime rule set. Currently NTS is modeling several versions of the
new Country of Interest list to include iterations of different scores and scenarios
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to include entity concepts such as first time, unknown, and high volume. OFO is
currently using the updated rule set (OCEN5) for maritime threshold targeting.

Container security standards and procedures.

The Department of Homeland Security strongly supports and continues to seek
opportunities to enhance supply chain security efforts, including enhancements to
the security of the container. Indeed, securing the container is a critical part of a
multi-layered approach to supply chain security. However, in order to establish min-
imum standards for container security, it is first necessary to ensure that there are
available solutions that would significantly improve container security without sig-
nificantly disrupting the flow of legitimate commerce. The Department does not be-
lieve that, at the present time, the necessary technology exists for such solutions.
The Department is actively working with industry to test different technologies and
methodologies that would provide economically and operationally viable enhance-
ments to container security.

It should be noted that minimum security criteria for participants in the C-TPAT
do include a requirement that all C-TPAT importers must affix a high security seal
to all loaded containers bound for the United States. These seals must meet or ex-
ceed the current ISO/PAS 17712 specifications for high security seals.

Container Security Initiative.

To meet their priority mission of preventing terrorists and terrorist weapons from
entering the United States, CBP has partnered with other countries through their
Container Security Initiative (CSI). CSI is another example where the SAFE Port
Qct codified existing DHS programs, and CBP is in compliance with the Act’s man-

ates.

Almost 32,000 seagoing containers arrive and are off loaded at United States sea-
ports each day. In fiscal year 2006, that equated to 11.6 million cargo containers
annually. Because of the sheer volume of sea container traffic and the opportunities
it presents for terrorists, containerized shipping is uniquely vulnerable to terrorist
exploitation. Under CSI, which is the first program of its kind, CBP is partnering
with foreign governments to identify and inspect high-risk cargo containers at for-
eign ports before they are shipped to United States seaports and pose a threat to
the U. S. and to global trade.

The goal is for CBP’s overseas CSI teams to conduct 100 percent manifest review
before containers are loaded on vessels destined for the United States. However, in
those locations where the tremendous volume of bills does not allow for the overseas
CSI team to perform 100 percent review, CSI targeters at the National Targeting
Center provide additional support to ensure that 100 percent review is accom-
plished. Utilizing the overseas CSI team and the CSI targeters at the National Tar-
geting Center, CBP is able to achieve 100% manifest review for the CSI program.

Oversight of the CSI program is supported by automated tools for statistical anal-
ysis, an evaluation database to track and analyze any deficiencies identified during
the evaluation process of the CSI ports, and a non-intrusive inspection (NII) equip-
ment utilization database that tracks the use of NII equipment at CSI ports to in-
clude the downtime of the equipment.

Today, CSI is operational in 50 ports covering 82 percent of the maritime contain-
erized cargo shipped to the United States. CBP is working towards strategically lo-
cating CSI in additional locations focusing on areas of the world where terrorists
have a presence. CBP projects that by the end of 2007, CSI will be operational in
58 foreign seaports, covering over 85 percent of cargo destined for the United States.
Declarations of Principles for each of the remaining 8 ports have been signed.

Customs-Trade Partnership Against Terrorism

The SAFE Port Act not only legislatively recognized the supply chain security in-
dustry partnership program known as C-TPAT, but the Act also added greater ac-
countability by mandating that certain program activities be completed within spe-
cific time frames, and that greater program oversight be developed for the program.
CBP began implementing such changes, which were first outlined in GAO reports
from 2003 and 2004, eighteen months prior to the passage of the Act, and continues
to make progress in this regard.

Specifically, clearly defined minimum security criteria have been developed and
implemented for the major enrollment sectors, and will be completed for all current
enrollment sectors by this summer. The SAFE Port Act requires CBP to work with
the COAC to review and modify as appropriate these criteria on an annual basis,
and they have done so. This program enhancement will be completed each year as
part of the development of the C-TPAT annual plan, another SAFE Port Act re-
quirement. CBP is finalizing revisions to the C-TPAT Strategic Plan, which was
first published in December 2004.

VerDate Nov 24 2008  13:52 Jun 18,2009 Jkt 000000 PO 00000 Frm 00024 Fmt6633 Sfmt6621 H:\DOCS\110-HRGS\110-31\48906.TXT HSEC PsN: DIANE



21

The SAFE Port Act also required CBP to review their certification processes for
new members, and make adjustments to strengthen this initial review if necessary.
They have done so, and all new applications are being reviewed within 90 days.

Additionally, the Act requires that all new certified members undergo their initial
validation within 1 year of acceptance into the program, and be revalidated every
four years. In 2007, CBP’s goal is to complete 3,000 validations. As a point of ref-
erence, CBP completed 133 validations in 2003; 287 in 2004; 1,080 in 2005; and
2,398 in 2006. This is real progress, and has been made possible by adding Supply
Chain Security Specialists (SCSS) to the program.

With current staffing levels, the C-TPAT program should fulfill its operational
goals for both the 2007 and 2008 calendar years. With the projected level of valida-
tions and revalidations needed to be in compliance with the Act set at just less than
3,000 per year; the current staff of 150 SCSS’s should be able to manage this work-
load. The SAFE Port Act mandates that all revalidations must occur within 4 years
of the initial validation, while the FY07 DHS Appropriations Act called for revalida-
tions to occur within 3 years of the initial validation. Thus, the C-TPAT program
is moving forward on a 3 year revalidation model to ensure compliance.

Projected revalidations alone will reach over 2,300 in 2009. The addition of Mexi-
can Highway Carrier validations (done annually due to higher risk models) will add
approximately 400. Further, required initial validations within 1 year of certifi-
cation are being projected at 1,500. As a result, the final validation/revalidation to-
tals needed would well exceed 4,000 for 2009 creating compliance issues with the
current staffing numbers.

However, with the identified additional staffing of 50 SCSS’s being brought on
board sometime in late calendar year 2008, C-TPAT would again see compliance
with SAFE Port Act mandated timelines to be well within reach.

CBP has also developed a proposal through discussions with the COAC, where
third parties will be used to validate supply chains where CBP currently lacks full
access, and as a result, C-TPAT members are not receiving all the program benefits
they are entitled to. Specifically, CBP will pilot using three to four accepted third
party validators to perform reviews in China. A solicitation is currently posted to
the Federal Business Opportunities website which outlines the requirements and
conditions a firm wishing to be selected as a third party validator must meet. Those
validation firms selected for this pilot must sign confidentiality agreements, main-
tain liability insurance, apply for SAFETY Act certification, and remain free from
conflict of interests including having any direct or indirect control over the company
which is being validated. The pilot program is voluntary, and as outlined in the Act,
any C-TPAT member wishing to participate must pay for this service from the vali-
dating firm. Those validation firms selected will also be subject to background inves-
tigations. The solicitation closes on April 30th, and CBP anticipates that third party
validations will begin in China in June.

C-TPAT is an integral part of the CBP multi-layered strategy. CBP works in
partnership with the trade community to better secure goods moving through the
international supply chain. C-TPAT has enabled CBP to leverage supply chain secu-
rity overseas where CBP has no regulatory reach. In 2007, CBP will continue to ex-
pand and strengthen the C-TPAT program and ensure that certified member com-
panies are fulfilling their commitment to the program by securing their goods mov-
ing across the international supply chain to the United States. To carry-out this
critical tenet of C-TPAT, teams of SCSS’s will conduct validations and begin re-
validations of C-TPAT members’ supply chains to ensure security protocols are reli-
able, accurate, and effective.

Pilot integrated scanning system.

Another example of extending port security outward is the Secure Freight Initia-
tive (SFI). SFI is an unprecedented effort to build upon existing port security meas-
ures by enhancing the United States government’s ability to scan containers for nu-
clear and radiological materials in seaports worldwide and to better assess the risk
of inbound containers.

On December 7, 2006, the Department and the Department of Energy (DOE), in
cooperation with the maritime industry and foreign government partners, an-
nounced Phase One of the SFI. The lessons learned and experience gained from
Phase One represent critical steps in the process of determining whether the con-
cept of 100% overseas scanning is technologically and economically feasible and the
degree to which it increases the security of the international supply chain. Phase
One will provide lessons and evidence on how this new, integrated suite of radiation
detection and radiography technology can meld smoothly into the logistics, oper-
ations, and flow of commerce at each different port.
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The initial phase of the SFI involves the deployment of a combination of existing
technology and nuclear detection devices to three ports as per the requirements of
the SAFE Port Act, but will also extend, in limited operation, to three additional
foreign ports. This will provide a more complete analysis for SFI by including dif-
ferent operational and geographic settings at each port. The ports involved include:
Port Qasim in Pakistan; Port Cortes in Honduras; Southampton in the United King-
dom; Port Salalah in Oman; Port of Singapore; and the Gamman Terminal at Port
Busan in Korea.

Secure Freight will provide carriers of maritime containerized cargo with greater
confidence in the security of the shipment they are transporting, and it will increase
the likelihood for shippers and terminal operators that the flow of commerce will
be both uninterrupted and secure.

This initiative is the culmination of work with other Government agencies, foreign
governments, the trade community, and vendors of leading edge technology. The
scanning project is a first step toward realizing a greater vision of Secure Freight,
a fully integrated global network for risk assessment.

The Department anticipates completing SFI on schedule, and reporting the results
as per the requirements of the Act.

International cooperation and coordination.

The Coast Guard has been working with a variety of international organizations
including the Asia Pacific Economic Cooperation (APEC) Forum, the Group of Eight
(G8), and the Organization of American States (OAS) to conduct capacity building
activities to improve the port security regimes of developing countries. Coast Guard
representatives serve on maritime security expert groups of these organizations and
have been intimately involved in identifying and executing projects.

Of particular note is the Coast Guard work with the OAS, an organization that
is specifically mentioned in the SAFE Port Act for close coordination. Through the
Inter-American Committee on Counter-Terrorism (an OAS body), and in conjunction
with Canada, the Coast Guard is developing a series of exercises and best practice
conferences.

Foreign Port Assessments.

The Coast Guard has increased the pace of assessments and is on track to com-
plete an initial assessment of all trading partners by March 2008. The Coast Guard
intends to conduct assessments on a two year cycle thereafter.

This two year cycle is consistent with the guidance contained in the FY-07 Appro-
priations Act, which called on the Coast Guard to double the rate of assessments
(basically from three per month to six per month). This reassessment cycle actually
exceeds the requirement of the SAFE Port Act which call for reassessments to be
conducted on a three year cycle. Additional resources (approx $6.7M which covered
the costs of 32 new billets and associated operations and maintenance costs) were
provided.

Office of Cargo Security Policy.

The SAFE Port Act established the Office of Cargo Security Policy within the De-
partment of Homeland Security, and required that the Secretary appoint a Director
to lead the office. This has been accomplished, with the Director of the Office of
Cargo, Maritime, and Trade Policy being the designee.

Research, development, test, and evaluation efforts in furtherance of mari-
time and cargo security.

The Department of Homeland Security and the Coast Guard have current and
planned efforts to support the furtherance of maritime and cargo security. Fifty-
seven percent of the Coast Guard Research, Development, Test, and Evaluation
(RDT&E) fiscal year 2007 (FYO07) project budget supports the furtherance of mari-
time and cargo security. The Coast Guard RDT&E efforts for FY07 include:

Mission Areas Programs/Projects

Boarding Team Support and Communications Maritime Biometrics, ID at Sea

(FY07 funding—$730K) Boarding Team Connectivity

Next Generation Underway Connectivity
Boarding Officer Tools and Equipment Support

Compel Compliance Anti-Personnel
(FY07 funding—$195K) Stopping Mid-Sized Vessels
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Mission Areas Programs/Projects
Platforms and Sensors Acoustic Buoy
(FY07 funding—$915K) Multi-Sensor Performance Prediction

Global Observer
Small UAS Evaluations

Sector and Port Security Operations Maritime Domain Awareness Community of Interest
(FY07 funding—$389K) National Automatic Identification System
Miscellaneous Net-Centricity

(FY07 funding—$85K) Weapons of Mass Destruction

The Department of Homeland Security Office of Science and Technology (S&T)
FYO07 funds to the Coast Guard that support the furtherance of maritime and cargo
security total $3,687K. The projects include:

Mission Areas Programs/Projects

Boarding Team Support and Communica- | Boarding Team Communications
tions.
(FY07 funding—$1050K)

Sensor, Data Fusion, Visualization Tools
& Decision Aids (Maritime) Hawkeye Watch keeper Prototype
(FY07 funding—$2637K) Offshore Buoys for Vessel Detection

Emergence Response Blue Force Tracking
Swimmer/Diver Detection
Global Observer

S&T FYO08 funding has yet to be defined. The Coast Guard is planning a com-
parable dollar figure to support the furtherance of maritime and cargo security in
FY08. Through the S&T-established Capstone Integrated Product Teams (IPT),
FY09-FY13 funding has been identified for the furtherance of maritime and cargo
security through the Maritime Security Capstone IPT and the Cargo Capstone IPT.

Office of international trade.

The mandates of the SAFE Port Act and the actions of CBP intersected again
when CBP formed the Office of International Trade in September 2006. The estab-
lishment of this office will serve to strengthen CBP’s ability to carry out their mis-
sion of facilitating the flow of legitimate trade across U.S. borders while securing
the borders and protecting the American economy from unfair trade practices and
illicit commercial enterprises. The Office of International Trade consolidates trade
policy, program development, and compliance measurement functions into a single
office, providing greater consistency within CBP with respect to its international
trade programs and operations. In addition, CBP’s close working relationship with
the trade community, a hallmark of CBP’s operations and programs, has been fur-
ther enhanced. The new Office of International Trade is providing CBP and the
Trade community with an organization that can effectively address the growing vol-
ume and complexities of international trade and is enabling us to successfully meet
the challenges inherent in managing the balance of trade and security.

To meet the Congressional requirements of the SAFE Port Act, CBP is developing
a resource optimization model (ROM) for the Office of International Trade. The ob-
jectives of the model are to: (1) optimally align the workforce to the Office of Inter-
national Trade’s performance outcomes and goals; (2) adequately staff the priority
trade functions; and (3) comply with statutory requirements. The model will be de-
signed to use the new office’s performance objectives and goals as inputs to deter-
mine the right number and right mix of resources to facilitate legitimate trade.

Additionally, in preparation of submitting a report on the reorganization into the
Office of International Trade, CBP has been meeting regularly with the COAC sub-
committee on the Office of International Trade. During this first year, the work
group will assess improvements to communications as a result of the reorganization,
as well as some quantifiable measures for trade facilitation. Currently, the group
is working together to find mutually beneficially process improvements to facilitate
legitimate trade, which in turn will assist CBP in its trade enforcement efforts.

Domestic Nuclear Detection Office
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The Department of Homeland Security greatly appreciated that Congress formally
authorized the Domestic Nuclear Detection Office (DNDO) in the SAFE Port Act.
Recently celebrating its second anniversary, DNDO is a vital component in the De-
partments ability to develop and implement WMD detection and response capabili-
ties.

Conclusion

The steps the Department of Homeland Security is taking to implement the SAFE
Port Act are and will be an extremely important aspect to the security of the na-
tion’s port facilities and vessels. Through the SAFE Port Act, Congress has recog-
nized and bolstered many of our aggressive programs to protect our ports. We ap-
preciate the close cooperative relationship the Department and its component agen-
cies had with the House and Senate in the development of the Act, and look forward
to the continued interaction to promote our mission and ensure the safety of Amer-
ican citizens and commerce.

Ms. SANCHEZ. Thank you, Admiral Bone.
We will go straight to Mr. Ahern for 5 minutes.

STATEMENT OF JAYSON AHERN, ASSISTANT COMMISSIONER,
OFFICE OF FIELD OPERATIONS, CUSTOMS AND BORDER
PATROL

Mr. AHERN. Good afternoon, Chairwoman Sanchez. It is very
good to see you again, and Ranking Member Souder as well, and
Congressman Bilirakis, Congressman Green. Thank you for the op-
portunity to discuss with you today the status of U.S. Customs and
Border Protection’s efforts since the passage of the SAFE Port Act.

I would first like to thank the Congress for your continued inter-
est and support on the important subject of maritime and supply
chain security. In many ways, I look at the congressional passage
of this legislation as an endorsement of CBP’s approach to cargo se-
curity begun after the tragic events of September 11.

As you know, CBP has developed and implemented unprece-
dented initiatives to achieve our twin goals of both strengthening
the security of containerized cargo entering our borders, all the
while facilitating the flow of legitimate travel and trade.

CBP uses a multi-layered approach to ensure the integrity of the
supply chain from the point of stuffing through arrival, as em-
ployed at our U.S. ports of entry. Through this approach, it in-
cludes trained CBP officers, a complement of technology automa-
tion and electronic information, as well as partnerships with trade
organizations and many foreign governments throughout the world.

Madam Chairwoman, I know that you and a number of your col-
leagues, as you stated, have had the opportunity to see many of our
operations at our ports in the United States, certainly Long Beach
and Los Angeles are two critical ones that account for 44 percent
of the container traffic coming into this country.

I know that Congressman Green had the opportunity to be a part
of the congressional delegation that went down to the Port of Cor-
tez to see our first phase-one of the Secure Freight Initiative, as
well as many of the other members of this subcommittee, as well
as the full committee under the chairman’s leadership.

Certainly, I believe it is important to talk about many of the
things you are already familiar with and some of the programs and
the various components of the strategy we have had in place for a
number of years. What I would like to do is highlight some of the
critical things that we have done since the passage of the SAFE
Port Act approximately 6 months ago.

VerDate Nov 24 2008  13:52 Jun 18,2009 Jkt 000000 PO 00000 Frm 00028 Fmt6633 Sfmt6601 H:\DOCS\110-HRGS\110-31\48906.TXT HSEC PsN: DIANE



25

Advance information: One of the key components of our strategy
is making sure that we have sufficient advance information elec-
tronically received in advance of arrival. Certainly, the Trade Act
and the 24-hour rule provide that information to us, but certainly
today, working with the Departmental Advisory Committee on
Commercial Operations, know as COAC, CBP is proposing a new
security filing known as “10-plus-2.”

It will provide additional information so that we can do more
transparent security screening prior to lading overseas to make
sure that we can continue to fulfill the requirements of the SAFE
Port Act on electronic information. This will certainly help us.

C-TPAT: I know it has been a project of interest of this sub-
committee in the past, and we look forward to talking about the
third-party validators as we go forward. But certainly as we have
evolved C-TPAT, we have steadily increased the rigor of the pro-
graim and I would be happy to talk about that in some greater de-
tail.

Today—just some numbers—there are 6,931 companies that have
been certified into C-TPAT. Of those, 4,138 have been validated.
CBP will meet the SAFE Port Act requirements and validate all
members within 1 year of certification, and we will revalidate
members not less than once every 4 years.

CBP has also had the discussion with the COAC, our Commer-
cial Advisory Council, with the third parties on the validation proc-
ess. This pilot program will be voluntary, as outlined in the Act,
and any member wishing to have the payment of service for a vali-
dation can certainly begin with this process. I think it is important
to note, too, that the solicitation that we have had out through the
FedBizOpps actually closes on February 30 for those companies
who want to be involved with the third-party validation pilot. I
would be happy to talk in more detail.

RPM and NNI technology: Certainly, it is important for us to
take a look to have the best technology deployed to our nation’s
ports of entry, including large-scale X-ray, gamma imaging sys-
tems, as well as a variety of radiation detection devices. It is im-
portant to note that the significant advancements made by CBP, as
well as our departmental components, the Science and Technology
Domestic Nuclear Detection Office, DNDO, has aided us in the
rapid deployment of the technology to our ports of entry since the
terrorist attacks of 2001. I want to talk to you a bit about some
progress.

Certainly, before 9/11, we had no radiation portal monitors de-
ployed at our ports of entry. Today, we have 966 RPMs at our sea-
ports and land border ports. That accounts for 91 percent of all the
trucks coming into this country across the northern border; 96 per-
cent of all the trucks coming across the southern border of the
United States; and 90 percent of the sea containers, close to 12 mil-
lion sea containers coming into this country. About 90 percent of
that universe is actually being scanned through radiation portal
monitors and we will meet our objective of 98 percent by the end
of this calendar year.

Just to put it in perspective, just 12 months ago in a maritime
environment, when I reported to this subcommittee previously, we
were only doing 37 percent of the sea containers. That is progress.
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In addition to the strides in the area of radiation technology, we
certainly continue to take a look at the latest advancements for
non-intrusive inspection technology. This NII technology serves cer-
tainly as a force multiplier for us to detect anomalies, for not only
just concealments of weapons with mass effect, but also narcotics.
In fact, we scanned over five million scans last year using systems
throughout fiscal year 2006.

Secure Freight Initiative: It is important for us to talk about
that. It is building on the concept of our Container Security Initia-
tive, with 50 ports covering, 82 percent of the worldwide global
maritime container cargo destined for the United States has the
opportunity to be scanned prior to be laded from the 50 ports. We
will be at 58 by the end of this fiscal year. That will be for 85 per-
cent of the containerized cargo coming into the country.

Importantly, and my final point, as I see I am close to time here,
the Secure Freight Initiative. The secretary announced that on De-
cember 7. As stated, we had members of this subcommittee, as well
as the full committee, in Honduras 2 weeks ago. We will be an-
nouncing the operational testing beginning in Pakistan in the next
few days as well. And then the third location as required under the
SAFE Port Act will be Southampton in the U.K., which will be
operational towards the latter part of this summer or early fall. I
would be happy to take more questions on that.

Thank you very much.

Ms. SANCHEZ. Thank you, Assistant Commissioner Ahern.

Ms. Fanguy, your turn. Am I saying that correctly?

Ms. FANGUY. You are saying it absolutely correctly.

Ms. SANCHEZ. Okay, go ahead.

STATEMENT OF MAURINE S. FANGUY, PROGRAM DIRECTOR,
TRANSPORTATION WORKER IDENTIFICATION CREDENTIAL
PROGRAM, TRANSPORTATION SECURITY ADMINISTRATION

Ms. FanGguy. Good afternoon, Madam Chairwoman, Ranking
Member Souder, and members of the subcommittee. My name is
Maurine Fanguy, and I am the program director for the Transpor-
tation Worker Identification Credential Program, also known as
TWIC. I am pleased to represent Assistant Secretary Kip Hawley
here today.

Thank you for this opportunity to discuss TSA’s progress on the
TWIC program. Today, I would like to specifically focus on the
technology and business processes that make TWIC successful.

To start off, I would like to answer one of the most frequently
asked questions about TWIC: What makes a TWIC card different
from the badges we all carry every day? There are four major dif-
ferences between a TWIC card and one of these types of badges.

First, TWIC uses “smart card” and biometric technologies based
on the most advanced federal government standards and, for the
first time, applies then in the commercial sector. Second, TWIC
issues cards that can be used at any port or vessel across the na-
tion.

Third, TWIC has massive scale. Over 1 million cardholders will
use the same credential across 3,200 facilities and on 10,000 ves-
sels. In comparison with our prototype project, we will process in
1 day more credentials than we did in 1 year during the prototype.
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Finally, TWIC issuance is based on very comprehensive security
checks that involve data-sharing across multiple agencies. These
checks are integrated into all of TSA’s vetting programs, which
means that we can connect the dots throughout the entire trans-
portation sector.

In addition to the complexities of rolling out a sophisticated
credentialing program nationwide, TSA and the Coast Guard estab-
lished a regulatory framework for the program. The TWIC final
rule, as Admiral Bone mentioned, was issued on January 1, 2007
and addressed over 1,900 comments from the public. The final rule
includes important changes from the prototype, such as the ability
to provide a discount for FAST-holders, mariners and HAZMAT
truckers. The TWIC blueprint now aligns with the final rule.

TWIC is a sophisticated system powered by state-of-the-art tech-
nologies, and we are focused on a rigorous program to flight-test
TWIC before we can go out to the ports. In other words, the hard
part is not the actual card, it is the network behind the card. The
TWIC network has five main components.

One, the pre-enrollment website allows workers to schedule ap-
pointments and provide biographic information ahead of time to
make enrollment easier.

Two, the enrollment work station captures a worker’s biometric
and biographic information, and submits the information for secu-
rity processing.

Three, the TWIC back end routes applicant information for proc-
essing, conducts data integrity checks, and manages the status of
TWIC cards.

Four, the screening gateway is a TSA tool that aggregates secu-
rity threat assessment data from the FBI, Citizen and Immigration
Services, and watch lists. It is important to note that the screening
gateway is used across all of TSA’s vetting programs.

And five, the card production component electronically loads an
applicant’s information onto a TWIC smart card and then phys-
ically produces the card.

All the internal moving parts must work together to conduct ac-
curate and timely security threat assessments. We recognize that
TWIC will affect both businesses and port workers. That is why
rigorous performance testing is the only way to ensure that TWIC
is ready to go live. The program must not negatively impact com-
merce or people’s livelihoods. Assistant Secretary Hawley has given
us the mandate to get TWIC right the first time.

TSA will continue to work with our partners, the U.S. Coast
Guard and maritime stakeholders, to ensure that for the first time
in history, thousands of independent businesses will have one
interoperable security network and workers will hold a common
credential that can be used across that entire network.

We look forward to working with this subcommittee as we move
forward with the TWIC program. Thank you for the opportunity to
appear today, and I would be happy to answer any questions.

Ms. SANCHEZ. Thank you.

Mr. Caldwell, please, for 5 minutes or less.
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STATEMENT OF STEPHEN L. CALDWELL, DIRECTOR,
HOMELAND SECURITY AND JUSTICE ISSUES, U.S.
GOVERNMENT ACCOUNTABILITY OFFICE

Mr. CALDWELL. Thank you very much. I will take that as a chal-
lenge anyway.

Chairman SANCHEZ AND MR. Souder, I am very pleased to be
here, and thank you for inviting me here.

I would like to tee off on a comment you made about, well, it has
only been 6 months since the SAFE Port Act has been enacted. We
have to remember that before the SAFE Port Act, there was MTSA
and MTSA really laid a lot of the foundations here. I think it pro-
vided a very solid foundation in many ways.

The prior witnesses have already discussed a lot of the programs
related to that, and they are also in my written statement, so I am
not going to go into that in detail.

But I would like to add some important things about these ef-
forts related to MTSA. First of all, they were brand new. Second,
they were very ambitious. Third, they required very high levels of
coordination across federal, state, local, private and international
sectors. And third, the programs were being implemented by a
brand new department. So we all had a lot of challenges there that
I am sure my colleagues up here on the panel can affirm.

So it is not surprising that GAO’s early work on a lot of these
efforts found some basic management problems related to strategic
planning, workforce planning, and coordination both within and
across organizations. I can say that the more recent work that
GAO has done has found that many of these programs are matur-
ing. They are maturing at different rates, obviously, but some of
the problems we are currently finding are more related to main-
taining and improving current operations, as opposed to not having
basic management foundations in place.

However, there are two ongoing concerns which we find in our
work that is not only in our earlier work, but as well as the work
here. The first concern is resources. Many of these programs have
been challenged by a lack of resources, or at least the right re-
sources. So many agencies have needed not only additional staff,
but staff with the correct training and expertise.

Perhaps the Coast Guard is an example here, where there has
not been a very large increase in the number of personnel, but
there certainly has been a large increase in the number of respon-
sibilities put upon the Coast Guard.

The second ongoing concern that our work has shown involves
technology. While there has been a drive to use technologies for a
wide variety of applications, not all of these technologies are as ma-
ture as we would like them to be, or at least as they need to be
to get the job done. Also in some cases, even the newest tech-
nologies are not going to work if the right people are not using
them. So even with the technology component, you still need people
that know how to use it.

DOE’s Megaport Program is an example of that, because we are
providing the equipment to do radiation monitoring in foreign
countries, but again we pretty much depend on those other coun-
tries once we leave to do all of the monitoring of the program, and

VerDate Nov 24 2008  13:52 Jun 18,2009 Jkt 000000 PO 00000 Frm 00032 Fmt6633 Sfmt6601 H:\DOCS\110-HRGS\110-31\48906.TXT HSEC PsN: DIANE



29

some of this equipment may need careful calibration and other
things to make sure it is working appropriately.

Then along came the SAFE Port Act, and while it covered a very
broad range of topics, everything from port issues to Internet gam-
bling, much of it was aimed at strengthening the security regime
that was put in place by MTSA. First of all, it formalized some ex-
isting programs into law. CSI and C-TPAT are good examples of
these.

Second, it directed specific program improvements, for example,
some of the recommendations made by either GAO, the IG, or con-
gressional committees. And third, it set deadlines for specific ac-
tions to be accomplished. Some of these deadlines include actions
for the implementation of TWIC, and 100 percent scanning for cer-
tain kinds of containers.

In many cases, Congress was approving existing programs, but
it was clearly telling the agencies to do them better and to do them
faster.

Getting back to resources, the congressional directives in the
SAFE Port Act, whether it is to do something better or is to do
something faster, all generally require additional resources. Addi-
tional resources certainly have been provided if you look at the
budgets of these organizations.

But the question for Congress and the agencies is whether the
increases in the budgets were commensurate with the additional
responsibilities that they were given, and also some issues of
whether they were allocated as well as they could have been.

Beyond security-related issues, when Congress created DHS
there were clear concerns that DHS continue doing everything it
was doing because all the component agencies came into DHS. In
the case of the customs revenue function, Congress went as far as
directing that specific numbers of people and positions be main-
tained in the customs revenue function, something that CBP has
not done.

In the competition for resources within agencies, I think this is
an example of the difficult choices that agencies are having to
make when reallocating the resources between security and non-se-
curity priorities.

In terms of our work, we have made a number of recommenda-
tions involving the SAFE Port Act, as well as MTSA. We have
worked with the agencies pretty closely in getting them to accept
these recommendations, and they are certainly making attempts to
implement those.

Looking ahead, we will continue to work with these agencies, as
well as this committee and other representatives in Congress, to
provide oversight, to keep our ports as safe as practical.

I would be happy to answer any questions. Thank you.

[The statement of Mr. Caldwell follows:]

PREPARED STATEMENT O STEPHEN L. CALDWELL

Madam Chairwoman and Members of the Subcommittee:
I am pleased to be here today to discuss port security and revenue functions re-
lated to provisions of the Security and Accountability for Every Port Act (SAFE Port
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Act).! The nation’s ports are the doorway for more than 80 percent of our foreign
trade. Worldwide, some 30 large ports, spread across North America, Asia, and Eu-
rope constitute the world’s primary, interdependent trading web. Much of this
trade—particularly high-value cargo—enters and leaves in cargo containers. In
2004, for example, $423 billion worth of goods traveling to the United States arrived
in 15.8 billion containers. Similarly, ports are vital for our energy supplies. In 2005,
55 percent of the nation’s crude oil supply and natural gas supply was imported on
seagoing tankers. The trade that passes through ports also generates substantial
revenue for the U.S. government.

In our post September 11, 2001, environment, however, the potential security
weaknesses presented by these economic doorways have become readily apparent.
Ports present potential terrorist targets: they are sprawling, easily accessible by
water and land, often close to urban areas, and contain facilities that represent op-
portunities for inflicting significant damage as well as causing economic mayhem.
Further, they are conduits for weapons prepared elsewhere and concealed in cargo
designed to move quickly to many locations beyond the ports themselves. At this
time, the U.S. government does not require that all cargo destined for the United
States be checked until it arrives.

Since the 9/11 attacks, a new port security framework has taken form. Much of
this framework was set in place by the Maritime Transportation Security Act
(MTSA).2 Enacted in November 2002, MTSA was designed, in part, to help protect
the nation’s ports and waterways from terrorist attacks through a wide range of se-
curity improvements. Among the major requirements included in MTSA were: (1)
conducting vulnerability assessments for port facilities, and vessels.; (2) developing
security plans to mitigate identified risks for the national maritime system, ports,
port facilities, and vessels; (3) developing the Transportation Worker Identification
Credential (TWIC), a biometric identification card to help restrict access to secure
areas to only authorized personnel; and (4) establishment of a process to assess for-
eign ports, from which vessels depart on voyages to the United States. Much of this
framework is administered by the Department of Homeland Security (DHS), itself
a creation of the new security environment brought on by the September 11, 2001,
attacks. This framework also attempts to balance security priorities with the need
to facilitate legitimate trade.

One of the latest additions to this port security framework is the SAFE Port Act,
which was passed and took effect in October of 2006. The act made a number of
adjustments to programs within this framework, creating additional programs or
lines of effort and altering others. The SAFE Port Act created and codified new pro-
grams and initiatives, and amended some of the original provisions of MTSA. The
SAFE Port Act included provisions that (1) codified the Container Security Initiative
(CSI) and the Customs-Trade Partnership Against Terrorism (C-TPAT)—two pro-
grams administered by Customs and Border Protection (CBP) to help reduce any
threats stemming from cargo containers; (2) established port security interagency
operational centers at all high risk ports; (3) set an implementation schedule and
fee restrictions for TWIC; (4) required that all containers entering high volume U.S.
ports be scanned for radiation sources by December 31, 2007; and (5) required addi-
tional data be made available to CBP for targeting cargo containers for inspection.
The SAFE Port Act also mandated GAO to report to Congress on some topics related
to maritime security, including (a) the security of ports overseas in the Caribbean
Basin, (b) the background check program for transportation workers, including those
seeking access to ports and other sensitive areas, and (c) the extent to which DHS
continues to collect revenues at ports given the new emphasis on security.? This
statement summarizes our work on these three mandates, though all of them have
been, or will be, addressed in separate reports.

Over the past several years, we have examined and reported on many of the pro-
grams in this new homeland security framework. This statement is designed both
to provide an overview of what we have learned about these programs and to de-
scribe, to the extent we have information available, what DHS is doing as a result
of the SAFE Port Act requirements and the challenges it faces in doing so. This
statement discusses more than a dozen programs and lines of effort, as shown in
table 1.

1Pub. L. No. 109-347, 120 Stat. 1184 (2006).

2Pub. L. No. 107-295, 116 Stat. 2064 (2002).

3The SAFE Port Act had an additional requirement that GAO report on DHS pre-screening
for charter and leased aircraft. Today’s statement, with its primary emphasison maritime secu-
rity and other activities at seaports, does not address this other reporting requirement.
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Table 1: Summary of Programs and Lines of Effort Included in this

Statement

Program

Description

Overall port security

Area Maritime Security Committees

Committees consisting of key port stakeholders
who share information and develop port
security plans.

Interagency Operational Centers

Command centers where agencies share
information, coordinate their activities, and
coordinate joint efforts.

Area Maritime Security Plans

Plan laying out local port vulnerabilities,
responsibilities, and some response actions.

Port security exercises

Exercises among various port stakeholders to test
the effectiveness of port security plans.

Evaluations of security at foreign ports

Coast Guard officers visiting and assessing
security conditions at foreign ports.

Port facility security

Port facility security plans

Facilities are required to have security plans and
security officers.

Port facility security compliance monitoring

Coast Guard reviews of port facility security
plans and their compliance with such plans.

Transportation Worker Identification Credential

Biometric identification cards to be issued to
port workers to help secure access to areas of
ports.

Background checks

DHS requirements for person who enter secure or
restricted areas or transport hazardous cargo.

International supply chain—container security

Automated Targeting System

Risk based decision system to determine cargo
containers requiring inspection.

Container Security Initiative

Stationing CBP officers at foreign ports to help
identify and inspect high risk cargo con-
tainers.

Megaports Initiative

Radiation detection technology at foreign ports to
stop the proliferation of Weapons of Mass
Destruction.

Secure Freight Initiative

Combines Container Security Initiative scanning
with Megaports Initiative radiation detection
at foreign ports.

Customs-Trade Partnership Against Terrorism

Partnership between private companies and CBP
to improved international supply chain
security.

Customs revenue functions

Customs and Border Protection

Collect revenues applied to incoming cargo as
appropriate based on tariffs and other laws
and regulations.

Source: GAO.
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This statement is organized into four main areas, as follows:

e Programs related to overall port security, such as those for developing secu-
rity plans, coordinating among stakeholders, and conducting exercises to test se-
curity procedures.

e Programs related more specifically to security at individual facilities, such as
examining security measures and ensuring that only properly cleared individ-
uals have access to port areas.

e Programs related more specifically to the international supply chain and to
czti)rgo dcontainer security, such as screening containers at ports both here and
abroad.

e The extent to which DHS—and more specifically, CBP—has maintained the
customs revenue function at ports formerly managed by Treasury.

This statement is based primarily on a body of work we have completed in re-
sponse to congressional requests and mandates for analysis of maritime, port, and
cargo security efforts of the federal government. The end of this report has a list
of relevant GAO reports and testimonies. As such, the timeliness of the data that
was the basis for our prior reporting varies depending on when our products were
issued. In several cases, such as CBP’s maintenance of effort on the customs rev-
enue function, our findings are based on recent work specifically conducted in re-
sponse to SAFE Port Act requirements. We conducted all of our work in accordance
with generally accepted government auditing standards, and the scope and method-
ology for this work can be found in the respective products. Similarly, agency com-
ments on the findings we cite can be found in the respective products. While this
body of work does not cover all the provisions of the SAFE Port Act, it does cover
a wide range of these provisions.

Summary

Regarding overall port security, the Coast Guard has generally implemented key
requirements laid out in MTSA. It has established area maritime security commit-
tees, written area maritime security plans, conducted exercises to test such plans,
and visited foreign ports to assess their compliance with international port security
standards. In addition, the SAFE Port Act called for changes in several programs
related to developing and testing security plans and coordinating information across
agency lines. For example, it called for establishing interagency operational centers
at all high-risk ports in the United States within 3 years. Three ports currently
have such centers, which are designed to have a unified command structure that
can act on a variety of incidents ranging from possible terrorist attacks to search
and rescue and environmental response operations. Several new interagency oper-
ational centers are about to come on line, but in continuing the expansion, DHS
may face such challenges as creating effective working relationships and dealing
with potential coordination problems. Additionally, the SAFE Port Act required the
establishment of a Port Security Exercise Program to test and evaluate the capabili-
ties of various governmental and nongovernmental entities when faced with emer-
gencies, and to improve the communication of lessons learned during the exercises.
We have not specifically reviewed the implementation of these new requirements,
but our past work suggests that the need to increase the already substantial exer-
cise program, the need to quickly and thoroughly complete after action reports and
the increased need for interagency coordination for the exercises may challenge port
security stakeholders’ efforts. The act also called for expanding a program in which
the Coast Guard works with other countries to assess—and where needed, strength-
en—their security procedures. The Coast Guard has developed plans for meeting
these requirements, but it is likely to face challenges in developing sufficient staff
to deal with the increased workload.

Regarding security at individual facilities at ports, MTSA has generally been im-
plemented in that facilities have generally written and implemented security plans
and the Coast Guard has inspected such facilities to verify compliance and take en-
forcement actions where necessary. However, the MTSA required transportation
worker identification card has been plagued by delays. The SAFE Port Act called
for such steps as mandating the frequency of Coast Guard inspections of facilities,
requiring unannounced inspections, and directing the implementation of the initial
phase of the transportation worker identification credential program by mid-2007.
The Coast Guard, which is responsible for the facility inspection program, is likely
to face challenges in putting enough trained inspectors in place, especially since
many experienced inspectors are scheduled to rotate to other duties. The Transpor-
tation Security Administration (TSA), the agency responsible for implementing the
identification credential, told us it has drawn up plans and schedules for imple-
menting the program as required and has also brought on additional expertise to
deal with past problems in the program’s development. The effectiveness of these
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steps is not likely to be known until the deadlines approach. While DHS has created
the Screening Coordination Office to better coordinate the various background
checks, it will be challenged to fully coordinate all the DHS screening programs, en-
suring that the cost and benefits of potentially eliminating or keeping different
screening programs are properly considered, and coordinating with other federal
screening programs outside DHS.

Regarding the security of containers that move through ports, CBP has developed
a layered security strategy to identify and inspect suspicious containers, and to
work with both foreign governments and private firms to improve the security of
the international supply chain. Many of the provisions in the SAFE Port Act dealing
with container security served to codify existing programs in DHS—such as a pro-
gram to place CBP officials in foreign ports to help target suspicious containers and
a program where private companies agree to improve the security of their supply
chains in exchange for reduced scrutiny over their shipments—it also expanded and
provided additional guidance for those programs. The SAFE Port Act also required
pilot programs to test new technologies or combine existing technologies for inspect-
ing cargo containers. In our prior work on container security programs, we found
that progress had been made, but challenges could affect ongoing efforts. Examples
of progress made include increasing the number of foreign ports where U.S. officials
are located and a rapid growth in the number of companies agreeing to take steps
to secure their supply chains. Examples of challenges include ensuring adequate
staff are available, and the inability to directly test the security measures used by
different companies in their supply chains, particularly overseas.

Since DHS was formed, it has focused on homeland security issues, including
striving to prevent terrorists entering or attacking the United States through its
ports, but has not provided the same focus on ensuring the maintenance of customs
revenue functions. Although it has improved recently, CBP has not maintained the
mandated staffing levels for performing customs revenue functions, due in part to
homeland security priorities. Despite a legislative mandate to at least maintain
minimum specific numbers of staff in certain key customs revenue positions, the
numbers of staff in several of these positions have declined since the formation of
DHS. The numbers of staff in other positions that can help improve the performance
of customs revenue functions have declined also. Further, CBP has not produced a
strategic workforce plan to help ensure it has a sufficient number of staff with the
necessary skills and competencies to effectively perform customs revenue functions.
While CBP has made recent efforts to improve the management of its human capital
for performing customs revenue functions, gaps in these efforts remain. Finally,
CBP’s public reporting on its performance of customs revenue functions does not en-
sure accountability. For example, despite being the second largest revenue generator
for the U.S. government, CBP does publicly report on performance measures related
to its customs revenue functions in its annual plans and Performance and Account-
ability Reports, the official documents agencies issue to Congress and the public to
report program performance.

We have reviewed many of the MTSA and SAFE Port Act related programs and
made recommendations to the appropriate agencies to develop strategic plans, better
plan their use of human capital, establish performance measures, and otherwise im-
prove the operations of these programs. In general, these agencies have concurred
with our recommendations and are making progress implementing them.

Prior Actions Have Improved Port Security, but Challenges Remain

Port security in general has improved as a result of the development of organiza-
tions and programs such as Area Maritime Security Committees (area committees),
Area Maritime Security Plans (area plans), maritime security exercises, and the
International Port Security Program, but challenges to successful implementation of
these efforts remain. Additionally, management of these programs will need to ad-
dress additional requirements directed by the SAFE Port Act. Area committees and
interagency operational centers have improved information sharing, but the types
and ways information is shared varies. Area plans are limited to security incidents
and could benefit from unified planning to include an all-hazards approach. Mari-
time security exercises would benefit from timely and complete after action reports,
increased collaboration across federal agencies, and broader port level coordination.
The Coast Guard’s International Port Security Program is currently evaluating the
antiterrorism measures maintained at foreign seaports.

Area Committees and Interagency Operational Centers Have Become Im-
portant Forums for Cooperation and Information-Sharing across Agencies

Two main types of forums have developed as ways for agencies to cooperate and
share information about port security—area committees and interagency operational
centers. Area committees serve as a forum for port stakeholders, facilitating the dis-
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semination of information through regularly scheduled meetings, issuance of elec-
tronic bulletins, and sharing key documents. MTSA provided the Coast Guard with
the authority to create area committees—composed of federal, state, local, and in-
dustry members—that help to develop the area plan for the port. As of June 2006,
the Coast Guard had organized 46 area committees. Each has flexibility to assemble
and operate in a way that reflects the needs of its port area, resulting in variations
in the number of participants, the types of state and local organizations involved,
and the way in which information is shared. Some examples of information shared
includes assessments of vulnerabilities at specific port locations, information about
potential threats or suspicious activities, and Coast Guard strategies intended for
use in protecting key infrastructure.

Interagency operational centers are currently located at three ports—Charleston,
South Carolina; Norfolk, Virginia; and San Diego, California. These centers are de-
signed to unite maritime intelligence and operational efforts of various federal and
nonfederal participants.4 Unlike area committees, they are operational in nature
with a unified or joint command structure designed to receive information from mul-
tiple sources and act on it. However, the centers fulfill varying missions and oper-
ations, and thus share different types of information. For example, the Charleston
center is led by the Department of Justice and focused solely on port security, while
the San Diego center is led by the Coast Guard with missions expanding beyond
port security to also include search and rescue activities, drug interdiction, and en-
vironmental response.

In past work, we have reported that these two types of forums have both been
helpful in fostering cooperation and information-sharing.5 We reported that area
committees provided a structure to improve the timeliness, completeness, and use-
fulness of information sharing between federal and nonfederal stakeholders. These
committees were an improvement over previous information-sharing efforts because
they established a formal structure and new procedures for sharing information. In
contrast to area committees, interagency operational centers can provide continuous
information about maritime activities and involve various agencies directly in oper-
ational decisions using this information. While we have reported that interagency
operational centers have improved information sharing, our past work has also
shown the types of information and the way information is shared varies at the
operational centers depending on their purpose and mission, leadership and organi-
zation, membership, technology, and resources.

The SAFE Port Act called for an expansion of interagency operational centers, di-
recting the Secretary of DHS to establish such centers at all high-risk priority ports
no later than 3 years after the Act’s enactment. In addition to authorizing the ap-
propriation of funds and requiring DHS to report on potential cost-sharing at the
centers, it directs the new interagency operational centers to utilize the same
compositional and operational characteristics of existing centers, such as the pilot
project operational centers for port security. Currently two more centers are ex-
pected to be functional within weeks. These will be located in Jacksonville, Florida,
and Seattle, Washington. Like the centers in San Diego and Norfolk, they will both
be operated jointly by the Coast Guard and the Navy. In addition, the Coast Guard
has developed its own operational centers, called sector command centers, as part
of an effort to reorganize and improve its awareness of the maritime domain. These
are being developed at 35 locations to monitor information and to support planned
future operations, and some of these sector command centers may include other
agencies on either a regular or an ad hoc basis.

Information sharing efforts, whether through area committees or interagency
operational centers, face challenges in several areas. These challenges include:

¢ Obtaining security clearances for port security stakeholders. The lack
of federal security clearances among port security stakeholders has been rou-
tinely cited as a barrier to information sharing, one of the primary goals of both

4 Existing interagency operations centers are led by the Coast Guard or DOJ, and can include
participation by representatives of organizations such as the Navy, U.S. Customs and Border
Protection, Transportation Security Administration, U.S. Immigration and Customs Enforce-
ment, other federal agencies, state and local law enforcement, or port security personnel. The
Charleston center was created through an appropriation in the fiscal year 2003 Consolidated
Appropriations Resolution (Pub. L. No. 108-7, 117 Stat. 11,53 (2003.)); the Norfolk and San
Di?lglgl centers were established as (Joint Harbor Operations Centers” between the Coast Guard
and Navy.

5See GAO, Maritime Security: New Structures Have Improved Information Sharing, but Secu-
rity Clearance Processing Requires Further Attention, GAO-05-394 (Washington, D.C.: Apr. 15,
2005); Maritime Security: Enhancements Made, but Implementation and Sustainability Remain
Key Challenges, GAO-05-448T (Washington, D.C.: May 17, 2005); Maritime Security: Informa-
tion-Sharing Efforts Are Improving, GAO-06-933T (Washington, D.C.: July 10, 2006).
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the area committees and interagency operational centers. In previous reviews,
we found that the inability to share classified information may limit the ability
to deter, prevent, and respond to a potential terrorist attack. The Coast Guard
has seen improvements based on its efforts to sponsor security clearances for
members of area committees. In addition, the SAFE Port Act includes a specific
provision requiring DHS to sponsor and expedite security clearances for partici-
pants in interagency operational centers. However, the extent to which these ef-
forts will ultimately improve information sharing remains unclear.

e Creating effective working relationships. Another challenge associated
with establishing interagency operational centers at all high risk ports is the
difficulty associated with encouraging various federal, state and local agencies
that have never worked together before to collaborate and share information ef-
fectively under new structures and procedures. While some of the existing oper-
ational centers found success with existing interagency relationships, other
high-risk ports might face challenges establishing new working relationships
among port stakeholders and implementing their own interagency operational
centers.

e Addressing potential overlapping responsibilities. Overlapping leader-
ship roles between the Coast Guard and FBI has been seen during port security
exercises. While the SAFE Port Act designates the Coast Guard Captain of the
Port as the incident commander in the event of a transportation security inci-
dent, the FBI also has leadership responsibilities in terrorist incidents.® It is
important that actions across the various agencies are clear and coordinated.

¢ Determining relationships among various centers. The relationship be-
tween the interagency operations centers and the recently developed Coast
Guard sector command centers is still to be determined. We have not studied
either of these issues in depth, but they may bear watching.

Area Plans Are in Place but Do Not Address Natural Disasters

Area plans are another MTSA requirement, and the specific provisions of the
plans have been specified by regulation and Coast Guard directive. Implementing
regulations for MTSA specified that area plans include, among other things, oper-
ational and physical security measures in place at the port under different security
levels, details of the security incident command and response structure, procedures
for responding to security threats including provisions for maintaining operations in
the port, and procedures to facilitate the recovery of the marine transportation sys-
tem after a security incident. A Coast Guard Navigation and Vessel Inspection Cir-
cular (NVIC) provided a common template for area plans and specified the respon-
sibilities of port stakeholders under the plans.” Currently, 46 area plans are in place
at ports around the country. The Coast Guard approved the plans by June 1, 2004,
and MTSA requires that they be updated at least every 5 years.

The SAFE Port Act added a requirement to area plans. To ensure that the water-
ways are cleared and the flow of commerce through United States ports is reestab-
lished as efficiently and quickly as possible after a security incident, the act speci-
fied that area plans include a salvage response provision identifying salvage equip-
ment capable of restoring operational trade capacity. None of our past or current
work specifically addresses the extent to which area plans now include this provi-
sion. We have, however, conducted other work that has a broader bearing on the
scope of area plans, and thus potentially on this provision as well.

In a recent report examining how ports are dealing with planning for natural dis-
asters such as hurricanes and earthquakes, we noted that area plans cover security
issues but do not include other issues that could have a major impact on a port’s
ability to support maritime commerce.®8 As currently written, area plans are con-
cerned with deterring and, to a lesser extent, responding to security incidents. We
found, however, that unified consideration of all risks faced by a port, both natural
and man-made, may be beneficial. Because of the similarities between the con-
sequences of terrorist attacks and natural or accidental disasters, much of the plan-
ning for protection, response, and recovery capabilities is similar across all emer-
gency events. Combining terrorism and other threats can enhance the efficiency of
port planning efforts because of the similarity in recovery plans for both natural and

6The Captain of the Port is a Coast Guard officer who enforce, within their respective areas,
port safety and security and marine environmental protection regulations. There are 41 Cap-
tains of the Port nationwide.

7NVICs provide detailed guidance about enforcement or compliance with certain Coast Guard
safety regulations and programs. NVIC 09-2, most recently revised on October 27, 2005, de-
tailed requirements for area plans.

8GAO, Port Risk Management: Additional Federal Guidance Would Aid Ports in Disaster
Planning and Recovery, GAO-07—412 (Washington, D.C.: Mar. 28, 2007).
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security-related disasters. This approach also allows port stakeholders to estimate
the relative value of different mitigation alternatives. The exclusion of certain risks
from consideration, or the separate consideration of a particular type of risk, gives
rise to the possibility that risks will not be accurately assessed or compared, and
that too many or too few resources will be allocated toward mitigation of a par-
ticular risk. As ports continue to revise and improve their planning efforts, available
evidence indicates that, if ports take a system-wide approach, thinking strategically
about using resources to mitigate and recover from all forms of disaster, they will
be able to achieve the most effective results. Area plans provide a useful foundation
for establishing an all-hazards approach. While the SAFE Port Act does not call for
expanding area plans in this manner, it does contain a requirement that natural
disasters and other emergencies be included in the scenarios to be tested in the Port
Security Exercise Program. Based on our work, we found there are challenges in
using area committees and plans as the basis for broader all-hazards planning.
These challenges include:
¢ Determining the extent that security plans can serve all-hazards pur-
poses. We recommended that DHS encourage port stakeholders to use area
committees and area plans to discuss all-hazards planning. While MTSA and
its implementing regulations are focused on transportation security incidents
rather than natural disasters and other types of emergencies, we believe that
area plans provide a useful foundation for establishing an all hazards approach.
Some federal officials indicated that separate existing plans can handle the
range of threats that ports face. However, there would need to be an analysis
of gaps between different types of planning. Finally, DHS noted that most emer-
gency planning should properly remain with state and local emergency manage-
ment planners and were cautious about the federal government taking on a
larger role.

Maritime Security Exercises Require a Broader Scope and Participation

MTSA regulations require the Coast Guard Captain of the Port and the area com-
mittee to conduct or participate in exercises to test the effectiveness of area plans
once each calendar year, with no more than 18 months between exercises. These ex-
ercises are designed to continuously improve preparedness by validating information
and procedures in the area plan, identifying weaknesses and strengths, and prac-
ticing command and control within an incident command/unified command frame-
work. Such exercises have been conducted for the past several years. For example,
in fiscal year 2004, the Coast Guard conducted 85 port-based terrorism exercises
that addressed a variety of possible scenarios. In August 2005, the Coast Guard and
the Transportation Security Administration (TSA) initiated the Port Security Train-
ing Exercise Program (PortSTEP)—an exercise program designed to involve the en-
tire port community, including public governmental agencies and private industry,
and intended to improve connectivity of various surface transportation modes and
enhance area plans. Between August 2005 and October 2007, the Coast Guard ex-
Eei:gs to conduct PortSTEP exercises for 40 area committees and other port stake-

olders.

The SAFE Port Act included several new requirements related to security exer-
cises. It required the establishment of a Port Security Exercise Program to test and
evaluate the capabilities of governments and port stakeholders to prevent, prepare
for, mitigate against, respond to, and recover from acts of terrorism, natural disas-
ters, and other emergencies at facilities regulated by the MTSA. It also required the
establishment of a port security exercise improvement plan process that would iden-
tify, disseminate, and monitor the implementation of lessons learned and best prac-
tices from port security exercises. Finally, it added natural disasters, such as hurri-
canes or earthquakes, to be included in the list of scenarios to be tested.

Our work has not specifically examined compliance with these new requirements,
but our review of these requirements and our work in examining past exercises sug-
gests that implementing a successful exercise program faces several challenges.?
These challenges include:

e Setting the scope of the program. It will be necessary to determine how
exercise requirements in the SAFE Port Act differ from area committee exer-
cises that are currently performed. Exercises currently conducted by area com-
mittees already test the ability of a variety of port stakeholders to work to-

9GAQO, Homeland Security: Process for Reporting Lessons Learned from Seaport Exercises
Needs Further Attention, GAO-05-170 (Washington, D.C.: Jan. 14, 2005); Maritime Security:
Federal Efforts Needed to Address Challenges in Preventing and Responding to Terrorist Attacks
on Energy Commodity Tankers, GAO-07-286SU (Washington, D.C.: Mar. 20, 2007); Port Risk
Management: Additional Federal Guidance Would Aid Ports in Disaster Planning and Recovery,
GAO-07-412 (Washington, D.C.: Mar. 28, 2007).
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gether in the event of a port incident. The potential exists for these efforts to
be duplicated under the SAFE Port Act exercise requirements. On the other
hand, the SAFE Port Act exercise requirements clearly move beyond previous
requirements by including natural disasters and other emergencies in the list
of scenarios to be exercised. Ensuring that these scenarios are exercised as part
of a comprehensive security program may require a wider scope when exercise
planning commences.

e Completing after-action reports in a timely and thorough manner. In
past work, we found that earlier after-action reports were generally submitted
late and that many failed to assess each objective that was being exercised. In-
ability to provide timely and complete reports on exercises represents a lost op-
portunity to share potentially valuable information across the organization as
well as plan and prepare for future exercises.

¢ Ensuring that all relevant agencies participate. While exercise prepara-
tion and participation is time-consuming, joint exercises are necessary to resolve
potential role and incident command conflicts as well as determine whether ac-
tivities would proceed as planned. Our work has shown that past exercises have
not necessarily been conducted in this manner.

Coast Guard Is in Process of Evaluating the Security of Foreign Ports

The security of domestic ports is also dependent on security at foreign ports where
cargoes bound for the United States originate. To help secure the overseas supply
chain, MTSA required the Coast Guard to develop a program to assess security
measures in foreign ports and, among other things, recommend steps necessary to
improve security measures in their ports. The Coast Guard established this pro-
gram, called the International Port Security Program, in April 2004. Under this pro-
gram, the Coast Guard and host nations review the implementation of security
measures in the host nations’ ports against established security standards, such as
the International Maritime Organization’s International Ship and Port Facility Se-
curity (ISPS) Code.10 Coast Guard teams have been established to conduct country
visits, discuss security measures implemented, and collect and share best practices
to help ensure a comprehensive and consistent approach to maritime security in
ports worldwide. The conditions of these visits, such as timing and locations, are ne-
gotiated between the Coast Guard and the host nation. Coast Guard officials also
make annual visits to the countries to obtain additional observations on the imple-
mentation of security measures and ensure deficiencies found during the country
visits are addressed.1! As of April 2007, the Coast Guard reported that it has visited
86 countries under this program and plans to complete 29 more visits by the end
of fiscal year 2007.12

The SAFE Port Act and other congressional directions have called for the Coast
Guard to increase the pace of its visits to foreign countries. Although MTSA did not
set a timeframe for completion of these visits, the Coast Guard initially set a goal
to visit all countries that conduct maritime trade with the United States by Decem-
ber 2008. In September 2006, the conference report accompanying the fiscal year
2007 DHS Appropriations Act directed the Coast Guard to “double the amount” at
which it was conducting its visits.13 Subsequently, in October 2006, the SAFE Port
Act required the Coast Guard to reassess security measures at the foreign ports
every 3 years. Coast Guard officials said they will comply with these more stringent
requirements and will reassess countries on a 2-year cycle. With the expedited pace,
the Coast Guard now expects to assess all countries by March 2008, after which re-
assessments will begin.

10The International Port Security Program uses the ISPS Code as the benchmark by which
it measures the effectiveness of a country’s anti-terrorism measures in a port. The code was de-
veloped after the September 11, 2001, attacks and established measures to enhance the security
of ships and port facilities with a standardized and consistent security framework. The ISPS
code requires facilities to conduct an assessment to identify threats and vulnerabilities and then
develop security plans based on the assessment. The requirements of this code are performance-
based; therefore compliance can be achieved through a variety of security measures.

11Tn addition to the Coast Guard visiting the ports of foreign countries under this program,
countries can also make reciprocal visits to U.S. ports to observe U.S. implementation of the
ISPS Code, obtaining ideas for implementation of the Code in their ports and sharing best prac-
tices for security.

12There are approximately 140 countries that are maritime trading partners with the United
States.

13 See H.R. Conf. Rep. No. 109-699, at 142 (2006).
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We are currently conducting a review of the Coast Guard’s international enforce-
ment programs, such as the International Port Security Program.l4 Although this
work is still in process and not yet ready to be included in this testimony, we have
completed a more narrowly scoped review required under the SAFE Port Act regard-
ing security at ports in the Caribbean Basin.'®> As part of this work, we looked at
the efforts made by the Coast Guard in the region under the program and the Coast
Guard’s findings from the country visits it made in the region. For the countries in
this region for which the Coast Guard had issued a final report, the Coast Guard
reported that most had “substantially implemented the security code,” while one
country that was just recently visited was found to have not yet implemented the
code and will be subject to a reassessment. At the facility level, the Coast Guard
found several facilities needing improvements in areas such as access controls, com-
munication devices, fencing, and lighting. Because our review of the Coast Guard’s
International Port Security Program is still ongoing, we have not yet reviewed the
results of the Coast Guard’s findings in other regions of the world.

While our larger review is still not complete, Coast Guard officials have told us
they face challenges in carrying out this program in the Caribbean Basin. These
challenges include:

e Ensuring sufficient numbers of adequately trained personnel. Coast
Guard officials said the faster rate at which foreign ports will now be reassessed
will require hiring and training new staff—a challenge they expect will be made
more difficult because experienced personnel who have been with the program
since its inception are being transferred to other positions as part of the Coast
Guard’s rotational policy. These officials will need to be replaced with newly as-
signed personnel. Another related challenge is that the unique nature of the
program requires the Coast Guard to provide specialized training to those join-
ing the program, since very few people in the Coast Guard have had inter-
national experience or extensive port security experience.

Addressing host nation sovereignty issues. In making arrangements to visit
the ports of foreign countries, Coast Guard officials stated that they have occasion-
ally encountered initial reluctance by some countries to allow the Coast Guard to
visit their ports due to concerns over sovereignty. In addition, the conditions of the
visits, such as timing and locations, are negotiated between the Coast Guard and
the host nation. Thus the Coast Guard team making the visit could potentially be
precluded from seeing locations that were not in compliance.

Port Facility Security Efforts Are Long Standing, but Additional Chal-
lenges Have Emerged

Many long-standing programs to improve facility security at ports are underway,
but new challenges to their successful implementation have emerged. The Coast
Guard is required to conduct assessments of security plans and facility inspections,
but faces challenges to staff and train staff to meet the additional requirements of
the SAFE Port Act. TSA’s TWIC program has addressed some of its initial program
challenges, but will continue to face additional challenges as the program rollout
continues. Many steps have been taken to ensure transportation workers are prop-
erly screened, but redundancies in various background checks have decreased effi-
ciency and highlighted the need for increased coordination.

Coast Guard Faces Challenges in Monitoring Compliance of Maritime Facilities
MTSA and its implementing regulations requires owners and operators of certain
at-risk maritime facilities (such as power stations, chemical manufacturing facilities,
and refineries that are located on waterways and receive foreign vessels) to conduct
assessments of their security vulnerabilities, develop security plans to mitigate
these vulnerabilities, and implement measures called for in the security plans.
Under the Coast Guard regulations, these plans are to include such items as meas-
ures for access control, responses to security threats, and drills and exercises to
train staff and test the plan.1® The plans are “performance-based,” meaning the
Coast Guard has specified the outcomes it is seeking to achieve and has given facili-
ties responsibility for identifying and delivering the measures needed to achieve
these outcomes. Facility owners were to have their plans in place by July 1, 2004.

14This work is being conducted at the request of the Committee on Commerce, Science and
Transportation, U.S. Senate.

15Section 233 (c) of the SAFE Port Act requires GAO to report on various aspects relating
to the security of ports in the Caribbean Basin. The act required GAO to provide this report
to specified cognizant Senate and House Committees. To satisfy this requirement, GAO’s find-
ings for this work were presented in a briefing format to the cognizant committees by April 13,
2007. GAO will release a public report containing the briefing materials in June 2007.

16 Requirements for security plans for facilities are found in 33 C.F.R. Part 105, Subpart D.
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The Coast Guard performs inspections of facilities to make sure they are in com-
pliance with their security plans. In 2005, we reported that the Coast Guard com-
pleted initial compliance inspections at all MTSA regulated facilities by the end of
2004 found that approximately 97 percent of maritime facility owners or operators
were in compliance with MTSA requirements.!” The most frequently cited defi-
ciencies related to insufficient controls over access, not ensuring the facility was op-
erating in compliance with security requirements, not complying with facility secu-
rity officer requirements (such as possessing the required security knowledge or car-
rying out all duties as assigned), and having insufficient security measures for re-
stricted areas. The Coast Guard reported taking enforcement actions and imposing
operational controls, such as suspending certain facility operations, for identified de-
ficiencies.

Coast Guard guidance calls for the Coast Guard to conduct on-site facility inspec-
tions to verify continued compliance with the plan on an annual basis. The SAFE
Port Act required the Coast Guard to conduct at least two inspections of each facil-
ity annually, and it required that one of these inspections be unannounced. We are
currently conducting a review of the Coast Guard’s efforts for ensuring facilities’
compliance with various MTSA requirements and are not yet in a position to report
our findings.'® However, our previous work showed the Coast Guard faces chal-
lenges in carrying out its strategy to review and inspect facilities for compliance
with their security plans, and these challenges could be amplified with the addi-
tional requirements called for by the SAFE Port Act.1® These challenges include:

¢ Ensuring that sufficient trained inspectors are available. Because secu-
rity measures are performance-based, evaluating them involves a great deal of
subjectivity. For example, inspectors do not check for compliance with a specific
procedure; instead, they have to make a judgment about whether the steps the
owner or operator has taken provide adequate security. Performance-based
plans provide flexibility to owners and operators, but they also place a premium
on the skills and experience of inspectors to identify deficiencies and rec-
ommend corrective action. This complexity makes it a challenge for the Coast
Guard to ensure that its inspectors are trained appropriately and have suffi-
cient guidance to make difficult judgments about whether owners and operators
have taken adequate steps to address vulnerabilities. Additionally, once pro-
ficient at their job, inspectors often face reassignment. Further, the rotation pe-
riod has been shortened by 1 year—from 4 years to 3.

e Evaluating compliance activities so they can be improved. In our pre-
vious work we also recommended that the Coast Guard evaluate its compliance
inspection efforts taken during the initial 6-month period after July 1, 2004,
and use the results as a means to strengthen its long-term strategy for ensuring
compliance.20 While the Coast Guard agreed with this recommendation, and
has taken some steps to evaluate its compliance efforts, it has not conducted
a comprehensive evaluation of these efforts to date. Without knowledge that the
current approach to MTSA facility oversight is effective, the Coast Guard will
be further challenged in planning future oversight activities.

TSA Has Made Progress in Implementing the TWIC Program, but Chal-
lenges Remain

MTSA required the Secretary of DHS to, among other things, issue a maritime
worker identification card that uses biometrics, such as fingerprints, to control ac-
cess to secure areas of seaports and vessels. When MTSA was enacted, TSA had al-
ready initiated a program to create an identification credential that could be used
by workers in all modes of transportation. This program, called the TWIC program,
is designed to collect personal and biometric information to validate workers’ identi-
ties, conduct background checks on transportation workers to ensure they do not
pose a threat to security, issue tamper-resistant biometric credentials that cannot
be counterfeited, verify these credentials using biometric access control systems be-
fore a worker is granted unescorted access to a secure area, and revoke credentials
if disqualifying information is discovered, or if a card is lost, damaged, or stolen.
TSA, in partnership with the Coast Guard, is focusing initial implementation on the
maritime sector.

17See GAO, Protection of Chemical and Water Infrastructure: Federal Requirements, Actions
of Selected Facilities, and Remaining Challenges, GAO-05-327 (Washington, D.C.: March 2005).

18 This work is being conducted at the request of the Committee on Commerce, Science and
Transportation, U.S. Senate.

19See GAO, Maritime Security: Substantial Work Remains to Translate New Planning Re-
quirements into Effective Port Security, GAO-04-838 (Washington, D.C.: June 2004).

20 Ibid.
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We have reported several times on the status of this program and the challenges
that it faces.2 Most recently, we reported that TSA has made progress in imple-
menting the TWIC program and addressing problems we previously identified re-
garding contract planning and oversight and coordination with stakeholders.22 For
example, TSA reported that it added staff with program and contract management
expertise to help oversee the contract and developed plans for conducting public out-
reach and education efforts.

The SAFE Port Act contained a requirement for implementing the first major
phase of the TWIC program by mid-2007. More specifically, it required TSA to im-
plement TWIC at the 10 highest risk ports by July 1, 2007, conduct a pilot program
to test TWIC access control technologies in the maritime environment, issue regula-
tions requiring TWIC card readers based on the findings of the pilot, and periodi-
cally report to Congress on the status of the program. TSA is taking steps to ad-
dress these requirements, such as establishing a rollout schedule for enrolling work-
ers and issuing TWIC cards at ports and conducting a pilot program to test TWIC
access control technologies.

As TSA begins enrolling workers and issuing TWIC cards this year, it is impor-
tant that the agency establish clear and reasonable timeframes for implementing
TWIC. Further, TSA could face additional challenges as the TWIC implementation
progresses. These challenges include:

e Monitoring the effectiveness of contract planning and oversight.
While the steps that TSA reports taking are designed to address the contract
planning and oversight problems that we have previously identified and rec-
ommendations we have made, the effectiveness of these steps will not be clear
until implementation of the TWIC program begins.

e Ensuring a successful enrollment process. Significant challenges remain
in enrolling about 770,000 persons at about 3,500 facilities in the TWIC pro-
gram. Sufficient communication and coordination to ensure that all individuals
and organizations affected by the TWIC program are aware of their responsibil-
ities will require concerted effort on the part of TSA and the enrollment con-
tractor.

e Addressing access control technologies. TSA and industry stakeholders
need to address challenges regarding TWIC access control technologies to en-
sure that the program is implemented effectively. Without fully testing all as-
pects of the technology TSA may not be able ensure that the TWIC access con-
trol technology can meet the requirements of the system. Given the differences
among the facilities and locations where the technology is to be implemented,
it may be difficult to test all scenarios.

Multiple Background Check Programs for Transportation Workers Need to Be Co-
ordinated

Since the terrorist attacks on September 11, 2001, the federal government has
taken steps to ensure that transportation workers, many of whom transport haz-
ardous materials or have access to secure areas in locations such as ports, are prop-
erly screened to ensure they do not pose a security risk. For example, the USA PA-
TRIOT Act in October 2001 prohibited states from issuing hazardous material en-
dorsements for a commercial driver’s license without an applicant background
check.23 Background checks are also part of the TWIC program discussed above.
Concerns have been raised, however, that transportation workers may face a variety
of background checks, each with different standards. A truck driver, for example,
is subject to background checks for all of the following: unescorted access to a secure
area at a port, unescorted access to a secure area at an airport, expedited border
crossings, hauling hazardous materials, or hauling arms or ammunition for the De-
partment of Defense or cargo for the U.S. Postal Service. In July 2004, the 9/11
Commission reported that having too many different biometric standards, travel fa-
cilitation systems, credentialing systems, and screening requirements hampers the
development of information crucial for stopping terrorists from entering the country,
is expensive, and is inefficient.24 The Commission recommended that a coordinating
body raise standards, facilitate information-sharing, and survey systems for poten-

21See GAO, Port Security: Better Planning Needed to Develop and Operate Maritime Worker
Identification Card Program, GAO-05-106 (Washington, D.C.: December 2004); and Transpor-
tation Security: DHS Should Address Key Challenges before Implementing the Transportation
Worker Identification Credential Program, GAO-06-982 (Washington, D.C.: September 2006).

22 GAO, Transportation Security: TSA Has Made Progress in Implementing the Transportation
Worker Identification Credential Program, but Challenges Remain, GAO-07-681T (Washington,
D.C.: April 12, 2007).

23 Pub. L. No. 107-56, § 1012(a)(1), 115 Stat. 272, 396-97 (2001).

24 Final Report of the National Commission On Terrorist Attacks Upon that United States.
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tial problems. In August 2004, Homeland Security Directive 11 announced a new
U.S. policy to “implement a coordinated and comprehensive approach to terrorist-
related screening-in immigration, law enforcement, intelligence, counterintelligence,
and protection of the border, transportation systems, and critical infrastructure—
that supports homeland security, at home and abroad.”

DHS has taken steps, both at the department level and within its various agen-
cies, to consolidate, coordinate, and harmonize such background check programs.25
At the department level, DHS created the Screening Coordination Office (SCO) in
July 2006 to coordinate DHS background check programs. The SCO is in the early
stages of developing its plans for this coordination. In December 2006, SCO issued
a report identifying common problems, challenges, and needed improvements in the
credentialing programs and processes across the department. The office awarded a
contract in April 2007 that will provide the methodology and support for developing
an implementation plan to include common design and comparability standards and
related milestones to coordinate DHS screening and credentialing programs. DHS
components are currently in the initial stages of a number of their own initiatives.
For example, In January 2007, TSA determined that the background checks re-
quired for three other DHS programs satisfied the background check requirement
for the TWIC program.26 An applicant who has already undergone a background
check in association with any of these three programs does not have to undergo an
additional background check and pays a reduced fee to obtain a TWIC card. Simi-
larly, the Coast Guard plans to consolidate four credentials and require that all per-
tinent information previously submitted by an applicant at a Coast Guard Regional
Examination Center be submitted to TSA through the TWIC enrollment process.

The SAFE Port Act required us to conduct a study of DHS background check pro-
grams similar to the one required of truck drivers to obtain a hazardous material
endorsement. Our work on other projects indicates that DHS is likely to face addi-
‘ciorlla(l1 challenges in coordinating its background check programs. These challenges
include:

o Ensuring its plans are sufficiently complete without being overly restrictive.
The varied background check programs related to transportation workers may
have substantially different standards or requirements. SCO will be challenged
to coordinate DHS’s background check programs in such a way that any com-
mon set of standards developed to eliminate redundant checks meets the varied
needs of all the programs without being so strict that it unduly limits the appli-
cant pool or so intrusive that potential applicants are unwilling to take part.
¢ Ensuring that accurate performance information is available. Without
knowing the potential costs and benefits associated with the number of redun-
dant background checks that would be eliminated through harmonization, DHS
lacks the performance information that would allow its program managers to
compare their program results with goals. Thus, DHS faces challenges in deter-
mining where to target program resources to improve performance. DHS could
benefit from a plan that includes, at a minimum, a discussion of the potential
costs and benefits associated with the number of redundant background checks
that would be eliminated through harmonization.

e Coordinating across the broader universe of federal background
check programs. Many other federal agencies also have background check
programs, making coordination a cross-cutting, government-wide issue. DHS
could face challenges harmonizing background check programs within DHS and
other federal agencies.

container Security Programs Maturing, but Implementation Challenges Continue
Several container security programs have been established and matured through
the development of strategic plans, human capital strategies, and performance
measures. But these programs continue to face technical and management chal-
lenges in implementation. As part of its layered security strategy, CBP developed
the Automated Targeting System, but this system has faced quality assurance chal-
lenges since its inception. In the past, CSI has lacked sufficient staff to meet re-
quirements. C-TPAT has faced challenges with validation quality and management
in the past, in part due to its rapid growth. DOE’s Megaports Initiative faces ongo-

25See GAO, Protection of Chemical and Water Infrastructure: Federal Requirements, Actions
of Selected Facilities, and Remaining Challenges, GAO-05-327 (Washington, D.C.: March 2005).

26 TSA determined that the background checks required for the hazardous materials endorse-
ment, which authorizes an individual to transport hazardous materials for commerce; and the
Free and Secure Trade card, a voluntary CBP program for commercial drivers to receive expe-
dited border processing, satisfy the background check requirements for TWIC. TSA also deter-
mined that an individual issued a Merchant Mariner Document (issued between Feb. 3, 2003,
and Mar. 26, 2007) was not subject to an additional background check for TWIC.
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ing operational and technical challenges in the installation and maintenance of radi-
ation detection equipment at ports.

Automated Targeting System Continues to Require Management Action

As part of its responsibility for preventing terrorists and weapons of mass destruc-
tion from entering the United States, CBP addresses potential threats posed by the
movement of oceangoing containers. CBP inspectors at seaports help determine
which containers entering the country will undergo inspections and then perform
physical inspections of such containers. To carry out this responsibility, CBP uses
a layered security strategy that attempts to focus resources on potentially risky
cargo containers while allowing other cargo containers to proceed without disrupting
commerce. The ATS is one key element of this strategy. CBP uses ATS to review
documentation, including electronic manifest information submitted by the ocean
carriers on all arriving shipments, to help identify containers for additional inspec-
tion.27 CBP requires the carriers to submit manifest information 24 hours prior to
a United States-bound sea container being loaded onto a vessel in a foreign port.
ATS is a complex mathematical model that uses weighted rules that assign a risk
score to each arriving shipment based on manifest information. CBP inspectors use
these scores to help them make decisions on the extent of documentary review or
physical inspection to conduct.

In our previous work on ATS we found that CBP lacked important internal con-
trols for the administration and implementation of ATS.28 Despite ATS’ importance
to CBP’s layered security strategy, CBP was still in the process of implementing the
following key controls, (1) performance metrics to measure the effectiveness of ATS,
(2) a comparison of the results of randomly conducted inspections with the results
of its ATS inspections, and (3) a simulation and testing environment. At that time
CBP was also in the process of addressing recommendations contained in a 2005
peer review.

The SAFE Port Act required that the CBP Commissioner take actions to improve
ATS. These requirements included such steps as (1) having an independent panel
review the effectiveness and capabilities of the ATS, (2) considering future iterations
of ATS that would incorporate smart features, (3) ensuring that ATS has the capa-
bility to electronically compare manifest and other available data to detect any sig-
nificant anomalies and facilitate their resolution, (4) ensuring that ATS has the ca-
pability to electronically identify, compile, and compare select data elements fol-
lowing a maritime transportation security incident, and (5) developing a schedule
to address recommendations made by GAO and the Inspector General of the Depart-
ment of the Treasury and DHS. Based on our findings and the further changes to
kt)he(_j;ﬁ"%grram enacted by the SAFE Port Act, we found the following challenge faced

y :

¢ Implementing the program while internal controls are being developed.
The missing internal controls would provide CBP with critical information on its
container screening performance. CBP’s vital mission does not allow it, however, to
halt its screening efforts during the period it needed to put these controls into place.
CBP is faced with the challenge of ensuring that the highest-risk containers are in-
spected without important information needed for optimum allocating resources
used targeting and inspecting containers.

The CSI Program Has Matured but Challenges Remain

In response to the threat that a cargo container could be used to smuggle a weap-
on of mass destruction (WMD) into the United States, the U.S. Customs Service
(now CBP) initiated the CSI in January 2002 to detect and deter terrorists from
smuggling WMDs via containers before they reach domestic seaports. Under this
initiative, foreign governments allow CBP personnel to be stationed at foreign sea-
ports to identify container shipments at risk of containing WMD. CBP personnel
refer high-risk shipments to host government officials, who determine whether to
inspect the shipment before it leaves for the United States. Host government offi-
cials examine shipments with nonintrusive inspection equipment and, if they deem
it necessary, open the cargo containers to physically examine the contents inside.2°

27 Cargo manifests are prepared by the ocean carrier to describe the contents of a container.

28 The Comptroller General’s internal control standards state that internal control activities
help ensure that management’s directives are carried out. Further, they state that the control
objectives should be effective and efficient in accomplishing the agency’s control objectives. GAO,
Standards for Internal Control in the Federal Government, GAO/AIMD-00-21.3.1, 11 (Wash-
ington, D.C.: November 1999).

29 A core element of CSI is the use of technology to scan high risk containers to ensure that
examinations can be done rapidly without slowing down the movement of trade. This technology
can iélclude equipment such as large scale X-ray and gamma ray machines and radiation detec-
tion devices.

VerDate Nov 24 2008  13:52 Jun 18,2009 Jkt 000000 PO 00000 Frm 00046 Fmt6633 Sfmt6621 H:\DOCS\110-HRGS\110-31\48906.TXT HSEC PsN: DIANE



43

Since our last report on the CSI program, CBP has increased the number of sea-
ports that participate in the program from 34 to 50, with plans to expand to a total
of 58 ports by the end of this fiscal year.3°

In our previous work, we identified numerous issues affecting the effectiveness of
the CSI program. On the positive side, we praised some of the positive interaction
and information sharing we found among CBP officials and host nation officials at
CSI ports—something that could lead to better targeting and inspections. In some
cases where we found problems, CBP took steps to implement our recommendations,
such as developing a strategic plan, a human capital strategy, and performance
measures. In other cases, CBP found it more difficult to implement our rec-
ommendations. For example, they deferred establishing minimum technical require-
ments for nonintrusive inspection equipment used by host nations at CSI ports.

The SAFE Port Act formalized CSI into law and specified factors to be considered
in designating seaports as CSI, including risk level, cargo volume, results of Coast
Guard assessments, and the commitment of the host government to sharing critical
information with DHS. The act also called for DHS to establish minimum technical
criteria for the use of nonintrusive inspection equipment in conjunction with CSI
and to require that seaports receiving CSI designation operate such equipment in
accordance with these criteria. Another provision related to container cargo requires
DHS to ensure that integrated scanning systems, using nonintrusive imaging equip-
ment and radiation detection equipment, are fully deployed to scan all containers
before their arrival in the United States as soon as possible, but not before DHS
determines that such systems meet a number of criteria. The SAFE Port Act ad-
dresses a number of the issues we have previously identified, but our work suggests
that CBP may face continued challenges going forward. These challenges include:

o Ensuring sufficient staff are available for targeting. Although CBP’s
goal is to target all U.S. bound containers at CSI seaports before they depart
for the United States, we previously reported that it has not been able to place
enough staff at some CSI ports to do so.3! Since then, CBP has provided addi-
tional support to deployed CSI staff by using staff in the United States (at the
National Targeting Center) to screen containers for various risk factors and po-
tential inspection.

e Developing an international consensus on technical requirements.
There are no internationally recognized minimum technical requirements for
the detection capability of nonintrusive inspection equipment used to scan con-
tainers. Consequently, host nations at CSI seaports use various types of non-
intrusive inspection equipment and the detection capabilities of such equipment
can vary. Because the inspection a container receives at a CSI seaport could be
its only scan before entering the United States, it is important that the detec-
tion equipment used meets minimum technical requirements to provide some
level of assurance that the presence of WMDs can be detected.

¢ Ensuring that designated high-risk containers are inspected. We also
found that some containers designated as high risk did not receive an inspection
at the CSI seaport. Containers designated as high risk by CSI teams that are
not inspected overseas (for a variety of reasons) are supposed to be referred for
inspection upon arrival at the U.S. destination port. However, CBP officials
noted that between July and September 2004, only about 93 percent of ship-
ments referred for domestic inspection were inspected at a U.S. seaport. Accord-
ing to CBP, it is working on improvements in its ability to track such containers
to assure that they are inspected.

DOE Has Made Progress with Megaports Program

Another component in the efforts to prevent terrorists from smuggling weapons
of mass destruction in cargo containers from overseas locations is the Megaports Ini-
tiative, initiated by the Department of Energy’s (DOE) National Nuclear Security
Administration in 2003. The goal of this initiative is to enable foreign government
personnel at key seaports to use radiation detection equipment to screen shipping
containers entering and leaving these ports, regardless of the containers? destina-
tion, for nuclear and other radioactive material that could be used against the
United States or its allies. DOE installs radiation detection equipment, such as radi-
ation portal monitors and handheld radioactive isotope identification devices, at for-
eign seaports that is then operated by foreign government officials and port per-
sonnel working at these ports.

30See GAO, Container Security: A Flexible Staffing Model and Minimum Equipment Require-
ments Would Improve Overseas Targeting and Inspection Efforts, GAO-05-557, (Washington,
D.C.: Apr. 26, 2005).

31 GAO-05-557.
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Through April 2007, DOE had completed installations of radiation detection
equipment at nine ports: Freeport, Bahamas; Piraeus, Greece; Puerto Cortes, Hon-
duras; Rotterdam, the Netherlands; Port Qasim, Pakistan; Manila, the Philippines;
Port of Singapore; Algeciras, Spain; and Colombo, Sri Lanka. Additionally, DOE has
signed agreements to begin work and is in various stages of implementation at ports
in 15 other countries: Belgium, Columbia, China, the Dominican Republic, Egypt,
Israel, Jamaica, Mexico, Oman, Panama, South Korea, Taiwan, Thailand, the
United Arab Emirates, and the United Kingdom. Further, in an effort to expand co-
operation, DOE is engaged in negotiations with approximately 20 additional coun-
tries in Europe, Asia, the Middle East, and South America.

When we reported on this program in March 2005, DOE had made limited
progress in gaining agreements to install radiation detection equipment at the high-
est priority seaports.32 At that time, DOE had completed work at only two ports and
signed agreements to initiate work at five other ports. We also noted that DOE’s
cost projections for the program were uncertain, in part because they were based
on DOE’s $15 million estimate for the average cost per port. This per port cost esti-
mate may not be accurate because it was based primarily on DOE’s radiation detec-
tion assistance work at Russian land borders, airports, and seaports and did not ac-
count for the fact that the costs of installing equipment at individual ports vary and
are influenced by factors such as a port’s size, its physical layout, and existing infra-
structure. Since our review, DOE has developed a strategic plan for the Megaports
Initiative and is in the process of revising its per port cost estimate.

As DOE continues to implement its Megaports Initiative, it faces several oper-
ational and technical challenges specific to installing and maintaining radiation de-
tection equipment at foreign ports. These challenges include:

e Ensuring the ability to detect radioactive material. Certain factors can
affect the general capability of radiation detection equipment to detect nuclear
material. For example, some nuclear materials can be shielded with lead or
other dense materials to prevent radiation from being detected. In addition, one
of the materials of greatest proliferation concern, highly enriched uranium, is
difficult to detect because of its relatively low level of radioactivity.

e Overcoming the physical layout of ports. In its effort to screen cargo con-
tainers at foreign ports for radioactive and nuclear materials, DOE faces tech-
nical challenges related to these ports’ physical layouts and cargo stacking con-
figurations. To address a part of these challenges at some ports, DOE is testing
at Freeport, Bahamas, a device used to transport cargo containers between port
locations—known as a straddle carrier—that is outfitted with radiation detec-
tion equipment.

¢ Sustaining equipment in port environments. Additionally, environmental
conditions specific to ports, such as the existence of high winds and sea spray,
can affect the radiation detection equipment’s performance and long-term sus-
tainability. To minimize the effects of these conditions, DOE has used steel
plates to stabilize radiation portal monitors placed in areas with high winds,
such as in Rotterdam, and is currently evaluating approaches to combat the cor-
rosive effects of sea spray on radiation detection equipment.

Secure Freight Initiative Only Recently Announced

In another provision related to container security and the work to address WMD
and related risks, the SAFE Port Act specified that new integrated scanning sys-
tems that couple nonintrusive imaging equipment and radiation detection equip-
ment must be pilot tested at three international seaports. It also required that, once
fully implemented, the pilot integrated scanning system scan 100 percent of con-
tainers destined for the United States that are loaded at such ports. To fulfill these
requirements, DHS and DOE jointly announced the formation of a pilot program
called the Secure Freight Initiative (SFI) in December 2006, as an effort to build
upon existing port security measures by enhancing the U.S. government’s ability to
scan containers for nuclear and radiological materials overseas and better assess the
risk of inbound containers. In essence, SFI builds upon the CSI and Megaports pro-
grams.

According to agency officials, the initial phase of the initiative will involve the de-
ployment of a combination of existing container scanning technology—such as x-ray
and gamma ray scanners used by host nations at CSI ports to locate high density
objects that could be used to shield nuclear materials, inside containers—and radi-
ation detection equipment. The ports chosen to receive this integrated technology

32For additional information, see GAO, Preventing Nuclear Smuggling: DOE Has Made Lim-
ited Progress in Installing Radiation Detection Equipment at Highest Priority Foreign Seaports,
GAO-05-375 (Washington, D.C.: Mar. 31, 2005).
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are: Port Qasim in Pakistan; Puerto Cortes in Honduras; and Southampton in the
United Kingdom. Three other ports located in Singapore, the Republic of Korea, and
Oman will receive more limited deployment of these technologies as part of the pilot
program. According to DHS, containers from these ports will be scanned for radi-
ation and other risk factors before they are allowed to depart for the United States.
If the scanning systems indicate that there is a concern, both CSI personnel and
host country officials will simultaneously receive an alert and the specific container
will be inspected before that container continues to the United States. The deter-
mination about what containers are inspected will be made by CBP officials, either
on the scene locally or at CBP’s National Targeting Center.

We have not yet reviewed the efforts made under SFI. However, in carrying it
out, the agencies may likely have to deal with the challenges previously identified
for the CSI and Megaports programs. Per the SAFE Port Act, DHS is to report by
April 2008 on, among other things, the lessons learned from the SFI pilot ports and
the need for and the feasibility of expanding the system to other CSI ports, and
every 6 months thereafter, DHS is to report on the status of full-scale deployment
of the integrated scanning systems to scan all containers bound for the United
States before their arrival.

C-TPAT Maturing, but Validation and Other Management Challenges Remain C—
TPAT, initiated in November 2001, is designed to complement other container secu-
rity programs as part of a layered security strategy. C-TPAT is a voluntary program
that enables CBP officials to work in partnership with private companies to review
the security of their international supply chains and improve the security of their
shipments to the United States. In return for committing to improving the security
of their shipments by joining the program, C-TPAT members receive benefits that
result in reduced scrutiny of their shipments, such as a reduced number of inspec-
tions or shorter wait times for their shipments. Since C-TPAT’s inception, CBP has
certified 6,375 companies, and as of March 2007, it had validated the security of
3,950 of them (61.9 percent).

CBP initially set a goal of validating all companies within their first 3 years as
C-TPAT members, but the program’s rapid growth in membership made the goal
unachievable. CBP then moved to a risk-based approach to selecting members for
validation, considering factors such as the company having foreign supply chain op-
erations in a known terrorist area or involving multiple foreign suppliers. CBP fur-
ther modified its approach to selecting companies for validation to achieve greater
efficiency by conducting “blitz” operations to validate foreign elements of multiple
members’ supply chains in a single trip. Blitz operations focus on factors such as
C-TPAT members within a certain industry, supply chains within a certain geo-
graphic area or foreign suppliers to multiple C-TPAT members. Risks remain a con-
sideration, according to CBP, but the blitz strategy drives the decision of when a
member company will be validated.

In our previous work, we raised a number of concerns about the overall manage-
ment of the program and the effectiveness of the validation process.33 We found that
CBP had not established key internal controls necessary to manage the programs.
Since that time, CBP has worked to develop a strategic plan, a human capital strat-
egy, and performance measures. We also found that validations lacked sufficient
rigor to meet C-TPAT stated purpose of the validations—to ensure that members’
security measures are reliable, accurate and effective. Since that time, CBP has de-
veloped new validation tools, and we have ongoing work to assess what progress is
being made.

The SAFE Port Act formalized C-TPAT into law. In addition, it included a new
goal that CBP validate C-TPAT members’ security measures and supply chain secu-
rity practices within 1 year of their certification and revalidate those members no
less than once in every 4 years. CBP faces several challenges in addressing this re-
quilre(rinent and dealing with the concerns we previously identified. These challenges
include:

e Conducting validations within 1 year. The goal of completing validations
within a year of members’ certification is a challenge. While CBP has belatedly
reached some of its earlier staffing goals, consistent membership growth has led
to a steady backlog of validation requirements.

e Ensuring sound validations. CBP’s standard for validations—to ensure
that members’ security measures are reliable, accurate and effective—is hard to

33See GAO, Cargo Security: Partnership Program Grants Importers Reduced Scrutiny with
Limited Assurance of Improved Security, GAO-05-404 (Washington, D.C.: March 2005); and
Container Security: Expansion of Key Customs Programs Will Require Greater Attention to Crit-
ical Success Factors, GAO-03-770 (Washington, D.C.: July 2003).
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achieve. Since C-TPAT is a voluntary rather than a mandatory program, there
are limits on how intrusive CBP can be in its validations. Further, CBP lacks
jurisdiction over foreign companies operating outside the United States in a
member’s foreign supply chain; therefore its ability to review the complete sup-
ply chain of a member is questionable.

e Measuring outcomes and results. Challenges developing C-TPAT outcome-
based performance measures persist because of difficulty measuring deterrent
effect. CBP has contracted with the University of Virginia for help in developing
useful measures.

DHS’s Emphasis on Security Issues Has Contributed to Diminished Atten-
tion on Customs Revenue Functions

While DHS’s priority mission since its inception has been homeland security, var-
ious DHS components have other nonsecurity functions. CBP, which is responsible
for border security, also collects customs duties and other revenues. In forming
DHS, there was concern that moving the customs revenue functions from Treasury
into the new CBP would diminish attention given to these functions. In recognition
of that concern, Congress required the newly created DHS not reduce the number
of staff in key positions related to customs revenue functions.3¢ CBP is the second
largest revenue generator for the U.S. government, collecting nearly $30 billion in
customs revenue in fiscal year 2006. The SAFE Port Act required us to study the
extent to which CBP had been able to carry out its customs revenue functions. We
recently completed this study,35 in which we found three key weaknesses related to
CBP’s performance of customs revenue functions: (1) CBP failed to maintain the leg-
islatively mandated staffing levels for performing customs revenue functions, (2)
CBP lacks a strategic workforce plan to help ensure it has a sufficient number of
staff with the necessary skills and competencies to effectively perform customs rev-
enue functions, and (3) CBP does not publicly report on its performance of customs
revenue functions, which would help ensure accountability.

Although Improving, CBP Failed to Maintain Mandated Staffing Levels for
Customs Revenue Positions

Staff resources contributing to customs revenue functions generally declined since
the formation of DHS in March 2003, in part due to department priorities focused
on homeland security and recruiting and retention problems for some positions. As
shown in figure 1, since September 2003, CBP has not maintained the mandated
number of staff in each of the nine designated customs revenue positions, although
recent efforts by CBP increased the number of staff to the mandated levels in most
of these positions as of December 2006. For example, the number of Import Special-
ists on board dropped from 984 in March 2003 to a low of 892 in March 2006, and
grew to 1,000 in December 2006. CBP was below the mandated staff levels for three
customs revenue positions as of December 2006, ranging from 2 to 34 positions
below the baseline. Recently, CBP took several steps such as opening job announce-
ments and closely monitoring its customs revenue staffing levels to increase the
number of customs revenue staff by more than 130 to 2,273.36

34The Homeland Security Act of 2002 (Pub. L. No. 107-296, Sec. 412, 116 Stat. 2135, 2179)
required DHS to maintain a least the March 2003 number of staff in each of nine specific cus-
toms revenue positions and their associated support positions. The nine designated customs rev-
enue positions are Import Specialists, Fines and Penalties Specialists, attorneys of the Office
of Regulations and Rulings, Customs (Regulatory) Auditors, International Trade Specialists, and
Financial Systems Specialists. When DHS was formed in March 2003, it employed 2,263 people
in customs revenue positions and 1,006 additional associated support staff.

35GAO, Customs Revenue: Customs and Border Protection Needs to Improve Workforce Plan-
ning and Accountability, GAO-07-529 (Washington, D.C.: Apr. 12, 2007).

36 See appendix I for more information on staff levels over time. 121The number of support
staff—which includes a variety of management, technical, and administrative support posi-
tions—associated with the customs revenue positions has also declined overall, and the declines
for some positions have been substantial. For example, the Import Specialist position lost 94
of its 407 mandated level for support staff. As shown in figure 2, CBP has maintained the man-
dated support staff levels for few of the customs revenue positions, with six of eight positions
being below the mandated level in September 2006.
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Figure 2: Number of Customs Revenue Positions for Which CBP Has Maintained
Mandated Associated Support Staffing Levels
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Lastly, other positions within DHS such as CBP Officers, Immigration and Cus-
toms Enforcement (ICE) Investigators, and Office of Inspector General (OIG) Audi-
tors contribute to performing or improving customs revenue functions, but their con-
tributions have declined over time. For example, before the formation of DHS, there
were about 65 Treasury OIG Auditors focused on customs issues. Since the forma-
tion of DHS, the DHS OIG has prioritized audits in other areas such as homeland
security and, more recently, disaster assistance, and the number of Auditors focus-
ing on customs issues declined to 15 as of February 2007. Because of other prior-
ities, DHS OIG Auditors have not conducted any assessments of high-risk areas
within customs revenue functions and have not done any performance audits fo-
cused on improving these functions.

CBP Lacks a Strategic Workforce Plan, but Some Steps Taken to Improve
Its Human Capital Management as It Faces Key Challenges

CBP lacks a strategic workforce plan to guide its efforts to perform customs rev-
enue functions but has taken some recent steps to improve its human capital man-
agement amid external and internal challenges. CBP has not performed an assess-
ment to determine the critical workforce skills and competencies needed to perform
customs revenue functions. In addition, CBP has not yet determined how many staff
it needs in customs revenue positions, their associated support positions, and other
positions that contribute to the protection of customs revenue. Further, CBP has not
developed a strategic workforce plan to inform and guide its human capital efforts
to perform its current and emerging customs revenue functions. CBP has recently
taken some steps to improve staffing for customs revenue functions, but gaps exist
in these efforts. CBP has proposed revising the roles and responsibilities for Import
Specialists and is working to develop legislatively mandated resource allocation
models to determine ideal staffing levels for performing various agency functions.
For example, the SAFE Port Act requires CBP to determine optimal staffing levels
required to carry out CBP’s commercial operations. According to CBP, this model,
which is due in June 2007, will suggest the ideal staffing level for the customs rev-
enue positions as well as some other trade-related positions. However, the resource
allocation models being developed will not assess the deployment of customs rev-
enue staff across the more than 300 individual ports—an important consideration
since about 75 percent of customs revenue staff work at ports of entry.

Additionally, external and internal challenges heighten the importance of such
strategic workforce planning. First, the workload for some customs revenue posi-
tions has increased. For example, the growing number of free trade agreements has
had a pronounced effect on some customs revenue positions, including attorneys in
CBP’s Office of Regulations and Rulings who participate in every phase of the nego-
tiation and implementation of the free trade agreements—from participating in ne-
gotiating sessions through issuing binding rulings regarding the proper interpreta-
tion of the CBP regulations implementing the agreement. In addition, some customs
revenue positions have seen an expansion of revenue-related as well as nonrevenue-
related responsibilities. For instance, with the formation of DHS, the Fines, Pen-
alties, and Forfeitures Specialists from the former Customs Service became respon-
sible for administering fines and penalties for violations of immigration and agri-
culture laws in addition to their existing responsibilities related to customs law.
Also, staff in some customs revenue positions told us they have been assigned work
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that is unrelated to customs revenue functions. For example, one port has not had
a Secretary/Receptionist position for 5 years. As a result, that function was given
to Import Specialists on a rotational basis.

CBP’s Public Reporting Does Not Ensure Accountability for Customs Rev-
enue Functions

Despite being the second largest revenue generator for the U.S. government, CBP
does not publicly report on its performance of customs revenue functions in its an-
nual plans and performance reports, thus failing to help ensure accountability. We
have previously found that good management practices dictate linking performance
measures to strategic goals and objectives in an effort to improve performance and
accountability. Good management practices also suggest publicly reporting this in-
formation so that Congress can make informed decisions and so that taxpayers have
a better understanding of what the government is providing in return for their tax
dollars, or in this case, how well it is collecting customs revenue. CBP’s strategic
planning documents recognize the importance of customs revenue protection by es-
tablishing it as a strategic objective and identifying a revenue-related performance
measure. However, we found that CBP does not use this measure or publicly report
on results related to its customs revenue functions in its annual plans and Perform-
ance and Accountability Reports, the official documents agencies issue to Congress
and the public to report program performance. According to a CBP official, CBP
does not report on customs revenue functions in its Performance and Accountability
Reports because these functions do not directly address its long-term goal of facili-
tating trade.

In our recent report, we made three recommendations. We recommended that the
CBP Commissioner develop a strategic workforce plan and work with the Office of
Management and Budget to establish and report on performance measures related
to customs revenue functions in its Performance and Accountability Reports. We
also recommended that the DHS Inspector General should identify areas of high
risk related to customs revenue functions. The department concurred with our rec-
ommendation to develop a strategic workforce plan and partially concurred with our
recommendation to establish and report on specific customs revenue performance
measures and agreed to take action to implement these recommendations by March
31, 2008. The DHS Inspector General also concurred with our recommendation and
agreed to take action to implement it by September 30, 2007.

Concluding Observations

MTSA established a maritime security framework that the Coast Guard imple-
mented with area maritime security committees, area maritime security plans, and
exercises to test the plans. In addition, various agencies showed initiative in estab-
lishing other programs related to maritime security—such as the Coast Guard, DOD
and DOJ establishing interagency operations centers; CBP implementing CSI and
C-TPAT; and DOE establishing the Megaports Inititive. In some cases, agencies
have struggled to implement programs required by MTSA or other legislation—such
as TSA delays with the TWIC program and CBP not meeting required staffing lev-
els for customs revenue functions. The SAFE Port Act further defined and strength-
ened this maritime security framework—and created additional requirements for
agencies at a time when their programs are still maturing. We have reviewed many
of the MTSA and SAFE Port Act related programs and made recommendations to
develop strategic plans, better plan their use of human capital, establish perform-
ance measures, and otherwise improve the operations of these programs. In general,
these agencies have concurred with our recommendations and are making progress
implementing them. We will continue to monitor these programs and provide Con-
gress with oversight and insight into maritime security.

Madam Chairwoman and Members of the Subcommittee, this completes my pre-
pared statement. I will be happy to respond to any questions that you or other
Members of the Subcommittee have at this time.

For Information about this testimony go to caldwells@gao.gov.

Ms. SANCHEZ. Thank you, Mr. Caldwell.

Now I will give myself some time in order to ask my questions,
and then we will move on to the ranking member.

Let’s see, to the TWIC lady, do I have anything for you?

[Laughter.]

Welcome, by the way.

VerDate Nov 24 2008  13:52 Jun 18,2009 Jkt 000000 PO 00000 Frm 00052 Fmt6633 Sfmt6601 H:\DOCS\110-HRGS\110-31\48906.TXT HSEC PsN: DIANE



49

According to the SAFE Port Act, TSA is supposed to begin the
TWIC at the top 10 ports. Can you provide us with the names of
those ports? And how did you select those ports?

Ms. FANGUY. We have actually just recently published the list of
the 130 initial list of fixed-enrollment sites, so those are the dif-
ferent ports. We are still working with our program to finalize the
deployment plan. At this time, we are working through the testing
of the overall TWIC program.

So, again, as I said in my opening statement, we want to make
sure that we get the program right. We are still planning on start-
ing at Wilmington. That has been our plan. We continue to have
that as our plan. After we field test our processes in Wilmington,
we will be progressing out throughout the nation at the rest of the
129 ports.

Ms. SANCHEZ. Last week we heard that—well, before last week,
when we had that briefing, some of our staff was talking to some
of the Homeland staff about when we would meet that deadline,
because it is set for July 1. We were told that it might be until Sep-
tember. Then last week we heard you were trying to meet that July
1 deadline.

What do you think is happening over there? Because you really
haven’t even picked the 10 ports. You can’t tell them to me today.
I know what you just told me. I have it in front of me, but that
doesn’t really answer my question.

Ms. FANGUY. Sure. Again, we are continuing to test the TWIC
program. We want to make sure that on the five key areas I talked
about that we absolutely get those pieces right. We need to make
sure that the data for TWIC applicants is processed correctly
through all five of those key components. And that when they work
together, that they tie the security threat assessment data to the
right individual. Then when that credential is used at a port facil-
ity, that again it can be used to tie the information back to that
individual.

Again, we want to get it right so that we don’t impact commerce
and we don’t impact people’s livelihoods.

Ms. SANCHEZ. I understand that answer, but that is not the an-
swer to the question that I asked.

Ms. FANGUY. We are continuing to try to move the program out
as aggressively as possible, while very much focusing on program
integrity.

Ms. SANCHEZ. So does that mean July 1 or not?

Ms. FaNnGUY. We are very focused on the July 1 deadline, but
again, we want to definitely focus on program integrity to make
sure that we get the program right the first time.

(li\/Is.?SANCHEZ. And how about the top 10 ports? Can you list them
today?

Ms. FANGUY. I cannot list them for you today.

Ms. SANCHEZ. Okay. Can you give us some information on how
TSA selected Lockheed as the prime contractor? It is also my un-
derstanding that there is at least one company that protested the
decision. How is that going to impact our timeline in trying to get
this done?

Ms. FANGUY. Sure. Let me address the second part first. I am ac-
tually very pleased to announce that the company that had pro-
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tested the TWIC award worked through the Federal Aviation Ad-
ministration’s Office of Dispute Resolution for Acquisitions, and
that protest has now been resolved. So we are very pleased about
that, so that should not impact Lockheed Martin’s overall timeline.

In terms of the Lockheed Martin selection, when we set about
putting together the RFP for the TWIC program, we were looking
at two key factors. The first is to make sure that we had a com-
pany that has the appropriate skills and resources to manage a
technology system of the scale and complexity of the TWIC pro-
gram. So again, we were looking for a technology that had the right
resources there.

The other piece of it, of course, is the deployment. That is abso-
lutely critical to the TWIC program. So we were looking for a com-
pany that had a flexible approach to rolling out the program; a
company that would actually have the resources to be able to go
out at the minimum of 130 locations, but essentially have the flexi-
bility to offer more flexible options to make things more convenient
for our port workers.

So Lockheed Martin had a very flexible plan. They are going to
be going to those 130 locations. They have a flexible contract struc-
ture so that we can add additional locations if appropriate. And
then they will also be doing mobile enrollment. So those are some
of the things that we looked at, and we really liked their proposal
and we are very excited to work with them as we move forward in
the TWIC program.

Ms. SANCHEZ. Do they know the top 10 ports?

Ms. FanGuy. They are working at our direction on the top 10
ports.

Ms. SANCHEZ. Okay.

One quick question for the admiral, and then I have one for Mr.
Ahern. I have a lot for you, but I am going to let the rest of my
colleagues go for a moment.

On long-range vessel tracking, you said we have all the data, but
there is a problem in how we manipulate it, get it together, and
have access to the right people for it. Does that mean that the
Coast Guard’s people in the field are unable to access on the infor-
mation that they need to do their job?

Admiral BoNE. Madam Chairwoman, the reality is we know ex-
actly where vessels are, and we actually do work, again, inter-
agency, both within DHS, but also in the intelligence committee
and other sources to gather information on it. What is important,
though, is how you collectively respond and do that in the most
timely manner, and fuse that information so that you put the re-
sources to it in a timely manner and most effective manner.

We know we can make improvements in that area. We also can
make improvements in the way we communicate with the maritime
industry what our intent is going to be, when we are going to take
action with a vessel and the basis for it, and basically taking infor-
mation that may even be coming in in a classified manner, and
moving it into a law enforcement-sensitive so that we can commu-
nicate and set expectations.

The marine industry quite often is concerned about predictability
and timing issues, and the costs associated with delays. I think as
we improve our processes and improve our capabilities with the fu-
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sion of that information and communication, we will be better able
to use our shared interagency resources and set expectations for
the marine industry.

Ms. SANCHEZ. How are you currently using the Maritime Infor-
mation Service of North America? And could that help the process?
Is there no overlap there? What is going on with that?

Admiral BoONE. We actually procure data from a variety of
sources, including MISNA. In fact, in areas where there are gaps
of information or there are gaps related into our sensor technology,
or whether it is the best return on investment to the government
to use those services, we will acquire those services. That is an ex-
ample.

I would offer that those services also, whether or not they are
purchased, are extremely useful and have proven useful in re-
sponses to incidents in order to control and manage traffic in areas
where there are no vessel traffic systems in place, and even in
places where there are vessel traffic systems, to communicate to
the industry as well as communicate across the government sectors
in some of the hard-to-reach places such as Alaska and the North-
west.

I think we need to figure out how to best use all the marine ex-
changes, both in prevention, but I can tell you both in response and
recovery and even continuity of operations. I know the Port of
L.A-L.B. is about to undertake an exercise looking at continuity
of operations following a significant event. I think the Marine Ex-
changes provide an essential service in that operation as well.

Ms. SANCHEZ. Thank you, Admiral.

Mr. Ahern, I have a question about the empty container pilot, be-
cause my main concern when we were envisioning this was, being
from the West ports, all the empties that arrive to the port and
then sit around. Which government agency has the information on
how many empties sit at particular ports?

Mr. AHERN. I can tell you as far as the universe of empty con-
tainers that come into the country internationally from abroad,
there are 461,650. That would be an international responsibility
that we would have within Customs and Border Protection.

Ms. SANCHEZ. But those are ones that are coming in.

Mr. AHERN. That would be correct.

Ms. SANCHEZ. What about ones that are coming from areas, say,
they brought something in from China and now they have put
them at the Wal-Mart in the middle of the country or whatever;
and now we have to get that container back on that ship and it is
going to go empty. Does anybody keep numbers on where those
empties are at any time?

Mr. AHERN. Those would basically be in the custody and control
of the carrier at that point in time, or if they are subletting those
out to individuals. But the universe we are responsible for are the
international arrivals that come from foreign ports, and that is that
461,000 universe.

Ms. SANCHEZ. Do you have any idea how long empty containers
that are delivered from land-side to the ports sit around?

Mr. AHERN. I don’t have any data on that.
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Ms. SANCHEZ. Can you tell me what you think is the mean or
what did it look like, or is there a program to look at these empty
containers when they come from land-side?

Mr. AHERN. That would not be something that we are looking at
within Customs and Border Protection. I would tell you some of the
things that we are doing, and what our part of the SAFE Port Act
requirements that we are looking at as part of the pilot if you
would like.

Ms. SANCHEZ. Thank you.

To my ranking member, Mr. Souder.

Mr. SOUDER. I don’t want you to get offended if I don’t ask lots
of questions to each one of you, because I have so many I can’t pos-
sibly cover them.

The last round of questioning sounded like the entry/exit on the
border with humans, and it is something we are going to need to
look at because it is a potential vulnerability. Just out of curiosity,
is anybody watching it?

I am not familiar enough with this TWIC port targeting. Why is
it hard to say the 10 that you are going to? I missed it. Why can’t
you just say these are the 10. Wouldn’t they be the 10 largest?

Ms. FANGUY. In terms of the overall deployment plan, we are
starting at Wilmington. They were one of our prototypes since they
know the program pretty well, and we have been working very
closely with them to prepare for the start of TWIC enrollment.

In terms of the remaining ports, what we are looking at is port
criticality, size of ports, but then we are also looking at the overall
deployment approach and taking industry best practices to make
sure that we don’t want to start at the very largest ports first be-
cause potentially it could negatively impact commerce there.

So what we are going to do is have a mix of large and small ports
as we go out across the nation. That is going to allow us to field
test the overall processes.

So we are going to front-load the most critical ports in our overall
deployment plan, but when we do put out our deployment plan, you
are going to see a mix, again, of smaller and larger ports as we fan
out across the nation.

Mr. SOUDER. I kind of understand that, but not completely, be-
cause Wilmington is supposed to be the test, and what you are tell-
ing me is that you are not confident enough in the test to have it
be at the largest and most critical ports because it could foul up
commerce, but that was supposed to be resolved in a test.

Let me ask each of our government witnesses, Admiral and Mr.
Ahern and Ms. Fanguy, do you agree with Mr. Caldwell that you
have had an expansion of tasks and resources haven’t matched?

Admiral BoONE. Congressman, this is a situation where, how
much risk do you want to buy down? How much vulnerability do
you want to close? As you identified, there are things that you can
do, and one of our biggest jobs every day is to take the govern-
ment’s dollars and the taxpayer’s dollars, I should say, and make
the best use of it.

I can tell you that surely if you gave the Coast Guard, TSA or
Customs and Border Protection more funding and resources, we
could close more vulnerabilities and reduce the risk to the public,
more so than we will be able to today.
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Mr. SOUDER. Thank you. That was a great answer on the con-
fines of what government witnesses have.

Mr. Ahern?

Mr. AHERN. Would it surprise you if I stay within those same
confines?

[Laughter.]

I would first want to begin by thanking this Congress for pro-
viding what we did receive in fiscal year 2007. We received a plus-
up of around 556 positions, principally dedicated for our seaports
and principally to use for the radiation portal monitors and the
large-scale X-ray systems we have deployed over the last 2 and 3
years.

One of the things as you deploy technology, oftentimes we don’t
forecast quickly enough or have the opportunity to get the commen-
surate level of resources it takes to man and follow up on alarms,
anomalies and things of that nature that comes with the tech-
nology. For instance, for the radiation portal monitors, since we de-
ployed close to 1,000 RPMs now at our northern and southern bor-
ders in a maritime environment, we have run over 151 million
transactions through those RPMs.

That is great for the security of the country, and we will continue
to do that, but the resolution of those alarms has been to the tune
of over 800,000 alarms that we have had to resolve, thereby con-
suming a lot of resources to do that. So we are very pleased to re-
ceive the resources we did get this year. As we continue to deploy,
we need to make sure that as we are modeling not only the needs
for technology, but also what it takes in resources to run those.

Mr. SOUDER. Ms. Fanguy, let me make yours even more specific.
If you had more resources, would you be closer to making the dead-
line goals?

Ms. FANGUY. In terms of this, this is one of those cases where
again on technology, you want to make sure that you go through
it, and it takes a certain amount of time.

So again, it takes 9 months to make a baby, which is very close
to my mind because I just had a baby. So this is one of those things
where we want to get this right. We want to make sure that the
technology has been fully tested before we put it out there in the
port environment.

Mr. SOUDER. So it is not a financial constraint that has restricted
your testing? In other words, if we doubled your money would you
get it into the experimental ports faster?

Ms. FANGUY. You could certainly do lots and lots of tests and lots
and lots of testing. With more money, you can do lots of tests. But
in terms of getting it out there, we are looking at more overall
entry and exit criteria as we go through the phases of testing. So
what I mean by that is we lay out objective criteria when we start
a phase of testing, and we lay out the exit criteria. So we say, these
are the types of errors that we cannot have as we come out of the
tests.

So as an example, it is absolutely unacceptable not to have the
security threat assessment go to all of the different vetting sources
that we need it to go to. That has to be met. So that is what we
are looking at in terms of the overall testing program. Again, we
want to make sure that we get it right.
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Mr. SOUDER. It is a fundamental question, because I have many
of these electronics companies in my area who are actually working
with Homeland Security on some of these IDs. And obviously the
more places you test and the more tests you have, the more you
find out what is working and not working. It becomes tough to
make deadlines if we haven’t put adequate funds in to getting all
that process through.

Let me ask Mr. Ahern another question along the same lines. Do
you feel pretty comfortable that in our risk-based container check-
ing of known shippers, containers that seem to be at risk, anoma-
lies, that we are in effect getting 100 percent screening of the high-
est risk, along with a high-percent at random to double check that?

Mr. AHERN. I am very comfortable with the layered strategy that
we do have, but I would submit that what we need to do is con-
tinue to build upon the current layers we have. One of the things
I spoke about that also is a requirement under the SAFE Port Act
is getting additional information that we can then run through our
targeting mechanism, the automated targeting system. We are in
the process of doing that.

We have been working exhaustively with stakeholders, the trade,
and the carrier community, to try to get 10 data elements, plus two
additional. And to the chairwoman’s question on the empty con-
tainers, one of the things that we will be looking for is being re-
ferred to as “10 plus 2,” it is ten data elements additional that we
are going to get deeper into the supply chain for being able to vali-
date the information.

But also, one of the two elements will be container status mes-
sages, which will be provided to us so that we actually can be able
to track and monitor the container movements when they are com-
ing in and out of gates globally. So that will give us some visibility
as far as just to be able to pinpoint and track a lot of these con-
tainers going forward. But we will be in the rulemaking process on
that coming up in the next few weeks, and we will go forward with
the public comment period.

Mr. SOUDER. One of my concerns is that I have seen, for exam-
ple, Long Beach-Los Angeles is our biggest port. Over the number
of years that I have been in Congress going several times before
9/11 and since, is steady improvement in perimeter security, I
think 100 percent radiological screening there. And we have certain
basic general improvements.

But that 100 percent container screening, when we are already
resource-challenged, when we still don’t have clear resolutions to
chem-bio screening and need tremendous resources there, where
the locks on the containers are still a question. The containers com-
ing back in is a question; getting adequate screening so we don’t
have penetration into the people who are working at the places.

It seems to me that on the container side, we are ramping up,
but if we are not careful, we are going to have a limited resource
switching to something that is low risk, and take it from high risk,
not to mention from narcotics. And that was partly some of my
questioning, because this is difficult, where even if we increase the
resources substantially, the combination of the missions and the
things where we still have vulnerabilities are huge.
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One last thing, and this was one of the most amazing things that
I have seen. I have seen at the ports the different testing, but I
was up at the Soo border, the Michigan-Soo-Canada, and was in
the little station. And the person comes through and a little radi-
ation beep went off. I thought I am either dead or I don’t know
what is going on here. But the beeper went off, and obviously they
had seen this before because they asked the person, “Did you just
have an operation?” And he said, “Why? Did something go off in
there?” They said, “You need to get to secondary immediately.”

They got him out of his vehicle, tested the vehicle—no radiation.
They put the radiation monitor on him, and not only did it identify
it, because he said “I had an operation 10 days ago.” It said the
date and it said the name of the form of volume and the amount
in him. And he said both as they first pulled him over, and there
he said, “I right now am more impressed with the United States
homeland security program than I have ever been in my life. I can’t
believe you identified that 10 days ago I had an operation, and I
have a little bit of radiation in my body.”

We have made improvements, and we just need to get, in many
of our opinions, accelerate that progress.

Mr. AHERN. I would like an opportunity to answer. I think it is
a great question and a great point.

Finishing on the last point first, I actually had that personal ex-
perience. I had had a thallium stress test about 2 years ago. I had
to go to Canada for a meeting and came back through the radiation
portal on primary. It was about 10 days after the stress test, and
the thallium isotope still did alert to me on primary as I walked
in. We resolved the issue, but I had a chance to actually red test
our own operation first hand.

But all that being said, to your point, I think there is a very good
discussion we need to have as a government, and certainly with
this Congress and this subcommittee as we move forward in the fu-
ture. We have had, as I stated in my short statement, a very well
thought-out layered strategy.

I don’t think we ever say that we are done and it is completed
and it is perfected, but I think certainly we need to continue to en-
hance the information we are getting. We need to continue to en-
hance our targeting capabilities through the automated targeting
system. We need to continue with the tests that we have put in
place in Honduras and also in Qasim, Pakistan and also for South-
ampton, meeting the requirements of the SAFE Port Act.

But also we need to make sure as far as that at some point in
time we make a value determination against the risk that is
present. Certainly, there are high consequences with the global
maritime supply chain. Where may be some other vulnerabilities
we need to focus our resources and attention as we go forward?

Ms. SANCHEZ. Thank you.

The chair will now recognize other members for questions they
may wish to ask the witnesses. In accordance with our committee
rules, I will recognize members who were present at the start of
the hearing based on seniority on the subcommittee, alternating
between the majority and the minority. Those members coming in
later will be recognized in the order of their arrival.
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We will go to the gentleman from Florida, Mr. Bilirakis, for 5
minutes.

Mr. BIiLIRAKIS. Thank you. I don’t know if I am a senior member,
but I will take it.

The Port of Tampa is one of the busiest. I recently spent a day
with Richard here who will testify on the second panel, and he said
that the greatest concern that the port has—and I discussed this
with you before the hearing, Ms. Fanguy—is the TWIC card, the
implementation of the TWIC card.

As you know, Florida has been a national leader, innovative, and
we implemented our card called the FUPAC card in 2003. It is very
similar to the TWIC card. As a matter of fact, I understand that
it is interchangeable with a few exceptions.

Of course, this is a big problem for us, for the whole state of Flor-
ida, not just the Port of Tampa. I can’t stress enough the impor-
tance of resolving the issues because we don’t need these duplica-
tive cards that accomplish the same purpose. It is very costly, very
costly for the port and the scanner. I understand the reader is
going to be very costly. I understand that the people that work at
the port have to pay for the card. It is just unnecessary and ineffi-
cient.

So is there any way we can solve this problem? Have you all
been working on this problem?

I would like to discuss this problem with you further. It is a big
concern of people in my district and the entire state of Florida.
Thank you.

Ms. FANGUY. Yes, that is a great question and very timely.

We have actually been working very closely with folks in your
state of Florida to hopefully come to resolution in terms of aligning
the two programs. In the past few months, we have been talking
with the Department of Drug Control, the Department of Law En-
forcement, and Highway and Safety in Florida to look at the two
programs, specifically looking at the types of security threat assess-
ments that the state and then the TWIC program would do to look
to see where there are differences.

In the conversations that we have had, I think both sides agree
that having one card is probably the right way to go, and definitely
it would help to avoid redundancies for both port workers, as well
as for businesses. So we are working on that and we hope to come
to resolution on that soon.

In terms of the technology aspects, in the initial conversations,
as you have mentioned, from a technology perspective there are
similarities and we are hoping that the readers can be leveraged
to actually read the TWIC cards when those are put out.

Mr. BILIRAKIS. As far as the top 10 list that they discussed ear-
lier, I understand the July 1 deadline, and it may be extended. Is
it possible that Florida can be excluded from that pilot program?

Ms. FANGUY. Do you mean in terms of that Florida would not be
one of the first?

Mr. BiLIRAKIS. Yes, on the TWIC card. Yes. Would you consider
that?

Ms. FANGUY. We can certainly look at the deployment program,
and we have been working very closely with the state of Florida to
look at the overall deployment plan, taking into account some of
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the aspects that they have. But again, we are trying to frontload
critical ports into the overall deployment plan, so we need to look
at all of those different aspects.

Mr. BILIRAKIS. I will be working with you closely. Do you envi-
sion somehow or some way in which to integrate Florida’s system
with the federal system?

Ms. FanGuy. The overall TWIC program in the conversations
that we have had with the folks who are working on FUPAC, the
conversations have been that the TWIC program would proceed. As
we have discussed, there is absolutely nothing to prevent the state
of Florida from doing additional checks or from having additional
credentials. But again, we are hoping that from an operational per-
spective and technology perspective, that the TWIC card can be in-
tegrated into the existing infrastructure that exists today in Flor-
ida.

Mr. BILIRAKIS. Can you tell me the differences between the fed-
eral TWIC card and Florida’s access card?

Ms. FanGuy. I would need to get back to you on the specific tech-
nology down to the bits and bytes level. They are similar, but not
the same kind of card. My understanding is that the Florida card
is based on similar technologies, but it is not 100 percent aligned
with the federal standards that we align with.

So when we started the TWIC phase four national deployment
program, we decided to align with the federal standards for creden-
tials and biometrics. Those were on a FIPS 201. Those are the cre-
dentials that ultimately all federal government employees will
have. So we are aligned with a nonproprietary standard that is put
out by NIST.

Mr. BILIRAKIS. Do you feel it is possible for the TWIC card, for
the Florida card to be modified to meet the TWIC standards and
requirements, federal standards?

Ms. FANGUY. I am not sure if I can speak specifically to that. I
thlci)ilk that would take some more analysis, but it is certainly pos-
sible.

Mr. BiLiraKiS. Okay, thank you very much.

Ms. SANCHEZ. Thank you. Thank you to the gentleman from
Florida.

I will now call on Mr. Green from Texas for 5 minutes.

Mr. GREEN. Thank you, Madam Chair. Notwithstanding the
chasm between us, it is an honor to be your ranking member today.

[Laughter.]

I thank the witnesses for providing us a great degree of jocu-
larity today. I would also like to thank all of the many persons who
have taken the time to be here. There is obviously a great amount
of intlelrest in this subject matter, and I thank you for being here
as well.

I have two issues that I would like to broach briefly. The first
has to do with the notion that many people are not aware that our
southern border includes St. John’s, St. Thomas, St. Croix and
Puerto Rico. When we think “southern border,” we tend to think
of that area between Mexico and the United States. These islands
are part of the southern border because of the ease with which per-
sons who are on the islands can board planes and come to the con-
tinental United States.
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As a result, we are obviously concerned about border security for
our southernmost border, if you will. There has been an increase
in traffic in the area of the waters around these borders from Cuba,
from Haiti, and other places as well. And because of this increasing
traffic, there has been a request made for a border patrol unit right
off the Virgin Islands or on the Virgin Islands. I believe this is sec-
tion 126 of the report that is due I think on May 18.

My question has to do with where are we in terms of establishing
the border patrol unit, because we do have one in Puerto Rico, and
I compliment our services for that one being there, but it appears
that the increase in traffic may merit additional consideration.

Before you respond, let me just thank each of you public servants
for the outstanding work that you do under very difficult cir-
cumstances. So would you kindly respond, the appropriate person?
My suspicion is that that will be Mr. Ahern.

Mr. AHERN. I would be happy to give you some answer.

I wouldn’t want to necessarily speak for Commissioner Basham
or Chief of the Border Patrol David Aguilar, because it is not with-
in my specific area of responsibility. But I do know as far as we
are working diligently on the report to meet the requirement. I
know you had an opportunity while you were down there, after see-
ing you in Honduras, the CODEL went on to the Virgin Islands
and had a tour there from both the Coast Guard’s and CBP’s per-
spective.

One of the things certainly within our closest sector is over in
Puerto Rico, as you point out. We are taking a look and assessing
the vulnerability in that area to find out what is the appropriate
deployment, and that will be in the report that we will meet the
deadline on.

Mr. GREEN. Just for additional edification before I go to my next
point, we met with a host of persons including the governor of one
of the islands. They were all very much convinced of the necessity
because of the increase in trafficking. We are talking about both
human and other trafficking, drugs, smuggling, whatever. They
were convinced that this is something that we should give some se-
rious consideration to. I thank you for your answer.

The final question has to do with the TWIC card. We do have
persons who are of modest means who may contend that afford-
ability is a factor. If affordability is a factor for someone, how will
we have a person who is a good worker, who wants to comply, but
who literally has affordability as a factor. I am told that this card
could cost as much as $137.25. If I have inaccurate information, I
beg that I be corrected.

Ms. FANGUY. Your information is correct on the standard TWIC
card, and there is a $32 discount if you hold a FAST card, if you
are a documented merchant mariner, or if you have a hazardous
materials endorsement. In terms of the overall cost of the TWIC
program, we have tried to be as frugal as possible as we project out
the overall costs of the program. So when we worked on the final
rule, we were very careful to look at the overall cost implications
of the program.

It does cost $137.25 up front, but it is a 5-year credential. So we
believe that when you look at it over the 5 years, the cost over the
5 years is lower when you look at it in that way.
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Mr. GREEN. Must all workers come on-line in a given sector at
the same time? Or do you have a provision that will allow a person
who cannot afford the cost today on a given date to have an exten-
sion of time? Is there some means by which you will try to accom-
modate persons who are of modest means?

Ms. FANGUY. As we roll out to the ports, as you know, we are
going to be rolling out in a phased-in approach. It is in a little bit
over a year period of time that we will be phasing in the program.
So we will work with port stakeholders, including labor groups, to
let people know where we are going ahead of time. We have infor-
mal as well as formal processes to do that, so we have government
personnel who go out to the various ports ahead of time, work with
port stakeholders, including labor, to let people know.

We also have advance teams from our contractor who will go out
and again meet with port stakeholders, and then of course in the
Federal Register, we will put out a notice announcing when we will
start enrollments. But the enrollment, let me stress, is going to be
over a phased period of time, so people will have an extended pe-
riod of time to both get their TWIC as well as plan to get their
TWIC.

Then in terms of compliance, that is actually something that the
Coast Guard is going to cover, but compliance is going to be phased
in based on captain of the port district. So although your port may
begin enrollment during a certain time, you will have plenty of
time before you have to get a TWIC, and will have notice, again,
in the Federal Register, as well as informal communications
through posters and working with stakeholders to let people know
well in advance before compliance begins.

Mr. GREEN. I thank you very much.

Madam Chair, thank you for your generosity with the time. I
yield back.

Ms. SANCHEZ. Ms. Jackson Lee, do you have any questions for
our panel?

Ms. JACKSON LEE. Thank you, Madam Chair.

Ms. SANCHEZ. Five minutes.

Ms. JACKSON LEE. Admiral and others, welcome very much to
what I consider to be a very important hearing. Obviously, I know
that your testimony was instructive and vital, and so I may be
gearing you toward questions already asked and answered.

We had a very productive delegation overview on some of the
ports over the spring recess. I got a chance to see some of the chal-
lenges as well.

My question with respect to your issues goes just directly to the
heart of funding resources. If we are looking back over 6 months—
and I ask this question all the time—do you have everything you
need for the next 6 months for this to be an effective program that
is not just a review of 6 months, but now has the legs to withstand
the challenges of increased tonnage, wider utilization, and certainly
more utilization of your services?

Admiral BONE. I sort of answered this before, but I can say spe-
cifically with regard to the entire SAFE Port Act, I mean, I can
give you areas such as integrated operations, joint operations cen-
ters, we will be building our budgets as these come on-line collec-
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tively in order to establish those joint operations centers where
they don’t currently exist.

Other examples are, as we have already received a certain
amount of resources to close vulnerabilities. As Mr. Ahern ad-
dressed earlier, we know there are other security vulnerabilities
beyond containerized cargo, such as small vessels. We are working
very closely collectively across DHS to close that gap and better ad-
dress maritime domain awareness.

So systems and sensors that will be able to identify who is mov-
ing where and why, and the ability to intercept, as well as im-
proved capabilities in screening technologies, and some of these
Centers of Excellence that are coming forward in order to improve
maritime domain awareness that Congressman Green addressed,
will be built into our funding requests. Hopefully, Congress will
look favorably upon those, knowing their importance, as they have
in the past, in providing the additional resources for this and our
improvements in spot-checks at facilities.

But I can tell you that any funding we receive will work across
DHS and the other agencies, and we will be good stewards of the
dollar.

Ms. JACKSON LEE. You always have. Do you need increased per-
sonnel as well?

Admiral BoONE. Congresswoman, if you provide increased per-
sonnel, we will lower the risk and the threat to the public.

Ms. JACKSON LEE. You are a little stretched, and let me thank
you for your service. I know that you have either been engaged in
Iraq, and I know that you have been called on for many different
responsibilities. We appreciate it.

Mr. Ahern, I ask the same question. I know it may be a slight
redundancy, but if you forgot something and wanted to add some-
thing extra, you now have the opportunity to do so.

Mr. AHERN. Thank you very much. What I would say is basically
repeat of some of the things.

Certainly, we thank the Congress for some of the resources we
did receive in this year for resource to run a lot of the technology
we do have in place. Our position is very similar to the Coast
Guard as well. We do have a very well though out plan for deploy-
ment of technology, the appropriate resources it takes for doing
that. We are in the process of formulating the appropriate budget
request and working that with our department and the Office of
Management and Budget.

But certainly, when you take a look at the volume and the in-
creasing workload that we see within our legitimate travel and
trade coming in, coupled with the risk that is accompanying with
that legitimate travel, then the balance we have to have to make
sure that we are providing the level of security that is necessary
to continue to keep travel and trade growing and ensuring the eco-
nomic prosperity of this country continues, we need to all the while
make sure that we have the adequate strategy with the resources
to execute that strategy so that we can make sure that we don’t
bring that travel and trade to a halt if we are not sufficiently exe-
cuting the strategy and plans we have in place.
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Ms. JACKSON LEE. Mr. Caldwell, you had an extensive report. If
you had to pick a single issue that we needed to be reminded of
or remember, what would that be out of that overview?

Mr. CALDWELL. That is a hard question. It requires a little more
thought, so I could answer that for the record.

I did try to, in my opening statement, make a broad reference
to the concern about resources in general. One of the other things
I talked about is a push sometimes from Congress and sometimes
from our other political leaders, to do things better and faster.
Sometimes faster is not better, and there is a trade-off there.

But for the record, I would like to answer your question of
whether I would put priority on some of the problems we have
identified here. I could go on and talk for a long time, but let me
just close it with that.

Ms. JACKSON LEE. Submit it in writing, and we would ask you
to report back to us in writing.

Thank you very much.

Ms. SANCHEZ. I thank the witnesses for their valuable testimony
and the members for their questions.

The members of the subcommittee may have additional questions
for the witnesses. We will ask you to respond quickly to those in
writing to the questions we may ask.

Again, I thank you for your testimony.

If I can have the second panel up, because I know some of us are
trying to catch some planes. As I said, this is a traveling day for
our members, and many of them end up in places where it is dif-
ficult to catch a flight after certain times. So we would like to move
this along.

In order to do that, I am going to ask that you gentlemen, since
we have everything in writing, to limit your testimony to 3 minutes
so we get a chance to ask you questions.

I know you love me, don’t you?

[Laughter.]

Anyway, I welcome you, the second panel of witnesses.

Our second panel contains four witnesses.

Our first witness will be George P. Cummings. He is the director
of homeland security for the Port of Los Angeles, one of the busiest
and most successful seaports in the nation. He is retired from the
U.S. Coast Guard after serving 21 years as a commissioned officer.

Our second witness is Richard Wainio, the port director and CEO
of Tampa Port Authority. He has a bachelor’s degree from David-
son College, a master’s degree from American Graduate School of
International Management. He served 2 years as executive director
of the Port of Palm Beach, Florida, before coming to Tampa.

Our third witness is Mr. Leal Sundet, coast committeeman,
Longshore Division of the International Longshore and Warehouse
Union. He has been a registered longshoreman for nearly 18 years.
That is a long time.

Our last witness on this panel, Mr. Manny Aschemeyer, is the
executive director of the Marine Exchange of Southern California.
Captain Aschemeyer is a native of Maryland, and attended the
California Maritime Academy. He has sailed extensively abroad on
American-flag merchant vessels.

Welcome to all four of you gentlemen. If you will begin.
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Without objection, the witnesses’ full statements will be inserted
in the record.

I now ask Mr. Cummings to summarize his statement for 3 min-
utes.

STATEMENT OF GEORGE P. CUMMINGS, DIRECTOR OF
HOMELAND SECURITY, PORT OF LOS ANGELES

Mr. CumMMINGS. Thank you. Good afternoon, Chairwoman San-
chez, Ranking Member Souder and members of the subcommittee.
Thank you for inviting the Port of Los Angeles to testify before you
today regarding the SAFE Port Act.

You are aware, Madam Chairwoman, of the size and complexity
of the Port of Los Angeles, the fact that we handle over 43 percent
of the nation’s cargo. There are 50 individual maritime terminals
that comprise the two ports, along with complexities associated
with moving other goods, petroleum, as well as a large cruise and
passenger industry.

Access to the port facilities is a critical component of port secu-
rity. Access control will require a comprehensive credentialing pro-
gram. We consider a federal credentialing program such as the
TWIC program to be a solution to this major security challenge. We
fully support the TWIC program and look forward to its implemen-
tation.

Ports throughout the nation are awaiting the TWIC program full
implementation to address the security challenge. The Port of Los
Angeles, along with the Port of Long Beach, have been chosen by
TSA to conduct the TWIC field test, which will test card-reading
technologies as well as processes and procedures on the terminals
before the full implementation of the credentialing and access con-
trol.

In addition to our part of the program, which will be installing
the systems, the other main component of the TWIC program will
be the enrollment phase. Our point on this is that it is critical that
all the enrollment within the L.A.-Long Beach area is completed
before we can enter the field tests. We will not be able to achieve
the objectives of the field tests unless we have full enrollment of
all the people within the L.A.-Long Beach. That is the longshore-
men, the truckers, all the communities within the area that will re-
quire a TWIC card, are provided the opportunity to enroll before
we can begin the field tests.

The enrollment team has been out to the port. They have had
initial meetings with our stakeholders. However, there is much
work to be done in order to achieve the milestone of full enroll-
ment.

The Port of Los Angeles has been a participant in the Port Secu-
rity Grant Program from its inception. These grant awards fund
the initial capital required for us to build and develop the security
infrastructure in the port for projects such as provide surveillance
camera systems, a command and control center to be located in the
Port of Long Beach serving the entire port complex, and a fiber-
optic backbone that will connect all 50 of our maritime terminals’
security systems and information systems.

We look toward this grant program to continue to fund these
projects as we move forward with additional projects on the draw-
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ing board for us, such as underwater and surface detection capa-
bilities, shoreside virtual perimeter systems, and system integra-
tion of all of these security infrastructure to optimize efficiency and
share data with law enforcement agencies.

U.S. Customs and Border Protection is currently operating ra-
dius and portal monitors and container imaging units in the port’s
container terminals. The Port of Los Angeles supports increased
scanning of cargo at both ports and at foreign ports. It is critical
to ensure that the movement of goods is maintained. Our concern
is that CBP receive necessary resources and funding in order to
achieve high levels of cargo scanning, without having a negative
impact on the movement of goods.

We are also concerned on any reciprocity that may result as a
result of foreign governments’ reacting to steps taken by the U.S.
government.

Port security training exercises are ongoing in the port complex.
They are coordinated through our Area Maritime Security Com-
mittee. Each year, we have a major port security exercise which in-
volves both industry and law enforcement agencies. We have a
multitude of training opportunities that are shared for, again, both
industry as well as law enforcement and agency members.

In closing, Madam Chairwoman and members of the sub-
committee, we at the Port of Los Angeles thank you for your lead-
ership in calling attention to the critical elements of port security,
and one that has not been fully accomplished yet, the TWIC pro-
gram in particular. We look forward to sharing the port’s experi-
ence with the TWIC field test program.

Thank you again for the opportunity to participate in this hear-
ing.
[The statement of Mr. Cummings follows:]

PREPARED STATEMENT OF GEORGE P. CUMMINGS

Good afternoon, Chairwoman Sanchez, and members of the Subcommittee. Thank
you for inviting the Port of Los Angeles to testify before you today to convey the
Port experiences with the implementation of the SAFE Port Act as it relates to the
national Transportation Worker Identification Credential (TWIC) Program, con-
tainer screenings and inspections, training and exercises, and the Port Security
Grant Program.

I am George Cummings, Director of Homeland Security, for the Port of Los Ange-
les. I am responsible for coordination of the Port’s homeland security and maritime
security programs at the national, state, and local levels. As you can imagine, Port
security is the top priority for the Port of Los Angeles. Not only are we responsible
for the security and well-being of our tenants, workers, visitors, and the sur-
rounding communities; but the port is also charged with maintaining the free flow
of commerce that moves through our Port and that is vital to this nation’s economy.

THE IMPORTANCE OF MARITIME TRADE AND SEAPORT SECURITY

As you well know, Madame Chair, the Ports of Los Angeles and Long Beach com-
prise the San Pedro Bay port complex through which 95 percent of all goods enter-
ing the United States arrives by container ship; and the San Pedro Bay port com-
plex is the gateway for more than 43 percent of the containerized goods that enter
the American stream of commerce annually. Together, the San Pedro Bay port com-
plex is ranked the fifth busiest port complex in the world. Alone, the Port of Los
Angeles is the eighth largest container port in the world and is the number-one con-
tainer port in the United States. To further illustrate our importance to the national
economy, and hence, the importance of port infrastructure security, in 2006 8.5 mil-
lion twenty-foot equivalent units (TEUs) of containers entered the U.S. through the
Port of Los Angeles, and 15.8 TEUs through the port complex. In addition to con-
tainerized freight, the Los Angeles/Long Beach port complex handles more than one
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million cruise passengers, half a million automobiles, and more than 50 percent of
California’s oil.

By size, the Port of Los Angeles spans 7500 acres of real estate, including 4300
land acres and 3200 water acres along 43 miles of waterfront. The Port leases 27
marine cargo terminals with 270 berths, the World Cruise Center that hosts more
than 1.2 million passengers each year, and 17 marinas that accommodate more than
3,700 recreational boat slips.

Trade through the Port of Los Angeles has grown steadily by an estimated 20 per-
cent each year over the last five years, and we expect this trend to continue. Like-
wise, the industry expects national maritime trade volumes to double by the year
2020, although some economists have predicted that such doubling may occur as
early as 2014 due to the demands of the American marketplace.

In the event of a catastrophic incident, whether caused by intentional acts or nat-
ural disaster, it is the responsibility of the Port of Los Angeles to stand up cargo
operations as quickly as possible to minimize the impacts to the nation’s economy
that is dependant on trade and the movement of goods. A recent example of the af-
fects of a major port shutdown occurred in the fall of 2002 when a labor disruption
caused a 10-day shutdown of the west coast ports that brought cargo movement
through the west coast ports to an immediate halt. This action cost the nation’s
economy an estimated $1.5 billion dollars a day (valued in 2002 dollars), disrupting
the availability of goods and products that Americans rely upon daily. A healthy
U.S. economy relies heavily on secure, functioning ports throughout the United
States.

THE CURRENT STATUS OF THE TWIC PROGRAM

Access control at ports and port facilities is a critical component of port security,
and access control will require a comprehensive credentialing program. We consider
a federal credentialing program, such as TWIC, to be the solution to this major se-
curity challenge. We fully support the TWIC program and look forward to its full
implementation. Ports throughout the nation are waiting for the TWIC program
guidance so they may be able to fully complete their access control systems.

The Port of Los Angeles and the Port of Long Beach have been chosen by TSA
to conduct the TWIC Field Test which will look at testing the card reader, proc-
essing the TWIC cards, and designing procedures at terminals for program imple-
mentation. The Field Test will also evaluate the impact of the TWIC card on the
ongoing efficient movement of goods through port terminals.

In addition, the TWIC Enrollment Program is critical and must be completed be-
fore the Field Test can get underway. The TWIC enrollment team has made an ini-
tial visit to the Ports of Los Angles and Long Beach and met with port stakeholders.
However, much work is yet to be done to achieve full enrollment for port and all
transportation workers nationally. Full enrolment in for our port will be required
before we can initiate the operational phase of the TWIC field test.

PORT SECURITY GRANTS

The Port of Los Angeles has been a participant in the Port Security Grant Pro-
gram since its inception. Grant awards fund the initial capitol required to develop-
ment the security infrastructure throughout the Port, and to date, funds have sup-
ported projects such as (1) a port-wide surveillance camera system, (2) a command
and control center that will be located in the Port of Long Beach and serve the en-
tire port complex, and, (3) a fiber optic backbone that will allow connectivity of all
50 terminals throughout both ports. We will look to this grant program to continue
to fund critical port security projects such as enhanced surface and underwater de-
tection capabilities, shore-side virtual perimeter systems, and system integration to
optimize the efficiency of security systems and share data with other law enforce-
ment agencies.

CONTAINER SCREENING AND INSPECTION

U.S. Customs and Border Protection (CPB) are currently operating Radiation Por-
tal Monitors and container imaging units at all of the Port’s container terminals.
The Port of Los Angeles supports increased scanning of cargo, both at our port and
at foreign ports where cargo is loaded. It is critical to ensure that the movement
of goods is maintained. Our concern is that sufficient operational resources are
made available to CBP that are adequate to support increases in cargo inspections
without adversely affecting the movement of cargo. Additionally, we would want to
make sure the any reciprocity requirements imposed by foreign governments for in-
spection of exported goods are also supported with adequate recourses so that the
flow of exported goods out of the port is not adversely affected.

TRAINING AND EXCERCISES
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Port security training and exercises for the Los Angeles/Long Beach port complex
are coordinated through the Area Maritime Security Committee which established
a subcommittee to coordinate these activities. Each year, a major port security exer-
cises has been held in the port, and many types of security training opportunities
are available throughout the year for both law enforcement agencies, emergency re-
sponders and port industry members.

IN CLOSING

In closing, Chairwoman Sanchez and members of the Subcommittee, we at the
Port of Los Angeles thank you for your leadership in calling attention to the critical
elements of port security, and one that has not yet been fully accomplished—the
TWIC program. Also, we appreciate the opportunity to share the Port of Los
Angeles’s experience with the TWIC field test, and our recommendations to improve
the TWIC Program. The Port is confident that the federal regulatory development
process will be a speedy one, leading to the full implementation of the TWIC pro-
gram, and that elements of the SAFE Port Act will be fully funded. Thank you
again for the opportunity to participate in this important hearing, and I look for-
ward to answering any questions you may have.

Ms. SANCHEZ. Thank you, Mr. Cummings.
Mr. Wainio, for 3 minutes, please.

STATEMENT OF RICHARD WAINIO, PORT DIRECTOR AND CEO,
TAMPA PORT AUTHORITY

Mr. WaiNio. Thank you, and good afternoon.

The Port of Tampa is the largest of Florida’s 12 active deepwater
seaports, handing nearly 40 percent of the state’s waterborne trade.
Tamps is one of the nation’s largest and most diverse seaports. Few
ports in the country, in fact, face the diverse and complex security
challenges that confront our port.

Florida’s seaports have been at the forefront nationwide in devel-
oping comprehensive strategies for addressing security issues. At
Tampa, like most ports, we rely on a very effective layered seaport
security approach, working in concert with our local, state and na-
tional partners.

The Tampa Port Authority also works closely, of course, with
U.S. Customs and Border Protection. At the Port of Tampa, every
single in-bound container to the port is scanned for radiation
through radiation portal monitors operated by CBP, without un-
duly disrupting port operations.

Congress is currently debating whether to require 100 percent
overseas scanning of containers within 3 to 5 years, which would
include both scanning for radiation and imaging. We support the
effort, but we certainly urge DHS to use the pilot study approach
and not to move too quickly on this because it will seriously disrupt
the supply chain if it is not handled properly.

There has also been some discussion about 100 percent inspec-
tion of in-bound containers once they arrive in this country. Port
directors across the country oppose this concept, which would un-
necessarily and severely constrain our nation’s highly efficient and
effective maritime transportation system. A layered approach that
includes screening or scanning of all containers as they are loaded
overseas, after a pilot project is successfully tested, as well as 100
percent radiation scanning in the U.S. and 100 percent inspection
by CBP of all identified high-risk containers, would significantly
strengthen container security.

There has been significant enhancement of port security since 9/
11 and the SAFE Port Act of 2006 should further strengthen the
system. The costs, of course, as you know, have been very high.
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Since September 11, Tampa Port Authority alone has committed
over $50 million to security infrastructure and security personnel
costs. Nearly $30 million of the total expenditures have been for se-
curity infrastructure. We have received $10.7 million from the Port
Security Grant Program, so we put $20 million in out of our own
pockets.

We have fared reasonably well, but we certainly advocate for the
higher level of annual funding, the $400 million target that was
originally set that is supported by the American Association of Port
Authorities. Nationwide, the program has been sorely underfunded,
and all major ports like Tampa have been forced to spend millions
of dollars on projects and not funded by grants, millions of dollars
that we sorely need to expand the port capacity to handle what we
expect to be a doubling of business over the next 15 to 20 years.

Of greatest concern to the port community, as you have heard be-
fore, is the issue of security access credentials, the TWIC being the
primary issue. There are concerns over the timetable. There are
concerns over the technology. Of course, it is going to put a greater
financial burden on ports and port users.

Florida’s seaports have the very special concern that you have al-
ready discussed regarding access credentials. Since 9/11, Florida
seaports have already successfully screened and badged over
100,000 people at Florida’s ports, with 39,000 of them in Tampa
alone. Federal officials and state officials have been working to re-
solve differences between TWIC and the Florida credentials. How-
ever, to date, there has been an apparent inability to integrate the
Florida system with the federal system.

As has been repeatedly said, it will lead to duplicative security
checks, separate card reader systems, with higher costs that ham-
per commerce without providing additional security for our sea-
ports and our nation. I urge this committee to review the issue of
duplicative criminal history checks for port access and require the
development of a one-card criminal history vetting process at all
U.S. seaports.

Thank you very much for this opportunity to speak with you.

[The statement of Mr. Wainio follows:]

PREPARED STATEMENT OF RICHARD A. WAINIO

Florida’s 12 active deepwater seaports handle nearly 130 million tons of cargo, 4.0
million containers (TEU’s) and over 14 million cruise passengers annually. The Port
of Tampa is Florida’s largest seaport accounting for approximately 50 million tons
of cargo annually, or nearly 40% of the State’s total waterborne trade.

Tampa is one of the nation’s largest and most diverse seaports. The port’s core
bulk business includes almost 20 million tons of petroleum products—virtually all
the gasoline and jet fuel consumed in West and Central Florida—and over 15 mil-
lion tons of fertilizer and related products. Tampa is rapidly diversifying its cargo
base into containerized freight with the recent introduction of new direct container
services from Asia; shipments of vehicles and steel are increasing; and the current
annual volume of 4-5 million tons of cement and aggregates is expected to double
in the next few years.

Tampa is also a major cruise port handling over 900,000 cruise passengers in
2006. Additionally, the Port has the largest ship repair facilities between Pascagoula
and Norfolk, and has a thriving retail / entertainment complex along its downtown
waterfront area. The Port of Tampa encompasses over 5,000 sprawling acres and
a relatively narrow main ship channel that stretches 42 miles across Tampa Bay.
In short, few ports in the country face the diverse and complex security challenges
that confront the Port of Tampa.
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In Florida, the State Legislature passed security legislation (Florida Statute
311.12) prior to September 11, 2001, that mandated enhanced security standards
throughout the Florida port system. The primary emphasis for the original Florida
legislation was to address drug interdiction and cargo theft. This law was quickly
revised after 9/11 to encompass additional requirements to prevent terrorism. With
security plans in place early, Florida ports were in a position to receive and imme-
diately implement federal security grant funds when the Port Security Grant Pro-
gram began in 2002. Florida’s seaports have been at the forefront nationwide in de-
veloping comprehensive strategies for addressing security issues.

Tampa has relied on a very effective layered seaport security approach. This lay-
ered approach occurs on the infrastructure side (surveillance cameras, lighting, fenc-
ing, gates, etc.) and on the personnel side, where Tampa contracts with the
Hillsborough County Sheriff’'s Office for 24/7 coverage of all port zones within our
jurisdiction. In addition, the Port Authority contracts with private security as well
as employing its own professional security force.

We work in concert with our local, state and national partners. Recently, the Co-
operative Vessel Traffic Service (CVTS) Tampa Bay was inaugurated. This innova-
tive vessel traffic service allows real-time monitoring of vessels throughout the
Tampa Harbor. The U.S. Coast Guard, the Tampa Bay Harbor Safety and Security
Committee and the ports of Tampa, Manatee and St. Petersburg were partners in
this endeavor. I commend the cooperative efforts of our community as a model for
addressing and resolving security issues, and in fact, the Tampa Bay Harbor Safety
and Security Committee was named the top harbor safety committee nationwide for
2005 by the U.S. Coast Guard.

The Tampa Port Authority also works closely with another of its federal partners,
U.S. Customs and Border Protection (CBP). Every single inbound container to the
Port of Tampa is scanned for radiation through radiation portal monitors operated
by CBP. CBP has indicated that nationwide it is now scanning over 90% of all in-
bound containers for radiation and will increase this to nearly 100% by the end of
2008. Through careful planning, this has been accomplished without unduly dis-
rupting port operations.

Congress is currently debating whether to require 100% overseas scanning of con-
tainers within 3-5 years which would include both scanning for radiation and imag-
ing. The SAFE Port Act of 2006 calls on the Department of Homeland Security
(DHS) to move to such a system, but first calls for a pilot program to more fully
evaluate the effectiveness and practicality of this approach and required new tech-
nology. We agree with the American Association of Port Authorities that pilot
projects are important and that quick implementation of 100% integrated scanning
without incorporating the lessons from the pilots could be both costly and detri-
mental for our maritime transportation system.

There has also been some discussion about 100% inspection of inbound containers
once they arrive in this country. Port directors across the country oppose this con-
cept which would unnecessarily and severely constrain our nation’s highly efficient
and effective maritime transportation system. I do support the efforts to screen or
scan 100% of all containers as they are loaded overseas, as well as 100% radiation
scanning in the US and 100% inspection by CBP of all identified high risk con-
tainers. This layered approach would significantly strengthen container security.

The Regional Domestic Security Task Force is a unique component of security in
Florida seaports that serves as the focal point for security coordination. It includes
all federal and state First Responders and is headed by the local Sheriff and in-
cludes representatives of the local FBI, Florida Department of Law Enforcement
and the U.S. Coast Guard. Tampa’s local Area Maritime Security Committee is also
very proactive and has been singled out as a national model for cooperation and col-
laboration.

One major annual exercise and multiple regional, state and local Port exercises
are conducted within the framework of the Area Maritime Security Committee and
the Regional Domestic Security Task Force. Additionally, our Hillsborough County
Emergency Operations Center is a cornerstone for emergency response and coordi-
nation. Recent active Florida hurricane seasons have afforded multiple real-time op-
portunities to exercise the full spectrum of emergency response capabilities.

Our Regional Domestic Security Task Force brings together the leadership of the
local First Responders in a very positive way. The information flow can be charac-
terized as immediate and the leadership interacts daily. However, the flow of secu-
rity information from the federal government remains bogged down due to dated se-
curity clearance requirements. A more effective security clearance system must be
designed and put in place similar to the system used by the U.S. military, where
an interim security clearance can be conveyed to an individual on a “need to know”
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basis, allowing that individual to receive an immediate clearance to formulate a
plan to mitigate an immediate threat.

There has been significant enhancement of port security since 9/11 and the SAFE
Port Act of 2006 should further strengthen the system. The costs, however, have
been very high and continue to increase. Since September 11, 2001, the Tampa Port
Authority alone has committed over $50 million to security infrastructure and secu-
rity personnel costs. Nearly $30 million of the total expenditures have been for secu-
rity infrastructure. In that regard, the Port Security Grant Program has certainly
been helpful. The Tampa Port Authority has received $10.7 million since the pro-
gram’s inception, with much of that funding going toward access control infrastruc-
ture. Tampa handles over 11,000 truck movements daily, and efficient flow of vehi-
cles through security checkpoints is vital to maintaining and supporting the com-
mercial base of the Port.

Though Tampa has fared reasonably well and is grateful for the federal support
it has received, we do advocate for the higher level of annual funding ($400 million)
supported by the American Association of Port Authorities for the nationwide grant
program. Nationwide the program has been sorely under-funded with many ports
unable to complete key security projects in a timely manner and all major ports,
like Tampa, forced to spend millions of dollars on projects not funded by grants—
millions of dollars that are badly needed for expansion of port cargo and container
capacity to meet international trade demand that is projected to double over the
next fifteen to twenty years years.

Of greatest concern to the port community, at this time, is the issue of security
access credentials. The Transportation Worker Identification Credential (TWIC) will
be another important tool to strengthen port security, but it will place an even
greater financial burden on ports and port users. DHS has estimated that the card
readers alone will cost $300 million. There are additional concerns over the inability
to meet the timetable in the Safe Port Act in a manner that will allow for the effec-
tive and efficient implementation of the system. Also, the biometric portion of the
program must be extensively tested in the maritime environment. We respectfully
urge adequate staffing and funding for TSA and the Coast Guard to test and provide
oversight for the implementation of the TWIC program. The biometric / technology
issues with the card must be resolved prior to full scale implementation. If these
issues are not resolved and significant delays occur, the commercial trade we are
seeking to protect will be compromised.

Florida’s seaports have a special concern and dilemma regarding access creden-
tials. Since 9/11 Florida’s seaports have already successfully screened and badged
over 100,000 users at Florida’s ports, to include 7 year criminal background checks
on each individual. In Tampa alone about 39,000 port badges have been issued. The
Florida credential, created under Florida Statute 311.12, is vetted by both the FBI
and the Florida Department of Law Enforcement and is the model on which much
of the TWIC is based. Federal officials and Florida officials have been working to
resolve differences between the TWIC and the Florida credential. We are concerned
about the apparent inability to integrate the Florida system with the Federal sys-
tem which could lead to duplicative security checks, separate card reader systems
and higher costs that hamper commerce without providing additional security for
our seaports and the nation. A dual credential / technology system requirement in
Florida will be costly, inefficient, and will negatively disrupt the progress that has
been accomplished in Florida to date.

I urge this Committee to review the issue of duplicative criminal history checks
for port access, and require the development of a “one-card” criminal history vetting
process for all U.S. seaports.

Thank you for this opportunity to comment on these selected aspects of seaport
security.

Ms. SANCHEZ. Mr. Sundet?

STATEMENT OF LEAL SUNDET, COAST COMMITTEEMAN,
LONGSHORE DIVISION OF THE INTERNATIONAL
LONGSHORE AND WAREHOUSE UNION

Mr. SUNDET. As you know, ILW represents longshore workers on
the West Coast. We have long advocated that the ILW workforce
should be utilized as the first line of defense against maritime ter-
rorist activities, and recognized as a natural ally by law enforce-
ment and first providers.
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We are fully committed to cooperating to ensure that all West
Coast longshoremen enroll in the TWIC program and are confident
that all incumbent longshoremen will be deemed risk-free from a
terrorist perspective.

That being the case, we must also say the credentialing will have
little impact on actually securing the ports that are used as con-
duits. The reality is that in a modern container facility, the
longshore workers has no real access to the cargo and the docu-
mentation associated with the container’s contents is not readily
available to the worker.

Furthermore, it makes little sense to implement a TWIC
credentialing system without having card-readers in place, given
that the primary purpose of TWIC is to control access to secure
areas.

On the TWIC rollout itself, the challenge for the union leadership
is to ensure that the membership fully cooperates. To that end, it
is incumbent that enrollment centers be conveniently located so
that the local union leadership will be able to ensure the greatest
participation in the affected and covered workers. Charging work-
ers a fee is counterproductive to ensuring broad cooperation. We
urge the committee to reevaluate the fee and consider legislation
obligating the employer to pay the fee, if our government is unwill-
ing to appropriate funds to pay the fee.

The plan to selectively implement the actual usage of the TWIC
by Coast Guard captains of port zones is potentially unworkable on
the West Coast, with the exception of Hawaii. Longshoremen in Or-
egon, Washington and California are essential casual workers who
obtain their assignments daily from a series of dispatch halls.
There is an established travel system whereby workers regularly
move between ports and across zones.

On the facilities security plan, refer to my written statements.
On training and exercise, refer to my written statements. On pilot
program and empty containers, refer to my written statements. On
safety impacts of non-intrusive imaging technology, refer to my
written statement.

On customs initiatives, the real threat lies in the relatively un-
known content of the container, and at the various and numerous
points in the transportation chain where containers can be
accessed. Access to contents of containers at a modern container
terminal by a rogue worker is nearly impossible. A rogue worker
accessing a container would be noticed. It is an unusual event.

Yet even assuming that the shipper is a secure source, the con-
tainer can be easily accessed en route to the overseas or domestic
terminal. It can be accessed on the vessel. Rail operators often side-
track containers on desolate spurs for days without security. The
best use of scarce resources is in this area. Voluntary customs ini-
tiatives do not work. They need to be mandatory. The concept of
pushing our borders out needs to be better financed and adequate
personnel needs to be utilized in that area.

As with anything we do, there are tradeoffs. The industry has
been willing to accept a higher level of risk, rather than imple-
menting security measures that might slow commerce in any way.
To principally placate the public, resources that should be used to
secure the supply transportation chain outside and around the na-
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tion’s ports are instead used to isolate and barricade the nation’s
ports and their workforce. Yes, we check for radiation occasionally,
and yes, we X-ray some containers. But in general, we only do so
after the container has arrived and after the facility and facility
workers may already have been exposed.

At the chair’s pleasure, I am willing to take questions.

[The statement of Mr. Sundet follows:]

PREPARED STATEMENT OF LEAL SUNDET

Good morning Madam Chair and members of the Subcommittee:

We would like to thank you, Chairwoman Sanchez and members of the Sub-
committee, for inviting the International Longshore and Warehouse Union (ILWU)
to present our views on the six month status of the SAFE Port Act.

As you know, the ILWU represents longshore workers in the states of Wash-
ington, Oregon, California, Hawaii and Alaska. As a Union, we have been very ac-
tive in attempting to develop and implement a system of checks and balances so as
to limit the risk of terrorism activity at our work site and to keep our ports from
being used as a conduit to move weapons of destruction. To that end, we have long
advocated that the ILWU workforce should be utilized as the first line of defense
against maritime terrorist activities, and recognized as a natural ally by law en-
forcement and other first responders.

In each of the states where we have presence, key union officers participate as
members of the Area Maritime Security Committee. Our relationship with the Coast
Guard has never been better and we applaud that agency for its cooperation with
the ILWU and for performing its job admirably—often with limited resources.

The ILWU is actively participating with Lockheed Martin and its TWIC Stake-
holder Communications Committee. We are fully committed to cooperating to ensure
that all West Coast longshoremen enroll in the TWIC program and are confident
that all incumbent longshoremen will be deemed risk free from a “terrorist” perspec-
tive.

That being the case, we must also say that such credentialing will have little im-
pact on actually securing the ports or their use as conduits. The reality is that in
a modern container facility, the longshore worker has no real access to the cargo,
and the documentation associated with a container’s contents is not available to the
worker. TWIC credentialing is, as a practical matter, mostly a feel-good gesture pro-
moted by those who do not completely understand modern container terminal oper-
ations as a way to diminish public and political hysteria while doing little to miti-
gate the real threat—container access outside of the terminal throughout the sup-
ply/transportation chain. Furthermore, it makes little sense to implement a TWIC
credentialing system without having card readers in place, given that the primary
purpose of TWIC is to control access to secure areas.

Given the majority support in Congress for background checks and TWIC cards
after 9/11, we focused on advocating that the background check be limited to “ter-
rorism security risks” and to ensure that there is due process for workers denied
a TWIC card. However, we remain concerned that TWIC will be used to single out
workers who may have a felony background but do not pose a terrorism security
risk. It is imperative that waivers be granted by TSA when a worker shows no pro-
pensity to commit terrorist acts. It is also imperative that the Coast Guard have
the resources and personnel to guarantee there will be sufficient numbers of Admin-
istrative Law Judges to review cases when a worker is denied a TWIC card.

Furthermore, the ILWU was approached last year by the Coast Guard to request
that we help them identify our members to run their names through the terrorist
watch list. We cooperated with that request and apparently they have found no
matches. They apparently did not check truck drivers or many other workers with
access to our ports. That process of checking longshore workers and ignoring other
workers makes no sense from the standpoint of ensuring that our ports are secure.

TWIC Rollout:

In spite of the rationale for TWIC and its questionable effectiveness as a deterrent
relative to security incidents, the ILWU leadership has committed its membership
to cooperate. The membership knows, however, what the leadership knows. The
TWIC credential is widely viewed as an unnecessary facade and in many members’
views, fundamentally a privacy invasion.

The challenge for the Union leadership is to ensure that the membership fully co-
operates. To that end, it is incumbent that enrollment centers be conveniently lo-
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cated so that the local union leadership is able to ensure the greatest participation
by the affected and covered workers.

Charging workers a fee is counterproductive to ensuring broad cooperation. We
urge the Committee to reevaluate the fee and consider legislation obligating the em-
ployer to pay the fee if our government is unwilling to appropriate funds to pay the
fee. In our case, attempts to negotiate with our employer group, Pacific Maritime
Association to pay the fee have not been successful to date. For some workers at
our nation’s ports, the cost of the TWIC card is a day’s pay. We would further state
that the protection against terrorist activities in our nation’s ports is a matter of
national interest and the cost of this national security protection should be borne
by the Federal government.

The plan to selectively implement the actual usage of the TWIC by the Coast
Guard Captain of the Port Zone is potentially unworkable on the West Coast, with
the exception of Hawaii. Longshoremen in Oregon, Washington and California are
essentially casual workers who obtain their work assignments daily from a series
of dispatch halls. There is an established travel system whereby workers regularly
move between ports and across zones.

Facility Security Plans:

Because of the interchange of workers, West Coast terminals should have con-
sistent procedures with respect to TWIC application and entry. In approving facility
security plan modifications, the Coast Guard should do so with this in mind and
not allow a given terminal to be more restrictive than the Federal rules or associ-
ated NAVIC may require.

Training and Exercises:

It has been our experience that, to date, there has been little cooperation by our
employer group, Pacific Maritime Association, in utilizing the ILWU workforce as
a cognitive partner in terminal awareness and reporting of unusual activity.

Anything that may have the potential for slowing commerce is ignored.

To date, longshoremen have not been trained, except where the Union has taken
initiative to train its own members.

One immediate concern should have priority. The Act calls for training involving
evacuation procedures and for live exercises. With some minor exceptions, the vast
numbers of longshoremen have no idea, other than to run, on how to orderly evac-
uate facilities. Our employers resist live exercises because it may temporarily dis-
rupt commerce and without live exercises, any plan cannot be tested and assimi-
lated.

A second concern is that there is no plan for recovery in the event of an incident
that may disable a key terminal. Given the reality, that no matter what efforts are
made, it is impossible to always stop what a sophisticated “terrorist” is intent on
doing, focus should be on recovery. Currently, we are in discussions with our em-
ployer group to identify cadres of longshoremen who would volunteer to specialty
train and make themselves available to work in potentially hazardous environ-
ments. To ensure that this concept works, there must be cooperation to include that
union leadership is integrated into emergency command structures.

Pilot Program on Empty Containers:

This very important aspect of the Act needs to be implemented. Our port facilities
face a significant threat involving multiple scenarios from the domestic side. So
called empty containers are a real risk as a means to transport weapons or people.
Today, most terminal operators allow empty containers to pass through the gates
of our ports without a visual inspection of the box to ensure that it is safe.

On March 14, 2004, ten dock workers were killed in the Israeli Port of Ashdod
by suicide bombers, who were able to enter the port facilities undetected by hiding
inside a cargo container. I understand that the Israelis have excellent security at
their port facilities but were unable to detect people in containers being transported
through their port facility. We should not have to go through a tragic event that
takes our members lives before we get serious about the cargo and empty containers
that enter our port through the landside.

On a related issue concerning containers, the integrity and correctness of all seals
on containers must be checked as they enter a port facility and then as they are
placed in inventory on the docks to detect and deter any tampering as required by
regulation 33 CFR 105.265 (b)(4) and 105.265 (c)(4); presently this is simply not
being done at all at most port facilities; in fact, since September 11, many facility
operators have discontinued their past practice of checking seals in order to save
themselves a few dollars.

Safety Impacts of Non-Intrusive Imaging Technology:
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The Act requires the National Institute for Occupational Safety and Health and
OSHA to evaluate the environment and safety impacts of non-intrusive imaging
technology and to develop and put in place a radiation risk reduction plan to mini-
mize the risks to workers and the public. Such evaluation needs to proceed. I am
alarmed at the lack of independent study of the long-term effects of this technology
on the human body. The ILWU will place the safety of our members’ lives first.

Customs Initiatives:

As stated earlier, much of the focus of port security has been on ways to phys-
ically secure the terminals and scrutinize the backgrounds of port/transportation
workers. While this has some marginal value, the real threat lies in the relatively
unknown content of the container and at the various and numerous points in the
transportation chain where containers can be accessed.

Access to the contents of a container at a modern container terminal by a rogue
worker is nearly impossible. Containers are infrequently opened and done so only
after approval from multiple customer levels requiring several layers of terminal
management intervention. A rogue worker or group of rogue workers accessing a
container would be noticed! It is an unusual event.

Yet even assuming that the shipper (foreign or domestic) is a secure source, the
container can be easily accessed en route to the overseas or domestic terminal. It
can be accessed on the vessel. Rail operators often sidetrack containers on desolate
spurs for days without security.

The best use of scarce resources is in this area. Voluntary Customs initiatives
do not work. They need to be mandatory. The concept of “pushing our borders
out” needs to be better financed and adequate personnel needs to be utilized.

As with anything that we do, there are trade offs. The industry has been willing
to accept a higher level of risk rather than implementing security measures that
might slow commerce in any way. To principally placate the public, resources that
should be used to secure the supply/transportation chain outside and around the na-
tion’s ports are instead used to isolate and barricade the nation’s ports and their
workforce. Yes, we check for radiation occasionally. And yes, we x-ray some con-
tainers. But we only do so after the container has arrived and after the facility and
facility workers may already have been exposed.

The members of the ILWU are proud of what they do for a living. We built the
West Coast ports into a model of efficiency and competitiveness. ILWU members are
patriots. They do not want anything to happen to their ports. They make a good
living on trade and unencumbered commerce. As an institution, we have cooperated
on port security since September 11, 2001 and will continue to do so even though
we believe that priorities and resources have been poorly allocated and often mis-
directed.

Thank you for listening. We believe there were some very good aspects of the
SAFE Port Act, including training and exercises, an empty container pilot program,
and a radiation worker safety study. We hope that the Department of Homeland Se-
curity is prioritizing these aspects of port security. At the Chair’s pleasure, I will
try to answer any questions that you may have.

Ms. SANCHEZ. Thank you, Mr. Sundet.
Mr. Aschemeyer, for 3 minutes.

STATEMENT OF MANNY ASCHEMEYER, EXECUTIVE DIRECTOR,
MARINE EXCHANGE OF SOUTHERN CALIFORNIA

Mr. ASCHEMEYER. Good afternoon. Thank you for inviting me
here from California. I am delighted to be here.

I am here for one simple reason: to tell you that we have a sys-
tem in place for long-range vessel tracking. We have been devel-
oping it now for over 5 years. We have had an MOU with the Coast
Guard and have worked diligently with them to create an atmos-
phere of partnership with them for long-range tracking. We are
hopeful that that will continue to move forward.

We believe that there is a need to enhance maritime domain
awareness. We have worked diligently. I gave you a couple of
graphics in your kits. I will just show you right now, this is who
we are. We are located all the way around the country. We have
13 major sections of coverage. On any given day, this is our map
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that we are actively—this is a real-time active picture. We can
track 2,000 vessels on any given day in and out of the United
States’ waters from Maine to Florida, from New York to Hawaii,
and up into Alaska.

This is one example I wanted to show you real quick, that we
tracked a vessel from Rotterdam through the Mediterranean
through the Red Sea, across the Indian Ocean, into the Far East,
and then back and forth across the Pacific several times. This is
real-time. This is happening now. We can do this now. You can
click on any one of those dots there and you will get an immediate
name of that vessel, course, speed, latitude, longitude, vessel
owner, vessel operator, where it is coming from, where were its
ports of call.

This, in fact, will validate the notice of arrival that the Coast
Guard needs when a ship says, “I have been to those last four ports
of call.” Have they? We can validate that. This system does that
at an eye’s glance.

We are working very hard and we heard earlier about best use
of taxpayer dollars. This system is available to the Coast Guard
now, today. We can have it up and running. It will be virtually at
no cost to the Coast Guard. That is the best use of taxpayer dollars
that I can think of because it will be paid for by the industry. It
will be a volunteer system. Granted, people will say, “How many
are going to participate?” There will probably be those that won’t,
but those that won’t will be the ones that you need to concentrate
on.
Most ship operators are good citizens. They want to do the right
thing. They want to play by the rules. If the Coast Guard comes
out with a NAVIC or with a letter that says, “Look, we have a sys-
tem we would like you to participate in this.” This has happened
up in Alaska. Virtually every ship participated—tankers, cruise
ships, container vessels, tugs, barges, ferry boats, what have you.
They participate when the Coast Guard said, “Would you please do
this?”

So it is not an order. It is a request. It costs the shipping line
operator about $3 to $4 a day per vessel to operate. We used to say
it is a latte a day if you drink Starbucks. It is a very modest cost.

I know my time is very limited. I ask you to refer to my written
statements. There is a wealth of information in there. I would real-
ly seriously ask you to read that in detail. If you have any ques-
tions, I would be happy to go on from there.

Thank you very much.

[The statement of Mr. Aschemeyer follows:]

PREPARED STATEMENT OF CAPTAIN MANNY SCHEMEYER

CHAIRWOMAN SANCHEZ, RANKING MEMBER SOUDER, AND DISTIN-
GUISHED SUBCOMMITTEE MEMBERS, it is my honor to have the opportunity
to appear before you today to talk about what the maritime industry is doing to en-
hance maritime domain awareness, and specifically with regards to long range ves-
sel tracking. My name is Manny Aschemeyer and I am the Executive Director of
the Marine Exchange of Southern California. I am here representing the Maritime
Information Service of North America (MISNA). I would like to begin by giving you
a brief history of MISNA.

MISNA is a national coalition of non-profit maritime information sharing service
organizations that are dedicated to providing information, communications and
other services in order to ensure safe, secure, efficient and environmentally sound

VerDate Nov 24 2008  13:52 Jun 18,2009 Jkt 000000 PO 00000 Frm 00077 Fmt6633 Sfmt6621 H:\DOCS\110-HRGS\110-31\48906.TXT HSEC PsN: DIANE



74

maritime operations. MISNA represents the commercial maritime community’s
shared commitment to proactively address the challenges faced by the maritime in-
dustry, as well as the U.S. Coast Guard, U.S. Customs and Border Protection (CBP),
U.S. Maritime Administration (MARAD), the Office of Naval Intelligence (ONI) and
other federal and state agencies in a cooperative and cost efficient manner.

MISNA membership includes maritime exchanges and associations from through-
out the United States and in Canada. Maritime exchanges’ operations are vital to
the maritime industry and their government partners in Baltimore, British Colum-
bia, Jacksonville, Alaska, Puget Sound, San Francisco Bay, Hawaii, Southern Cali-
fornia, New York and New Jersey, the Delaware River and Bay, New Orleans, Vir-
ginia, Texas and Portland, Oregon. Several of the people who oversee the operations
of these maritime exchanges are former Coast Guardsmen and have served as Cap-
tains of the Port at various places, and all the people who run these maritime ex-
changes have extensive maritime experience, including as licensed master mariners,
and senior maritime industry executives.

MISNA represents a broad cross section of maritime interests in each of these re-
gions. The work of these maritime exchanges supports vessel owners and agents,
port authorities, pilots, towboat companies, stevedores and terminal operators, ad-
miralty lawyers, customs brokers and freight forwarders, ship repair firms, em-
ployer associations, insurance agencies, marine surveyors, maritime unions (both
afloat and ashore) and oil spill response organizations. Collectively, over 8,000 pri-
vate and public maritime businesses, agencies and associations are represented by
MISNA.

While MISNA was established as a non-profit maritime organization in 1995, sev-
eral of the marine exchanges that make up MISNA have been in existence for over
125 years. Whereas the maritime exchanges in the 1800s used telescopes to spot
vessels approaching the U.S. and communicated the locations of those vessels to the
maritime community with messengers and semaphore, today we use state of the art
technology to provide accurate and timely information on maritime operations 24
hours a day. In a sense, MISNA serves as the “eyes and ears” of the maritime com-
munity.

The maritime exchanges that make up MISNA work with every segment of the
maritime and waterfront business communities, and they provide state, county and
municipal law enforcement, and emergency responders with both a snapshot of river
and harbor activity, detailed vessel movement and position information, detailed
terminal, pier and berth data, commodity information, lightering and bunkering ac-
tivity, as well as in many cases local tide, weather and current conditions. But it
is our work with the local Coast Guard Sector Commands and District Operations
Centers that we view as being most critical to maritime operations in the U.S. and
the Department of Homeland Security and the Coast Guard’s efforts to maximize
maritime domain awareness.

Maritime Domain Awareness (MDA) is defined in the National Strategy for Mari-
time Security as being the effective understanding of anything in the maritime envi-
ronment that can affect the safety, security, economy, or environment of the United
States. To state it simply, MISNA is working closely with the Coast Guard and
other government agencies to understand the maritime domain and what is hap-
pening within it so as to protect our ports, vessels, mariners, and the American pub-
lic, as well as the supply chains that are so critical to our nation’s economy. This
exchange of information benefits the marine industry through increasing efficiency
and minimizing delays incurred in addressing security issues.

Maritime exchanges provide their public sector partners with access to historical
and anticipated vessel schedules and reports, and in many cases the Coast Guard,
Customs and Border Protection and other agencies rely on maritime exchanges for
access to real-time vessel position information through Automatic Identification Sys-
tem (AIS) displays. In addition, exchanges play leadership roles in their Area Mari-
time Security Committees, Harbor Safety Committees and a host of other venues
where private and public maritime stakeholders convene to identify opportunities
for improvement, solve problems, and address the challenges of the future.

In Southern California we are closely tied to the Coast Guard’s Sector Command
at Los Angeles—Long Beach Harbor, which is America’s biggest and busiest inter-
modal cargo complex. Our Marine Exchange provides the Coast Guard with vital in-
formation 24 hours a day, 7 days a week, and 365 days a year in helping them to
execute their multi-faceted mission that includes Maritime Domain Awareness, Ves-
sel Traffic Management & Facilitation, Search-and—Rescue, Law Enforcement, Port
State Control, Environmental Protection & Response, and a host of others. Similar
symbiotic Coast Guard—Marine Exchange relationships exist throughout the U.S.
from Maine to Alaska and Hawaii.
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I would like to take this opportunity to heartily applaud the Coast Guard. Since
the September 11 terrorist attacks, the Coast Guard has accepted countless new re-
sponsibilities—including their ongoing efforts to enhance maritime domain aware-
ness, improve port security, increase vessel traffic efficiency, enforce port state con-
trols, augment search and rescue (SAR) operations and generally make our ports
and waterways safer, more efficient, and environmentally protected. I have only the
greatest admiration, respect and appreciation for what they do and how they do it.
Given their limited manpower, assets and funding the Coast Guard has done a re-
markable job, to say the least. As Winston Churchill once said of the RAF during
World War Two: “Never have so many owed so much to so few!” That same adula-
tion can be applied to our U.S. Coast Guard today.

But maritime security is not the role of the Coast Guard alone. To the contrary,
the only way to achieve maritime domain awareness to the fullest extent possible
is through strong public-private partnerships. In fact, the only way to maximize
maritime domain awareness quickly and in a way that is cost-effective is to utilize
all existing resources. The U.S. Coast Guard Strategy for Maritime Safety, Security,
and Stewardship has it right in saying that securing our maritime borders require
“extensive partnerships that integrate and build unity of effort among governments,
agencies, and private-sector stakeholders.”

A perfect example of public-private partnerships in action—and one that I was in-
timately involved in creating, and in fact appeared before Congress over ten years
ago to discuss—is the Vessel Traffic Service (VTS) located at Los Angeles-Long
Beach Harbor. Since 1994, the VTS at Los Angeles-Long Beach Harbor has been op-
erated by the Marine Exchange of Southern California, in partnership with the U.S.
Coast Guard. While the Coast Guard did not at first embrace the “partnership con-
cept” we had conceived, or recognize the advantages of working in cooperation with
the maritime community, the VT'S has come to serve as a “national model” for other
ports across the nation and around the world to study and emulate.

In February of this year the Marine Exchange of Southern California had the op-
portunity and distinct pleasure to give DHS Deputy Secretary Michael Jackson a
first-hand look at how the Coast Guard is working in tandem with the private sector
to ensure the security of maritime operations at America’s busiest intermodal port
facility. During his visit Deputy Secretary Jackson praised our public-private part-
nership and appeared genuinely impressed with our operation.

The Marine Exchange of Southern California’s work to bring the VTS at Los An-
geles-Long Beach Harbor online was only the beginning of MISNA’s efforts to maxi-
mize the Coast Guard’s ability to achieve success in its various missions. When the
International Maritime Organization (IMO) mandated that all vessels be equipped
with VHF-based line of sight Automatic Identification System (AIS) transponders in
2004, MISNA quickly realized that all the transponders in the world would not do
anything to improve maritime operations unless there were also AIS receiving sta-
tions on shore. Using our extensive network of maritime stakeholders, MISNA
quickly constructed and presently operates over 80 shore-based AIS receiving sta-
tions that range over 3,000 miles north to south from above the Arctic Circle in
Alaska all the way down to Florida; and east to west over 5,000 miles from Maine
to Adak, Alaska and Hawaii. While this network of AIS receiving stations is now
tracking over 2,000 vessels daily in the U.S., this system is growing daily with over
100 AIS sites expected to be in operation later this year. MISNA is currently shar-
ing much of this information with the Coast Guard.

MISNA recognized early on that AIS has serious limitations, and saw first-hand
what the consequences of those limitations are, foremost among which is the limited
range of AIS. AIS was originally conceived as an anti-collision “tool” for mariners
to use at sea and while navigating in and out of port. AIS was not designed to pro-
vide much help in addressing maritime emergencies, especially those that occurred
many miles offshore, or even just outside the proximity of an AIS receiving station.
Not only does AIS have a limited range of approximately forty to fifty miles, but
the information it collects and disseminates is not secure. Given these shortfalls,
while still recognizing the benefits of AIS, MISNA developed the ability to track ves-
sels around the world and destined for our ports using satellite technology.

MISNA created a Voluntary-Long Range Vessel Tracking system called the Auto-
mated Secure Vessel Tracking System (ASVTS), which combines short range (AIS)
and long range (satellite) vessel tracking capabilities, and provides a way for this
information to be displayed in a way that is secure but can be shared easily with
stakeholders who need to analyze that data. For over five years now, MISNA has
been successfully tracking vessels near our coasts and around the world. The sys-
tem’s unique ability to process and display both AIS and long range (satellite) data
provides a means of comparing and validating vessel information, aiding the detec-
tion of anomalies and providing system redundancy. MISNA is currently tracking
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tankers, cargo vessels, container ships, tugs, barges, ferries and cruise ships mostly
along the U.S. West Coast and in some cases, around the world. And in Alaska, the
Marine Exchange has also been monitoring Coast Guard vessels at the request of
Coast Guard District 17.

After the terrorist attacks on 9/11 when the Office of Naval Intelligence (ONI)
needed to improve its information gathering activities, ONI officials approached
MISNA and asked us to provide information on anticipated port calls and actual ar-
rivals of vessels. MISNA complied with that request within a few days and con-
tinues to assist the ONI in its missions, consolidating this information nationwide
on a daily basis. Each year, MISNA reports to the ONI on over 65,000 thousand
vessels calling on U.S. ports. We have been contracted by ONI to provide this serv-
ice since December of 2001.

MISNA also entered into a Memorandum of Understanding (MOU) with the Coast
Guard in 2002 and through this forum has repeatedly offered the Coast Guard as-
sistance in attaining enhanced maritime domain awareness to aid maritime secu-
rity. In many areas of the country the Coast Guard is using MISNA’s AIS and long
range vessel tracking information on a daily basis.

The Coast Guard consistently calls on MISNA members for long range vessel
tracking capabilities. As a result, MISNA members have assisted in several high
profile maritime emergencies during the past few years, some of which have been
covered by CNN. In one instance, MISNA tracked the “Semester at Sea” passenger
vessel Explorer when it encountered heavy seas in the Pacific and was in distress.
In other instance, MISNA’s tracking system aided the Coast Guard’s search and res-
cue response to the stricken cargo vessel Selendang Ayu when it lost power and
grounded in a heavy storm in Alaska. And on yet another instance, MISNA tracked
the response vessels assisting the car carrier Cougar Ace when it rolled on its side
in the North Pacific. While most of the vessels that utilize MISNA’s long range ves-
sel tracking capabilities do so voluntarily, MISNA was able to track these vessels
without having tracked them previously, and did so in few minutes. Without
MISI\{A’S tracking capabilities, it would have taken hours to locate and track these
vessels.

It is in Alaska that MISNA’s AIS and long range vessel tracking capabilities are
most prevalent. The ASVTS system enables the Coast Guard in District 17 to effi-
ciently manage its resources in order to augment its search and rescue (SAR) oper-
ations, enhance maritime domain awareness, improve maritime security, promote
maritime safety, better assist in waterway management, and respond more effec-
tively to environmental emergencies. Due to concerns about the vulnerability of
ships operating in the restricted and often remote waters of Alaska, Coast Guard
District 17 encourages vessel operators to utilize the ASVTS vessel tracking capa-
bilities under a voluntary, industry-funded program. The participation and compli-
ance by the vessel owners and operators is significant with tankers, ferries, tugs,
fishing boats, cruise ships and container ships being tracked as they sail to and
from Alaska to other ports on the West Coast and overseas. The information pro-
vided to the Coast Guard in District 17 is used to execute search and rescue and
Medical Evacuation (MEDEVAC) missions, coordinate security escorts, schedule ves-
sel boardings, and provide data for waterways management issues on a daily basis.

Long range vessel tracking, however, is more than about just tracking ships. It
is about managing risk. Effectively managing risk creates resiliency which reduces
disruptions and gives the Department of Homeland Security and the Coast Guard
greater control in their homeland security activities. Simply stated, you can’t control
something you can’t see. This is why long range vessel tracking is critical to achiev-
ing maritime domain awareness.

Congress recognized the need for long range vessel tracking in 2002 when it gave
the Coast Guard the authority to “develop and implement a long-range automated
vessel tracking system for all vessels in United States waters that are equipped with
the Global Maritime Distress and Safety System or equivalent satellite technology”
and to “use existing maritime organizations to collect and monitor tracking informa-
tion under the system.” Congress reinforced this authority in the Maritime Transpor-
tation Security Act of 2004 and in the Maritime Transportation Security Act of 2006
before adding a date certain of April 1, 2007 in the SAFE Port Act. MISNA has had
these capabilities the entire time, and has consistently offered to provide these capa-
bilities to the Coast Guard in a way that would not cost them (and the American
taxpayers) almost nothing.

Despite this authority, DHS has not yet maximized maritime domain awareness
through tapping into the marine industry’s vessel tracking capabilities. While there
are ongoing efforts to correct this, these efforts will continue to fall short unless they
incorporate existing and proven technologies and invest in the willingness of indus-
try partners to work together. In other words, I firmly believe that we can do better.
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While I have been focused on the security aspects of long range vessel tracking,
I would like to take a moment to discuss the commercial implications of increased
maritime domain awareness. While maritime domain awareness is critically impor-
tant to preserving the well-being of the United States, it is only one half of this
equation. Maritime domain awareness must also create an environment in which
international commerce can be conducted in a safe, secure, efficient and environ-
mentally sound manner.

The primary motivation of MISNA to develop both AIS and long range vessel
tracking systems was to better serve our members. By providing more accurate ves-
sel information, maritime exchanges support efficient maritime operations and help
our members avoid or minimize fines and costly delays arising from a lack of cur-
rent vessel movement information. Vessels’ arrival times change continuously due
to wind, fog, visibility, currents, traffic density, mechanical problems and myriad
other reasons. Over the past few years, numerous U.S. and foreign vessels have
been turned back to sea due to the fact that the Coast Guard did not have their
actual positions or updated arrival times, costing the industry millions of dollars.
This situation can be avoided by providing the Coast Guard with real time and ac-
curate information on a vessel’s entire voyage track, thereby confirming that that
ship has “nothing to hide” if its ETA happens to change by a couple of hours one
way or another.

To put it another way, air traffic control does not turn a plane around if it does
not land at the specified time. If a plane flying from LAX to DCA has a strong tail
wind that helps the plane to arrive earlier than expected, the pilots are not told to
fly around in circles until its originally schedule arrival time. Neither should ocean
going-vessel that do not meet their notice of arrival window, in most cases due to
variable weather and sea conditions, be forced to turn around and provide an arrival
update. This is especially true if they have been constantly and accurately tracked
all along their voyage route by a system like ASVTS.

So what exactly does MISNA offer to the Department of Homeland Security and
the Coast Guard? Simply stated MISNA offers a seamless network of maritime in-
formation sharing organizations that offer a variety of programs, services and tech-
nology designed to both improve maritime domain awareness and promote maritime
commerce. The U.S. government is constantly seeking the right balance between se-
curity and trade facilitation. MISNA believes that the capabilities provided by
ASVTS can help in achieving that balance.

In that vein, the National Security for Maritime Strategy, the Port Security Grant
Program and various Presidential Directives have highlighted the need for enhanced
information sharing as critical to targeting efforts, incident prevention and response,
and improved asset utilization. In line with the Coast Guard’s call for public-private
collaboration in information sharing, MISNA members have suggested that the
Coast Guard and other agencies work more closely together and with the maritime
industry to create and use electronic information reporting systems.

DHS has made good progress in several initiatives, such as the International
Trade Data System and the portal for ocean carriers to submit electronic crew mani-
fest data to both Coast Guard and Customs and Border Protection through a single
interface, but additional opportunities remain unexplored. For instance, CBP and
the Coast Guard, along with various other agencies require ship operators or their
agents to submit advance notice of vessel arrival and departure (NOA/D). MISNA
has suggested that Coast Guard share information on notices received through the
electronic NOA/D port back to maritime exchanges, similar to the way CBP will
share cargo manifest data with port authorities or exchanges. This information can
be integrated with and displayed as part of ASVTS, and it could improve some of
the difficulties I described above with regards to trade facilitation.

There have been many questions about how MISNA’s vessel tracking system com-
pares to the Long Range Identification and Tracking (LRIT) system being developed
by the International Maritime Organization (IMO) that is scheduled to be fully oper-
ational in 2009. In short, IMO’s system will fall short of MISNA’s system in several
areas, especially in light of the fact that MISNA’s system is operational today and
has been proven time and again during the past five years. Here is how the two
systems differ:

e The IMO system imposes limits on what information contracting governments
are entitled to. The past position reports and vessels’ voyage histories are not
provided and information will be restricted to when the vessel first makes noti-
fication, which is typically 96 hours before arrival or approximately 2,000 miles
offshore, depending on the vessel’s speed. MISNA’s system provides global
tracking information that can reveal past history and identify prior port calls
of concern and/or anomalies in a voyage.
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e The IMO system will be funded by the government at a cost yet to be deter-
mined while MISNA’s voluntary system is paid for by the marine industry sav-
ing the government millions of dollars every year.

e The IMO system will not share information on vessels’ locations with the
maritime industry. If the maritime industry does not have access to this infor-
mation, how can vessel operators improve the efficiency of maritime operations
with respect to safety, commerce and environmental protection?

In summary, each commercial seaport in the U.S. has a different combination of
geography, governance, operating rules, ownership and mix of activities. MISNA has
developed a firm grasp of this complicated picture and provides an institutional
memory at each of the ports where it has a presence while providing an environ-
ment of information sharing that helps the industry to work together more effec-
tively and enhance the activities of its government partners.

MISNA’s vessel tracking, display and reporting capabilities are already signifi-
cantly enhancing maritime domain awareness in a way that provides increased se-
curity and promotes efficient trade facilitation, but MISNA has the capacity to offer
much more. MISNA’s vessel tracking, display and reporting capabilities are sup-
ported by the maritime industry; they are cost effective; and they are ready to go
right now. With these capabilities, MISNA can help the Department of Homeland
Security and the Coast Guard accomplish its stated goal of “achieving an unprece-
dented level of information sharing and intelligence integration.” We look forward
to continuing to work with Coast Guard, CBP, MARAD, ONI and other agencies to
explore opportunities designed to meet our mutual goals of improved homeland se-
curity and facilitation of commerce.

I would like to thank you, Ms. Chairwoman and Members of the Subcommittee
for the opportunity to testify today on behalf of the Marine Exchange of Southern
California and the Maritime Information Service of North America. I look forward
to answering any questions you may have.

Ms. SANCHEZ. Thank you, Mr. Aschemeyer. We will make sure
that the printouts that you have there are in the committee record.

I will now just ask a couple of questions. I know we are pressed
for time, and I want to give some more time to my fellow col-
leagues.

Mr. Aschemeyer, why does the Marine Exchange exist? Why are
you in place? Why do you already have this system in place?

Mr. ASCHEMEYER. The Marine Exchanges have been around in
many cases since the 1800s. We are the respected and trusted hon-
est brokers of maritime information on the waterfront. We are the
maritime information clearinghouses. If you need to know anything
about a ship—where it came from, where it is going from, who
owns it, who operates it, what kind of cargo is it carrying—we are
that person that does that.

But we saw a real need from a commercial viewpoint to improve
port security, but also to enhance the flow of international trade.
There have been instances, for example, where the NOA system,
the ship misses its window by 6 hours. The ship has to turn around
and is held outside of 12 miles until they sort it all out. We don’t
do that with airplanes. Airplanes come in, and if they get a tail-
wind and they are early, they don’t circle them for 1 1/2 hours and
say, “We can’t land because you said you were going to be here 1
hour later.” They let them land.

If you are tracking a vessel from point A to point B and they
have nothing to hide, and you know exactly where they have been,
and you know exactly what they have done, that is the kind of effi-
ciency we are trying to achieve. But also, it would greatly enhance
port security. It would greatly enhance maritime domain aware-
ness.

Again, this system is ready to go. Now, with all due respect, the
Coast Guard has done a tremendous job. As Winston Churchill
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once said, “Never have so many owed so much to so few.” I mean,
they have really been called upon to do a lot. But by their own ad-
mission, they need partnerships to enhance what they are doing.
They are trying to leverage their assets. They are trying to lever-
age what they do. And we are here to help them do that.

Ms. SANCHEZ. Thank you, Mr. Aschemeyer.

Mr. Sundet, you don’t like the TWIC program much.

[Laughter.]

Mr. SUNDET. Well, I think that—

Ms. SANCHEZ. Why don’t you think we should put it in?

In the overall aspect of it, my understanding is that when—I
don’t know when—but when we get this done, somebody that is up
in Oakland or down in L.A. that worked yesterday in the Port of
Long Beach can go up to Port Hueneme with the same card and
have access onto the premises. And that this is going to be required
for everybody who wants access onto the ports of California, for ex-
ample, whether it is a truck driver or a longshoreman or somebody
else.

Why don’t you think it is going to work?

Mr. SUNDET. How much time do you have, Congresswoman?

[Laughter.]

Ms. SANCHEZ. You have about 2 minutes to answer that ques-
tion.

Mr. SUNDET. Well, I am not sure it is going to work quite like
that. I think that the industry is far too complicated than that. I
don’t see it working. But I don’t want to go back and argue over
so-called “spilled milk.” I mean, the TWIC system is what it is and
we are going to support it and try to get our people 100 percent
enrolled in the process.

But I think that I agree with the previous speakers, the TSA and
so forth. They need to take their time and do it right so that people
aren’t without work for any period of time, and that it actually
works. We will see if it is going to work. I don’t think that is the
clear emphasis on what we are trying to do. It is easy to focus on
that because that plays good to the public and the public feels good
that something is being done. It is similar to an airport situation.

But the real problem is with the cargo and looking at what is in-
side that box, whether it is really locked, whether that seal means
anything, and what has happened to it en route. And we are not
spending resources on that of any significance because industry
doesn’t want that to happen. It is not happening.

And so if you look at it just from an airport analogy, we put this
perimeter around the airplane and we check everything that is
going to go onto the airplane. We check people. We check cargo.
The main reason is we don’t want somebody hijacking the plane,
or we don’t want a bomb on the plane. But what we are doing with
our terminals is we are not doing that. We are bringing the cargo
in and then maybe we are checking it on the out-gate. Maybe. That
is a maybe. Okay?

So you take it back to the airplane situation, it is kind of like
putting the bomb on an airplane, flying the airplane to its destina-
tion, and then when the airplane has landed and everybody has
come off the airplane, then check them. It is kind of what we are
doing.
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Ms. SANCHEZ. Okay.

I just remember back to Chief Cunningham’s comment about,
and he used to be the chief of Los Angeles Port, when he first testi-
fied before this committee 3 years or 4 years ago now, where he
said, “There are three things you need to worry about: What is in
the container, what is in the box; and two, who is on the port, who
is actually there; should they be there; and three, are all these dif-
ferent layers of different agencies and everything actually talking
and working together?”

So I respectfully disagree in this instance. I think that that num-
ber two needs to be done, and I think that the TWIC, if we can
get it correct, is hopefully going to make the lives of your long-
shoremen better.

Mr. SUNDET. I don’t think that we are disagreeing, Congress-
woman. I think it just has a marginal positive impact. I think that
right now, there is too much focus and too much influence on get-
ting that done yesterday, when it is a very difficult problem for all
kinds of different reasons, and we are not spending even equal re-
sources on the other end.

Ms. SANCHEZ. Oh, believe me, I am getting on the department
about C—-TPAT and containers initiative and all of those. We are
working on them also, Mr. Sundet. Don’t think we aren’t.

I am going to let Mr. Souder ask his questions for however much
time he may consumer, realizing he has one colleague behind him
who is waiting to ask questions also.

Mr. SOUDER. I want to say I agree on the seals. That is a huge
question that often gets overlooked. The bottom line is you can do
pre-screening in Singapore, you can do screening on the ship, you
can have screening at the place, but if the seal can be altered, you
can go in at any place.

I have to go catch a plane. I am going to yield to Mr. Bilirakis.
But I wanted to say this, having been a staff director, a staffer, a
chairman and now a ranking member, I know it gets frustrating
to our witnesses. You come in from a long way and you do 3 min-
utes and everything seems to go. Just know that you generated
this book on our side and a similar thing on the other side. Your
statement has been dissected into pieces to generate pages of ques-
tions.

There are eight people who got to comment on this, and maybe
with a few more hearings, there will be 20 in America that get into
this. You are in a very unique group. We appreciated each of your
testimonies today because it adds to it, because it gave us a diver-
sity to it.

Our staff, having been a staffer, we go around like ADD people,
from thing to thing, but all of it mattered a lot on this and it was
very helpful for us to get an overview today.

With that, I am headed to an airplane, and I am going to yield
to Mr. Bilirakis.

Thank you.

Mr. BiLirAKIS. Thank you, Mr. Souder. I appreciate it.

Thank you, Madam Chairwoman, for having this committee
hearing.

Ms. SANCHEZ. We will actually recognize you for 5 minutes if you
would like.
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Mr. BILIRAKIS. Thank you very much. I appreciate it. Thank you.

Mr. Wainio, I have a few questions. What is the Tampa Port
Authority’s number one port security concern, in your opinion?

Mr. WAINIO. As we have noted before, the number one concern
that we have at this time is with port access credentialing. We
strongly support port access credentials. I disagree slightly with my
colleague here from the industry. I do think port access credentials
do serve an important purpose. Keep in mind that there are two
elements, basically, we are talking about. One is terrorism. The
other is criminal activity.

Florida has had port access credentials in place for many years.
Before 9/11, they had a law that required access credentialing, and
then they came along with the FUPAC requirement as well, that
they were pursuing. And now TWIC is coming down the pike. So
we do believe in it. I think any industrial facility that serves as an
entry point, as ports do, has to limit who goes on and off for a
whole series of reasons.

We are, of course, extremely concerned over the potential for
Florida ports to end up with two access cards. We think that would
make security more difficult. It would not help. It would hurt secu-
rity. As has been noted, it will be extremely costly for Florida, with
millions of dollars in dual card readers unless they are able to do
something about that. As was mentioned by a previous witness,
they are working on trying to get one card reader to work. At this
point, I don’t think they have reached that point. It looks like if
you have a FUPAC and a TWIC, you would have two separate sys-
tems, two expensive systems.

We just think that that would be extremely burdensome. It
would create competitive disadvantages for ports in Florida. Take
a port like Jacksonville, which is on the Georgia border competing
directly with ports like Charleston and Savannah, for the container
trade. They have literally thousands of truck drivers coming and
going from out of state, coming into Jacksonville, and certainly will
in the future when they start moving a million containers or more
a year, which is coming soon at that port.

So that extra burden, that extra cost, the delays, everything in-
volved in that duplicative effort will create significant competitive
disadvantages by driving up the cost to use Florida ports. We think
it is just unacceptable and we urge you, again, to insist that a solu-
tion be found to this problem.

Mr. BILIRAKIS. Thank you very much. So you are saying it is
going to have a detrimental impact on commerce as well.

Mr. WAINIO. On commerce and it will not augment security in
any substantial way.

Mr. BILIRAKIS. Do you have any thoughts or suggestions on how
federal and state officials in Florida might resolve the discrepancies
between their respective port access control credentials?

Mr. WAINIO. I am not really able to give you the answer to that.
I know that in Tallahassee and, as was noted before, all of the peo-
ple that are working on it—Mr. Sadler from the TSA working with
Colonel Janes of the Office of Drug Control in Florida—all say we
want one card. Everybody agrees we should have one card, but in-
tegrating the Florida criminal data systems with what the federal
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systems are doing apparently is a hurdle at this point. They need
to find a way to do that.

Our goal, again, is one card. We don’t really care how they arrive
at that, but I do understand that the main hurdles do have to do
with the criminal background checks and the integration of the
data. For example, if you violate the law in Florida—and Florida
would not be unique in this case, in any state—and you have done
something wrong in the state, it may not be in the FBI database.
That, Florida says, is a problem.

So some steps have to be taken by the state, I assume, to find
a way to provide that data to the federal authorities so they can
incorporate it into the background checks that TWIC does. Again,
this is not just unique to Florida. Other states apparently do not
provide the data to the federal entities as well on a lot of local
crimes.

Mr. BILIRAKIS. I know you touched on this in your opening state-
ment, but could you talk about the current container security pro-
cedures in place in the Port of Tampa?

Mr. WAINIO. Yes. We are new to the container business. We just
started. We built our first container terminal last year and we just
started to receive ships every week direct from Asia, China, Korea,
Japan, coming into our port. We expect that business to grow geo-
metrically over the next few years, and expect to be moving hun-
dreds of thousands of containers on an annual basis.

Our port, like most Florida ports, is ahead of the curve on secu-
rity. We have had radiation portals in place for a number of years,
and 100 percent of all the containers that arrive are checked. I
agree with Mr. Sundet that in some cases, some could clearly argue
that checking for radiation once they arrive and leave a port is a
little bit late, but it is done.

We also think that Customs and Border Protection is very effec-
tive in the way that they are doing visual searches of the con-
tainers. They clearly screen the manifests. We have a new CES
system—customs examination station—and they do pull all high-
risk containers over to that CES and they de-van them, strip them
down, and search them. So we think the security that is being ac-
complished related to containers at the Port of Tampa is quite
good. Again, we have a small number of containers at this time.

As I indicated in my remarks, both the prepared and the oral re-
marks, I do believe, as I think everyone in this room probably does,
that more of that screening and scanning needs to be done over-
seas, and that should be the primary focus on the effort.

Mr. BILIRAKIS. Is the federal funding for the security adequate,
in your opinion?

Mr. WaiINIO. Well, certainly nationwide, I don’t believe so. I think
it falls short in many areas. In the state of Florida, as I can speak
directly for Tampa and Florida, over the last 5 years we have spent
literally hundreds of millions of dollars on security infrastructure,
most of that has come from our own pockets. We have done better
than most States.

What it means is that we have had to transfer funds that would
have been used for commercial projects needed to expand capacity
and improve productivity. We have had to shift millions of dollars
from that into security projects. Now, we need to start finding
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money to do those commercial projects that have been sitting there
for years undone. We do have a primary mission, and that is to
move international trade. If we don’t focus our resources there, we
are going to start to see more and more delays and problems, and
costs obviously will go up to the consumers.

Mr. BILIRAKIS. Thanks very much. I appreciate it very much.
Thank you.

I yield back, Madam Chairman. Thank you.

Ms. SANCHEZ. I thank the gentleman from Florida.

Let me just ask a quick question of Mr. Sundet, and then Mr.
Cummings. I would hate to have you come all the way and not get
a question off of us.

Mr. Sundet, the empty containers coming from land-side, do you
have any idea how many there are? How long they stay? If I should
WOI'I‘}(’) about these at all, when they are sitting out there in the
ports?

Mr. SUNDET. I can’t give you an exact number, but there are lots
of them. There are lots of them.

[Laughter.]

Ms. SANCHEZ. Especially in L.A., right?

Mr. SUNDET. Especially in L.A. They stay at different intervals
because they are taken onto vessels when there is room for them.
Usually, they are dropping off a vessel and if they have room, they
take as many empties as they can, because they need empties to
bring imports back, and imports are what is moving the trade here.
There is a huge imbalance between imports and exports.

We have always advocated, and we have had different ideas on
how to deal with empties, but it is a very vulnerable point because
too often we don’t look at the domestic side of this thing, whether
it be an empty container or even an export container that is com-
ing, you know, a potential export container on the domestic side is
not looked at.

I personally think that there is a significant threat of some kind
of thing, you know, depending on what the scenario is that you are
looking at. Say, for instance, you are going to blow up a ship in the
channel, for instance, in the L.A. channel, it would be a threat. It
might be easier to do that from the domestic side than it would be
from the import side, or from overseas.

Ms. SANCHEZ. Thank you, Mr. Sundet.

I think Oklahoma always reminds us that sometimes we have
our own born terrorists right here in the United States, and we
don’t look at them.

Mr. Cummings, the last question: What is the most significant
security challenge that your port faces today?

Mr. CuMMINGS. I would probably refer back to what Noel
Cunningham said. There are three basic areas. I think all three of
them we have to continue to work aggressively. At the Port of L.A.,
we have to keep working on building our security infrastructure to
get our ports secure, and that is the grant projects that we submit
for. We get some grant money and we do engineering and con-
tracting. We build the systems out.

I think in our estimation, between myself and my counterpart in
Long Beach, we are somewhere just over the halfway line in terms
of the projects that are on the drawing board. We have another set
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of projects that have been identified and that need to be funded,
and go through the same process of engineering and contracting.

In terms of cargo security, clearly a critical concern of ours. As
you know, we move 43 percent of the nation’s cargo. We see more
containers than the rest of the country put together. We would ad-
vocate strongly, as my testimony included, increasing security, in-
creasing cargo screening overseas. I mean, we really feel like if the
mission and the objective is to protect the port, as has been stated
across the panel here, to protect the ports you have to screen over-
seas.

Screening and the measures taken in the port protect the supply
chain beyond us. They don’t protect the port. And that has to be
clear. That has to be a clear part of this discussion. There are rea-
sons to do different parts of the security puzzle at different places,
but you have to be clear on what you are accomplishing.

So cargo security done in the port of L.A.-Long Beach protects
the rest of the supply chain, and that is a worthwhile mission, but
it doesn’t protect the port. You have to screen the cargo overseas
and then you have to have a supply chain security methodology
with seals and monitoring that you have some confidence in, that
you have a lot of confidence in.

Ms. SANCHEZ. Excuse me.

Do you agree with that, Mr. Sundet?

Mr. SUNDET. Yes.

Ms. SANCHEZ. I am just trying to get management and labor here
to agree on something.

Mr. CUMMINGS. Actually, we agree with our longshoremen all the
time. We are very closely aligned in terms of port security.

Ms. SANCHEZ. I know you use them quite a bit for some informa-
tion.

Mr. SUNDET. We have an excellent working relationship with the
Ports of Los Angeles and Long Beach, I think.

Mr. CUMMINGS. And I guess lastly is the TWIC program. Again,
as we stated, we think that it is critical. We do need to know who
is on the terminals and we need to not have people on the termi-
nals that have no business being there and that are not known peo-
ple, and have had at least a check on some basic fundamentals of
who they are—not an in-depth security check, not like getting a
classified clearance, but some basic fundamentals.

We basically agree with the way the regulations came out in
terms of what is the criteria for a TWIC card. That, we think, came
out just about the right kind of checks for this level of security.

So I guess the answer is kind of all three. As Noel pointed out
3 years ago, we still have to pursue all three areas.

Ms. SANCHEZ. Thank you.

Okay, gentlemen. As my ranking member said, we really thank
you for coming before us today. I know this second panel got short-
changed, but we have, will, or at least staff will read your testi-
mony. It has been dissected. We will think about it, and of course
we will probably have some follow-up questions.

The members of the subcommittee, if they have additional ques-
tions for the witnesses, we will ask you to respond quickly to those
so that we can move forward.
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This will not be the last time that we take a look at how the
SAFE Port Act is being implemented. As I said, as a finance per-
son, I like to continue to check and make sure what is going on.
If you have any other comments that you didn’t get in your testi-
mony, please get them to our staffs and we will move forward.

Again, I thank you.

Having no further business, this subcommittee stands adjourned.

[Whereupon, at 3:07 p.m., the subcommittee was adjourned.]
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Appendix I: Change in Number of Staff Performing Customs
Revenue Functions

This appendix provides information on the number of staff in specific customs rev-
enue functions positions from the creation of the Department of Homeland Security
(DHS) until late in 2005. The change in the number of staff in customs revenue po-
sitions and their associated support staff varies by position. Figure 3 shows the
change in the number of staff in customs revenue positions; figure 4 shows the
change in the number of associated support staff.

Figure 3: Change in Number of Staff in Customs Revenue Positions from March
2003 Baseline, as of Decomber 2006
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Figure 4: Change in Number of Associated Support Staff from March 2003 Baseline,
by Customs Revenue Position, as of September 2006
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