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ENHANCING AND IMPLEMENTING THE CY-
BERSECURITY ELEMENTS OF THE SECTOR-
SPECIFIC PLANS

Wednesday, October 31, 2007

U.S. HOUSE OF REPRESENTATIVES,

COMMITTEE ON HOMELAND SECURITY,
SUBCOMMITTEE ON EMERGING THREATS, CYBERSECURITY,
AND SCIENCE AND TECHNOLOGY,

JOINT WITH THE
SUBCOMMITTEE ON TRANSPORTATION SECURITY AND
INFRASTRUCTURE PROTECTION,

Washington, DC.

The subcommittee met, pursuant to call, at 3:45 p.m., in Room
311, Cannon House Office Building, Hon. James R. Langevin
[chairman of the Emerging Threats, Cybersecurity, and Science
and Technology Subcommittee], presiding.

Present: Representatives Langevin, Etheridge, Pascrell, Jackson
Lee, Clarke, McCaul, and Lungren.

Mr. LANGEVIN. The Subcommittee on Emerging Threats, Cyber-
security, and Science and Technology, and the Subcommittee on
Transportation Security and Infrastructure Protection will now
come to order.

The subcommittees today are meeting to receive testimony on en-
hancing and implementing the cybersecurity elements of the sector-
specific plans. I will begin by recognizing myself for the purpose of
an opening statement.

Good afternoon. Over the past few months, the Subcommittee on
Emerging Threats, Cybersecurity, and Science and Technology has
held numerous hearings to assess how far-reaching our cybersecu-
rity vulnerabilities are and how best to address them. Today, we
will be focusing on the extent to which cybersecurity has been im-
plemented as part of our 17 different sector-specific plans.

We are joined today by the Transportation Security and Infra-
structure Protection Subcommittee led by Chairwoman Sheila
Jackson Lee of Texas and Ranking Member Lungren. Though this
is our first joint hearing on the subject, I very much look forward
to working with the chairwoman and ranking member, along with
my ranking member on the subcommittee on these issues of the
110th Congress as it continues.

Although critical infrastructure protection is usually associated
with physical protection of facilities, there is a growing realization
that cybersecurity must receive equal attention. This holds true es-

o))
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pecially since the Nation’s critical infrastructure relies extensively
on computerized information systems and electronic data.

As we learned 2 weeks ago in a hearing on control systems and
the electricity grid, many elements of our Nation’s critical infra-
structure are vulnerable to cyber attack in part because the com-
puters are connected to the Internet. A cyber attack against a por-
tion of our critical infrastructure could have devastating con-
sequences that could cascade across the country.

Similarly, an attack on our control systems could cause serious
physical harm, for example, through the introduction of raw sew-
age into drinking water systems or through the catastrophic failure
of critical electrical generators.

One of the most important ways we can secure our infrastructure
is through the implementation of the sector-specific plans. These 17
plans, one for each critical infrastructure sector in the U.S., are
supposed to describe how each sector will identify, prioritize, and
protect their physical and cyber assets. These plans are based on
the high level of Federal guidance in the National Infrastructure
Protection Plan, or NIPP, released by DHS in 2006. The NIPP is
the roadmap for the sectors to follow when developing their sector-
specific plans.

The completion of the sector-specific plans will allow DHS to
write a national annual report on critical infrastructure protection
which is designed to give us a general assessment of the security
of our infrastructure. This firsthand report is scheduled to be re-
leased next week. Today, we will focus specifically on the cyber as-
pects of these plans.

I have two significant concerns about the efforts of the Depart-
ment of Homeland Security in this area. First, according to the
Government Accountability Office report, released today, many of
the 17 plans are incomplete when it comes to cybersecurity. The
GAO rated these 17 sector-specific plans according to three cat-
egories—either fully addressed, partially addressed, or not ad-
dressed at all—and found that none of the plans fully addressed all
30 cybersecurity criteria. GAO reports many plans have no way of
identifying the consequences of a cyber attack or reporting metrics
of progress in implementing the plans to DHS. GAO concluded that
without comprehensive plans, certain sectors could be ill prepared
to respond to a cyber attack.

Now, the plans are supposed to be the easier part of this process,
but if we are struggling just to get the plans right, we are going
to have an even tougher time achieving true security. Our main
goal, of course, is actually protecting our critical infrastructure or
at least making it resilient to attack; that should be the primary
focus of our efforts. But as the first step, DHS must improve the
current state of the cyber elements of the sector-specific plans.
What we have now is simply unacceptable.

My second concern is with the implementation of the plan. To-
day’s sector witnesses will describe the varying degrees to which
they have begun translating their plans into actual improvements.
It should be noted, of course, that the sector-specific plans were of-
ficially released in May 2007, so there has not been a great deal
of time for action. While sectors have started implementing their
plans, much work clearly remains to be done.
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Under the Department’s current public-private partnership ap-
proach, I don’t believe the Federal Government can adequately en-
sure the security of our critical infrastructure. Thus far, DHS has
adopted a laissez-faire approach, it seems, towards critical infra-
structure owners and operators. The sector-specific plan process is
entirely voluntary and there are no regulatory requirements at-
tached to it.

Many would argue, however, that protecting critical infrastruc-
ture is an issue of national security, a core constitutional responsi-
bility of the Federal Government. Under this viewpoint, laissez-
faire is arguably not the appropriate model.

This observation is not intended to be an argument for more reg-
ulation or a criticism of our private sector partners. In a perfect
world, we either wouldn’t have to worry about security or would
have an unlimited amount of money to spend on it, but this is
clearly not a perfect world.

The Federal Government and the American people want to en-
sure that there is a high level of cybersecurity protections on our
critical infrastructure. But, as Dr. Gordon notes in his testimony,
private sector owners and operators have a hard time making the
business case for increased cybersecurity investments.

Recognizing there may, in fact, be a market failure when it
comes to private sector cybersecurity, I have asked the second
panel of witnesses to discuss ways to incentivize owners and opera-
tors of critical infrastructure to better protect their systems. Some
believe that with the proper incentives, the private sector can re-
spond faster and more efficiently to future threats. Clearly, without
appropriate consideration of all available public policy tools, the
private sector’s participation in critical infrastructure efforts may
not reach its full potential, but I do think we need to look at a
broad range of options in this area.

I have great apprehension, though, about the current framework
DHS is creating with the sector-specific plans as they relate to cy-
bersecurity. But I am hopeful that today’s discussion will be a valu-
able tool in trying to strike the right balance that will ensure a
high level of security with a low level of government involvement.

Mr. LANGEVIN. That concludes my opening statement, and the
Chair now recognizes the ranking member of the subcommittee, the
gentleman from Texas, Mr. McCaul, for an opening statement.

PREPARED STATEMENT OF THE HONORABLE JAMES R. LANGEVIN, CHAIRMAN,
SUBCOMMITTEE ON EMERGING THREATS, CYBERSECURITY, AND SCIENCE

Good afternoon. Over the past few months, the Subcommittee on Emerging
Threats, Cybersecurity and Science and Technology has held numerous hearings to
assess how far reaching our cybersecurity vulnerabilities are and how best to ad-
dress them. Today we will be focusing on the extent to which cybersecurity has been
implemented as part of our 17 different Sector Specific Plans. We are joined today
by the Transportation Security and Infrastructure Protection Subcommittee, led by
Chairwoman Jackson-Lee and Ranking Member Lungren. Though this is our first
joint hearing on the subject, I very much look forward to working with the Chair-
woman and Ranking Member on these issues as the 110th Congress continues.

Although critical infrastructure protection is usually associated with physical pro-
tection of facilities, there is a growing realization that cybersecurity must receive
equal attention. This holds true especially since the nation’s critical infrastructure
relies extensively on computerized information systems and electronic data. As we
learned two weeks ago in a hearing on control systems and the electricity grid,
many elements of our nation’s critical infrastructure are vulnerable to cyber attack
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in part because their computers are connected to the Internet. A cyber attack
against a portion of our critical infrastructure could have devastating consequences
that cascade across the country. Similarly, an attack on our control systems could
cause serious physical harm, for example through the introduction of raw sewage
into drinking water systems or through the catastrophic failure of critical electrical
generators.

One of the most important ways we can secure our infrastructure is through the
implementation of the Sector Specific Plans. These 17 plans——one for each critical
infrastructure sector in the U.S.—are supposed to describe how each sector will
identify, prioritize, and protect their physical and cyber assets. These Plans are
based on the high level Federal guidance in the National Infrastructure Protection
Plan—or NIPP—released by DHS in 2006. The NIPP is the road map for the sectors
to follow when developing their Sector Specific Plans. The completion of the Sector
Specific Plans will allow DHS to write a National Annual Report on Critical Infra-
structure Protection, which is designed to give us a general assessment of the secu-
rity of our infrastructure. The first annual report is scheduled to be released next
week.

Today we will focus specifically on the cyber aspects of these plans. I have two
significant concerns about the efforts of the Department of Homeland Secu-
rity. First, according to the Government Accountability Office report released
today, many of the 17 plans are incomplete when it comes to cybersecurity. The
GAO rated the 17 Sector Specific Plans according to three categories: fully ad-
dressed, partially addressed, or not addressed, and found that none of the plans
fully addressed all 30 cybersecurity criteria GAO reports that many plans have no
way of identifying the consequences of a cyber attack or reporting metrics of
progress in implementing the plans to DHS. GAO concluded that without com-
prehensive plans, certain sectors could be ill prepared to properly respond to a cyber
attack.

Now, the plans are supposed to be the easier part of this process. But if we're
struggling just to get the plans right, we’re going to have an even tougher time
achieving true security. Our main goal, of course, it actually protecting our critical
infrastructure, or at least making it resilient to attack. That should be the primary
focus of our efforts, but, as a first step, DHS must improve the current state of the
cyber elements of the sector specific plans. what we have now is simply unaccept-
able. My second concern is with the implementation of the plans. Today’s sector wit-
nesses will describe the varying degrees to which they have begun translating their
plans into actual improvements. It should be noted that the sector plans were offi-
cially released in May 2007, so there has not been great deal of time for action.
While many sectors have started implementing their plans, much work remains to
be done. Under the Department’s current public/private partnership approach, I do
not believe the Federal government can adequately ensure the security of our crit-
ical infrastructure.

Thus far, DHS has adopted a laissez-faire approach toward critical infrastructure
owners and operators. The Sector specific Plan process is entirely voluntary, and
there are no regulatory requirements attached to it. Many would argue, however,
that protecting critical infrastructure is an issue of national security, a core con-
stitutional responsibility of the Federal government. Under this viewpoint, laissez-
faire is arguably not the appropriate model. This observation is not intended to be
an argument for more regulation or a criticism of our private sector partners. In
a perfect world, we either wouldn’t have to worry about security or would have an
unlimited amount of money to spend on it. But this is clearly not a perfect world.

The Federal government and the American people want to ensure there is a high
level of cybersecurity protections on our critical infrastructure, but, as Dr. Gordon
notes in this testimony, private sector owners and operators have a hard time “mak-
ing the business case” for increased cybersecurity investments. Recognizing that
there may in fact be a market failure when it comes to private sector cybersecurity,
I've asked the second panel witnesses to discuss ways to incentivize owners and op-
erators of critical infrastructure to better protect their systems. Some believe that
with the proper incentives, the private sector can respond faster and more efficiently
to future threats. Clearly, without appropriate consideration of all available public
policy tools, the private sector’s participation in critical infrastructure protection ef-
forts may not reach its full potential.

I have great apprehension about the current framework DHS is creating with the
sector specific plans as they relate to cybersecurity. But I am hopeful that today’s
discussion will be a valuable tool in trying to strike the right balance that will en-
sure a high level of security with a low level of government involvement.
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Mr. McCAUL. I thank the chairman, and Chairwoman Jackson
Lee and Ranking Member Lungren.

Let me first say how honored I was yesterday to announce with
you the creation of a commission to study this issue of cybersecu-
rity, which has the top and brightest minds in the country on cy-
bersecurity participating. It will be chaired by Admiral Inman, who
is a former Director of NSA, Deputy Director of CIA, a good friend
of mine, one of the brightest individuals I think I have ever met;
and Scott Charney, who I had the opportunity to work with at the
Department of Justice, who headed up the Computer Crime and In-
tellectual Property section.

I look forward to working with you in a bipartisan way. It is ac-
tually a nonpartisan commission that will provide recommenda-
tions for the next administration and the Congress on this very im-
portant issue.

This hearing today will bring attention to the importance of pro-
tecting the Nation’s critical information technology infrastructure.
In response to the President’s seventh Homeland Security Direc-
tive, the Department of Homeland Security has developed the Na-
tional Infrastructure Protection Plan. It is designed to provide a co-
ordinated approach to establish national priorities, goals, and re-
quirements for all 17 sectors of our economy that own and operate
critical infrastructures across the country.

Since every sector depends to a certain extent on IT systems and
networks, it is very important that each sector’s plan includes its
approach to securing its information infrastructure. The sector-spe-
cific plans have undergone what some might call a tortuous evo-
lution. Even so, it is important to realize that these plans are one
piece of developing a common framework across the 17 diverse sec-
tors.

What this subcommittee has discovered in its hearings is that
each of the 17 sectors is dependent upon information infrastructure
in one way or another. Some are more dependent upon it than oth-
ers, but each sector could be vulnerable to cyber threats and cyber
attacks if appropriate steps are ignored. For example, a hacker
could infiltrate the billing system of a hospital or retail store or af-
fect credit numbers or health information for a vast number of indi-
viduals. This would inject the financial and/or health care system
with uncertainty.

Similarly, we learned earlier this month that industrial control
systems could cause very real physical damage if not properly se-
cured.

We need to make sure that all the sectors are aware of their in-
herent interdependencies, and also that all sectors have critical in-
formation infrastructure, even if they don’t think they do, that
needs to be evaluated and appropriately secured. The sector-spe-
cific plans are the first step in securing this country’s critical infra-
structure.

Again, Chairman Langevin and I—I was pleased to announce
yesterday that we are participating in a commission to develop rec-
ommendations on cyber and information security policy for the next
President. It is important to evaluate the actions of the current ad-
ministration, build upon its successes, and incorporate its lessons
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learned as we move forward to improve our Nation’s overall cyber-
security.

With that, Mr. Chairman, I yield back.

Mr. LANGEVIN. I thank the gentleman.

And the Chair now recognizes the chairwoman of the Sub-
committee on Transportation Security and Infrastructure Protec-
tion, the gentlelady from Texas, Ms. Sheila Jackson Lee, for an
opening statement. And let me just again, as I mentioned in pri-
vate to the chairwoman, say how grateful I am that we are doing
this joint hearing and how much I certainly look forward to work-
ing with you, Madam Chair, as we go forward.

Ms. JACKSON LEE. Thank you very much, Mr. Chairman. And let
me offer my equal appreciation of the opportunity to continue a
topic that my committee, Transportation Security and Infrastruc-
ture Protection, along with the ranking member of that sub-
committee, has continued to have a keen eye.

And as I do so, might I just acknowledge the existence of the Na-
tional Infrastructure Protection Plan. In meeting with a number of
those from the private sector, we know that the work that we are
doing today, the work that you have done, is extremely important
and is an urgent topic of the private sector’s participation in pro-
tecting our country’s critical infrastructure.

So, again, I am grateful to Chairman Langevin for inviting the
Subcommittee on Transportation Security and Infrastructure Pro-
tection to participate in this hearing; and I look forward to our fu-
ture collaboration where our issues of concern interact.

Today’s hearing regards the implementation or existence of the
cybersecurity elements of the 17 sector-specific plans, SSPs, under
the National Infrastructure Protection Plan. Ranking Member Lun-
gren and myself take particular interest in this topic as DHS pro-
tection falls under our subcommittee’s jurisdiction. We have been
and continue to be very vigilant about the Department’s protection
of our Nation’s critical infrastructure, beyond cybersecurity to also
address physical and human considerations. Thanks again to
Chairman Langevin, however, we will learn today about how the
Department is protecting critical infrastructure from a cybersecu-
rity perspective, and I look forward to seeing how the lessons
learned today apply to other critical infrastructure protection pro-
grams. Thus far, I have been disappointed with DHS SSP efforts,
but I look forward to learning more today and continuing the jour-
ney so that we can work together public and private sector.

SSP is a massive and unprecedented undertaking. According to
the Homeland Security Act of 2002, critical infrastructure includes
systems and assets, whether physical or virtual, so vital to the
United States that the incapacity or destruction of such systems
and assets would have a debilitating impact on security, national
economic security, national public health or safety, or any combina-
tion of these matters. Based upon this definition, critical infrastruc-
ture is not just bridges and water utilities, but also financial cen-
ters and transactions. It is therefore clear that when such a vast
and important mission is combined with a young agency, it is in-
cumbent upon it and its oversight committee to have frank and
honest discussions about the efficacy of our SSP efforts.
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Protecting our systems and assets from natural and human-made
disasters is exclamated by the fact that approximately 85 percent
of the country’s critical infrastructure is owned and operated by the
private sector. Furthermore, this administration did not encourage
the government to regulate the private sector owners and opera-
tors, and for them, instead—to protect their critical infrastructure,
but instead it encouraged voluntary partnerships.

I raised the question earlier this morning about whether or not
there needs to be regulation or should we continue in the voluntary
effort. How well the Department manages this voluntary relation-
ship with the private sector to protect our critical infrastructure is
and will continue to be a major priority for our committee and my
subcommittee specifically.

Recently, Chairman Thompson and I directed committee staff to
investigate the implementation of the NIPP and SSPs to learn
whether they are motivating private industry to protect our critical
infrastructure. Because such a large task is based upon a voluntary
partnership, we need to give great attention to whether actions are
indeed being taken. That will be the focus of my attention at to-
day’s hearings.

And might I also say that I believe there is a great interest in
the private sector to be engaged. They know that they have a large
share of the private infrastructure or the infrastructure of this Na-
tion. Then, what is the vehicle, what is the formula, what is the
structure that should be utilized to engage the private sector and
to make this work?

After all, we are responsible for securing America collectively,
and this committee, the full committee, knows full well the ques-
tion will be asked, maybe only of this committee, if the possibility
occurs of a terrorist act in this Nation.

The release of the NIPP and SSPs was delayed significantly. Un-
fortunately, the threat to our critical infrastructure was not simul-
taneously delayed. As a result, we have to quickly determine
whether these plans are being implemented by owners and opera-
tors to better protect our critical infrastructure.

It is not enough to create large, nearly unreadable documents
and to discuss processes. Instead, we must focus on implementation
and execution. For instance, we must have effective and efficient
communication between private sector owners and operators of crit-
ical infrastructure at all levels of government.

On September 26, Chairman Thompson and I sent a letter to As-
sistant Secretary Stephan and Director Caboli about the implemen-
tation of the SSPs and the standards of the national annual report
that is supposed to describe the implementation of protection ef-
forts. Based upon the Department’s responses, we are quite con-
cerned about whether verifiable action is being taken by the pri-
vate sector.

I am not here to reprimand the private sector or to officially call
for its regulation; but as I indicated, can we collaborate and can we
work together? Because of the mission, however, I believe that all
options should be on the table, and I believe that we need to give
these partnerships a chance. We need to know whether the Depart-
ment is executing them effectively; and what can we do to help
make them work better?
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I believe the owners and operators of these assets will in most
cases act without regulation if an effective case for action is made
and there is adequate and necessary follow-through by the Depart-
ment, oversight, and the opportunity to share how we can do bet-
ter.

I want to learn from our witnesses, from the private sector how
the Department can be more effective in encouraging this nec-
essary and urgent activity.

It is now time for an open and honest conversation about pro-
tecting our critical infrastructure. We are done with documents and
verbiage; it is time for action. It is time for us to learn about the
tools that you need and how this Congress can be helpful.

We may not need a regulatory hammer, but we certainly need a
national discussion about civic and corporate responsibility and co-
operation.

I believe, Chairman Langevin, that today’s hearing is the begin-
ning of establishing that cooperation and dialogue on behalf of the
American people. I thank you.

Mr. LANGEVIN. I thank the gentlelady for her comments, and
particularly the sentiment of our cooperation, I know that will con-
tinue, and I look forward to that.

[The statement of Ms. Jackson Lee follows:]

PREPARED STATEMENT OF THE HONORABLE SHEILA JACKSON LEE, CHAIRWOMAN,
SUBCOMMITTEE ON TRANSPORTATION SECURITY AND INFRASTRUCTURE PROTECTION

I would like to take this opportunity to thank all of you for joining us this after-
noon to discuss the urgent topic of private sector participation in protecting our
country’s critical infrastructure. I am particularly grateful to Chairman Langevin
for inviting the Subcommittee on Transportation Security and Infrastructure Protec-
tion to participate in this hearing, and I look forward to future collaboration where
our issues of concern intersect.

Today’s hearing regards the implementation—or existence—of the cyber security
elements of the 17 Sector Specific Plans (SSPs) under the National Infrastructure
Protection Plan (NIPP). Ranking Member Lungren and I take particular interest in
this topic as DHS’ infrastructure protection efforts fall under our subcommittee’s ju-
risdiction. We have been—and continue to be—very vigilant about the Department’s
protection of our nation’s critical infrastructure beyond cyber security, to also ad-
dress physical and human considerations.

Thanks to Chairman Langevin, however, we will learn today about how the De-
partment is protecting critical infrastructure from a cybersecurity perspective, and
I look forward to seeing how the lessons learned today apply to other critical infra-
structure protection (CIP) programs. Thus far, I have not been very impressed with
DHS’ CIP efforts.

CIP is a massive and unprecedented undertaking. According to the Homeland Se-
curity Act of 2002, “critical infrastructure” includes “systems and assets, whether
physical or virtual, so vital to the United States that the incapacity or destruction
of such systems and assets would have a debilitating impact on security, national
economic security, nation public health or safety any combination of these matters,”
Based upon this definition, “critical infrastructure” is not just bridges and water
utilities, but also financial centers and transactions. It is, therefore, clear that when
such a vast and important mission is combined with a young agency, it is incumbent
upon it and its oversight committee to have frank and honest discussions about the
efficacy of our CIP efforts.

Protecting theses systems and assets from natural—and human-made disasters is
exacerbated by the fact that approximately 85 percent of the country’s critical infra-
structure is owned and operated by the private sector. Furthermore, this Adminis-
tration did not encourage the government to regulate and mandate private sector
owners and operators protect their critical infrastructure but, instead, it encouraged
voluntary partnerships. How well the Department manages this voluntary relation-
ship with the private sector to protect our critical infrastructure is—and will con-
tinue to be—a major priority for our Committee, and my subcommittee specifically.
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Recently, Chairman Thompson and I directed Committee staff to investigate the
implementation of the NIPP and SSPs to learn whether they are motivating private
industry to protect our critical infrastructure. Because such a large task is based
upon a voluntary partnership, we need to give great attention to whether actions
are, indeed, being taken. That will be the focus of my attention at today”s hearing.

The release of the NIPP and the SSPs was delayed significantly. Unfortunately,
the threat to our critical infrastructure was not simultaneously delayed. As a result,
we have to quickly determine whether these plans are being implemented by owners
and operators to better protect our critical infrastructure. It is not enough to create
large, nearly unreadable documents and to discuss processes; instead, we must focus
on implementation and execution. For instance, we must have effective and efficient
communication between private sector owners and operators of critical infrastruc-
ture and all levels of government.

On September 26, 2007, Chairman Thompson and I sent a letter to Assistant Sec-
retary Stephan and Director Caverly about the implementation of the SSPs and the
status of the National Annual Report that is supposed to describe the implementa-
tion of protection efforts. Based upon the Department’s responses, we are quite con-
cerned about whether verifiable action is being taken by the private sector.

I am not here to reprimand the private sector or to viscerally call for its regula-
tion. Because of the mission, however, I believe that all options should be on the
table. I believe that we need to give these partnerships a chance. We need to know
whether the Department is executing them effectively. I believe the owners and op-
erators of these assets will, in most cases, act without regulation if an effective case
for action is made and there is adequate and necessary follow through by the De-
partment. I want to learn from our witnesses from the private sector how the De-
partment can be more effective in encouraging this necessary—and urgent—activity.

It is now time for an open and honest conversation about protecting our critical
infrastructure. We are done with documents and verbiage. It is time for action. It
is time for us to learn about the tools you need and how this Congress can help.
We may not need a regulatory hammer, but we certaintly need a national discussion
about civic and corporate responsibility. Perhaps today’s hearing begins that con-
versation and will lead to concrete steps that will make america truly safer.

Mr. LANGEVIN. The Chair now recognizes the ranking member of
the subcommittee, the gentleman from California, Mr. Lungren, for
the purpose of an opening statement. And, likewise, I look forward
to working with the gentleman from California.

Mr. LUNGREN. Thank you very much, Mr. Chairman. And I
thank the gentlelady and I thank the gentleman from Texas, Mr.
McCaul.

First of all, let me say that I believe that the Department of
Homeland Security did a good job in putting together the sector-
specific plans and coming up with the National Infrastructure Pro-
tection Plan under the direction of Colonel Stephan. I know, when
he first came in, he was dissatisfied with what was then in the
works, and asked us for extra time to make sure that we could put
a good product together. And I think the Department has; I con-
gratulate you on that. Frankly, it is a good piece of work.

I am, as my colleagues are, dismayed by the recent GAO review
which did find that most of the sectors lacked a process for identi-
fying the consequences of cyber attacks against their assets. That
is probably not surprising, because most Americans and most in
Congress look at guns, gates, and guards as the traditional means
of protecting our critical infrastructure; and it is only after step-
ping back a ways that we realize the importance of the cyber world
in all of this.

It is my feeling that a public-private partnership is absolutely es-
sential, not just because 85, 86, 87, whatever percentage you want
to say of our critical infrastructure is privately owned and oper-
ated; but the agility with which the private sector is able to adapt
in the area of technology is at least the equal of those of us in gov-
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ernment. We would do ourselves a disservice if we in any way fol-
lowed procedures on the bureaucratic side or the regulatory side
which denied us that agility, that creativity, and that ingenuity in
responding to what are threats that change, not yearly, not month-
ly, not weekly, not daily, but, frankly, minute by minute.

So I am very interested in the testimony we will receive today
from both the public and the private sectors. But I hope that we
will find a way to reach that balance that is necessary between
government regulation and private ingenuity and effectiveness.

Thank you very much, Mr. Chairman.

Mr. LANGEVIN. I thank the gentleman for his opening statement.

Mr. LANGEVIN. Other members of the subcommittee are re-
minded that under the committee rules, opening statements may
be submitted for the record.

I now welcome our first panel of witnesses. I want to begin by
thanking the panel for their patience and willingness to stick
around. We wish we had a little more control over the schedule
around this place, but it doesn’t seem to work out that way.

But I do want to begin by welcoming our first witness, Mr. Greg
Garcia, Assistant Secretary for Cybersecurity and Communications.
Assistant Secretary Garcia oversees the Department of Homeland
Security’s mission to prepare for and respond to incidents that
could degrade or overwhelm the operation of the Nation’s informa-
tion technology and communications infrastructure.

So I welcome you, Mr. Secretary.

Our second witness, Dave Powner, is the Director of Information
’(I;%fc_hnology Management Issues at the Government Accountability

ice.

Thank you for your participation, and we welcome you here
today, Mr. Powner.

Our third witness is Mr. J. Michael Hickey, the Chairman of the
Communications Sector Coordinating Council. Mr. Hickey is also
the Vice President of Government Affairs and National Security
Policy at Verizon.

Welcome, Mr. Hickey.

Our fourth witness is Mr. George Hender, the Chairman of the
Banking and Financial Sector Coordinating Council. Mr. Hender is
the Vice Chairman of the Options Clearing Corporation.

Welcome to you, Mr. Hender.

Without objection, the witnesses’ full statements will be inserted
into the record.

Mr. LANGEVIN. And I now ask each witness to summarize his
statement for 5 minutes, beginning with Assistant Secretary Gar-
cia.

The floor is yours.

STATEMENT OF GREG GARCIA, ASSISTANT SECRETARY,
OFFICE OF CYBERSECURITY AND TELECOMMUNICATION,
U.S. DEPARTMENT OF HOMELAND SECURITY

Mr. GARCIA. Thank you, sir.

Mr. Chairman, Madam Chairwoman, members of the subcommit-
tees, thank you very much for inviting me again to speak about the
Department of Homeland Security’s effort to strengthen the secu-
rity and resilience of our Nation’s critical infrastructure.
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My comments today will focus on three areas: first, how my office
has worked with each of the 17 critical infrastructure and key re-
source sectors to ensure cybersecurity is integrated into their sec-
tor-specific plans, or SSPs;

Second, I will report on the findings from our cybersecurity re-
view of each SSP; and

Third, our plan for continuing to increase attention that each sec-
tor gives to cybersecurity.

Under the National Infrastructure Protection Plan, or NIPP, my
office, the Office of the Cybersecurity and Communications, works
to reduce cyber risk and enhance cybersecurity in two ways. We
serve as the Federal lead for the IT and communications sector in-
frastructure protection efforts, and as the lead for addressing the
cross-sector cyber element for all sectors.

Throughout the development of the SSPs, my office provided cy-
bersecurity guidance and support to the sectors. This included pro-
viding sector-specific agencies with resources for identifying cyber-
security practices and protective programs, helping them identify
cyber R&D priorities, and developing a comprehensive cyber guid-
ance checklist which gave each sector a framework for integrating
cybersecurity into their SSPs.

In addition, sectors asked us to review drafts of their SSPs, and
we provided recommendations on ways to address cybersecurity.
My office also conducted a review of the cyber elements in each
plan to determine sector-specific efforts and identify cross-sector
trends. Our review was generally consistent with the findings of
the GAO’s analysis.

In particular, I am pleased that the GAO found that 12 out of
the 17 sectors were comprehensive in addressing cybersecurity and
their SSPs. This is clear evidence of all the hard work that has
been done to date. Since the development of the SSPs, sectors have
been implementing their plans and enhancing efforts to address
the security of their cyber infrastructure.

Our review of the 2007 sector annual reports revealed an in-
creased integration of cybersecurity considerations across the sec-
tors. For example, more than half of the sectors identified at least
one cybersecurity goal and/or priority. This is a significant improve-
ment from the 2006 sector annual reports, and it is a strong indica-
tion of increased understanding about the importance of cybersecu-
rity.

Additionally, sectors are incorporating DHS-sponsored cybersecu-
rity measures, such as our cybersecurity vulnerability assessment
tool, into their risk assessment efforts.

I would add, no discussion of cybersecurity and infrastructure
protection efforts would be complete without mentioning the cross-
sector cybersecurity working group. This group is composed of ex-
perts from each sector and serves to enhance cross-sector under-
standing of mutual dependencies and interdependencies. It is cur-
rently focused on addressing common cybersecurity challenges
identified in each sector’s initial SSP and developing improvements
that can be leveraged across the sectors.

Overall, while we are seeing greater attention given to cybersecu-
rity, there is still more work to do. Each sector must consider their
own cybersecurity posture and balance against other sector-specific
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risk management efforts. Specifically, sectors should continue to
focus on identifying their critical cyber infrastructure, assessing
their cyber risk, implementing protective programs, and measuring
the effectiveness of their efforts.

My office is currently engaging with sectors that may not have
fully captured the good cybersecurity work they are already doing
in their initial SSPs. We will work with them to more fully docu-
ment their efforts as they update their SSPs and develop their
2008 sector annual reports.

We will also continue to work with individual sectors to imple-
ment the cyber aspects of their SSPs in order to measurably en-
hance security within their sectors. We will conduct workshops
with sectors to identify incentives, cyber metrics, and current and
future cyber R&D requirements.

The development of the SSPs represented a significant milestone
for public and private sector national protection and preparedness
activities. My office is committed to promoting cybersecurity strate-
gies that can address the evolving risks we face. We are thankful
for the work that has been done to date, and we encourage all sec-
tors to continue working with us to address cybersecurity and their
infrastructure protection activities.

Thank you all for your time today, and I am happy to address
any questions that you may have.

Mr. LANGEVIN. Thank you, Secretary Garcia, for your testimony.

[The statement of Mr. Garcia follows:]

PREPARED STATEMENT OF GREGORY GARCIA

Good afternoon, Chairman Langevin, Chairwoman Jackson-Lee, Ranking Member
McCaul, Ranking Member Lungren, and Members of the Subcommittees. Thank you
for inviting me to speak about our efforts to work with all 17 critical infrastructure
and key resource (CI/KR) sectors to address the security of the cyber elements of
their infrastructures, including the incorporation of cyber security into their Sector—
Specific Plans (SSP), progress in advancing mitigation actions, and plans for con-
tinuing to engage with the CI/KR sectors to further address cyber security.

One of the most pressing challenges facing the Department of Homeland Security
(DHS) is preparing for cyber attacks against our CI/KR. Threats to the Nation’s CI/
KR are numerous and constantly evolving. The ability of threat actors to exploit
vulnerabilities is facilitated by the widespread availability of tools, techniques, and
information. A variety of cyber threats could exploit vulnerabilities in the Nation’s
CI/KR assets, systems, networks, and functions, potentially threatening national
and economic security, public health and safety, and confidence in the government.
The President’s National Strategy to Secure Cyberspace recognized the importance
of assessing threats and vulnerabilities and determining how likely or significant
those attacks could be on critical infrastructure. It called for public-private partner-
ships to address five critical priorities: (1) a national cyberspace security response
system, (2) a national cyberspace security threat and vulnerability reduction pro-
gram, (3) a national cyberspace security awareness and training program, (4) secur-
ing governments’ cyberspace, and (5) national security and international cyberspace
security cooperation. The first three priorities speak directly to the development and
implementation of the SSPs.

In implementing the National Strategy DHS’ Office of Cybersecurity and Commu-
nications (CS&C), working in partnership with the Office of Infrastructure Protec-
tion (OIP), Sector-Specific Agencies (SSAs), and public- and private-sector security
partners, is committed to preventing, preparing for, responding to, and recovering
from cyber attacks and their consequences. CS&C’s strategic goals include preparing
for and deterring catastrophic incidents by achieving a collaborative risk manage-
ment and deterrence capability with a mature partnership between government and
the private sector. One example of this partnership is CS&C’s National Coordi-
nating Center (NCC). Since 1984, the NCC has served as a forum through which
the Federal government and private sector communications providers can interact
face-to-face on a daily basis. This strategic goal also encompasses tactical efforts to
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secure and protect the Nation’s cyber infrastructure from attacks and disasters by
identifying and mitigating threats, vulnerabilities, and consequences.

Our vision, philosophy, and strategy for preventing, responding to, and recovering
from cyber attacks reflect the expanding and widespread importance of the cyber
infrastructure. Policies that advance a safe and secure infrastructure rely on the
valuable relationships between the public and private sectors and on public trust
and confidence.

The key to continued success is partnering strategically with the private sector
to identify, prioritize and protect critical cyber assets, systems, networks and func-
tions. Even though the private sector builds, owns and operates most of the cyber
infrastructure, CS&C takes an active role in its protection by building public-private
partnerships that are vital to our strategy to secure cyberspace and to facilitating
efforts to raise cyber security awareness, train personnel, stimulate market forces
to secure cyberspace, improve technology through the identification of cyber re-
search and development requirements, identify and remediate vulnerabilities, and
exchange information.

CS&C works to reduce cyber risk and enhance cyber security in two primary ways
under the National Infrastructure Protection Plan (NIPP) framework: (1) as Federal
lead for the Information Technology (IT) Sector’s infrastructure protection and pre-
paredness responsibilities (in partnership with the Communications Sector); and (2)
as a cross-sector cyber element that involves DHS, the SSAs for each of the 17 CI/
KR sectors, and public and private sector owners and operators.

Homeland Security Presidential Directive 7 designates DHS as the SSA for both
the Communications and IT sectors. CS&C’s National Communications System
(NCS) and the National Cyber Security Division (NCSD) carry out the SSA respon-
sibility for the Communications and IT Sectors, respectively. Both sectors recently
released their Sector Specific Plans (SSPs), which are planning documents that
focus on overall sector preparedness, including managing risk to the sectors’ critical
functions and infrastructures that support homeland, economic, and national secu-
rity. Under the NIPP framework, the Internet and its associated services are identi-
fied as a shared key resource of the IT and Communications Sectors, reflecting the
convergence of voice and data communications networks and services. In their re-
spective DHS-designated roles for the Communications and IT infrastructure sec-
tors, the NCS and NCSD share responsibility with public—and private-sector secu-
rity partners for the availability of the Internet and its associated services. Recog-
nizing the synergies between IT and Communications, the chair of each sector’s
Government and Sector Coordinating Councils also participates in the other sector’s
council. In addition, representatives from the IT and communications sectors partici-
pate in each other’s risk assessment methodology development efforts.

Cyber Security in the Sector-Specific Plans

In support of the cross-sector cyber responsibility, NCSD is working closely with
OIP, the SSAs, and other security partners to integrate cyber security into the CI/
KR sectors’ protection and preparedness efforts.

During the SSP development process, NCSD provided cyber expertise to the sec-
tors, including reviews of draft SSPs and participation in sector-specific cyber secu-
rity meetings. Specifically, as sectors were developing their SSPs, NCSD developed
and provided information to SSAs on resources for cyber security practices and pro-
tective programs that are applicable across all sectors, as well as some that are
more focused on individual sectors, to help inform the identification of cyber secu-
rity-related protective programs. For each protective program, a brief description
and the specific activities they supported within the preparedness spectrum were
provided. NCSD also developed information on cyber research and development
(R&D) requirements and priorities to help SSAs in the identification of cyber-related
R&D priorities. A description of Federal organizations that support cyber R&D and
several references to R&D documents that outlined specific cyber security initiatives
were provided. NCSD also offered to work directly with any sector that requested
assistance and worked with responding sectors to develop and review cyber security
content for the SSPs.

NCSD also developed a comprehensive SSP Cyber Guidance Checklist, which pro-
vided sectors with a framework for integrating cyber security throughout each sec-
tion of their SSPs. The checklist complemented DHS’ 2006 CI/KR Protection SSP
Guidance developed by OIP and was intended to provide a starting point for SSAs
as they integrated cyber into their SSPs. The checklist included an outline and guid-
ance for the development of cyber content for the SSPs. NCSD shared the checklist
in OIP-sponsored technical assistance sessions with SSAs to provide expertise and
answer questions regarding the inclusion of cyber security in the SSPs. NCSD per-
sonnel also met individually with those SSA representatives who expressed an inter-

VerDate Nov 24 2008  08:44 Dec 16, 2009 Jkt 000000 PO 00000 Frm 00019 Fmt6633 Sfmt6621 H:\DOCS\110-HRGS\110-82\48977.TXT HSEC PsN: DIANE



14

est in determining approaches for incorporating cyber security into their SSPs and
sector risk management efforts.

In December 2006 and January 2007, NCSD conducted a review of the final draft
SSPs as part of OIP’s review process to (1) assess each sector’s plan for securing
its cyber infrastructure and (2) understand the coordination between NCSD and the
sectors needed to better secure the sector’s cyber infrastructure. In addition to con-
sidering the full content of the SSPs, this review focused on specific areas where
future coordination between NCSD and the sectors might be necessary to address
the security of the cyber elements of the Nation’s CI/KR, including the critical initial
action to identify the sectors’ cyber security partners that NCSD should engage with
to manage cyber risk. NCSD also determined that coordination may be required in
understanding how each sector plans to identify and assess risk to its cyber infra-
structure. Coordination is also required when assisting sectors in the development
or refinement of methodologies intended to identify critical cyber elements and to
assess cyber risk. Finally, the review identified protective programs specific to cyber
security that fall within NCSD’s responsibility and cyber R&D priorities requiring
coordination across the sectors and with DHS’ Science and Technology Directorate.

After the SSPs were finalized, NCSD conducted a second review of the documents
on behalf of the Cross-Sector Cyber Security Working Group (CSCSWG). The
CSCSWG provides a forum for exchanging information on common cyber security
challenges and issues (i.e., threats, vulnerabilities, and consequences) and enhanc-
ing the understanding across sectors of mutual dependencies and interdependencies.
The working group includes cyber security experts from the CI/KR sectors collabo-
rating to identify systemic cyber risks and mitigation strategies for the Nation’s CI/
KR sectors. The CSCSWG held its inaugural meeting on May 30, 2007, and deter-
mined that an initial area of focus would be reviewing the cyber security compo-
nents of the SSPs to better understand the various efforts to protect cyber elements
of the 17 CI/KR sectors and identify trends in cyber infrastructure protection that
cut across the sectors. Using the NCSD review as a starting point, the group pro-
vided input on sectors’ cyber content and on cyber activities not fully captured or
initiated after the drafting process. The group has begun to share successes, best
practices, and lessons learned to help the development and implementation of more
effective cyber risk management activities across the sectors. For example, through
the CSCSWG, members learned about the Roadmap to Secure Control Systems in
the Energy Sector. As a result, the Water and Chemical Sectors have chosen to ini-
tiate similar efforts to address the unique concerns of control systems security with-
in their sectors.

Progress in Advancing Mitigation Actions

Many of the SSPs were created in summer and fall of 2006. Sectors have been
implementing the plans, continuing or initiating efforts to address the security of
their cyber infrastructure. Sectors are not uniformly comprehensive in their cyber
security efforts and should not necessarily be. Each sector must consider its cyber
security posture and balance that against other risk management efforts, in consid-
eration of the unique aspects of its infrastructure. Cyber risk varies by sector, based
on its dependence on cyber elements. For example, the extensive use of control sys-
tems in the Energy Sector and of business systems in the Financial Services Sector
must factor into the extent, sophistication, and unique implementation of mitigation
and protection strategies within those sectors. Other sectors do not have cyber infra-
structure integrated as ubiquitously in their essential services, a fact that influences
the focus and maturity of their cyber security efforts. The length of time a sector’s
public and private partners have been working together on infrastructure protection
issues is another factor in the comprehensiveness of their plans. These observations
regarding the cyber security position of the SSPs are generally consistent with the
findings of the Government Accountability Office’s (GAO) analysis.

The integration and maturing nature of cyber security across the 17 CI/KR sectors
was clear when NCSD reviewed and contributed to the Sector Annual Reports
(SARs). The sectors’ 2007 SARs were much improved over their initial 2006 efforts.
For example, more than half of the sectors identified at least one cyber security goal
and/or priority in their second SAR. This represents a significant increase in the
number of sectors from the 2006 SAR, suggesting that the understanding of the im-
portance of cyber security is becoming more pervasive in the sectors.

Further, more sectors are implementing DHS-sponsored protective measures, such
as the Comprehensive Review, the Risk Analysis and Management for Critical Asset
Protection (RAMCAP), and the Site Assistance Visit programs. NCSD collaborates
with OIP to incorporate cyber security into these DHS risk and vulnerability assess-
ment programs so that sectors implementing them would address the cyber ele-
ments of their infrastructure. We encourage sectors to assess cyber risk by using
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the Cyber Security Vulnerability Assessment (CSVA), a flexible and scalable ap-
proach that analyzes an entity’s cyber security posture and describes gaps and tar-
geted considerations that can reduce overall cyber risks. It assesses the policies,
plans, and procedures in place to reduce cyber vulnerability in 10 categories (e.g.,
access control, configuration management, physical security of cyber assets, etc.)
and leverages various recognized standards, guidance, and methodologies (e.g.,
International Organization for Standardization 27001, Information Systems Audit
and Control Association Control Objects for Information and related Technology,
and the National Institute of Standards and Technology Special Publication 800 se-
ries). The CSVA tool is being used by six sectors in their tailored vulnerability as-
sessments: five through their sector specific RAMCAP modules and another, the
Transportation Sector, in its customized cyber security assessment.

Plans for Continuing to Engage with the CI/KR Sectors to Further Ad-
dress Cyber Security

Our review of the SSPs and SARs found that sectors are paying attention to cyber
security, but more needs to be done. Over the next year, sectors need to focus on
identifying their critical cyber infrastructure, assessing cyber risk and promoting
voluntary assessments, implementing protective programs, and measuring the effec-
tiveness of their efforts.

NCSD has created an action plan and is engaging with sectors in addressing
cyber security issues not fully addressed in those sectors’ initial SSPs. This action
plan includes working with sectors to review cyber security priorities, assess effects
of cyber attacks, develop protective programs, and evaluate R&D requirements and
initiatives to identify areas where additional capabilities are needed. NCSD has al-
ready worked with the cyber experts of the Chemical Sector Coordinating Council
(SCC) and the SSA to identify cyber security content needed for the 2008 update
to their SSP. Some of the opportunities for engagement are based on sector specific
needs, but others address more common challenges. The action plan will address
both individual and more universal steps.

While all sectors have established SCCs and Government Coordinating Councils
(GCCs), the degree of examination of specific cyber risk and of cyber information
sharing varies. Some sectors—such as Financial Services—consider cyber security as
critical to their core business functions and integrate cyber security into all of their
SSP implementation activities. In fact, the Financial Services SSA, the Department
of the Treasury, sits on the IT GCC because of its interest and expertise in cyber
security. Other sectors have historically had less focus on cyber security due to the
lack of prominence of IT in the business of the sector. Representation from the sec-
tors’” SCCs and GCCs are participating in the CSCSWG provides a mechanism for
two-way information flow on cyber concerns across all sectors. Participation in the
CSCSWG may help less-mature sectors make more rapid progress in identifying
cyber goals, gaps, and interdependencies, as well as developing programs to deter,
respond and recover from cyber attacks by enabling them to leverage the experi-
ences, work, and cyber functional expertise that exists in many sectors.

In addition, the reliance of some sectors on control systems highlights an area for
increased coordination of risk management efforts. NCSD’s Control Systems Secu-
rity Program (CSSP) and the Process Control Systems Forum (PCSF) are resources
to help address control systems risk. The CSSP coordinates efforts among Federal,
State, local, and tribal governments, as well as control system owners, operators,
and vendors, to improve control system security within and across all critical infra-
structure sectors. In support of risk mitigation efforts, the CSSP developed the Con-
trol Systems Cyber Security Self Assessment Tool and provides training in control
systems cyber security. The PCSF, a standing group under the CSCSWG, works to
develop solutions for process control systems security, aggregate information, con-
nect decision makers, and leverage other groups’ work.

Sectors may leverage the United States Computer Emergency Readiness Team
(US-CERT) to share information on cyber threats and vulnerabilities and enhance
situational awareness. The timely detection and analysis of cyber attacks further
helps to assess operational risk and mitigate the impact on our Nation’s critical in-
frastructures of cyber vulnerabilities. US—-CERT is working with the Information
Sharing and Analysis Center Council to expand this operational interaction.

Finally, most sectors are taking on the challenge of identifying or developing
metrics to measure the effectiveness of all infrastructure protection efforts, includ-
ing those for cyber. Since sectors have different overall approaches to infrastructure
identification and risk management, NCSD will work with the sectors to develop
some cross-sector qualitative measures that correlate to cyber security to help meas-
ure the effectiveness of sectors’ cyber security efforts.
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Conclusion

The development of the 17 CI/KR SSPs represented a significant milestone in sec-
tors’ protection and preparedness activities. Sectors varied in how they addressed
the security of the cyber elements of their infrastructures, including the incorpora-
tion of cyber security into their SSPs, but demonstrated increased understanding of
the importance of cyber security in the SARs and implementation activities.

As the sectors work to address the feedback from the GAO on the cyber security
aspects of the SSPs, CS&C, and specifically, NCSD will continue to execute its
cross-sector cyber responsibility to work with sectors to reduce cyber risk and en-
hance cyber security. Our goal is to create a clear and actionable path forward with
the sectors and to work together to secure our critical cyber infrastructure.

NCSD will continue to schedule regular interactions with individual sectors as
well as meetings with multiple sectors. For example, we plan to meet with each SSA
at least twice a year, once before the sectors update their SSPs and once in early
spring of 2008 as sectors are preparing their SARs. NCSD will develop guidance on
cyber elements that should be considered for inclusion in the SSPs and SARs. This
guidance will complement guidance from the Office of Infrastructure Protection.
NCSD will also work with sectors through their coordinating councils to identify
cyber subject matter experts within their sectors and raise awareness of the sectors’
reliance on cyber infrastructure. NCSD is piloting this approach by convening a
small group of cyber security experts with security clearances from across the sec-
tors to support the SSA risk assessment process for the 2008 National CI/KR Protec-
tion Annual Report.

NCSD also plans to offer workshops in 2008 with sector partners and other in-
vited subject matter experts to address incentives to encourage voluntary risk as-
sessments, develop cross-sector cyber metrics, and identify existing cyber research
and development projects. The outcome of these workshops will provide sectors with
ideas for incentives for investing in cyber security, metrics that enable realistic eval-
uation of cyber security, and cyber R&D priorities. NCSD will also continue to sup-
port the efforts of the CSCSWG as it addresses opportunities to enhance cyber secu-
rity across the sectors and share information about strong cyber programs and prac-
tices. Further, NCSD will continue to roll out important efforts like the CSVA, soft-
ware assurance, and control systems acquisition guidance, training, and cyber exer-
cises to our sector partners.

We encourage sectors to continue to work collaboratively with NCSD on address-
ing cyber security in their infrastructure protection activities. Through participation
in the CSCSWG, individual meetings with NCSD, and various NCSD-sponsored
workshops and programs, sectors can make significant progress in the future to ad-
dress or more fully address cyber security.

We must reinforce a culture of preparedness, shift from a reactive to a proactive
stance, and prepare by promoting effective cyber security strategies that evolve as
the risks evolve. There is much work to be done, but progress continues every day.
We rely on the support and expertise of the sectors to advance this mission.

I would like to thank the Subcommittees for their time today, and I appreciate
this opportunity to discuss these important cyber security priorities.

Mr. LANGEVIN. I now recognize Mr. Powner to summarize his
statement for minutes.
Welcome.

STATEMENT OF DAVID POWNER, DIRECTOR, INFORMATION
TECHNOLOGY  MANAGEMENT  ISSUES, GOVERNMENT
ACCOUNTABILITY OFFICE

Mr. POWNER. Chairman Langevin, Chairwoman dJackson Lee,
Ranking Members McCaul and Lungren, and members of the sub-
committees, we appreciate the opportunity to testify on our report
being released today on cybersecurity elements of the sector plans
to protect our Nation’s critical infrastructures.

Chairman Langevin and Ranking Member McCaul, I would like
first to thank you for your leadership and oversight of the Nation’s
cyber critical infrastructure.

As the focal point for SSP, DHS has many cyber-related roles
and responsibilities that are called for in law and policy that we
have previously testified on before this subcommittee. These are
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highlighted in detail in my written statement. One of these is the
development of a comprehensive national plan that requires each
of the 17 sectors to develop sector-specific plans that include how
each sector will identify, assess, and protect its cyber assets. To-
day’s request is—I will discuss how well these plans address key
cyber aspects of cybersecurity and GAO’s observations and rec-
ommendations to move beyond the planning phase.

The extent to which the sectors address aspects of cybersecurity
and their plans varied. The strongest plans were the ones from the
IT and communications sectors, while the weakest included the ag-
riculture and commercial facilities sectors. The banking and fi-
nance sectors assessment fell near the middle of these plans.

DHS has acknowledged these shortcomings and has stated that
these are only early efforts by sectors to develop their respective
plans. DHS attributed the variations to several items, including the
maturity of the sector and the extent to which the sector worked
with DHS to develop their plans. Nevertheless, until these plans
fully address the key cyber elements, infrastructure sectors may
not adequately identify, prioritize, and protect critical cyber assets.

Another reason why these plans are incomplete is that based on
our broader work for the full committee and for the subcommittee
chaired by Ms. Jackson Lee, some of the sectors claim that these
plans are not that useful. In particular, some sectors believe that
they have progressed beyond these plans. In these cases, then, this
is just a paper exercise.

It is important to note that these are just plans. They do not
identify actual assets and vulnerabilities; rather, they identify ap-
proaches the sectors will pursue. Moving forward, if in fact these
plans are truly to be used to identify gaps in our Nation’s cyber
protection efforts on a national level, as intended, these plans need
to be improved, meaning that they comprehensively address cyber
elements and, even more importantly, the plans need to be effec-
tively implemented.

From an oversight perspective, it will be important to track how
these plans evolve and are implemented in the critical infrastruc-
ture protection annual report due to the Executive Office of the
President each September, although we hear that this year’s report
will be issued in November.

Beyond its involvement with developing and implementing these
plans, DHS’s national Cybersecurity Division needs to continue to
bolster its capabilities so that it is viewed as a valuable service pro-
vider to infrastructure owners. Today, this is not necessarily the
case.

To its credit, DHS’s efforts to lead cyber exercises, like Cyber
Storm, provide valuable information to participants to improve re-
sponse, and coordination mechanisms. However, our Nation still
lacks a national threat assessment and a mature analysis and
warning capability, an area that we are currently reviewing for
you, Mr. Chairman. If DHS is to effectively fulfill its role as the
focal point for cyber critical infrastructure protection, it must fulfill
more of its responsibilities and build more capability.

Our Nation continues to progress at a slow pace in implementing
this sector-based approach to protecting our Nation’s critical infra-
structures. We are almost 10 years into this approach, and al-
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though there is some progress in areas, we are not where we need
to be. Unless we start making more progress and actually pro-
tecting our critical infrastructures, we may want to consider alter-
native approaches such as prioritizing and protecting by asset criti-
cality regardless of sector.

In summary, Mr. Chairman, and Madam Chair, if the sector-
based approach to protecting our Nation’s critical infrastructures is
to be effective, we will need comprehensive plans. However, ulti-
mately our Nation needs to move beyond the planning stages and
into implementation of effective protective and recovery programs.
Implementation of these plans is more likely if DHS can success-
fully fulfill its responsibilities and become a provider of valuable in-
formation on threats and analytical products to our Nation’s crit-
ical infrastructure owners.

This concludes my statement. I will be pleased to respond to
questions.

Mr. LANGEVIN. I thank you, Mr. Powner, for your testimony.

[The statement of Mr. Powner follows:]!

M. Langevin. And the Chair now recognizes Mr. Hickey for his
statement for 5 minutes.

STATEMENT OF J. MICHAEL HICKEY, CHAIRMAN,
TELECOMMUNICATIONS SECTOR COORDINATING COUNCIL

Mr. HickeEY. Good afternoon, Chairman Langevin and Chair-
woman Jackson Lee, Ranking Members McCaul and Mr. Lungren.
It is a pleasure to be here representing the communications sector
and to testify on behalf of the sector in terms of what we are doing
day in and day out to advance not only cybersecurity, but business
continuity and emergency preparedness practice within our sector.

What I would like to do in my few minutes with you is to discuss
four areas of involvement. The first is focused on what companies
like Verizon do day in and day out that really addresses not only
cybersecurity, but broader asset protection within our companies.

I would also like to spend a few minutes talking about the col-
laborative activity that is under way, again day in and day out not
only within our sector, but with our partners in government.

Third, I will speak briefly to the Communications Sector Coordi-
nating Council structure and the work that we are doing on our
sector-specific plan.

And I will conclude with a few observations in terms of what I
thiné{ we can do, what we must do, with government, going for-
ward.

Effective industry and government collaboration starts with the
actions of individual organizations. The private sector owns and op-
erates from 85 to 90 percent of this country’s critical infrastructure.
Because of industry’s important role in national and homeland se-
curity, corporations like Verizon must dedicate the operations, ex-
perience, resources, and oversight necessary to be as self-aware
and self-reliant as possible.

Verizon’s communications, voice, data, and video networks are
touched by over 100 million consumers and government and busi-
ness customers daily. Because of this reach, we have a long-

1See For the Record.
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standing and growing commitment to national security and emer-
gency preparedness. For instance, we have designed, built, and
managed networks that are resilient and redundant. We have
adopted best-practice business methods and security procedures.
We have created and tested business continuity and emergency
preparedness programs. We have responded successfully to a wide
range of crises and have provided leadership to industry and gov-
ernment organizations dedicated to national security and emer-
gency preparedness.

From a structural standpoint internally, we have corporate policy
statements that require attention to business continuity, emer-
gency preparedness, and cybersecurity. We have a number of senior
leaders within our business from a chief information officer, who is
an executive vice president, to a new chief technology officer, again
another executive vice president, to the announcement of a new
chief security officer for Verizon Corporation who will start with us
in January, who currently serves as executive assistant director of
the FBI for Criminal, Cyber, and International Security.

We have groups within our IT organization that serve as service
bureaus to all of our business units to make sure that cybersecurity
practices are designed, engineered, and adopted business unit by
business unit. We actually focus on security within our company
from more of an organic standpoint.

We rely on ground-up business unit activity, identifying and
dealing with issues; and beyond that, to coordinate activity across
our corporation, we have executive security councils and a Verizon
information security council that is responsible not only for over-
sight, but to make sure that best practices are implemented within
our business organizations.

We have a cyber intrusion response team that provides 7-by-24
coverage for the entire enterprise, supporting all business units
and organizational points of contact to assess intrusion impacts,
contain and control further dissemination of problem areas across
the company, and capture and preserve evidence for law enforce-
ment and legal purposes.

So, within Verizon Corporation, as within many other corpora-
tions that I work with day in and day out, there are strong prac-
tices in place. There is a real focus day in and day out on cyberse-
curity and critical assets protection within our organizations.

I would like to address, just for a minute, sector collaboration.
Verizon and its peer companies within the communications sector
have a long history of cooperation on national security and emer-
gency preparedness. We have a 40-year history that stems back to
the aftermath of the Cuban missile crisis when the National Com-
munications System was created to deal with issues of interoper-
ability and sustainable communications.

Since that time, in 1984, the National Coordinating Center for
Telecommunications was formed as a partner organization with the
National Communications System. It was broadened. It was estab-
lished when Executive Order 12472 created it, and it has focused
since that time on making sure that industry and government work
together closely day in and day out on a full range of asset protec-
tion measures. The focus is on facilitating information sharing
among government and industry participants regarding vulner-
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ability, threat, intrusion, and anomaly information affecting the
telecommunications infrastructure.

I might point to the recent Southern California fires where the
NCC Watch took a real leadership role in coordinating private sec-
tor and government information, sharing real-time on what was
happening within the field and how industry and government could
respond together. That information developed there was shared
with a joint field office when established on the West Coast.

There is a network reliability and interoperability council estab-
lished by the FCC back in 1992. There have been a series of seven
councils since that time. Most have focused on some aspect of secu-
rity practice. Verizon and industry in general have been very active
in working not only with the FCC, but with other government part-
ners in advancing sound practice on a voluntary basis as a result
of the work done within the NRIC.

There is another organization called the National Security Infor-
mation Exchange. In 1990, the NCS focused on actions industry
and government could pursue to protect critical telecommuni-
cations from the growing hacker threat. Ultimately, the NCS and
NSTAC created national security information exchanges. These ex-
changes, since that time, have brought together expertise from gov-
ernment and subject matter experts on security practice from in-
dustry to address a full range of security practices relevant to the
evolving risk environment.

Pertinent to the Communications Sector Coordinating Council, I
am very proud to be its chair for this year, and it points out the
complexities, I think, of working together not just within our sec-
tor, but on a cross-sector basis; and we have focused very much on
our interdependencies not just within our sector, but across sectors.

The Communications Sector Coordinating Council became oper-
ational in calendar year 2006. It was chartered to foster the coordi-
nation of policy initiatives to improve the physical and cybersecu-
rity of sector assets and to ease the flow of information within the
sector, across sectors, and with designated Federal agencies.

We now embrace 35 member companies that are broadly rep-
resentative of the sector. I think that is a real benefit of the Sector
Coordinating Council’s having been established, because we are not
just traditional wireline and wireless; we are satellite, we are un-
dersea cable. We represent the National Broadcasters, the Associa-
tion of Public Television Stations, a wide range of companies.

To summarize, the sector has been very proactive through the
Sector Coordinating Council, through other mechanisms, and we
have really focused on our sector-specific plan, currently on the risk
assessment which we plan to have complete by the end of this cal-
endar year in draft form and in final form by the end of the first
quarter next year. Thank you.

Mr. LANGEVIN. Thank you.

[The statement of Mr. Hickey follows:]

PREPARED STATEMENT OF J. MICHAEL HICKEY

Overview:

Mr. Chairman and Members of the Subcommittee, my name is Mike Hickey and
I thank you for the opportunity to testify before you on measures we have taken
to address cybersecurity in the Communications Sector Specific Plan. I serve as Vice
President of Government Affairs for National Security Policy at Verizon and as
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Chair of the Communications Sector Coordinating Council. I also serve as Vice
Chair of the Internet Security Alliance and am an active member of the US Cham-
ber of Commerce Homeland Security Task Force. Of these organizations, the Com-
munications Sector Coordinating Council is uniquely chartered to represent the
breadth of the communications sector on policy issues relating to the protection of
critical communications infrastructure and key assets. Since 2005, it has emerged
as an instrument for business engagement with government on policy matters relat-
ing to homeland security and emergency preparedness.

My comments will address the roles that have been established for industry and
government in protecting the nation’s critical physical and cyber communications as-
sets, steps taken to protect these assets, what measures have worked effectively and
what needs to be done to sharpen the collective focus as we move forward.

Tiered Approach to Critical Asset Protection:

Effective industry and government collaboration starts with the actions of indi-
vidual organizations. The private sector owns and operates nearly 90% of this coun-
try’s critical infrastructure. Because of industry’s important role in national and
homeland security, corporations like Verizon must dedicate the operations experi-
ence, resources and oversight necessary to be as self-aware and self-reliant as pos-
sible. Verizon is obligated to its shareowners and customers to take the steps nec-
essary to secure its cyber, physical and human assets from disruption or attack. We
cooperate with peer companies in order to support communications sector mutual
aid obligations. We also proactively address our interdependencies with other sec-
tors to ensure continuity of operations in time of crisis. Finally, we continue to work
with government agencies at the Federal, State, regional and local levels to support
appropriate security and emergency preparedness initiatives.

Strength from Within:
Verizon Communications Inc. is a Dow 30 company. It employs over 240,000 em-
loyees. In 2006, the company generated $88 billion in annual revenue and spent

517.1 billion on capital investments. Verizon’s state-of-the-art voice, data and video
networks are touched by over 100 million consumers and government and business
customers daily.

Given its breadth of service and geographic coverage, Verizon’s commitment to na-
tional security and emergency preparedness—grounded in corporate policy, sound
business practice and hands-on experience—is long-standing and growing. In order
to ensure the continuity of its own operations and to meet the requirements of its
critical customers in time of crisis, Verizon has:

e Designed, built and managed network facilities that are robust and resilient;
o Embraced “best practice” business methods and security procedures;

e Created and tested business continuity and emergency preparedness pro-
grams that have served the corporation and its customers in times of stress;

o Responded successfully to a wide range of crises; and,

e Provided leadership strength to industry and government organizations dedi-
cated to national security and emergency preparedness.

Verizon’s Internal Security Councils: Verizon takes a holistic approach to ad-
dressing information security by coordinating business unit activity around network
and information protection. This effort is led by the Verizon Executive Security
Council (VESC), established in 1995 to oversee all aspects of information security
within Verizon. Reporting to the VESC is the Verizon Information Security Council
(VISC), an enterprise-wide, cross-organizational working committee comprised of
lead security managers and information security teams. The VISC is charged with
instituting a secure environment for company network, information management,
processing, transport and delivery.

The Verizon business units that comprise the VISC are dedicated to providing co-
ordinated information and network security services for Verizon. These services in-
clude firewall support, host (mainframe and distributed) management, virus protec-
tion, risk assurance, information security practices, information security awareness,
Incident Response & Vulnerability scanning, and remote access security administra-
tion.

Computer Intrusion Response Team (CIRT): The Verizon CIRT provides 7x24 cov-
erage for the entire enterprise, supporting all business units and organizational
points of contact to assess intrusion impacts, contain and control further dissemina-
tion of problems across the company, and capture and preserve evidence for law en-
forcement/legal purposes. The CIRT also provides restoration options, identifies and
closes security vulnerabilities (exploited or otherwise), and uses secure communica-
tion channels during response.

The CIRT’s network of contacts and organizational breadth enable it to effectively
work with the appropriate company personnel to coordinate incident response and
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resolution. A single point of contact is designated for all network or computer re-
lated security advisories to the enterprise, thus eliminating duplication of informa-
tion and effort by quality checking all data prior to distribution. A historical reposi-
tory of advisory data is also maintained for reference.

Management Structure: Verizon has sharpened its focus in addressing its evolving
challenges in network technology and security. Key internal organizations have
been realigned to apply consistent, best practice solutions to IT and network tech-
nology across business units. Verizon’s Executive Vice President and Chief Informa-
tion Officer has oversight over a range of technical support organizations serving
the company’s major business units. Meanwhile, a newly created position of Execu-
tive Vice President and Chief Technology Officer has responsibility for establishing
and managing the overall direction, technology and planning of all Verizon net-
works. The CTO in each of Verizon’s business groups remains responsible for the
day-to-day execution of their network deployment strategies.

Technical Support:T1 A full array of internal technical, consulting and R&D serv-
ices are available to guide decision making and strengthen best practice within all
major business units. For instance, the Verizon Information and Network Security
organization advances security strategies that integrate people, process and tech-
nology (such as firewalls, intrusion detection systems, virus protection, and remote
access) with full adherence to information security policies and practices; while also
providing technical and consulting services to business units—all with a primary
focus on information asset protection.

Verizon Information Security Focus is Crucial: In today’s evolving threat environ-
ment, malicious insiders are the greatest threat to our critical national infrastruc-
tures. Today’s geo-political climate will result in cyber attacks against national com-
munications and control systems of economic, safety, or political significance. And
politically (ideologically) motivated cyber attacks are increasing in volume, sophis-
tication, and coordination. Verizon is addressing today’s very real threats. Standards
organizations must address carrier class security issues and architectures. The ven-
dor community needs to produce equipment & software that meet Verizon’s security
objectives. And our customers and peer carriers need to work with us to mitigate
security risks.

Sector Leadership and Collaboration:

Verizon, and its peer companies within the Communications Sector, have a long
history of cooperation in national security and emergency preparedness. This history
distinguishes the Communications Sector from most other critical sectors identified
in the National Infrastructure Protection Plan. The sector personifies cooperation
and trusted relationships that have resulted in the delivery of critical services when
emergencies and disasters occur. A strong bond between the private and public sec-
tors exists today in large part because of several organizations that were created
in response to earlier threats to the nation’s critical infrastructure.

National Communications System: The Sector Specific Agency for the Communica-
tions Sector is the National Communications System (NCS), currently housed within
the Department of Homeland Security’s National Cyber Security and Communica-
tions Division.

The NCS was established by President Kennedy in the aftermath of the Cuban
missile crisis when communications problems between the United States and key
international players threatened to further complicate the crisis. Since 1963, the
NCS has worked to strengthen the communications facilities and components of var-
ious Federal agencies, focusing on interconnectivity and survivability.

National Coordinating Center for Telecommunications: In 1982, telecommuni-
cations industry and Federal Government officials identified the need for a joint
mechanism to coordinate the initiation and restoration of national security and
emergency preparedness telecommunications services. In 1984, Executive Order
12472 broadened the NS/EP role of the National Communications System and cre-
ated the National Coordinating Center for Telecommunications as a central public-
private sector organization to coordinate response to emergency communications sit-
uations.

In January 2000, the NCC was designated an Information Sharing and Analysis
Center for Telecommunications in accordance with PDD-63. The NCC-ISAC facili-
tates information sharing among government and industry participants regarding
vulnerability, threat, intrusion, and anomaly information affecting the telecommuni-
cations infrastructure.

The National Security Telecommunications Advisory Committee (NSTAC): The
NSTAC was created 25 years ago, in 1982, by Executive Order 12382. NSTAC pro-
vides another highly successful example of how the private sector helps direct gov-
ernment decisions around national security and emergency preparedness commu-
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nications (NS/EP). This advisory committee to the President brings together 30 in-
dustry chief executives representing major telecommunications companies, network
providers, information technology companies, finance and aerospace businesses.
NSTAC provides industry-based advice and expertise to the President on a wide
range of telecommunications problems related to implementing NS/EP communica-
tions policy issues. These include, but are not limited to, information security, infor-
mation assurance, and critical infrastructure protection.

NS/EP communications enable the government to make an immediate and coordi-
nated response to all emergencies, including cyber attacks. NS/EP communications
allow the President and other senior Administration officials to be continually acces-
sible, even under stressed conditions. The impact of today’s dynamic technological
and regulatory environment is profound with new technologies and increasing com-
petition bringing both new opportunities and new vulnerabilities to the information
infrastructure. The NSTAC is strongly positioned to offer advice to the President on
how to leverage this dynamic environment to enrich NS/EP communications capa-
bilities and ensure that new architectures fulfill requirements to support NS/EP op-
erations; and to avoid introducing vulnerabilities into the information infrastructure
that could adversely affect NS/EP communications services. The NSTAC’s current
work plan includes issues ranging from information sharing and the security and
reliability of converged networks to research and development (R&D) issues related
to converged networks.

The Network Reliability and Interoperability Council (NRIC): Government-im-
posed solutions may hinder the ability of business to adapt and respond effectively
to the changing threat environment. So it becomes critical for business and govern-
ment to work collaboratively towards solutions that are meaningful, adaptable and
sustainable. The voluntary development of and compliance with “best/sound prac-
tice” approaches to physical and cyber security is a model that is time tested. It is
illustrated through the work of the Federal Communications Commission’s Network
Reliability and Interoperability Council. The NRIC is a successor to the National
Reliability Council, first established in 1992. Through the work of seven successive
councils, subject matter experts from business and government have come together
to address network reliability and interoperability issues of concern, develop best/
sound practices and encourage voluntary adoption. The NRIC will soon merge with
the Media Security and Reliability Council (MSRC) to create a new organization, the
Communications Security, Reliability, and Interoperability Council (CSRIC).

National Security Information Exchange (NSIE): In April 1990, the Chairman of
the National Security Council’s Policy Coordinating Committee requested the NCS
Manager identify what actions industry and Government should pursue to protect
critical NS/EP telecommunications from the growing “hacker” threat. The NCS
Manager subsequently requested that the NSTAC provide industry’s perspective on
the network security issue. Ultimately NSTAC created a mechanism for security in-
formation exchange and produce a corresponding implementation plan. The NSTAC
and NCS Manager also established separate, but closely coordinated, Network Secu-
rity Information Exchanges (NSIEs). In May 1991, the NSIE charters were final-
ized, and NSTAC companies and government departments and agencies designated
their NSIE representatives, chairmen, and vice-chairmen. The NSTAC and govern-
ment NSIEs held their first joint meeting in June 1991.

Industry and government coordinate through their respective NSIEs to volun-
tarily share sensitive information on threats to operations, administration, mainte-
nance, and provisioning systems supporting the telecommunications infrastructure.
Government NSIE members include departments and agencies that use national se-
curity and emergency preparedness (NS/EP) telecommunications services, represent
law enforcement, or have information relating to network security threats and
vulnerabilities. NSTAC NSIE representatives include subject matter experts who
are engaged in prevention, detection, and/or investigation of telecommunications
software penetrations or have security and investigative responsibilities.

The Communications Sector Coordinating Council (CSCC) and its Sector
Specific Plan (SSP):

Verizon recognizes its critical operational dependence on other sectors and has es-
tablished the necessary vendor relationships to meet both normal and extraordinary
continuity of business requirements. In turn, all critical sectors are heavily reliant
on the Communications Sector to support their own continuity of operations.

The Homeland Security Act of 2002 provided the basis for DHS’ role in the protec-
tion of the nation’s critical infrastructure and key resources (CI/KR.) The Act as-
signed DHS responsibility for developing a comprehensive national plan for securing
CI/KR in conjunction with other Federal agencies, State and local agencies and au-
thorities, the private sector and other entities.
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The complexity of cross sector independencies was recognized in the 2006 Na-
tional Infrastructure Protection Plan, resulting from Homeland Security Presi-
dential Directive 7. HSPD-7 focused on the identification, prioritization and protec-
tion of the nation’s critical assets. It prescribed the development of the National In-
frastructure Protection Plan (NIPP) and corresponding Sector Specific Plans. Per-
haps most significantly, the NIPP encouraged the establishment of sector coordi-
nating councils. In so doing, it brought greater sector diversity to the table and sig-
nificantly advanced the institutional capacity of sectors to formally and proactively
address cross-sector dependencies.

Communications Sector Coordinating Council (CSCC): The Communications Sec-
tor Coordinating Council (CSCC) became operational in calendar year 2006. It was
chartered to foster the coordination of policy initiatives to improve the physical and
cyber security of sector assets, and ease the flow of information within the sector,
across sectors and with designated Federal agencies. Through the CSCC, private-
sector owners, operators and suppliers can engage Federal government entities to:
identify and coordinate policy issues related to the protection of critical infrastruc-
ture and key resources; facilitate the sharing of information related to physical and
cyber threats, vulnerabilities, incidents, potential protective measures, and best
practices; and, address policy issues related to response and recovery activity and
communication following an incident or event. The CSCC now embraces 35 member
companies and has become more representative of the diversity of the Communica-
tions sector. Members include wireline, wireless, cable, satellite, information service
providers, as well as commercial and public broadcasters, service integrators, and
equipment vendors. Small and medium size companies are represented through
CTIA, USTelecom, ITA and NCTA. Verizon currently chairs the CSCC.

CSCC members meet quarterly to review industry and government actions on
critical infrastructure protection priorities, confer with Federal agency representa-
tives, review cross sector CIP issues, and coordinate with industry participants in
NSTAC and the NCC ISAC to ensure industry coordination. Council work groups
meet frequently to engage industry and government SME’s on task force initiatives.
Top 2007 CSCC priorities include the sector’s risk assessment of critical assets,
cross sector pandemic planning and implementation of access and credentialing and
emergency wireless protocols.

The CSCC and IT Sector Coordinating Councils maintain close coordination on a
range of policy and operational initiatives. Both sectors participate in a recently
formed cross sector cyber security work group. Both have worked to heighten indus-
try’s role in NS/EP exercises such as last summer’s ESF2 exercise in New Orleans
and in TopOff 4. In the aftermath of Katrina, the Councils met to discuss ways of
strengthening industry preparation and response to major events. Both participate
in ongoing sector risk assessment activity. Both organizations have elected sector
liaisons to attend each other’s coordinating council meetings and they meet annually
to confer, with government counterparts, on ongoing sector activity.

Partnership for Critical Infrastructure Protection (PCIS): The Communications
Sector Coordinating Council is a member of the Partnership for Critical Infrastruc-
ture Security (PCIS.), a private sector organization. PCIS is comprised of the leader-
ship from each of the Sector Coordinating Councils, which represent the owners and
operators of the critical infrastructure and key resources sectors identified by the
government in HSPD-7. The mission of PCIS is to coordinate cross-sector initiatives
that promote public and private efforts to help ensure secure, safe, and reliable crit-
ical infrastructure services. This mission encompasses physical, cyber, and human
security that rely on strong infrastructure integrity and resilience. Accordingly, the
PCIS mission spans the full spectrum of critical infrastructure matters from preven-
tion, planning, and preparedness to business continuity, mitigation, response, and
recovery.

The PCIS has worked to encourage a productive industry partnership with the
Federal government over the past six years. It was formally recognized as the Pri-
vate Sector Cross—Sector Council in the National Infrastructure protection Plan
when it was released in 2006. The NIPP states that the “cross-sector issues and
interdependencies are addressed among the sector coordinating councils through
PCIS. PCIS members, including the CSCC, continue to work with designated Fed-
eral agencies on implementation of their sector specific plans.

Communications Sector Specific Plan (CSSP): The CSCC completed work on the
CSSP for critical infrastructure and key resource (CI/KR) protection, as rec-
ommended by the NIPP, in December 2006 the plan was subsequently released in
May 2007. It was developed jointly by industry and the National Communications
System, with input from Federal government agencies ranging from the US Depart-
ment of Commerce to the Federal Communications Commission.
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The CSSP provides a framework for protecting the Nation’s critical communica-
tions assets and key resources. It addresses asset identification, risk assessment and
mitigation, protective programs and government measurements.

The goals of the CSSP include the need to:

o Protect the overall health of the national communications backbone;

e Rapidly reconstitute critical communications services after national and re-
gional emergencies;

¢ Plan for emergencies and crises by participating in exercises and updating re-
sponse and continuity of operations plans;

o Develop protocols to manage the exponential surge in utilization during an
emergency situation and ensure the integrity of sector networks during and
after an emergency event,;

e Educate stakeholders on communications infrastructure resiliency and risk
management practices in the Communications Sector;

o Ensure timely, relevant, and accurate threat information sharing between the
law enforcement and intelligence communities and key decision makers in the
sector;

o Establish effective cross-sector coordination mechanisms to address critical
interdependencies, including incident situational awareness, and cross-sector in-
cident management.

The CSSP acknowledges the lead role played by private sector owners and opera-
tors in protecting critical assets. The communications companies that own, operate
and supply the Nation’s communications infrastructure have historically factored
natural disasters and accidental disruptions into network resiliency architecture,
business continuity plans, and disaster recovery strategies. The interconnected and
interdependent nature of these service provider networks has fostered crucial infor-
mation sharing and cooperative response and recovery relationships for decades.
The CSSP also articulates the role of the Federal government in providing the sup-
port and resources necessary to identify threats and help mitigate risk.

The Communications Sector’s strategy is to ensure the nation’s communications
networks and systems are secure, resilient, and rapidly restored after an incident.
The approach outlined in the CSSP includes:

e Defining industry and government roles in protecting communications infra-
structure by leveraging corporate capabilities and government programs;

e Adopting an architectural approach to infrastructure identification and risk
assessment processes;

e Coordinating with other sectors and customers on critical infrastructure de-
pendencies and solutions for mitigating risk; and

e Working closely with DHS to advance sector protection and mitigation meas-
ures.

The CSSP defines the three major arenas where risk assessments are conducted:
industry self-assessments; government-sponsored assessments and government-
sponsored cross sector dependency analyses. Industry self-assessments of risk are
ongoing. Such assessments are conducted to verify compliance with company poli-
cies, industry standards, contract agreements and regulatory requirements.

Throughout 2007, industry has turned its attention to working with government
to define relevant government sponsored assessments through a National Sector
Risk Assessment (NSRA) process. Through this process, industry and government
have undertaken a qualitative risk analysis of Communications Sector infrastruc-
ture and have narrowed the scope of risk assessments to nationally critical network
elements. This process will result in a draft government assessment by December
2007, with a final report to be completed by March 2008. Based on the outcomes
of this government assessment process, government may conduct more quantitative
assessments of selected architecture elements in conjunction with industry.

The third and final element of the CSSP risk assessment process is the analysis
that government will undertake with industry on cross-sector dependencies. Work
will commence in 2008, the process will identify high-level critical sector commu-
nications dependencies and will leverage NCS risk assessment methodologies to
identify communications dependencies specific to a facility or function. The goal will
be to assist other sectors in the assessment of communications dependencies for
high-risk assets.

The Communications and IT Sector Coordinating Councils have worked to ensure
that respective risk assessment efforts, although distinct, are complementary where
the sectors overlap. This cross-sector participation increases information sharing, in-
cluding lessons learned. In each sector, cyber threats associated with the sector’s
functional or network elements will be identified and vulnerabilities and con-
sequences associated with such threats will be assessed to determine risk.
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Whatever success the CSCC has achieved in the development of the CSSP has re-
sulted from industry’s singular focus on developing a critical asset protection plan
that is designed by industry for implementation by industry. In order to accomplish
this, the NCS stepped forward to advocate industry positions within the Department
of Homeland Security and with DHS project contractors. A strong element of social
capital exists among industry representatives and Federal agency personnel within
the Communications Sector. This trusted relationship helped to produce a practical,
meaningful asset protection framework that can now be used by industry and gov-
ernment partners to better meet the country’s security requirements. The CSSP is
realistic and well-grounded.

Critical Asset Protection Over the Long Term: What cannot be underesti-
mated by policymakers is the enormous amount of private sector resources that are
being devoted to finding solutions—with government partners—to achieve greater
effectiveness in our country’s security and response programs. The Communications
Sector continues to commit significant financial resources and subject matter exper-
tise to strengthen critical business practices. It will continue to dedicate time and
expertise to its work with the NCS and other Federal, state and local government
partners to address emerging operational and policy issues.

To ensure even greater effectiveness in protecting the Nation’s critical commu-
nications infrastructure—both physical and cyber—industry and government part-
ners must be clear about their respective roles in getting the job done. Industry is
the first line of defense in protecting assets and mitigating risks, and aggressive
business continuity and security practice will remain critically important as the Na-
tion’s risk environment continues to evolve. Although the Communications Sector’s
long history of coordination will change as industry restructuring continues, close
planning and coordination within the sector will continue to be a mainstay of efforts
to fortify physical and cyber security programs.

Government must continue to ensure clarity of roles and responsibilities among
all levels of government and the private sector. It should continue to advocate for
strong sector and cross sector collaboration on operational and policy issues and in
providing the necessary intelligence and operational support to ensure effective in-
dustry preparedness and response, in particular by refining and improving roles and
responsibilities in the National Response Framework.

Although industry and government have made progress on long standing issues
pertaining to protection of critical assets and key resources, much work lies ahead.
There must be an even greater Federal government focus on effective engagement
and integration of state and local authorities in all aspects of critical infrastructure
protection and emergency response, including the rollout and coordination of initia-
tives “on the ground”. For instance, practical steps on access and credentialing and
emergency wireless protocols for shutdown and restoration of service must be taken
to facilitate industry response to natural or man-made disasters. Myriad jurisdic-
tional laws and requirements may be complex, but real world execution is overdue.
Government must also continue to integrate industry more fully on operational
planning, coordination and joint policy initiatives. Effective partnerships require
early involvement of industry and direct engagement in government programs, in-
cluding protection and response plans, which impact the private sector’s critical in-
dustry assets. Although government has recognized the importance of sharing time-
ly threat intelligence with industry, more needs to be done in this area to advance
NS/EP interests. Finally, recent Congressionally mandated changes in organization
and functions within DHS need to be fully implemented and understood by all
stakeholders in the critical infrastructure protection and emergency response do-
main. In sum, Industry and the Federal government have much to do on the full
array of critical infrastructure protection initiatives, while advancing transition
plans for the upcoming change in Administration.

Mr. Chairman, this concludes my testimony. I would be happy to answer any
questions you or the subcommittee might have about Verizon or the Communica-
tions Sector.

Mr. LANGEVIN. I now recognize Mr. Hender to summarize your
statement for 5 minutes.

STATEMENT OF GEORGE HENDER, BANKING/FINANCIAL
SECTOR COORDINATING COUNCIL, AND MANAGEMENT VICE
CHAIRMAN, OPTIONS CLEARING CORPORATION

Mr. HENDER. Chairman Langevin, Chairwoman Jackson Lee,
Ranking Members McCaul and Lungren, and members of both sub-
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committees, my name is George Hender, and I am Chairman of the
Financial Services Sector Coordinating Council, also known as
FSSCC. I am pleased to appear today on FSSCC’s behalf to discuss
the important topic of cybersecurity.

FSSCC was established by the Department of Treasury. FSSCC
is a private sector coalition of the Nation’s leading banks, financial
firms, insurance companies, and their trade associations. FSSCC
worked collaboratively with Treasury, our sector specific agency,
and with FSSCC, our government coordinating council, to craft our
sector-specific plan.

Our plan identifies three specific goals: first, to maintain a sector
strong position of resilience, risk management, and redundant sys-
tems;

Second, to manage the risk posed by cross-sector interdepend-
encies; and

Third, to work with law enforcement, the private sector, and our
international counterparts to track and arrest criminals.

The remainder of my testimony will focus on FSSCC’s efforts to
meet these goals in the area of cybersecurity.

Modern financial services are built on a foundation of informa-
tional technology. Financial firms’ systems are a target for cyber
attack because that is where the money is. As the nature and the
complexity of attacks grow more sophisticated, FSSCC continues to
implement a number of cyber-related initiatives. I would like to
highlight some of those initiatives.

A year prior to the National Infrastructure Protection Plan’s re-
lease in 2006, FSSCC formed the first sector R&D committee. In
April 2006, this committee published The Research Challenges, a
report identifying eight specific R&D priorities. An overarching
theme throughout this report is protecting the sector from cyber at-
tacks.

In October 2006, the R&D committee published our research
agenda to demonstrate how research challenges relate to the NIPP.
Together with these two publications, the necessary steps to
produce a robust cyber secure platform was formed.

Another vital asset of FSSCC is the Financial Services Informa-
tion Sharing Analysis Center, or FS-ISAC. Our ISAC has been an
effective information-sharing tool in the fight against cyber attacks.
Every day our ISAC forwards cyber and physical security risk up-
dates from over 100 sources to over 11,000 sector participants. Our
ISAC also shares this information with Treasury and law enforce-
ment to help stop and prevent attacks.

FSSCC and our ISAC have also been active participants in sev-
eral business continuity exercises, including the congressionally
mandated Top Off exercises. Additionally, ISAC represented
FSSCC in Cyber Storm and Cyber Tempest, two exercises focused
on cyber-related issues. Our ISAC is also helping us to plan for
Cyber Storm II, which is scheduled for March 2008.

FSSCC believes exercise participation is critical, and we encour-
age the planners of these exercises to include the private sectors
during the planning phases of these exercises.

FSSCC has been an active participant in the Partnership for
Critical Infrastructure Security, PCIS. I am a member of the execu-

VerDate Nov 24 2008  08:44 Dec 16, 2009 Jkt 000000 PO 00000 Frm 00033 Fmt6633 Sfmt6601 H:\DOCS\110-HRGS\110-82\48977.TXT HSEC PsN: DIANE



28

tive committee and board of PCIS. PCIS has a working group fo-
cusing on cross-sector collaboration on cybersecurity issues.

Many cybersecurity issues are ongoing and there are still several
issues to address. Two issues relate to the GAO’s SSP report and
the DHS’s R&D budget. According to GAO, the banking and fi-
nance sector SSP was ranked somewhat comprehensive in address-
ing cybersecurity. Because the GAO did not consult with the Treas-
ury or FSSCC when preparing this report, I respectfully disagree
with their conclusions.

Our SSP included the research challenge document which fully
addresses the GAO criteria for cybersecurity R&D. For example,
our R&D committee is identified as the primary mechanism to so-
licit information on R&D initiatives; and the research challenges
report details the sector’s goals and gaps related to cybersecurity.
Examples of the SSP in my written testimony contradict GAO’s
finding that we failed to identify the programs to detect, deter, re-
spond, and recover from cyber attacks.

The GAO report also stated our SSP failed to describe the proc-
ess for R&D investment priorities, but the R&D committee clearly
identified a number of priorities where investment dollars could be
directed. Without further guidance, it is unclear how the GAO
reached these conclusions. We will welcome a dialogue with GAO
on these important issues.

Finally, FSSCC believes DHS should consult with the private
sector when funding private research. FSSCC thinks it makes good
economic sense to fund R&D industry experts and to use those ex-
perts to achieve this goal. Greater communication and consulting
is necessary between DHS, Treasury, and FSSCC.

Another option would be to provide direct grant authority to the
Treasury. Currently, FSSCC can only influence R&D projects
through comment letters.

In short, FSSCC believes that the DHS cybersecurity R&D budg-
et should be more closely aligned with the level of threat. An ap-
propriation of only $11 million is clearly insufficient. Our Nation
would be better served by providing additional budget discretion
and dollars to projects identified by the industry under attack.

Thank you for the opportunity to provide FSSCC’s views for this
important hearing. I would be pleased to answer any questions.

[The statement of Mr. Hender follows:]

PREPARED STATEMENT OF GEORGE S. HENDER

Chairman Langevin, Chairwoman Jackson Lee, Ranking Members McCaul and
Lungren, and members of the Subcommittee on Emerging Threats, Cybersecurity,
and Science and Technology and the Subcommittee on Transportation Security and
Infrastructure Protection of the House Homeland Security Committee, I am George
Hender, Management Vice Chairman of The Options Clearing Corporation (OCC),
which is the world’s largest derivatives clearing organization.! OCC is a leader in
business continuity planning in the financial services sector and was a founding
member of the Financial Services Sector Coordinating Council (FSSCC) and
ChicagoFIRST, a regional public/private partnership addressing homeland security
and emergency management issues in the financial services industry. I am pleased

10CC, founded in 1973, was the first clearinghouse to receive a ’AAA’credit rating from
Standard & Poor’s Corporation. Operating under the jurisdiction of the Securities and Exchange
Commission and the Commodity Futures Trading Commission, OCC provides clearing and set-
tlement services for the American Stock Exchange, the Boston Options Exchange, the Chicago
Board Options Exchange, the CBOE Futures Exchange, the International Securities Exchange,
NYSE Arca, OneChicago, the Philadelphia Stock Exchange and the Philadelphia Board of Trade.
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to submit this statement on the very important topic of cybersecurity on behalf of
FSSCC.2

On June 6, 2006, I was appointed to serve as Sector Coordinator for the Financial
Services Sector by former Secretary of the Treasury John Snow. Thus, I am the
Chairman of FSSCC. Prior to my appointment, I served as FSSCC’s Vice Chairman
from September 2004 through May 2006. Additionally, I am on the Executive Com-
mittee and Board of the Partnership for Critical Infrastructure Security (PCIS),
which is the private sector organization that coordinates homeland security issues
for all national critical infrastructures. I have also formerly served as Vice Chair-
man of the Financial Services Information Sharing and Analysis Center (FS-ISAC).
This is the organization responsible for communicating key cyberspace, physical se-
curity, and Homeland Security information to the financial services sector.

I applaud the Committee for holding today’s hearing on such an important topic.
Before I focus on measures taken by FSSCC related to cybersecurity, I would first
like to discuss the important role the financial services sector has in our economy
and the role FSSCC plays in improving the sector’s resilience through safeguarding
its critical infrastructure and employees.

Introduction and Background

The United States financial services sector is the backbone of the world economy.
With United States assets estimated to be in excess of $55 trillion,3 this large and
diverse sector accounted for over $1 trillion in 2006 gross domestic product (GDP)
or 7.8 percent of total GDP.4 The sector is primarily owned and operated by the pri-
vate sector whose institutions are extensively regulated by Federal and, in many
cases, state government. In addition to these public sector entities, self-regulatory
organizations (SROs), such as the 1Municipal Securities Rulemaking Board (MSRB),
the Financial Industry Regulatory Authority (FINRA), and the National Futures As-
sociation (NFA), and exchanges, such as the Chicago Mercantile Exchange (CME),
thehNeW York Stock Exchange (NYSE), also play an important role in industry over-
sight.

Working together, the public and private sector regulators encourage a highly
competitive market where identifying and managing a myriad of financial and non-
financial risks is essential to success. Through numerous laws enacted by Congress
over the past 150 years, federal financial regulators have implemented a complex
regime that includes examinations of the sector’s institutions’ operational, financial
and technological systems. These examinations are designed to determine the extent
to which an institution is addressing its financial and non-financial risks, such as
Internet and information technology vulnerabilities. They also evaluate the ade-
quacy of controls and applicable risk management practices at the institution.

Public-Private Partnership

Both the public and private sector financial services organizations recognize the
importance of business continuity planning in preparing for catastrophic events;
however, our sector’s organizations know they will not operate as independent enti-
ties during a real crisis. Therefore, planning for these events should be done in a
coordinated fashion.

FSSCC was established at the request of the U.S. Treasury Department in re-
sponse to Homeland Security Presidential Directive 7, which required sector-specific
Federal departments and agencies to identify, prioritize and protect United States
critical infrastructure and key resources. We are a private sector coalition of the na-
tion’s leading financial services firms and trade associations that are working to re-
inforce the financial services sector’s resilience to terrorist attacks, man-made and

2The members of FSSCC are the America’s Community Bankers (ACB); American Bankers
Association (ABA); American Council of Life Insurers (ACLI); American Insurance Association
(ATA); American Society for Industrial Security (ASIS) International; BAI; BITS/The Financial
Services Roundtable; ChicagoFIRST; Chicago Mercantile Exchange (CME); The Clearing House
(TCH); CLS Group; Consumer Bankers Association (CBA); Credit Union National Association
(CUNA); The Depository Trust & Clearing Corporation (DTCC); Fannie Mae; Financial Industry
Regulatory Authority (FINRA); Financial Information Forum (FIF); Financial Services Informa-
tion Sharing and Analysis Center (FS-ISAC); Financial Services Technology Consortium
(FSTC); Freddie Mac; Futures Industry Association (FIA); ICE Futures U.S.; Independent Com-
munity Bankers of America (ICBA); Investment Company Institute (ICI); Managed Funds Asso-
ciation (MFA); The NASDAQ Stock Market, Inc.; National Association of Federal Credit Unions
(NAFCU); National Futures Association (NFA); NACHA—The Electronic Payments Association;
The Options Clearing Corporation; Securities Industry Automation Corporation (SIAC); Securi-
tieSsA Industry and Financial Markets Association (SIFMA); State Street Global Advisors; VISA
USA Inc.

3http:/www.financialservicesfacts.org/financial2/today/assets

4 http://www.bea.gov/bea/dn2/gdpbyind data.htm
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natural disasters, and other threats, such as cyber attacks, facing the sector’s crit-
ical infrastructure.

FSSCC closely interacts with its Sector Specific Agency (SSA), the Department of
the Treasury (Treasury), and the Financial and Banking Information Infrastructure
Committee (FBIIC), its public-sector counterpart.> We also strongly support regional
public/private partnerships, such as ChicagoFIRST and DFWfirst. These organiza-
tions address homeland security and emergency management issues on a local level,
where many catastrophic events are primarily managed.

The combined efforts and close interaction of these groups with FSSCC fosters a
spirit of cooperation within our sector that facilitates effective preparation for a crit-
ical event, such as a cyber attack. Equally important, this collaboration creates a
streamlined approach to working with other sectors where cross-industry inter-
dependencies exist. The financial services sector is very dependant on a number of
other sectors, especially the energy, telecommunications and transportation sectors.

At the beginning of my term as FSSCC Chairman, I personally met with rep-
resentatives from nearly every FSSCC member to solicit their ideas on how to fur-
ther strengthen the resilience of the financial services sector and reduce vulner-
ability to cyber threats, terrorist attacks, criminal or illegal activities, and man-
made or natural disasters. These conversations, as well as the large number of for-
mal and informal meetings taking place each year within FSSCC and between
FSSCC and FBIIC, help show how our partnership model addresses threats and
risks posed by the Sector’s dependency upon other sectors.

FSSCC’s general meetings provide an example of this model. Here members meet
and hear from critical sectors on which our sector heavily relies. They also provide
a venue in which to coordinate and prioritize sector initiatives. Another example is
the FSSCC working group which is working with the Department of Homeland Se-
curity (DHS) to develop an emergency credential for FSSCC members’ use in ex-
traordinary emergencies. Development of such a credential is a priority reflected in
our overall research plan. Just this last summer, the FSSCC credentialing working
group participated in the cross-sector exercise known as “Summer Breeze.” This ex-
ercise validated the use of First Responder Authentication Credential (FRAC) iden-
tification cards.

Arguably, the most important example of collaboration within the sector is the on-
going effort to plan for pandemic influenza. On October 12, 2007, FSSCC and FBIIC
completed the most comprehensive exercise ever held for the U.S. financial services
sector. This important exercise focused on the response of the sector’s members to
pandemic influenza; over 2,700 financial firms participated. FSSCC understands
that effective business continuity planning must envision and prepare for a diverse
ranlge of issues and threats. This is encompassed in our mission statement and
goals.

FSSCC’s Mission and Goals

FSSCC’s mission is to foster and facilitate the coordination of sector-wide vol-
untary activities and initiatives designed to bolster critical infrastructure protection
and homeland security. FSSCC strives to improve sector awareness of critical infra-
structure protection issues, to promote information sharing on these issues, and to
find opportunities for improved coordination throughout the sector. Through its ef-
forts, FSSCC seeks to enhance public trust and confidence in the sector’s ability to
withstand and recover from significant disasters.

Treasury, in close collaboration with FSSCC and FBIIC, completed the Banking
and Finance Sector’s Sector Specific Plan (SSP)¢ in December 2006. This plan, com-
bined with the 16 other critical infrastructure SSPs, helps form the overall National
Infrastructure Protection Plan (NIPP). Our sector’s SSP outlines a strategy for
working collaboratively with public and private sector partners to identify, prioritize
and coordinate the protection of critical infrastructure. FSSCC believes DHS appro-
priately guides each critical infrastructure sector in coordinating their SSPs. How-
ever, each sector specific agency should retain control over SSP implementation.

5The members of FBIIC are the Commodity Futures Trading Commission (CFTC); the Con-
ference of State Bank Supervisors (CSBS); the Department of the Treasury; the Farm Credit
Administration (FCA); the Federal Deposit Insurance Corporation (FDIC); the Federal Housing
Finance Board (FHFB); the Federal Reserve Bank of New York; the Federal Reserve Board
(Fed); the National Association of Insurance Commissioners (NAIC); the National Association
of State Credit Union Supervisors (NASCUS); the National Credit Union Administration
(NCUA); the North American Securities Administrators Association (NASAA); the Office of the
Comptroller of the Currency (OCC); the Office of Federal Housing Enterprise Oversight
(OFHEOQ); the Office of Thrift Supervision (OTS); the Securities and Exchange Commission
(SEC); and the Securities Investor Protection Corporation (SIPC).

6 https://www.fsscc.org/reports/2006/Bank Finance SSP 061213.pdf
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Also, DHS and each sector should view the SSPs as a starting point for developing
a comprehensive, nationally-oriented, critical infrastructure regime.

The Banking and Finance Sector’s SSP, including its Research and Development
(R&D) appendices, outlines three sector-specific goals. First, the sector seeks to
maintain its strong position of resilience, risk management and redundant systems,
in the face of a myriad of intentional, unintentional, man-made and natural threats.
Second, the sector aims to address and manage the risks posed by the sector’s de-
pendency on telecommunications, information technology, energy and transportation
sectors. Lastly, the sector plans to continue to work with the law enforcement com-
munity, the private sector, and our international counterparts to increase available
resources used to track and arrest criminals. Specifically, to track and arrest those
persons responsible for crimes against the sector, including cyber attacks and other
electronic crimes.

The remainder of my testimony will focus on FSSCC’s efforts in addressing these
goals in light of protecting against cyber attacks and other electronic crimes.

Specific Actions for Cybersecurity

Modern financial services are built on a foundation of information technology, in-
cluding computing hardware, software and telecommunications. This foundation is
afflicted by multiple vulnerabilities and an increasingly high level of threats. Our
sector’s cybersecurity strategy seeks to address these threats by generally focusing
on people, process and technology. Ensuring our sector has the brightest minds,
most efficient processes and state-of-the-art technology to protect against cyber
threats is our highest priority because our sector understands our entities’ systems
and networks are a target because “that’s where the money is.”7 In addition, as
September 11, 2001, showed us, our sector is a focus of terrorists because of our
iconic status.8

7The members of FBIIC expend considerable effort to ensure the information security plat-
forms serving as our industry’s cornerstone are not compromised. In the case of financial institu-
tions, federal examiners are often permanently located within the entity being reviewed. The
Federal Financial Institutions Examination Council (FFIEC) is the primary federal interagency
body empowered to develop uniform principles and standards for the examination of financial
institutions. The FFIEC operates an Information Technology Council devoted to addressing cy-
bersecurity issues, and its recommendations are incorporated into the FFIEC Handbook. Exam-
iners use the Handbook to determine the extent to which the institution has identified its finan-
cial and non-financial risks, such as Internet and information technology vulnerabilities. Also,
it is used to evaluate the adequacy of controls and applicable risk management practices at the
institution. Additionally, the federal financial regulatory authorities issue numerous guidance
documents and Financial Institution Letters (FILs) specifically related to cybersecurity. Simi-
larly, the Securities and Exchange Commission and the securities SROs review the cybersecu-
rity programs of exchanges, broker-dealers and clearing organizations as part of their ongoing
supervisory exams and related activities.

8 For many years, the culture of our sector has emphasized strong internal controls, physical
and cybersecurity, and a comprehensive approach to business continuity planning that recog-
nizes the importance of recovering and resuming business operations as swiftly as possible.
Business continuity planning in our sector follows an “all hazards” approach that focuses on the
impact of a disruption, rather than its cause, to ensure that high impact but low probability
events are incorporated into the planning process. After September 11, the Fed, Office of the
Comptroller of the Currency, and SEC issued the Interagency Paper on Sound Practices to
Strengthen the Resilience of the U.S. Financial System (Sound Practices Paper), Securities Ex-
change Act Release No. 47638 (April 7, 2003). This paper identified stringent resumption or re-
covery objectives for core clearing and settlement organizations providing services for critical fi-
nancial markets or acting as large payment system operators, and for firms that play significant
roles in one or more critical financial markets. The Sound Practices Paper sets out an objective
of recovering or resuming clearing and settlement activities within the business day on which
a disruption occurs and maintaining geographically dispersed resources sufficient to meet those
recovery or resumption activities. Last year, the agencies that issued the Sound Practices Paper
reported to Congress that “the core clearing and settlement organizations, which present the
greatest potential risk to the operation of the financial system, have made significant invest-
ments in their operating infrastructures, and all have achieved substantial implementation of
the sound practices.” Joint Report on Efforts of the Private Sector to Implement the Interagency
Paper on Sound Practices to Strengthen the resilience of the US. Financial System (April 2006).

GAO has also examined the preparedness of these organizations in the light of the Sound
Practices paper, and has found continuing progress in protecting our nation’s financial system
from a variety of threats, including cyber attacks. See Financial Market Preparedness: Signifi-
cant Progress Has Been Made, But Pandemic Planning and Other Challenges Remain GAO-07—
399 (March 2007); Financial Market Organizations Have Taken Steps to Protect Against Elec-
tronic Attacks, But Could Take Additional Actions GAO—05-679R (June 2005): Financial Market
Preparedness: Improvements Made, But More Action Needed to Prepare for Wide-Scale Disasters
GAO-04-984 (September 2004).
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Our sector faces a number of cyber-related threats such as, hacking, virus dis-
semination, software piracy, identity theft, account fraud, phishing,® spoofing,1? and
pump and dump 1 schemes. FSSCC’s members have responded to these challenges
aggressively. For example, FSSCC member organizations have prepared a document
to help financial institutions develop and execute response programs when confiden-
tial and sensitive information is accessed or misused by unauthorized individuals.
The Identity Theft Assistance Center, developed by a FSSCC member, provides a
free victim assistance service and provides data about identity theft to law enforce-
ment.

The financial services sector has always placed itself on the cutting edge of cyber-
security initiatives. Our institutions were among the first to have Chief Information
Security Officers as part of their management teams. Also, the sector was among
the first to use various authentication tools to protect against internet fraud. Simi-
larly, many financial institutions embrace the concept of layered security by using
multiple intrusion detection and prevention products. Firms regularly work with
technology companies to improve these products. Without such security measures in
place, customers would hesitate to use on-line products which are a central compo-
nent of a financial firm’s business model. In addition to the threat to individual cus-
tomers, our sector is also focused on cyber-related threats to our financial structure.
The nature and complexity of attacks are growing more sophisticated. As a result,
our sector works in close collaboration with the nation’s intelligence community to
address this concern.

FSSCC R&D Committee

Prior to the NIPP’s issuance in June 2006, FSSCC recognized cybersecurity as a
critical issue and formed a standing R&D Committee. This committee was estab-
lished to identify and prioritize areas of need, in which the most promising opportu-
nities exist for research and development initiatives. These initiatives significantly
improve the sector’s critical infrastructure protection. The R&D Committee began
developing a list of priorities in 2005. In April 2006, the committee published Re-
search Challenges,12 a document which identifies eight R&D areas the sector needs
to address.13

An over-arching theme throughout our Research Challenges is securing the sec-
tor’s information technology infrastructure to prevent intrusion from unauthorized
sources. In October 2006, the FSSCC R&D committee, with Treasury advising, dem-
onstrated for DHS how FSSCC’s Research Challenges related to the NIPP by pub-
lishing FSSCC’s Research Agenda. Together these two publications provide industry,
academia, and the public with a shared insight into the opportunities and require-
ments necessary to produce a robust cybersecurity platform.

FS-ISAC

The FS-ISAC is another vital asset to FSSCC and the sector. It was created on
October 1, 1999, as a means of meeting the sector’s information-sharing obligation
under the 1998 Presidential Decision Directive 63 on Critical Infrastructure Protec-
tion.14

The FS-ISAC channels information from more than 100 sources to reach over
11,000 sector participants daily and promotes information sharing between the pub-
lic and private sectors. The FS-ISAC provides sector-wide knowledge about cyber
and physical security risks faced by the financial services sector. Specifically, FS—
ISAC’s incident alerts notify members about the type of attack, its origin, and sug-
gested remedial action. FS-ISAC information allows members to immediately re-
ceive threat and vulnerability information; share vulnerabilities anonymously and
communicate within a secure portal; access new data feeds of threat and vulner-
ability information; and access a wide range of user data from which users can

9“Phishing” is a fraudulent scheme where an e-mail directs its recipients to Web sites where
they are asked to provide confidential personal or financial information. Reports of phishing at-
tacks have risen dramatically in the last year.

10“Spoofing” is an attempt to gain unauthorized system access by mimicking, impersonating
or posing as an authorized user.

11“Pump and Dump” is a fraudulent scheme involving artificially inflating the price of a stock
or other security through false or exaggerated promotion. Then the stock or security is sold at
inflated prices.

1Zhttps://www.fsscc.org/reports/2006/Research  Challenges Booklet061117.pdf

13The eight R&D projects are: (1) Secure Financial Transaction Protocol (SFTP); (2) Resilient
Financial Transaction System (RFTS); (3) Enrollment and Identity Credential Management; (4)
Suggested Practices and Standards; (5) Understanding and Avoiding the Insider Threat; (6) Fi-
nancial Information Tracing and Policy Enforcement; (7) Testing; and (8) Standards for Meas-
uring ROI of CIP and Security Technology.

14 http://www.cybercrime.gov/white pr.htm
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produce their own reports and metrics. The FS-ISAC also uses this information to
work with Treasury and law enforcement in helping to stop and prevent attacks.

Two important government information sources for the FS-ISAC’s 24/7 Security
Operations Center are DHS’s Homeland Security Information Network (HSIN) and
the U.S.-Computer Emergency Readiness Team (US-CERT). Relevant information
from these data sources is monitored by the FS-ISAC and shared with trusted sec-
tor representatives through FS-ISAC’s notification system and web portal. Then re-
ports from FS-ISAC approved members are uploaded through the system. Both
sources provide a valuable service to the FS-ISAC. FSSCC and the FS-ISAC con-
tinue to work with DHS to coordinate these reports into the sector’s information
sharing structure.

The FS-ISAC has been an effective tool in the fight against cyber attacks. For
example, in November 2006, an FS-ISAC member detected an unusually large num-
ber of unauthorized log-in attempts against its systems and anonymously reported
this information to the FS-ISAC. Soon after, the FS-ISAC issued an alert to its
members. Later, five more financial institutions reported similar activity. This infor-
mation sharing proved the financial institutions were under attack from a single
source. While the attack was relatively insignificant in terms of its potential sector-
wide impact, it demonstrates how the FS-ISAC’s collaborative model can be an ef-
fective means to quickly deliver real-time information so financial institutions may
be alerted to act against real threats.

The FS-ISAC was effective once again this past August when it alerted several
member banks of suspicious web-site activity. The FS-ISAC then helped to avoid
compromilsse of several major money center and regional banking institutions user
accounts.

Cyber Syllabus

In May 2006, the U.S. Department of Defense sought a private sector partner to
help develop an undergraduate studies curriculum designed to provide exposure to
information technology cybersecurity issues. FSSCC, through its R&D Committee,
took the initiative to partner with the National Terrorism Preparedness Institute
at St. Petersburg College in Florida to complete the project. I am pleased to report
the syllabus was completed in May 2007, resulting in an on-line training program
that can be made available to all universities. Additionally, FSSCC is working to
identify an educational institution capable of making this program available to our
members at no cost. It is our hope this type of public-private collaboration will help
to inspire a new generation of ideas and resources devoted to protecting our nation’s
cyber space.

Handbook of Science and Technology for Homeland Security

Another joint DHS/FSSCC initiative currently underway is the drafting of a hand-
book designed to educate researchers on the critical needs of the homeland security
and intelligence communities. It will also promote interdisciplinary dialogue in
those fields. I am pleased to report FSSCC is on target to provide this information
to DHS by year’s end. Also, this handbook should be distributed worldwide in online
and print formats next year.

Cybersecurity Exercises

FSSCC and FS-ISAC have been active participants in several business continuity
exercises, including the congressionally mandated TOPOFF exercises and a number
of regional and national cybersecurity exercises. In February 2006, FS-ISAC rep-
resented our sector in Cyber Storm, the first government-led, full scale cybersecurity
exercise of its kind. Ten months later, in December 2006, FS-ISAC participated in
Cyber Tempest, an exercise devoted to testing a wide area of cyber issues from a
regional perspective. Both of these exercises provided positive benefits to our sector’s
business continuity planning, such as developing better integration between FSSCC
and the FS-ISAC. FSISAC is now involved in planning Cyber Storm II scheduled
for March 2008. These opportunities are a vital resource to leverage. We believe ex-
ercise leaders would benefit by increasing our level of involvement in future exer-
cises.

PCIS Working Group

15 FS-ISAC discovered use of Torpig Trojans, which use malicious code designed to place
themselves into on-line banking applications for the purpose of stealing user login IDs and pass-
words. These Trojans evade detection by disabling security warning messages. Then they log
open window sessions to capture user log-on information which is sent back to the attacker.
After discovering use of the malicious code on several members’ web sites, FS-ISAC was able
to issue an incident alert that led to the discovery and eradication of this Trojan on web sites
both in the U.S. and overseas.
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FSSCC has been an active participant in PCIS, which was formally recognized in
the NIPP as the Private Sector Cross-Sector Council. PCIS is dedicated to coordi-
nating cross-sector initiatives aimed at promoting public and private efforts to im-
prove the security and safety of our nation’s critical infrastructure. PCIS has estab-
lished a working group focused on cross-sector collaboration of cybersecurity issues.
Each Sector Coordinating Council must appoint a sector representative to partici-
pate on the working group. The FSSCC has selected FS-ISAC Chairman, Eric
Guerrino, for this task. The PCIS working group is another example of how the fi-
nancial services sector is following a collaborative model to develop a strong cyberse-
curity network.

Future Challenges

FSSCC has achieved a great deal over the past few years. However, there are still
many issues which must be addressed regarding cybersecurity. Some of these issues
have been highlighted in a recent Government Accountability Office (GAO) report
entitled Critical Infrastructure Protection: Sector-Specific Plans’ Coverage of Key Cy-
bersecurity Elements Varies. Another less apparent, but equally important, issue in-
cludes increasing the level of consultation between DHS and its SSCs and SSAs
oveir1 research and development initiatives. I will take a few moments to highlight
each issue.

GAO Report

The GAO recently conducted a review of each SSP to determine if key aspects of
cybersecurity related to the NIPP had been adequately covered. The GAQ’s prelimi-
nary results have found none of the plans fully addressed all 30 cybersecurity re-
lated criteria. Consequently, the GAO recommends that DHS require all SSPs be
amended to address all cyber-related criteria by September 2008. Based on the
cyber-related criteria established by GAO for its report, the GAO concluded the
Banking and Finance Sector’s SSP “somewhat comprehensively” covers cybersecu-
rity. We respectfully disagree with the GAO’s analysis. Because the GAO did not
consult the SSAs or Sector Specific Councils when conducting its review, I would
like to take this opportunity to explain our view on several areas the report con-
cluded our SSP did not address.

Under section seven of the report, GAO stated our sector’s SSP failed to (1) de-
scribe a process to solicit information on ongoing cyber R&D initiatives and (2) iden-
tifies existing cyber-related projects that support goals and identifies gaps. The sec-
tor’s SSP highlights the R&D committee as the primary mechanism to solicit infor-
mation on R&D initiatives, and the R&D Committee’s Research Challenges outlines
in detail the sector’s goals and gaps related to cybersecurity. Further, our sector’s
priority on R&D is evidenced by the establishment of the FSSCC R&D Committee
in 2005 and publication of its Research Challenges in April 2006, well before the
NIPP was issued last year. FSSCC believes the SSP and the Research Challenges
document, which was incorporated into the SSP in an appendix, adequately address-
es the GAO’s criteria. We welcome a dialogue with the GAO on this issue.

Additionally, GAO’s review stated, under section five, that our sector failed to
identify programs to deter, respond, and recover from cyber attack. The Banking
and Finance Sector SSP used a deter, respond and recover approach throughout all
sections. Our testimony today highlights a number of initiatives mentioned in our
SSP aimed at this very issue—the R&D Committee, FS-ISAC, Cyber Syllabus,
Cyber Threat Exercises, and PCIS. Consequently, without further guidance from
GAQO it is unclear how they reached a conclusion that our sector completely failed
to address this issue.

The GAO report, under section eight, also stated our SSP failed to describe a proc-
ess for investment priorities. Although FSSCC does not have any budget authority,
we believe our R&D Committee’s Research Challenges and Research Agenda high-
light a number of priorities where investment dollars are most needed for our sec-
tor.

FSSCC, FBIIC and Treasury worked in close collaboration to develop our SSP,
which we believe memorializes past and current initiatives into a living document
serving as a guide for future action. In other words, we agree with DHS’s assess-
ment that the SSPs “represent only the early efforts by the sectors to develop their
respective plans.” Consequently, we welcome all comments and dialogue from inter-
ested parties on how to improve our nation’s critical infrastructure protection re-
gime and believe that our sector is a model for less regulated sectors with less ma-
ture cybersecurity plans.

SSC/SSA R&D Budget
FSSCC believes DHS should consult with the SSCs, and, at the very least, their
SSAs, on business continuity research projects to ensure optimal resource allocation
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is taking place. FSSCC would like to encourage the Subcommittees and Congress
as a whole to work with DHS to ensure the same collaborative model used in our
sector to generate business continuity information and reports extends to actual re-
source allocation for critical infrastructure programs. Failure to consult with experts
from the organizations representing each sector severely limits the ability to maxi-
mize returns from investment dollars in an efficient manner.

Over the past few years, FSSCC and its members have devoted significant re-
sources to generating information, developing plans, and identifying issues related
to cybersecurity and opportunities for research for the public sector. While much in-
formation has been collected, FSSCC fears this information risks being lost in a
“black hole.” To avoid this result, FSSCC seeks to work with its public and private
partners to develop a formal program that would channel resources to areas and
programs that would provide the most positive impact for our nation’s critical infra-
structure. FSSCC thinks that it makes good economic sense to channel available
sector and public research resources to programs supporting the Research Chal-
lenges and Research Agenda developed by industry experts on FSSCC’s R&D Com-
mittee. To achieve this goal, greater communication and consultation about opportu-
nities for R&D spending is necessary between DHS, Treasury and FSSCC. Another
option would be to provide grant authority to SSAs such as the Treasury Depart-
ment.

Currently, FSSCC is limited to influencing R&D project funding through support
letters. Recently, FSSCC R&D Committee members visited Carnegie Mellon Univer-
sity (CMU) with a Treasury official to introduce CMU officials to the FSSCC R&D
Agenda. While at CMU, the FSSCC R&D Committee reviewed CMU research
projects that CMU judged to be of interest to the financial community. Committee
members found that CMU projects focused on Operational Resiliency, Keystroke
Pattern Analysis, Device-Enabled Authentication, and Insider Threat Analysis spe-
cifically addressed major FSSCC research challenges, as well as the corresponding
NIPP research agenda themes. FSSCC could not fund these research projects but
wrote letters of support to encourage funding from other sources.

FSSCC believes the DHS cybersecurity R&D budget should be more closely
aligned with the threat posed. Twelve million dollars appropriated for this purpose
is insufficient to cover the R&D demands within DHS and throughout the critical
infrastructure sectors. Our nation would be better served by providing additional
lf)udge(t;_’i discretion and dollars to those most closely aligned with the work to be per-
ormed.

Conclusion

The financial services sector has a long history of thoughtfully and carefully pre-
paring for threats to its critical infrastructure and employees. The members of
FSSCC are proud of our progress since our inception in staying abreast of new and
unexpected threats to the critical infrastructure of the financial services sector.

The financial services sector is working diligently to refine best practices, business
continuity plans, and homeland security efforts to better protect employees and fi-
nancial assets from cyber attacks. We are grateful for the collaboration and coordi-
nation with our public sector partners, the Department of the Treasury and the
other members of FBIIC, as we develop these plans. We will continue to work dili-
gently, and I am confident that the financial sector’s preparation for cyber attacks
will meet the high standards of planning for which our industry is well respected.

Thank you again for the opportunity to provide FSSCC’s views for this important
hearing. I would be pleased to answer any questions.

Mr. LANGEVIN. I want to thank the witnesses for their testimony.
And I remind each member that he or she will have 5 minutes to
question the panel.

I now recognize myself for 5 minutes for the purpose of ques-
tions.

Mr. Hender, thank you for your testimony. You discussed the
R&D piece of your sector plan and your information sharing and
analysis center. What I didn’t hear, though, is how your sector pro-
tects its assets and what efforts are under way in that respect.

Would you address that?

Mr. HENDER. Certainly.

As I indicated in my testimony, our ISAC on a daily basis, a
daily basis, receives well over 100 sources of independent informa-
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tion which it analyzes, and then passes on that analysis every day
before the markets open.

Mr. LANGEVIN. That is information sharing. What about—what
steps do you take? What concrete steps are you taking?

Mr. HENDER. Well, part of the information that is fed to the
11,000 participants is, in fact, potential cyber attacks. They then
take that information and use that information to look at their sys-
tems to see whether they have vulnerabilities.

Also, attacks take place and they are able to pass on to the other
participants the attacks that are ongoing and how those attacks
can be mitigated. We also use that information to pass on to the
other government agencies to make sure that those attacks are
taken seriously and the government agencies can use their best ef-
forts to stop them.

Mr. LANGEVIN. I think, clearly, what would be helpful to this
subcommittee, for better understanding of the situation, is more
concrete steps—instead of action plans, steps that they actually
take as opposed to just being notified and sharing information.

What steps are then taken to make sure that the attacks are not
successful and then security mechanisms are actually put into
place? I would have felt more comfortable—you spoke about intru-
sion detection devices and other beefing up, fire walls and things
of that nature.

Mr. HENDER. Clearly, the members of FSSCC spend billions and
billions of dollars building just those things that you have men-
tioned to prevent the attacks.

As we all know, these attacks are becoming more sophisticated
every day, and the things that they have in place, which maybe
were adequate a year ago or 6 months ago, we now know are not.
So they are continuously spending money to make sure that those
fire walls and other protection devices are in place to stop an at-
tack.

When those protection things fail, it is very important to get that
information out so it does not spread.

Mr. LANGEVIN. Secretary Garcia, let me turn to you on another
topic. The White House has announced a few weeks ago a new ini-
tiative called the Cyber Initiative. It has been said that the Cyber
Initiative will be a multi-year, multi-billion-dollar operation which
will help protect government and private communication networks
from cyber attacks. I have also heard that the DNI will be coordi-
nating this effort with over 2,000 people from DHS, NSA and other
Federal agencies.

It is extremely disconcerting, however, that everything that I
have heard about this new initiative has come from newspaper ar-
ticles, despite repeated requests for a briefing from DHS. Why
won’t the Department brief this committee on the Cyber Initiative?

Mr. GARCIA. Mr. Chairman, thank you very much.

First of all, we take very seriously our commitment to inform and
engage the Congress on matters as important as cybersecurity. And
along those lines, we are glad that we have had the opportunity to
brief members of the committee on more than one occasion on the
classified threats that we are facing as a Nation, and particularly
as a Federal Government.
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So the question becomes, then, what do we actually do about it?
And this is—in fact, many of the issues that I have testified to you
about we have a number of programs under way in DHS under my
Office of Cybersecurity and Communications that are addressing
this day after day. And one of the highest priorities that I stated
at the outset of my tenure at the Department was to protect Fed-
eral networks, which are constantly under attack, cyber attack, on
a day-to-day basis. So that has been well-stated as one of my high-
est priorities.

In terms of making that a comprehensive, holistic Government
program that involves all members of the Federal Government on
an interagency basis, it is a complex plan in process. And we would
want to be sure that we have an accurate assessment of the way
forward before we brief the Congress on this. The last thing we
want to do is give you an incomplete or fragmented strategy.

Mr. LANGEVIN. Well, Secretary Garcia, you know, I just remind
you that this is supposed to be a collaborative effort, and both the
administration working with the Congress. And when you are talk-
ing about the Cyber Initiative, something this massive, involving
this many people, with the direct involvement potentially of the
NSA, along with billions of dollars that are going to be spent, the
lack of being forthcoming and engaging in a full disclosure with the
Congress, particularly with this committee, subcommittee, it is
very upsetting, it is disconcerting, and I am not happy. I am not
satisfied with that answer.

Now, according to an article in the Baltimore Sun, the Cyber Ini-
tiative calls for NSA to work with DHS and other Federal agencies
to monitor critical infrastructure networks to prevent unauthorized
intrusions. One presumes this would mean the monitoring of both
Federal and privately owned critical infrastructure networks.

If this is true, what impact will this have, this initiative have,
on the cybersecurity elements of the sector-specific plans? And be-
yond that, what impact will this have on the public-private part-
nership that DHS has been developing?

Mr. GARCIA. Sir, certainly I wouldn’t want to comment on an ar-
ticle that is speculative before we really finalize our plans. But we
certainly look forward to briefing the committee at the appropriate
time when we have finalized our plans.

But let me tell you that everything that we have been doing over
the past year and a half or 2 years has been focused on this public-
private partnership, and that needs to continue. My emphasis, ab-
sent the public-private partnership, is in strengthening our Federal
networks. And that really is one of the highest priorities. And that
is what we are focusing on here for the purposes of this hearing.
The NIPP and the sector-specific plan process is one that we are
committed to, year after year, as we involve the private sector in
our efforts.

Mr. LANGEVIN. Mr. Secretary, I certainly look forward to getting
that briefing on the Cyber Initiative at the earliest possible oppor-
tunity.

With that, the Chair now recognizes the ranking member of the
subcommittee, Mr. McCaul, for 5 minutes.

Mr. McCAUL. I thank the Chair.
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And I would also like to raise the issue—we have had several
hearings on cybersecurity. And, Secretary Garcia, you have partici-
pated in many of those.

And it is my assumption that this plan that DHS is working on
with the administration, you are in the process of developing that
plan at this point in time? Is that correct?

Mr. GARCIA. That is correct, sir. It is an interagency process.

Mr. McCauL. Right. When do you anticipate that the plan will
be fully developed so that you will be in a position to brief Mem-
bers of Congress?

Mr. GARCIA. Sir, I wouldn’t want to commit to a time at this
point. We are still in the planning stages.

Mr. McCauL. Okay. Certainly, if it hasn’t been finalized, I can
see why it is an ongoing process at this point. But I would ask, as
well as to echo the Chairman’s remarks, that, to the extent when
you are ready to share and coordinate with us on that, we certainly
would like to know what the plan is.

In addition, the commission that was formed as of yesterday I
amusure will be very interested in working with you on that, as
well.

Mr. GARCIA. Sir, let me just say I appreciate and commend you
and Chairman Langevin for the appointment of that commission.
I think this really shows proactive thinking about an ongoing at-
tention that needs to be paid to cybersecurity and what is working,
where are the gaps, what do we need to be doing, going forward.

Mr. McCAUL. And I thank you for saying that. I think as the
Chairman mentioned yesterday, we see it as a forward-looking ve-
hicle, not a “gotcha” exercise. It is a policy exercise, looking for-
ward, what can we do to better protect our systems. And I think
you will find it should be a very friendly, not hostile, relationship
with the Department of Homeland Security and the administration.

Having said that, I think as you mentioned, Secretary, the 12 of
17, as I look at the report card, is actually some good news, that
we have plans that are satisfactory. There are a few that are not.

And, Mr. Powner, I want to ask you about some of those, specifi-
cally the financial sector, which has some concern. If the financial
networks were hacked into and the numbers were moved on the
ledger, you can imagine the economic chaos that would cause. And
we know that, whether they are criminal enterprises wanting to
steal or whether it would be terrorists that would like to cause eco-
nomic devastation in this country, you can imagine the con-
sequences. So this particular sector is of some concern.

Mr. Hender has raised the issue that your review is not as thor-
ough as it should have been on the financial sector, and I want to
get your response on that. He specifically said you did not consult
with Treasury on your analysis. Can you comment on that?

Mr. POWNER. Yes, a couple comments.

First of all, I would like to start by saying, do we think, based
on our years of work looking at cyber critical infrastructure, that
the banking and finance sector is one of the mature sectors? We do.
Okay.

When we did our analysis, we were surprised, okay. The way we
go about our analysis, I have a team that has actually looked at
this for many years, and we had multiple folks where they inde-
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pendently came up with the same assessment. Okay. So we stand
by our assessment. I think Secretary Garcia mentioned that our as-
sessment overall was consistent with his assessment. So I think
therse is a disagreement not with just GAO but perhaps with the
DHS.

Now, going forward, I am more than willing to sit down with Mr.
Hender. We have talked about this, and we will talk about the dif-
ferences here. I think the larger question here is this—mnot to go
over checkmarks in this category or this category when you look at
30—is, what is the value of the plans? Okay. Some mature sec-
tors—and it wasn’t the banking and finance sector, but in other
work we have done, the water sector, for instance, has mentioned,
we are beyond the planning phase; these plans are not that helpful
for us. And my only question is whether that is similar with the
banking and finance sector.

hMr. McCAUL. Are you questioning the necessity for the plans or
the——

Mr. POWNER. Well, I think as you heard from the two witnesses
here, there is a lot going on, on an individual company basis. And
when you look at the whole sector approach, we have been trying
to do this well prior to the, you know, 9/11, the Homeland Security
Act. This goes back to a Presidential directive in 1998. Okay.

So we are almost 10 years into this, and many would argue that
we haven’t made much progress. We are still in the planning and
assessing phase, and we ought to be into the protecting and putting
in place robust recovery plans.

So I am not saying that the plans necessarily aren’t useful, be-
cause they could be useful. It is a question of whether we complete
them and effectively implement them going forward.

Mr. McCAUL. Just to follow up to that, what more needs to be
done to the financial sector to put it in the passing category? I am
of the view that mandates and regulatory actions should be a last
resort, that we should allow the private sector to work with the
gubli‘;: to work this out. What more, in your opinion, needs to be

one’

Mr. POWNER. Well, in order to get their plan more comprehen-
sive, I think there are probably only six or seven criteria that they
could easily bump their plan up and they would be one of the most
comprehensive. So it is matter of just making the plan complete at
this point. And do we have confidence that will occur? Yes.

And we are more than willing to sit down with Mr. Hender, too,
to make sure we didn’t miss anything. But, once again, we stand
by our analysis.

Mr. McCauL. Last question. My time has expired, but I would
like to ask Mr. Hender, how vulnerable, in your opinion, is the fi-
nancial sector to a cyber attack?

Mr. HENDER. Well, I would never sit here and tell you that a
cyber attack could not happen against our sector, but I don’t want
to leave the impression with this committee that we are still in the
planning phase in terms of cyber.

I think if the GAO had looked at our full plan and the appen-
dices that were attached to that plan, and if they would have un-
derstood that we are way beyond the planning stage—we are a
highly regulated industry. And back in 2006, there was an analysis
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done by the Federal Reserve, the Office of the Comptroller of the
Currency, and the SEC to see what progress our sector had made
not only in physical but also in cyber. And I will tell you, I would
like to submit for the record the results of their findings, because
I think you will find, if you read that report, we are way beyond
the planning stage. We have done an enormous amount of work to
protect this sector, so that if it is a cyber attack or a physical at-
tack, we are in as good of shape as we think we can be. That is
not to say you can’t be better, but we work at it every single day
to try and get better.

Mr. McCAUL. And what is the name of the report you mentioned
again?

Mr. HENDER. The name of the report is the “Joint Report on Ef-
forts of the Private Sector to Implement the Interagency Paper on
Sound Practices to Strengthen the Resilience of the U.S. Financial
System,” and is dated April 2006.

Mr. McCAUL. Mr. Chairman, I would respectfully request that
report be entered into the record.

Mr. McCAUL. I see my time has expired. Thank you.

Mr. LANGEVIN. The Chair now recognizes the gentleman from
New Jersey, Mr. Pascrell, for 5 minutes.

Mr. PASCRELL. Did I hear you right, Mr. Hender, that the GAO
did not take into account the appendix of the report?

Mr. HENDER. That is my impression. I don’t know that for a fact.
Because if you look at the appendix, it really answers the questions
where they found fault with our sector.

Mr. PASCRELL. Mr. Powner, did you take into account the appen-
dix?

Mr. POWNER. I would have to go back and revisit the full plan.
A lot of these plans are quite comprehensive. Was there an appen-
dix, or the one that Mr. Hender was referring to? I would have to
look at that.

Mr. PASCRELL. When you are looking at the chart, you are look-
ing at the chart that you presented to us, the five areas that need,
really, some improvement and are still perhaps in the planning
stage, as you go back before 9/11, this process started, correct, Mr.
Powner?

Mr. POWNER. That is correct.

Mr. PASCRELL. We are talking about banking and finance, de-
fense industrial base, national monuments, agriculture, food and
commercial facilities are the worst. Aren’t they?

Mr. POWNER. Correct.

Mr. PAascrRELL. Why is agriculture and food the worst, one of the
worst? Specifically?

Mr. POWNER. Specifically? I could go through in detail, you know,
those areas.

Mr. PASCRELL. I read your testimony.

Mr. POWNER. Right.

Mr. PASCRELL. But you know that off the top of your head. What
stands out? Is there any one thing that stands out?

Mr. POWNER. I would have to get back to you on that. I mean,
we have details here in an appendix for each of the 30 criteria that
we looked at, but clearly when you look at that, with as many cat-
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egories that were not fully satisfied, there are eight overall cat-
egories, you know, do you have

Mr. PASCRELL. Right.

Mr. POWNER. —do you have a methodology to assess your assets?
Do you have a methodology to perform your risk assessments?
There be would be weaknesses in all those. Are there appropriate
methodologies for recovery plans?

Mr. PASCRELL. Might not the biggest problem be here, to go back
to something stated earlier, that we do not have a national risk as-
sessment? What is the relationship between that, Mr. Powner, and
the results which you have come up with, in your estimation?

Mr. POWNER. A national cyber risk assessment?

Mr. PASCRELL. Right.

Mr. POwNER. Well, one of the things that is clear is we have
never had a national cyber threat assessment. Okay. So we have
not had that.

Mr. PASCRELL. Ten years into the plan, and we don’t have a risk
assessment.

Mr. POWNER. Correct.

Mr. PASCRELL. All right.

Let me ask Mr. Hender this question. Nothing changes under the
sun. How are you verifying what companies are doing with the in-
formation you provide? How do you know what they are doing with
it?

You are not just sending information, you are not just sending
out an advisory. This is serious business, as you well know better
than I do. So what are you doing with the information? What are
the companies doing with the information you give them?

Mr. HENDER. Well, I have talked to the companies. And depend-
ing upon the threat level, the company either has a problem or
doesn’t have a problem.

Mr. PASCRELL. Do we have a list of what is done? Do we have
a report to present to this committee as to what these companies
are doing with the information that is provided?

Mr. HENDER. I think if you look at the report that I referred to
earlier——

Mr. PASCRELL. Right.

Mr. HENDER. that report is very comprehensive. And it also
deals with the companies that make up the sector. And I think the
agencies that regulate them—I mean, we are highly regulated.
These regulatory agencies

Mr. PASCRELL. You are highly regulated about—what things are
you talking about?

Mr. HENDER. We are highly regulated by a number of things, but
cyber is one of the things that we are regulated by.

Mr. PASCRELL. And how are you regulated?

Mr. HENDER. We are regulated by examination. And, in fact, in
some of the large companies, the regulators sit right in the offices
to make sure that the things that you are worried about don’t hap-
pen.

Mr. PASCRELL. So you think the assessment that was made by
GAO is just a result of them not reading all the information that
should be available and is available to them? If they read that in-
formation, they are going to change their assessment, they are
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going to change the report. They are going to send back a report
to this committee and say, “Oh, we missed three or four different
things, and we really want to change the banking and financial as-
sessment to comprehensive. We don’t think they are somewhat
comprehensive; they are comprehensive.”

Is that what you want us to believe?

Mr. HENDER. I truly believe that. And I think our sector coordi-
nating agency, the United States Treasury, truly believes that. I
believe that we are one of the most mature sectors that are out
there. We take this very seriously.

Mr. PASCRELL. No one is saying that you are not taking it seri-
ously. You have been on this for 10 years.

Mr. HENDER. And we—

Mr. PASCRELL. Excuse me. You have been on this for 10 years,
and I am not convinced, in what I have read and what I have
heard today—I am asking you to convince me. You haven’t so far;
you might. I am asking you to convince me that there have been
tangible actions on your part, not you personally, but in that sec-
tor, that would indicate that we have come a long way. I don’t feel
that. What am I missing?

Mr. HENDER. Maybe I am just not a good communicator.

Mr. PASCRELL. No, I don’t think that is the case at all. You have
to have something to communicate.

Mr. HENDER. I think the amount of money that the firms have
spent since 9/11 in making our sector more robust and able to deal
not only with the physical threats but the cyber threats are very,
very impressive. As I said, they take this very seriously. Our regu-
lators take it very seriously.

And I think that I would be surprised if the GAO, when we have
our conversation and point to them the real efforts—not plans, but
the real things that we have in place to protect this sector—would
not change their opinion. I would be very surprised.

Mr. PASCRELL. Well, in conclusion, Mr. Chairman, we are 10
years into this, with this particular sector, and there is a very seri-
ous statement that Mr. Hender has made, that we respectfully dis-
agree with the GAO’s analysis.

Those are your words, Mr. Hender. And I respect those words.
Don’t get me wrong. I am more inclined, at this point—not you per-
sonally—I am more inclined to believe GAO, because they have a
different part of this. They are involved in a very different part of
this than you may be or I may be.

And I would hope that you will prove to them that they are
wrong and so that this committee will get the report back, and
maybe I will change my mind, or maybe some of the other com-
mittee members who feel like I do will change their mind.

But going back to what Mr. Powner said, we need a national risk
assessment plan. And we cannot be honest with the American peo-
ple about how safe they are unless we have that plan.

And that plan is overdue, is it not, Mr. Powner?

Mr. POWNER. Yes, it is.

Mr. PASCRELL. Thank you, Mr. Chairman. I appreciate your giv-
ing me those courtesies.

Mr. LANGEVIN. I appreciate the gentleman’s line of questioning.
His point is well-taken, and the Chair certainly agrees.
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With that, the Chair now recognizes the gentleman from Cali-
fornia, Mr. Lungren, for 5 minutes.

Mr. LUNGREN. Thank you very much, Mr. Chairman.

Let me ask both Mr. Hickey and Mr. Hender this. It seems to
me that the nature of your industries are such that the cyber world
is an essential part of it, an obvious, central part of it. It is part
of what you do. It is part of what you are. It is part of how you
provide your services. As opposed to some other sectors where
cyber is important, extremely important, but it is not so trans-
parent to the user that if you were to charge them for protecting
the cyber aspect of their business the user would say, “Well, I un-
derstand that,” in your industry it seems to me to be far more obvi-
ous.

So I would ask you this, in both cases. How do your respective
industries view cyber protection as a part of the cost of doing busi-
ness, such that your members can justify to your shareholders the
bottom line? Because I happen to think that that is one of the most
important things we are going to have to do in the private arena.
And it would seem to me it would be more obvious in both of your
cases to begin with. So I would say these may be the easy cases.

But can you give me an idea of how the companies that make
up your organizations view that as part of cost of doing business
and, therefore, part of the cost of being active competitors?

Mr. Hickey. I think when you take a look at today’s market-
place, our customers—which are enterprise customers, Government
customers, and consumers—are demanding that companies like
Verizon put in place safeguards to protect their business and their
livelihoods within our organization. So the market is demanding
that companies like Verizon invest, and invest very heavily, in
technologies that will safeguard not just our physical assets and
certainly our human assets but, very importantly, our cybersecu-
rity assets.

Mr. LUNGREN. Let me ask you this, then. You can look at a
whole array of potential attacks. They could be hackers. They could
be mischievous college students. They could be the bad guys who
want to be able to get into your company and therefore extract
some economic benefit on their part or to harm you so that some-
one else is benefitted. Those, it seems to me, are, in terms of possi-
bilities, greater than a terrorist attack, which has greater con-
sequence but the likelihood is far less.

How do you calculate that such that you make a judgment to ei-
ther insulate your operation from a cyber attack by a terrorist or-
ganization, transnational or national, or to create redundancies in
the event that they are successful with an attack?

Mr. HickEey. I think if we continue to focus on the blocking and
tackling of cybersecurity practice, given the environment, given the
fact that we are looking at an all-hazards environment, that we
will continue to invest as necessary in the technology and the ex-
pertise to help secure the interests of our customers.

Verizon in 2006 invested over $17 billion in infrastructure build-
out. And we are doing that certainly with an eye to our customer
and our future customer base. And vendors that do business with
Verizon know very clearly what our priorities are, in terms of the
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technologies that we require to make our network more secure
going forward.

So, again, going back to the marketplace, we are mindful of our
customers’ needs; our vendors are mindful of our needs as a major
carrier. And companies like Verizon continue to invest very aggres-
sively to make sure that we are addressing all hazards within the
cybersecurity realm.

Mr. LUNGREN. I would say parenthetically, if Verizon were one
of those companies that we asked to assist us after 9/11 on our ef-
forts on foreign intelligence that we are now refusing to give immu-
nity, it is kind of tough for us to tell you to trust us as we go for-
ward. Hopefully, we will address that.

Let me ask both of you—and I know I asked both questions to
you as well, Mr. Hender, but I am limited in time. Do you have,
in the private sector, among the companies that would receive in-
formation that would be of value to them from the Government, do
you have or do those companies have their people that have the
proper clearances that they could receive that information? And is
it at the CIO level? And if a CIO has that information, has that
clearance, how does the CIO interact with the CEO if the CEO
doesn’t have that clearance? And what have we done in terms of
recommendations, if any, in your sectors to deal with that?

Mr. HENDER. I think our sector—Specific agency, Treasury, has
been very responsive in getting the right people in our sector the
necessary clearances that we need and, in addition to that, giving
us access to the people in the Federal Government who are charged
with collecting the intelligence information and passing that infor-
mation on to us.

You ask a very important question, though. And that is, what
can the person who has the clearance do with that information?
Clearly, if there is a life-threatening event that is going on that is
classified, that person has an exemption and can pass that infor-
mation on to anyone to make sure that those lives are not lost.
Also, that person, with the permission of the agency, can work and
make sure that the appropriate people within that company or
within that entity know what is going on to protect that entity.

It has never really been a challenge, to date, where something
has come to our attention that has been classified where we have
not been able to use that information to protect the sector.

Mr. LUNGREN. Mr. Hickey, you feel the same way?

Mr. HickEY. Our sector-specific agency is the National Commu-
nications System. And just as Mr. Hender said, the NCS has been
veryuattentive to the needs of not just my company but others, in
making sure we have the right clearances for the right individuals.

I can say that, from a Verizon standpoint, our CEO, Ivan
Seidenberg, has just received his top-secret clearance. So, right to
the top within our organization. If we, at the ground level, if my
team becomes aware of information shared within the NCS or, you
know, within the HITRAC organization, within the IP division, we
can share that at the very highest levels of the business with the
appropriate individuals to make the right decisions, from a re-
sponse standpoint.

Mr. LUNGREN. Thank you.

Mr. LANGEVIN. I thank the ranking member.
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The Chair now recognizes the Chairwoman of the Subcommittee
on Transportation Security and Infrastructure Protection for 5 min-
utes.

Ms. JACKSON LEE. Thank you very much.

And I thank the witnesses.

And I am having trouble with double appointments and hearings
that we have responsibility for, but I am delighted that the testi-
mony has contributed to, I think, a very important discussion.

I am going to start on this debate that is going on with the initial
offering to work with the private sector. Again, the private sector
holds 85upercent of the infrastructure. And, certainly, cybersecu-
rity being a seamless part of that, there is a dialogue going on
about the question of the voluntary cooperation, which I made
mention of in my opening remarks, or a regulatory framework.

So I would like to ask Mr. Hender, based upon your experience—
let me pose the question first to Mr. Powner, and then, Mr.
Hender, you might want to comment.

But based upon your experience in critical infrastructure work,
protection work, do you think the Department of Homeland Secu-
rity should continue to work with the private sector, or providing
the private sector with an adequate value proposition to encourage
it to effectively protect critical infrastructure?

In essence, are we giving them enough of a carrot to do it volun-
tarily, or should there be some form of a regulatory framework in
this partnership?

Mr. Powner?

Mr. POWNER. I think when you look at what was envisioned in
national policy going back pre-HSPD-7, one of the things that the
Federal Government needs to do a better job—and Assistant Sec-
retary Garcia and I have talked about this—if there were more
products, analytical products coming out of the US-CERT, more in-
formation on national threat information that was of value to the
critical infrastructure owners, I think that would improve the part-
nership. Okay.

So in order to have an effective partnership, you have to be offer-
ing something that these sectors want. Okay. Historically, when
you look at where it has really worked, I think there were times
when we provided grants to the water sector to do vulnerability as-
sessments. That opened up the communications, okay, because the
Government was paying for certain vulnerability assessments, so
they were more inclined to open the discussion.

I think there are pockets of sectors, due to the maturity of them
working in regulated environments, that are more mature and
have worked more effectively together, like the banking and fi-
nance sector.

So I think regulation should be considered if we don’t make more
progress. But there is also—if you stay the course with the NIPP
and the sector plans, the Federal Government needs to offer more
and provide more of a service to the infrastructure owners.

Ms. JACKSON LEE. And that is service in what form?

Mr. POWNER. The service—the things that the Government con-
trols more, when you look at the roles and responsibilities of the
NCSD under Assistant Secretary Garcia, is threat information and
it is analytical products on vulnerabilities and incidents. Okay.
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We have a US-CERT that we continue to attempt to build out
capability with the vision that we are going to have more robust
analytical products that we can provide to these infrastructure
owners. As an example, if you go to DOD or some parts of the intel-
ligence community, you will see some fairly robust analysis and
warning capability, when it comes to cyber. Okay?

So there are pockets in the Federal Government where we have
this. All right? What we need to do is we need to build that out
and transfer that information to the infrastructure owners. That
would help with the partnership.

Ms. JACKSON LEE. And the pockets in the Federal Government
are just scattered, or there is some order to them?

Mr. POWNER. I think there is order, but it depends on where it
is at. If you look at DOD and some of their capabilities in this area,
some of it is fairly robust.

Ms. JACKSON LEE. We need to harness it. We need to get some
sort of organized way of connecting.

Mr. POWNER. Absolutely. If you look at HSPD-7 and if you go
back to analysis and warning pre-DHS, we had this capability, and
we were building it within the FBI. There was something there
called the National Infrastructure Protection Center. With the cre-
ation of DHS, we moved it from the FBI and it now became the
US-CERT.

So, clearly, we have had some starts and stops. We have pro-
gressed forward; we have taken some steps backward. But if we
really want to build out that capability, that is one way to build
a more effective partnership, if you offer more on the Government
side that was of value to these sector owners.

Ms. JACKSON LEE. Let me, Mr. Hender——

Mr. HENDER. It is very clear that, unless there is a partnership
between the private sector and the public sector, the things that we
have discussed today are never going to be solved. I think a good
example and a model is to look at the partnership that we have
with Treasury. It is so critical to have information that flows both
ways.

And if I could make a recommendation, I would think it would
work very well and be very important to take people from the pri-
vate sectors, just not our sector but all the sectors, and house them
in some form or fashion within CERT or some other intelligence or-
ganizations, so, as this information comes in, it can be analyzed,
not only by the Government, but you have the private sector sitting
there and saying, “This is important information. This is a threat.
This is what this means, this information.” Unless you have that
partnership and unless you have those people sitting there working
together, a lot of information that maybe flows into these intel-
ligence organizations, I think we are missing a golden opportunity.
And I think we are missing it.

Ms. JACKSON LEE. We are missing it.

Mr. GARCIA—MR. Chairman, if I can, I just have a couple of
quick questions, probably not quick on the answers.

Secretary Garcia, let me thank you for your service. This is a
tough business that we are in. And I think there are some tough
concerns that we have as members.
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You know that I expressed my concern about the national annual
report regarding the status of critical infrastructure protection na-
tionally and within each of the sectors. The report is due on
Novemberp5th. And my question is, is it ready? Is it something
that we can expect? And you might want to acknowledge whether
this is still the case, that we will have a full report.

And I have another question for you that I would like to just
offer so that you can answer it. The incident at the Idaho labora-
tory provided you with an opportunity to showcase how effectively
you can reach out to the private sector with best practices. My con-
cern, though, is how you verify the implementation of these
advisories. And I think this was mentioned by one of the witnesses.

How do we have a two-way street? How are you measuring such
implementation? And into what obstacles are you running, so that
the private sector can become vested in what you do?

Mr. GARCIA. Absolutely. Thank you, Madam Chairwoman.

On the first point, I believe we are on track for delivering that
report to you.

And on the second issue, you are correct that one of the most im-
portant things for us to achieve over time is the ability to measure
progress. Where DHS is not empowered to compel reporting back
from the private sector on the extent to which they have imple-
mented best practices or other

Ms. JACKSON LEE. DHS is not compelled to report back to the
private sector?

Mr. GARcCIA. No, to the extent that DHS cannot compel the pri-
vate sector to report back to DHS.

Ms. JACKSON LEE. To report back. So there is a lack of either
oversight or regulatory structure.

Mr. GARcCIA. Right. And for those sector coordinating councils
that we have worked with, for example, they, in turn, are not nec-
essarily empowered to demand from their member companies that
they report back to them. So, much of this is, in fact, voluntary.

I would point out, I think the fact that, through this whole NIPP
process and the sector-specific plan process, the fact that there are
17 critical sectors that have come to the table with DHS and other
sector-specific agencies without actually being compelled to do so is,
I think, in fact, a testament to the importance that the entire pri-
vate sector, sector-specific agencies give to this issue of the joint
public-private partnership.

Ms. JACKSON LEE. Quickly, Mr. Hickey, has the DHS given
enough incentives to the business community to do what Mr. Gar-
cia says is missing, which is to come back and report back on best
practices? Apparently, there is a schism there, in terms of being
able to do this in a voluntary manner.

Mr. HickeY. I would respond to that by saying that there are a
great number of forums that companies like Verizon participate in,
from the National Security Telecom Advisory Committee to the
President, where you have 30 companies coming together from a
full array of sector participants, that come together regularly to de-
velop plans and policy and recommendations to the President on
global infrastructure resiliency, on network security, on GPS
issues, on a full array of issues where we feel an obligation to bring
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our subject-matter expertise to the table to work with Government
and support Government initiatives.

The NSIE, the National Security Information Exchange, where
Government and industry come together, again, it is voluntarily,
but willingly, to share best practice around cybersecurity and other
security practice.

My sense is that companies like Verizon are there because we
feel an obligation to Government and to the country to participate
not only in planning but in operationalizing security practice to
protect the country’s best interests. So we are there willingly.

I think, from an incentive standpoint, the issue of real-time shar-
ing of threat intelligence is very important. And that is helpful for
companies like Verizon, to have a good, accurate source of timely
information regarding threats, cybersecurity and otherwise, that
we can then internalize and deal with from an operational stand-
point.

Within Assistant Secretary Garcia’s organization, he has made,
I think, a positive move toward bringing together, even more close-
ly, the information-technology sector and the communications sec-
tor by collocating our NCC ISAC, our National Coordinating Center
for Telecommunications ISAC, with the IT ISAC and with the US—
CERT. That brings us closer together, physically, day in and day
out. We can address, as things evolve, operational issues much
more quickly on a day-to-day basis.

So threat intelligence would be a major incentive, but I think
there is a real willingness there to assist our Government partners.
And we are, I think, continuing to move in the right direction.

Ms. JACKSON LEE. Thank you. I think we have a lot of work that
we can look at that you have done that we need to do. Thank you.

Mr. LANGEVIN. I thank the gentlelady.

There is a vote on right now, but we will go to Ms. Clarke for
the final question before we dismiss this panel. Ms. Clarke is recog-
nized for 5 minutes.

Ms. CLARKE. Thank you very much, Mr. Chair.

This question is to Mr. Powner.

You just suggested to Chair Jackson Lee that the Federal Gov-
ernment could assist these sectors to ensure greater consistency
through partnership, if you will. Clearly, there is a lack of consist-
ency in the quality of the various sector-specific plans.

Do you feel that DHS is doing enough to work with each respec-
tive set of public-private stakeholders to ensure greater consist-
ency? And have your offices recommended or determined a good
way for them to do this?

Mr. POWNER. Well, clearly, Assistant Secretary Garcia had men-
tioned his office and the interaction they had with various sectors
in putting those plans together.

I think what is important is, when you look at this next annual
report that is due out, the annual report should be providing some
assurance, Madam Chairwoman, that you mentioned, that, one, the
plans are now complete and, two, that we are actually moving
down the road toward implementation.

Ms. CLARKE. Mr. Garcia, Assistant Secretary Garcia, good to see
you again.
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In response to Representative Pascrell’s questioning, Mr. Powner
said that there needs to be a national risk assessment for cyberse-
curity. Five months ago, the Department stood up the Risk Man-
ag%mer‘l?t and Analysis Division. Have you engaged with that office
to date?

Mr. GARcCIA. That is part of the National Protection and Pro-
grams Directorate, to which my office belongs as well. CS&C is
part of that, as well as the Risk Management Analysis Office. So,
yes, we interact regularly.

The national risk assessment that we are focusing on is, in fact,
the National Infrastructure Protection Plan, the sector-specific
plans that go with it. And I think, as we implement these plans,
as Mr. Powner says, we are going to have a national risk assess-
ment with metrics in place that we can measure how well we are
doing.

I would emphasize that it is important to note that this is the
first time we have done this, that 17 sectors, industry sectors, have
organized themselves around a common mission, and then to orga-
nize themselves to interact with the Government in a collaborative
process, a framework by which we are going to measure the vulner-
ability, assess the vulnerability of our infrastructure nationwide,
and then take the steps to actually mitigate those vulnerabilities
and strengthen our infrastructure.

So I think we have come a long way in just a year-and-a-half
worth of time. And the fact that most of these sector-specific plans
were written around the middle of last year, there has been a tre-
mendous amount of effort and resources put into infrastructure
protection since then in the cyber area.

Ms. CLARKE. Assistant Secretary, I recognize that, you know, this
is a major, major undertaking, and some would say just putting to-
gether the Department of Homeland Security has been a major,
major undertaking.

The concern is that there be some sort of a driving force that
puts some, you know, some energy behind getting this done in a
timely fashion, and that we are not sort of leaving it up to inertia
to get us there.

You know, with each passing day, people are concerned that we
have, you know, the critical infrastructure, particularly with re-
spect to cybersecurity, in place. Because it seems like there is a
generation of intelligentsia out there that just lives to get ahead of
us, with respect to cyberspace.

So I hope that you will certainly recognize the urgency from
which you hear this committee speaking, because we certainly be-
lieve time is of the essence but, at the same time, understand that
haste can make waste. So we hope you will take that under advise-
ment.

And this question is—really, my final question is to anyone on
the panel. Although there are many differences between each sec-
tor represented in the NIPP and there is merit to the idea that
each area tailor its own plan, when it comes to cybersecurity, many
of these sectors deal with some of the same problems. For example,
organizations of every sector have to deal with the possibility of
data theft or that systems can be brought down. Therefore, if plan-
ners in one sector figure out a useful solution that can apply to

VerDate Nov 24 2008  08:44 Dec 16, 2009 Jkt 000000 PO 00000 Frm 00055 Fmt6633 Sfmt6601 H:\DOCS\110-HRGS\110-82\48977.TXT HSEC PsN: DIANE



50

othel('i sectors, it would be useful if this information were dissemi-
nated.

Is there any information-sharing occurring between the coordi-
nating councils for each sector? And is this a role that DHS plays
or could play?

Mr. GARCIA. Absolutely, Congresswoman. Thanks very much for
that question.

We, last May, set up—my office set up the Cross-Sector Cyberse-
curity Working Group. And it is composed now of experts in cyber-
security from all of the 17 sectors. And we meet at least monthly
and, I think, more frequently on conference call. And this is the
forum precisely for those various sectors to share their experiences
in cybersecurity and see where there are dependencies on one an-
other in their cyber infrastructure and interdependencies, and see
where are there are common problems across all of them.

Control systems, a subject that this committee held a hearing on
on Octoberul7th, is a prime example, where there is a nexus be-
tween cybersecurity and physical security. That the process control
systems that enable us to purify water, manufacture chemicals, to
run the electric grid, all of these digital control systems have a
nexus to information networks or communications networks.

And so, the fact that these sector representatives are coming to-
gether on a regular basis to share those concerns, identify common
vulnerabilities, this is taking us a long way down the track of doing
that national risk assessment that we are heading toward.

And I think this is a perfect example of how the sector-specific
plans, the NIPP process, 1s working.

Ms. CLARKE. You want to say anything?

Mr. HickEey. I would just like to comment that the Communica-
tions Sector Coordinating Council and the IT Sector Coordinating
Council work very closely together, day in and day out. We have
cross-membership. We work together in a number of forums. Actu-
ally, the chair of the IT Sector Council is in today’s audience. So
there is a very close relationship.

As was pointed out earlier by one of your colleagues, it is hard
to distinguish where pure providers end and information service
providers start. Companies like Verizon and other companies, large
and small, are aware of the fact that, with convergence of tech-
nologies, cybersecurity has to remain a real focus. And I can assure
you that, both within the IT sector and com sector, we work very,
very closely together.

Mr. HENDER. I would just like to comment that we just finished
a 3-week pandemic exercise. Part of the component of that exercise
was cyber, because if the Internet is not there, then the work-at-
honlle programs that the firms have put together are going to be
useless.

It is our intention to make those findings public in 2008, early
in 2008, not only to our sector, but to all the sectors in this country
and to the international countries that are interested in learning
the experiences we had during this pandemic exercise.

Ms. CLARKE. Thank you.

Thank you very much, Mr. Chairman.

Mr. LANGEVIN. I thank the gentlelady.

And I thank the witnesses for their testimony.
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There is one last thing I am going to pose. Unfortunately, we
don’t have time for the answer since there is a vote on right now.
We have about 2 minutes.

But, you know, when we talk about the risk assessment—Sec-
retary Garcia, I would ask you to respond to this in writing. And,
Mr. Powner, if you would comment.

You know, a risk assessment is composed of threat and vulner-
ability and consequence. You know, how will the national report be
a risk assessment, when it is lacking these critical issues?

So I pose that to you. And we will have some other questions
that we would like you to respond to in writing.

Again, I thank the witnesses for their valuable testimony, the
members for their questions.

The members of the subcommittee, as I mentioned, may have ad-
ditional questions for the witnesses, and we ask that you respond
expeditiously in writing to those questions.

At this time, the first panel of witnesses is dismissed.

And the Chair now recesses for what will be one vote, and we
will reconvene in approximately 15 minutes.

Thank you.

[Recess.]

Mr. LANGEVIN. The committee will come to order. As we call up
the second panel of witnesses, I want to thank the panel for your
patience and willingness to stick around. We do appreciate it, and
I know you have valuable testimony to offer. Unfortunately, Mr.
O’Hanlon was not able to stick around. He was going to be on this
panel as the lead-off. Mr. O’Hanlon specializes in U.S. national se-
curity policy and is the co-author of a book called Protecting the
Homeland 2006, 2007, and he would have been discussing one of
his articles in that book. But he has submitted a statement for the
record, and we will certainly forward look forward to reviewing
that and hearing from Mr. O’Hanlon on a later date. In the mean-
time, of course, we are very grateful for the rest of our panel being
here.

Our first witness will be Ms. Sally Katzen, faculty member of the
George Mason School of Law and a senior consultant to the Critical
Infrastructure Protection Program at George Mason University. We
thank you, Ms. Katzen, for being here.

Our next witness is Mr. Larry Clinton, president of the Internet
Security Alliance. We are grateful for you being here as well, Mr.
Clinton.

And our next witness, the last witness is Dr. Larry Gordon,
Ernst & Young Alumni Professor Managerial Accounting Informa-
tion Assurance at the Robert H. Smith School of Business at the
University of Maryland. Dr. Gordon is also an affiliate professor
with the University of Maryland Institute for Advanced Computer
Studies.

Mr. LANGEVIN. Again, we want to thank you for being here.
Without objection, the witnesses’ full statements will be inserted
into the record. And I now ask each of the witnesses to summarize
their statement for 5 minutes, beginning with Ms. Katzen.

And before I turn the floor over to, Ms. Katzen, I understand
that it is your anniversary today. Let me take the prerogative as
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Chair to wish you a happy anniversary, and thank you for spend-
ing your anniversary with us today.

Ms. KATZEN. My husband thanks you as well. Thank you.

Mr. LANGEVIN. I don’t know if that was sincere or not. He may
question it as well. Thank you.

STATEMENT OF SALLY KATZEN, GEORGE MASON SCHOOL OF
LAW, SENIOR CONSULTANT TO THE CRITICAL INFRASTRUC-
TURE PROTECTION PROGRAM, GEORGE MASON UNIVERSITY

Ms. KATZEN. Chairman Langevin, Chairman Jackson Lee, Rank-
ing Members McCaul and Lungren, other distinguished members of
the subcommittee. My background and qualifications and the cre-
dentials of the George Mason Law School CIPP program are set
forth in the written testimony. Given the lateness of the hour, I
want to condense my oral comments to the bare essentials.

First point. You have heard it before, but it cannot be over-
emphasized. One of the problems that we have had with cyber
CIPP is that for too long and in too many places, both in the pri-
vate sector and in government, the task of identifying and address-
ing cyber CIPP risks has been confined to those in the enterprise
that own, operate, maintain the computers, the servers, the net-
works. In other words, the IT department. But viewing cybersecu-
rity as an IT problem with an IT solution greatly understates the
problem and misperceives the solution.

As we explain in the written testimony, even the best technical
defenses are no better than the physical security and personnel se-
curity elements that must accompany them. And not only are these
elements typically outside the direction and control of the IT de-
partment, but also they like the IT department typically fall on the
operations side of the enterprise which generally is not well rep-
resented at the highest levels of corporate accountability and gov-
ernance.

Based on the extensive work that the CIPP program at GMU has
done, we are impressed with what is called the ERM, the Enter-
prise Risk Management program. The emphasis in ERM is on the
enterprise as a whole and raising cyber CIPP issues to the highest
corporate level of accountability. And we have got a lot of discus-
sion in our written testimony about how it works and what it does.
I hope you like the cowboy graphic.

Second point. Six years and billions of dollars since 9/11, how
much progress have we made? Now, the headlines from the GAO
study say 12 of the 17 SSPs have comprehensively addressed the
30 cybersecurity criteria. We think that may be an overly rosy
summary if you look at the individual cyber criteria, plan by plan
and sector by sector.

In the written testimony, we highlight section 6 of the GAO cri-
teria, which speaks to the measures of progress. And in that con-
nection, the representative from GAO in the earlier panel said,
well, we are passed the plans. We are now into implementation.
Fine. In fact, good. But if you don’t have quality metrics to estab-
lish benchmarks at the outset and over time, how to you measure
this implementation? How do you evaluate the implementation?
And we think the verification of that is also essential.
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To our mind, the problem is the dearth of data, the absence of
valid information. And I have heard from some that the Paperwork
Reduction Act is part of the problem. I think it is part of the solu-
tion. And this is something that we can get into another time, but
I think it is really important to focus on getting good information.

Third point. What should we do to improve the situation? We
propose that the government provide incentives for the private sec-
tor to do the right thing. To be sure, companies already have lots
of incentives in terms of smoother, more efficient operations and in
terms of marketplace acceptance. There is the Ernst & Young
study which shows the correlation between success in risk manage-
ment and success on Wall Street. But, again, the GAO report, and
again just looking at the plans, Section 3 which says incentives—
that is where the bottom fell out. Only three sectors have fully ad-
dressed incentivizing vulnerability assessments.

We gave five different carrots for you all to chew on. Carrots are
good for your diet. They are part of my diet, if I get dinner tonight.
In any event, many of them are actually discussed in Mr. Clinton’s
testimony, and I am going to defer to him on virtually all of them
but I want to make two comments.

I do want to distance myself from his discussion of liability limi-
tations, limitations on liabilities for companies. I disagree with that
approach. And, also, the reinsurance program at DHS. I don’t think
it should be a government-sponsored reinsurance program. I think
he hits the nail on the head when he talks about government lead-
ing by example and the importance of the government getting its
act together.

One of my responsibilities while I was in Federal service at OMB
was the Y2K experience. Now, that is a very different order of mag-
nitude from what we are talking about now. But if you think about
the Y2K adventure as a mini pilot of how the government can face
these problems and work within, we had no additional command
and control authorities, we had no regulatory authorities. We were
nonetheless able to work collegially with the groups. We were able,
with the various sectors, to share best practices, to work through
the problems that had to be done on a cooperative basis, and to use
trusted established relationships that already exist between mem-
bers of the private sector and their State or local regulators or
their Federal regulators or their colleagues.

And the problem, in answer to Chairman Jackson Lee’s question,
what do we do? How do we solve, how do we change this relation-
ship? We do not recommend any additional commands and control
authorities. We do not think you should go the regulatory route ei-
ther with respect to making DHS the SSA for the other sectors or
with respect to even the sectors that it has.

But DHS should not be trying to do it alone. DHS should not be
dictating to others to “do it my way.” Rather, as we experienced in
Y2K, DHS should adroitly use its convening powers, take advan-
tage for its opportunities for collaborative work together and colle-
gially work through programs with their partners.

In our written testimony, we give an even more recent example
than Y2K. DOE has done this very successfully on a smaller scale.
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That is it. Smash the stove pipes, develop metrics, and gather
quality data, and have the government help in a noncommand and
control regulatory way.

I look forward to any questions you may have. Thank you so
much.

Mr. LANGEVIN. Thank you, Ms. Katzen, for your testimony. And
we enjoyed hearing what you had to say.

[The statement of Ms. Katzen follows:]

PREPARED STATEMENT OF SALLY KATZEN, EsqQ

Chaieman Thoempson, Subcommirtee Chaieman Langevin, Ranking Member McCaul, and
Dastmgshed Members of the Subcommutree:

Thank you for providing me the opportunity to testfy before you today on a subject thar is virally
important to the American people — enhancing and implemenning our s to better protect our Nation's
cntical infrastructures from computer or cyber-relared arr 15 well as other theeats, narel or man-made.
I am Sally K nd 1 am here today by virtue of Chamuan Thompson®s mvitation to Daniel 1. Polsby,
Dean and Professor of Law at the George Mason University School of Law, and Acting Director & Principal
Investigator for one of s affilated centers, the Crincal Infrastructure Prorection (CIP) Program, 1o appear
before you today.

The CIP Program ar the GMU School of Law s unique i that it fully integrates the dsaplines of
bawe, pobicy, and technology for enhancing the secunty of cyber-networks, physical systems and economic
Processes supporting I|l( Nation's crincal infrastructuees. The Program began in 2002 as the result of a grant
from the Nanonal Institute of Standards and Technology (NIST) ar the U. 5. Department of Commerce.
Since that nme, the CIP Program has undertaken a broad range of Cancal ]nh.l_-trm.nm. related research
projects and sponsored many workshops and events through the on-gong relanonship with N See
b Scippgrnuedu rv. A key prnciple of the CIP Program s us outreach to the public sectors
(federal, state and local), private industry — including but not limited t© the private sector owners and
operators of cntical infrasteucnures ‘key  resources (CI/KR) — the academy, and non-govemmental
orgnizatons.  Such mclusive, participatory and diverse “public—prvare partnerships,” as Members of the
Subcommirtee well know, a ential o better protecring and defending the Nation's CI/KR.

The CIP Program also has conducted research, surve mdn.-. and workshops supported by granes
and contracts from rwo other federal agencie i e the NIST grant are provaded
i the financial disclosure form filed by the CIP Program on my behalf with the Commuttee.  They cover
published and non-published rescarch and analysis for the US. Deparment of Homeland Secunty (DHS)
and for the Office of Electnciry Delivery and Energy Reliability ar the U.S. Depantment of Energy (OF-
DOE). I was dhrough the CIF Progeam's conteact wath IDDHS thar 1 became affiliared with the Program as ;
senior consultant.  For one project under the contract, 1 led a multidisciplnary ream of CIP Program
researchers and legal wrems from GMU School of Law m an examination of the DHS's authorites m the
context of the Homeland Security Act of 2002 (as amended) and other bows. In particular, we looked ar the
National Infrastrucrure Protection Plan (NIPF) and Sector Specific Plans (85Ps) that were then in deaft form.
We snudied C1/KR information collection, n!ru'mh, u-t anel prorection issues, mcluding whar is commonly
refereed m as the “NIPP mnm- collection program.” More information on this project can be found on the
CIP Program website, hi ppgmuedu/ projects INTPPMetricsProyphp:

For the record, 1 am speakng moday as a fculty member of the School of Law and a5 a senior
consultant to the CIP Program.  However, the views and opinions expressed are my own and also reflect
those of two semor CIP Program research staff members, Mr. Michael Ebert and Dr. Chnistne
Pommerening, who have led or participated in a2 number of CIP Projects related to the mterests of this
Subcompttee and the full Comonittee, In addinon to reaching constinutional and administeative law at the
School of Law and my work with the CIP Progeam, my remarks today draw from my career m the federal
povernment during the 19905,

It 15 pechaps appropriate to note at this point that during the 1990, eatical mfrastructure protection
issues became part of the nanonal debate. In 1996, the Presudent signed Execunive Order 13010, creating the
Presadent’s Commussion on Concal Infrastructure Protecnon (PCCIP). In the fall of 1997, the Commission
released a report, Criioal Fonmduations, which, among other things, identified cybersecunty nisks associared
interconnected computer systems, networks, and electronic devices that, in e, control carical infirastn
assets such as those found in energy, water, dams, nuclear power, and other CI/KR sectors as parncularly
serious and significant for our Nation. John \ILf_mh\ the CIF Program’s Director from 2002 unnl \ugu'-t
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2007, was then serving in the federal govemnmenr and made major contributions to thar report and other CIP
IAnVes,

From 1993 w 1998, | was Adminsteator of the Office of Information and Regulamory Affairs
(OIRA) ar the Office of Management and Budger (OMB), which was rangennally nvalved n these ssues. 1
then served as Deputy Assistant o the President for Economic Pelicy and Deputy Diirector of the National
Economic Council, and then as the Deputy Director for Management of OMB untl 2001, Among my
responsibilities dunng my federal service that are relevant o my appearance here, 1 oversiw an interagency
process thar implemented the Paperwork Reduction Act of 1995 (PRA), was involved i various
preparedness activities; and was instrumental m settng up a cooperative, collaborative public—private sector
partnership to prevent a less nefanious but porennally senous fulure of computer networks and digital conteol
systems known as “Y2R In many ways, Y2K provides a model for how the federal govemnment, iced with
a complicated set of problems that cut across government agencies, state and local govemments, multple
mndustries, and thousands of firms both regulared and unregulared, can use its people, 15 convening, powers,
and offers of its considerable resources to successtfully address an urgent siuation the resolution of which was
far brgger than any one mstitution or corporation. Durng Y2K, the federal govemment showed leadership m

ddressing the vulnerabilines in its own ¢ rhs, and systems at the same time as it offered help
10 the prvate sector, This, in my view, is the I-untl of positive, effective approach we now must put mnto

action to protect crncal infrastructures from malicious cyber attacks.

Although no one seems to know for sure the ongin or accuracy of an oft-cited stanstic, it 15 generally
believed thar the private sector owns and operates roughly 80 percent of the Nation's cencal mfrastructures,
as these assets have been defined by Acts of Congress, Homeland Security Presidential Direenve 7 (HSPD-T)
and particulady the NIPP. As this Subcommittee heard on October 170 with respect o cyber and physical
CIP standards thar soon may apply to ill owners, operators and users of the bulk electric power system,
:nln:.l] infrastrucrures are just as likely to be under the ownership and/or control of small and medium sized

as large corp And one of the challenges now facing the Federal Energy Regulatory
Commussion (FERC) and the North Amencan Eleetrie Relabality Corporation (NERC) 15 to adenify all
relevant players — particularly small businesses that have heretofore operated under the radar of NERC - so
as 1o d ne those responsible for the relability and secunty of our Nanon's electne power grd.

Across the 17 CL/KR sectors established l“ HSPD-T, there is a grear variery of business stnactures,
organizations and cultures, practices, regul and fards. Some of the 17 sectors, such as
encrpy or nuclear reactors, have long histonies with povernment regulitors at the federal level; typcally, these
public-private relati ips are well established and have produced networks of people and channels of
communication. In other sectors, such as chemicals, federal CIP regulanon is relanively recent and prvare—
public truse relanonships are not vet well formed.  In snll others, such as commercial facilines, regulation 15
largely non-existent, To further comphcate the matter, enterprises may have lines of business m more than
one CI/KR sector. Moreover, some of an enterpnse’s C1/KR activines may be regulated, others nor — and
the enterprise may well have several other formal (mandatory) and informal (voluntary) policies, guidelines
and standards; these other frameworks may have degrees of nexus o CIP, bur also are distmer from

DHS has sole Sector-Specific Agency (33A) responsibilities for ten of the 17 CI/KR sectors.
Internally, DHS's Office of Infrastecire Protection (O1P) is responsible for five secrors (chemicals,
commercial facilities, dams, emergency services, and nuclear reactors).  The Office of Cyber Secunty and
Communicanion (C58&C) is responsible for two more sectors (communications and informarion technology);
and the Transportanon Secunty Admmistration (TSA), the U5, Coast Guard, Immigration & Customs
Enforcement, and the Federl Protective Service serve as 55As for postal and shippng, transportation
systems and povernment facilities.  For all seven other CI/KR sectoes, Agnculture and Food, Banking and
Fmance, Defense Industral Base, Energy, Nanonal Monuments and leons, Public Health and Healthcare,
and Water, DHS must rely on other federal 55As — of which there are eight.
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Meamwhile, the stares are vital partners n CIP. Traditionally, state (and often local) governmenes
have been at the front line of and resp when it comes to CI/KR companies
mlhnl their junsdictions.  Some of these Lumpumcs are regulated ar the seate level, others have developed

formal bur heless effective relanonships with state and local officials. Whether such selationships can
survive where there are fears of impending federal 100 18 an open g

S0, DHS has 1o cooedinate (a) within IDHS — wself an amalgam of existng fedenal pieces and new
homeland secunty requirements; (b) with other federal agencies ~ some with regulatory authorines, others
not; and (¢) with stte and local agencies — agamn, some with regulatory authorities, others nor. Consider
nuclear power reactors. Some of these factlities are owned by the federal govemment, bur most are in the
hands of the private sector. DHS i the S8SA for this sector, but the Nuclear Regulatory Commission (NRC)
has CIP-like operanons and safety regubatory reach, and FERC and the states have concurrent or overdapping
authonties over other aspects of nuclear power,

For DHS w successfully navigate these warers requires an almost unprecedented level of constructive
nterplay berween and among many federal and stare agencies. For the most part, DHS has few authornies to
force s federal or state parmers or the povare sector owner/operatons of CL/KR o “do as we say” wath
regard w cyber and physical CIP, And we are s suggesnng that DHS be given any new “command and
control” authonnes m the shorer term or possibly even the long term. Indeed, we believe thar the siuanon
would not be improved cither by grng the Department addiional 354 responsibulines for the seven other
CI/KR sectors or by giving it any addinonal authorities over private-sector ownees or operators of CL/KR.
Rather, we believe that DDHS should adrontly use its convenng powers, take full ul\'.ml.@g of its collaborative
oppormnities, and work M through pmh]m\s with those federal and stare agencies that have not only
the expertise bur also the expenence and relationships wath these private sector counterparts in the varous
CI/KR sectors.

 Regretuably, tl'u lm:l- rbcurd 1o date indicares thar DHS has not taken advantage of the remarkable
h and & i ies it aleeady has. vears and billions of dollars expended
after September 11, 2001, where do we stand? Part of the answer to this question 15 revealed by the ntle of
roday’s hearing, * }nh.rmmg, and Implementing the Cybersecurity Elements of the Sector Specific Plans.” In
other words, we are stll, for the most part, talking abour plans. The SSPs were written by SSAs, with critical
wiputs and expertise from the prvate sector, and are necessanly only as good as the levels of collaboration
and trust that went mro them. And how good are 1 According m the US. Government Accountability
Office (GAO) as well as other experts, these plans fall short in many respects, including but not limited to
cybersecunty. For that reason, we are here today talkmg about m plans and then mplementing them.
We have a long way o go.

The Special Chall of Cyh

Tuming to the special challenges of cybersecunty, the most fundamental challenge for bener
protecing the Naoon's CI/KR from cybe: 15 understanding as best we can the full panoply of
existing, emerging, and likely funure cyber explows thar could be launched against enteeprises and systems that
are exteemely complex, technically diverse, and operate within and across corporate cultures — that cover a
vast mange of cyber {and physical) security awareness, expenence and protection — and within and across
sovereign urisdictions with very uneven laws, regul and cyber capabilines. Given this, the Congress,
the executive branch, and DHS m particular are 1o be commended for nor embracing 2 command and
control, un:.-qm Ens all ppm.\ch o L\lwm'i. rity.  The velocity of technologieal change, knowledge and
1 vher defenses, 15 very mapid, perhaps exceeded only by the
d:\‘cluprmﬂr'.ll velocity of cyber threats. For these reasons, policvmakers should continue 1o avoid
establishing or otherwise ancinting a highly prescaprive ser of cybersecunty standards.

in tec
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Another challenge thar may not fully be app d 15 the rend ioned by some Members and
witnesses at the October 170 heanmg, That trend, within the corporate world generally and particulady n
firms thar have CI/KR, is that companies are replacing older, privare analogue networks with newer, faster
and more efficient nerworks and inteaners.  These are based upon 1P protocols, whose primary design
considerations were war secunty, and the public Internet. In the past, many regulated vertcally integrated
electnic power utilings with CI/KR assets in generation, trnsmission and distribution used private microwave
nerworks o communicate and control this tad  of elecrricity production and  delivery  elements.
Technological advances, mdustry restructunng (whether or not deven by wholesale or retail competition
Laws), and market pressures changed this. Partculardy where generation, mmansmission and diseribunion were
mrentionally if not legally “unbundled,” the old private networks went away. In many ways, these changes
have been beneficial o producers and consumers of elecericity, bur the move 1o public networks based upon
1P prorocols has engendered a huf.t of new cyber-CIP nsks, Another manifestation of this trend is that many
compant .m, building il and inteenet sites that mntentionally provide access to consumers,

] partners (up and anel 1 who are outside the enterprise atself. These
seambess systems may also be hooked mro hitherto “back office” operations that control and secure a
company’s cnirical i tures.  From a perspective of efficient business antegranon and exploiting the
benefits of technology, this makes sense — but, agamn, it brngs with it a host of new cyber-CIP risks,

Finally, we are presented by the challenge caused by the face that responsibility for understanding and
protecting agamst cyber-CIP nisks — both i the private sector and i government — has too often been
confined o |Isus¢ in the cnrrrpnsc who own, operate and mamntam mmpurrrs servers, and nerworks — fe.,
the corp o IT d . Viewing cybersecurity as “an IT pmllkm th.n only can be
fixed by a umn‘p.m\a T dm.trrmenl greatdy und the probl and ves the
solunons.  Stated another way, stove-piping eybersecunty o IT prevents it from hunb mugnm.d and
treated as part of an enterprse- Wldl set of cybersecunty nsks. Nearly “bulletproof™ cyber prorecnion could
be assembled by rechmical experts i I depariments — if sufficient funds are allocated for this purpose. Bur
even if there s funding for buller-resistant technical cyber, the very best technical defenses are no better than
the physical secunty and personnel secunty elements which must accompany them.  These elements are
almost always outside the control and dicection of 1T, involving, for example, the human resources or the
physical secunty dep of {or often ¢ for) the company.

The importance nf wmmumg and l.ﬂt.'t.lﬂ’(‘]\ addressing the human aspects of cybersecunty cannot
be overempl 1, for p 1 are the first line of defense aganst threats that are more likely
o come from mtemal sources as from threats outside the enterprise. Clearly, taking effective actions o
protect cnncal infrastructures from cybersecunity risks known and unknown mw:'l\r.‘s more than a company s
chief mformanon officer or chief prvacy officer or chief security officer — icded the fiom 15 so 1
and is of 1 scale sufficient to afford such “Clevel” structures and human t:')q’:cmsc..

Comments on the GAO Report's Findings

This leads us back, then, o the question of how much progress we have made w© date m protecting
CI/KR, with particular attention to cybersecunty. The report presented by representatives of GAO in the
first panel today provides qual and of the 17 881 and how well each of these
plans & Add.r::sﬁmg—m nnr addeessing — 30 cybersecurity eriterin. The GAO finds that 12 of the 17 plans
have “comprehensively” addressed the 30 cnteria. Theee plans — Banking & Finance, Defense Industeial
Base, and Nanonal Monuments — are characterized by the GAO as being only “somewhar comprehensive;”
wo 55Ps — Agnculture and Food and Commercial Facilies — were found by the GAO o be “less
comprehensive.”"

On s face, this does not sound so bad — assuming, of course, that the 30 critena are
hodologically sound of cybersecunity.  But beneath the GAO's “highlights,” a somewhar more
rroubling picture emerges when one looks ar each and every one of the criteria — plan by plan, section by
section.  Aceording to the GAO' sconng for the eight secnons st has broken out i Attachment 2 of its
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report, the average (mean) of the number of plans thar have “fully addressed™ the GAO cyber cateria is as

follows:

Table I: Average Number of Sector-Specific Plans that “Fully Addressed” GAO Crireria

Cyber Criteria Section Average (Mean) Number of $8Ps | Lowest Scoring Cyber Criteria in
thar “fully addressed™ Section

Section 1:Sector Profile & Goals 150 N/A

Section 2 Identify Assets, Systems, 130 N/A

Networks & Functions

Section X Assessng Risks a5 descnbes mcennves to encourage
voluntary velnerability assessments =
only 3 55Ps “fully addressed™

Section 4 Pronnzing Infrastrucrne 11.5 wennfics ennity responsible for
prioditization of cyber assers = 11
551 “fully addressed”

Section 5 Developing & 115 identifies programs to deter, respond

Implementing Protective Programs & recover from cyber attacks = 9
551 “fully addressed”

Section 6: Measuring Progress 9.0 includes developing and using
cyber metrics (0 measure progress
= 8 88Ps “fully addressed™

Zection T Cancal Infrastrucoure 124 descnbes process to sobct

Protection R&D infommation on on-gomg cyber R&D
initiatives = 7 35Ps “fully addressed”

Secnion 8 Managng & Coondmanng 156 desenbes process for myesiment

SSA responsilulities priosities = 14 850 “fully addressed”

We have emphasized Section 6 because bemg able to measure progress s I 1o evaluating

results for the mme and money spent. Again, analyang GAC's take for the four cyber critenia i Section 6,

we fnd a mixed message at bese:

Table 2; Examination of GAQ’s Section 6 Individual Cyber Criteria

Section 6 Cyber Criteria | No. of S5Ps that “fully
addressed™

No. of S5Ps that

No. of $SPs that “did not

Ensures that integraton of
cybersecunity metrcs is part
of the measurement
process

a

“partially addressed” address™
3

E

Descabes how cyber
metmncs will be reported to
DHS

(&)

Inchades developang and
wsing cyber metncs (o

EHCASUNE PRORICSS,
[emphasis added

Descrbes how 1o use
metrics to guide future
cyber projects

10 4

Ome of the most important eniteria in Section 6 — developing and using cyber merrics to measure
progress — had one of the lowest ndicators of “plan goodness.” Only cight 55Ps fully addressed this crireria,
according o the GAO, while five 55Ps were found ro have partially addressed it and four 55Ps did not
address it ar all. Given thar mrerdependencies exist among the 17 ennical infrastructure sectors, the weikest
plans are the weakest links in the cham, agin suggesting that serious gaps exist and much work remains o be

done.
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Detatled and credible mformarion on cyber incidents thar is in the public domain corroborates this
charge.  This Subcommintee was provided a list of selected case histones of cyber breaches i the elecenc
power sector dunng the heanng on October 17 Consider two other madents outside this sector:

First, it 15 generally well known that n the Fall of 2006, emal servers for the Nanonal Defense
University (NDU) were completely shut down by a successful extemnal cyber exploit — not just for a few
hours or a day, but for severd weeks,  Fuaculty, staff, and students had to rely on non-NDU email systems,
What s not as well publicized s thar the cyber attackees who ok down the NDU emal system were able 1o
do so because they had successfully hacked mto the “dot-mil” archiecture.

Second, on February 6, 2007, rwo coordinated back-to-back cyber attacks were launched aguinst the
13 “root servers."” These root servers form the backbone of the Intemer, if attackers can compromse, clog
or cause to shut down enough of the roor servers, all Interner traffic can be affected and — worst case — the
backbone could break. In February, six of the 13 mor servers were “adversely affected” by “distributed
denial of service [230S] attacks” that appear to have ongnated m the Asia-Pacific region. Tronically, a new
and proven protecive technology developed with US leadership known as “Anyeast™ was avadable but had
not been deploved on all 13 roor seevers. TCANN stared thar the “rwo froor servers| worst affecred do not
have new Anveast rechnology mstalled.” These two servers were i the Unired Seates.

Artached o thes testimaony as Exhibir A is a CIP ngmm “Cybersecurity and Liability Workshop
White Paper” which references four additional eyl hes at private sector companies as the

result of both external and mternal exploats, ’\gau\ the facts on the ground mdicate that more work needs to
be done o protect cyvber-CTP.

When we consider possible solutions, we begin with Congress, which has required specified elements
of data and nformation technology secunty i a number uf laws. such as the Public f.‘mnp-.nu— Accounting
Reform and Investor Protection Act of g '

Insurance Portability and Accounrability \ct (HIPAA), and ("mmm—h.ach Hllh‘\ These and similar ks and
the regulations implementing them rcqlurc that esan companies must do e things, and same of those
required actions involve cybersecunity. The Congress has also mposed speaified requirements on federal
apencies and federal emplovees for cybersecurity, data and nformanon sharng, privacy protecnon and
personnel securnty.

has developed several “Specul  Publicanons™  (SPs) on computer, mfommation, and
These SPs anchude 800-33, Reomamended Secantty Controls for Federal Information Systems (Rev. 1, Dee,
2006, which is binding on federal agencies).  800-33 was frequently mentioned at the October 178
Subcommittee hearing. The Federal Emergency Management Agency (FEMA) within DHS offers a set of
useful concepts .m(l mul-. that companies may use to advance their own eritical infrastructure protecoon plans
and such  as  vulnerabidity  assessments. [See, en
e w15/ 800sp]  Other federal agencies may offer other frameworks,

\'ulunr.m- frameworks, standards, and tools have also been developed by such respected

wons as the 1T G e Institute [ITGI, co-developers with the International

Q\‘s!r:ms Audit and G ontrol Assocation (ISACA} of the highly-regarded “COBIT 407 framework], the
Committee of S g Orga ions of the Treadway Commission (COSO, which has developed
financial reporting, business ethucs, internal controls and  corporate governance  frameworks),  ASIS
Intermatonal {an organezation that focuses on “Clm_f bu_unr\ Oifficer” Lﬁﬁnﬁ inchuding physical and
personnel secunty frameworks), and the | | lards Oirgg (1503, which develops
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international standards and frameworks that are ostensibly voluntary bur often are codified and binding, n
whole ar in part, by 150 member countries. 150 270022003, for example, establishes guidelines and general
principles for ini ! i and improving nfi I SECUNITY manag Subsers
of 150 27002:2005 Im!. !ru'lmvsrka for human resource security, asset m: ement, physical and
environmental secunty, and meadent management. Other organezanions and professional assocatons have
developed traming and certificanon tracks that are grounded in these frameworks and standards.

lier this year n support of a DHS project, the CIP Program catalogued selecred exsstng
standards, rraining and certificarion tracks, and policies and procedures thar could be helpful to the
private sector owner/operators of CI/KR i developing better plans and engendenng higher levels of cyber,
physical, and personnel secunty.  Fortunately, there s no shorrage of excellent and evolvng contributions to
the field.  Muluplicity of security contributors s a good thing w that there are formal and informal
compentions o be mugm.u\] as a leader in promonng effective levels of secunty, and to the extent such
offermgs are penerally in the public domam, leammg and knovwledge dutl:lpl\l by one organization can
stimulate progress n others, The downside ro this wealth of cyber-relared guad Jards, and education
and teaining resources 15 that it makes it harder for companies to be aware of the many offermgs, know how
10 choose among them, and, most importantly, o propedy integrare them o improve cybersecunity.

The CIP Program s convinced that the key o this dilemma is mregratmg standards mto Enterprise
ement (ERM) principles and techniques, represented in the picture below as the “Cowboy in the

Risk M
Whate |

Using Enterprise Risk Management (ERM)
to Integrate Frameworks & Standards

“1S0 27002:2005

P T AT
am ;%coan 4

Business,

Customers
IIST 80 0-53 & Suppliers’

Neads

El.:m:
Risk Maturity Model Pawer CIP

Regs

SOX <

Aapted by the CF Program fiom an ongnal © Fisk & Insurance Management Socety (RIMS), 2006-7007, AMM, ASIS, Su
Sgma, 150 27002 2005, COBIT. COSC of 8/ A ade- Serice- mans of NO¥ Iesgective CIpangations.
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Based upon a review of the literarure, the CIP Program developed the following definition of ERM:
ERM is the systematic Mwm of struieggc anid font  podictes, procedires amd
practices atmed af cd s _“,.rmm.\lzamd' itortmg alf risks to the

Daeseness procesied of an oxr.rﬂjemr

The emphasis 15 on the gnterpose as g whole.  There s wide-spread acknowledgment that there are
vulnerabilities — in mam, risks — of mrerdependencies among the 17 CI/KR sectors and within each of the
sectors. Eeually imporetant bur often nor fully appreciared, especially when the discussion of risk i artifcilly
confned to cyber-CIP and the 1T department, is that corporations themselves have many nsk
mrerdependencies. Consider the following diagram that llustrates these various rsk interdependencies and
where they may resude:

umsa | Roputational

To assess and address the applicable risks for a given enterprise, ERM models typically include the
genenally recognized core prinaples and processes set forth below.  We note thar many students and
practitioners of ERM point to the Austetian—New Zealand Standard for Risk Manag AS/NZS
A360:2004, as one of the best contemporary expressions of whar ERM is; other organizations, such as the
non-profit Risk and Insurance Management Society (RIMS), have developed ERM models conceprually
similar to AS/NZS 4360:2004. These are ]LISI rwu ERM resources; in Exhibit B, Emterpeise Risk Management far
Catical | we provide suppl on and ples of ERM. Common o all of these
are the followmg ERM principles and processes:

1. Establish the context for ERM as determined by a fiem's unique business needs, regulatory

environments, orgnzatonal structures, and assets of the company.  Establishing the conrext sets up

the “Risk Assessment™ stage.

Identify all risks through a vasiery of sk identification techniques and rools. These can include

mterviews, surveys, on-line tools, workshops and the like, and should appropriately mvolve

downstream and upstream stakeholders.

3. Analyze all risks. Wharever modest diff
them stresses that risk idennfication, s

2

rences exist among the varous ERM models, each of

sis, and the nexr step — evaluanon — are not confined 1o a
singhe area of the company, | vulnerabilites are not “stove-piped.”

4. Evaluate all risks. This means vulnerabilitics are evaluated, crnicalities quantified, priorities
established and minganon roles /responsibilines assigned Jl Jl! enterprise Ic\‘o] Afrer this step, the
enterprise’s Risk Assessment (srcpx 2,3, and 4 or “vul " the langy of the
NIPF and the S5P¢) leads to .
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5. Treat All Risks! In other words, implement the plan.
Throughout the five steps, two other core ERM principles/processes are constantly n play:

»  Communicate and consult; and
+  Monitor and review.

These two are particulady important during steps 2, 3 and 4, and provide a loopback to significantly modify
or merely tweak the whole exercise wherever changes may be called for. There 1s a helpful geaplue, avalable
on the Intemer, which provides a visualization of ERM phases:

Source: Itp/ Swaow sonconn s s gak g 1 sk sk gt defaultjsp. Accessed on 21 October 2007,

Two addinonal aspects of ERM should be emphasized. First, ERM requires the development and
pl wn of nsk and analyses based wupon criteria and metocs that are uniformily
dox I; these 5 data (internal trails) and are verified through periodic audits, While
the firm will probably not disclose o extemal audiences, regulatory or otherwise, the stream of dara and
mformation that assists and mforms both managers and owners of nsk, aggregated ERM dam can nform
external audiences and can provide useful mdices of sk reduetion over tme. Second, and Aowing from the
fiest, a commitment o ERM ncludes a commitment 1o update the analysis on a periodic basis (quaredy,
annually, whatever is appropriate for the enterprise) for the long haul.

The CIP Program found ERM parnculady atractive because ERM shines a light on cvber-CIP risks
and all other enterprise risks at very high levels of accountability in the corporanon, meluding the boardroom.
The benefits of ERM are not limited, of course, to the private sector; governments, most notably
municipalities, are looking to ERM as a valuable wol. Equally obvious, ERM has benefirs beyond cyber-CIP,
but we believe this integrated, enterpnse-level approach o the sdennfication, assessment, and mitgaton of alf
nisks has pasticular merit in addressing cyber nsks that permeate an onganizton’s many internal structures.

For most firms that own and operate CL/KR, a good percentage of the nsk-pieces are kely o fall on
the operations side of the enterprise, which often 15 nor well represented ar higher levels of corporate

governance, When eyber-CIP 15 confined to one irea of the prse (e the IT deg ). 115 voice, vote
and authority — meluding “budgetary authority™ — may not be adequate to the sk, Therefore, placmg cvber-
CIP into ERM does not diminish crinical enfi P within a company but nstead elevares ir.

As awareness and corporte acceprance of ERM has grown, some firmms have created broader
funcrional responsibilinies and a name for the cowboy, such as Chief Risk Officer (CRO). The CRO typically
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has direct lines of communication with the CEO and the frm’s other C-Levels. The CRO typically has ready
access to, i seen and 15 heard by the board of directors, Because the pomts of accountability for management
of all risks are consolidated, ERM in theory provides the cowhoy — the Chief Risk Officer or equivalent —
with authorities and tools o herd several cars and thus reduce s Corporate resources can be more
efficiently allocated by usmg ERM, which, after all, 15 an “All Haizards” approach o nsk that is part of the
NIPP-85P lexicon.

Recommended Next Steps and Incentives 1o Get There

At the heart of enhancing and implementing the S5Ps 1 getting firms 10 “da the right thing” even
when there 15 no requirement n law for them o do so, and o repeat what we sad eadier, we are mor

T ling any additional o d and conreol authorities for DHS, We u‘cqgm?c thar doing the ny,h[
thing may provide firms with benefits and rhos{ extend bevond secunty. But it is also mpoetant 1o recogmize
that it will cost firms fime and maoney; vob ily collal r with g on cyber-CIP is not cost

free.

To be sure, companies already have many meentives to better and more comprehensvely nmunage
their risks in terms of smoother, more efficient operations. In additon, a company thar lets it be known thar
it pracnces effective enterprise sk management often s rewarded in the marketplace.  In 2006, Emst &
Young (E&Y) published a cross-stakeholder study ennted, “Managing Risks: Sharcholder Perspectives.”
E&Y mterviewed over TN senior dm:,um miakers ref v]\m dhstnct stakehold oups = 1 )
executive Tt and ind o utive bum.l = to gain their perspecnives on nisk

and nisk management. The rt'pnn s key findings are:

*  Risk mitiganon and compliance are the top risk management pnonties across all three
stakeholder groups.

* Al stakeholders cr v state that clear hip of nsk and effective commumcations are
key factors for successful nsk management.

* Al stkeholders will exercise their influence i the fice of peneied poor nsk management.

*  Investors will esther not mvest .. or divest in the face of poor risk management.

. Iligl-pcrt'umuing companies place more emphasis on cisk mingation, complimce and seeking

e from nisk
. l!lgh performing c:nnp:'mles are four or five nmes more likely t© have a nsk-aware culture.

In other words, if a firm s perceived to be, or is i fact, ser engaging i effective risk mingaton and
complunce, wvestors stop mvesing or sell off;, firms that do nsk management, complance, and
communications well are considered high performers who will have the confidence of nvestors, That is a
powerful incentive government can’t provide.

Having sawd that, but keeping in mind the cnticality of advancing the ball on protecting C1L/KR from
cvber and conventional threars and the need 1w gam and eff i from those n the
small and medism business space, Congress and the federal govemment should conswder developing
incentives that will further encourge finms to do the aght thing, The need for such ncentives is underscored
by the fact thar GAO found that only theee of the 17 55Ps fully addeessed incentivizing vulnerability
ASSCSEMENS.

Chur suggestions for mcentives nclude the followang:

1. Sponsor “ERM fnr cIp” worlmllopu = As part of the un-g,umg work in providing training,
conducting l anl , and © v workshops, DHS as well as the non-DHS
houbd parmer with established and n.c.uglmocd providers of ERM education, trumng and

certification to develop a workshop {or senies of workshops) that would be offered o private-sector
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owner/operators of CI/KR. The federal government should underwrite most or all of the cost of
the workshops (ne., no fee or minimal fee for those eligible to regster and artend), thus providing
ncentives for firms o develop and implement ERM plans. 1F this incentive is 1o be offered, we
strongly recommend thar Congress insist on a few imporrant qualifying cotenia;

o Provade that the workshops be “customizable-oft-the-shel £ (COTS) offerngs from
mstitutions and organizations that have developed well-established and aceepred ERM
products. Introducing high-level of entical i and cvb iy mito
these off-the-shelf products s an acceptable customezanon. An unacceptable customuztion,
1 our view, 15 for the federal sponsor to subordinare core ERM principles by pushing CIIP
to center stage. For ERM-CIP 1o work, it s the cowboy, not the cars, who runs the show.

o Develop selection critena to determme companies that are elggble to attend.  Prelminary
research by the C1P Progeam using Census dara indicares thar the establishments in the 17
CI/KR sectors would encompass roughly 50 percent of the U8, economy m terms of value,
number of employees, and number of establishments. However, while many businesses are
technically part of one or more of the 17 sectors, not all of those businesses or the assers
they own and operate are truly entcal for national secunty, economic security, or public
health and safety. 1t 15 an understandable tendency for officials 1o seck, and the public o
suppo, an expansive definition of what we as a Nation should prorect, butin trving 1o
protect evervthing we run the nsk of not protecting g truly well.

o Establish presequisites for participants from an eligible company, The participants should
be myvited based on (a) qualificanon as measured by university degree, technical/professional
certifications, or d fand d | expenence and proficiency; (1) enterprise-
wide roles and responsibilities; and (c) diversiry — the ideal workshop audience is from
severl C1/KR sectors.

2 Alternatively, provide a tax credit to qualificd companies that obtan education, teaming, wnd
credennialing m ERM. Congress should conssder providing sufficient guidance o the Treasury
Drepartment {(which will wnte the implementing regulations) that speak to the important criteri
outlined above.

Either way, the federal government could test the feasibility and value of ERM incennives ar relatively
lirtde cost, parnculady if the important COTS ponciple and other qualifymg entera are respected. At a
munimum, the Congress could authonze and fund a limited “proof of concept” pilot program, consistmg of
10 or so workshops given over six months, course evaluaton mnstruments could be developed thar will
provide useful feedback ro the DHS, the ERM workshop vendor(s) and the Conggess,

3. Establish

a public gnition and ds program for companies that have rassed the bar on
evber-CIP. A wseful analogy s the Ewergy Star program, which recognizes companies that produce
energy-efficient products. To receive Eregy Srar recognition and use of its marketing symbol,
products must meet certain efficiency requi thar are ded in verifiabl

To recerve what we maghe call Cyler Siar recogmition and rewards, qualifving entena should be

measurable and rasse the bar over nme.
4. Provide p in federal g ing for companies thar own /operate CI/RR
and have obtined trining and certificanion m “ERM for CIP* (our first ncentive suggestion)
and/or received the recognition/reward (our second incentive suggestion). Preferences should be
sunsetted to meentvize contmual mprovenent and continued education and taning,

leading by ple. I 80 percent of the Manion’s C1/KR 1 owned /operared by the

prvate sector, then govemments — federal, stare and local - own and operate the other 20 percenr.
Governments must be models of enhanced eyber-CIP if for no other reason than that Guling to
adequately protect 20 percent of critical infrastructures thar govemments own/operate for the
Amencan people is nor acceptable. Bur there is another reason: one proven way to incentivize is to
lead by example, Every successful eoach, teacher, executive, or parent knows this, and it was one of
the most important lessons 1 ook from my experience ar OMB during Y2K. A potent incentive for
the privare sector is for the public sector to clean up irs act and protect the people’s CI/KR — fiest,

w
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Concluding Thoughts
Another very important lesson we leamed from Y2K s the mmportance of collaborative, collegial,
and effective public—public parmerships — thar 15, the incredible value of respectful federal—stare—local

povernment parmerships.  Let me provade another even more tecent example of a good public—public
partnership between the US, Department of Energy and the states.

An obscure provision of the “Stare Energy Efficiency Programs Improvement Act of 1990 (1.
10144y ﬂ.quincs states to prepare and submit o the Secrerry of DOE “enengy emergency planning
pmgmm$ " if they accept federal funds for this purpose. These “state energy emergency response plans™
(SEERPs), as they are now called, are in many wspr:crs state equivalents of the federal energy sector S51°, By
design, these SEERDs should contam coordimating and response components, mcluding
cyber-CIP, that are complementary the ﬁ'dcm] qu;_v S55P. In 1990, Congress cleary stated thae the
‘x‘m'm h.ns o authoriry to dmlc planning details to the states; he could review and comment, but “for

F P ERPs as a means to better protect CII and
cyber-CIP, DOE chose o view its limited authorty as an opportunity, not an :mpgdnmcm It worked
00|]lhﬁl‘ll‘|\l‘]\ and informally with the states, engaging them through esrablished msurunions which Iiu, tares
knew and trusted, such as the National Association of State Energy Officials (NASES
Assocation of Regulatory Unliry C 1 (NARUC). The result: highly detuled NASEC
for preparing SEE RPs thar was published in November 2005. DOE offered funding and more: it used its
convening powers to bring abite officuls and regulators together, and DOE offered workshops, simulation
exercises and the consid aned ence of the dey s resources. When the CIP
Program evaluated 47 of these SEERPs for DOE 2 few months ago, it was clear that stares thar took
advantage of DOE's offers of assistance tended 1o have benter plans than those thar did nor, and plans
developed after NASEO published its vohmtaey gusdelnes were, overall, berter than SEERPs drafted before.
Good public—public parmerships can produce valuable results.

This brangs me ro my final pomt, which goes to often obscure or seemmgly arcane other federal Taws,
such as the 1990 energy law. 1 mentioned earber thar one of my responsibilines durmg my service at OMB
was a responsibility for implementing the Paperwork Reduction Acr of 1995 (PRA). 1 also ‘mentioned eadier
that the S5Ps are written by the S5As with mnput from the prvate sector and are necessarily only as good as
the wput provided. [ recogniee that the quabity of the mformanon provided by the prvate sector
dependent on many factors, several of which came o light in the controversies surrounding the NIPF metrics
lly and the security-related metnes specifically,  Undoubredly, the peimary conceen centered on how
Dl 15 will use these metrics and whether DHS can and will provide strong assurances that the sensinve “raw
dara” behind metrics — if shared — will remain secure i the hands of the federal government.  Bur the
development of the metrics and collecnon of associated dara also wnplicated the PRA. Some are now
suggesting the PRA s an impediment to enhancing and implementing the 55Ps, and that the PRA must be
substantially amended for this project to proceed. That is ger my view. The PRA provides an opportunity 1o
enhance and iplement the S5Ps because it provides a known, trusted process — mvolving the private sector
and an mteragency review — to develop and collect dara and informanion — CIP and eyber-CIP metrics — that
are useful and methodologically sound.

We thank the Subcommuttee for convenmg this heanmg. As [ sad ar the outset, six years and billions
of dollars after 9/11 we are still mlking about plans. IF, as appeans o be the case, the 35Ps, taken as a whole,
have not ver comprehensively developed a ser of quality meteics that allow measurements and comparisons of
progress or lack of progress in addressmg eybersecurity enteria, then the Congress and the American public
will have no meaningful benchmarks ar the beginning of implemenrarion or over time. Stared simply, unless
these deficiencies are systematically addressed, we will have na idea if the expendiures and efforts we are
commutting to the effort are translatng neo lal of secunty. | apprecute the
opportunity to tesnfy today, and look forward o answenng any qucshum vou may have.
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EXHIBIT A: Summa) Lo ing Forward” Issue:
from a

Critical Infrastructure Protection Program Workshop
on

Cyl ity & Liabili

Friday, 20 July 2007
Dean’s Suite
George Mason University School of Law

('Pnjul\ 20, 2007, the Crincal Infrastructure Protection Program (“CIP Program®) at the George Mason

sity School of Law held a workshop on eybersecunity and issues associated wath liabilaty. Those

g the invitanon-only workshop were representanives of academia {law, economics and puh]u_ policy),
Congress, the federul govemment, think tanks and trade assoctations, and senior level executives of
major nsurnce und and CE G ies. A focus of the workshop was how the msurance
and remsurnce industrics mes il assess the n.\bcr nslcs of firms secking to mitigate their exposure o
cyber-related losses,

This paper provides an overview and assessment of the workshop, and suggests steps that might be taken
gmn;, forwi |rd 15 promiy higher levels of eybersecunty awareness and protection. Remsurers and msurers
: }J}u stare of cybersecurity practices of th i
Imr.mcsscs T use an analogy from the “bricks and mortas world”, the industry has played a
advaneing the physical security of buildmgs, assets and people through the development of buslding and
afety c!hlh‘: and product 4ru1d,md-. I’mpjrﬁ risk nr(lucmn — has been (Im_mncmui tlmsugl (hm m(l

impediments to creating 3 si
are associted with idennfng An(l m(“l-.unn}, ) IfMllt e -d lhr. st.m. of the
mndustry's knowledge m wrinng policies for cyber nelsa (loee not reachly rransfer from its 150-plus years of
experience m the bricks and mortar econor vber underwniting remams an art rather than 2 science.”
mcrion berween cyber and conventional physical n:
“Oirdinanly, a fire in Cincinnati doesn’t bum buildmgs i Indianapobs,” but “cyberfires” i one
and do bun first parties and third parties often m multiple locanons and somenmes across legal junsdictions.

Structure of the Market

C2007 Critical Ifrastmwnuee Protection Program — George Mason University School of Law
Fo reprint penmission or additional infonmation, please contact Michael e, Principal Research Associate st the CIP Program,
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The wsurance,/ reinsurance market for cyber liability 15 relanvely mmmarare and evolving, starting some ten
vears agn with a focus on “dot-com™ types of exy Insurance /rex e has the potental to become
an important tool in protecting viral data/informanion systems and networks, thus increasing the overall
security of the nation's economy. Currently, however, “cyber insurance™ is a carch-all teem for many different
kinds. ol’msurlme. covering both first-party and third-party risks such as damage from computer

ruses, network outages or congestion, extemal hacking, intemal sabotage and theft, web
content liability, copyeight infangement, and other areas of potential loss related o rechnology. Companies
often found that thew losses i these areas were not beng covered by therr existing business msurance, and
the courts passed conflicting judg on where cyber-related libility resides. Insurers usually responded
by narrowing the terms of ordinary liability and property insurance, and sometimes offered @ new product
that covered these nascent cyber ssues.

Comparable Markets: Other msurance producrs illusteate how new nisks, or perceptions of nsks and
responsibilites, can change markets. For example, when legal hability for environmental harm fiest arose,
msurers fought coverage because the msk had not been caleulated and premiums had not been collected 1o
cover the loss. After the inirial shock, insurers began to offer environmental nsk insurance, which evolved
from a small niche offering in the 196405 o an accepted facet of business risk 1o be covered today. However,

this omly b I because g statutes and regulation set dards, naking loss calculanon possible

and w |Lir_n|n}, the nsL pcx]l o thL pome Ii\at msurance was profitable w offer. At the same tme, regulatory

dards and provided dara and mioemanon needed by the
mdustry to model and appreciare risks and to de-\‘e[ﬁp approprate enviconmental lability products, In the
field ul'pmpl_rl} insurance, the idea that a building can and should be insured aganst a range of risks has
become so commaonplace thar bulding codes now parallel the standards for insurability, Such is the potental
with cyber liabiliry,

Around 2003, camiers began 1o expunge the dot-com “mtemet language™ from policies and, driven largely by
major events/liniganion! and new state prvacy laws, ssued approxsmately $350 million in roral cyber labdiry
coverage by lare 2005, While the market has grown in dollar volume over the lase decade, cvber labiliry
msuranee remans a very small and unsustanable shee of the ndustey's portfolio, Several impediments o
growth of the market —and thus higher levels of cyber protection — were identified and discussed:

* In many larger uwnp'mlcs cybersecunty issues have not emerged “from the server room into the board
room.” (Le, B andd nisk gers are not aware of the need m buy cyber msurance,
and IT managers all thmk that their own secunty 15 ad Nonetheless, companies have lose
millions of dollars in data losses and other cyber lablities.)

*  Corporate accountability for cyber lability has been unclear, and n smaller fiems “O-Level” strucrures
(chief security officer, chief nsk officer, chief mlum\:\mm ufﬁn T, r{m{l ul!t'n ([o Jmt exist. Such small
business can store lage amounts of data (e.g patient o ifiable customer
dara, etc.), ver do nor know thar they thus have a cyber-liability or how to minimize ir.

*  Consensus on what constitutes “best cyber peactices™ s fragmented across industries.

*  Lack of demand for cyber liability products also is inhibited by lack of a comprehensive body of
cybersecurity standards.

®  The nature of cyber threats and thus risk evolves at an extremely high velociry.

! E g, Ingram Micro, AOL v. St Pavd, Seagate v. 5t Paul, Choicepoint, and T] Max.x. “Nuotshell” summaries on these
cases are provided as a supplement to this document.

02007 Catieal Infrastnscnre Protection Progonm - Geomge Masou University School of Law
For seprint peanission o sdditional infommation, please contact Michsd Eben, Prncipal Research Associate at the CIP Program,
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ol ; i

Issues associated with cyber metrics were raised frequenty and throughourt this workshop. A facilitator read a
quote from a transceipt of a previous CIP Program event that neatly framed the metrics issue:

Toswes of bomeland security are of eritical importawce, but comoerns shawld mot be exviuire fo government agewdes and entittes,
Lake first responcders, when bad thinge happen people immedtately ok 1o the ar the fi f rei nidbestry
to maintain or preserve Sgoidity. The private sector has a critically important mie to play in emerpency preparediess and fn
enssering that s watiowal ifrastrcdire &5 as secwre as possiik. The povernment bas data, the soope of which is difficlt i
imtageine. I we condd derelyp a way fo wovk with the gorernment to sine [that data] effectively, we can bucld even mare
saphisticated models that nell hefp fo provide fnsrers awd resnsurers with addtional sogfidence. [Mr. Hamson Oellech of
Guy Carpenter & Company, 27 Seprember 2006]

Metrics are dara and nformation thar, if eeadily available, would inform the industry, is actual and poteneal
chents, and policymakers abour cyber nsks. Over nme, cyber metrics could form an actuarial body of dara
thit would allow the mdusery o produce accurare models for, and thus define and price, cyber insurance
coverage. This dara would facilitare a betrer understanding of risks, predicr behaviors assocared with cyber
theears, and even construct models of catastrophic “cvber-hurricanes.” More importanily, the avadability of
cvber metrics allows mprovement over ame o be mesured and doves the development of better
cybersecunity standards and practices. Workshop participants discussed the following questions:

®  Whart kinds of dara are needed?
*  Is the data being collected?
*  [Ifso, what ennties are collecnng the data and are there restncnons on ndustry access to the data?

Though workshop artendees did not pinpoint specific answers ro these dara questions, anecdotes discussed
during the workshop strongly suggest thar data that is “cyber-analogous™ ro the kinds of “bricks and morear™
actuarsl metries upon which the mdustry has histoncally rehied and used either s not being collected or
currenty is not accessible to the ndustry. Dara might be avaulable from cyber devices and networks, but it
may be rechnically difficult or oo costly 1o collect, One parncipant suggested thar the cyber metrics
challenges were remmiscent of problems faced by the eleceric power mdustry m collecting and providing dara
thart enables modeling and post mortems nflarm disturbances and ourages* One amendee noted that the
manufacturers of cybersecunity software and appliances often incorp automati threat e £
ity their products. Tt was slq;g::smd that the mndustry might seck partmerships with these manufacnress so
that the industry could have conditional, secure access to aggragated threar reports. Such information might
allow the mdustry 10 see the mtensity, duranion, frequency, locaton (Jurisdicnon), natuee and resolution of
cyberthreats. Such aggregated data also may have uses in modelng,

In addinion, for certain types of nsks the data does not exist because the relevant event has never occurred; as
with terronsm data m genenal, msurers lack and wall continue to lack meanngful data on a lage-scale
successful terrorist cyberattack. 1F the industry had bertcrcht.n on non-cataclysmic losses, however, it would
be possible 1o model larger artacks using methods now emploved by res and risk : BIOUPS.

*The US - Canada Task Force's leport on llu: August 2003 omasc |]u|| hll the northeastern US and Canada provides an
excellent rples of the impedi 1 and and ourage-related data even when i is

bemg collected and mamtained by nn'lnu,;:.

2007 Ceiticad Infrastmcture Protection Program — George Mason Univessity Schoal of Law
Far reprint penmission or additional infanmation, please contact Michad Ehert, Principal Research Associate at the CIP Program,

VerDate Nov 24 2008  08:44 Dec 16, 2009 Jkt 000000 PO 00000 Frm 00074 Fmt6633 Sfmt6621 H:\DOCS\110-HRGS\110-82\48977.TXT HSEC PsN: DIANE

11082-29.eps



69

Maodeling

Professor Kevin McCabe of GMU's Center for the Study of Neurceconomies (“CSN) and the Mereatus
Center made a presentation over lunch during which he suggested a neuroeconomics modeling rechnigue thar
the industry might consider m liew of the conventional actuanal dara based models. Neuroeconomics s an

“experimental stady of how emergent mental computations m the brain interact with the emergent
L(smpnmﬂuns of nsntutions to produce legal, pn]lncal and economic order™ Enulia Siravo from Guy

Carpenter stated that combining neuroeconomics with game theory might produce cyber liability models that
provide value to nsurers and remsurers given the metncs In'mrmonx discussed above. Addional discussion
of this topic is provided in the final secnon of tis paper, X

Cyb ity Standards & Professional Certifications

Issues associated with standards and cerificanons were on the workshop agenda for discussion after lunch,
but due ro discussion overflow on the luncheon topic, such ssues were not thoroughly discussed ar the
workshop, Cursory mention was made of voluntary and mandatory regames such as COBIT, COSO, 150
17799 and 27001, NIST, Section 404 of the Sarbanes — Oxley Act, and others. Two parnicipants suggested
that as 4 next step consideration should be given 1o the mandatory cybersecunty standards thar have been
developed by the MNorth Amencan Electre Relabality Corporation (NERC) and which wall be approved by
the Federal Encrgy Regulatory Commussion (FERC).* These standards apply to over 500 ent
wlennfied by NERC and FERC as owners-usees-operators of the “bulk electnc system” and, as such, fall
under the scope of new section 215 of the Federal Power Act. A broad spectaum of stakeholders developed
the NERC cybersecurity standards by usin, Amencan Nanonal Standards Institute {ANS1®) process. In
the Energy Policy Act of 2005 (EPACT- the Congress specifically required the inclusion of
cybersecurity standards in the larger body of electric power reliabality standards.® On the same day the
workshop was held, the Federal Energy Regulatory Commussion (FERC) publshed a proposal to adopr eight
of the NERC Crrical Infrastrucrure Protection (“CIP”) cyber stindards and further proposed to direct
NERC o make specific modificanions to other cyber standards. A couple of workshop parncipants suggested
thar while stanstically significant dara and information Bowing from these cyber standards may not be
avatlable for some nme, the nsurance/remsurance mdustey may fnd it useful o engige NERC and irs
members as part of the industre’s effort o develop and expand cvber lability msurance.”

Another participant suggested that the mdustey, in it quest for data and mformaton that would berter inform
the market and models, may wish to examine the role of recognieed pm&ssnml cernfications. For example,
the industry could identify profe ¢ and certifying ong ions thar are relevant to a
company’s development and implementation of robust cybersecurity, [F these cernfied professionals could be
linked to specific companies (or mdusenies), case studies and models could be developed that advance
cybersecunty's knowledge base. The CIP Program recendy completed a review of these and other

* hitpe/ Svoww aeumeconomicsaet]

! For more information, please refer to the FERC Notice of Proposed Rulemaking, Mowdatory Refabifty Standard for
Cratial Ifrastrntsre Protection. 120 FERC § 61,077, 19 CFR Part 39, Docket No, RMO6-22-000 (20 July 2007),

5 'The following s taken verbatim from the ANSI website fue /S woow st orgh: “The ANST coordinates development
andd use of voluntary consensus standards in the United States and represents the needs and views of U5 stakeholders in
standardization forums around the globe. The Institute oversees creation, promulgation and use of thousands of
intemanonal norms and gadelines that directly impact busmesses in neady every secror: from acousnical devices o
construction equipment, from dairy and ivestock production to energy distabution, sud many more. ANSLis the official

LS. re 1o the 1 | Orgini fior dardization (150)."
A gummun—oﬁhc revised Cﬂ)crsllll\d.l\'\h unplcmnulnn plan is provided on the NERC websie a
i/ | [sys/, /3 5/ s plementation Plan CLP-002.000,

T 1F any workshop participant secks an introducion o NE Jlf“ cybersecunity experts, please contact \hr}ml Ebert of the

CIP Program at (703) 993-2288 or email mebert@gmu edu,

2007 Crtical Infrastrisctire Protection Prograim — Geonge Mason University School of Law
For vepeint penmission o additional infomation, please contact Michad Fher, Principal Research Associate at the CIP Program,
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standards /cermificanions/nsk management issues for a federal agency. We offer m assist workshop artendees
with contact nformation for onganizations and selected vendors who set cernfication requirements and
mnplement trinmg curriculae to those requirements,
Moving Forward
CIP Program Dircctor John MeCarthy opened this final section of the workshop by retuming o the
altermanive models theme aetcwlared by Professor McCabe and Emilia Siravo, McCarthy recommended
estabhshing an expenmental working group that would employ game theory, neuroeconomics and other
concepts to develop a model prototype of cyber nsurnce markers. Workshop participants who are interested
in participating in such a group are asked to call Michael Ebert ar the CIP Program, (703) 993-2288 {email
mebertipmuedy). Expenmental models might allow the mdustry to identify nisk categones, marker
i ons and data needs for different eyber msurance products, thus potentially bypassing the problems
iof ilable or e dara. Mr. Leigh Williams of the BITS Financial f«.‘nict.a Roundrable and
others weighed in fivor of fuether won and wom wath based game theory
models,” If nothing else, working through altermative n\ndcl:ﬂ may help mform a fundamental data queston
the answer to which remained illusive at the end of the wnrkdmp Ecactly what kind of dater are needed 1o papulate
cyberdiallicy models thit are acoeptabde to the indsesry amd ity chewti?

Me. Williams and Dr. Kenneth Friedman of the US Department of Energy also suggested thar the
msueince,/reinsurance mdustry actvely seck parmerships wath the US Department of Treasury, the Narional
Labs (specifically DOE’s Sandia Lab), and to “talk directly with [the US Deparrment of Homeland Securry].”
Williams and Fredman® volunteered to facilitate these partmerships, and MeCarthy offered the possibality of
using an existing CIP Program contrict \-eh:clc wath [)H\ as another possible means to engage the agency
and its sector speaific crncal 1 Tume is of the essence, as the Sector-Specific
Plans are slared to be sent to the White House .m!und the first of September.

Michelle Boardman, Assiseant Professor of Law ar George Mason University School of Law wha holds both
pmlluumrand d notably with i and contract b, suggested thar centeal 1o
the future of cybersecurity third- -party msurance, both for gathenng data and modeling, s the abiity of
msurers o forecast how lability for breaches of security will be assessed under the law. In the absence of
clear industry standards or legal /regularory requirements, courts may find thar businesses are not lable in o
because their security systems met a bare mmmum of industey practice. Moreover, this uncertamty about the
fmding and amounts of hability make it difficult for mnsurers to forecast loss amounts and frequency. The
msurance industey, she concludes, should consider leading the way in sening standards for cybersecuniry.
Leadership could rake many forms, Ininally, msurers could require certan standards of thes policyholders in
order to mamtan cybersecunty coverage and fivorable rates. Professor Boardman recommends that insurers
could offer to cenify those with coverage who meet these goals and such cemification might have value in
assuning the public rha: al s 15 responsible, M t, while the industey is hesitant abour seeking
particular gov dards, where Jards wall mevirably be adopred, the mdustry should contribute
its knowledgeable views to their formation.

Another suggestion made 15 to exammne the “14 FTC consent deerees” as being possible sources for
developing a cybersecurity best practices template. Lastly, several participants urged the industry ro very

carefully cmsu:lrr whether the polnw:'ll pnlm and technical envitonments would support an indusery-backed
l‘ukr. 10 k for cyber. Secking this kind of federal
intervention may be premarure and /or pmduu: unintended resuls.

& Dy, Friedman may be contacted at (202) 586-0379 or email kenneth. friedman@hg.doe gov.

02007 Catieal Infrastnscnre Protection Progonm - Geomge Masou University School of Law
For seprint peanission o sdditional infommation, please contact Michsd Eben, Prncipal Research Associate at the CIP Program,

VerDate Nov 24 2008  08:44 Dec 16, 2009 Jkt 000000 PO 00000 Frm 00076 Fmt6633 Sfmt6621 H:\DOCS\110-HRGS\110-82\48977.TXT HSEC PsN: DIANE

11082-31.eps



71

EXHIBIT B: E ise Risk Manag (ERM) for Critical Infrastructures (ERM — CIP)

1) Defining ERM in the Context of the National 1 P ion Plan (NIPP)

The U8, Department of Homeland Security (DHS) is speafically charged, among other things, with
establishing a common framework among public and private sector stakeholders to address the
overall management of nsk, and communicate the value of a risk-based approach.” The pnncipal
framework for public-private sector coordination in matters related to entical infrastructure security
is the Nanonal Infrastructure Protection Plan (NIPP), which also defines a Risk Management
Framework for idennfication, priontizat and mitigation of risks.”

Indeed, companies in the private sector have been employing vinous forms of nsk management for
a number of years to protect their assets and revenue. Businesses rounnely face operatonal
(physical, eyber, human) and financial (market, credit, msurance) nsks. They are also very susceptible
1o extreme events, It is estimated thar 43 percent of businesses thar close following a natural
disaster never reopen [and] an addiional 29 percent of busi close down p ly within 2
years of a natural disaster.™

The following chart summarizes the types of risks an enterprise in a CI sector rypically faces:
PCS i SCADA
Internet

| Cyber — invanats

There are numerous definitions for both risk management and enterprise risk management (ERM).'

Synthesizing all of them into one sentence, we suggest the following:
CERM is the systematic application of strategic and gperational iz policies, procedires and practices aimed
at fdentifiing, analyzing, evalvaiing, treating and monitoring all nsks to the business processer of an enterprive.”

! LS, Department of Homeland Secunty, “Directorate for National Protection and Programs,” ULS, Department of
Harseland Secartgy, 2007, hitpe/ Swsowalhe gosSxabout/ soructure/editosial_07%4shim (cited Apal 10, 2007,

* LS. Department of Homeland Secunty, Natbwa! Infrastractnre Proection Plaw, 105.

* Colf et Baacke o Bucstmers At 2007, 110th Congress, 19 Session, 5. 33718

! See Appendix B: Defimtions of Risk Management and ERM for a list of quoted nisk management and ERM-relarcd
defininons.
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The ERM approach differs from tradinonal busi nisk gement and y planning in
two dimensions:

1. Holistic Dimension. ERM promotes a holistic view of the entire company, as opposed to risk

affecting only an internal process or a particular division. This view became necessary because of
the increasing integration of intemnal and external business processes through information
rechnology.

2. Compliance Dimension. ERM is being used to provide rransparency 1o analysts, audirors, and
stakeholders, as well as 1o support regulatory compliance, This function is a result of legislation
to stop financial and accounting breaches that led to corporate collapses.

2) Providing Education and Training in ERM to CI/KR owners and operators

Targeted educanon and training courses that integrate government-led nsk 15 efforts with
prvate sector standards are a prime mechanism to increase the security of physi ts and cyber
systems, since large parts of the Nanon's critcal infrastructure and key resources (C1/KR) are
owned and operated by the private sector.”

The NIPP s

outlines an educational program that conveys the type of expertise and awareness
essential for CI/KR protection, and “recognizes the importance of leveraging existng aceredited
academic programs, professional certification standards, and technical ramning programs™ to provide
individuals with up-to-date nsk management knowledge and skills to perform ther roles and
responsibilinies as CI/KR owners and operators.”

A very rough estimate of the number of establishments, value, and paid employees in 13 secrors
reveals that close to 30% of cconomic activity in the US. takes place in businesses that are part of
current Cl/KR sector defiminons.” Clearly, nor all of these businesses are indeed ertical to narional
security, economic security, and public health and safety in the sense of the Pamior Act.® Also, not
every small establishment has a dedicated security function tied into a risk management process. ”
However, even if only 10% of all sector establishments fulfilled those criteria of crinicality and size,
there would still be a pool of close to a half million potential participants for ERM and related
curricula,

3) Improving Qualifications and Certifications to Support the NIPP Process

There s little harmonization in either roles, responsibilines, qualificanons, or expenience of secunty
managers. Even the overall number of officers in this field s difficulr o determine since these
positions have no single job classificanon or particular degree requirement. The Bureau of Labor
Stanstics, which maintains extensive occupational records by industry sector, counts more than

5 The common estimate 15 857, even though this number sall needs to be substimaated. For example, it 15 unclear
whether this means 85% of infrastrocture faclities, or employers, or emplovees, etc, See Table 1 for a differenniated
approach.

115 Department of Homeland Security, Nationa! Infrastrictre Procection Plan, 80

T In mid-2006, the CIP Program prepared a research brief for DHS entitled “Esumating the Economic and Employment
Value of Crncal Infrastructure Sectors i the Unated States,” wha vailalile wipo neq
" Here, the teom “crtical infrastructure” means systems and assets, whether physical o vital 1o the United
Statcs that the incapacity or destruction of such systems and assets would have a debilitating impact on secunty, national
cconomic security, national public health or safety, or any combination of those matters (Cntical Infrastrocture
Protection Act of 2001, 42 USC 5195c),

? Establishments are economic units, such as a farm, a factory, a store or an agency that usually is at a single physical
location.
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200,000 Computer and Information Systems Managers.” Some, but not all of them, may be Chief
Informarion Officers (CIO), A different source estimates the number of CSOs in the U.S, as being
close to 27,000."

In terms of secunty budgets and expenditures, estimates range from $22 to $47 mallion in companies
that have $8 1o $10 billion revenue, and 15,000 o 20,000 emp'ln}'ecs..': Other sources contend that
enterprises, regardless of size, spend between three to ten percent of revenues on technology, and
one to three percent of those technology expendinures on security,”

Despite this lack of stndardization in roles and responsibilinies, there are a number of securiry-
related certifications that are offered by industry associations, vendors, or academic programs. For
example, ASIS International (ASIS), formerly known as the American Society for Industrial Security,
has created optional certification programs such as Cerified Protection Professional (CPP) and
Physical Security Professional (PSP). Some have gained quasi-industry standard prominence, in
particular the Cernfied Information Systems Security Professional (CISSP) by the Inte nal
Information Systems Security Cernfications Consortium (ISC2), and the Cernfied Information
Systems Auditor (CI3A) by the Information Systems Audit and Control Association (ISACA)."

41 ducing Ind Standards, and Best P
Risk Management — AS/NZS 4360

The Australian Standards organization has developed a risk management standard thar employs a
method of identifying, analyzing, evaluating, treating, monitoring, and cc weating risks in order
to minimize losses and maximize opportunities for an organtzation.' This standard may be applied
at all stages in the life of an activity, function, project, or asset. The documentation is very short and
simple, and thus particularly useful for smaller companies.

Information Risk Management — IS0 27002

The International Organization for Standardization (150) has developed a code of practce for
information security management, which is published as 130 27002 1t is an internationally
recognized infe 10N Security fard consisting of a set of controls representing best practices
in information technology.” While IT systems-centric, the strength of 1SO 27002 is that it is
accepted internationally, and sector-independent. This might be of significant appeal to those

10 S0C code 113021, May 2005, Bureau of Labor Statistics, “Occupational Employment Sratistics,” Bureay of Labor
Stiatistics, DS, bls.gow/oes fsearch gep (cited Apal 10, 2007).

1 CSO Audsence,” €50 (May 6, 2002), hutpe/ S wwrw csoonline com/mudketing iudienceiml.

2 Fhuel.

" 1’)|.ktl Ryon " l!au]mg for budget: Divenging perspectives,” * € Muguzgne (cited March 1, 2003), 1.

i provide valuable imformation for ERM and risk professionals, inchedimg: Global
Associaton of Risk Professionals (GARD, hittped L grarp.com), The Institute of Intermal Auditoes (114,
fwowwtheiiaong), and The Risk Management Association (RMA; hitpe/ S www.mahgong).

5 4300k 2004, Apwsradiion/ New Zealand Risk Mawagemens. Standaeds Australia, 2004,

18 130 17799 was renumbered 150/ HEC 27002:2005 in July 2007, 180/ [EC 27002:2005 has 1 companion standard,
1503 27001, a specificanon for information secunty management systems, Hereafter, both standards are collectively
referred to as “1SO 2702 [SO/1EC 21002:2003 (8. laformnation Technalgy-Securiy Techwiques-Code of Prucice for lnformatio
Security Manage I | Srandands O ion, Ceneva, 2005,

17 180 standands are As a non-gr | organization, 150 has no fegal authonty to enforce theie

impl However, some dards have been adopred in member countries as part of their regularory
framework (mainly consumer safety stomdards), and others have become o market requirement (such as 150 9000 qualiry
management systerns. TSCH 0000000, Chwaliy Mamagesent Systenes = Fandamentals and 1 ocabbary . International Standards
Organizaton, Geneva, 2000}
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CI/KR owners and operators that have establishments in the United Stares and overseas. The
standard addresses the following arcas of information security management:

*  Seccurity policy; . ontral;
*  Asset management: . ition of mformation security
®  Human resources security: *  Information secunty incident management;
®  Physical and environmental secunity; e Pusiness contnuity management
*  Information systems acquisition, *  Communications and operations
development and maintenance; management;
*  Compliance
Included mn the fard do 1 are busi impact analysis, disaster recovery, business

continuiry, internal audit review procedures, and derailed checklists thar allow for the establishment
of metncs and benchmarks, thus facilitanng | final of comphance and progr
Organizations can choose to go through an 130 cemfication process, which means third party
evaluators review the organization’s business processes. Overall, 180 17002 can be wsed to
determine and improve upon a company's information security posture.

Financial Risk Management — 50X

The Public Company Accounting Reform and Investor Protection Act of 2002, commeonly known
as the Sarbanes-Oxley Act (SOX), was intended to regain the public trust in corporate governance
and financial practices in the wake of corporate scandals.” The Act is armanged into 11 titles and
applies to various topics including:

Compliance;

Auditor independence;

Corporate governance; and

Enhanced financial disclosure.

The aim of SOX is o, among other things, “enhance corporate governance through measures thar
will strengthen internal check and balances.”™ To reach that end, the Act and subsequent

lanons  require o 1 reporting and, ultimately, continuous oversight of all company
operations. Since all of this is enabled through information technology, SOX has become as much a
guideline for I'T systems as it 13 for audinng systems. Corporate security executives have started 1o
redesign their asset, system, and network security to meet the requirements of SOX by:

*  Assessing the current state of the I'T control environment;

* Designing controls necessary 1o meet the requirements of Sarbanes-Oxley:
* Developing an approach for testing and sustining controls nto the future;
* Idennifying exceptions and related remediation plans and adding; and

* Compensating controls for exceptions identified.”

1 IS0/ LEC 202005 (E). Fnfarmation Tectwodagy-Security Techwigues-Cade of Practice for Iufarmtion Security Mawersent,
I ional Standards Organization, Geneva, 2005,

17 Sarbanes-Ondey Act of 2002 HR 3763, 107 Congress, 2d Session (July 30, 2002) PL 107-204; 116 Star 745,

[T Controd Obyctives for Sariawer-Osdey: The Rale of IT iw the Design and Iplesvensaiion of Iernal Control Orer Finawaal
Reparting, 2nd Edition, IT Govemance Institute, 2006,

* Thid.

VerDate Nov 24 2008  08:44 Dec 16, 2009 Jkt 000000 PO 00000 Frm 00080 Fmt6633 Sfmt6621 H:\DOCS\110-HRGS\110-82\48977.TXT HSEC PsN: DIANE

11082-35.eps



75

Due to the size of and complexity of the reports required under SOX, a great deal of nformation
about the intemal operations of a company are continuously gathered and analyzed. Complunce
with the Act thus lays a foundanon for implementing enterprise nisk management capabilines thar
did not previously exist for many companies; an organization cannot manage its risk when it
suppresses information about business realities.”

5) Defining the Role of DHS

Measurable nsk management improvements for critical infrastructure sectors, as laid out in the

NIPP, require etfective ERM practices on the enterprise level, Industry standards, metrics, and best

practices, such as SOX and 150, are promoted through professional certifications, such as the

CISSP and CPP, and through academic degree programs,

A DHS-sponsored curnculum thar contuns elements from existing education and training programs

used by the private sector has two advantages:

Lo It allows DHS to integrate methods and metrics laid oot in planning documents with privare
sector enterprise osk mamagement approaches, mcluding assessments costs and benefits of
!H.'L'llr”} investments,

(%]

It will attract private sector partiapants who may use the instruction provided as continuing
education leading to certification of their secunity personnel.

As a result, the participants in the courses will have a better undemstanding of the DHS nsk
framework and metrics requirements, and will be able to select and implement one or more
enterprise risk management processes that are geared towards increasing their asset and system
security consistent with the national protection framework.

6) Integration

Within DHS, 4 number of imitianves have been developed to assist i establishing baseline
knowledge of sector security postures, evaluaning ongoing CI/KR protection activities, and making
*h as a Metries and Reporting

mformed decisions about future CI/KR protection activinies
Program (NIPP Metric Collection Program or NIFP Metrics Survey)

Ideally, sector-devel metrics would be aligned with standard data already gathered by individual
companies in the course of their enterprise nsk management process. Provided on a voluntary basis,
and aggregated through the sector coordinating mechanisms, they would contribure to a berter
understanding of the state of security in crtical infrastructures. Appendix D (Metnes for I'T Security)
contans a list of metrics that are used in the context of ERM. Further research is required to a)
identify what companies use which of these metrics, and over what peniod of time, and b) develop
categories, filters, and algorithms to match up the individual company metrics with the secror-level
Catcgones,

pagement on the Foundation Lad by Sacbanes-Onley.” KnondeadseLouder”

Lnsf

W cader,

= James Deloach, "Building Enterprise Risk Mar
{August 25, 203] W

Web+Content/S; Apnl 26, 2007).

Mr. LANGEVIN. The Chair now recognizes Mr. Clinton for 5 min-
utes. Welcome.

STATEMENT OF LARRY CLINTON, PRESIDENT, INTERNET
SECURITY ALLIANCE

Mr. CLINTON. Thank you, Mr. Chairman, Mr. McCaul.

The Internet Security Alliance believes the threat to our econ-
omy, our Nation, and our citizenry from cyber attacks is real and
growing. We also believe that government and industry must work
much more aggressively to address these threats. We are past the
time for simple education. Now is the time for action.

However, for industry and government to create a sustainable
and effective cyber defense system, we need a fundamental rethink-
ing about how we address these issues.

First, the Internet is unlike anything we have ever dealt with be-
fore and, hence, securing it will require a solution unlike anything
we have done before. In its June 2006 GAO report, they cited the
number one challenge to developing a public-private sector partner-

VerDate Nov 24 2008  08:44 Dec 16, 2009 Jkt 000000 PO 00000 Frm 00081 Fmt6633 Sfmt6601 H:\DOCS\110-HRGS\110-82\48977.TXT HSEC PsN: DIANE

11082-36.eps



76

ship for cybersecurity was the innate characteristics of the Internet
itself. The Internet is just different. It transmits phone calls but it
is not a phone line. It makes copies but it is not a Xerox machine.
It houses books but it is not a library. It broadcasts images but it
is not a TV station. Is critical to our national defense but it is not
a military installation.

The Internet is international, interactive, constantly changing,
constantly under attack. We cannot simply cut and paste old gov-
erning systems and realistically expect that we are going to be able
to manage this new system effectively.

Even if Congress were to enact an enlightened statute, it would
reach only to our natural borders and hence would not be com-
prehensive enough. Even if some agency wrote a brilliant regula-
tion, it would probably be out of date before it got through the en-
tire process.

Second. Information security, as Ms. Katzen has pointed out, is
not a static and merely technical problem. The threats to the Net
have recently morphed from the broad, benign, and well publicized
attacks like Love Bug and Blaster, to Designer Now-ware that is
constructed to target specific systems where it can reside unde-
tected for a long time while causing significant economic and phys-
ical damage.

As a result, traditional antivirus software and viral solutions are
becoming inadequate. To adequately address the modern threats,
we need an ever-evolving system that addresses all the
vulnerabilities, technical and otherwise.

Third, the threat to our infrastructure from cyber attack is very,
very serious and growing.

Two years ago, the Internet Security Alliance reported to this
committee that the main protocols that the Internet is based on
were over 30 years old and had multiple well-known security flaws.
Since then, the massive growth in Internet use based on these
same protocols has increased our vulnerability at a massive rate.
Moreover, the Internet attacks are no longer based on publicity but
now are designed to generate money or, more insidiously, power
and destruction.

Especially worrisome are cyber attacks that would hijack sys-
tems with false information in order to discredit systems and do
lasting physical damage. At a corporate level, attacks on this kind
have the potential to create liabilities and losses large enough to
bankrupt large companies. At a national level, attacks directed at
our critical infrastructure industries could cause hundreds of bil-
lions of dollars worth of damage and thousands of lives.

But, fortunately, we know a good deal about how to protect our-
selves. The best evidence of this is that the Internet has been
under attack constantly thousands of times a day and has yet to
go down. The largest study ever done of best practices found that
organizations that follow the approved best practices for informa-
tion security have shown a remarkable ability to fend off attacks,
recover from attacks, and even deter attacks. The problem is, we
need more entities to embrace these practices while also working
with us to develop new ones.
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The best mechanism to effectively establish a sustainable defense
system is to inject market incentives to motivate the adoption of
best practices.

Unlike some of the conversation at the first panel, markets do
not emerge spontaneously. They must be created and managed.
That is what we need to do with cybersecurity.

In this regard, the Internet Security Alliance has come to the
committee with a specific and concrete proposal. This proposal is
detailed more fully in our written testimony, but it offers a market-
based incentive program to bridge the gap between the purely vol-
untary program as outlined in the national strategy to secure cyber
space, and a regulatory model which, A, won’t work and, B, would
probably be counterproductive.

The core elements of the Cyber Safety Act would be for govern-
ment to use its market power instead of its regulatory power to
promote security primarily through the procurement practice. Con-
gress can lead by example, as Ms. Katzen pointed out. Congress
can tie incentives such as civil liabilities safe harbors such as those
that are currently provided in the SAFETY Act. Congress can stim-
ulate the stunted cyber insurance market, and I would be delighted
to discuss the specifics with this further with the committee. And,
Congress can create government industry consortiums similar to
what we did with the Sema-Tech to solve our computer chip prob-
lem in the 1980s. And, government can create awards programs.

There are other market-based programs such as the use of model
contracts that we can use to expand the perimeter of cybersecurity.
But I urge the committee to consider acting, but acting in a novel
and creative fashion. The old system wont work. A new system
must be created. Thank you.

[The statement of Mr. Clinton follows:]

PREPARED STATEMENT OF LARRY CLINTON

Good Morning, I am Larry Clinton, President & CEO of the Internet Security Alli-
ance (ISAlliance). I also am a member of the DHS’s Communications Sector Coordi-
nating Council, the Critical Infrastructure Partnership Advisory Council and serve
as an Officer on the IT Sector Coordinating Council.

ISAlliance is a cross-sector trade association focused exclusively on information
security. We were created in 2001 as collaboration with the Carnegie Mellon Univer-
sity. We now have roughly 1,000 member companies. We provide our members with
a range of services, including technical, business operational and public policy.
ISAlliance provides its members with an integrated series of security services ad-
dressing the technical, legal, business and public policy concerns simultaneously.

I want to thank the Chairman for inviting me to participate.

ISAlliance continues to believe that the threat to our economy, our nation, and
our citizenry from cyber attacks is real and growing.

We also believe that government and industry must work much more aggressively
to address these threats. We are past the time for simple education about the cyber
threat. Now is the time for action.

However, for industry and government to create a sustainable and effective sys-
tem of cyber defense we need a fundamental re-thinking of how we go about ad-
dressing these issues.

This rethinking must include at least three critical realizations.

First, the Internet is a technology unlike anything we have dealt with before and
hence will require a solution unlike what we have traditionally used to address
technology and business.

We need to change the way government, perhaps including Congress, thinks
about and conceptualizes its role in assuring Internet security. In its June 2006 re-
port, “Internet Infrastructure: DHS Faces Challenges in Developing a Joint Public/
Private Recovery Plan,” the GAO got it right. It listed as the number one challenge
we face the “innate characteristics of the Internet.”
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How then is the Internet different?
o It transmits phone calls but it is not a phone line.
o It makes copies but it is not a Xerox machine.
o It houses books but it is not a library.
e It broadcasts images but it is not a TV station.
o It is critical to our national defense, but it is not a military installation.
e It is all these things and much, much more.

The Internet is international, interactive, constantly changing, constantly under
attack, then changes and changes again.

It is not even really an “It.” It is actually lots of “Its” all knitted together—some
public, some private—all transmitting information across corporate and national
borders without stopping to pay tolls or check regional sensitivities.

We can not simply “cut and paste” previous governance systems from old tech-
nologies or business models and realistically expect that we will be able to manage
this system effectively.

The regulatory model we have traditionally used to govern business has not
changed much since we created it to deal with the breakthrough technology of 2 cen-
turies ago—the railroad.

To manage the railroad, Congress decided to create an expert agency, the ICC,
to pass specific regulations. The ICC begat the rest of the alphabet soup: the FCC,
the SEC, the FTC. And, that system has worked arguably well in most instances.

But that system will not work with Internet security. Even if Congress were to
enact an enlightened statute, it would not have reach beyond our national borders
and hence would not be comprehensive enough. Even if some agency wrote a bril-
liant regulation, it would likely be out-dated before it got through the process, a
process that can be further delayed with court challenges.

And that assumes, unrealistically, that the political process inherent in a govern-
ment regulation system doesn’t “dumb-down” the eventual regulations so that we
wind up with a campaign-finance-style standard where everyone can attest that
they met the federal regulations, but everyone knows the system is really not work-
ing.

That may work in politics, but, frankly, we can’t afford that when it comes to
Internet security.

Regrettably not enough is being done, either by government or industry, to secure
cyber space. We have attempted to manage the risk of 21st century technology sole-
ly using regulatory models designed two centuries ago. While regulation has its
place, a new, more creative, model built on market incentives must be developed.

Yet, we can’t stand idly by either. We must, together, develop a mechanism to as-
sure an effective and sustainable system of security that will accommodate the glob-
al breadth of the Internet and still result in a dynamic and constantly improving
system of mutual security.

Second, information security is not a static technical problem. Even within the
past couple of years the threats have become not just more sophisticated, but more
subtle.

For example, we now know that threats to the net have morphed from broad and
often relatively benign, if well publicized, attacks like Love Bug and Blaster, to de-
signer malware constructed to target specific systems where it can reside undetected
gy traditional methods for an indeterminate period of time while causing serious

amage.

As a result, traditional AV software and firewall solutions are becoming inad-
equate. However, a new generation of security products has been, and continues to
be, developed to address the continually evolving threats.

To adequately address information security concerns we need to address the full
organizational system which relies on information infrastructure.

Our members now look to us to provide a comprehensive risk management ap-
proach that encompasses the full-system approach necessary to address the prob-
lem. An example is our Enterprise Integration Program which addresses discrete
cyber security issues ranging from preventing and handling breaches of personal in-
formation to securing the IT supply chain in the era of globalization.

We address these issues by looking at their technical, business operational,
human resource, legal and public policy aspects simultaneously and developing an
integrated solution. We would commend this fully integrated model to our govern-
ment partners to consider.

Third, the threat to this nation’s and the world’s economic infrastructure from the
risk of cyber-attack is real.

Two years ago ISA reported to this Committee that the main protocol used to pro-
tect this data is over 30 years old and has multiple well-know security flaws.
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Since then the massive growth in Internet use based on these same protocols has
increased the vulnerability of the Internet at a massive rate.

In addition there are now far more attackers and they have become increasingly
more sophisticated. Whereas only a few years ago “hackers” created cutely named
attacks like the “love bug” and “slammer” largely to get attention, the current gen-
eration use stealth and designer malware that is difficult to detect and in some
cases virtually impossible to eradicate.

Even worse, the motivation for Internet attacks is no longer publicity, but money,
and more insidiously power and destruction.

Especially worrisome are the cyber-attacks that would hijack systems with false
information in order to discredit the systems or do lasting physical damage. At a
corporate level, attacks of this kind have the potential to create liabilities and losses
large enough to bankrupt most companies. At a national level, attacks of this kind,
directed at critical infrastructure industries, have the potential to cause hundreds
of billions of dollars worth of damage and to cause thousands of deaths.

Some of the attack scenarios that would produce the most devastating con-
sequences are now being outlined on hacker websites and at hacker conventions.
The overall patterns of cyber intrusion campaigns suggest that a number of poten-
tially hostile groups and nation states are actively acquiring the capability to carry
out such attacks. Meanwhile, the many ways in which criminal organizations could
reap huge profits from highly destructive attacks are also now being widely dis-
cussed. Forth, there is some good news: We actually know a good deal about how
to protect the Internet.

The best evidence of this is that although the Internet is under attack con-
stantly—thousands of times a day—it has yet to fail. The owners and operators of
the Internet, primarily the major private sector players are doing a terrific job man-
aging the defense.

Major independent surveys, such as the PricewaterhouseCoopers “Global State of
Information Security”—the largest study of its kind—have indicated that those enti-
ties that follow approved best practices of information security show a remarkable
ability to fend off attacks, recover from attacks and even deter attacks.

The problem is that as the Internet continues to grow we need more entities to
embrace these practices and technologies while also working with us to develop new
ones.

The critical question is: how precisely can we create such a system, if the models
we have used for previous technologies are inadequate?

The best mechanism to assure an adequate and sustainable defense system is to
inject market incentives to motivate the adoption of best practices.

That has been the mantra of the Internet Security Alliance, and The National In-
frastructure Protection Plan officially embraced the need for a government sup-
ported market based incentive program stating that the “Government
can. . .[create] an environment that supports incentives for companies to volun-
tarily adopt widely accepted sound security practices.”

Fifth, there is a concrete proposal for moving forward.

The ISAlliance has long campaigned for the development of a publicly supported
market based incentive program to bridge the gap between a regulatory and pure
volunteer approach.

ISAlliance believes that the Federal government should advance homeland secu-
rity preparedness through reliance on existing published standards and best prac-
tices, and defer to the private sector to continue to invest in and develop appropriate
general and industry-specific standards for improved security.

Fortunately, there exist a number of paths, most with Congressional precedent,
for Congressional action to provide incentives that are in the national interest.
Among these paths are:

1. Congress can use its market power, instead of its regulatory power by more
prominently including security, along with cost into its procurement process.

2. Congress can lead by example by fully funding federal agency needs for cyber
security and integrating security compliance into personnel evaluations along
with other HR criteria

3. Congress can tie incentives such as civil liability safe harbors such as those
provided in the Safety Act, or provide procurement credits to companies who
can demonstrate compliance with market generated best practices for cyber se-
curity;

4. Congress can stimulate the stunted cyber insurance market by temporarily
sharing the risk of a massive cyber-hurricane until the market is sufficiently
large to take the risk themselves.

5. The Congress can create an industry/government/university consortium to
stimulate the needed research, development and adoption of security protocols,
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s%lmilar to the Sema-Tech model used in the late 1980s to address the computer
chip gap.
6. The Government can create awards programs similar to the “Baldrige
Awards” for quality which eventually became a sought after market
differentiator for corporations.

Earlier this year the Board of Directors of the Internet Security Alliance met and
approved an outline for a legislative approach we offer for your considerations which
we call the “Cyber-Security Safety Act of 2007.” I spend the balance of my statement
further detailing our thoughts on how the Saftey Act can be used as a model for
improved cyber security.

We do not come to the Committee with legislative language which we are endors-
ing, but rather with a set of concrete policy proposals we urge the Congress to work
with us on perfecting.

We believe the “Cyber Safety Act” offers a coherent approach which will create
specific Federal support for a package of incentives that will affirmatively encourage
private sector investment in improved security and protection of the Internet. I
would like to use the remainder of my testimony to outline he specific incentive rec-
ommendations and offer a brief analysis in their support:

e Establish a mechanism which will enable companies that adopt standards-
based information security programs or best practices to be qualified to receive
the specified incentives (“Qualified Companies”).

The availability of incentives requires some type of baseline as a criterion to be
met for the incentives to be available. The ISAlliance has long advocated that
private sector standards and best practices are already in place that can be
adopted by DHS as a basis for incentives.

o Create, in connection with privacy reform legislation (such as uniform breach
notice laws), a Federal limitation of liability for Qualifying Companies that
would limit their liability for breaches that occur, notwithstanding their use of
standards-based security and best practices.

Information security is closely associated with privacy protection. Many compa-
nies otherwise eligible to be Qualified Companies have large volumes of personal in-
formation requiring protection under various Federal and state laws. Those compa-
nies will not be motivated to move forward with their cyber-security investments if
they still are exposed to liability when breaches occur notwithstanding good security
practices. As a final piece of the litigation-related incentives, this incentive elimi-
nates the inhibitor of continued privacy-related liability for Qualifying Companies.

o Establish Federal Acquisition Regulations (FARs) and other legal frameworks
through which private sector companies do business with the United States gov-
ernment that:
Require the agencies to specify published standards and best practices as
required elements for any contract relating to information security, data
protection or similar services.
e Qualified Companies should be able to acquire additional cyber-security in-
surance to cover losses arising from CINS-related catastrophic events, and limit
their liability to third-parties to the amount of that insurance. The amount of
fhei) ilnsurance acquired must be reasonable in order to qualify for the limited
iability.

Many companies defer investments in improved security out of a concern that,
even with improved security, they are not protected from liability for losses that
occur despite the quality of their security controls. Businesses are encouraged to in-
vest in becoming Qualified Companies when they are offered the protection that is
provided by (a) assuring the availability of insurance to cover losses from CINS-re-
lated catastrophic events and (b) limited their liability to the amount of insurance
that has been obtained.

The principles of limiting liability to encourage improved homeland security are
similar to the structures used to incent new homeland security technologies under
the SAFETY Act which was enacted as part of the Homeland Security Act of 2002.

e To support the preceding insurance market, the Federal government should
create within DHS a national program for temporary, short term reinsurance,
through which insurers may purchase reinsurance coverage for their exposure
to CINS-related catastrophic losses under policies issued to Qualified Compa-
nies.

Insurance carriers have been reluctant to create a vigorous marketplace for cyber-
security insurance. The chief reason is that the insurance companies lack sufficient
experience with cyber-terrorism to effectively evaluate the overall risks in order to
determine effective premium levels, particularly for CINS-related catastrophes.

The proposed establishment of a reinsurance program provides underwriting for
the insurance companies. In the event losses are incurred by the purchasing insur-
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ance carrier is greater than their reinsurance deductible, the insurer would be enti-
tled to coverage under the reinsurance agreement with the Federal program. The
program administrator would have the right to increase future reinsurance pre-
miums as deemed necessary to accomplish a revenue neutral goal. Over time, the
program could be sunsetted as the insurance market gains experience with cyber-
security coverage. This solution is similar to Federal legislation that enhances the
airline transport industry.
e Qualified Companies with appropriate insurance will also have litigation-re-
lated incentives available, excluding liability for consequential and punitive
damages and limiting their liability for non-economic losses.
Similar to the incentive provided by a limitation on losses to the available
insurance, the limitation of liability for consequential and punitive dam-
ages, and limited liability for non-economic losses removes a serious inhib-
itor to information security investments—i.e., the risk of losses for which
responsibility is assigned notwithstanding a company’s good faith invest-
ments in adequate information security. Eliminating that inhibitor encour-
ages a more secure preparedness, company-by-company.
On many occasions, the Federal government has employed its influence as
a major purchaser from the private sector to encourage companies to de-
velop and implement improved business practices. Establishing criteria tied
to providing services to the government offers new market opportunities to
Qualified Companies and, in doing so, provides strong economic incentives
to improving their cyber-security.
e Establish a “Baldrige Award” for information security quality and excellence,
coordinated with specific industry organizations to develop and create aware-
ness of information security as a competitive differentiator.
The Malcolm Baldrige Award by the US Department of Commerce has be-
come a cherished recognition of excellence in the marketplace. A similar
program, perhaps recognizing information security excellence within indus-
try sectors, will greatly increase awareness of the value of information secu-
rity and its function as a competitive differentiator, thereby encouraging
new investments.
e Create and fund an industry/government/university consortium to stimulate
the needed research, development and adoption of security protocols that can,
in turn, stimulate improved technologies for adoption across the private sector
and government computer systems.

In the late 1980’s, the Federal government provided matching funding to create
an industry-government cooperative consortium that collaborated in accelerating so-
lutions to common manufacturing problems in semi-conductor production
(SEMATECH). This successful model revitalized the U.S. semiconductor industry
and continues to generate industry leadership and innovation long after Federal
funding was voluntarily terminated by the consortium.

A similar program today will enable government, academia and industry to work
together to replace today’s security poor Internet protocols with security-rich proto-
cols. Those protocols can enhance the quality and integrity of the hardware devices,
switches and other components from which the Internet is constructed.

Mr. LANGEVIN. Thank you, Mr. Clinton.
Mr. LANGEVIN. And the Chair now recognizes Dr. Gordon to sum-
marize your statement for 5 minutes. Welcome, Dr. Gordon.

STATEMENT OF LARRY GORDON, ERNST & YOUNG, ALUMNI
PROFESSOR, MANAGERIAL ACCOUNTING INFORMATION
ASSURANCE, ROBERT H. SMITH SCHOOL OF BUSINESS,

Mr. GOrRDON. Chairman Langevin, Chairwoman Jackson Lee.
Thank you very much for inviting me here. My comments are going
to focus on how to improve cybersecurity investments within the
private sector. I am going to concentrate on four points which are
all (iietailed in my testimony that I wrote up and submitted al-
ready.

But before I talk about these four points, let me just mention two
things. One is that in the private sector, efficient allocation of re-
sources is fundamental, and the reason that is fundamental is be-
cause that leads to profits, and profits leads to increasing the value
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of the firm. And increasing the value of the firm is a key concern
to all senior executives in the private sector.

The second point I want to make is that investments in cyber
computer compete with other investments. And I think that is also
fundamental to keep in mind.

With that said, let me go to my four points. The first point I
want to make is that the best, the strongest incentive by far is to
have the private sector recognize that it is in their best interests
in terms of increasing the value of the firm to increase investments
in cybersecurity.

There is a well-established process among business people for
looking at efficient allocation of resources. That often is a concept
that falls under the umbrella of what we sometimes call making
the business case. Making the business case is the notion of using
a well-established metric cost benefit analysis. There are various
models of cost benefit analysis. And actually looking at alternative
investments, rank ordering them, and then allocating their re-
sources.

So my first point is that in order to get business people to invest
more in cybersecurity, what you want them to do is to recognize
the importance of efficient allocation of resources toward cybersecu-
rity investments. In other words, it is an internal incentive. It is
a business incentive.

Now, one of the problems in this regard is that the people who
are often arguing for cybersecurity investments, the CIOs, the chief
security officers, their training is primarily in technology what you
might call computer security. And many of them, at least tradition-
ally, have not been well versed in the notion of how to make the
business case. So let me give you a little real world story.

About 5 years ago, I was approached by the chief security officer
for a Fortune 500 company, and he came up to me and said—he
met with me for lunch, and he was all upset because he met with
his CFO for his company and he asked for a $10 million upgrade
to the network, the security of the network for that company. And
the CFO said to him: Where is your business case?

So when he came to me and we discussed it at lunch, he said:
What’s wrong with the CFO? Doesn’t he understand the impor-
tance of security? And my immediate reaction was: If I were the
CFO, when you left the room I would probably be saying, what’s
wrong with you? Don’t you understand the importance of econom-
ics? If I give you $10 million to upgrade the security.

I am essentially taking away from something else. And the name
of the game for the private sector is, generating profits so that
what you can do is you can increase the value of the firm. And
when you talk about cybersecurity investments, it is what we call
in capital budgeting a cost savings project. And what you really
want to do when you are in a private sector is not only save costs,
but equally if not more important is increase revenues. In other
words, there is two ways to increase profits. You can increase reve-
nues, save costs.

And when you talk about cybersecurity investments, one of the
big problems, this is my second point, is estimating the benefits
which are really cost benefits here, what you are really talking
about is estimating the cost savings. And the cost savings are par-
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ticularly tough to estimate for two reasons. One is a big chunk of
the cost savings really come from, if you have a cybersecurity
breach what you have here is you lose customers and so a big
chunk of those cost savings come from avoiding lost customers. And
a second big chunk of those cost savings come from the notion of
potential liabilities. And these are two very tough things to meas-
ure. And in order to measure them properly, you have got to take
into consideration risks, the risks associated with the breach.

And there are different notions of risk. There is a well-estab-
lished body of literature in economics and finance and in insurance
which has all kinds of metrics for measuring risk. These metrics
have not been well integrated into the cybersecurity literature. You
don’t have to go out and discover new metrics. They are there al-
ready. So that is my second point.

My third point is that when you talk about cybersecurity, you
have got another unique kind of issue and that is you have got
what we call spillover effects, or in economics we call it
externalities. And these externalities really relate to the fact that
a big chunk of the costs associated with cybersecurity are private
costs, costs associated to a private company. But also, another large
share of these costs we call social costs. And these social costs, this
is where government incentives become important. These social
costs are costs that are borne by other companies, not the company
that is not practicing cybersecurity.

And my last point that I want to make relates to Sarbanes-Oxley
Act, or affectionately known as SOX. One of the things that recent
research has shown is that SOX actually has as a side effect in-
creased the cybersecurity activities of firms. It was, seems to me,
unintended. Part of SOX requires that corporations improve their
internal controls systems. There is no way an internal control sys-
tem can be improved if you don’t have strong security. And what
has happened since SOX has gone into effect, research has shown
that corporations are increasing their security activities.

I would suggest that in respect to all four of these points, that
this committee and the Department of Homeland Security can do
several things to improve cybersecurity investments. First, my first
recommendation would be to set up some kind of workshops associ-
ated with making the business case for cybersecurity investments.
That is the first thing.

The second thing is that we need more research in looking at
how do you actually determine the benefits associated with cyber-
security investments.

Third, we need to look at the kinds of incentive plans that gov-
ernments set up related to these externalities, these social costs.

Now, lots of people talk about tax credits, and that is certainly
one option. Another option, one that I probably think should be
looked at more carefully, is maybe the government needs to set up
tough security standards. Now, you can do this by regulation, but
I would recommend something different. I might recommend set-
ting up tough security standards, and alongside of those is basi-
cally give preferential treatment on government contracts to those
companies that comply with those standards. So you are giving
them an economic incentive to comply with those standards.
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And the last point I want to make is I think this committee and
DHS should take a close look at the relation between cybersecurity
activities at firms and Sarbanes-Oxley Act. I think what you will
find is that a lot of good things are coming out of that that actually
relate to your concern with improving cybersecurity in the private
sector.

Thank you for giving me this opportunity, and I will be glad to
answer any questions you have related to my comments.

Mr. LANGEVIN. Thank you, Dr. Gordon, and I thank the panel for
their testimony.

[The statement of Mr. Gordon follows:]

Incentives for Improving Cybersecurity in the Private Sector: A Cost-Benefit
Perspective

PREPARED STATEMENT OF DR. LAWRENCE A. GORDON

(http:/lwww.rhsmith.umd.edul/faculty/lgordon/)

Thank you for inviting me here today to talk about economic aspects of improving
cybersecurity in the private sector. I commend the members of the Subcommittee
for focusing on this critical and complicated issue.

Introduction

My comments today will center on ways of encouraging (i.e., providing incentives
for) investments that are directed at improving cybersecurity in profit-oriented orga-
nizations operating in the private sector. However, much of what I have to say
would also apply, with some modifications, to non-profit organizations (in both the
private and public sector). My comments are based on an ongoing stream of research
on “economic aspects of cyber/information security” that I (along with several col-
leagues) started in 1998. Part of this research has already been published, as indi-
cated in the reference section at the end of this testimony.!

A key concern among profit-oriented organizations is efficiency. This concern is
usually thought of in terms of facilitating the generation of profits (i.e., the dif-
ference between revenues and costs) for the owners of an organization, with the ulti-
mate goal being to increase the value of the organization. Indeed, the most pow-
erful incentive for an organization in the private sector to invest in cyber-
security activities is the motivation to increase the organization’s value to
its owners. For a publicly traded profit-oriented corporation, this value proposition
is 1usually (or at least primarily) thought of in terms of increasing the stockholders’
value.

At the heart of implementing this stockholders’ value proposition is the notion of
cost-benefit analysis. “Cost-benefit analysis compares the costs of an activity to the
benefits of that activity, thereby focusing attention on the process of efficiently allo-
cating scarce resources among competing activities. In the context of cybersecurity,
the cost-benefit analysis principle means that managers need to compare the costs
of an additional information security activity with the benefits derived from that ac-
tivity” (Gordon and Loeb, 2006, p. 20-21). When the benefits exceed the costs, the
value of the organization will increase. Thus, in considering a decision to in-
crease spending on cybersecurity activities, it is important that the organi-
zation believe that the benefits will exceed the costs.

A fundamental assumption underlying the above concept of cost-benefit analysis
is the fact that organizations have scarce resources that need to be allocated to com-
peting activities, including cybersecurity activities. In other words, cybersecurity ac-
tivities are competing with other organizational activities (e.g., new product develop-
ment, R&D, merger and acquisition decisions, fringe benefits for employees, etc.).
If an organization invests more in cybersecurity activities, that means less will be
available for other initiatives (i.e., organizations have finite resources to invest in
competing projects). Accordingly, it is important for profit-oriented organizations to
be able to argue that cybersecurity investments represent a more efficient allocation
of organizational resources (on a cost-benefit basis) than if such resources were put
to an alternative use (e.g., developing a new product). In the vernacular of business,
this means it is important to be able to “make the business case” for investing

1Given the limited nature of this testimony, many facets of the above noted stream of re-
search are not directly addressed in this document (e.g., cybersecurity risk management).
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in the cybersecurity activities. Generally speaking, there is a well established proc-
ess for making the business case for an investment, including investments in cyber-
security activities. Figure 1 provides a diagram of that process.

As indicated in Figure 1, making the business case starts with specifying the
cybersecurity objectives for the organization. Next, various alternative investments
for achieving the cybersecurity objectives need to be identified. Once the alternatives
have been identified, the data associated with each alternative needs to be specified
and analyzed. The next step is to conduct a cost-benefit analysis and to rank the
various investment alternatives, followed by the allocation of resources to particular
cybersecurity investment(s).2 The final step in the business case framework is to
conduct a post-audit of the investment decision (i.e., evaluate the effectiveness of the
cybersecurity investment decision).

Unfortunately, making the business case for cybersecurity investments is often
more difficult than making the business case for many other investments. There are
at least three separate, albeit related, aspects to this added difficulty. First, the ben-
efits derived from cybersecurity investments are especially difficult to assess. Sec-
ond, the risks associated with cybersecurity investments are also especially difficult
to assess. Third, there are externalities (spill-over effects) associated with cybersecu-
rity investments. A brief discussion of each of these concerns is provided below.

In addition to the benefits, risks and externalities associated with cybersecurity
investments, there are two other items that are important to any discussion of im-
proving cybersecurity investments in the private sector. These two additional items
concern the total amount to spend on cybersecurity activities and the Sarbanes-
Oxley Act of 2002. A brief discussion of both of these items is also provided below.

Benefits Derived from Cybersecurity Investments

The first difficulty associated with cybersecurity investments has to do with iden-
tifying and estimating the benefits derived from such investments. The primary ben-
efits associated with cybersecurity investments are the future “cost savings” derived
from the prevention of losses due to cybersecurity breaches.? However, if breaches
were prevented, the actual losses would not occur and therefore would not be ob-
servable. In fact, the better the security, the less an organization will observe the
losses resulting from cybersecurity breaches. Thus, organizations need to estimate
the potential losses from cybersecurity breaches in order to estimate the benefits de-
rived from cybersecurity investments. These estimates can be based on past experi-
ences, where such experience exists.

A fundamental problem in coming up with estimates of the benefits de-
rived from cybersecurity investments is that the most important potential
losses are due to unobservable lost customers resulting from -cyber
breaches and the potential liabilities associated with cyber breaches. In
fact, as shown in the Campbell et al. (2003) study, these costs can be staggering.*
Unfortunately, even when organizations have data upon which to estimate the ex-
plicit losses associated with detecting and correcting past breaches, they rarely have
data upon which to estimate the implicit losses associated with lost customers and
the potential liabilities.

One way of addressing part of the problem discussed above concerning estimates
of the benefits of cybersecurity investments is to take a “wait-and-see” approach to
such investments. As pointed out in the Gordon, Loeb and Lucyshyn (2003a) study,
this wait-and-see approach is consistent with the “real options” (more specifically,
the “deferment option”) approach to capital budgeting. Of course, as the name sug-
gests, it also means that it is often best to defer certain investments in cybersecurity
due to the problems associated with estimating the potential benefits.

The fact that the benefits derived from cybersecurity investments are essentially
“cost savings” raises an additional issue not discussed above. That additional issue
has to do with the fact that most corporate executives would prefer to increase prof-
its by increasing revenues rather than by decreasing costs. The reason for this pref-
erence is due to the fact that the stock market tends to reward the owners of firms
for growth as well as efficiency. Thus, in competing for funds, cybersecurity invest-
ments have a built in bias against them relative to “revenue generating” projects.

2For a detailed explanation on the mathematics underlying cost-benefit analysis, based on dis-
counted cash flows, see Chapter 2 of Gordon and Loeb (2006).

31t can also be argued that cybersecurity investments can create a competitive advantage for
an organization, which in turn translates into potential benefits. Although this argument is cor-
rect, such benefits are generally considered to be secondary in relation to the potential cost sav-
ings from such investments.

4The Campbell et al. (2003) study also shows that many cybersecurity breaches are not statis-
tically significant, in an economic sense.
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Risks Associated with Cybersecurity Investments

The second difficulty associated with cybersecurity investments deals with the
risks (or uncertainty) associated with such investments.? It is important to recognize
at the onset that 100% security is rarely feasible in a technical sense, and certainly
not cost-beneficial in an economic sense. Thus, it is important to realize that cyber-
security investments are intended to reduce the risk (i.e., probability) of cybersecu-
rity breaches. However, determining the reduction in the probability of a particular
breach taking place, let alone a string of breaches taking place, as result of a cyber
investment is extremely difficult to estimate. Nevertheless, in estimating the bene-
fits from cybersecurity investments it becomes necessary to associate those benefits
with the probability of the occurrence of security breaches. In other words, the “ex-
pected” cost savings (i.e., expected benefits) from cybersecurity investments are ac-
tually derived by multiplying the potential cyber losses by the difference between
the probability of the cyber security losses occurring prior to the cybersecurity in-
vestment and the probability of the cybersecurity losses occurring after the invest-
ment.

Not surprisingly, estimating the before and after probabilities associated with
cyber losses is more an art than a science. Thus, many have argued that the entire
process of trying to estimate the expected benefits derived from cybersecurity invest-
ments is nothing more than an academic exercise. However, the fact that it is
difficult to estimate the risk (uncertainty) associated with cybersecurity
breaches should not be used as an excuse for avoiding the determination
of such estimates.

Another aspect of the risk associated with cybersecurity investments deals with
the definition of the term risk. In the cybersecurity literature, risk is usually associ-
ated with the expected loss from security breaches (i.e., the sum of the product of
potential losses multiplied by the probability of such losses). The goal of reducing
the risk of a cybersecurity breach, according to this definition of risk, is to reduce
the expected loss. However, there are other important notions of risk that should
be of interest to those responsible for allocating cybersecurity investments. For ex-
ample, reducing the variance (i.e., variation) of the potential losses is another valu-
able facet of risk when discussing cybersecurity investments.6 Although beyond the
scope of the testimony being submitted today, it should be noted that one way for
an organization to reduce the risk associated with cybersecurity breaches is to in-
vest in cybersecurity insurance (see Gordon, Loeb and Sohail, 2003).

Externalities Associated with Cybersecurity Investments

The third difficulty associated with cybersecurity investments relates to the
externalities (i.e., spillover effects) associated with such investments. These spill-
over effects are largely the result of the inherent interconnectivity associ-
ated with computer networks. In other words, the security of a computer net-
work—particularly the Internet—depends on the actions of all users of the network.
This creates a problem in the following sense. When a firm invests in information
security activities in an effort to improve its cybersecurity, it bears all the costs, but
does not reap all the benefits. The larger the share of the benefits that accrue to
other firms, the smaller the incentive for a firm to increase its investments in cyber-
security activities. This may result in the firm, and hence society, under-investing
in information security. While the government could, in principle, counteract this
tendency by creating incentives for information security investments (for example,
by offering tax credits for such investments), the government currently does not
know the right level of incentives to provide.

The externalities associated with the Internet have resulted in all sorts of efforts
to coordinate cybersecurity activities on both a national and international level. The
ISACs (Information Sharing Analysis Centers) and the US—-CERT (United States
Computer Emergency Response Team) are two good examples of efforts to coordi-
nate cybersecurity activities. Both of these efforts rely heavily on information shar-
ing related to computer security, with particular emphasis placed upon protecting
the nation’s critical infrastructure.

Information sharing has the potential for lowering the cost of cybersecurity for
each organization involved in such a program. Unfortunately, the free-rider problem
(i.e., the situation where each member of a group shares a little amount of informa-

5In the early economics literature, a distinction is sometimes made between the terms risk
and uncertainty (see Gordon and Loeb, 2006, p. 96). For purposes of this testimony, no such dis-
tinction is made.

6The expected loss and reducing the variance of potential losses are only two of the different
concepts of risk that could be considered in the context of cybersecurity investments. For a fur-
ther discussion of various risk concepts applicable to cybersecurity investments, see Chapter 5
of Gordon and Loeb (2006).
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tion, in the hope of learning a lot about the other members of the group), is preva-
lent among information sharing arrangements related to cybersecurity (see Gordon,
Loeb and Lucyshyn, 2003b). Thus, unless economic incentives are devised to offset
the free-rider problem, much of the potential benefit from information sharing orga-
nizations will not be realized.

How much in Total should be Invested in Cybersecurity Activities?

The cost-benefit framework discussed above provides a straightforward way of as-
sessing the benefits and costs associated with incremental investments in cybersecu-
rity activities. If we assume that an organization already has in place some initial
level of cybersecurity spending, then the total spending on cybersecurity activities
would be this initial spending plus the sum of incremental investments. A more so-
phisticated approach to deriving the right amount to invest in cybersecurity activi-
ties is to assume a zero-base starting position for such investments. In its most rig-
orous form, a mathematical model can be developed to derive the optimal amount
an organization should spend on cybersecurity activities. Although cost-benefit anal-
ysis would be embedded within such a model, an optimization approach would be
a far more sophisticated (in terms of the mathematics) approach to deriving the
right amount to invest in cybersecurity. This model should involve specifying secu-
rity breach functions, the potential losses associated with security breaches, the
probability of such losses, and the productivity of cybersecurity investments.

One model for deriving the optimal amount to invest in cybersecurity activities,
which has gained wide acceptance among academicians and many practitioners, is
referred to as the Gordon-Loeb Model. This model is described in the paper by
Gordon and Loeb (2002). It must be emphasized, however, that the Gordon-Loeb
Model is best viewed as a “framework” for examining the optimal level of spending
on cybersecurity, rather than as an absolute solution to the cybersecurity invest-
ment dilemma. Indeed, in the final analysis, determining the right amount to spend
on cybersecurity activities requires sound business judgment (based on experience
and knowledge related to a particular firm and industry), as well as the application
of sound economic principles. In other words, in the final analysis, there is no silver
bullet for deriving the right amount to spend on cybersecurity.

Since cybersecurity investment decisions are made based on expectations of the
future, the likelihood of getting the optimal solution to the investment problem is
close to zero. However, it is important to realize that on average an organization
would be better off by utilizing sound economic principles in making cybersecurity
investment decisions than ignoring such principles.

Sarbanes-Oxley Act has Created an Incentive to Increase Cybersecurity Ac-
tivities

The accounting scandals of the late 1990s resulted in the Sarbanes—Oxley Act
(SOX) of 2002. A key aspect of this legislation deals with the internal control re-
quirements of SOX under Section 404. In essence, SOX requires firms registered
with the U.S. Securities and Exchange Commission to develop sound internal con-
trol procedures associated with financial reporting. Given the computer-based na-
ture of modern organizations, it is generally agreed that sound internal controls im-
plies sound information security. Thus, as shown by Gordon, Loeb, Lucyshyn and
Sohail (2006), an indirect result of SOX has been to create an incentive for firms
to increase their information security activities (and by implication, investments) by
firms. In essence, research suggests that SOX has created a strong incentive
for organizations to increase their cybersecurity investments. Although the
above claim has not been directly tested, the findings by Gordon, Loeb, Luchyshyn
and Sohail (2006) clearly point to the validity of this claim.

Summary and Recommendations
The above discussion highlights several key aspects of investments directed at im-
proving cybersecurity within profit-oriented organizations operating within the pri-
vate sector. These aspects can be summarized in terms of the following five points.
1. The most powerful incentive for an organization in the private sector
to invest in cybersecurity activities is the motivation to increase the or-
ganization’s value to its owners. At the heart of implementing this value
proposition is the concept of cost-benefit analysis, which falls under the um-
brella of “making the business case” for cybersecurity investments. The idea
of deriving an optimal level of investment in cybersecurity activities is closely
associated with this cost-benefit concept. Unfortunately, many (if not most)
CIOs (Chief Information Officers) and CSOs (Chief Security Officers) are not
well versed in the economic underpinnings of cost-benefit analysis. Accordingly,
it is often difficult for those responsible for cybersecurity activities within a firm
to make a cogent argument for increasing the firm’s spending on such activities.
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Remember, an increase in spending on cybersecurity activities generally means
that less is available for spending on other initiatives (including revenue gener-
ating initiatives) within the organization. Thus, my recommendation is for this
Subcommittee to initiate an effort to establish training sessions for CIOs and
CSOs on how to apply cost-benefit analysis to cybersecurity investment deci-
sions. The development of these sessions could fall under the auspices of the
Department of Homeland Security. In my opinion, such training would go a long
way toward improving the allocation of private sector resources toward cyberse-
curity activities.

2. A fundamental problem in coming up with estimates of the benefits
from cybersecurity investments is that the most important potential
losses are due to unobservable lost customers resulting from cyber
breaches and potential liabilities associated with cyber breaches. Until
organizations feel more comfortable with their estimates of the benefits from cy-
bersecurity investments, it is unlikely they will make the necessary commit-
ment to such investments. In other words, the tendency will be to treat cyberse-
curity investments as a necessary evil rather than sound economic investments.
Thus, my recommendation is for this Subcommittee to encourage, under the
auspices of the Department of Homeland Security, additional research related
to estimating the benefits of cybersecurity investments.

3. The fact that it is difficult to estimate the risks associated with cy-
bersecurity breaches should not be used as an excuse for avoiding the
determination of such estimates. The risks associated with cybersecurity are
difficult to estimate. As a result, many view the process of deriving the “ex-
pected benefits” from cybersecurity investments as merely an academic exercise.
However, there is an extensive body of existing literature on risk that has direct
bearing upon cybersecurity investments. To date, this literature on risk has not
been well integrated into the cybersecurity literature. Thus, my recommenda-
tion is that the cost-benefit analysis training sessions suggested in the first
point above should include coverage of this literature on risk.

4. The inherent interconnectivity associated with computer networks
creates externalities (spillover effects). These externalities revolve around
issues related to welfare economics (i.e., a branch of economics associated with
improving the welfare of an entire society or economic system, usually based on
such principles as the efficiency of resource allocations and equitable income
distribution to individuals). Since it is difficult to get organizations to incor-
porate these externalities into their decisions regarding cybersecurity invest-
ments, the development of exogenous government incentives may be appro-
priate. Thus, my recommendation is for this Subcommittee to encourage re-
search directed at examining the appropriateness of developing incentives to ad-
dress these externalities.

5. Research suggests that the Sarbanes-Oxley Act of 2002 has created
a strong incentive for organizations to increase their cybersecurity ac-
tivities. The fact that there is preliminary evidence that SOX has created a
strong incentive for organizations to increase their cybersecurity activities, and
by implication their spending on such activities, is worth exploring in greater
depth. Indeed, assuming these preliminary findings are correct, there may be
ways for the Department of Homeland Security to capitalize on this develop-
ment. Thus, my recommendation is for this Subcommittee to facilitate further
exploration of this SOX-cybersecurity relation.
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Figure 1: The Business Case for Cybersecurity
Investments

1. Specify Organizational Cybersecurity Objectives

2. Identify Alternative Investments for Achieving Cybersecurity
Objectives

3. Acquire Data and Analyze Each Alternative Investment
Identified

4. Conduct Cost-Benefit Analysis, Rank Order the Alternative
Investments Identified, and Allocate Resources

NV S\ E\Y AV ,

5. Control (Postauditing)

Source: Gordon and Loeb, 2006 pp. 116 and 131,
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Mr. LANGEVIN. I now recognize myself for 5 minutes. And let me
begin with you briefly, Dr. Gordon, on your point that one of the
primary goals of a firm is to increase the asset value of the firm.
But what about protecting the asset value of the firm? And why is
it that that isn’t more readily apparent as a need, in a sense a pri-
mary goal of doing business, right along with increasing value at
the firm?

Mr. GORDON. I think both of those actually address the issue of
increasing value, but I would put it in a slightly different context.
I would say that in the capital budgeting literature, we talk about
generic areas of capital investments. One is revenue generating
products, new product development, mergers and acquisitions. An-
other one would be what we call cost savings projects. Cybersecu-
rity investments fall under that category. The third category is
what we often call must-do projects.

So the way I would answer your question is to say that when you
get to these cost savings projects, it is much tougher. And when
you get to cybersecurity investments they are the toughest. And
the reason they are the toughest, it is much tougher to actually ob-
serve the benefits. And the reason for that is if you do the job right,
then you have avoided those breaches, you have avoided those ca-
tastrophes, and you don’t really see what you would have incurred
as a cost.
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So that is why they are particularly tough. And that is why,
when you talk about protecting assets in that sense, it is a dif-
ferent kind of project. It is not that they don’t add value to the
firm. They do. It is just often harder for managers to figure out
how to quantify it.

I am a big believer in that you should try to—you know, what
you measure is what you get. You need metrics. And after you
come up with these, I look at these metrics as a framework. Once
you get those, then of course you have got to bring in good business
judgment, nonfinancial concerns, nonquantitative concerns. But
there is a well established process for doing that. So what you have
to do is go through and estimate these benefits.

Mr. LANGEVIN. You have each had the opportunity to hear each
other’s testimony. Let me just go down the line and ask, was there
anything that you heard in the other testimony of your fellow panel
members right now that struck you that you highly agree with or
strongly disagree with?

Ms. KATZEN. On the basis of both the oral statements and the
written testimony which I had read, I think we are in violent
agreement. We all seem to believe and advocate that necessity for
getting good metrics, good data, good research; that the govern-
ment should not be regulating; that one size does not fit all; that
it is not an IT problem, that it is an enterprise-wide problem. That
there are business cases involved, and that there should be market-
based incentives, with the government holding out some additional
incentives to bring the companies to the table. And I don’t hear
very much difference among us.

Mr. CLINTON. I would have to agree with Ms. Katzen. I am
struck very pleasantly by the degree of agreement with regard to
what is the best way forward for Congress. And it is for Congress
to act, but for Congress to act in a novel fashion.

Professor Gordon’s testimony, which I think is probably pretty
difficult to summarize orally, although I think he did a wonderful
job with it, goes into really good detail on why it is very, very dif-
ficult for real corporations to justify the sort of extraordinary ex-
penses that we would like to have them make for security that goes
beyond their corporate borders. That is just not going to happen.

For about 6 years, we have been hearing rhetoric from DHS and
others saying, well, gee, if industry would only get it and realize
the value proposition is there for them to protect their own re-
sources, then that would take care of it. That has not happened.
The amount of spending has not increased dramatically. It is not
going to increase dramatically unless we develop a market for this.
Now, that is an unhappy solution, but I don’t see how we can come
to any other realistic solution. There are a range of things.

One of the things we haven’t talked about here is that virtually
all of the ideas, and again most of us have articulated pretty much
the same ideas, use procurement better, use awards programs. You
know, based on standards. You know, most of the standards are al-
ready there in the private sector. We already know a lot about how
to do this. We are under attack thousands of times a day. We are
preventing lots of them. We just need more people to adopt these
things.
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So we don’t need the government to come in and provide stand-
ards. We don’t need the government to come in and regulate these
things. We need the government to come in and provide incentives.
And the sort of incentives that I have articulated in my testimony
are incentives that have already been used in agriculture, in avia-
tion, in the environmental sphere, in ground transportation, in tax
law. The government has done this stuff before, they have just not
applied it to cybersecurity. And that is what I would argue, is that
if we would take the precedent that we have found in other sectors
of the economy and the standards that have already been proven
effective in mitigating the attacks that we are having every day,
that is the payoff forward for improved cybersecurity, which is in
the national interest.

Mr. GORDON. In general, I would agree with what my colleagues
have to say here, although—and I hate to put an end to the love
fest, but I see a different focus. And let me tell you the focus.

First of all, market-based incentives, they already exist. The
clearest market-based incentive is to get firms to realize it is in
their best interest in terms of cost efficiency to invest more in cy-
bersecurity investments.

And the other point I would make is, so it is not that we dis-
agree, but I am saying the focus to me is it is already out there.
We have got to get firms to understand how to use that better, and
I think that is something your committee could certainly facilitate.

The other point I want to mention is that I thought the point
mentioned about Enterprise Risk Management, ERM, was really a
good one. And so I appreciate the fact that it was mentioned. How-
ever, having done a lot of work in that area, let me tell you the
problem with ERM. ERM comes from COSO, the Committee on
Sponsoring Organization from the accounting organizations. And
COSO talks about ERM in four categories. They talk about oper-
ations, they talk about financial reporting, they talk about compli-
ance and strategy.

What they don’t do is give you a metric for measuring it. And if
you go and read this ERM literature, what you will find is and you
need, in my opinion, is if you need a metric for measuring it. In
fact, I have got a Ph.D. student who just finished up a dissertation
working on this very topic. And when he came to me and wanted
to do something on ERM, the first thing I said to him is, you real-
ize you are going to have to come up with a metric. What we need
is some kind of a metric for measuring have we improved it.

So it is not that I would disagree. I would just say the focus has
to be on developing a metric for ERM. And so I don’t think we dis-
agree. It is just a question of focus. I tend to be more focused on
the quantitative metrics.

Mr. LANGEVIN. My question for Mr. Clinton is, isn’t it the case,
though, that firms in the private sector when, in a sense creating
standards, that they tend to create substandard standards?

Mr. CLINTON. No. I am not aware of any evidence of that. In my
testimony, I cite the largest study that has been done on informa-
tion security which, independent study, PriceWaterhouseCoopers
study. And they found that the companies, the best practices group,
the group they classified as following these things, were able to
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mitigate against attacks better, didn’t lose money like others did,
and, in fact, could deter tax.

It is, as Professor Gordon has just alluded, companies do want
to protect their own cyber systems. But the Internet transcends
those cyber systems. If you read the discussion of externalities that
is in Professor Gordon’s testimony, I think he makes a really good
argument here. Basically, what we need is for corporations that go
to their own corporate borders for their own self-interests, to pro-
vide security that goes to the entire system. And that is—it is im-
portant to remember, there is no private sector. There is no thing
that is the private sector. The private sector is thousands and thou-
sands of different companies, with different goals, technologies, et
cetera. We have to get all these guys to cooperate. They do cooper-
ate. They set standards all the time to make sure their systems are
interoperable, so that they can generate more investment, have co-
operative engagements, et cetera, et cetera.

There is plenty of reason for them to set good standards. And the
research indicates that when they follow those standards and best
practices, we do have demonstrable improvements in cybersecurity.
I am not going to say it is 100 percent, because the threat, as I
also pointed out, continually evolves. So we need to continue to
work on it.

But the evidence that I am aware of, with all respect, Mr. Chair-
man, is the opposite. Is that rather industry set standards ade-
qu(:ilte to meet their needs, and then attempts to meet those stand-
ards.

Moreover, one last point. One of the projects that we are involved
in at the Internet Security Alliance is to develop model contracts
around those standards, so that the really good players like
Verizon who testified on the first panel—and they are doing a great
job. They are just doing as good a job as you can do, I think, from
what I can see. What they want to do and what we are working
with them to do is to take their system and write contracts for
their vendors, their suppliers, their customers, that include in
those contracts compliance with the high-level security systems
that Verizon is already having, so that we are using contracts to
expand the perimeter of security rather than using regulation. And
those contracts are much easier to update, keep up with the tech-
nology, keep up with the evolving threat, than going through a reg-
ulatory model which takes years. And, frankly, I think it is the reg-
ulatory model. You get a bunch of lobbyists coming in, they will
dumb it down for you.

Mr. LANGEVIN. My concern is that the private sector would tend
to skimp or to underestimate risk. We heard testimony last week
on the electric grid, where the industry ostensibly self regulates
through NERC that makes recommendations to FERC about the
type of regulations that should be put in place. Yet, clearly the self
regulation process in that instance doesn’t quite go far enough. And
I believe that a model similar to the Nuclear Regulatory Commis-
sion is stronger where they have the ability to come in and direct,
aT opposed to just allowing industry to kind of self-advise, self-reg-
ulate.

Mr. CLINTON. If I could respond quickly to the chairman. And I
apologize for taking too much time. I wouldn’t classify myself as an
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expert in that particular sector. I frankly don’t have any members
in that particular sector. We are a cross-sector organization.

My sense would be that that is the sort of thing that we could
work with. I can tell you that there are standards that have been
shown to work. I am unfamiliar with the standards that they have.
It would seem to me that the government, particularly in a regu-
1ited sector such as the one you are describing, certainly can use
that.

But let me point out something that was not pointed out in the
first panel, which is when GAO did their study, they found that the
number one sector that had done the best job was completely un-
regulated, the IT sector. The banking sector, which is heavily regu-
lated, did among the worst jobs.

So I don’t think that there is a one-to-one correspondence here
with respect to regulated/unregulated in terms of doing a good job
in this area. I think what we need to do is find a set of standards
that we would agree on meet certain metrics. No disagreement on
that. And then find ways to get more companies to do that. But you
have got to do it in a way so that you can keep up with the threat.

Ms. KATZEN. If I could. What I hear, though, is almost so obvi-
ous, that this is not easy on the ERM. There are lots of ERM mod-
els, and they have to be adapted in different ways. Cost benefit
analysis, I have spent the last 10 years of my professional life of
doing cost benefit analysis. It is not easy. There are ways of doing
it and there is literature out there and it has to work.

The problem is the diversity of the corporate models, the diver-
sity of corporate awareness, the differences in technical capabili-
ties. You are not dealing with the monolithic world. Someone said
there is no private sector, there is lots of components of a private
sector. And this decentralized nature can be very offputting or frus-
trating.

But if you can’t fix it, flaunt it. Use it. And that means don’t look
for a silver bullet. Don’t look for a one-size-fits-all. Don’t look for
the perfect thing that would work in one sector to be applied in an-
other, but apply sort of what comes naturally to each sector.

Thank you.

Mr. LANGEVIN. Thank you. The Chair now recognizes the rank-
ing member.

Mr. McCauL. Thank you, Mr. Chairman. I appreciate
everybody’s patience. It is getting late, and we have got an anniver-
sary, we have trick-or-treaters tonight. We convened at 2:30. It has
been 4 hours. I would like to get more input in writing, if that
would be acceptable. It is just getting a little late and I have got
to run on to another obligation.

But what I am hearing is, and tell me if I am wrong. It sounds
like, nobody here is advocating regulatory reform, but, rather, mar-
ket-based incentives. Is that correct? Is that a fair statement, from
all three?

Mr. GORDON. I think there is something in between. And the
something in between is you can have government incentives,
which is not necessarily regulatory in nature. For example, you
could go to NIST and ask NIST to set up the standards for you for
security, and you can reward companies. Companies that are fol-
lowing those standards, you might give them preferential treat-
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ment with government contracts. I don’t view that as regulation,
but that is not straightforward market reform.

Mr. McCAUL. Sort of the novel, Mr. Clinton, where you are talk-
ing about the novel creative approach would be to look at this
through the government contracting process, to provide incentives
through that process?

Mr. CLINTON. That is one way absolutely. Yes.

Mr. McCAuL. What are some other market-based initiatives or
incentives that can be used without regulation?

Ms. KATZEN. One of the ones that we talk about, and I think Mr.
Clinton does as well, is a recognition and reward program modeled
on the Energy Star, which we use to increase energy efficiency;
and, have a Cyber Star program where there would be recognition
if you set the bar high enough and you require them to keep in-
creasing their security.

Another of the workshops that I think we are all talking about,
whether it is to educate for how to use or do a risk assessment or
whether you are talking about how to use ERM, we are all talking
about providing additional information. Not trying to hoard it, but
to share it. And I think those kinds of incentives, whether the gov-
ernment picks up the cost of Federally-sponsored programs or gives
tax credits for it are things that each of us have talked about in
different ways, but somehow uses the Federal support for informa-
tion sharing.

Those are just two ideas that I think all three of us have signed
onto one way or the other.

Mr. CLINTON. Briefly, Mr. McCaul. In addition to what has been
said, there are a number of things that can be done with insurance.
Insurance is one of the strongest motivators that we use in health
care, you know, good driving, et cetera, cetera, and there are a
whole range of things that could be done with respect to insurance.
As we have mentioned procurement, there are awards programs
like the Baldrige Award. Make security a market differentiator,
publicize that. There are creative consortiums like the Sema-Tech
program that we did back in the 1980s. There are the contract sys-
tems that we use. As I said, there is at least a half dozen.

And I don’t advocate tax incentives. I think the tax incentives
would probably be a good idea, but IS Alliance lives in the world.
We don’t imagine that we are going to get tax relief for large cor-
porations for security, even though I think it is a good idea. Politi-
cally, it probably isn’t going to fly. But these other things ought to
fly. We have done them, as I said, in a variety of other sectors.
They passed. We really want to work with you on this.

Mr. McCAUL. We have a Sema-Tech in Austin and that is a great
model.

Just in the interest of time, because it is getting late. To the ex-
tent you can provide us additional information on what we can do
at this level, what congressional action would be helpful to facili-
tate these incentives you are referring to; whether it be the con-
tracting, whether it be the insurance, the information sharing? All
these are great ideas that the chairman and I can look at in terms
of crafting legislation that wouldn’t be overburdensome in terms of
regulating, but rather facilitating.
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Mr. CLINTON. We have a good deal of material, Mr. McCaul, and
we would be happy to share that with you and the Chairman and
the rest of the committee and discuss it in greater detail at your
convenience.

Mr. McCAUL. I certainly appreciate that. Thank you.

Mr. LANGEVIN. And I agree. I look forward to seeing your rec-
ommendations as well.

The Chair now recognizes the chairwoman of the Transportation
Subcommittee, Ms. Sheila Jackson Lee.

Ms. JACKSON LEE. Thank you very much, Mr. Chairman. To your
ranking member, to my ranking member, and to the staying power
of the witnesses, let me thank you for accepting our invitation to
become fixtures in this place. But you are doing it well and we
thank you very much.

Allow me to, I held up this large document that is the National
Infrastructure Protection Plan. Let me just read into the record
some language.

Protection includes actions to mitigate the overall risk to the crit-
ical infrastructure and key resources assets, systems, networks,
functions, or their interconnecting links resulting from exposure,
injury, destruction, incapacitation or exploitation in the context of
the National Infrastructure Protection Plan. This includes actions
to deter the threat, mitigate vulnerabilities, or minimize con-
sequences associated with a terrorist attack or other incident.

And so we have our marching orders through this plan. And you
are giving us sort of the wide perspective of the private sector. Can
I get sort of a sentence answer from all of you, though this is cyber-
security? You heard individuals representing telecommunications
and financial services on the first panel.

Do you believe that, overall, the private sector has been engaged
in actions to mitigate the risk to these assets systems and net-
works? And do you think there have been sufficient incentives for
them to do that? And as we do that, I will ask my next question
of what more once I hear where you are on that question. Ms.
Katzen. And welcome.

Ms. KATZEN. Thank you. It is very good to see you.

Ms. JACKSON LEE. It is good to see you. Put that on the record.

Ms. KATZEN. Thank you.

It is hard to know how much action has been taken because we
have yet to develop meaningful quality metrics to measure. But one
of the problems with the NIPP, the plan, is that it calls for infor-
mation from the private sector, but you don’t know what you are
measuring against. We don’t have benchmarks, we don’t have
metrics by which to make progress.

I think a lot of work is being done. And much of it must be pro-
ductive, but I am not able to sit here and tell you that it is or it
isn’t as long as we have a lack of a real partnership. And this is
what I was trying to say earlier. DHS has got to work in a public-
private partnership, public-public partnership in a way that is re-
spectful and exploits the trusted relationships that exist, and that
provides the—and I will go back to the incentives—provides incen-
tives for the private sector to do the right thing. Right now, I think
they are more in a “do it my way” or dictate to the SSAs as or the
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private sector what they should do, and I don’t think that is as pro-
ductive.

Ms. JACKSON LEE. Mr. Clinton.

Mr. CLINTON. Thank you, Madam Chairman. I would say, first
of all, with regard to your first question, is the private sector en-
gaged? Yes, many people in the private sector are; however, not
nearly enough.

I participate on a number of these organizations. The outreach
to the breadth of U.S. industry is, in my opinion, woefully inad-
equate. We need——

Ms. JACKSON LEE. When you say breadth, you are going beyond
even the cybersecurity?

Mr. CLINTON. No, Ms. Jackson Lee. I am speaking within the
context of cybersecurity. Frankly, I think that probably would be
true beyond cybersecurity. We are not reaching enough people with
respect to being involved in these various plans.

Ms. JACKSON LEE. DHS is not reaching enough people?

Mr. CLINTON. Yes. And with respect to do they need more incen-
tives, I am afraid the answer is yes. Now, certainly, as Dr. Gordon
has pointed out, there are incentives. Lots of people are doing a lot
of good things. That best practices group I was referring to before
that was found in the PriceWaterhouseCoopers found about 30 per-
cent of corporations, many of the larger corporations. That is a lot
of people, but that means 70 percent are not being reached. And
when we deal with the Internet, the weakest link is the problem.
So that if we have the small businesses or the commercial sectors
not being engaged at all, they are intertwined with everybody else
and they can help bring down the whole system. We need a much
more expansive effort. And the only motivator that is going to be
dynamic enough to work is the profit motive. We have to inject that
in.

And you have got to remember, as somebody else pointed out be-
fore, it is not just a U.S. problem. The Internet is inherently inter-
national. So we need to reach out to the Indias and the Chinas and
everybody else. We have to have some sort of system that is going
to transcend that, and market incentives is the most logical one,
which is why I think the three of us independently came to that
conclusion.

Ms. JACKSON LEE. Mr. Gordon.

Mr. GORDON. I would say that the private sector is clearly en-
gaged. Clear evidence of that is the growing importance of setting
up a chief security officer apart from the chief information officer
within a company. You have now most of your major corporations
have someone in charge of security who may report to the chief in-
formation officer or may even report directly to CFO.

Are they doing enough? That is a tough one to answer, because
in order to answer that one, you have got to really understand
where they are and where they want to be. I can only give you my
own experience, is I get contacted by at least one senior executive
a week. And one of the biggest issues from a chief security officer’s
point of view is they want more security, okay, because not only
is the company their concern but their job is their concern.

So they have the option, they have an incentive. There is an
agency problem; that is what we call it in economics. They have an
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incentive to overinvest. But the biggest problem they face is getting
more funds out of the CFO for cybersecurity investments.

So a little side note here is if you take a look at what companies
invest, all the studies tend to show that companies invest some-
where around 5 to 7 percent of their IT budget on security. And
the interesting thing about that is that security is becoming one of
the fastest growing concerns, and the percentage of the budget for
security is not growing. So that would suggest to me that they are
not getting the share they should be getting. It suggests that to me;
but without having the deed on particular companies, and I am
sure it varies from company to company.

Ms. JACKSON LEE. My questions are never quick, but I am going
to try to offer two more quick questions recognizing your time and
the lateness of the hour. But what I would ask without having that
answered, I would like to get from the witnesses your list of incen-
tives that can be utilized more effectively through DHS. And I
would like that in writing. But let me try to get Mr. Clinton, and
then I have a question for Ms. Katzen and Mr. Gordon.

You never were a fan in particular for the approach dealing with
a regulatory scheme, if you will, I don’t think. You were sort of in-
terested in trying to, as you said, get DHS to be more enthusiastic
on this best practices area. I am still looking at whether or not this
should be a totally voluntary approach with incentives, or whether
or not we need some regulatory structure, which I have heard my
colleagues say and I too am looking at legislation along that line.
I obviously have an array of infrastructure issues to look at.

But what I would like to know is what has been your association
in terms of being involved with DHS to promote the best practices
so that they are more broadly adopted across the IT sector through
this program.

Have you been able to engage with DHS to talk about best prac-
tices? And I am just saying you in particular because you represent
a component of the industry that I think is important. And, isn’t
this program a great way to encourage more effective cross-sector
cybersecurity protection? Meaning this whole best practices. Have
you been engaged in particular?

Let me ask my other question to both Ms. Katzen and Mr. Gor-
don. I think cybersecurity gives value to companies. And it would
look like that would be one of the industry incentives that, if my
investors knew that I was managing my risk, that that would
make my product more valuable. Question is, does Wall Street give
value to cybersecurity so that companies then are self-rewarded for
what they have done? And, in essence, does the government? Have
they narrowed the rewards to even that way? Cybersecurity, more
valuable, protect the America’s assets?

I will go to Mr. Clinton first on this whole best practices and
interacting with the DHS.

Mr. CLINTON. Thank you, Ms. Jackson Lee. Yes. I, speaking as
the Internet Security Alliance, am very involved.

Ms. JACKSON LEE. Is that the name of the program, so you will
at least be—I will put it on the record. The Voluntary Private Sec-
tor Preparedness Certification Program.

Mr. CLINTON. Well, the Internet Security Alliance is very, very
involved in developing best practices and finding incentives for our
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Members to use them. We do have an insurance incentive program
with the largest insurance provider of cyber insurance for our best
practices. We publish best practices basically once every year. We
talked earlier about the model contracts that we provide.

So we do on the private sector side a great deal with respect to
developing best practices, providing incentives for best practices, et
cetera. With respect to, is DHS the mode for that? I would have
to tell you that we have not really found very much grounding in
working with DHS in that regard.

Most of the improvements in cybersecurity that I am aware of
happen by the private sector doing things through the private sec-
tor, not through DHS. Maybe that will change as DHS matures.
But to this point, I would have to tell you that none of my members
would say that they are doing anything to improve their security
thanks to DHS. They are doing it for other reasons; some are for
social, some are business, for a variety of other things.

But our view is that the infrastructure is owned and operated by
the private sector. You have to work with the private sector to get
it strengthened. When you strengthen that infrastructure, you are
also fulfilling an important homeland security and national secu-
rity function. But you do it through private sector. Going through
DHS, I think you are really trying to stick a square peg in a round
hole, and I think it is going to be counterproductive.

Ms. KATZEN. On the issue of both market value and Wall Street,
and it is referred to in my testimony, the Ernst & Young study,
which shows a very strong correlation between success in man-
aging risks and success on Wall Street, and that investors do ap-
preciate that. So I think there are data there that support that.

Mr. GORDON. I would agree with that. Actually, if you take a look
at my written testimony, I discuss this notion of what you call
value added as opposed to cost savings from cybersecurity invest-
ments. It is usually thought of as sort of a secondary effect, but in
the short run firms certainly can carve out a niche for themselves,
a competitive advantage of showing they have more security than
another firm. In the long run, it will be hard to keep that competi-
tive advantage. I do discuss that point in my written testimony.

Ms. JACKSON LEE. Thank you very much to all of the witnesses.
And, Mr. Chairman, it has been a pleasure to be able to unveil and
to pull back the covers on what has either been happening or not
been happening with DHS. And I think that there are some roads
not yet traveled that we can work on, in particular public-public,
public-private relationships and incentives rewards.

Mr. Clinton, I don’t want to leave DHS completely out and I am
not convinced that they should be completely out or not, that they
not be a regulatory structure. But I do believe that there should
be rewards that you are aware of that are given through DHS, and
apparently we have not established that structure yet.

Mr. CLINTON. I would agree with that, Ms. Jackson.

Ms. JACKSON LEE. And so, let me just thank Chairman Langevin.
I look forward that we have an opportunity to work again together
on this issue. And I yield back.

Thank you all for your testimony.

Mr. LANGEVIN. Thank you, Madam Chair. Let me just say how
much I appreciate your participation in this joint hearing, as well
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as Ranking Member Lungren. This was very productive, and some
great things came out of it. I look forward to our continuing to
work together.

I also, of course, want to thank the panelists for your patience,
for your testimony. You have added great insight into the work
that we have ahead of us and perhaps a road map of what we need
to do to better coordinate this effort of cybersecurity and working
together with the public and the private sector.

So I thank you for your testimony and the members for their
questions.

The members of the subcommittee may have additional questions
for the witnesses, and we would ask that you respond expeditiously
in writing to those questions.

Hearing no further business—again, happy anniversary to you,
Ms. Katzen. I hope you get home soon. And sorry for the lateness
of the hour, but certainly an important issue.

Hearing no further

Ms. JACKSON LEE. Happy anniversary.

Mr. Chairman, would you allow a moment of personal privilege?

Mr. LANGEVIN. Certainly.

. M? JACKSON LEE. Professor Katzen goes back with my combined
amily.

My spouse, Dr. Elwyn Lee, he sends his greetings.

Ms. KaTZEN. Thank you.

Ms. JACKSON LEE. And you allowed me a moment of reminiscing,
and she is as young and vibrant. And I am apologetic. Go home for
that anniversary, please. And greetings from myself and my hus-
band. Congratulations.

I thank you for giving me a moment of personal privilege.

Mr. LANGEVIN. Certainly.

Ms. JACKSON LEE. The check is on Chairman Langevin, so do
whatever you want to do tonight.

[Laughter.]

Mr. LANGEVIN. On that note, hearing no further business, the
subcommittee stands adjourned. Thank you.

[Whereupon, at 6:53 p.m., the subcommittee was adjourned.]

FOR THE RECORD

PREPARED STATEMENT OF MICHAEL O’HANLON

Greetings. It is an honor to appear before the committee today.

My opening comments will be brief and rather broad. I am not an expert on cyber-
security, hence my contribution today will involve creating a framework within
which this important aspect of homeland security can be considered and analyzed.

It is useful to think in terms of different possible strategies for homeland security.
Clearly, in a society like ours, huge as it is, as open and free as it is, we could be
far more diligent about protecting ourselves from terrorism than we are today.

For example, if the degree of terrorist threat here was anything approaching that
in Israel, or if even a single additional major attack had been successfully carried
out since 9/11, we would do things that are presently seen as politically infeasible
or strategically unnecessary (such as searching baggage on most trains and buses,
tightening up land borders far more, and worrying about truck bomb vulnerability
at far more prominent buildings).

But we are already much more diligent than we were before 9/11, and are spend-
ing more than $50 billion a year in federal funds on the effort (whereas a decade
ago we spent perhaps one fifth as much on counterterrorism, and did not even em-
ploy the term homeland security in the federal lexicon). So our current strategy
might be seen as an intermediate one along a spectrum of possible approaches.
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A notional list of a full spectrum of possible approaches to homeland security
might look something like this, in ascending order of intensity and cost:
e Pre-9/11 Approach. The philosophy here would be to protect only against very
specific threats that have manifested themselves before, or that would be espe-
cially worrisome. For example, we protected nuclear power plants from sabo-
tage, and top officials from assassination. The annual cost to the federal govern-
ment is under $10 billion for such an approach, roughly and notionally speak-

ing.
e Post-9/11 Threat-Based Approach. This approach would follow a similar logic
but expand the list of credible threats based on what we learned on September
11, 2001 and in various events around the world since then. Jeremy Shapiro
of Brookings is a proponent of this approach (see opportunity08.org). Airline se-
curity is an obvious area of focus for this approach, which would emphasize pre-
vention of what we know that al-Qa’ida and related groups CAN do, as opposed
to what they might wish to do. Reducing our vulnerability to truck bombs at
prominent sites is another logical area of emphasis, given known patterns of
terrorist activity around the world. The annual cost is about $20 billion to $30
billion (my estimates).
e Bush Administration Approach. This goes beyond the threat-based approach
to include as well attention to those types of attacks that we know al-Qa’ida
would LIKE to carry out, as well as those that would be so horrible we have
to worry that they might occur even if they probably will not (such as WMD
attacks). Estimated annual cost $50 billion.
e Brookings Approach. This approach, reflected in two Brookings studies this
decade by a team of authors, is similar in some ways to the Bush administra-
tion’s concept. But it takes a slightly broader approach to defining threats and
toughens up the steps taken to address them in some cases. We focus primarily
on attacks that could cause major damage to our national security, our popu-
lation, or our economy (catastrophic attacks). For example, we emphasize better
protection of the chemical industry and the hazardous trucking industry, as
well as improved use of intelligence to find patterns of possible terrorist attack
before they occur (a “google function for counterterrorism”) along the lines also
proposed by the Markle Foundation. Estimated yearly cost $60 billion.
e “America the Vulnerable” approach. I borrow here from Stephen Flynn of the
Council on Foreign Relations; former Bush administration homeland security of-
ficial Clark Kent Ervin has written a somewhat similar book. The approach
here is to take imagination to its logical extreme, and suppose that any serious
attack al-Qa’ida might be able to carry out we should defend robustly against.
It is a vulnerability-based approach, but with vulnerability defined in a broad
way. Great attention is paid to inspecting cargo in international shipping by
Flynn, for example, even though it could be very difficult to rework our port in-
frastructure to make this possible. Estimated cost $80 billion a year.
e Council on Foreign Relations task force approach. This Hart-Rudman task
force of several years ago reflected the logic of Flynn, who was involved with
the project as well, and also placed particular emphasis on equipping and train-
ing most of America’s millions of first responders to deal with WMD attacks and
other catastrophes. About $90 billion a year.
o Israel-style approach. If we had to worry about small bombs going off in most
public places, a whole different level of effort would be required, with annual
costs perhaps reaching $200 billion (and many inconveniences introduced to
daily life).

This is a very short written testimony but I hope its succinctness will be of some
use in providing a simple taxonomy for further discussion. I would be happy in par-
ticular to explain the Brookings approach, both in broad philosophy and in its spe-
cific recommendations.

I am attaching as an appendix a chapter in a recent Brookings book I coauthored
in 2006. I have no reason to believe my coauthor’s thinking has changed. However,
given his current position, please assign responsibility for this “republishing” of ma-
terial that first appeared a year and a half ago entirely to me.l

Appendix: Protecting Infrastructure and Providing Incentives for the Private
Sector to Protect Itself

Since the attacks of September 11th, the private sector has generally not done
nearly enough to improve its security against terrorist attack. For example, the
Congressional Budget Office recently concluded that “there is relatively little
evidence that firms have been making additional investments since September

1Micahel d’Arcy, Michael O’Hanlon, Peter Orszag, Jeremy Shapiro, and James Steinberg, Pro-
tecting the Homeland 2006 /2007 (Washington, D.C.: Brookings, 2007), pp. 73-95. ???
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11 to improve their security and avoid losses.”2 About 85 percent of the nation’s
critical infrastructure is owned by the private sector, and security had typically
not been sufficient before the attacks, so the failure to materially improve secu-
rity measures in many key industries represents one of the most glaring and
dangerous shortcomings in the nation’s response to the terrorist attacks.

The key to improved security in the private sector is structuring incentives prop-
erly: Markets respond to incentives. But to date, the federal government has done
little to alter firms’ incentives for protecting most private sector infrastructure from
terrorist attack. Apart from efforts to protect those types of infrastructure that have
already been attacked, such as commercial airliners, the Administration’s policy has
been very restrained. Part of its reluctance to intervene may be a reflection of the
admittedly daunting nature of the task—and the impossibility of knowing exactly
which types of infrastructure to protect to what standards of robustness. But the
Administration’s laissez-faire approach also risks leaving undefended targets within
the United States that could nonetheless cause catastrophic harm.

The greatest concerns apply to key pieces of private infrastructure—chemical fa-
cilities, skyscrapers, other large buildings, many hospitals, and so on. Such infra-
structure 1s predominately owned by the private sector, but is critical to the func-
tioning of our broader society. Protection of the public is not always consistent with
private incentives in such settings. Given existing incentives, economic logic sug-
gests that owners of key infrastructure will, from the point of view of the broader
public interest, underinvest in security precautions.? At present, many industries
see counterterrorism protection as a costly way to provide an uncertain degree of
protection against an unlikely threat. There are few perceived benefits and many
costs to improving security. As Frank Cilluffo, former Special Assistant to the Presi-
dent for Homeland Security in the Bush administration puts it: “We need to be able
to spur [that] investment by providing incentives. Right now, the incentives are dis-
incentives.” 4

Private markets by themselves do not generate sufficient incentives for homeland
security, and government intervention can therefore be warranted, for several rea-
sons. Most broadly, national security is a core constitutional responsibility of the
federal government. Even if a given terrorist attack only affects private property,
it can have broader ramifications for the country’s sense of safety. In the termi-
nology of economists, such an attack imposes a “Onegative externality.” The pres-
ence of this negative externality means that private markets will undertake less in-
vestment in security than would be socially desirable: Individuals or firms deciding
how best to protect themselves against terrorism are unlikely to take the external
costs of an attack fully into account, and therefore will generally provide an ineffi-
ciently low level of security against terrorism on their own.5> Without government
involvement, private markets will thus typically under-invest in anti-terrorism
measures.®

2 Congressional Budget Office, “Federal Terrorism Reinsurance: An Update,” January 2005,
page 13. Some industries (such as transportation, energy, utilities, and financial services) have
increased spending modestly. See Benjamin Weiser and Claudia H. Deutsch, “Many Offices
Holding the Line on Post-9/11 Security Outlays,” New York Times, August 16, 2004; and the
Conference Board, Corporate Security Management: Organization and Spending Since 9/11
(New York: The Conference Board, 2003), p. 5.

3 Peter R. Orszag, “Homeland Security and the Private Sector,” Testimony before the National
Commission on Terrorist Attacks Upon the United States, November 19, 2003.

4Frank Cilluffo, “The Mission of Homeland Security,” The NYU Review of Law and Security:
Are We Safer?, Issue No. 3 (Fall 2004), p. 38.

51t is also possible, at least in theory, for private firms to invest too much in anti-terrorism
security. In particular, visible security measures (such as more uniformed guards) undertaken
by one firm may merely displace terrorist attacks onto other firms, without significantly affect-
ing the overall probability of an attack. In such a scenario, the total security precautions under-
taken can escalate beyond the socially desirable levels—and government intervention could theo-
retically improve matters by placing limits on how much security firms would undertake.
Unobservable security precautions (which are difficult for potential terrorists to detect), on the
other hand, do not displace vulnerabilities from one firm to another and can at least theoreti-
cally reduce the overall level of terrorism activity. For an interesting application of these ideas
to the Lojack automobile security system, see Ian Ayres and Steven Levitt, “Measurmg Positive
Externalities from Unobservable Victim Precaution: An Empirical Analysis of Lojack,” Quarterly
Journal of Economics, Vol. 108, no. 1 (February 1998). For further analysis of evaluating public
policy in the presence of externahtles see Peter Orszag and Joseph Stiglitz, “Optimal Fire De-
partments: Evaluating Public Policy in the Face of Externalities,” Brookings Institution Working
Paper, January 2002.

6The Coase theorem shows that under very restrictive conditions, the negative externality can
be corrected by voluntary private actions even if the role of government is limited to enforcing
property rights. But the Coase theorem requires that all affected parties are able to negotiate
at sufficiently low cost with each other. Since virtually the entire nation could be affected indi-
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Second, a more specific negative externality exists with regard to inputs into ter-
rorist activity. For example, loose security at a chemical facility can provide terror-
ists with the materials they need for an attack. Similarly, poor security at a biologi-
cal laboratory can provide terrorists with access to dangerous pathogens. The costs
of allowing terrorists to obtain access to such materials are generally not borne by
the facilities themselves: the attacks that use the materials could occur elsewhere.
Such a specific negative externality provides a compelling rationale for government
intervention to protect highly explosive materials, chemicals, and biological patho-
gens even if they are stored in private facilities. In particular, preventing access to
such materials is likely to reduce the overall risk of catastrophic terrorism, as op-
posed to merely displacing it from one venue to another.

Third, a related type of externality involves “contamination effects.” Contamina-
tion effects arise when a catastrophic risk faced by one firm is determined in part
by the behavior of others, and the behavior of these others affects the incentives of
the first firm to reduce its exposure to the risk. Such interdependent security prob-
lems can arise, for example, in network settings. The problem in these settings is
that the risk to any member of a network depends not only on its own security pre-
cautions but also on those taken by others. Poor security at one establishment can
affect security at others. The result can often be weakened incentives for security
precautions.” For example, once a hacker or virus reaches one computer on a net-
work, the remaining computers can more easily be contaminated. This possibility re-
%ucle{S the incentive for any individual computer operator to protect against outside

ackers.

Even stringent cyber-security may not be particularly helpful if a hacker has al-
ready entered the network through a “weak link.”

A fourth potential motivation for government intervention involves information—
in particular, the cost and difficulty of accurately evaluating security measures. For
example, one reason that governments promulgate building codes 1s that it would
be too difficult for each individual entering a building to evaluate its structural
soundness. Since it would also be difficult for the individual to evaluate how well
the building’s air intake system could filter out potential bio-terrorist attacks, the
same logic would suggest that the government should set minimum anti-terrorism
standards for buildings if there were some reasonable threat of a terrorist attack
on the relevant type of buildings (so that the individual would have some interest
in ensuring that the building were protected against biological attack). Similarly, it
would be possible, but inefficient, for each individual to conduct extensive biological
anti-terrorism safety tests on the food that he or she was about to consume. The
information costs associated with that type of system, however, make it much less
attractive than a system of government regulation of food safety.

The fifth justification for government intervention is that corporate and individual
financial exposures to the losses from a major terrorist attack are inherently limited
by the bankruptcy laws. For example, assume that there are two types of possible
terrorist attacks on a specific firm: A very severe attack and a somewhat more mod-
est one. Under either type of attack, the losses imposed would exceed the firm’s net
assets, and the firm would declare bankruptcy—and therefore the extent of the
losses beyond that which would bankrupt the firm would be irrelevant to the firm’s
owners. Since the outcome for the firm’s owners would not depend on the severity
of the attack, the firm would have little or no incentive to reduce the likelihood of
the more severe version of the attack even if the required preventive steps were rel-
atively inexpensive. From society’s perspective, however, such security measures
may be beneficial—and government intervention can therefore be justified to ad-
dress catastrophic possibilities in the presence of the bankruptcy laws.

The sixth justification for government intervention is that the private sector may
expect the government to bail it out should a terrorist attack occur. The financial
assistance to the airline industry provided by the government following the Sep-
tember 11th attacks provides just one example of such bailouts. Such expectations
create a “moral hazard” problem: private firms, expecting the government to bail
them out should an attack occur, do not undertake as much security as they other-
wise would. If the government cannot credibly convince the private sector that no
bailouts will occur after an attack, it may have to intervene before an attack to off-
set the adverse incentives created by the expectation of a bailout.

rectly by a terrorist attack, the costs of negotiation are prohibitive, making the Coase theorem
essentially irrelevant in the terrorism context.

7See Howard Kunreuther and Geoffrey Heal, “Interdependent Security,” Journal of Risk and
Uncertainty 26: 231-249 (March/May 2003), and Howard Kunreuther, Geoffrey Heal, and Peter
Orszag, “Interdependent Security: Implications for Homeland Security Policy and Other Areas,”
Policy Brief #108, Brookings Institution, October 2002.
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The final justification for government intervention involves incomplete markets.
The most relevant examples 1involve imperfections in capital and insurance markets.
For example, if insurance firms are unable to obtain reinsurance coverage for ter-
rorism risks (that is, if primary insurers are not able to transfer some of the risk
from terrorism costs to other insurance firms in the reinsurance market), some gov-
ernment involvement may be warranted. In addition, certain types of activities may
require large-scale coordination, which may be possible but difficult to achieve with-
out governmental intervention.

These market shortcomings provide a justification for targeted government inter-
vention. But providing a high degree of protection for all possible targets would be
prohibitively expensive and practically impossible. Focusing on high-impact attacks
helps to narrow the range of private-sector settings in which government interven-
tion is warranted.

When government intervention is needed, the best approach is to use government
regulation to alter incentives for the private sector for better protecting itself. This
can be done either by providing firms with certain advantages when they adopt ap-
propriate measures (the carrot approach), or by imposing costs on those who fail to
adopt such measures (the stick approach). In both cases, the goal would be the
same: to introduce a difference in the cost of one activity compared to another, ac-
complished either by reducing the cost of the first activity (e.g., an investment in
security) or by raising the cost of the second activity (e.g., business as usual).

For example, consider the case of trucking. Truck drivers can be subjected to more
intensive background searches, and advanced technologies can be used to monitor
trucks and ensure the security of their cargo in real time. The government could
directly subsidize such steps, for example by providing tax credits to firms that
adopt them. Or it could mandate insurance for trucking firms, thereby relying on
insurances firms to impose costs (e.g., through higher premiums) on firms that fail
to adopt appropriate security measures. The government could also combine either
of these approaches with some form of regulation, such as allowing better protected
cargo trucks to travel closer to population centers than less protected trucks, there-
by pﬁ‘oviding time and money savings to the firms that invest in protecting their
trucks.

The key distinction between the “carrot” and the “stick” approaches is who pays.
Government subsidies or tax credits spread the cost of homeland security spending
in a particular private market across the entire population, rather than the stake-
holders (the owners of businesses, the workers, and consumers of the product) in
that sector itself. The stick approach—either through regulation or insurance, or
some combination thereof—instead concentrates its costs on the stakeholders in that
sector. If particular sectors are inherently more dangerous than others, we as a soci-
ety may want to encourage activity in other, safer sectors where we have a choice—
which would be better accomplished by having stakeholders in the sector bear the
full cost of protection. The reason is that imposing the cost on the stakeholders rath-
er than the general public would raise the costs of the most dangerous activities.
The market would thus discourage such activities (through higher prices), which
would help to mitigate the risk of a terrorist attack in the most dangerous sectors.

Before turning to a discussion of specific industries, we first examine these ge-
neric approaches to improving security in the private sector.

SUBSIDIES

Perhaps the most obvious way of strengthening incentives for protective measures
in the private sector is to provide a government subsidy. For example, some policy-
makers have proposed tax credits for security measures. This approach, however,
is generally flawed, and not just because of the substantial budget imbalance facing
the nation.

Subsidies or tax credits can encourage unnecessarily expensive investments in se-
curity measures (or “gold plating”). The problem is particularly severe in the case
of investments that provide protection against terrorist attack but also have sub-
stantial other benefits to firms. Even if they don’t encourage firms to undertake ex-
cessively costly investments with minimal homeland security benefits, subsidies or
tax credits can provide benefits to firms that would have undertaken the invest-
ments even in the absence of the tax subsidy—raising the budget cost without pro-
viding any additional security. In other words, subsidies or tax credits “buy out the
base” of what firms are already doing to protect themselves against terrorist attack.
Subsidies or tax credits also do a poor job of differentiating between high-risk and
lower-risk sectors, yet the degree of government intervention should clearly vary by
circumstance. In other words, designing and implementing subsidies or tax credits
is likely to be just as cumbersome and inefficient as designing direct regulations.

INSURANCE AS A MECHANISM FOR IMPROVING INCENTIVES

VerDate Nov 24 2008  08:44 Dec 16, 2009 Jkt 000000 PO 00000 Frm 00110 Fmt6633 Sfmt6621 H:\DOCS\110-HRGS\110-82\48977.TXT HSEC PsN: DIANE



105

An alternative is to provide incentives for better security through the insurance
system. At first glance, terrorism insurance may seem counterproductive: Firms and
individuals with insurance against terrorist attack would appear to lack incentives
to take appropriate precautions against an attack. However, where such insurance
is available, it typically comes with provisions (such as a deductible) to ensure that
the insured bear at least some of the cost of an attack, and thus have an economic
incentive to avoid such attacks or minimize their consequences. More important, the
insurance companies themselves have an incentive to encourage risk-reducing ac-
tivities. Indeed, insurance firms are well positioned to provide incentives for mitiga-
tion efforts—for firms to take steps ahead of time to protect themselves against ter-
rorist attack. The terrorism insurance market could thus guide protective efforts.
Best practices would be encouraged through graduated rate structures for insurance
that encourage individual owners to adopt prudent and cost-effective technologies
and procedures for protecting their assets and the people within them.

Three critical questions arise with regard to the use of insurance in this way. The
first is whether firms will voluntarily purchase the insurance. Terrorism insurance
coverage among large firms has expanded noticeably: take-up rates were quite low
in 2003 but nearly doubled in 2004, reaching almost half of large firms in mid2004.8
Despite the recent increases, however, take-up of terrorism insurance remains well
below 100 percent.® In the absence of universal take-up, at least among firms that
own critical infrastructure, the incentives provided by the insurance industry would
be much less likely to produce adequate risk reduction. Furthermore, voluntary in-
surance markets often suffer from classic problems of “adverse selection,” in which
firms that are riskier are the ones that are more likely to purchase insurance, cre-
ating a potential spiral of rising premiums and reduced take-up.

The shortcomings with voluntary terrorism insurance raise the question of wheth-
er insurance should be mandatory—at least for large firms or key sectors. Manda-
tory insurance would not only facilitate risk-mitigation efforts on a broader scale
and allow the insurance industry to spread its risks more effectively, but would also
reduce the likely demands on government following any attack in the future.10

In France, terrorism insurance is mandatory.!! Former Deputy Homeland Secu-
rity Adviser Richard Falkenrath has suggested that Congress mandate that ter-
rorism insurance be included in all commercial insurance policies.12 In our view, ter-
rorism insurance should indeed be required on all commercial policies, perhaps
above some minimum threshold of several million dollars to avoid unnecessary ad-
ministrative costs in settings unlikely to cause high-impact terrorist damage.

The second question is whether the insurance industry will be able to develop the
tools for evaluating terrorism risk. Models of terrorism risk at the level of zip codes
or specific locations are now available from firms such as Risk Management Sys-
tems, EQECAT, and Applied Insurance Research Worldwide.13 These models rep-
resent significant advances; they are, however, inherently limited not only by the
paucity of historical data on terrorist attacks but also by the difficulties in pre-
dicting how terrorist behavior will evolve over time. For example, one model as-
sumes that risk is mostly concentrated in high visibility targets; another assumes
that attacks at low visibility targets could be employed to sow confusion and broad
fears.14 The key issue is not whether the models are fully reliable; they clearly are

8 Congressional Budget Office, “Federal Terrorism Reinsurance: An Update,” January 2005,
page 6; and Erwann Michel-Kerjan and Burkhard Pedell, “Terrorism Risk Coverage in the post-
9/11 Era: A Comparison of Public-Private Partnerships in France, Germany, and the U.S,” Risk
Management and Decision Processes Center, Wharton School, University of Pennsylvania,
Working Paper 2004029, October 2004, page 22.

9Some economists argue that many firms should not insure themselves against terrorist at-
tack, since the owners of the firm can mostly if not entirely diversify that risk. Kent Smetters,
“Insuring Against Terrorism: The Policy Challenge,” NBER Working Paper 11038, January
2005

10 Howard Kunreuther and Erwann Michel-Kerjan, “Policy Watch: Challenges for Terrorism
Risk Insurance in the United States,” Journal of Economic Perspectives, Volume 18, Number
4, Fall 2004, page 211.

11 Erwann Michel-Kerjan and Burkhard Pedell, “Terrorism Risk Coverage in the post-9/11
Era: A Comparison of Public-Private Partnerships in France, Germany, and the U.S,” Risk Man-
agement and Decision Processes Center, Wharton School, University of Pennsylvania, Working
Paper 2004029, October 2004.

12 Statement of Richard A. Falkenrath before the United States Senate Committee on Home-
land Security and Governmental Affairs, January 26, 2005.

13 Congressional Budget Office, “Federal Terrorism Reinsurance: An Update,” January 2005,
page 4.

14 Congressional Budget Office, “Federal Terrorism Reinsurance: An Update,” January 2005,
page 4.
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not.15 Instead, the fundamental question is whether the models could become good
enough to provide the basis for an insurance-oriented approach to protective efforts.
From this perspective, especially compared to an alternative of failing to provide in-
centives for private efforts or relying exclusively on government regulation, the mod-
els seem relatively insightful. And it should be possible for them to be informed by
government risk analyses as well. Homeland Security Presidential Directive 7
(HSPD 7) requires the Secretary of Homeland Security to coordinate national pro-
tection efforts in infrastructure sectors such as information technology, tele-
communications, transportation, and the chemical industry, and requires the gov-
ernment as a whole to prioritize protection activities.16

A final question is whether the insurance industry requires a government back-
stop to play the role envisioned for it here. Some economists argue that the risks
can be spread across private financial markets without government intervention.1?
Other economists and market observers, however, argue that capital market imper-
fections impede the ability of insurers to provide coverage against catastrophic risks,
such as those involved in terrorist activities. In such a case, a government backstop
may be required. Alan Greenspan, for example, has testified that he has “yet to be
convinced” that the terrorism insurance market could operate effectively without a
government backstop.18

The most pressing issue involves the Terrorism Risk Insurance Act (TRIA), en-
acted in November 2002. TRIA is scheduled to expire on December 31, 2005, and
policymakers are debating whether it should be extended. Under TRIA, insurance
firms are required to offer terrorism coverage, and the government agrees to pay
a specified share of the insured losses in the event of a terrorist attack.1® Although
some form of federal backstop should be extended past 2005, significant changes in
the existing program are warranted.20 A substantial flaw with the current program
is that no fee i1s imposed by the government for the backstop. (The government
would recover a certain amount of its losses after the fact, but through a surcharge
on all commercial policies, rather than only on those with terrorism insurance com-
ponents. As a result, the government program effectively subsidizes terrorism insur-
ance, with all commercial policyholders potentially liable to pay for part of the sub-
sidy.) A better approach would have the government charge a premium based on
how much protection the insurance firm itself wants; the government should con-
tinue, though, only to provide coverage against extreme losses.2! Losses below the
catastrophic level should be covered entirely by private markets.

A MIXED SYSTEM WITH INSURANCE AND REGULATIONS

An insurance-based system could be combined with a larger policy of regulatory
standards and third-party inspections. A mixed regulatory-insurance system is al-
ready applied in many other areas, such as owning a home or driving a car. Local
building codes specify minimum standards that homes must meet. But mortgages
generally require that homes also carry home insurance, and insurance companies
provide incentives for improvements beyond the building code level—for example, by
providing a reduction in the premiums they charge if the homeowner installs a secu-
rity system. Similarly, governments specity minimum standards that drivers must
meet in order to operate a motor vehicle. But they also require drivers to carry li-
ability insurance for accidents arising out of the operation of their vehicles. Mean-
while, insurance companies provide incentives for safer driving by charging higher
premiums to those with poorer driving records.22

15The insurance industry operates in many areas in which models are nowhere close to fully
reliable, including tort cases. See Kent Smetters, “Insuring Against Terrorism: The Policy Chal-
lenge,” NBER Working Paper 11038, January 2005.

16 President George W. Bush, “Homeland Security Presidential Directive/HSPD 7: Critical In-
frastructure Identification, Prioritization, and Protection,” December 17, 2003, available at
www.whitehouse. gov/news/releases /2003]12 /prmt/20031217—5 htlm.

17Kent Smetters, “Insuring Against Terrorism: The Policy Challenge,” NBER Working Paper
11038, January 2005. See also Appendix B in Congressional Budget Office, “Federal Terrorism
Reinsurance: An Update,” January 2005.

18“Senators Trying Again To Extend Terrorism Insurance Plan,” CongressDaily, February 18,
2005.

19For a description, see Congressional Budget Office, “Federal Terrorism Reinsurance: An Up-
date,” January 2005.

20 See also Swiss Re, “Terrorism Risks in Property Insurance and Their Insurability After Sep-
tember 11, 2001” (2003).

21For one explanation of how various layers of insurance could be provided, including a gov-
ernment layer for catastrophic losses, see Howard Kunreuther and Erwann Michel-Kerjan, “Pol-
icy Watch: Challenges for Terrorism Risk Insurance in the United States,” Journal of Economic
Perspectives, Volume 18, Number 4, Fall 2004.

22To be sure, crucial differences exist between the terrorist case and these other examples.
For example, stable actuarial data exist for home and auto accidents, but not for terrorist at-
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A mixed system of minimum standards coupled with an insurance mandate not
only can encourage actors to act safely, but also can provide incentives for innova-
tion to reduce the costs of achieving any given level of safety. The presence of min-
imum regulatory standards also helps to attenuate the moral hazard effect from in-
surance: Moral hazard arises when firms, knowing that they are insured against
terrorist losses, take less care in protecting against attack. Minimum standards
i:ould also provide guidance to courts in determining negligence under liability
aws.23

A mixed system also has the advantage of being flexible, a key virtue in an arena
where new threats will be “discovered” on an ongoing basis. In situations in which
insurance firms are particularly unlikely to provide proper incentives to the private
sector for efficient risk reduction (for example, because insurers lack experience in
these areas), regulation can play a larger role.

Third-party inspections can be coupled with insurance protection to encourage
companies to reduce the risk of accidents and disasters. Under such schemes, insur-
ance corporations would hire third-party inspectors to evaluate the safety and secu-
rity of plants seeking insurance cover. Passing the inspection would indicate to the
community and government that a firm complies with safety and security regula-
tions. The firm would also benefit from reduced insurance premiums, since the in-
surer would have more confidence in the safety and security of the firm.

This system takes advantage of two potent market mechanisms to make firms
safer, while freeing government resources to focus on the largest risks. Insurance
firms have a strong incentive to make sure that the inspections are rigorous and
that the inspected firms are safe, since they bear the costs of an accident or terrorist
attack. Private sector inspections also reduce the number of audits the regulatory
agency itself must undertake, allowing the government to focus its resources more
effectively on those companies that it perceives to pose the highest risks. The more
firms decide to take advantage of private third-party inspections, the greater the
chances that high-risk firms will be audited by the regulatory agency.

Studies have shown how such a program could be implemented in practice. In
Delaware and Pennsylvania, the State Departments of Environmental Protection
have worked closely with the insurance industry and chemical plants to test this
approach for chemical facility safety.24

REQUIRED STEPS IN SPECIFIC INDUSTRIES AND SECTORS

The steps required to improve security vary across industries. In keeping with the
principles we set forth in chapter one, it is important to find ways to maximize pro-
tection, particularly against catastrophic attack, in cost-effective ways and where
possible in a manner that provides additional benefits outside the homeland security
realm. But applying these principles to specific industries and sectors requires con-
siderable detailed technical analysis on a case by case basis.

One common theme in much of the below, however, is that appropriate safeguards
are often expensive to implement immediately but relatively painless to build into
new systems. For example, given that al-Qa’ida appears to have considerable inter-
est in biological agent attacks, and given the continued difficulty of treating the
symptoms of biological attacks quickly and effectively (especially on a large scale),
it behooves the United States to adopt defensive measures where cost-effective.25
Air intakes on buildings can be put well above street level and beyond the reach
of anyone without access to restricted areas.26 Filters might be built into air circula-
tion systems, to impede the distribution of any chemical or biological agent intro-
duced into a building (and a slight overpressure maintained within buildings to re-

tacks. Nonetheless, it may be possible for insurers to distinguish risks of loss based on dif-
ferences in damage exposures, given a terrorist incident. Some financial firms are already trying
to devise basic frameworks for evaluating such risks. See, for example, Moody’s Investors Serv-
ice, “Moody’s Approach to Terrorism Insurance for U.S. Commercial Real Estate,” March 1,
2002.

23 For a discussion of the potential benefits of a mixed system of building code regulations and
mandatory catastrophic risk insurance in the context of natural disasters, see Peter Diamond,
“Comment on Catastrophic Risk Management,” in Kenneth Froot, ed., The Financing of Catas-
trophe Risk (University of Chicago Press: Chicago, 1999), pages 85-88.

24For further information, see Howard Kunreuther, Patrick McNulty, and Yong Kang, “Im-
proving Environmental Safety Through Third Party Inspection,” Risk Analysis. 22: 309-18,
2002.

25 Judith Miller, “U.S. Has New Concerns About Anthrax Readiness,” New York Times, De-
cember 28, 2003, p. A20; and Philip Shenon, “Terrorism Drills Showed Lack of Preparedness,
Report Says,” New York Times, December 19, 2003.

26 Gregory Wright, “Is Your Building’s HVAC Safe Against Terrorism?” HVACR News, vol. 24,
no. 2 (May 2004).
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duce the risk that agents will infiltrate from the outside).2? Addition of filters may
sometimes only be practical when entire heating, ventilation, and air conditioning
systems are being replaced.28 Still, over time, considerable progress is quite feasible.
Many modern heating and air circulation systems have the kinds of sensors, adapt-
able flows, and other features that could help protect against the effects of terrorist
attack as well as optimize a building’s functioning and the quality of its air in nor-
mal times.2? This shows how measures taken in part to promote homeland security
can have other benefits.

Protecting key buildings against attacks involving explosives is difficult, but some-
times warranted when high casualties or other severe damage to society could result
from a given attack (and when any attack is probably preventable through reason-
ably inexpensive measures). Sometimes it is a matter of adopting simple steps of
limited but useful impact. For example, elevators might be built so as to descend
to the nearest floor in the event of a power outage—a wise investment against the
possibility of electricity overloading as well. (In the public sector, relatedly, street
lights could be given low-energy diode emitters powered by batteries as backups to
main power systems.30)

Truck bombs will remain a threat in the future; they have been the weapon of
choice of al-Qa’ida in most attacks since 9/11. Defending against them can involve
constructing new, prominent buildings a certain distance back from streets—as has
occurred with a number of new U.S. embassies in recent years. Further desirable
measures, at least for the highest-profile buildings, can involve using shatterproof
glass or comparable coatings in the lower floors of such buildings, and closing or
at least inspecting entrants into underground parking garages. Relatedly, one might
worry about large bombs being assembled piece by piece through the use of indi-
vidual bags to carry explosives into buildings. This threat may argue for controlling
access to symbolically important buildings in particular. At present, outside of New
York, very few major buildings have any checks or controls on entry.31

The Chemical and Nuclear Industries

The U.S. chemical industry remains quite vulnerable to possible terrorist
strikes.32 As Richard Falkenrath recently testified, “To date, the federal government
has made no material reduction in the inherent vulnerability of hazardous chemical
targets inside the Untied States. Doing so should be the highest critical infrastruc-
ture protection priority for the Department of Homeland Security in the next two
years.”33 A DHS study that ranked a terrorist act releasing chlorine, along with nu-
clear and anthrax attacks, as among the most deadly plausible scenarios for the
United States to worry about in the future gives further credence to Falkenrath’s
view.34 As we argue in chapter one, it is precisely such types of vulnerabilities that
demand the most urgent attention.

Voluntary measures have been adopted by some chemical plants, notably those of
the American Chemistry Council, but these represent a minority of the nation’s total
such facilities. Hardening plants against sophisticated attacks by well-trained bands
of terrorists, and other such robust safeguards, could be uneconomical and in many
cases unnecessary. There are thousands of chemicals produced in the United States,
but only some 300 that are very dangerous and about half that number that are
most extreme in the threats they pose. There are tens of thousands of chemical
plants but only 4,000 to 8,000 where the improper release of agent could kill 1,000
or more individuals.3® But a more systematic approach that at least requires peri-

27U.S. Army Corps of Engineers, “Protecting Buildings and Their Occupants from Airborne
Hazards,” draft, October 2001; Energy Information Administration, Department of Energy,
“Building Characteristics: Buildings Use Tables,” table 12, available at www.eia.doe.gov /emeu |
consumption; Letter from Michael C. Janus, Battelle Corporation, December 1, 2001, to Michael
O’I-é(inlon; and Ann Gerhart, “Tom Ridge, on High Alert,” Washington Post, November 12, 2001,

28 Department of Health and Human Services, Guidance for Protecting Building Environments
from Airborne Chemical, Biological, or Radiological Attacks (May 2002);

29 Jon C. Lund, “Smart Buildings,” IEEE Spectrum (August 2003), pp. 18-23.

30 Peter Fairley, “The Unruly Power Grid,” IEEE Spectrum (August 2004), pp. 22-27.

31Terr% Pristin, “Different Cities, Different Security for Buildings,” New York Times, July 9,
2003, p. C6.

32For further discussion of homeland security and the chemical industry, see Congressional
Budget Office, “Homeland Security and the Private Sector,” Chapter 3 (Chemicals and Haz-
ardous Materials), December 2004.

33 Statement of Richard A. Falkenrath before the United States Senate Committee on Home-
land Security and Governmental Affairs, January 26, 2005.

34 Eric Lipton, “U.S. Report Lists Possibilities for Terrorist Attacks and Likely Toll,” New York
Times, March 16, 2005, p. 1.

35Richard D. Farmer, Homeland Security and the Private Sector (Washington, D.C.: Congres-
sional Budget Office, December 2004), pp. 21—28.
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odic assessments of vulnerabilities and common-sense solutions is imperative.36
Senator Corzine introduced a bill to do just that but it has not been passed by the
Congress.37

There are also situations where less dangerous chemicals can be used in place of
highly toxic ones. Reducing dependence on chlorine for drinking water purification
is the most notable example. In these cases, the good sense of chemical plant owners
combined with the guiding hand of the insurance market are the ideal mechanisms
for improving safety.38

Another key challenge is securing nuclear materials.39 Power plants are now pro-
tected fairly well. But the cooling ponds used for storage of spent fuel may not be
protected against certain types of attacks (such as from airplanes).4% Nor are many
areas where low-medium-grade waste is stored. These latter materials can be used
in “dirty bombs.” While such weapons might not kill large numbers, they could
cause enormous economic costs (due to cleanup) and disruption (if a city center or
other important area could not be used while being cleaned). Here the most prac-
tical defense is much improved security for sites where such materials are found,
at home and abroad.#! In this type of case, where the optimal safety features are
not obvious, regulation may be less desirable than reliance on insurance market in-
centives.

Passenger Trains, Buses, and Boats

On March 11, 2004, a simple terrorist strike against trains in Madrid killed some
200 people and injured another 1,500. The July 7, 2005 London attacks, killing more
than 50 themselves, underscored that Madrid was not a fluke. This worry applies
not only to trains, but in similar ways to buses, ferries, and cruise ships. Yet not
nearly as much attention has been given to this issue as, for example, to airplane
security.*2

Several experimental efforts have been made to monitor passengers and cargo en-
tering American trains. However, such efforts tend to rely heavily on labor-intensive
methods such dogs to detect explosives. The challenge is the speed at which people
must move through such stations, and the number of passengers involved, particu-
larly for heavily traveled local train services and subways.43 For example, the New
York subway system carries nearly 4 million passengers a day (getting on and off
a}: 46844stations); all America’s airports handle just 1.5 million people a day between
them.

Some additional safeguards are desirable for trains and buses. Emergency com-
munications systems can be improved, stations protected by perimeter fencing and
guards and monitoring, relevant tunnels hardened, and spot checking made more
common. Further federal funding is appropriate here; insurance markets are un-

36 Government Accountability Office, Homeland Security: Voluntary Initiatives Are Under Way
at Chemical Facilities, but the Extent of Security Preparedness Is Unknown, GAO-03-439
(March 2003), summary page.

37 Office of Senator Jon S. Corzine, “Fact Sheet on Senator Corzine’s Chemical Security Legis-
lation,” November 17, 2003, available at www.corzine.senate.gov / priorities /chem  sec.html; and
Rick Hind and David Halperin, “Lots of Chemicals, Little Reaction,” New York Times, Sep-
tember 22, 2004, p. A31.

38 A related topic concerns the safeguards applied to the sales of certain lethal chemicals. Not
enough has yet been done to ensure proper oversight in this regard. For example, a full decade
after the Oklahoma City tragedy, only three states have notable regulations on the sale of am-
monium nitrate fertilizer. Oklahoma joined South Carolina and Nevada in requiring requiring
presentation of identification from anyone wishing such fertilizer and tracking sales of such ma-
terials to allow for investigation of any problems that may result. Others should follow this lead.
In such cases where simple, common-sense, minimal-cost regulations can be devised, they are
hardly inconsistent with the general approach advocated here of using market incentives where
possible but mixed approaches including some regulation when sensible. See Associated Press,
“National Briefing—Oklahoma: Rules to Regulate Selling of Fertilizer,” New York Times, Feb-
ruary 18, 2005, p. A17.

39See Congressional Budget Office, “Homeland Security and the Private Sector,” Chapter 2
(Civilian Nuclear Power), December 2004.

40 Shankar Vedantam, “Storage of Nuclear Spent Fuel Criticized,” Washington Post, March 28,
2005, p. 1.

41Peter D. Zimmerman and Cheryl Loeb, “Dirty Bombs: The Threat Revisited,” Defense Hori-
zons, no. 38 (Washington, D.C.: National Defense University, January 2004); and Joby Warrick,
“Smugglers Targeting Dirty Bombs for Profit,” Washington Post, November 30, 2003, p. 1.

42 Arnold M. Howitt and Jonathan Makler, “On the Ground: Protecting America’s Roads and
Transit Against Terrorism,” (Washington, D.C.: Brookings, 2005).

43 Baronet Media Ltd., “Washington Tests High Security System for Trains,” Vigilo Risk, issue
#1, June 9, 2004, p. 7.

44 Gregg Easterbrook, “In an Age of Terror, Safety Is Relative,” New York Times, June 27,
2004, p. 1.
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likely to be of much help since much train infrastructure is publicly owned.4> The
American Public Transportation Association has called for over $7 billion in added
funding for mass transit systems including trains over the next three years—thirty
times the expenditures of the last three years combined.46 Indeed, there is a strong
case for substantial funding increases.?

But the $7 billion added amount strikes us as too much. More logical is a gradual,
incremental increase that continually evaluates the benefits of new and experi-
mental measures as they are introduced. The fact of the matter is that, almost inde-
pendent of expenditure levels, security will not be perfect on trains and buses. Con-
trolling access of all passengers at all times seems unrealistic.

Tightened security measures can be used for special events or in the case of intel-
ligence alerts suggesting particular cause for concern. For example, police officers
were put on every subway train in New York the day after the July 7, 2005 London
bombings.48 But alas this vulnerability is one of those so difficult to address that
it underscores the need for preventive homeland security activities-border patrols,
prevention efforts by police departments and the FBI, and so forth—as well as con-
tinued intelligence operations and offensive action abroad.

A Democratic attempt to add $1.7 billion to the 2006 budget for rail security failed
in the Congress.49 The Democratic idea was sound but the amount was, for the rea-
sons noted above, probably too much. That said, an increase in the range of hun-
dreds of millions of dollars would have been appropriate, and should be pursued for
the 2007 budget.

The situation is similar for passenger ships and ferries. Some improvements in
security are warranted, but that said, vulnerability is a fact of life.50 Given that
most such attacks, however tragic they might be, would not be catastrophic in the
terms we use in chapter one, a cost-benefit analysis—and the state of available tech-
nology and procedures for security—suggest that only limited investments of the
type already underway are warranted at this time.5!

Cargo Trains, Trucks, and Barges Carrying Hazardous Materials

Trucks, trains, and barges are the chief methods for the transport of hazardous
materials in the United States today. On the issue of trucks, at present there are
few restrictions on who can drive the trucks and where those trucks can go—except
of course that as a matter of public safety, tunnels and certain other very specific
sections of road are sometimes deemed off limits to certain classes of highly toxic
or flammable materials. Background checks have been begun for drivers of espe-
cially dangerous classes of chemicals and other substances. But efforts to authen-
ticate their identities using identification with biometric indicators remain in the
pilot, testing stage.’2 Moreover, Mexican and Canadian drivers on American roads
are not being checked in the same way.53 Some municipalities have similarly de-
cided to find substitutes for the most lethal sorts of chemicals often carried by
trucks (such as chlorine) when possible. Some companies train their employees in
security precautions and monitor key facilities such as fuel depots. But these efforts
are at present scattershot.54

45 Baronet Media Ltd., “House Committee Seeks $1 Billion for U.S. Rail Security,” Vigilo Risk,
issue #2, June 23, 2004, p. 7.
46David Randall Peterman, “Passenger Rail Security: Overview of Issues,” CRS Report for
Congress (Washington, D.C.: Congressional Research Service, July 29, 2005), pp. 2—3.
47Nicole Gaouette, “Senate is Split on Spending Bill for Domestic Security,” Los Angeles
Times, July 12, 2005.
3 ‘;3 Sewell Chan “In Added Security Measure, Officers are Riding the Rails,” New York Times,
uly 8, 2005.
4 David Rogers, “Homeland Budget Accord Is Reached,” Wall Street Journal, September 30,
2005, p. 2.
50 In addition to the threat of explosives being placed in cars, or planted directly on ferries
and other ships, there is a risk of scuba divers attacking ships. See Jim Gomez, “Terror Plots
May Reach New Depths,” Chicago Tribune, March 18, 2005. Sometimes certain risky ports or
waterways can be avoided overseas, but clearly this is not a protection method of complete reli-
ability. See David Wood, “Terrorism Fears Divert Navy Supply Ships from Suez Canal,”
Newhouse.com, January 13, 2005.
51 Eric Llpton “Trying to Keep the Nation’s Ferries Safe from Terrorists,” New York Times,
March 19, 2005, p. 18.
52 William H. Robmson Jennifer E. Lake, and Lisa M. Seghetti, “Border and Transportation
Securlty Possible New Directions and Pohcy Options,” CRS Report for Congress (Washington,
D.C.: Congressional Research Service, March 29, 2005), pp. 9—10.
53 Transportation  Security Admlmstratlon, information at wwuw.tsa.gov/public/dis-
play?content=09000519800d3fd3&prini=yes, accessed January 6, 2005.
54 See David Johnston and Andrew C. Revkin, “Officials Say Their Focus Is on Car and Truck
Bombs,” New York Times, August 2, 2004, p. A13.
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This situation is highly imprudent. Leaving aside the issue of truck bombs, many
trucks carry potentially lethal materials that could kill thousands if dissipated in
densely congested parts of cities. To reduce the risks, several steps can be taken.
First, for those drivers transporting anything from gasoline to chlorine, background
checks must be done comprehensively and quickly. Names and fingerprints must be
compared to entries on terror watchlists. Second, truck storage yards must meet
minimal safety standards limiting access and monitoring perimeters. Third, safety
features should be used on the doors of relevant trucks—reducing the odds that dan-
gerous materials would be stolen for subsequent use in a terrorist attack. Given the
danger of the materials involved, not just to the drivers of the trucks and others
directly involved but to society on the whole, minimal safety standards are impor-
tantkenough to be done by regulation rather than relying entirely on the insurance
markets.

As an additional precaution, trucks carrying certain highly toxic substances
should be banned from the most central parts of cities—unless escorted by security
and outfitted with tracking technology as well as automatic braking technology.55
Economic incentives would thus come into play, with firms measuring the costs of
protective technology against the economic benefits of being granted greater access
to densely populated regions.

The chlorine gas tragedy in South Carolina in January of 2005 underscored the
need for upgrades to security in this realm as well. Several types of improvements
are needed. As the South Carolina accident underscored, both would have benefits
for general public health beyond the subject of counterterrorism, reducing the risks
of routine accidents. Since it is a dual-benefit program, it serves one of main goals
we suggest in chapter one for guiding future homeland security efforts.

When substitution of dangerous chemicals by safer chemicals cannot happen, spe-
cific trains should be rerouted away from the centers of cities when necessary and
practical. In early 2005, the District of Columbia prohibited shipments of hazardous
materials through parts of the nation’s capital. A more systematic national effort
is appropriate as well.5¢6 (The most lethal substances should be banned outright
from city centers; others could be permitted, as noted above, when companies adopt
best practices on safety such as automatic tracking and braking technology on their
trucks.)

Finally, safety standards should be enforced. For example, it should not be toler-
ated that half of the nation’s 60,000 train cars frequently carrying poisonous gases
are obsolete or otherwise in poor shape.57? This recommendation complements the
first, since it is easier to improve safety on a smaller number of trains.58

The Food and Water Industries

Other areas where not enough has been done to prevent attacks are the food in-
dustry and the country’s water infrastructure.

In regard to food, the case for doing more can be debated. There are no known
cases of al-Qa’ida or affiliates attacking the food supply, but that hardly means that
an organization that has already proved itself innovative will not attack it in the
future. And certain types of attacks, such as a small amount of botulism toxin
poured into a milk truck leaving a farm could literally cause tens if not hundreds
of thousands of deaths.5? Thus, if simple and economical measures that bring other
benefits beyond the counterterrorism domain can be identified, they should be seri-
ously considered.

As he left the Bush administration, former Secretary of Health and Human Serv-
ices Tommy Thompson said the worries “every single night” about large-scale food
poisoning.69 But infrastructure for monitoring food supplies and quickly detecting
any signs of contamination is insufficient. Some additional funding has been added
for food safety investigators and laboratories to check for deliberate contamination.
But no demands have been placed on the nation’s 50,000+ food processing sites to
improve site security. Some voluntary measures have been adopted by the indus-
try—and FDA and USDA have preferred to keep them voluntary to avoid collecting

55 Flynn, America the Vulnerable, pp. 118—122.

56 Eric M. Weiss and Spencer S. Hsu. “90-Day Hazmat Ban Is Passed; Measure Will bar Ship-
ments in DC.” Washington Post, February 2, 2005, p. B1.

57Walt Bogdanich and Christopher Drew, “Deadly Leak Underscores Concerns About Rail
Safety.” New York Times, January 9, 2005, p. 1.

58 Sara Kehaulani Goo, “Accidents Spur New Focus on Securing U.S. Raily System,” Wash-
ington Post. Janaury 29, 2005.

59 Rick Weiss, “Report Warns of Threat to Milk Supply,” Washington Post, June 29, 2005, p.

8.
60 Mike Allen, “Rumsfeld to Remain at Pentagon; Thompson Quits at HHS, Warns of
Vulnerabilities,” Washington Post, December 4, 2004, p. A
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data that could later be made available due to Freedom of Information Act requests.
But these have been spotty.61

Requiring sites such as food processing centers to carry terrorism insurance
(against any liability for poisoning that occurs on their premises) may provide the
simplest and soundest means of addressing this vulnerability in a cost-effective way.
At a minimum, it could lead to more uniform adaptation of commonsense protective
i‘neaisures such as more systematic patrolling and monitoring of the perimeters of
acilities.

As suggested by the Democratic members of the House Select Committee on
Homeland Security, each state or region should also have the ability to quickly test
foods for a wide range of possible contaminants. This can allow spot checking of food
under normal circumstances, and prompt efforts to contain the consequences of any
attack should one occur.

As for water, it is extremely difficult to contaminate large water systems because
of the amount of material needed for lethal doses. That means that protecting drink-
ing water reservoirs, for example, need not extend to the level of providing complete
assurance that no person on foot is ever near a reservoir at any time. Protective
systems that keep trucks away from such reservoirs, and monitor foot traffic well
enough to ensure that substantial numbers of people are not able to gain entry to
a reservoir, would generally suffice. And as for the chemical treatment facilities,
these can be viewed largely as any other chemical plant—with risk, and appropriate
security measures, determined by the nature of the chemicals in use. To the extent
chlorine is employed, that implies a reasonably high level of protection, but nothing
beyond the scale of what would be properly applied to many other facilities in the
chemical industry.62

A second problem with water concerns the potential for attacks on dams to flood
metropolitan areas and create conditions not unlike those produced by Hurricane
Katrina—though this time without the warning. Risk assessments have been com-
pleted for the nation’s major dams.63 The amount of high explosive needed to de-
stroy most of them, together with improved site security near most, limit the likely
danger associated with this type of terrorist scenario. But they do not eliminate the
risk entirely by any means. At a minimum, this worry is further reason for the na-
tion to digest fully the lessons of Katrina—and figure out how to mount large-scale
responses to such catastrophes within hours rather than days. This observation has
implications for many agencies, including NORTHCOM. The military should not be
the lead responder to the vast majority of natural disasters or terrorist strikes, in
terms of leading any effort. But leaving aside such issues, as well as the question
of whether posse comitatus should be modified, the U.S. armed forces have physical
capacities rivaled by no other national institution and at a minimum need to be bet-
ter prepared to organize and deploy them fast in future crises.

Energy Infrastructure

It will not always be possible to know what infrastructure to protect and what
not to protect—until after the fact. Take for example the Alyeska Pipeline in Alaska
(or any other oil pipeline). It is possible to use a rifle to disrupt the flow of oil, and
in fact that has happened before (though in an act closer to vandalism or
hooliganism than terrorism). Pipelines are of course attacked in Colombia, Iraq, and
elsewhere so this threat is hardly implausible. That said, taking steps to try to pre-
vent such attacks would clearly be very difficult in some places, short of setting up
dense security perimeters (or burying the pipelines). Moreover, attacks on oil pipe-
lines would be unlikely to cause the loss of any human life. This is the type of threat
that should be in a second or even third tier of importance.64 Some measures such
as protecting choke points, ensuring capacity for quick shutdown of damaged pipes,
and protecting the pumping stations (and key electronics) of pipeline systems are
warranted, but comprehensive protection is not.65

61 General Accounting Office, Food-Processing Security, GAO-03-342 (February 2003), pp. 1—
7

'62 Government Accountability Office, Homeland Security: Agency Plans, Implementation, and
Challenges Regarding the National Strategy for Homeland Security, GAO-05-33 (January 2005),
84—93.

Pp.

63 Claudia Copeland and Betsy Cody, “Terrorism and Security Issues Facing the Water Infra-
structure Sector,” in Russell Howard, James Forest, and Joanne Moore, eds., Homeland Security
and Terrorism (New York: McGraw Hill, 2006), p. 200.

64 See for example, Andrea R. Mihailescu, “Alaska’s Vulnerable Oil Pipeline,” Jane’s Terrorism
and Security Monitor, September 1, 2004.

650ne area where it behooves the United States to establish improved vigilance is in the vul-
nerability of power, communications, transportation, and water infrastructure to electromagnetic
pulse from a high-altitude nuclear detonation. Terrorists are unlikely to carry out such an at-
tack, but a nation-state could, and the nature of the preparation against such an attack is akin
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To take another energy example, of greater concern given the potential loss of life
involved in any attack, Boston is the only major city in the United States to have
a liquid natural gas terminal nearby. (Explosions of such tankers could cause struc-
tural damage to buildings a third of a mile away and burn the skin of people a mile
away.%6) Tankers were not allowed to come into Boston harbor to service this ter-
minal during the 2004 Democratic convention, suggesting that there is a real basis
to worry about a possible attack. But has the danger really passed now that the
convention is over? This question suggests that it would be prudent to move the ter-
minal—if not immediately, then at least when a major renovation would be needed
on the existing infrastructure.6?

Skyscrapers, Major Buildings and Other Structures

In the United States, most large buildings, famous public facilities, sports sta-
diums, concert halls, and shopping malls are open to the public—and thus to terror-
ists armed with explosives, chemicals, or biological pathogens. Most such structures
lack the types of filters that could clean up contamination that gets inside. Few
buildings have the types of air circulation systems that reduce the danger of such
contamination in the first place. And few have common-sense protections against
the kinds of car and truck bombs that al-Qa’ida continues to employ with frequency
and effectiveness around the world even in the post-9/11 era.

The degree of appropriate protection depends clearly on the nature of the poten-
tial target. For the nation’s 500 skyscrapers, 250 largest arenas and stadiums, large
train stations and airports, and any other locations where many thousands of people
gather in confined spaces, special efforts are required when practical. New buildings
might even be built a certain distance back from streets (as is the case with many
U.S. embassies today), tougher structural building codes employed, and parking ga-
rages kept physically separate from buildings. But these sorts of sweeping measures
are clearly not practical for all cases.®8

Existing structures can be equipped with shatterproof glass in lower floors. Vehi-
cles entering their parking garages can be searched and in some cases restricted in
their movements. When air circulation systems are renovated, their intakes should
be moved above street level and monitored. Reverse pressure air systems and good
filters are among the other options. Again, insurance markets can help incentivize
owners to adopt such measures.%°

to homeland security activities so worthy of brief mention here. Protecting all electronics from
such an attack is impractical (and modern electronic systems, with their low power require-
ments and low voltage tolerances, are inherently more vulnerable to such attacks than were vac-
uum tubes). But the country’s infrastructure should not be allowed to fail catastrophically after
such an attack; the period of recovery could last many months, during which time the country
would have function like a premodern society. Devising protections to key nodes of major infra-
structure is estimated to cost about one to three percent of total system cost, if done when a
system is first being built. But retrofitting protections onto existing equipment might be an
order of magnitude more expensive, implying costs reaching well into the tens of billions of dol-
lars. This suggests a two-track approach to protection, redressing glaring vulnerabilities where
feasible in the short term (that is, hardening key electronics used by major infrastructure, or
purchasing backup systems), while planning to gradually eliminate other vulnerabilities as in-
frastructure is modernized in the coming years. See 65 Commission to Assess the Threat to the
United States from Electromagnetic Pulse (EMP) Attack, Report of the Commission to Assess
the Threat to the United States from Electromagnetic Pulse (EMP) Attack, Volume I: Executive
Report (2004), available at www.iwar.org.uk/iwar/resources/emp/04-0722emp.pdf, accessed
February 17, 2005; and Testimony of Frank Gaffney before the House Committee on the Budget,
U.S. Congress, February 16, 2005.

66 Justin Blum, “Report Assesses Risks of Attack on Tankers,” Washington Post, December 22,
2004, p. E1.

67 Associated Press, “Collins Suicide Attack Warning,” Lloyd’s List, July 5, 2004, p. 12.

68 See Protecting the American Homeland, pp. 54—56.

69 See Eric Lipton and James Glanz, “New Rules Proposed to Help High-Rises Withstand At-
tacks,” New York Times, March 6, 2002, p. Al; Letter from Michael C. Janus, Battelle Corpora-
tion, December 1, 2001, to Michael O’Hanlon; Ann Gerhart, “Tom Ridge, on High Alert,” Wash-
ington Post, November 12, 2001, p. C1; and Statement of Arden Bement, Director, National In-
stitute of Standards and Technology, Hearing before the Committee on Science, U.S. House of
Representatives, 107 Cong. 2 sess. (March 6, 2002).
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CONCLUSION

The number of sites that might be targeted in the United States is daunting, and
a rigorous means of protecting the country comprehensively is unaffordable (if even
conceivable). But the United States has a more limited number of sites of particular
interest—where thousands of individuals routinely congregate, where the economy
has important choke points or centers of activity, where the symbolic and political
effect of any attack could be hugely significant. Most such sites are in the private
sector, which holds 85 percent of the nation’s infrastructure, though an important
number are clearly public too. By focusing on this category of key locations (and es-
tablishing different tiers of necessary protection within that category), and by using
insurance makrets and related mechanisms to give private owners incentives to
adopt best practices at reasonable cost, the country’s vulnerability to truly cata-
strophic terrorism can be substantially mitigated. Since 9/11, we have moved to-
wards this objective. But we have a great distance still to go.
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The nation's critical infrastructure
sectors—such as banking and
finance, information technology,
and public health—rely on
computerized information and
systems Lo provide services o the
public. To Mulfill the requirenent
for a comprehensive plan,
including cyber aspects, the
Department of Homeland Security
(DHS) issued a national plan in
June 2006 for the sectors Lo use as
a road map to enhance the
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as seclor-specific agencies, are
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critical infrastructure protection
efforts such as the development of
plans that are specific to each
sector. GAD was asked to
sunumarize a report being released
today that identifies the extent to
which the sector plans addressed
key aspects of eyber security,
including cyber assets, k
vulnerabilities, vulnerability
reduction efforts, and recovery
plans. In the report, GAO analyzed
each sectorspecific plan against
criteria that were developed on the
basis of DHS guidance.

What GAO Recommends

In its report, GAO recommends
that the Secretary of Homeland
Security request that, by Seplember
2008, the sectorspecific agencies
develop plans that fully address all
of the cyberaelated criteria. In
written comments on a draft of the
report, DHS concurred with GAO's
recommendation.
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at (202) 5129286 or pownerd @ gao gov.

116

CRITICAL INFRASTRUCTURE PROTECTION

Sector-Specific Plans’ Coverage of Key Cyber
Security Elements Varies

What GAO Found

The extent to which the sectors addressed aspects of cyber security in their
sector-specific plans v nt ; none of the plans fully addressed all 30 cyber
security-related criteri ieluding the information
technology and telecom iy of the
eriteria, while others—such as agriculture and food and commercial
facilitiecs—were less comprehensive, The following figure summarizes the
extent to which each plan addressed the 30 criteria.

Comprehensiveness ol Sector-Specific Plans
Compratenave

o .-'::'-':‘mﬁ:
-
.

YY1

C'fwmnm Il ooy sovesses [ 1o aoxossea

Source: (AD analyss of sgency data

In addition |r»|l1n~ variations in the extent to which the plans covered aspects
mg the plans in the extent to
riteria were addressed. For e nple, all plans fully addressed
setor governance structure for research and devel » but
fewer than half of the plans fully addressed describing any inc
sncourage voluntary performance of risk assessments. The
veach plan addressed the cyber security-related crite
attributed in part to the varying levels of maturity in the different sectors.

DHS acknowledges the shorteo
the sector-spe
develop thei
cyber t-h'nn

25 in the plans. DHS officials stated that

it only the early efforts by the sectors to
svertheless, until the plans fully address key
¢ not be prepared to respond (o a cyber
:fnwnmun- A».IP ans are updated, it
) eTSu
rezs nod suflic ||-|||I,\-' <||I(In-~~(l an-ulwn‘d :!llwr\u he plans will
complete and sector efforts will not be sufficient to enhance the
proftection of thelr computer-reliant assels.

United States Office
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Mr. Chairman, Madame Chairwoman, and Members of the Sub i

Thank you for the opportunity to join in today’s hearing to discuss
transitioning critical infrastructure protection sector-specific plans into
action. Because the nation’s critical infrastructure relies extensively on
computerized information systems and electronic data to maintain the
nation's security, economy, and public health and safety, the security of
those systems and information is essential. To help address critical
infrastructure protection, federal policy has established a framework for
public- and private-sector partnerships.” It has also identified 17 critical
infrastructure sectors that are largely owned and operated by the private
sector, including banking and finance, information technology,
telecommunications, energy, and public health and healthcare.

Federal policy requires the development of a national plan by the
Department of Homeland Security (DHS) to outline national goals,
objectives, milestones, and key initiatives as well as the development of
individual critical infrastructure sector plans—referred to as sector-
specific plans—to outline how a sector’s public and private stakeholders
will implement the national plan. Lead federal agencies, referred to as
sector-specific agencies (including DHS, Department of the Treasury, and
the Department of Health and Human Services), are responsible for
coordinating critical infrastructure protection efforts with the public and
private stakeholders in their respective sectors.

DHS issued a National Infrastructure Protection Plan (NIPP) in June 2006
to be used as a road map for how DHS and other relevant stakeholders are
to use risk management principles to prioritize protection activities within
and across the sectors in an integrated, coordinated fashion. NIPP requires
each of the lead federal agencies associated with the 17 critical
infrastructure sectors to develop sector-specific plans to address how the
sectors’ stakeholders would impl the national plan and how they
would improve the security of their assets, systems, networks, and
functions, These plans are to, among other things, describe how the sector
will identify and prioritize its critical assets, including cyber assets, and
define approaches the sector will take to assess risks and develop

“Thee Whitee House, Homednd Securfty Presidential Dir FiWashington, D.C.: Dec. 17,
20068, Department of Homsedand Security, National fnffastructure Protoction Plan,
(Washington, [.C.: June 2006},

Page 1 GAD-O8-64T
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programs to protect those assets. DHS announced the release of the 17
sector plans on May 21, 2007.

As requested, our testimony today will summarize our report being
released today on the cyber security aspects of the critical infrastructure
protection sector-specific plans.” In the report, we analyzed each sector-
specific plan against 30 criteria that we developed based on DHS guidance.
The 30 criteria are shown in appendix 1. The report contains a detailed
overview of the scope and methodology we used. The work on which this
testimony is based was performed in accordance with generally accepted
£O auditing standard:

Results in Brief

The extent to which the sectors addressed key aspects of cyber security in
their sector-specific plans varied; none of the plans fully addressed all 30
cyber security-related criteria. Several plans—including those from the

information technology and telec ications secto fully add. 1
many of the criteria, while others—such as those from the agriculture and
food and commercial facilities sect, ot 4s e 1 . In

addition to the varying degrees with which the sector-specific plans
covered aspects of cyber security, the plans as a whole addressed certain
criteria more comprehensively than they did others. For example, all 17
plans fully addressed the criterion to identify a sector governance
structure for research and development, while only 7 plans fully addressed
the process for identifying the consequences of cyber attacks. Further,
only 3 plans fully addressed the criterion to describe incentives used to
encourage voluntary performance of risk assessments.

The varying degrees to which each plan addressed the cyber security-
related criteria can be attributed in part to the varying levels of maturity of
the different sectors: that is, sectors where stakeholders had more
experience working together on eritical infrastructure issues generally had
more comprehensive and complete plans than those in which their
stakeholders had less prior experience working together. Without
comprehensive plans, certain sectors may not be effectively identifying,
prioritizing, and protecting the cyber aspects of their critical infrastructure
protection efforts. For example, with most sectors lacking a process for
identifying the consequences of cyber attacks against their assets, our

*GAQ, Critical Infrastructire Protection: Sector-Specific Plans' €
Secrrity Elements Vardes, GACOS 115 Washington, DO Ot

erge off Key Cyfer
2007,
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VerDate Nov 24 2008  08:44 Dec 16, 2009 Jkt 000000 PO 00000 Frm 00124 Fmt6633 Sfmt6621 H:\DOCS\110-HRGS\110-82\48977.TXT HSEC PsN: DIANE

11082.4.eps



119

nation’s sectors could be ill-prepared to respond properly to a cyber
attack.

To assist the sectors in securing their cyber infrastructure, we made a
recommendation in our report to the Secretary of Homeland Security to
request that by September 2008, the sector-specific agencies’ plans address
the cyber-related criteria that have not been fully addressed. In written
comments on a draft of the report, DHS concurred with our
recommendation.

Background

Cur nation's eritical infrastructures—such as banking and finance,
information technology, telect ications, energy, and public health
and healthcare—rely extensively on computerized information systems
and electronic data to carry out their missions. The security of these
systems and data, referred to as cyber critical infrastructure protection, is
essential to preventing disruptions in critical operations, fraud, and
inappropriate disclosure of sensitive information. Due in part to the
importance of and increasing reliance on these electronic systems, we
designated cyber critical infrastructure protection, in conjunction with
protecting the federal government's information systems, as a high risk
area in 2003. In January 2005 and 2007, we identified cyber critical
infrastructure protection as a high-risk area because of the continuing
concern about risks to information systems from escalating and emerging
threats; the ease of obtaining and using hacking tools; the steady advance
in the sophistication of attack technology; and the emergence of new and
more destructive attacks.

As the foeal point for critical infrastructure protection, DHS has many
cyber security-related roles and responsibilities that are called for in law
and policy. In May 2005, we identified 13 key cyber security
responsibilities (see table 1).° These responsibilities are described in more
detail in appendix I1.

"GAQ, Critical Inff: fhre Protection: £ o e faned Secrarity Faces
Challenges fn Fulfilfing Cvbersecarity Resy ilities, GAUDHG-131 (Washi D.C: May
206, 2005).

Page 3 GAO-O%-64T
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Table 1: DHS Key Cyber Security Responsibilities

1. Develop a comprehensive national plan fer critical infrastructure pretection, including
cyber security.

2. Develop parinerships and coordinate with other federal agencies, state and local
governments, and the private sactor.

Improve and enhance public/private information sharing invelving cyber attacks,
threats, and vulnerabilities,

Develop and enhance national cyber analysis and warning capabilities.

Provide and coordinate incident response and recovery planning efforts.

|dentify and assess cyber threats and vulnerabilities,

Support efforts 1o reduce cyber threals and vulnerabilities

Promate and support research and development effons to sirengthen cyber space
security.

w

L I R

9. Promote awareness and outreach.

10. Foster training and certification,

11. Enhance federal, state, and local governmaent cyber security.
12. Strangthen international cyber space security.

13. Integrate cyber security with national sacurity.

Source: GAD analysis of ihe Homeland Security Act of 2002, 7. Strategy
1o Becure Cyberspace

In May 2005, we reported that while DHS had initiated multiple efforts to
fulfill its responsibilities, it had not fully addressed any of the 13
responsibilities.' For example, the department established the United
States Computer Emergency Readiness Team as a public/private
partnership to make cyber security a coordinated national effort and it
established forums to build greater trust and information sharing among
federal officials who have information security responsibilities and law
enforcement entities. However, DHS had not yet developed national cyber
threat and vulnerability Or gor findustry conting
recovery plans for cyber security. In September 2006, we testified that
DHS had made progress on its responsibilities, but that none had been
completely addressed.”

One of DHS's key cyber security responsibilities is the development of a
comprehensive national plan for securing both the physical and cyber

YGACOG-4,

"GAQ, Critieal I stire P : DS Leadership Needed to Enhance
Cvbersecurity, GAU-GTETT (Washington, D.C: Sep. 13, 2006).
Page 4 GAO-O8-64T
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aspects of the key resources and critical ln.frasn'ucture of the United
States. The plan is to outline national ivities, and mil
for protecting critical infrastructures. To fulfill this responsibility, in June
2006, DHS issued the National Infrastructure Protection Plan (NIPFP) to
guide how DHS and other relevant stakeholders are to use risk
management principles to prioritize protection activities within and across
the sectors in an integrated, coordinated fashion. NIPP requires each of
the lead federal agencies associated with the 17 critical infrastructure
sectom to develop sector-specific plans to address how the sectors”

holders would impl the national plan and how they would
improve the security of their assets, systems, networks, and functions. As
part of these efforts, DHS provided guidance to the sectors for developing
their sector-specific plans, including guidance on cyber aspects.

To strengthen DHS's ability to implement its cyber security responsibilities
and to resolve underlying challenges, we have made about 25
recommendations over the last several years. These recommendations
focus on the need to (1) conduct threat and vulnerability assessments,
(2) develop a strategic analysis and warning capability for identifying
potential cyber attacks, (3) protect infrastructure control systems,
(4) enhance public/private information sharing, and (5) facilitate recovery
planning, including recovery of the Internet in case of a major disruption.
For example, in May 2005, we recommended, among other things, that
DHS prioritize key cyber security responsibilities, including: performing a
national cyber threat assessment and facilitating sector cyber vulnerability
mmmems DHS has made varying levels of progress on many of these
r, additional efforts are needed to fully address
them. Regarding me protection of e control we
issued a report on September 10, 2007, and testified on October 17, 2007,
before the Subcommittee on Emerging Threats, Cybersecurity, and
Science and Technology, House Committee on Homeland Security. In the
report, we made a dation that DHS develop a strategy for
coordinating control security efforts and enhance information
sharing with control systems stakeholders.” Collectively, our
recommendations provide a high-level road map for the agency to use in
improving our nation’s cyber security posture.

“GAQ, Critical Infrastrctire Protection: Multiple Effonts to Secure Control 's)vmudn
Elnefer Way, et More Remains to Se Doge, GACAOT- 1036 :W'\nlmlgl(-l: D.C. 1.l

and Critical fnfrmsinctire Protection: Maliple Efforts to Seciure
Einder Way, bt Chalfenges Renmain, GACOS- 1197, { Washington, [LC: Ot 17, .’,m?}

Page & GAO-O8-64T
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Sector-Specific Plans’
Coverage of Key
Cyber Security
Elements Varies

In May 2007, DHS announced the release of 17 sector-specific plans to
fulfill the NIPP requirement for individual sector plans. The extent to
which the sectors addressed aspects of cyber security in their plans varied;
none of the plans fully addressed all 30 cyber security-related criteria.
Several plans—including those from the information technology and
telecommunications sectors—fully addressed many of the eriteria, while
others—such as agriculture and food and commercial facilities—were less
comprel ive. Figure 1 izes the extent to which each plan
addressed the 30 eriteria.

[ 2
Figure 1: Comprehensiveness of Sector-Specific Plans

Number of criteria

- .-

Comprohensive

Loss.

comprehansive

Y R AR T T TV

Sectors

[ ruty scidressea B oty ocorosses [ reot scirenses

‘Sousse: GAD raryss of sgoncy dats

In addition to the variations in the extent to which the plans covered
aspects of cyber security, there was also variance among the plans in the
extent to which certain criteria were addressed. For example, all plans
fully addressed (1) identifying a sector governance structure for research
and development, {2) describing how the sector-specific agency intends to
manage its NIPP responsibilities; and (3) describing the sector’s

Page 6 GAO-O8-64T
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[ hani and str . Also, at least 15 of the plans fully
addressed (1) characterizing the sector’s infrastructure, including the
eyber reliance, (2) identifying stakeholder relationships for seeuring cyber
assets, (3) describing a process for updating, reporting, budgeting, and
training, and {4) describing a process for cyber-related information
sharing. However, fewer than half of the plans fully addressed:
(1) deseribing a process to identify potential consequences of cyber
attacks, (2) describing any incentives used to en.caursge voluntary

e of risk (3) developing and using cyber metrics
m measure progress, and (4) identifying existing cyber-related projects
that support goals and identify gaps.

The varying degrees to which each plan addressed the cyber security-
related criteria can be attributed in part to the varying levels of maturity of
the different sectors. According to DHS officials, the sectors that have
been le‘Iﬂl‘lg lugether longer on cnucal infrastructure issues generally
have developed more ¢ 1 and ¢ lete plans than the sectors
with stakeholders that had not previously worked together, For example,
the plan for the energy sector was among those categorized as most
comprehensive: the chemical sector had worked with DHS to improve the
cyber component in its plans and it included most of the key information
required for each plan element. Furthermore, the limited amount of time
to complete the plans—& months—was a factor for those sectors that had
not previously been working together on critical infrastructure issues and
were thus less mature.

DHS acknowledges the shortcomings we identified in the plans. Officials
stated that the sector-specific plans represent only the early efforts by the
sectors to develop their respective plans and anticipate that the plans will
improve over time. Nevertheless, until the plans fully address key cyber
elements, certain sectors may not be prepared to respond to a cyber attack
against our critical infrastructure. As the plans are updated, it will be
important that DHS work with the seclor representatives to ensure that
the areas not sufficiently add d are d. Otherwise, the plans will
remain incomplete and sector efforts will not be sufficient to enhance the
protection of their computer-reliant assets,

To assist the sectors in securing their cyber infrastructure, we
recommended in our report that the Secretary of Homeland Security direct
the Assistant Secretary for Infrastructure Protection and the Assistant
Secretary for Cyb ity and C jcations to request that by
September 2008, the sector-specific agencies’ plans address the cyber-
related criteria that were not fully addressed. In written comments on a

Page 7 GAO-08-64T
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draft of the report, DHS's Director, Departmental GAO/OIG Liaison,
concurred with our recommendation. In addition, he stated that DHS is
currently working on an action plan to assist sectors in addressing cyber

security issues not adequately addressed in the initial sector-specific plans.

In v, without comp plans, certain sectors may not be
effectively identifying, prioritizing, and protecting the cyber aspects of
their critical infrastructure. For example, with most sectors lacking a
process for identifying the consequences of cyber attacks against their
assets, our nation's sectors could be ill-prepared to respond properly to a
cyber attack. In addition, without comprel ive plans, DHS cannot
adequately identify where it and the rest of the federal government can
most effectively assist in enhancing the security of the nation’s critical
infrastructures that are largely owned and operated by the private sector.

Ultimately, our nation needs to move beyond the planning stages of
securing our critical infrastructures and public and private sector owners
and operators of our nation's critical infrastructure need to effectively
implement these plans, Implementation of these plans is more likely if
DHS can successfully fulfill its role as a focal point for critical
infrastructure protection. To accomplish this, DHS needs to address its 13
key responsibilities and our previous rec dations. For le, if
DHS enhanced national cyber analysis and warning capabilities and
provided assessments of cyber threats and vulnerabilities, it would be
viewed as providing a valuable service to critical infrastructure owners,
thus improving our nation’s ability to prepare for, respond to, and prevent
major cyber attacks from occurring.

Mr. Chairman and Madame Chairwoman, this concludes my staterent. [
would be happy to answer any questions at this time.

If you have any questions on matters discussed in this testimony, please
contact me at {202) 5128286 or by e-mail at pownerd@gao.gov. Other key
contributors to this testimony include Scott Borre, Michael Gilmore,
Nancy Glover, Barbarol James, and Eric Winter.

Page 8 GAD-O8-64T
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Appendixes

Appendix I: Cyber Security Criteria

Section 1: Sector Profile and Goals Section 6: Measure Progress
«  Characterizes cyber aspects - Ensures that imegration of cyber metrics is part of measurement process
«  ldentifies stakehclder relationships for securing »  Describes how cyber matrics will be reperted to DHS

cyber assets

Section 2: ldentify Assets, Systems, Networks, +  Includes developing and using cyber metrics to measure progress
and Functions

= Describes process to identify cyber assets, =  Describes how to use metrics to guide future cyber prejects
functions, or elemants
« Describes process to identiy cyber Section T: Critical i and D F
depandenciesfindepandances
Section 3: Assess Risks = D how ara related to the sector's cyber
goals

» Describas how the risk assessment process »  Describes process to identify cyber security technelogy requiraments
addrasses cyber elemants

» Describes a screening process lor cybar »  Daescribes process to solicht infermation on ongoing cyber research and
aspects development initiatives

+ Describes methodelogy to identity potential = |dentifies existing cyber-related projects that suppon goals and identifies
consequences of cyber attacks gaps

+  Describes methodology for vulnerability «  |dentifies research and development govemance structure

assassments of cyber aspects
+  Descrbes mathodology for threat analyses of  Section 8: Managing Sector-Specific Agency Responsibilities

cybar aspects
+ Describes i ives to y = Describes sector-specilic agency's of NIFF resp
vulnarability assessments
Section 4: Prioritizing Infrastructure «  Describes process for updating, reporting, budgeting, and training
» |dentifies entity responsible for itization of «  Dascribes sector's ination structure
cyber aspects
»  Describes eriteria and basis for ol «» D process for priarities
cyber aspects
Section 5: Develop and Impl P i «  Describes process for cyber-related information sharing
Programs

« Describes process to develop long-term
protective plans for cyber aspects

+  Describes process to identily specific cyber-
related pregram needs

= ldentifies programs to deter, respond, and
recover from cyber attack

- i ion and mail of
protective programs

Scurce: GAD analyss based on 845 gudance

Page 9 GAD-O8-64T
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Appendix II: Thirteen DHS Cyber Security
Responsibilities

Critical infrastructure protection
responsibilities with a cyber element

DHS responsibilities

1.

Develop a national plan for crtical
Infrastructure protection that includes
cyber security

Develop a comprehensive national plan for securing the key resources and critical
mirastruclu;e of the United States, including information technology

systems {includi lltes) and the physical and technological
assm.s that support such systems. This plan is to outline national strategies, activities,
critical i

Develop parinerships and coordinate
with other federal agencies, state and
local governments, and the private
sactor

Foﬂer and develop public/private partnerships with and among other federal agencies,
state and local governments, the private sector, and cthers. DHS is fo serve as the focal
point for the security of cyber space.

Improve and enhance public/private
information sharing involving cyber

Improve and enhance information sharing with and among other federal agencies, state
and local govermnments, the private sector, and others through improved paninerships

attacks, threats, and

an including ion sharing and analysis mechanisms.
DHS is to improve sharing of |nlurrnal|on on cyber attacks, threats, and vulnerabilities,

Responsibilities related to the cyber

space strategy's five priorities
4. Develop and enhance national cyber  Provide cyber analysis and ings, enhance L ibties, and develop a
analysis and wamning capabilities national indications and to identify 1o attacks.

5. Provide and coordinate Incident Provide crisis management in response to threats 1o or atlacks on critical infermation
response and recovery planning efforts  systems. This entals coordinating effons for incident response, recavery planning,
exercising cyber security continuity plans for I'edera‘ systems, planning for recovery of
Internat i and assisting i holders with cyber-related
emergency recovery plans.
6. Identify and assess cyber threats and  Lead efforts by the public and private sectors o conduct a national cyber threat
vulnerabilities assessment, 1o conduct or facilitate vulnerability assessments of sectors, and 1o identify
cross-sector interdependencies.
7. Suppon afforts 1o reduce cyber threats  Lead and support afforts by the public and private sectors to reduce threats and
and vulnerabilities vulnerabilities. Threat rsduchon Invelves working with lhe law enforcement :ommunny o
andp threats. Vul d: involves id g
and remedlalmg vulnerabilities in e:(mmg software and syslams
8. Promeote and support research and Call and di with k of d , industry, and g 1o

development efforts to strengthen
cyber space security

optimize cyber security-related ressarch and dovolopmnnl efforts to reduce
uu1r|uaba|mss through the adoption of more secure lechnologies.

4. Promote awareness and outreach national program to promote efforts to strangthen
cybar seculily throughout government and the private sector, including the home user.
10. Foster training and certification Improve cyber security-relaled education, training, and certificath P
11, Enhance federal, state, and local Partner with federal, state, and local in efforts to gthen the cyber
governmeant cyber security ssﬂlmy of tha nation's critical infermation infrastructure to assist in the deterrence,
P N- wtion of, and resp 1o terrorist attacks against the United States.
12 g b Wark in conjunction with other federal agenci izations, and industry
security in efforts to promote strengthened cyber security on a glubal basis,
13. Integrate cyber security with national Coaordinate and integrate applicable national praparedness goals with the Mational
security Infrastructure Protaction Plan.
Sourmce: GAO analysn of fhe Hometand Securfy Act of 2002,
Shbeqy = Sevuse Crberspace
10858y Page 10 GAO-O8-64T
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