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K. To a loyalty card, rewards card, 
points card, advantage card or club card 
or digital coupon program coupon 
contractor to verify individual’s 
enrollment in a loyalty, rewards, points, 
advantage, club or digital coupon 
program, and to provide discounts, 
digital coupons or other incentives to be 
applied to individual’s purchases. 

L. To on-line ordering fulfillment 
contractors to allow for the confirmation 
of orders received, fulfilled, delivered, 
and closed. 

M. To the U.S. Department of the 
Treasury for centralized administrative 
or salary offset, including the offset of 
Federal income tax refunds, for the 
purpose of collecting debts owed to the 
U.S. government. 

N. To U.S. Department of the 
Treasury-contracted private collection 
agencies for the purpose of obtaining 
collection services, including 
administrative wage garnishment, to 
recover debts owed to the U.S. 
Government. 

O. To a consumer reporting agency in 
accordance with 31 U.S.C. 3711(e), as 
authorized under 5 U.S.C. 552a(b)(12). 

P. To credit card processors, banks, 
and other financial institutions to 
process payments or refunds made by 
credit or debit cards, by check, or other 
non-cash payment methods. 

Q. To appropriate Federal, State, 
local, territorial, tribal, foreign, or 
international agencies for the purpose of 
counterintelligence activities authorized 
by U.S. law or Executive Order, or for 
the purpose of executing or enforcing 
laws designed to protect the national 
security or homeland security of the 
United States, including those relating 
to the sharing of records or information 
concerning terrorism, homeland 
security, or law enforcement. 

R. To the Bureau of Alcohol, Tobacco, 
Firearms, and Explosives, State 
agencies, and other appropriate entities 
to provide notification of firearms sales 
in compliance with Federal, DoD, 
Service policies, and State or local 
government law. 

POLICIES AND PRACTICES FOR STORING OF 
RECORDS: 

Records may be stored electronically 
or on paper in secure facilities in a 
locked drawer behind a locked door. 
Electronic records may be stored locally 
on digital media; in agency-owned 
cloud environments; or in vendor Cloud 
Service Offerings certified under the 
Federal Risk and Authorization 
Management Program (FedRAMP). 

POLICIES AND PRACTICES FOR RETRIEVAL OF 
RECORDS: 

Records may be retrieved by 
individual’s name; DoD ID Number; 
SSN; or other personal identifiers. 

POLICIES AND PRACTICES FOR RETENTION AND 
DISPOSAL OF RECORDS: 

Records are maintained and disposed 
in accordance with National Archives 
and Records Administration Schedules. 
The Military Departments retain records 
in accordance with their individual 
Records and Information Management 
retention schedules. The retention 
period may be obtained by contacting 
the system manager for the Military 
Department. 

ADMINISTRATIVE, PHYSICAL, AND TECHNICAL 
SAFEGUARDS: 

DoD safeguards records in this system 
of records according to applicable rules, 
policies, and procedures, including all 
applicable DoD automated systems 
security and access policies. DoD 
policies require the use of controls to 
minimize the risk of compromise of 
personally identifiable information (PII) 
in paper and electronic form and to 
enforce access by those with a need to 
know and with appropriate clearances. 
Additionally, DoD has established 
security audit and accountability 
policies and procedures which support 
the safeguarding of PII and detection of 
potential PII incidents. DoD routinely 
employs safeguards such as the 
following to information systems and 
paper recordkeeping systems: 
Multifactor log-in authentication 
including CAC authentication and 
password; physical token as required; 
physical and technological access 
controls governing access to data; 
network encryption to protect data 
transmitted over the network; disk 
encryption securing disks storing data; 
key management services to safeguard 
encryption keys; masking of sensitive 
data as practicable; mandatory 
information assurance and privacy 
training for individuals who will have 
access; identification, marking, and 
safeguarding of personal information; 
physical access safeguards including 
multifactor identification physical 
access controls, detection and electronic 
alert systems for access to servers and 
other network infrastructure; and 
electronic intrusion detection systems 
in DoD facilities. 

RECORD ACCESS PROCEDURES: 

Individuals seeking access to their 
records should follow the procedures in 
32 CFR part 310. Individuals should 
address written inquiries to the DoD 
component with oversight of the 

records, as the component has Privacy 
Act responsibilities concerning access, 
amendment, and disclosure of the 
records within this system of records. 
The public may identify the contact 
information for the appropriate DoD 
office through the following website: 
www.FOIA.gov. Signed written requests 
should contain the name and number of 
this system of records notice along with 
the full name, current address, and 
email address of the individual. In 
addition, the requester must provide 
either a notarized statement or an 
unsworn declaration made in 
accordance with 28 U.S.C. 1746, in the 
appropriate format: 

If executed outside the United States: 
‘‘I declare (or certify, verify, or state) 
under penalty of perjury under the laws 
of the United States of America that the 
foregoing is true and correct. Executed 
on (date). (Signature).’’ 

If executed within the United States, 
its territories, possessions, or 
commonwealths: ‘‘I declare (or certify, 
verify, or state) under penalty of perjury 
that the foregoing is true and correct. 
Executed on (date). (Signature).’’ 

CONTESTING RECORD PROCEDURES: 

Individuals seeking to amend or 
correct the content of records about 
them should follow the procedures in 
32 CFR part 310. 

NOTIFICATION PROCEDURES: 
Individuals seeking to determine 

whether information about themselves 
is contained in this system of records 
should follow the instructions for 
Record Access Procedures above. 

EXEMPTIONS PROMULGATED FOR THE SYSTEM: 
None. 

HISTORY: 
None. 

[FR Doc. 2023–06644 Filed 3–29–23; 8:45 am] 

BILLING CODE 5001–06–P 

DEPARTMENT OF DEFENSE 

Office of the Secretary 

[Transmittal No. 21–61] 

Arms Sales Notification 

AGENCY: Defense Security Cooperation 
Agency, Department of Defense (DoD). 
ACTION: Arms sales notice. 

SUMMARY: The DoD is publishing the 
unclassified text of an arms sales 
notification. 

FOR FURTHER INFORMATION CONTACT: Neil 
Hedlund at neil.g.hedlund.civ@mail.mil 
or (703) 697–9214. 
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SUPPLEMENTARY INFORMATION: This 
36(b)(1) arms sales notification is 
published to fulfill the requirements of 
section 155 of Public Law 104–164 
dated July 21, 1996. The following is a 

copy of a letter to the Speaker of the 
House of Representatives, Transmittal 
21–61 with attached Policy Justification 
and Sensitivity of Technology. 

Dated: March 27, 2023. 
Aaron T. Siegel, 
Alternate OSD Federal Register Liaison 
Officer, Department of Defense. 
BILLING CODE 5001–06–P 

BILLING CODE 5001–06–C 

Transmittal No. 21–61 

Notice of Proposed Issuance of Letter of 
Offer Pursuant to Section 36(b)(1) of the 
Arms Export Control Act, as amended 

(i) Prospective Purchaser: Government 
of Australia 

(ii) Total Estimated Value: 
Major Defense Equipment * $665 million 
Other .................................... $320 million 

TOTAL ............................. $985 million 

(iii) Description and Quantity or 
Quantities of Articles or Services under 
Consideration for Purchase: 

Major Defense Equipment (MDE): 
Twelve (12) MH–60R Multi-Mission 

Helicopters 
Thirty (30) T–700–GE–401C Engines 

(24 installed, 6 spares) 
Twelve (12) APS–153(V) Multi-Mode 

Radars (installed) 
Twelve (12) AN/AAS–44C(V) Multi- 
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Spectral Targeting Systems 
(installed) 

Thirty-four (34) Embedded Global 
Positioning System/Precise 
Positioning Service (GPS/PPS)/ 
Inertial Navigation Systems (EGI) 
with Selective Availability/Anti- 
Spoofing Module (SAASM) (24 
installed, 10 spares) 

Twenty (20) Link 16 Multifunctional 
Information Distribution Systems 
(MIDS)—Joint Tactical Radio 
System (JTRS) (12 installed, 8 
spares) 

Twelve (12) GAU–61 Digital Rocket 
Launchers (aircraft provisions only) 

Twelve (12) Airborne Low Frequency 
Sonars (ALFS) (aircraft provisions 
only) 

Eighteen (18) AN/AAR–47 Missile 
Warning Systems (12 installed, 6 
spares) 

Eighteen (18) AN/ALE–47 Chaff and 
Flare Dispenser, Electronic 
Countermeasures (12 installed, 6 
spares) 

Twelve (12) AN/ALQ–210 Electronic 
Support Measures (ESM) Systems 
(installed) 

Twenty-four (24) M299 Missile 
Launchers 

Twelve (12) GAU–21 Crew Served 
Guns aircraft provisions (installed, 
includes aircraft adapter, 
ammunition bin, and other 
accessories) 

Twelve (12) M240D Crew Served Gun 
Cradles (installed) 

Eighteen (18) AN/ARQ–59 Hawklink 
Radio Terminals (12 installed, 6 
spares) 

Non-MDE: 
Also included are AN/ARC–210 RT– 

2036 UHF/VHF radios with 
Communications Security 
(COMSEC); AN/APX–123 
Identification Friend or Foe (IFF) 
transponders; KIV–78; KIV–6; 
KOV–21; KGV–135A; Advanced 
Data Transfer Systems (ADTS); 
Airborne Low Frequency Sonars 
(ALFS) Training Simulators/ 
Operational Machine Interface 
Assistants (ATS OMIA); spare 
engine containers; trade studies 
with industry to determine the 
feasibility and cost of implementing 
provisions for additional passenger 
seating and modifications to 
achieve enhanced crew 
survivability; defense services; 
spare and repair parts; support and 
test equipment; communication 
equipment; ferry support; 
publications and technical 
documentation; personnel training 
and training equipment; United 
States (U.S.) Government and 
contractor engineering, technical, 

and logistics support services; 
obsolescence engineering, 
integration, and test activities 
required to ensure readiness for the 
production of the Australian MH– 
60R helicopters; and other related 
elements of programmatic, 
technical and logistics support. 

(iv) Military Department: Navy (AT– 
P–SCO) 

(v) Prior Related Cases, if any: AT–P– 
SCF, AT–P–GXO, AT–P–KOA, AT–P– 
KOB, AT–P–REZ 

(vi) Sales Commission, Fee, etc., Paid, 
Offered, or Agreed to be Paid: None 

(vii) Sensitivity of Technology 
Contained in the Defense Article or 
Defense Services Proposed to be Sold: 
See Attached Annex 

(viii) Date Report Delivered to 
Congress: October 8, 2021 

* As defined in Section 47(6) of the 
Arms Export Control Act. 

POLICY JUSTIFICATION 

Australia—MH–60R Multi-Mission 
Helicopters and Related Defense 
Services 

The Government of Australia has 
requested to buy twelve (12) MH–60R 
Multi-Mission helicopters; thirty (30) T– 
700–GE–401C engines (24 installed, 6 
spares); twelve (12) APS–153(V) Multi- 
Mode Radars (installed); twelve (12) 
AN/AAS–44C(V) Multi-Spectral 
Targeting Systems (installed); thirty-four 
(34) Embedded Global Positioning 
System/Precise Positioning Service 
(GPS/PPS)/Inertial Navigation Systems 
(EGI) with Selective Availability/Anti- 
Spoofing Module (SAASM) (24 
installed, 10 spares); twenty (20) Link 
16 Multifunctional Information 
Distribution Systems (MIDS)—Joint 
Tactical Radio System (JTRS) (12 
installed, 8 spares); twelve (12) GAU–61 
Digital Rocket Launchers (aircraft 
provisions only); twelve (12) Airborne 
Low Frequency Sonars (ALFS) (aircraft 
provisions only); eighteen (18) AN/ 
AAR–47 Missile Warning Systems (12 
installed, 6 spares); eighteen (18) AN/ 
ALE–47 Chaff and Flare Dispenser, 
Electronic Countermeasures (12 
installed, 6 spares); twelve (12) AN/ 
ALQ–210 Electronic Support Measures 
(ESM) Systems (installed); twenty-four 
(24) M299 Missile Launchers; twelve 
(12) GAU–21 Crew Served Guns aircraft 
provisions (installed, includes aircraft 
adapter, ammunition bin, and other 
accessories); twelve (12) M240D Crew 
Served Gun Cradles (installed); and 
eighteen (18) AN/ARQ–59 Hawklink 
Radio Terminals (12 installed, 6 spares). 
Also included are AN/ARC–210 RT– 
2036 UHF/VHF radios with 
Communications Security (COMSEC); 

AN/APX–123 Identification Friend or 
Foe (IFF) transponders; KIV–78; KIV–6; 
KOV–21; KGV–135A; Advanced Data 
Transfer Systems (ADTS); Airborne Low 
Frequency Sonars (ALFS) Training 
Simulators/Operational Machine 
Interface Assistants (ATS OMIA); spare 
engine containers; trade studies with 
industry to determine the feasibility and 
cost of implementing provisions for 
additional passenger seating and 
modifications to achieve enhanced crew 
survivability; defense services; spare 
and repair parts; support and test 
equipment; communication equipment; 
ferry support; publications and 
technical documentation; personnel 
training and training equipment; United 
States (U.S.) Government and contractor 
engineering, technical, and logistics 
support services; obsolescence 
engineering, integration, and test 
activities required to ensure readiness 
for the production of the Australian 
MH–60R helicopters; and other related 
elements of programmatic, technical 
and logistics support. The total 
estimated value is $985 million. 

This proposed sale will support the 
foreign policy and national security 
objectives of the United States. Australia 
is one of our most important allies in 
the Western Pacific. The strategic 
location of this political and economic 
power contributes significantly to 
ensuring peace and economic stability 
in the region. It is vital to the U.S. 
national interest to assist our ally in 
developing and maintaining a strong 
and ready self-defense capability. 

This proposed sale will improve 
Australia’s capability to perform anti- 
surface and anti-submarine warfare 
missions along with the ability to 
perform secondary missions including 
vertical replenishment, search and 
rescue, and communications relay. 
Australia will use the enhanced 
capability as a deterrent to regional 
threats and to strengthen its homeland 
defense. Australia will have no 
difficulty absorbing this equipment into 
its armed forces. 

The proposed sale of this equipment 
will not alter the basic military balance 
in the region. 

The principal U.S. contractor will be 
Lockheed Martin Rotary and Mission 
Systems, Owego, NY. There are no 
known offset agreements proposed in 
connection with this potential sale. 

Implementation of the proposed sale 
will require U.S. Government and 
contractor personnel to visit Australia 
on a temporary basis in conjunction 
with program technical oversight and 
support requirements, including 
program and technical reviews. 
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There will be no adverse impact on 
U.S. defense readiness as a result of this 
proposed sale. 

Transmittal No. 21–61 

Notice of Proposed Issuance of Letter of 
Offer Pursuant to Section 36(b)(1) of the 
Arms Export Control Act 

Annex 

Item No. vii 
(vii) Sensitivity of Technology: 
1. The MH–60R Multi-Mission 

Helicopter is employed primarily for 
anti-submarine and anti-surface warfare 
missions. The MH–60R carries several 
sensors and data links to enhance its 
ability to work in a network-centric 
battle group and as an extension of its 
home ship/main operating base. The 
mission systems consist of the following 
sensors and subsystems: an acoustics 
system consisting of a dipping sonar, 
sonobuoys, and acoustics processor; 
Multi-Mode Radar (MMR) with 
integrated Identification Friend or Foe 
(IFF) interrogator; Radios with 
COMSEC; Electronic Support Measures 
(ESM); Integrated Self-Defense (ISD); 
and Multi-Spectral Targeting System 
(MTS). 

a. GPS/PPS/SAASM—Global 
Positioning System provides a space- 
based Global Navigation Satellite 
System (GNSS) that has reliable location 
and time information in all weather and 
at all times and anywhere on or near the 
earth when and where there is an 
unobstructed line of sight to four or 
more OPS satellites. Selective 
Availability/Anti-Spoofing Module 
(SAASM) is used by military OPS 
receivers to allow decryption of 

precision OPS coordinates. In addition, 
the OPS Antenna System (GAS–I) 
provides protection from enemy 
manipulation of the OPS system. 

b. The AN/APS–153 multi-mode radar 
with an integrated IFF and Inverse 
Synthetic Aperture (ISAR) provides 
target surveillance/detection capability. 

c. The AN/ALQ–210 (ESM) system 
identifies the location of an emitter. The 
ability of the system to identify specific 
emitters depends on the data provided. 

d. The AN/AAS–44C(V) Multi- 
spectral Targeting System (MTS) 
operates in day/night and adverse 
weather conditions. Imagery is provided 
by a Forward-Looking Infrared (FLIR) 
sensor, a color/monochrome day 
television (DTV) camera, and a Low- 
Light TV (LLTV). 

e. Ultra High Frequency/Very High 
Frequency (UHF/VHF) Radios (ARC 
210) contain embedded sensitive 
encryption algorithms and keying 
material. 

2. The highest level of classification of 
defense articles, components, and 
services included in this potential sale 
is SECRET. 

3. If a technologically advanced 
adversary were to obtain knowledge of 
the specific hardware and software 
elements, the information could be used 
to develop countermeasures that might 
reduce weapon system effectiveness or 
be used in the development of a system 
with similar or advanced capabilities. 

4. A determination has been made 
that Australia can provide substantially 
the same degree of protection for the 
sensitive technology being released as 
the U.S. Government. This sale is 
necessary in furtherance of the U.S. 

foreign policy and national security 
objectives outlined in the Policy 
Justification. 

5. All defense services listed in this 
transmittal have been authorized for 
release and export to the Government of 
Australia. 
[FR Doc. 2023–06627 Filed 3–29–23; 8:45 am] 

BILLING CODE 5001–06–P 

DEPARTMENT OF DEFENSE 

Office of the Secretary 

[Transmittal No. 21–21] 

Arms Sales Notification 

AGENCY: Defense Security Cooperation 
Agency, Department of Defense (DoD). 
ACTION: Arms sales notice. 

SUMMARY: The DoD is publishing the 
unclassified text of an arms sales 
notification. 

FOR FURTHER INFORMATION CONTACT: Neil 
Hedlund at neil.g.hedlund.civ@mail.mil 
or (703) 697–9214. 
SUPPLEMENTARY INFORMATION: This 
36(b)(1) arms sales notification is 
published to fulfill the requirements of 
section 155 of Public Law 104–164 
dated July 21, 1996. The following is a 
copy of a letter to the Speaker of the 
House of Representatives, Transmittal 
21–21 with attached Policy Justification. 

Dated: March 27, 2023. 
Aaron T. Siegel, 
Alternate OSD Federal Register Liaison 
Officer, Department of Defense. 
BILLING CODE 5001–06–P 
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