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\ W ur world is filled with electromagnetic energy, and we
: : s Yo are constantly buffeted with both visible and invisible

0055 : Wi waves radiating throughout our living environment.
, ' . Electromagnetic energy can be naturally occurring, such as
JOUGH I , x-rays from black holes and solar flares, shortwave radiation
N AR 4 - Rt (ultraviolet, visible, and infrared energy) from the sun on a
il e normal day, longwave (mostly infrared) or thermal radiation
14 )% emitted from the Earth’s atmosphere and surface, and radio
- v il Y il . '. : v waves from galactic sources. Electromagnetic energy can also
e O I be human-made. The spectrum of energy ranges from ex-
: e tremely low frequency waves such as those emanating from

: L Tty power lines [60 hertz (Hz) in North America [1]] to extremely
high frequencies that are used for medical purposes (e.g., di-
agnostic x-rays, cancer treatments). In between these opposite
extremes are visible light and invisible radio frequency [(RF),
3 kilohertz (kHz) to 300 gigahertz (GHz) [2]] energy emitted in
the course of many of our day-to-day activities: waking up to a
morning radio show, using the microwave to reheat coffee, log-
ging onto a Wi-Fi network, calling a colleague on a cell phone,
pairing a fitness tracker using Bluetooth near-field communica-
tions, monitoring a home via internet-of-things devices, using
a key fob to enter and start a car, using GPS to navigate, using
hands-free technology while driving, listening to a satellite ra-
dio station, paying a highway toll via radio frequency identi-
fication (RFID) transponder, remotely opening a garage door,
watching broadcast television, and on and on. In each of these
examples, one or more “radios” are transmitting and/or re-
ceiving information through electromagnetic waves in the RF.
The ubiquity of RF in today’s technology results in a constant
complex background of RF signals at any given time and place.
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Should we be worried about all of these RF waves
that surround us? Several US government agen-

cies, including the National Institute of Health’s
National Institute of Environmental Health Sciences
[1], Centers for Disease Control [3], Federal
Communications Commission (FCC) [2, 4], and the
Environmental Protection Agency [5, 6, 7], have
reported on research related to potentially adverse
health effects of specific portions of the electromag-
netic spectrum. To prevent interference across RF sig-
nals, particularly in regard to public safety services,
the FCC and the National Telecommunications and
Information Administration share regulatory respon-
sibility over the allocation of the spectrum between
frequency bands 0 kHz and 275 GHz [8]. However,
health risks and public safety are not the only con-
cerns posed by this metaphorical ocean of waves.
Across the US government, agencies must also con-
sider our complex RF background when identifying
potential security risks and implementing methods to
mitigate for them. In order to effectively monitor RF
signals, they need a system that can sift through enor-
mous volumes of data, in or near real-time, across

a wide frequency range. In order to be actionable,
such a system must have the ability to differentiate
between what is “normal” (in other words, what they
would expect to find in the given environment and
can thus ignore), what is “anomalous” (unexpected),
and what is "significant" (security threat worthy of
further investigation).

This article will focus on the last area of concern:
security—why we need to monitor signals and
what methods and hardware currently exist to meet
our needs. Finally, we will introduce new initia-
tives, including IARPA’s Securing Compartmented
Information with Smart Radio Systems (SCISRS)
program [9], that aim to develop the next-generation
methods to automatically detect and characterize
suspicious signals and RF anomalies in complex
RF environments.

The need to detect anomalous signals

So why are anomalous RF signals a security problem
and why would anybody need a system to monitor
them? The simplest answer is that certain facilities
house highly classified information and, therefore,
must have the most rigorous security measures in
place. There are strict standards for the physical and
technical security of any sensitive compartmented
information facility (SCIF) [10, 11]. These standards
create a foundation from which those tasked with

securing a SCIF can deduce what normal signals
should look like. Attempts to steal or leak data will
then give themselves away through telltale signals
such as intentional transmissions from unauthorized
or modified wireless devices, unexpected mobile cel-
lular signals, and unintentional emanations that carry
compromising information. Each type or category of
signal has specific methods that are used to detect
them. But, as technology progresses, the overall
“normal” RF background in secure environments
grows more complex, and these indicators of breach-
es may become easier to hide and more challenging
to discover.

US facilities and federal buildings are governed by
standards and physical security policies that restrict
ingress and egress of items that can receive, record,
transmit, or emit information, thereby imposing
a technical threat [12]. But the basic equipment
necessary to facilitate day-to-day business activities
must also be able to receive, record, transmit, or
emit information. The varying answers to the simple
question “what is allowed inside of where?” result in a
significant challenge to those responsible for secur-
ing these facilities. For example, official electronic
devices, information technology (IT), and associated
media are permitted if they are operationally re-
quired, they have been approved by their organiza-
tion, and their introduction complies with all relevant
policies and procedures. However, the same types
of devices (information storage media, radio trans-
mitters, computers, photographic-/audio-/video-re-
cording equipment, and other personal electronic
devices) are not allowed, if they do not meet the
criteria for official IT. While most personally owned
electronic equipment is not permitted in secure
facilities, exceptions are made based on a variety of
conditions related to the facility (e.g., its location, the
types of information housed and exchanged within
it) and the capabilities/features of the equipment
itself. These might include items needed by individ-
uals with disabilities or for medical reasons (e.g.,
motorized wheelchairs, hearing aids, pacemakers,
electronic hemoglobin-testers, insulin pumps) which
are permitted so long as their introductions comply
with applicable policies and procedures. Personal cell
phones are never permitted inside a SCIF but may be
permitted in other parts of the same building. The na-
ture of the policies governing electronic devices and
IT result in highly complex RF environments. Now
imagine having to do this in less typical surroundings.
Some missions require that information and data be
generated, stored, used, transmitted, and received in
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environments where there is less control. For exam-
ple, military operations might require a temporary
SCIF in order to meet tactical, emergency, or imme-
diate operational requirements. The RF background
and baseline would look very different in a remote
location versus an urban location, and data security
may be more challenging based on variable factors.
In some exceptional circumstances, the mandated
standards for a SCIF cannot be met, and additional
security measures must be taken to mitigate for the
increase risk to data security.

Any malicious actors, those whose intent is to steal
data, will try to conceal the signals emanating from
their devices and by their activities. They may do this
by hiding their signals using methods such as spread
spectrum or frequency hopping or by employing
short bursts that are less likely to be detected in a
system that is scanning through a wide spectrum of
frequencies; a rough metaphor would be like security
guards watching a video feed that jumps from one
camera to another and onward until it has completed
the circuit of cameras located throughout a build-
ing. Vigilant guards would catch illicit activity if it
occurred in the time and location that showed up on
their monitor, but there is some probability that they
could miss it if the activity were very short and fast
and there were a large number of cameras to sequen-
tially scan. Alternatively, data thieves may not try to
hide their signals at all; rather, they may use signals
that mimic or closely resemble those that you would
typically see in the target environment. Finally, an op-
portunist might simply take advantage of unintended
RF emanations that inadvertently carry information.

Existing methods to mitigate risks

What can we do to secure our data? Security risks can
be binned into broad categories, for which different
mitigation strategies are employed. For some cate-
gories, the security monitoring is constant; whereas
in others, the mitigations are employed on a case-
by-case basis. We'll discuss a few examples in the
next section.

Wireless intrusion detection system (WIDS)

Rogue wireless devices pose security risks to US
facilities, ranging from the nonapproved devices that
are inadvertently brought into restricted facilities to
hostile devices that intentionally pass information to
adversaries. The most minor violations, such as when

an employee forgets a cell phone in a jacket pocket
and unintentionally brings it into a SCIF, can result in
significant cost to an organization. A typical smart-
phone contains multiple transceivers including, but
not limited to: cellular, Wi-Fi, near-field communica-
tions (e.g., Bluetooth), and GPS. Exploitation of cell
phones (i.e., interception and monitoring) can enable
an adversary to remotely access these transmitters/
receivers as well as the phone’s storage, camera, and
microphone to gain information about the phone’s
surroundings. Even if a cell phone has not been
exploited, accidental introduction into a secure space
results in a cost to the organization: forensic analysis
of confiscated devices takes time and manpower and
can divert critical personnel from mission-critical
security duties. Rogue wireless devices can also be
intentionally introduced by an insider threat—an
individual inside an organization who intends to

use their authorized access for espionage, unautho-
rized disclosure of information, or other means of
causing damage to the security of the United States.
Adversaries can also hide or implant wireless devices
inside hardware. Regardless of the intent, the pres-
ence of rogue wireless devices impose threats to US
information infrastructure.

Over the years, mitigations have been developed
and evolved to counter known wireless threats.
Because wireless technology is based on commu-
nication standards, the detection of unbound RF
signals can be used to detect rogue wireless devices.
Currently, one of the most common security tools is
the wireless intrusion detection system (WIDS), a
commercial wireless technology that assists with the
monitoring of specific parts of the RF spectrum to
identify unauthorized wireless transmissions and/
or activities. WIDS can be used to detect, identify, and
geolocate wireless local area network (WLAN) de-
vices in controlled spaces. Systems that also include
active defense capabilities that can prevent unautho-
rized connection are wireless intrusion protection
systems (WIPS). Both WIDS and WIPS consist of an
RF sensor component (antennas and radios designed
to collect specific wireless transmissions), a central
controller/analysis component (software developed
to distinguish between authorized /normal and un-
authorized/anomalous wireless transmissions), and
a display component (the user interface/dashboard
that reports findings to designated personnel) [13].

WIDS and WIPS use strategically placed sensors
and diagnostic software to track known signals such



as those from Wi-Fi, cellular transmissions, and
end-user devices. The components and abilities of
commercially available WIDS/WIPS vary based on
the manufacturer; however, all systems will have
sensors and a server. Hardware-based sensors are
comprised of strategically placed antennas paired
with radios that are used to scan the relevant chan-
nels [typically 2.4 GHz and 5 GHz for Wi-Fi, some-
times 800-900 megahertz (MHz) and 1.8-1.9 GHz
for cellular], spending a set amount of time (e.g., 100
milliseconds to 1 second) at each channel. The WIDS/
WIPS server detects potential threats by analyzing
signatures, behaviors, protocols, and RF spectrum
collected by the sensors [14].

Department of Defense (DoD) components deploy
WIDS solutions to monitor their controlled spaces
for WLAN activity and to detect WLAN-related policy
violations on unclassified and classified DoD wired
and wireless LANs. WIDS that comply with DoD and
other US agency policies [12, 13] are capable of mon-
itoring transmissions that fall within the Institute of
Electrical and Electronics Engineers (IEEE) 802.11
body of standards in the 2.4, 3.6, 4.9/5, and 60 GHz
spectrum bands. They continuously scan for and de-
tect authorized and unauthorized WLAN activities 24
hours a day, 7 days a week, identifying unauthorized
devices interfering with authorized devices, identify-
ing authorized devices operating outside the 802.11
protocol, configuration parameters, and identifying
the physical location of all 802.11 devices within the
controlled space. In addition to the required 802.11
WLAN protocols, WIDS may also have the capabili-
ty to detect or monitor traffic of cellular protocols,
additional 802.11 protocols, 802.14 protocols,
other low-latency protocols, and other long-range
wireless protocols.

TEMPEST

Originally a cover name selected by an NSA engi-
neer in the early 1950s, TEMPEST has since become
a generic word (noun, verb, or adjective) used in
relation to the unintentional emanations of classi-
fied information from equipment [15]. Any time a
machine is used to process classified information
electronically, the various switches, contacts, re-
lays, power lines, and other components may emit
electromagnetic or acoustic energy [16]. These
emissions behave like small radio broadcasts that
radiate through free space, or they may be induced
even farther on nearby conductors like signal lines,

external power lines, telephone lines, or water pipes
[16]. The potential for an adversary to capture and
reconstruct the electromagnetic radiation makes it

a security threat. TEMPEST , the noun, refers to the
technical threat itself; whereas TEMPEST , as a verb,
can be used to describe the mitigation to reduce the
threat, and TEMPESTW as an adjective, is used to
describe anything related to the phenomenon [15].
The simplest solution to the TEMPEST threat is to
quantify the distance the TEMPEST , , emanations are
able to travel, and establish the zone required to be
controlled, and this is the strategy that was adopt-
ed by the US military when the problem was first
discovered by Bell Telephone during World War I1
[17]. By 1955, additional techniques were available
to suppress TEMPEST , and it became possible to
TEMPEST, equipment to prevent it from radiating. In
1976, NSA created the Industrial TEMPEST Program
(ITP), a government-industry partnership to develop
TEMPEST -suppressed equipment to satisfy the gov-
ernment’s growing need and reduce the prohibitively
high costs for case-by-case mitigations [17]. A few
years later, the North Atlantic Treaty Organization
(NATO) agreed to a scheme to have vendors offer
approved TEMPEST products for catalog and sale
to NATO and NATO member nations [18]. Despite
the successful development of commercially avail-
able TEMPEST -suppressed equipment, when faced
with the need to protect an entire facility housing a
large quantity of intelligence-related equipment, an
organization might choose to also apply TEMPEST _,
countermeasures to the building’s construction to
shield it in its entirety from TEMPEST , radiation.
Regardless of risk mitigation security measures,
TEMPEST  is a phenomenon that can still be demon-
strated and, therefore, a threat that still exists today.

The current state of the art for TEMPEST mitiga-
tions can be separated into two categories: preven-
tion and detection. In the first category, the main
countermeasures include shielding (putting shields
around the equipment to block acoustic or electro-
magnetic signals), filtering (putting filters on power
lines and other outbound connections), masking
(structuring devices to emanate signals that don’t
distinguish between different data values), attenua-
tion (adjusting devices to use less power, minimizing
the signal it can radiate), and zoning (establishing
a controlled area between equipment and potential
adversaries) [19]. In the second category—detec-
tion—hardware is used to detect the emanations
that could be used to capture and reconstruct
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information-bearing signals. Different instrument
sensors would be employed in order to capture the
different TEMPEST emanations. For example, an
oscilloscope may be used to detect voltage signals. A
sound transducer could be used to capture acoustic
signals. Various antennas and radios would be used
to capture other electromagnetic signals in the RF
spectrum. Because the wide variety of emanations
that can fall under the TEMPEST umbrella, detection
methods are often only deployed if there is a specific
suspicion of a TEMPEST risk or threat.

Cell-site simulators

A cell-site simulator (also known as fake cell tower,
rogue base station, "IMSI catcher,” or by commercially
available models such as the StingRay) is essential-
ly made up of two components: a software-defined
radio (SDR) for sending and receiving radio waves
and a computing device to provide a network back-
end for simulating a cellular core network. Together,
they function by transmitting as a cell tower, fooling
nearby cellular devices (e.g., cell phones) into iden-
tifying the simulator as the best cell tower in the

area and subsequently connecting to it. The cell-site
simulator receives the unique identifying numbers
[international mobile subscriber identity (IMSI)]

of those connected devices. When used for criminal
justice purposes, law enforcement will use the IMSI
to identify its target and obtain signaling information
related only to the particular phone that is being tar-
geted [20]. More nefarious actors may connect to any
phone, and subsequently perform man-in-the-middle
attacks, placing malware between the device and
their cellular network, to remove the phone from the
real network, clone the target’s identity, track loca-
tion, extract or intercept data, and in some cases de-
liver spyware [20]. Specialized sensors can be used to
detect cell-site simulators. In 2017, the Department
of Homeland Security’s National Protection and
Programs Directorate conducted a limited pilot
project that deployed sensors in the National Capitol
region in order to identify and better understand po-
tential IMSI catcher activities, and anomalous activity
was observed that appeared consistent with IMSI
catcher technology including at locations near the
White House [22].

Wireless devices, TEMPEST, and cell-site simu-
lators are only a few examples of RF security risks.
While current mitigations provide a reasonably
high level of confidence in the security of data in

US facilities, these and other threats still exist.
Additionally, US data in mobile or temporary environ-
ments is more challenging to secure. All of the threats
that are described in this article have common
elements (signals that are anomalous or unexpected)
and similar challenges (their ability to hide in a com-
plex RF background environment).

The next generation of securing
information

How do we improve our methods for safeguarding
information and data? We know that attempts at
data breaches might produce unexpected signals in
our known RF environments. The seemingly obvious
answer would be to scan all RF signals and analyze
them for those that might come from or be used by
bad actors. In reality, it would be impractical to install
all of the hardware necessary to scan every possible
frequency range constantly, and it would be compu-
tationally impossible to analyze all of the resulting
terabytes of data per second in or near real-time. And
our monitoring systems must remain agile to adapt
to new evolutions in technology and new signals in
our expected RF environment (e.g., 5G millimeter
waves). An ideal solution would rely on a balance

of efficient algorithms and affordable hardware to
reduce the likelihood that an anomalous signal would
go undetected.

Let’s start with hardware. If the signals of interest
are hidden within the expected overt signals and am-
bient signals that exist normally in the environment,
then we need radio receivers to detect all of those sig-
nals to analyze. But what kinds of radios? A tradition-
al radio is designed to transmit and/or receive signals
in a specific range of frequencies, and the range of
frequencies is mainly dependent upon the bandwidth
of the radio’s antenna and its analog components. For
example, that radio in your car most likely receives
signals between 540 kHz to 1700 kHz for AM stations
and 88 MHz to 108 MHz for FM stations. Remember
that the RF spectrum ranges from 3 kHz to 300 GHz
(in other words: 3,000 Hz to 300,000,000,000 Hz)
which is a very broad range, and suspicious signals
may range over several orders of magnitude. If you
were limited to traditional analog radios in order
to receive signals across the entire RF spectrum,
you would need a lot of radios. However, “cognitive
radios” or “smart radios” allow us to expand the
functionality of radio devices by increasing their
frequency spectrum and sampling rates. The FCC has



defined cognitive radio as “a radio that can change its
transmitter parameters based on interaction with the
environment in which it operates” and cites SDR as
an implementation strategy [22]. The FCC goes on to
say that “cognitive radio can be viewed as a combined
application of SDR and intelligent signal processing
with functional elements of radio flexibility, spectral
awareness, and the intelligence of decision-mak-

ing” SDR uses a small receiver to tune in and listen
to radio signals at various frequencies and software
to reconfigure itself as needed [24]. SDR is not the
radio in and of itself; rather, it is a device that con-
tains a tunable circuit that allows the user, through

a software-based tuner, to sample only energy at the
desired frequency and sampling rate and ignore all
other signals [25]. Much like traditional radios, SDRs
rely on antennas, and their utility is limited by the
abilities of the antennas they are paired with. Higher-
end SDR devices can monitor multiple channels, each
providing bandwidth across extended frequency
ranges. For example, the Ettus N320 is a networked
SDR that has four channels, each providing up to 200
MHz of bandwidth, covering the frequency range
from 3 MHz to 6 GHz [26]. Beyond SDRs, we can also
use spectrum analyzers to digitize input signals and
capture more of a frequency spectrum. The Signal
Hound SM200C spectrum analyzer operates in two
modes: 1) as a receiver providing in-phase/quadra-
ture phase (I/Q)2 real-time samples with 40 MHz or
160 MHz bandwidth that can be tuned over a 100
kHz to 20 GHz range, or 2) as a spectrum analyzer
that sweeps across 100 kHz to 20 GHz at 1 terahertz
(THz) per second [27]. Given the right combination of
antenna, software, and smart radios, we can receive
signals from far more of the RF spectrum with less
hardware. And less hardware means less expense.

Assuming we are able to capture a meaningful
subset of the RF signals using smart radios, we would
need to analyze data at rates approaching terabytes
per second. It is a foregone conclusion to say that any
analysis at this scale must be automated and most
likely will need to employ advanced signal processing
(e.g., statistical analysis, analysis of cyclostationary
features, machine learning techniques) to be effec-
tive. Additionally, because the goal is not only to iden-
tify the suspicious signal but to also determine any
bad intent and capture the perpetrator, the analysis
would need to be completed in near real-time to be
actionable. So who is developing this next genera-
tion of software algorithms? A number of academic,
industry, and government groups are focused on RF

research for varying purposes. The NSA's Laboratory
for Telecommunication Sciences (LTS) is home to an
RF research team that investigates, develops, and
tests antenna designs and addresses critical chal-
lenges, including the detection of RF anomalies [28].
The US DoD’s Defense Advanced Research Projects
Agency (DARPA) has invested in RF initiatives in
recent years, including, but not limited to: Radio
Frequency Machine Learning Systems (RFMLS) to ad-
dress performance limitations and DARPA Advanced
RF Mapping to provide situational awareness which
includes the Distributed RF Analysis and Geolocation
on Networked System (DRAGONS) project [29, 30].
Other collaborative efforts have been forged be-
tween DoD and academia, such as the RF Challenge
at the Massachusetts Institute of Technology (MIT),
in which the US Air Force has partnered with MIT to
fund responses to its challenges, included a Cyber-RF
Anomaly Detector Challenge [31]. More specifically to
the purposes described in this article, the Intelligence
Advanced Research Projects Activity (IARPA) has
started a multi-year research effort aimed at devel-
oping smart radio techniques that can automatically
detect and characterize RF signals potentially associ-
ated with attempted data breaches [32].

IARPA, the research and development arm of
the Office of the Director of National Intelligence, is
the corporate research and development resource
for the intelligence community (IC) at large, and it
invests in high-risk, high-payoff research programs
to tackle some of the most difficult challenges of
the agencies and disciplines in the IC. Through its
Securing Compartmented Information with Smart
Radio Systems (SCISRS) program, IARPA seeks to
elevate the IC’s abilities to safeguard information and
data that is generated, stored, used, transmitted, and
received in secure facilities and beyond [33]. In the
fall of 2021, IARPA awarded funding to five perform-
ers to develop smart radio techniques to detect and
characterize suspicious/anomalous signals in com-
plex RF environments [33]. Over a three-phase 42
month period, the SCISRS performers will develop
methods to detect and characterize background and
low-probability-of-intercept (LPI) signals such as
direct sequence spread spectrum, frequency-hopping
spread spectrum, snugglers, and burst (Phase I);
altered and mimicked signal anomalies which are sig-
nals that resemble known overt signals in frequency,
bandwidth, and pulse shape but are unrecognizable
to the protocols established to receive them (Phase
I1); and unintended emissions such as anomalies in

a. In-phase/quadrature phase (IQ) is a mathematical model/representation of a modulated signal.
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the emanation baseline arising from microprocessors
or other electronics (Phase I1I) [34].

SCISRS performers will demonstrate the effective-
ness of their methods in two test-bed laboratories
established and managed by IARPA’s collaborative
partners. Each test bed houses an operating net-
work, electronic equipment commonly found inside a
secure office environment, and other real or synthe-
sized sources required to contribute to both the overt
signals and the incidental /unintended RF emissions
typically found in an operational environment. While
the test beds are located in different geographic areas
(Pacific Northwest coast and Mid-Atlantic East coast),
their proximity to urban settings, major internation-
al airports, radio stations, and other offices provide
additional background noise that reflect real-world
RF considerations in the two respective geographic
locales. In addition to this, anomalous signals (in-
cluding LPI signals, altered or mimicked signals, and
abnormal unintended emissions), with frequencies
ranging over several orders of magnitude, will be sur-
reptitiously introduced by the test-bed teams. During
the testing periods, performers will be expected to
demonstrate their ability to command and control
the onsite collection hardware, detect and character-
ize the ambient signals that make up the RF baseline
in the test bed, and perhaps most importantly, char-
acterize and detect anomalous signals that have been
added to the ambient baseline.

SCISRS has just begun, and the first phase of test-
ing is anticipated to occur in late 2022 /early 2023,
with the second and third phases to follow in subse-
quent 12 month periods. With the completion of each
phase, the performers will deliver software to SCISRS
repositories. If successful, the initiative will produce
the next generation of software algorithms to analyze
the massive amounts of data that can be streamed by
smart radio systems.

Conclusion

Wired and RF communications systems have faced
security threats since the interception of wired
telegraph communications during the US Civil War
and the later interception of wireless RF communi-
cations during the Russo-Japanese War. More recent
security risks described in this article continue to
persist through the present day. As telecommunica-
tions technologies advance, the introduction of more
and/or novel signals will present new opportunities

for adversaries. And as the geopolitical landscape
changes, new temporary mission-specific secure
facilities may be needed. All of these factors, sepa-
rately or in combination, contribute to the need to
grow our abilities to monitor and detect anomalous
RF signals. The SCISRS project is poised to deliver
novel or improved software solutions to analyze
more challenging signals, automate command and
control, and potentially provide the means to identify
previously undetectable threats. As long as research-
ers continue to stay vigilant towards future unknown
risks, developers target today’s known threats, and
leaders are open to supporting and adopting new
methods, we can continue to secure our nation’s most
classified information.
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