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by SLTT entities of tools, products, resources, 
policies, guidelines, controls, and procedures re-
lated to information security to secure the infor-
mation systems, including election systems, of 
SLTT entities; 

‘‘(G) provide operational and technical assist-
ance to SLTT entities to implement tools, prod-
ucts, resources, policies, guidelines, controls, 
and procedures on information security; 

‘‘(H) assist SLTT entities in developing poli-
cies and procedures for coordinating vulner-
ability disclosures consistent with international 
and national standards in the information tech-
nology industry; and 

‘‘(I) promote cybersecurity education and 
awareness through engagements with Federal 
agencies and non-Federal entities. 

‘‘(q) REPORT.—Not later than 1 year after the 
date of enactment of this subsection, and every 
2 years thereafter, the Secretary shall submit to 
the Committee on Homeland Security and Gov-
ernmental Affairs of the Senate and the Com-
mittee on Homeland Security of the House of 
Representatives a report on the services and ca-
pabilities that the Agency directly and indi-
rectly provides to SLTT entities.’’. 

Mr. SCHUMER. I ask unanimous con-
sent that the committee-reported sub-
stitute amendment be withdrawn; that 
the Peters substitute amendment, 
which is at the desk, be considered and 
agreed to; that the bill, as amended, be 
considered read a third time and 
passed; and that the motion to recon-
sider be considered made and laid upon 
the table. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

The committee-reported amendment 
in the nature of a substitute was with-
drawn. 

The amendment (No. 4898), in the na-
ture of a substitute, was agreed to, as 
follows: 

(Purpose: In the nature of a substitute) 
Strike all after the enacting clause and in-

sert the following: 
SECTION 1. SHORT TITLE. 

This Act may be cited as the ‘‘State and 
Local Government Cybersecurity Act of 
2021’’. 
SEC. 2. AMENDMENTS TO THE HOMELAND SECU-

RITY ACT OF 2002. 
Subtitle A of title XXII of the Homeland 

Security Act of 2002 (6 U.S.C. 651 et seq.) is 
amended— 

(1) in section 2201 (6 U.S.C. 651), by adding 
at the end the following: 

‘‘(7) SLTT ENTITY.—The term ‘SLTT enti-
ty’ means a domestic government entity 
that is a State government, local govern-
ment, Tribal government, territorial govern-
ment, or any subdivision thereof.’’; and 

(2) in section 2209 (6 U.S.C. 659)— 
(A) in subsection (c)(6), by inserting ‘‘oper-

ational and’’ before ‘‘timely’’; 
(B) in subsection (d)(1)(E), by inserting ‘‘, 

including an entity that collaborates with 
election officials,’’ after ‘‘governments’’; and 

(C) by adding at the end the following: 
‘‘(p) COORDINATION ON CYBERSECURITY FOR 

SLTT ENTITIES.— 
‘‘(1) COORDINATION.—The Center shall, upon 

request and to the extent practicable, and in 
coordination as appropriate with Federal and 
non-Federal entities, such as the Multi-State 
Information Sharing and Analysis Center— 

‘‘(A) conduct exercises with SLTT entities; 
‘‘(B) provide operational and technical cy-

bersecurity training to SLTT entities to ad-
dress cybersecurity risks or incidents, with 
or without reimbursement, related to— 

‘‘(i) cyber threat indicators; 
‘‘(ii) defensive measures; 

‘‘(iii) cybersecurity risks; 
‘‘(iv) vulnerabilities; and 
‘‘(v) incident response and management; 
‘‘(C) in order to increase situational aware-

ness and help prevent incidents, assist SLTT 
entities in sharing, in real time, with the 
Federal Government as well as among SLTT 
entities, actionable— 

‘‘(i) cyber threat indicators; 
‘‘(ii) defensive measures; 
‘‘(iii) information about cybersecurity 

risks; and 
‘‘(iv) information about incidents; 
‘‘(D) provide SLTT entities notifications 

containing specific incident and malware in-
formation that may affect them or their 
residents; 

‘‘(E) provide to, and periodically update, 
SLTT entities via an easily accessible plat-
form and other means— 

‘‘(i) information about tools; 
‘‘(ii) information about products; 
‘‘(iii) resources; 
‘‘(iv) policies; 
‘‘(v) guidelines; 
‘‘(vi) controls; and 
‘‘(vii) other cybersecurity standards and 

best practices and procedures related to in-
formation security, including, as appro-
priate, information produced by other Fed-
eral agencies; 

‘‘(F) work with senior SLTT entity offi-
cials, including chief information officers 
and senior election officials and through na-
tional associations, to coordinate the effec-
tive implementation by SLTT entities of 
tools, products, resources, policies, guide-
lines, controls, and procedures related to in-
formation security to secure the information 
systems, including election systems, of 
SLTT entities; 

‘‘(G) provide operational and technical as-
sistance to SLTT entities to implement 
tools, products, resources, policies, guide-
lines, controls, and procedures on informa-
tion security; 

‘‘(H) assist SLTT entities in developing 
policies and procedures for coordinating vul-
nerability disclosures consistent with inter-
national and national standards in the infor-
mation technology industry; and 

‘‘(I) promote cybersecurity education and 
awareness through engagements with Fed-
eral agencies and non-Federal entities. 

‘‘(q) REPORT.—Not later than 1 year after 
the date of enactment of this subsection, and 
every 2 years thereafter, the Secretary shall 
submit to the Committee on Homeland Secu-
rity and Governmental Affairs of the Senate 
and the Committee on Homeland Security of 
the House of Representatives a report on the 
services and capabilities that the Agency di-
rectly and indirectly provides to SLTT enti-
ties.’’. 

The bill (S. 2520), as amended, was or-
dered to be engrossed for a third read-
ing, was read the third time, and 
passed. 

f 

SUPPLY CHAIN SECURITY 
TRAINING ACT OF 2021 

Mr. SCHUMER. Madam President, I 
ask unanimous consent that the Sen-
ate proceed to the immediate consider-
ation of Calendar No. 153, S. 2201. 

The PRESIDING OFFICER. The 
clerk will report the bill by title. 

The legislative clerk read as follows: 
A bill (S. 2201) to manage supply chain risk 

through counterintelligence training, and for 
other purposes. 

There being no objection, the Senate 
proceeded to consider the bill, which 
had been reported from the Committee 

on Homeland Security and Govern-
mental Affairs, with amendments, as 
follows: 

(The parts of the bill intended to be 
stricken are shown in boldface brack-
ets, and the parts of the bill intended 
to be inserted are shown in italics.) 

S. 2201 

Be it enacted by the Senate and House of Rep-
resentatives of the United States of America in 
Congress assembled, 
SECTION 1. SHORT TITLE. 

This Act may be cited as the ‘‘Supply 
Chain Security Training Act of 2021’’. 
SEC. 2. TRAINING PROGRAM TO MANAGE SUPPLY 

CHAIN RISK. 
(a) IN GENERAL.—Not later than 180 days 

after the date of the enactment of this Act, 
the Administrator of General Services, 
through the Federal Acquisition Institute, 
shall develop a training program for officials 
with supply chain risk management respon-
sibilities at øexecutive¿ Federal agencies. 

(b) CONTENT.—The training program shall 
be designed to prepare such personnel to per-
form supply chain risk management activi-
ties and identify and mitigate supply chain 
security threats that arise throughout the 
acquisition lifecycle, including for the acqui-
sition of information and communications 
technology. The training program shall— 

(1) include, considering the protection of 
classified and other sensitive information, 
information on current, specific supply chain 
security threats; and 

(2) be updated as determined to be nec-
essary by the Administrator. 

(c) COORDINATION AND CONSULTATION.—In 
developing the training program, the Admin-
istrator shall— 

(1) coordinate with the Federal Acquisition 
Security Council, the Secretary of Homeland 
Security, and the Director of the Office of 
Personnel Management; and 

(2) consult with the Director of the Depart-
ment of Defense’s Defense Acquisition Uni-
versity and the Director of National Intel-
ligence. 

(d) GUIDANCE.— 
(1) IN GENERAL.—Not later than 180 days 

after the training program is developed 
under subsection (a), the Director of the Of-
fice of Management and Budget shall pro-
mulgate guidance to Federal agencies requir-
ing executive agency adoption and use of the 
training program. Such guidance shall— 

ø(1)¿ (A) allow executive agencies to incor-
porate the training program into existing 
agency training programs; and 

ø(2)¿ (B) provide guidance on how to iden-
tify executive agency officials with supply 
chain risk management responsibilities. 

(2) AVAILABILITY.—The Director of the Office 
of Management and Budget shall make the 
guidance promulgated under paragraph (1) 
available to Federal agencies of the legislative 
and judicial branches. 
SEC. 3. REPORTS ON IMPLEMENTATION OF PRO-

GRAM. 
Not later than 180 days after the comple-

tion of the first course, and annually there-
after for the next three years, the Adminis-
trator of General Services shall submit to 
the appropriate congressional committees 
and leadership a report on implementation of 
the training program required under section 
2. 
SEC. 4. DEFINITIONS. 

In this Act: 
(1) APPROPRIATE CONGRESSIONAL COMMIT-

TEES AND LEADERSHIP.—The term ‘‘appro-
priate congressional committees’’ means— 

(A) the Committee on Homeland Security 
and Governmental Affairs and the Com-
mittee on Armed Services of the Senate; and 
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(B) the Committee on Oversight and Re-

form and the Committee on Armed Services 
of the House of Representatives. 

(2) INFORMATION AND COMMUNICATIONS TECH-
NOLOGY.—The term ‘‘information and com-
munications technology’’ has the meaning 
given the term in section 4713(k) of title 41, 
United States Code. 

(3) EXECUTIVE AGENCY.—The term ‘‘execu-
tive agency’’ has the meaning given the term 
in section 133 of title 41, United States Code. 

(4) FEDERAL AGENCY.—The term ‘‘Federal 
agency’’ means any agency, committee, commis-
sion, office, or other establishment in the execu-
tive, legislative, or judicial branch of the Fed-
eral Government. 

ø(4)¿(5) TRAINING PROGRAM.—The term 
‘‘training program’’ means the training pro-
gram developed pursuant to section 2(a). 

Mr. SCHUMER. I ask unanimous con-
sent that the committee-reported 
amendments be withdrawn; that the 
Peters substitute amendment, which is 
at the desk, be considered and agreed 
to; that the bill, as amended, be consid-
ered read a third time and passed; and 
that the motion to reconsider be con-
sidered made and laid upon the table. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

The committee-reported amendments 
were withdrawn. 

The amendment (No. 4899), in the na-
ture of a substitute, was agreed to, as 
follows: 

(Purpose: In the nature of a substitute) 
Strike all after the enacting clause and in-

sert the following: 
SECTION 1. SHORT TITLE. 

This Act may be cited as the ‘‘Supply 
Chain Security Training Act of 2021’’. 
SEC. 2. TRAINING PROGRAM TO MANAGE SUPPLY 

CHAIN RISK. 
(a) IN GENERAL.—Not later than 180 days 

after the date of the enactment of this Act, 
the Administrator of General Services, 
through the Federal Acquisition Institute, 
shall develop a training program for officials 
with supply chain risk management respon-
sibilities at Federal agencies. 

(b) CONTENT.—The training program shall 
be designed to prepare such personnel to per-
form supply chain risk management activi-
ties and identify and mitigate supply chain 
security risks that arise throughout the ac-
quisition lifecycle, including for the acquisi-
tion of information and communications 
technology. The training program shall— 

(1) include, considering the protection of 
classified and other sensitive information, 
information on current, specific supply chain 
security threats and vulnerabilities; and 

(2) be updated as determined to be nec-
essary by the Administrator. 

(c) COORDINATION AND CONSULTATION.—In 
developing and determining updates to the 
training program, the Administrator shall— 

(1) coordinate with the Federal Acquisition 
Security Council, the Secretary of Homeland 
Security, and the Director of the Office of 
Personnel Management; and 

(2) consult with the Director of the Depart-
ment of Defense’s Defense Acquisition Uni-
versity, the Director of National Intel-
ligence, and the Director of the National In-
stitute of Standards and Technology. 

(d) GUIDANCE.— 
(1) IN GENERAL.—Not later than 180 days 

after the training program is developed 
under subsection (a), the Director of the Of-
fice of Management and Budget shall pro-
mulgate guidance to Federal agencies requir-
ing executive agency adoption and use of the 
training program. Such guidance shall— 

(A) allow executive agencies to incorporate 
the training program into existing agency 
training programs; and 

(B) provide guidance on how to identify ex-
ecutive agency officials with supply chain 
risk management responsibilities. 

(2) AVAILABILITY.—The Director of the Of-
fice of Management and Budget shall make 
the guidance promulgated under paragraph 
(1) available to Federal agencies of the legis-
lative and judicial branches. 
SEC. 3. REPORTS ON IMPLEMENTATION OF PRO-

GRAM. 
Not later than 180 days after the comple-

tion of the first course, and annually there-
after for the next three years, the Adminis-
trator of General Services shall submit to 
the appropriate congressional committees 
and leadership a report on implementation of 
the training program required under section 
2. 
SEC. 4. DEFINITIONS. 

In this Act: 
(1) APPROPRIATE CONGRESSIONAL COMMIT-

TEES AND LEADERSHIP.—The term ‘‘appro-
priate congressional committees’’ means— 

(A) the Committee on Homeland Security 
and Governmental Affairs and the Com-
mittee on Armed Services of the Senate; and 

(B) the Committee on Oversight and Re-
form and the Committee on Armed Services 
of the House of Representatives. 

(2) INFORMATION AND COMMUNICATIONS TECH-
NOLOGY.—The term ‘‘information and com-
munications technology’’ has the meaning 
given the term in section 4713(k) of title 41, 
United States Code. 

(3) EXECUTIVE AGENCY.—The term ‘‘execu-
tive agency’’ has the meaning given the term 
in section 133 of title 41, United States Code. 

(4) FEDERAL AGENCY.—The term ‘‘Federal 
agency’’ means any agency, committee, com-
mission, office, or other establishment in the 
executive, legislative, or judicial branch of 
the Federal Government. 

(5) TRAINING PROGRAM.—The term ‘‘train-
ing program’’ means the training program 
developed pursuant to section 2(a). 

The bill (S. 2201), as amended, was or-
dered to be engrossed for a third read-
ing, was read the third time, and 
passed. 

f 

ORDERS FOR WEDNESDAY, 
JANUARY 12, 2022 

Mr. SCHUMER. Madam President, fi-
nally, I ask unanimous consent that 

when the Senate completes its business 
today, it recess until 12:30 p.m., 
Wednesday, January 12; that following 
the prayer and pledge, the Journal of 
proceedings be approved to date, the 
time for the two leaders be reserved for 
their use later in the day, and morning 
business be closed; that upon the con-
clusion of morning business, the Sen-
ate proceed to executive session to re-
sume consideration of the Bose nomi-
nation post-cloture; further, that the 
vote on the confirmation of the Bose 
nomination occur at 3:30 p.m.; finally, 
that if any nominations are confirmed 
during Wednesday’s session, the mo-
tion to reconsider be considered made 
and laid upon the table and the Presi-
dent be immediately notified of the 
Senate’s action. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

f 

RECESS UNTIL 12:30 P.M. 
TOMORROW 

Mr. SCHUMER. Madam President, if 
there is no further business to come be-
fore the Senate, I ask unanimous con-
sent that it stand in recess under the 
previous order. 

There being no objection, the Senate, 
at 8:32 p.m., recessed until 12:30 p.m. on 
Wednesday, January 12, 2022. 

f 

NOMINATIONS 

Executive nominations received by 
the Senate: 

DEPARTMENT OF ENERGY 

MARVIN L. ADAMS, OF TEXAS, TO BE DEPUTY ADMINIS-
TRATOR FOR DEFENSE PROGRAMS, NATIONAL NUCLEAR 
SECURITY ADMINISTRATION, VICE CHARLES P. VERDON. 

DEPARTMENT OF COMMERCE 

MICHAEL COTTMAN MORGAN, OF WISCONSIN, TO BE AN 
ASSISTANT SECRETARY OF COMMERCE, VICE NEIL JA-
COBS. 

CORPORATION FOR PUBLIC BROADCASTING 

LAURA GORE ROSS, OF NEW YORK, TO BE A MEMBER OF 
THE BOARD OF DIRECTORS OF THE CORPORATION FOR 
PUBLIC BROADCASTING FOR A TERM EXPIRING JANU-
ARY 31, 2028. (REAPPOINTMENT) 

DELTA REGIONAL AUTHORITY 

COREY WIGGINS, OF MISSISSIPPI, TO BE FEDERAL CO-
CHAIRPERSON, DELTA REGIONAL AUTHORITY, VICE 
CHRISTOPHER CALDWELL. 

f 

CONFIRMATION 

Executive nomination confirmed by 
the Senate January 11, 2022: 

DEPARTMENT OF COMMERCE 

ALAN DAVIDSON, OF MARYLAND, TO BE ASSISTANT 
SECRETARY OF COMMERCE FOR COMMUNICATIONS AND 
INFORMATION. 
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