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MURKOWSKI), the Senator from Maine
(Mr. KING), the Senator from Michigan
(Ms. STABENOW) and the Senator from
West Virginia (Mrs. CAPITO) were added
as cosponsors of S. 3679, a bill to reau-
thorize the Dr. Lorna Breen Health
Care Provider Protection Act, and for
other purposes.
S. 3916
At the request of Mr. OSSOFF, the
name of the Senator from Rhode Island
(Mr. REED) was added as a cosponsor of
S. 3916, a bill protecting the right to
vote in elections for Federal office, and
for other purposes.
S. 3923
At the request of Mr. TILLIS, the
name of the Senator from Alabama
(Mrs. BRITT) was added as a cosponsor
of S. 3923, a bill to provide for the effec-
tive use of immigration detainers to
enhance public safety.
S. 3927
At the request of Mr. TILLIS, the
name of the Senator from Alabama
(Mrs. BRITT) was added as a cosponsor
of S. 3927, a bill to provide a civil rem-
edy for individuals harmed by sanc-
tuary jurisdiction policies, and for
other purposes.
S. 3929
At the request of Mr. BARRASSO, the
name of the Senator from Idaho (Mr.
CRAPO) was added as a cosponsor of S.
3929, a bill to prohibit the Secretary of
Agriculture from taking certain pro-
posed actions relating to a land man-
agement plan direction for old-growth
forest conditions across the National
Forest System.
S. 3930
At the request of Mr. WARNOCK, the
name of the Senator from California
(Mr. PADILLA) was added as a cosponsor
of S. 3930, a bill to provide downpay-
ment assistance to first-generation
homebuyers to address
multigenerational inequities in access
to homeownership and to narrow and
ultimately close the racial homeowner-
ship gap in the United States, and for
other purposes.
S. 3933
At the request of Mrs. BRITT, the
names of the Senator from Texas (Mr.
CRrUZ), the Senator from Wisconsin
(Mr. JOHNSON), the Senator from Mis-
sissippi (Mrs. HYDE-SMITH), the Senator
from Indiana (Mr. YOUNG), the Senator
from Iowa (Ms. ERNST), the Senator
from Alaska (Mr. SULLIVAN), the Sen-
ator from Louisiana (Mr. CASSIDY), the
Senator from Ohio (Mr. VANCE) and the
Senator from Kansas (Mr. MARSHALL)
were added as cosponsors of S. 3933, a
bill to require the Secretary of Home-
land Security to take into custody
aliens who have been charged in the
United States with theft, and for other
purposes.
S.J. RES. 62
At the request of Mr. TESTER, the
names of the Senator from North Da-
kota (Mr. HOEVEN) and the Senator
from Oklahoma (Mr. MULLIN) were
added as cosponsors of S.J. Res. 62, a

CONGRESSIONAL RECORD — SENATE

joint resolution providing for congres-
sional disapproval under chapter 8 of
title 5, United States Code, of the rule
submitted by the Animal and Plant
Health Inspection Service relating to
“Importation of Fresh Beef From Para-
guay’’.

————

STATEMENTS ON INTRODUCED
BILLS AND JOINT RESOLUTIONS

By Mr. PADILLA (for himself and
Mr. SULLIVAN):

S. 3943. A bill to require a plan to im-
prove the cybersecurity and tele-
communications of the U.S. Academic
Research Fleet, and for other purposes;
to the Committee on Commerce,
Science, and Transportation.

Mr. PADILLA. Madam President, I
rise to introduce the Accelerating, Net-
working, Cyberinfrastructure, and
Hardwater for Oceanic Research, AN-
CHOR, Act. This bipartisan and bi-
cameral legislation would require the
National Science Foundation to plan
critical cyber security and internet up-
grades to essential oceanographic re-
search vessels.

This bill would direct the National
Science Foundation to report to Con-
gress on the costs, personnel, and
equipment necessary to upgrade the 17
ocean- and lake-going research vessels
in the Academic Research Fleet. These
ships and their submarines do research
around the world across topics as fun-
damental as climate change, marine
health, and national security. This re-
port is an important first step in mak-
ing needed upgrades to these research
vessels for improved science, cyber se-
curity, and telecommunications.

Around the world, researchers tra-
verse waters to better understand our
oceans. In Alaska, the R/V Sikuliaq reg-
ularly ventures into icy Arctic waters,
breaking ice up to 2.5 inches thick to
study remote polar ecosystems. In
California, the R/V Sally Ride explores
the deep ocean in the Pacific, charac-
terizing the toxic legacy of DDT bar-
rels dumped over 50 years ago. In the
Great Lakes, the R/V Blue Heron navi-
gates Lake Superior, conducting long-
term research on harmful algal blooms.

But these important research vessels
suffer from aging infrastructure. As
ships and submarines collect sensitive
data about our climate, foreign adver-
saries increasingly attack the weak-
ened cyber security defenses on re-
search vessels.

The upgrades planned in the AN-
CHOR Act are cost-effective, allowing
repairs in real time with remote ex-
perts that keep ships going on their
missions. Improved internet is also a
boost for crew morale, science effi-
ciency, and education. With faster
upload and download speeds, scientists
and crew members will be able to
transmit data to shore for processing,
make Zoom calls with classrooms on
land, and call loved ones or even men-
tal health providers during long
months at sea.

I want to thank Senator SULLIVAN
for introducing this important legisla-

S2403

tion with me in the Senate and Rep-
resentatives MIKE GARCIA and HALEY
STEVENS for leading the House com-
panion. I hope all of our colleagues will
join us in supporting this bipartisan
bill to improve our Nation’s oceano-
graphic research and security.

By Mr. DURBIN (for himself, Mr.
LEE, Ms. HIRONO, Mr. DAINES,
Mr. WYDEN, Ms. LuUMMIS, Ms.

BALDWIN, Mr. HEINRICH, Ms.
WARREN, Mr. MARKEY, Mr.
TESTER, Mr. SANDERS, and Mr.
WELCH):

S. 3961. A bill to amend the Foreign

Intelligence Surveillance Act of 1978 to
reform certain authorities and to pro-
vide greater transparency and over-
sight; to the Committee on the Judici-
ary.
Mr. DURBIN. Madam President, in
just a few weeks, an important but
controversial surveillance authority,
known as section 702 of the Foreign In-
telligence Surveillance Act, will ex-
pire. This extraordinary authority was
initially presented to Congress as a
temporary emergency counterterror-
ism tool more than 15 years ago. As is
often the case with temporary emer-
gency authorities, section 702 is now
used for a wide range of foreign intel-
ligence purposes, from countering Rus-
sia to stopping the flow of fentanyl
into the United States.

Just last month, the Federal Bureau
of Investigation revealed that data col-
lected using section 702 allowed the
Agency to foil several attacks in recent
years, including attacks that would
have crippled U.S. critical infrastruc-
ture and even threaten the lives of our
U.S. servicemembers. And the author-
ity has helped the U.S. uncover atroc-
ities committed by Russia during its
ongoing assault on Ukraine.

I have had demonstrations of the 702
authority, and there is no doubt in my
mind that it is a valuable tool for col-
lecting foreign intelligence. But this
authority raises serious constitutional
concerns, as it allows access not just to
communications by those who are for-
eigners but also to the vast databases
of Americans’ communications without
the customary search warrant required
by the U.S. Constitution.

This powerful tool—this effective
tool on foreign surveillance—has been
used, in my mind, improperly to spy on
American protesters, from Black Lives
Matter to MAGA loyalists.

The FBI has imposed new limits on
the authority of FBI agents to search
the communications of Americans. But
even after implementing these reforms,
the FBI still conducted over 200,000
warrantless searches of Americans in
just 1 year—more than 500 searches of
Americans per day.

Democrats and Republicans alike are
rightly concerned. Our Founders under-
stood the danger of unchecked govern-
ment surveillance and had the wisdom
and foresight to enshrine protections
for American citizens in the Constitu-
tion. The Fourth Amendment to our
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Constitution protects Americans from
unreasonable search and seizure, par-
ticularly those without a warrant
based upon probable cause that had
been approved by a judge.

I have long raised concerns about
section 702’s lack of sufficient safe-
guards to protect these rights, and I
have consistently voted against the ex-
tension of section 702 without changes.
However, I have also said that I would
support section 702 if it includes suffi-
cient safeguards to protect Americans
from warrantless surveillance.

As chairman of the Senate Judiciary
Committee, which has primary juris-
diction over FISA, I have evaluated
proposed reforms and carefully consid-
ered the administration’s views. I have
also heard from my colleagues on both
sides of the aisle. Existing legislative
proposals of the House and Senate go
too far for some and not far enough for
others.

That is why, today, I am introducing
what I hope will be a compromise bill
that tries to bridge this divide to pro-
tect both our security and our Con-
stitution and guaranteed freedoms.

The Security and Freedom Enhance-
ment Act, or SAFE Act, would enhance
our national security by reauthorizing
section 702 for 4 more years, while also
protecting Americans from warrantless
surveillance.

The SAFE Act would require the gov-
ernment to demonstrate to a court
that it has probable cause before read-
ing or listening to the private commu-
nications of Americans that have been
swept up by section 702. Basically, in
just a few words to describe the proc-
ess, if one of our intelligence or law en-
forcement Agencies suspects that a for-
eigner is engaged in conduct that is
threatening the security of the United
States, they call up the records of that
foreigner, and if it turns out that for-
eigner has communicated with an
American citizen, the question is, What
do you do next? Can you, in any way,
monitor that conversation or come up
with an investigation of the documents
of that American with or without a
warrant? That is the fundamental
question we are facing here. So the
search starts in the right direction, to
a foreign source, and ends up dealing
with an American—an American, obvi-
ously, who has constitutional rights.

The SAFE Act would require the gov-
ernment to demonstrate to a court
that it has probable cause, before read-
ing or listening to the private commu-
nications of Americans who have been
swept up in section 702. However, this
requirement will not prevent govern-
ment agents from searching 702 data-
bases to determine if foreign targets
are communicating with Americans,
nor will it prevent agents from access-
ing the communications of those for-
eign agents.

But if the government wants to re-
view the contents—the contents—of
Americans’ communication, it would
first be required to demonstrate to the
Foreign Intelligence Surveillance
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Court that it has probable cause to do

that.

This would not be overly burdensome
because a warrant would only be re-
quired in cases where the government
actually reviews the content of Amer-
ican communications. They estimate
that the incidents of American content
are 1.58 percent of all 702 searches of
Americans.

The SAFE Act also would not require
a warrant in cases involving exigent
circumstances or cyber security at-
tacks to ensure that there will not be
any delay that jeopardizes our national
security.

This approach is based on rec-
ommendations by the independent Pri-
vate and Civil Liberties Oversight
Board, which we created after 9/11 to
ensure that our counterterrorism poli-
cies do not violate the constitutional
rights of the American people.

The persistent and widespread viola-
tion of existing limits on section 702
underscore the importance of court ap-
proval, which we will propose.

Better compliance measures within
the executive branch are helpful, but
they are no substitute for checks and
balances by the judicial branch, as the
Founders intended.

The SAFE Act, which I am intro-
ducing, is a sensible, moderate com-
promise between more robust reform
proposals that address a wide range of
surveillance concerns and bills that re-
authorize section 702 without ade-
quately addressing these concerns.

I know that compromise does not
come easy when it comes to this pol-
icy, but a reasonable middle ground
that protects our national security and
the rights of the American people is
possible. The SAFE Act is my offer in
compromise to achieve that goal.

With the April 19 sunset of section
702 fast approaching, I urge my col-
leagues on both sides of the aisle to
join me in supporting this compromise
for the good of the American people.

Madam President, I ask unanimous
consent that the text of the bill be
printed in the RECORD.

There being no objection, the text of
the bill was ordered to be printed in
the RECORD, as follows:

S. 3961

Be it enacted by the Senate and House of Rep-
resentatives of the United States of America in
Congress assembled,

SECTION 1. SHORT TITLE; TABLE OF CONTENTS.
(a) SHORT TITLE.—This Act may be cited as

the ‘“‘Security And Freedom Enhancement

Act of 2024 or the ““SAFE Act”.

(b) TABLE OF CONTENTS.—The table of con-
tents for this Act is as follows:

Sec. 1. Short title; table of contents.

TITLE I—PROTECTIONS FOR UNITED
STATES PERSONS WHOSE COMMUNICA-
TIONS ARE COLLECTED UNDER SEC-
TION 702 OF THE FOREIGN INTEL-
LIGENCE SURVEILLANCE ACT OF 1978

Sec. 101. Query procedure reform.

Sec. 102. Quarterly reports.

Sec. 103. Accountability procedures for inci-
dents relating to queries con-
ducted by the Federal Bureau
of Investigation.

March 14, 2024

Prohibition on reverse targeting of
United States persons and per-
sons located in the United
States.

FISA court review of targeting de-
cisions.

Repeal of authority for the resump-
tion of abouts collection.

Extension of title VII of FISA; ex-
piration of FISA authorities;
effective dates.

TITLE II—ADDITIONAL REFORMS RE-
LATING TO ACTIVITIES UNDER THE
FOREIGN INTELLIGENCE SURVEIL-
LANCE ACT OF 1978

Sec. 201. Application for an order under the
Foreign Intelligence Surveil-
lance Act of 1978.

Criminal penalties for violations of
FISA.

Increased penalties for
tions.

Agency procedures to ensure com-
pliance.

Limit on civil immunity for pro-
viding information, facilities,
or technical assistance to the
Government absent a court
order.

TITLE III—REFORMS RELATING TO PRO-
CEEDINGS BEFORE THE FOREIGN IN-
TELLIGENCE SURVEILLANCE COURT
AND OTHER COURTS

Sec. 301. Foreign Intelligence Surveillance
Court reform.

Sec. 302. Public disclosure and declassifica-
tion of certain documents.

Sec. 303. Submission of court transcripts to
Congress.

Sec. 304. Contempt power of
FISCR.

TITLE IV—INDEPENDENT EXECUTIVE
BRANCH OVERSIGHT

Sec. 401. Periodic audit of FISA compliance
by Inspector General.

Sec. 402. Intelligence community parity and
communications with Privacy
and Civil Liberties Oversight
Board.

TITLE V—PROTECTIONS FOR UNITED
STATES PERSONS WHOSE SENSITIVE
INFORMATION IS PURCHASED BY IN-
TELLIGENCE AND LAW ENFORCEMENT
AGENCIES

Sec. 501. Limitation on intelligence acquisi-
tion of United States person
data.

502. Limitation on law enforcement
purchase of personal data from
data brokers.

503. Consistent protections for demands
for data held by interactive
computing services.

504. Consistent privacy protections for
data held by data brokers.

505. Protection of data entrusted to
intermediary or ancillary serv-
ice providers.

TITLE VI-TRANSPARENCY

601. Enhanced reports by Director of
National Intelligence.

TITLE VII—LIMITED DELAYS IN
IMPLEMENTATION

Sec. 701. Limited delays in implementation.

TITLE I—PROTECTIONS FOR UNITED

STATES PERSONS WHOSE COMMUNICA-

TIONS ARE COLLECTED UNDER SEC-

TION 702 OF THE FOREIGN INTEL-

LIGENCE SURVEILLANCE ACT OF 1978
SEC. 101. QUERY PROCEDURE REFORM.

(a) MANDATORY AUDITS OF UNITED STATES
PERSON QUERIES CONDUCTED BY FEDERAL BU-
REAU OF INVESTIGATION.—

(1) IN GENERAL.—The Department of Jus-
tice shall conduct an audit of a significant

Sec. 104.

Sec. 105.
106.

Sec.

Sec. 107.

Sec. 202.

Sec. 203. civil ac-

Sec. 204.

Sec. 205.

FISC and

Sec.

Sec.

Sec.

Sec.

Sec.



March 14, 2024

representative sample of covered queries, as
defined in paragraph (6) of section 702(f) of
the Foreign Intelligence Surveillance Act of
1978 (50 U.S.C. 188la(f)), as redesignated and
amended by subsection (b) of this section,
conducted during the 180-day period begin-
ning on the date of enactment of this Act,
and during each 180-day period thereafter.

(2) COMPLETION OF AUDIT.—Not later than
90 days after the end of each 180-day period
described in paragraph (1), the Department
of Justice shall complete the audit described
in such paragraph with respect to such 180-
day period.

(b) RESTRICTIONS RELATING TO CONDUCT OF
CERTAIN QUERIES BY FEDERAL BUREAU OF IN-
VESTIGATION.—Section 702(f) of the Foreign
Intelligence Surveillance Act of 1978 (50
U.S.C. 188la(f)) is amended—

(1) by redesignating paragraph (3) as para-
graph (6);

(2) by inserting before paragraph (6) the
following:

“(b) QUERYING PROCEDURES APPLICABLE TO
FEDERAL BUREAU OF INVESTIGATION.—For any
procedures adopted under paragraph (1) ap-
plicable to the Federal Bureau of Investiga-
tion, the Attorney General, in consultation
with the Director of National Intelligence,
shall include the following requirements:

“(A) TRAINING.—A requirement that, prior
to conducting any query, and on an annual
basis thereafter as a prerequisite for con-
tinuing to conduct queries, personnel of the
Federal Bureau of Investigation successfully
complete training on the querying proce-
dures.

‘(B) ADDITIONAL PRIOR APPROVALS FOR SEN-
SITIVE QUERIES.—A requirement that, absent
exigent circumstances, prior to conducting
certain queries, personnel of the Federal Bu-
reau of Investigation receive approval, at
minimum, as follows:

‘(i) Approval from the Deputy Director of
the Federal Bureau of Investigation if the
query uses a query term reasonably believed
to identify a United States elected official,
an appointee of the President or the gov-
ernor of a State, a United States political
candidate, a United States political organi-
zation or a United States person prominent
in such organization, or a United States
media organization or a United States per-
son who is a member of such organization.

‘‘(ii) Approval from an attorney of the Fed-
eral Bureau of Investigation if the query
uses a query term reasonably believed to
identify a United States religious organiza-
tion or a United States person who is promi-
nent in such organization.

‘‘(iii) Approval from an attorney of the
Federal Bureau of Investigation for 2 or
more queries conducted together as a batch
job.

¢(C) PRIOR WRITTEN JUSTIFICATION.—A re-
quirement that—

‘(i) prior to conducting a covered query,
personnel of the Federal Bureau of Investiga-
tion generate a written statement of the spe-
cific factual basis to support the reasonable
belief that such query meets the standards
required by the procedures adopted under
paragraph (1); and

‘“(ii) for each covered query, the Federal
Bureau of Investigation shall keep a record
of the query term, the date of the conduct of

the query, the identifier of the personnel
conducting the query, and such written
statement.

‘(D) AFFIRMATIVE ELECTION TO INCLUDE
SECTION 702 INFORMATION IN QUERIES.—ANy
system of the Federal Bureau of Investiga-
tion that stores unminimized contents or
noncontents obtained through acquisitions
authorized under subsection (a) together
with contents or noncontents obtained
through other lawful means shall be config-
ured in a manner that—
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‘(1) requires personnel of the Federal Bu-
reau of Investigation to affirmatively elect
to include such unminimized contents or
noncontents obtained through acquisitions
authorized under subsection (a) when run-
ning a query; or

‘“(ii) includes other controls reasonably ex-
pected to prevent inadvertent queries of such
unminimized contents or noncontents.”’; and

(3) in paragraph (6), as so redesignated—

(A) by redesignating subparagraph (B) as
subparagraph (C); and

(B) by inserting after subparagraph (A) the
following:

‘(B) The term ‘covered query’ means a
query conducted—

‘(i) using a term associated with a United
States person or a person reasonably be-
lieved to be located in the United States at
the time of the query or the time of the com-
munication or creation of the information;
or

‘“(ii) for the purpose of finding the informa-
tion of a United States person or a person
reasonably believed to be located in the
United States at the time of the query or the
time of the communication or creation of
the information.”.

(c) PROHIBITION ON WARRANTLESS ACCESS
TO THE COMMUNICATIONS AND OTHER INFORMA-
TION OF UNITED STATES PERSONS AND PER-
SONS LOCATED IN THE UNITED STATES.—Sec-
tion 702(f) of the Foreign Intelligence Sur-
veillance Act of 1978 (50 U.S.C. 188la(f)) is
amended—

(1) in paragraph (1)(A) by inserting ‘‘and
the limitations and requirements in para-
graph (2)” after ‘‘Constitution of the United
States’’;

(2) by striking paragraph (2) and inserting
the following:

‘“(2) PROHIBITION ON WARRANTLESS ACCESS
TO THE COMMUNICATIONS AND OTHER INFORMA-
TION OF UNITED STATES PERSONS AND PERSONS
LOCATED IN THE UNITED STATES.—

‘““(A) IN GENERAL.—Except as provided in
subparagraphs (B) and (C), no officer or em-
ployee of the United States may access com-
munications content, or information the
compelled disclosure of which would require
a probable cause warrant if sought for law
enforcement purposes inside the TUnited
States, acquired under subsection (a) and re-
turned in response to a covered query.

“(B) EXCEPTIONS FOR CONCURRENT AUTHOR-
IZATION, CONSENT, EMERGENCY SITUATIONS,
AND CERTAIN DEFENSIVE CYBERSECURITY QUE-
RIES.—

‘(i) IN GENERAL.—Subparagraph (A) shall
not apply if—

‘“(I) the person to whom the query relates
is the subject of an order or emergency au-
thorization authorizing electronic surveil-
lance, a physical search, or an acquisition
under this section or section 105, section 304,
section 703, or section 704 of this Act or a
warrant issued pursuant to the Federal Rules
of Criminal Procedure by a court of com-
petent jurisdiction;

‘“(IT)(aa) the officer or employee accessing
the communications content or information
has a reasonable belief that—

“(AA) an emergency exists involving an
imminent threat of death or serious bodily
harm; and

‘(BB) in order to prevent or mitigate the
threat described in subitem (AA), the com-
munications content or information must be
accessed before authorization described in
subclause (I) can, with due diligence, be ob-
tained; and

‘“(bb) not later than 14 days after the com-
munications content or information is
accessed, a description of the circumstances
justifying the accessing of the query results
is provided to the Foreign Intelligence Sur-
veillance Court, the congressional intel-
ligence committees, the Committee on the

“
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Judiciary of the House of Representatives,
and the Committee on the Judiciary of the
Senate;

‘“(IIT) such person or, if such person is in-
capable of providing consent, a third party
legally authorized to consent on behalf of
such person, has provided consent for the ac-
cess on a case-by-case basis; or

“(IV)(aa) the communications content or
information is accessed and used for the sole
purpose of identifying targeted recipients of
malicious software and preventing or miti-
gating harm from such malicious software;

“(bb) other than malicious software and
cybersecurity threat signatures, no commu-
nications content or other information are
accessed or reviewed; and

‘‘(cc) the accessing of query results is re-
ported to the Foreign Intelligence Surveil-
lance Court.

¢‘(ii) LIMITATIONS.—

“(I) USE IN SUBSEQUENT PROCEEDINGS.—NoO
communications content or information
accessed under clause (i)(II) or information
derived from such access may be used, re-
ceived in evidence, or otherwise dissemi-
nated in any trial, hearing, or other pro-
ceeding in or before any court, grand jury,
department, office, agency, regulatory body,
legislative committee, or other authority of
the United States, a State, or political sub-
division thereof, except in a proceeding that
arises from the threat that prompted the
query.

¢“(II) ASSESSMENT OF COMPLIANCE.—Not less
frequently than annually, the Attorney Gen-
eral shall assess compliance with the re-
quirements under subclause (I).

¢“(C) MATTERS RELATING TO EMERGENCY
QUERIES.—

‘(1) TREATMENT OF DENIALS.—In the event
that communications content or information
returned in response to a covered query are
accessed pursuant to an emergency author-
ization described in subparagraph (B)@{)()
and the subsequent application to authorize
electronic surveillance, a physical search, or
an acquisition pursuant to section 105(e),
section 304(e), section 703(d), or section 704(d)
of this Act is denied, or in any other case in
which communications content or informa-
tion returned in response to a covered query
are accessed in violation of this paragraph—

‘(I) no communications content or infor-
mation acquired or evidence derived from
such access may be used, received in evi-
dence, or otherwise disseminated in any in-
vestigation by or in any trial, hearing, or
other proceeding in or before any court,
grand jury, department, office, agency, regu-
latory body, legislative committee, or other
authority of the United States, a State, or
political subdivision thereof; and

“(IT) no communications content or infor-
mation acquired or derived from such access
may subsequently be used or disclosed in any
other manner without the consent of the per-
son to whom the covered query relates, ex-
cept in the case that the Attorney General
approves the use or disclosure of such infor-
mation in order to prevent the death of or
serious bodily harm to any person.

‘‘(ii) ASSESSMENT OF COMPLIANCE.—Not less
frequently than annually, the Attorney Gen-
eral shall assess compliance with the re-
quirements under clause (i).

(D) FOREIGN INTELLIGENCE PURPOSE.—

‘(i) IN GENERAL.—Except as provided in
clause (ii) of this subparagraph, no officer or
employee of the United States may conduct
a covered query of information acquired
under subsection (a) unless the query is rea-
sonably likely to retrieve foreign intel-
ligence information.

‘“(ii) EXCEPTIONS.—An officer or employee
of the United States may conduct a covered
query of information acquired under this sec-
tion if—
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“(I(aa) the officer or employee conducting
the query has a reasonable belief that an
emergency exists involving an imminent
threat of death or serious bodily harm; and

‘‘(bb) not later than 14 days after the query
is conducted, a description of the query is
provided to the Foreign Intelligence Surveil-
lance Court, the congressional intelligence
committees, the Committee on the Judiciary
of the House of Representatives, and the
Committee on the Judiciary of the Senate;

“‘(ITI) the person to whom the query relates
or, if such person is incapable of providing
consent, a third party legally authorized to
consent on behalf of such person, has pro-
vided consent for the query on a case-by-case
basis;

‘“(III)(aa) the query is conducted, and the
results of the query are used, for the sole
purpose of identifying targeted recipients of
malicious software and preventing or miti-
gating harm from such malicious software;

‘“(bb) other than malicious software and
cybersecurity threat signatures, no addi-
tional contents of communications acquired
as a result of the query are accessed or re-
viewed; and

‘‘(cc) the query is reported to the Foreign
Intelligence Surveillance Court; or

‘“(IV) the query is necessary to identify in-
formation that must be produced or pre-
served in connection with a litigation matter
or to fulfill discovery obligations in a crimi-
nal matter under the laws of the United
States or any State thereof.

‘“(3) DOCUMENTATION.—No officer or em-
ployee of the United States may access com-
munications content, or information the
compelled disclosure of which would require
a probable cause warrant if sought for law
enforcement purposes inside the United
States, returned in response to a covered
query unless an electronic record is created
that includes a statement of facts showing
that the access is authorized pursuant to an
exception specified in paragraph (2)(B)(1).

‘“(4) QUERY RECORD SYSTEM.—The head of
each agency that conducts queries shall en-
sure that a system, mechanism, or business
practice is in place to maintain the record
described in paragraph (3). Not later than 90
days after the date of enactment of the
SAFE Act, the head of each agency that con-
ducts queries shall report to Congress on its
compliance with this procedure.”.

(d) CONFORMING AMENDMENTS.—

(1) Section 603(b)(2) of the Foreign Intel-
ligence Surveillance Act of 1978 (50 U.S.C.
1873(b)(2)) is amended, in the matter pre-
ceding subparagraph (A), by striking ¢, in-
cluding pursuant to subsection (f)(2) of such
section,”.

(2) Section 706(a)(2)(A)(1) of the Foreign In-
telligence Surveillance Act of 1978 (50 U.S.C.
188le(a)(2)(A))i)) is amended by striking ‘‘ob-
tained an order of the Foreign Intelligence
Surveillance Court to access such informa-
tion pursuant to section 702(f)(2)’ and insert-
ing ‘‘accessed such information in accord-
ance with section 702(b)(2)”’.

SEC. 102. QUARTERLY REPORTS.

Section 707 of the Foreign Intelligence Sur-
veillance Act of 1978 (50 U.S.C. 1881f) is
amended by adding at the end the following:

‘‘(c) QUARTERLY REPORTS.—The Attorney
General, in consultation with the Director of
National Intelligence, shall submit to the
congressional intelligence committees, the
Committee on the Judiciary of the Senate,
and the Committee on the Judiciary of the
House of Representatives a quarterly report,
which shall include, for that quarter,
disaggregated by each agency that conducts
queries of information acquired under sec-
tion 702, the following information:

‘(1) The total number of covered queries
(as defined in section 702(f)(6)) conducted of
information acquired under section 702.
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‘“(2) The number of times an officer or em-
ployee of the United States accessed commu-
nications contents (as defined in section
2510(8) of title 18, United States Code) or in-
formation the compelled disclosure of which
would require a probable cause warrant if
sought for law enforcement purposes in the
United States, returned in response to such
queries.

‘“(83) The number of applications for orders
relating to an emergency authorization de-
scribed in  subclause (D of section
702(f)(2)(B)(1) with respect to a person for
which communications contents or informa-
tion relating to such person were accessed
under such subclause and the number of such
orders granted.

‘“(4) The number of times an exception sub-
clause (II), III), or IV) of section
702(£)(2)(B)(1) was asserted, disaggregated by
the subclause under which an exception was
asserted.”.

SEC. 103. ACCOUNTABILITY PROCEDURES FOR
INCIDENTS RELATING TO QUERIES
CONDUCTED BY THE FEDERAL BU-
REAU OF INVESTIGATION.

(a) IN GENERAL.—Title VII of the Foreign
Intelligence Surveillance Act of 1978 (50
U.S.C. 1881 et seq.) is amended by adding at
the end the following:

“SEC. 709. ACCOUNTABILITY PROCEDURES FOR
INCIDENTS RELATING TO QUERIES
CONDUCTED BY THE FEDERAL BU-
REAU OF INVESTIGATION.

‘“(a) IN GENERAL.—The Director of the Fed-
eral Bureau of Investigation shall establish
procedures to hold employees of the Federal
Bureau of Investigation accountable for vio-
lations of law, guidance, and procedure gov-
erning queries of information acquired pur-
suant to section 702.

‘““(b) ELEMENTS.—The procedures estab-
lished under subsection (a) shall include the
following:

‘(1) Centralized tracking of individual em-
ployee performance incidents involving neg-
ligent violations of law, guidance, and proce-
dure described in subsection (a), over time.

““(2) Escalating consequences for such inci-
dents, including—

““(A) consequences for initial incidents, in-
cluding, at a minimum—

‘(1) suspension of access to information ac-
quired under this Act; and

“‘(ii) documentation of the incident in the
personnel file of each employee responsible
for the violation; and

‘(B) consequences for subsequent
dents, including, at a minimum—

‘(i) possible indefinite suspension of access
to information acquired under this Act;

‘(i) reassignment of each employee re-
sponsible for the violation; and

‘“(iii) referral of the incident to the Inspec-
tion Division of the Federal Bureau of Inves-
tigation for review of potentially reckless
conduct.

“(8) Clarification of requirements for refer-
ring intentional misconduct and reckless
conduct to the Inspection Division of the
Federal Bureau of Investigation for inves-
tigation and disciplinary action by the Office
of Professional Responsibility of the Federal
Bureau of Investigation.”’.

(b) CLERICAL AMENDMENT.—The table of
contents for the Foreign Intelligence Sur-
veillance Act of 1978 (50 U.S.C. 1801 et seq.) is
amended by inserting after the item relating
to section 708 the following:

‘“Sec. 709. Accountability procedures for in-
cidents relating to queries con-
ducted by the Federal Bureau
of Investigation.”.

(¢) REPORT REQUIRED.—

(1) INITIAL REPORT.—Not later than 180
days after the date of enactment of this Act,
the Director of the Federal Bureau of Inves-
tigation shall submit to the Committee on

inci-
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the Judiciary of the House of Representa-
tives, the Committee on the Judiciary of the
Senate, and the congressional intelligence
committees (as such term is defined in sec-
tion 801 of the Foreign Intelligence Surveil-
lance Act of 1978 (50 U.S.C. 1885)) a report de-
tailing the procedures established under sec-
tion 709 of the Foreign Intelligence Surveil-
lance Act of 1978, as added by subsection (a).

(2) ANNUAL REPORT.—Not later than 1 year
after the date of enactment of this Act, and
annually thereafter, the Federal Bureau of
Investigation shall submit to the Committee
on the Judiciary of the House of Representa-
tives, the Committee on the Judiciary of the
Senate, and the congressional intelligence
committees (as such term is defined in sec-
tion 801 of the Foreign Intelligence Surveil-
lance Act of 1978 (50 U.S.C. 1885)) a report on
any disciplinary actions taken pursuant to
the procedures established under section 709
of the Foreign Intelligence Surveillance Act
of 1978, as added by subsection (a), including
a description of the circumstances sur-
rounding each such disciplinary action, and
the results of each such disciplinary action.

(3) FOrRM.—The reports required under
paragraphs (1) and (2) shall be submitted in
unclassified form, but may include a classi-
fied annex to the extent necessary to protect
sources and methods.

SEC. 104. PROHIBITION ON REVERSE TARGETING
OF UNITED STATES PERSONS AND
PERSONS LOCATED IN THE UNITED
STATES.

Section 702 of the Foreign Intelligence Sur-
veillance Act of 1978 (50 U.S.C. 188la) is
amended—

(1) in subsection (b)(2)—

(A) by striking ‘“‘may not intentionally’’
and inserting the following: ‘“‘may not—

‘(A) intentionally’’; and

(B) in subparagraph (A), as designated by
subparagraph (A) of this paragraph, by strik-
ing ‘‘if the purpose of such acquisition is to
target a particular, known person reasonably
believed to be in the United States;” and in-
serting the following: ‘‘if a significant pur-
pose of such acquisition is to target 1 or
more United States persons or persons rea-
sonably believed to be located in the United
States at the time of acquisition or commu-
nication, unless—

““(i)(I) there is a reasonable belief that an
emergency exists involving an imminent
threat of death or serious bodily harm;

“(IT) the information is necessary to miti-
gate that threat;

‘“(ITI) a description of the targeting is pro-
vided to the Foreign Intelligence Surveil-
lance Court, the congressional intelligence
committees, the Committee on the Judiciary
of the Senate, and the Committee on the Ju-
diciary of the House of Representatives in a
timely manner; and

“(IV) any information acquired from such
targeting is used, received in evidence, or
otherwise disseminated solely in an inves-
tigation by or in a trial, hearing, or other
proceeding in or before a court, grand jury,
department, office, agency, regulatory body,
legislative committee, or other authority of
the United States, a State, or political sub-
division thereof, that arises from the threat
that prompted the targeting; or

‘‘(ii) the United States person or persons
reasonably believed to be located in the
United States at the time of acquisition or
communication has provided consent to the
targeting, or if such person is incapable of
providing consent, a third party legally au-
thorized to consent on behalf of such person
has provided consent;’’;

(2) in subsection (d)(1), by amending sub-
paragraph (A) to read as follows:

‘“(A) ensure that—

‘(i) any acquisition authorized under sub-
section (a) is limited to targeting persons
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reasonably believed to be non-United States
persons located outside the United States;
and

‘‘(ii) except as provided in subsection (b)(2),
targeting 1 or more United States persons or
persons reasonably believed to be in the
United States at the time of acquisition or
communication is not a significant purpose
of an acquisition; and”’;

(3) in subsection (h)(2)(A)(i), by amending
subclause (I) to read as follows:

‘“(I) ensure that—

‘“‘(aa) an acquisition authorized under sub-
section (a) is limited to targeting persons
reasonably believed to be non-United States
persons located outside the United States;
and

‘“‘(bb) except as provided in subsection
(b)(2), a significant purpose of an acquisition
is not to target 1 or more United States per-
sons or persons reasonably believed to be in
the United States at the time of acquisition
or communication; and’’; and

(4) in subsection (j)(2)(B),
clause (i) to read as follows:

‘(i) ensure that—

‘(D an acquisition authorized under sub-
section (a) is limited to targeting persons
reasonably believed to be non-United States
persons located outside the United States;
and

“(IT) except as provided in subsection
(b)(2), a significant purpose of an acquisition
is not to target 1 or more United States per-
sons or persons reasonably believed to be in
the United States at the time of acquisition
or communication; and’’.

SEC. 105. FISA COURT REVIEW OF TARGETING
DECISIONS.

Section 702 of the Foreign Intelligence Sur-
veillance Act of 1978 (50 U.S.C. 188la) is
amended—

(1) in subsection (h)(2)—

(A) in subparagraph (D)(i),
“and” at the end;

(B) in subparagraph (E), by striking the pe-
riod at the end and inserting ‘‘; and’’; and

(C) by adding at the end the following:

‘“(F) include a random sample of targeting
decisions and supporting written justifica-
tions from the prior year, using a sample size
and methodology that has been approved by
the Foreign Intelligence Surveillance
Court.””; and

(2) in subsection (j)(1)—

(A) by striking ‘‘subsection (g)”’ each place
it appears and inserting ‘‘subsection (h)”’;
and

(B) in subparagraph (A), as amended by
subparagraph (A) of this paragraph, by in-
serting ‘¢, including reviewing the random
sample of targeting decisions and written
justifications submitted under subsection
(h)(2)(F),” after ‘‘subsection (h)”.

SEC. 106. REPEAL OF AUTHORITY FOR THE RE-
SUMPTION OF ABOUTS COLLECTION.

(a) IN GENERAL.—Section 702(b)(5) of the
Foreign Intelligence Surveillance Act of 1978
(50 U.S.C. 188la(b)(5)) is amended by striking
¢, except as provided under section 103(b) of
the FISA Amendments Reauthorization Act
of 2017°.

(b) CONFORMING AMENDMENTS.—

(1) FOREIGN INTELLIGENCE SURVEILLANCE
ACT OF 1978.—Section 702(m) of the Foreign
Intelligence Surveillance Act of 1978 (50
U.S.C. 188la(m)) is amended—

(A) in the subsection heading, by striking
“REVIEWS, AND REPORTING’’ and inserting
“AND REVIEWS”’; and

(B) by striking paragraph (4).

(2) FISA AMENDMENTS REAUTHORIZATION
ACT OF 2017.—Section 103 of the FISA Amend-
ments Reauthorization Act of 2017 (Public
Law 115-118; 132 Stat. 10) is amended—

(A) by striking subsection (b) (50 U.S.C.
1881a note); and

by amending

by striking
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(B) by striking ‘‘(a) IN GENERAL.—’.

SEC. 107. EXTENSION OF TITLE VII OF FISA; EXPI-

RATION OF FISA AUTHORITIES; EF-
FECTIVE DATES.

(a) EFFECTIVE DATES.—Section 403(b) of the
FISA Amendments Act of 2008 (Public Law
110-261; 122 Stat. 2474) is amended—

(1) in paragraph (1) (50 U.S.C. 1881 note)—

(A) by striking ‘‘April 19, 2024’ and insert-
ing ‘“December 31, 2027’; and

(B) by striking ‘‘, as amended by section
101(a) and by the FISA Amendments Reau-
thorization Act of 2017,” and inserting ‘‘, as
most recently amended,”’; and

(2) in paragraph (2) (18 U.S.C. 2511 note), in
the matter preceding subparagraph (A), by
striking ‘“‘April 19, 2024’ and inserting ‘‘De-
cember 31, 2027,

(b) CONFORMING AMENDMENTS.—Section
404(b) of the FISA Amendments Act of 2008
(Public Law 110-261; 122 Stat. 2476), is amend-
ed—

(1) in paragraph (1)—

(A) in the heading, by striking ‘APRIL 19,
2024”’ and inserting ‘‘DECEMBER 31, 2027”’; and

(B) by striking ‘‘, as amended by section
101(a) and by the FISA Amendments Reau-
thorization Act of 2017,” and inserting ¢, as
most recently amended,’’;

(2) in paragraph (2), by striking *, as
amended by section 101(a) and by the FISA
Amendments Reauthorization Act of 2017,”
and inserting ‘‘, as most recently amended,’’;
and

(3) in paragraph (4)—

(A) by striking ‘‘, as added by section 101(a)
and amended by the FISA Amendments Re-
authorization Act of 2017,” both places it ap-
pears and inserting °‘, as added by section
101(a) and as most recently amended,’’; and

(B) by striking ¢, as amended by section
101(a) and by the FISA Amendments Reau-
thorization Act of 2017, both places it ap-
pears and inserting ‘, as most recently
amended,’’.

TITLE II—ADDITIONAL REFORMS RELAT-
ING TO ACTIVITIES UNDER THE FOR-
EIGN INTELLIGENCE SURVEILLANCE
ACT OF 1978

SEC. 201. APPLICATION FOR AN ORDER UNDER

THE FOREIGN INTELLIGENCE SUR-
VEILLANCE ACT OF 1978.

(a) REQUIREMENT FOR SWORN STATEMENTS
FOR FACTUAL ASSERTIONS.—

(1) TITLE 1.—Subsection (a)(3) of section 104
of the Foreign Intelligence Surveillance Act
of 1978 (50 U.S.C. 1804) is amended by striking
‘“‘a statement of”’ and inserting ‘‘a sworn
statement of”’.

(2) TITLE III.—Subsection (a)(3) of section
303 of the Foreign Intelligence Surveillance
Act of 1978 (50 U.S.C. 1823) is amended by
striking ‘‘a statement of”’ and inserting ‘‘a
sworn statement of’’.

(3) SECTION 703.—Subsection (b)(1)(C) of sec-
tion 703 of the Foreign Intelligence Surveil-
lance Act of 1978 (50 U.S.C. 1881b) is amended
by striking ‘‘a statement of”’ and inserting
‘‘a sworn statement of”’.

(4) SECTION 704.—Subsection (b)(3) of section
704 of the Foreign Intelligence Surveillance
Act of 1978 (50 U.S.C. 188lc) is amended by
striking ‘‘a statement of”’ and inserting ‘‘a
sworn statement of”’.

(5) APPLICABILITY.—The amendments made
by this subsection shall apply with respect
to applications made on or after the date
that is 120 days after the date of enactment
of this Act.

(b) DESCRIPTION OF TECHNIQUES CARRIED
OUT BEFORE APPLICATION.—

(1) TITLE I.—Subsection (a) of section 104 of
the Foreign Intelligence Surveillance Act of
1978 (50 U.S.C. 1804) is amended—

(A) in paragraph (8), by striking ‘‘; and”
and inserting a semicolon;

(B) in paragraph (9), by striking the period
at the end and inserting a semicolon; and
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(C) by adding at the end the following:

‘(10) with respect to a target who is a
United States person, a statement summa-
rizing the investigative techniques carried
out before making the application;”.

(2) APPLICABILITY.—The amendments made
by this subsection shall apply with respect
to applications made on or after the date
that is 120 days after the date of enactment
of this Act.

(c) REQUIREMENT FOR CERTAIN JUSTIFICA-
TION PRIOR TO EXTENSION OF ORDERS.—

(1) APPLICATIONS FOR EXTENSION OF ORDERS
UNDER TITLE I.—Subsection (a) of section 104
of the Foreign Intelligence Surveillance Act
of 1978 (50 U.S.C. 1804), as amended by this
Act, is further amended by adding at the end
the following:

‘(11) in the case of an application for an
extension of an order under this title for a
surveillance targeted against a United
States person, a summary statement of the
foreign intelligence information obtained
pursuant to the original order (and any pre-
ceding extension thereof) as of the date of
the application for the extension, or a rea-
sonable explanation of the failure to obtain
such information;”’.

(2) APPLICATIONS FOR EXTENSION OF ORDERS
UNDER TITLE III.—Subsection (a) of section
303 of the Foreign Intelligence Surveillance
Act of 1978 (50 U.S.C. 1823) is amended—

(A) in paragraph (7), by striking ‘; and”
and inserting a semicolon;

(B) in paragraph (8), by striking the period
at the end and inserting a semicolon; and

(C) by adding at the end the following:

‘(9) in the case of an application for an ex-
tension of an order under this title in which
the target of the physical search is a United
States person, a summary statement of the
foreign intelligence information obtained
pursuant to the original order (and any pre-
ceding extension thereof) as of the date of
the application for the extension, or a rea-
sonable explanation of the failure to obtain
such information;”’.

(3) APPLICABILITY.—The amendments made
by this subsection shall apply with respect
to applications made on or after the date
that is 120 days after the date of enactment
of this Act.

(d) REQUIREMENT FOR JUSTIFICATION OF UN-
DERLYING CRIMINAL OFFENSE IN CERTAIN AP-
PLICATIONS.—

(1) TITLE 1.—Subsection (a)(3)(A) of section
104 of the Foreign Intelligence Surveillance
Act of 1978 (50 U.S.C. 1804) is amended by in-
serting before the semicolon at the end the
following: ‘‘, and, in the case of a target that
is a United States person alleged to be acting
as an agent of a foreign power (as described
in section 101(b)(2)(B)), that a violation of
the criminal statutes of the United States as
referred to in section 101(b)(2)(B) has oc-
curred or will occur’’.

(2) TITLE III.—Subsection (a)(3)(A) of sec-
tion 303 of the Foreign Intelligence Surveil-
lance Act of 1978 (50 U.S.C. 1823) is amended
by inserting before the semicolon at the end
the following: ‘‘, and, in the case of a target
that is a United States person alleged to be
acting as an agent of a foreign power (as de-
scribed in section 101(b)(2)(B)), that a viola-
tion of the criminal statutes of the United
States as referred to in section 101(b)(2)(B)
has occurred or will occur’.

(3) APPLICABILITY.—The amendments made
by this subsection shall apply with respect
to applications made on or after the date
that is 120 days after the date of enactment
of this Act.

(e) REQUIRED DISCLOSURE OF RELEVANT IN-
FORMATION IN FOREIGN INTELLIGENCE SUR-
VEILLANCE ACT OF 1978 APPLICATIONS.—

(1) IN GENERAL.—The Foreign Intelligence
Surveillance Act of 1978 (50 U.S.C. 1801 et
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seq.) is amended by adding at the end the fol-
lowing:

“TITLE IX—REQUIRED DISCLOSURE OF

RELEVANT INFORMATION
“SEC. 901. DISCLOSURE OF RELEVANT INFORMA-
TION.

“The Attorney General or any other Fed-
eral officer or employee making an applica-
tion for a court order under this Act shall
provide the court with—

“(1) all information in the possession of
the Government that is material to deter-
mining whether the application satisfies the
applicable requirements under this Act, in-
cluding any exculpatory information; and

‘(2) all information in the possession of
the Government that might reasonably—

‘“(A) call into question the accuracy of the
application or the reasonableness of any as-
sessment in the application conducted by the
department or agency on whose behalf the
application is made; or

“(B) otherwise raise doubts with respect to
the findings that are required to be made
under the applicable provision of this Act in
order for the court order to be issued.”.

(2) CLERICAL AMENDMENT.—The table of
contents for the Foreign Intelligence Sur-
veillance Act of 1978 is amended by adding at
the end the following:

“TITLE IX—REQUIRED DISCLOSURE OF

RELEVANT INFORMATION
“Sec. 901. Disclosure of relevant informa-
tion.”.

(f) CERTIFICATION REGARDING ACCURACY
PROCEDURES.—

(1) CERTIFICATION REGARDING ACCURACY
PROCEDURES.—T1itle IX of the Foreign Intel-
ligence Surveillance Act of 1978, as added by
subsection (e) of this section, is amended by
adding at the end the following:

“SEC. 902. CERTIFICATION REGARDING ACCU-
RACY PROCEDURES.

‘(a) DEFINITION OF ACCURACY PROCE-
DURES.—In this section, the term ‘accuracy
procedures’ means specific procedures,
adopted by the Attorney General, to ensure
that an application for a court order under
this Act, including any application for re-
newal of an existing order, is accurate and
complete, including procedures that ensure,
at a minimum, that—

‘(1) the application reflects all informa-
tion that might reasonably call into ques-
tion the accuracy of the information or the
reasonableness of any assessment in the ap-
plication, or otherwise raises doubts about
the requested findings;

‘“(2) the application reflects all material
information that might reasonably call into
question the reliability and reporting of any
information from a confidential human
source that is used in the application;

‘“(3) a complete file documenting each fac-
tual assertion in an application is main-
tained;

‘‘(4) the applicant coordinates with the ap-
propriate elements of the intelligence com-
munity (as defined in section 3 of the Na-
tional Security Act of 1947 (50 U.S.C. 3003)),
concerning any prior or existing relationship
with the target of any surveillance, search,
or other means of investigation, and dis-
closes any such relationship in the applica-
tion;

‘“(6) before any application targeting a
United States person (as defined in section
101) is made, the applicant Federal officer
shall document that the officer has collected
and reviewed for accuracy and completeness
supporting documentation for each factual
assertion in the application; and

‘‘(6) the applicant Federal agency establish
compliance and auditing mechanisms to ad-
dress, on an annual basis, the efficacy of the
accuracy procedures that have been adopted
and report such findings to the Attorney
General.
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“(b) STATEMENT AND CERTIFICATION OF AC-
CURACY PROCEDURES.—Any Federal officer
making an application for a court order
under this Act shall include with the appli-
cation—

‘(1) a description of the accuracy proce-
dures employed by the officer or the officer’s
designee; and

‘“(2) a certification that the officer or the
officer’s designee has collected and reviewed
for accuracy and completeness—

‘“(A) supporting documentation for each
factual assertion contained in the applica-
tion;

‘“(B) all information that might reasonably
call into question the accuracy of the infor-
mation or the reasonableness of any assess-
ment in the application, or otherwise raises
doubts about the requested findings; and

“(C) all material information that might
reasonably call into question the reliability
and reporting of any information from any
confidential human source that is used in
the application.

‘“(c) NECESSARY FINDING FOR COURT OR-
DERS.—A judge may not enter an order under
this Act unless the judge finds, in addition to
any other findings required under this Act,
that the accuracy procedures described in
the application for the order, as required
under subsection (b)(1), are actually accu-
racy procedures as defined in this section.”.

(2) TECHNICAL AMENDMENT.—The table of
contents for the Foreign Intelligence Sur-
veillance Act of 1978, as amended by sub-
section (e) of this section, is amended by
adding at the end the following:

“Sec. 902. Certification regarding accuracy
procedures.’”.

(g) PROHIBITION ON USE OF CERTAIN INFOR-
MATION.—Section 104 of the Foreign Intel-
ligence Surveillance Act of 1978 (50 U.S.C.
1804) is amended by adding at the end the fol-
lowing:

‘“(e) The statement of facts and cir-
cumstances under subsection (a)(3) may only
include information obtained from the con-
tent of a media source or information gath-
ered by a political campaign if—

“(1) such information is disclosed in the
application as having been so obtained or
gathered;

‘(2) with regard to information gathered
from the content of a media source, the ap-
plication includes an explanation of the in-
vestigative techniques used to corroborate
the information; and

‘“(3) with regard to information gathered
by a political campaign, such information is
not the sole source of the information used
to justify the applicant’s belief described in
subsection (a)(3).”.

(h) LIMITATION ON ISSUANCE OF ORDER.—
Section 105(a) of the Foreign Intelligence
Surveillance Act of 1978 (50 U.S.C. 1805(a)) is
amended—

(1) in paragraph (3), by striking ‘‘; and” and
inserting a semicolon;

(2) in paragraph (4), by striking the period
and inserting ‘‘; and’’; and

(3) by adding at the end the following:

‘() for an application that is based, in
whole or in part, on information obtained
from the content of a media source or infor-
mation gathered by a political campaign—

““(A) such information is disclosed in the
application as having been so obtained or
gathered;

‘(B) with regard to information gathered
from the content of a media source, the ap-
plication includes an explanation of the in-
vestigative techniques used to corroborate
the information; and

‘“(C) with regard to information gathered
by a political campaign, such information is
not the sole source of the information used
to justify the applicant’s belief described in
section 104(a)(3).”.
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SEC. 202. CRIMINAL PENALTIES FOR VIOLATIONS
OF FISA.

(a) IN GENERAL.—Section 109 of the Foreign
Intelligence Surveillance Act of 1978 (50
U.S.C. 1809) is amended—

(1) in subsection (a)—

(A) in the matter preceding paragraph (1),
by striking ‘‘intentionally’’;

(B) in paragraph (1)—

(i) by inserting ‘‘intentionally’ before ‘‘en-
gages’’; and

(ii) by striking ‘‘or’’ at the end;

(C) in paragraph (2)—

(i) by inserting ‘‘intentionally”
““disclose’’; and

(ii) by striking the period at the end and
inserting a semicolon; and

(D) by adding at the end the following:

“(3) knowingly submits any document to
or makes any false statement before the
court established under section 103(a) or the
court established under section 103(b), know-
ing such document or statement to contain—

‘“(A) a false material declaration; or

“(B) a material omission; or

‘“(4) knowingly discloses the existence of
an application for an order authorizing sur-
veillance under this title, or any information
contained therein, to any person not author-
ized to receive such information, except in-
sofar as such disclosure is authorized by
statute or executive order setting forth per-
missible disclosures by whistleblowers.”’; and

(2) in subsection (c), by striking ‘‘five’’ and
inserting ‘8”’.

(b) RULE OF CONSTRUCTION.—This section
and the amendments made by this section
may not be construed to interfere with the
enforcement of section 798 of title 18, United
States Code, or any other provision of law
regarding the unlawful disclosure of classi-
fied information.

SEC. 203. INCREASED PENALTIES FOR CIVIL AC-
TIONS.

(a) INCREASED PENALTIES.—Section 110 of
the Foreign Intelligence Surveillance Act of
1978 (50 U.S.C. 1810) is amended by striking
subsection (a) and inserting the following:

‘“(a) actual damages, but not less than lig-
uidated damages equal to the greater of—

‘(1) if the aggrieved person is a United
States person, $10,000 or $1,000 per day for
each day of violation; or

‘(2) for any other aggrieved person, $1,000
or $100 per day for each day of violation;”.

(b) REPORTING REQUIREMENT.—Title I of
the Foreign Intelligence Surveillance Act of
1978 is amended by inserting after section 110
the following:

“SEC. 110A. REPORTING REQUIREMENTS FOR
CIVIL ACTIONS.

‘‘(a) REPORT TO CONGRESS.—If a court finds
that a person has violated this Act in a civil
action under section 110, the head of the
agency that employs that person shall report
to Congress on the administrative action
taken against that person pursuant to sec-
tion 607 or any other provision of law.

“(b) FISC.—If a court finds that a person
has violated this Act in a civil action under
section 110, the head of the agency that em-
ploys that person shall report the name of
such person to the court established under
section 103(a). Such court shall maintain a
list of each person about whom it received a
report under this subsection.”.

SEC. 204. AGENCY PROCEDURES TO ENSURE
COMPLIANCE.

(a) AGENCY PROCEDURES TO ENSURE COMPLI-
ANCE.—Title VI of the Foreign Intelligence
Surveillance Act of 1978 (50 U.S.C. 1871 et
seq.) is amended by adding at the end the fol-
lowing:

“SEC. 605. AGENCY PROCEDURES
COMPLIANCE.

““The head of each Federal department or
agency authorized to acquire foreign intel-
ligence information under this Act shall es-
tablish procedures—

before

TO ENSURE
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‘(1) setting forth clear rules on what con-
stitutes a violation of this Act by an officer
or employee of that department or agency;
and

‘(2) for taking appropriate adverse per-
sonnel action against any officer or em-
ployee of the department or agency who en-
gages in a violation described in paragraph
(1), including more severe adverse personnel
actions for any subsequent violation by such
officer or employee.”’.

(b) CLERICAL AMENDMENT.—The table of
contents for the Foreign Intelligence Sur-
veillance Act of 1978 is amended by inserting
after the item relating to section 604 the fol-
lowing:

‘“Sec. 605. Agency procedures to ensure com-

pliance.”.

(c) REPORT.—Not later than 90 days after
the date of enactment of this Act, the head
of each Federal department or agency that is
required to establish procedures under sec-
tion 605 of the Foreign Intelligence Surveil-
lance Act of 1978, as added by subsection (a)
of this section, shall report to Congress on
the implementation of such procedures.

SEC. 205. LIMIT ON CIVIL IMMUNITY FOR PRO-

VIDING INFORMATION, FACILITIES,
OR TECHNICAL ASSISTANCE TO THE
GOVERNMENT ABSENT A COURT
ORDER.

Section 2511(2)(a) of title 18, United States
Code, is amended—

(1) in subparagraph (ii), by striking clause
(B) and inserting the following:

‘“(B) a certification in writing—

““(I) by a person specified in section 2518(7)
or the Attorney General of the United
States;

““(IT) that the requirements for an emer-
gency authorization to intercept a wire, oral,
or electronic communication under section
2518(7) have been met; and

“(ITII) that the specified assistance is re-
quired,”’; and

(2) by striking subparagraph (iii) and in-
serting the following:

‘‘(iii) For assistance provided pursuant to a
certification under subparagraph (ii)(B), the
limitation on causes of action under the last
sentence of the matter following that sub-
paragraph shall only apply to the extent
that the assistance ceased at the earliest of
the time the application for a court order
was denied, the time the communication
sought was obtained, or 48 hours after the
interception began.”’.

TITLE III—REFORMS RELATING TO PRO-
CEEDINGS BEFORE THE FOREIGN IN-
TELLIGENCE SURVEILLANCE COURT
AND OTHER COURTS

SEC. 301. FOREIGN INTELLIGENCE SURVEIL-

LANCE COURT REFORM.

(a) REQUIREMENT FOR SAME JUDGE TO HEAR
RENEWAL APPLICATIONS.—Section 103(a)(1) of
the Foreign Intelligence Surveillance Act of
1978 (50 U.S.C. 1803(a)(1)) is amended by add-
ing at the end the following: ‘“‘T'o the extent
practicable, no judge designated under this
subsection shall hear a renewal application
for electronic surveillance under this Act,
which application was previously granted by
another judge designated under this sub-
section, unless the term of the judge who
granted the application has expired, or that
judge is otherwise no longer serving on the
court.”.

(b) USE OF AMICI CURIAE IN FOREIGN INTEL-
LIGENCE SURVEILLANCE COURT PRrRO-
CEEDINGS.—

(1) EXPANSION OF APPOINTMENT AUTHOR-
ITY.—

(A) IN GENERAL.—Section 103(i)(2) of the
Foreign Intelligence Surveillance Act of 1978
(50 U.S.C. 1803(i)(2)) is amended—

(i) by striking subparagraph (A) and insert-
ing the following:
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‘“(A) shall, unless the court issues a finding
that appointment is not appropriate, appoint
1 or more individuals who have been des-
ignated under paragraph (1), not fewer than
1 of whom possesses privacy and civil lib-
erties expertise, unless the court finds that
such a qualification is inappropriate, to
serve as amicus curiae to assist the court in
the consideration of any application or mo-
tion for an order or review that, in the opin-
ion of the court—

‘(i) presents a novel or significant inter-
pretation of the law;

“‘(ii) presents significant concerns with re-
spect to the activities of a United States per-
son that are protected by the first amend-
ment to the Constitution of the United
States;

‘“(iii) presents or involves a sensitive inves-
tigative matter;

‘“(iv) presents a request for approval of a
new program, a new technology, or a new use
of existing technology;

‘“(v) presents a request for reauthorization
of programmatic surveillance; or

‘“(vi) otherwise presents novel or signifi-
cant civil liberties issues; and’’; and

(ii) in subparagraph (B), by striking ‘‘an in-
dividual or organization’ each place the
term appears and inserting ‘‘1 or more indi-
viduals or organizations’.

(B) DEFINITION OF SENSITIVE INVESTIGATIVE
MATTER.—Section 103(i) of the Foreign Intel-
ligence Surveillance Act of 1978 (50 U.S.C.
1803(i)) is amended by adding at the end the

following:

‘“(12) DEFINITION.—In this subsection, the
term ‘sensitive investigative matter’
means—

‘“(A) an investigative matter involving the
activities of—

‘(i) a domestic public official or political
candidate, or an individual serving on the
staff of such an official or candidate;

‘(ii) a domestic religious or political orga-
nization, or a known or suspected United
States person prominent in such an organi-
zation; or

‘‘(iii) the domestic news media; or

‘(B) any other investigative matter involv-
ing a domestic entity or a known or sus-
pected United States person that, in the
judgment of the applicable court established
under subsection (a) or (b), is as sensitive as
an investigative matter described in sub-
paragraph (A).”.

(2) AUTHORITY TO SEEK REVIEW.—Section
103(i) of the Foreign Intelligence Surveil-
lance Act of 1978 (50 U.S.C. 1803(i)), as amend-
ed by paragraph (1) of this subsection, is
amended—

(A) in paragraph (4)—

(i) in the paragraph heading, by inserting
““; AUTHORITY’’ after “‘DUTIES”’;

(ii) by redesignating subparagraphs (A),
(B), and (C) as clauses (i), (ii), and (iii), re-
spectively, and adjusting the margins ac-
cordingly;

(iii) in the matter preceding clause (i), as
so redesignated, by striking ‘‘the amicus cu-
riae shall” and inserting the following: ‘‘the
amicus curiae—

“(A) shall”’;

(iv) in subparagraph (A)(i), as so redesig-
nated, by inserting before the semicolon at
the end the following: ¢, including legal ar-
guments regarding any privacy or civil lib-
erties interest of any United States person
that would be significantly impacted by the
application or motion’’; and

(v) by striking the period at the end and
inserting the following: ‘‘; and

‘(B) may seek leave to raise any novel or
significant privacy or civil liberties issue
relevant to the application or motion or
other issue directly impacting the legality of
the proposed electronic surveillance with the
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court, regardless of whether the court has re-
quested assistance on that issue.”’;

(B) by redesignating paragraphs (7)
through (12) as paragraphs (8) through (13),
respectively; and

(C) by inserting after paragraph (6) the fol-
lowing:

“(7) AUTHORITY TO SEEK REVIEW OF DECI-
SIONS.—

““(A) FISA COURT DECISIONS.—

‘(i) PETITION.—Following issuance of an
order under this Act by the court established
under subsection (a), an amicus curiae ap-
pointed under paragraph (2) may petition the
court to certify for review to the court es-
tablished under subsection (b) a question of
law pursuant to subsection (j).

“(ii) WRITTEN STATEMENT OF REASONS.—If
the court established under subsection (a)
denies a petition under this subparagraph,
the court shall provide for the record a writ-
ten statement of the reasons for the denial.

‘“(iii) APPOINTMENT.—Upon certification of
any question of law pursuant to this sub-
paragraph, the court established under sub-
section (b) shall appoint the amicus curiae to
assist the court in its consideration of the
certified question, unless the court issues a
finding that such appointment is not appro-
priate.

‘(B) FISA COURT OF REVIEW DECISIONS.—An
amicus curiae appointed under paragraph (2)
may petition the court established under
subsection (b) to certify for review to the Su-
preme Court of the United States any ques-
tion of law pursuant to section 1254(2) of title
28, United States Code.

¢“(C) DECLASSIFICATION OF REFERRALS.—For
purposes of section 602, a petition filed under
subparagraph (A) or (B) of this paragraph
and all of its content shall be considered a
decision, order, or opinion issued by the For-
eign Intelligence Surveillance Court or the
Foreign Intelligence Surveillance Court of
Review described in section 602(a).”.

(3) ACCESS TO INFORMATION.—

(A) APPLICATION AND MATERIALS.—Section
103(i)(6) of the Foreign Intelligence Surveil-
lance Act of 1978 (50 U.S.C. 1803(i)(6)) is
amended by striking subparagraph (A) and
inserting the following:

“(A) IN GENERAL.—

‘(i) RIGHT OF AMICUS.—If a court estab-
lished under subsection (a) or (b) appoints an
amicus curiae under paragraph (2), the ami-
cus curiae—

‘(I) shall have access, to the extent such
information is available to the Government,
to—

‘‘(aa) the application, certification, peti-
tion, motion, and other information and sup-
porting materials, including any information
described in section 901, submitted to the
court established under subsection (a) in
connection with the matter in which the
amicus curiae has been appointed, including
access to any relevant legal precedent (in-
cluding any such precedent that is cited by
the Government, including in such an appli-
cation);

‘“(bb) an unredacted copy of each relevant
decision made by the court established under
subsection (a) or the court established under
subsection (b) in which the court decides a
question of law, without regard to whether
the decision is classified; and

‘‘(ce) any other information or materials
that the court determines are relevant to the
duties of the amicus curiae; and

“(IT1) may make a submission to the court
requesting access to any other particular
materials or information (or category of ma-
terials or information) that the amicus cu-
riae believes to be relevant to the duties of
the amicus curiae.

‘(i) SUPPORTING DOCUMENTATION REGARD-
ING ACCURACY.—The court established under
subsection (a), upon the motion of an amicus
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curiae appointed under paragraph (2) or upon
its own motion, may require the Government
to make available the supporting docu-
mentation described in section 902.”.

(B) CLARIFICATION OF ACCESS TO CERTAIN IN-
FORMATION.—Section 103(i)(6) of the Foreign
Intelligence Surveillance Act of 1978 (50
U.S.C. 1803(i)(6)) is amended—

(i) in subparagraph (B), by striking ‘“may”’
and inserting ‘‘shall’’; and

(ii) by striking subparagraph (C) and in-
serting the following:

¢(C) CLASSIFIED INFORMATION.—AnN amicus
curiae designated or appointed by the court
shall have access, to the extent such infor-
mation is available to the Government, to
unredacted copies of each opinion, order,
transcript, pleading, or other document of
the court established under subsection (a)
and the court established under subsection
(b), including, if the individual is eligible for
access to classified information, any classi-
fied documents, information, and other ma-
terials or proceedings.”’.

(C) CONSULTATION AMONG AMICI CURIAE.—
Section 103(i)(6) of the Foreign Intelligence
Surveillance Act of 1978 (50 U.S.C. 1803(i)(6))
is amended—

(i) by redesignating subparagraph (D) as
subparagraph (E); and

(ii) by inserting after subparagraph (C) the
following:

‘(D) CONSULTATION AMONG AMICI CURIAE.—
An amicus curiae appointed under paragraph
(2) by the court established under subsection
(a) or the court established under subsection
(b) may consult with 1 or more of the other
individuals designated by the court to serve
as amicus curiae pursuant to paragraph (1) of
this subsection regarding any of the informa-
tion relevant to any assigned proceeding.”’.

(4) EFFECTIVE DATE.—The amendments
made by this subsection shall take effect on
the date of enactment of this Act and shall
apply with respect to proceedings under the
Foreign Intelligence Surveillance Act of 1978
(60 U.S.C. 1801 et seq.) that take place on or
after, or are pending on, that date.

SEC. 302. PUBLIC DISCLOSURE AND DECLAS-
SIFICATION OF CERTAIN DOCU-
MENTS.

(a) SUBMISSION TO CONGRESS.—Section

601(c)(1) of the Foreign Intelligence Surveil-
lance Act of 1978 (50 U.S.C. 1871(c)) is amend-
ed by inserting *‘, including declassified cop-
ies that have undergone review under section
602>’ before **; and”’.

(b) TIMELINE FOR DECLASSIFICATION RE-
VIEW.—Section 602(a) of the Foreign Intel-
ligence Surveillance Act of 1978 (50 U.S.C.
1872(a)) is amended—

(1) by inserting ‘¢, to be concluded not later
than 180 days after the issuance of such deci-
sion, order, or opinion,’” after ‘‘(as defined in
section 601(e))’’; and

(2) by inserting ‘‘or results in a change of
application of any provision of this Act or a
novel application of any provision of this
Act” after ‘“law’’.

SEC. 303. SUBMISSION OF COURT TRANSCRIPTS
TO CONGRESS.

Section 601(c) of the Foreign Intelligence
Surveillance Act of 1978 (50 U.S.C. 1871(c)), as
amended by section 302 of this Act, is amend-
ed—

(1) in paragraph (1), by striking ‘‘; and” and
inserting a semicolon;

(2) in paragraph (2), by striking the period
at the end and inserting ‘‘; and’’; and

(3) by adding at the end the following:

‘“(3) for any matter at which a court re-
porter is present and creates a transcript of
a hearing or oral argument before the For-
eign Intelligence Surveillance Court or the
Foreign Intelligence Surveillance Court of
Review, a copy of each such transcript not
later than 45 days after the government’s re-
ceipt of the transcript or the date on which
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the matter concerning such hearing or oral
argument is resolved, whichever is later.”.
SEC. 304. CONTEMPT POWER OF FISC AND FISCR.

(a) IN GENERAL.—Chapter 21 of title 18,
United States Code, is amended—

(1) in section 402, by inserting after ‘‘any
district court of the United States’ the fol-
lowing: ‘¢, the Foreign Intelligence Surveil-
lance Court, the Foreign Intelligence Sur-
veillance Court of Review,”’; and

(2) by adding at the end the following:

“§ 404. Definitions

““For purposes of this chapter—

‘(1) the term ‘court of the United States’
includes the Foreign Intelligence Surveil-
lance Court or the Foreign Intelligence Sur-
veillance Court of Review; and

‘“(2) the terms ‘Foreign Intelligence Sur-
veillance Court’ and ‘Foreign Intelligence
Surveillance Court of Review’ have the
meanings given those terms in section 601(e)
of the Foreign Intelligence Surveillance Act
of 1978 (50 U.S.C. 1871(e)).”.

(b) CLERICAL AMENDMENT.—The table of
sections for chapter 21 of title 18, United
States Code, is amended by adding at the end
the following:
¢‘404. Definitions.”.

(c) REPORT.—Not later than 1 year after
the date of enactment of this Act, and annu-
ally thereafter, the Foreign Intelligence Sur-
veillance Court and the Foreign Intelligence
Surveillance Court of Review (as those terms
are defined in section 601(e) of the Foreign
Intelligence Surveillance Act of 1978 (50
U.S.C. 1871(e))) shall jointly submit to Con-
gress a report on the exercise of authority
under chapter 21 of title 18, United States
Code, by those courts during the l-year pe-
riod ending on the date that is 60 days before
the date of submission of the report.

TITLE IV—INDEPENDENT EXECUTIVE

BRANCH OVERSIGHT
SEC. 401. PERIODIC AUDIT OF FISA COMPLIANCE
BY INSPECTOR GENERAL.

(a) REPORT REQUIRED.—T'itle VI of the For-
eign Intelligence Surveillance Act of 1978 (50
U.S.C. 1871 et seq.), as amended by section
204 of this Act, is amended by adding at the
end the following:

“SEC. 606. PERIODIC AUDIT OF FISA COMPLIANCE
BY INSPECTOR GENERAL.

“Not later than June 30 of the first cal-
endar year that begins after the date of en-
actment of this section, and every 5 years
thereafter, the Inspector General of the De-
partment of Justice shall—

‘(1) conduct an audit of alleged or poten-
tial violations and failures to comply with
the requirements of this Act, and any proce-
dures established pursuant to this Act,
which shall include an analysis of the accu-
racy and completeness of applications and
certifications for orders submitted under
each of sections 105, 303, 402, 502, 702, 703, and
704; and

‘“(2) submit to the Select Committee on In-
telligence of the Senate, the Committee on
the Judiciary of the Senate, the Permanent
Select Committee on Intelligence of the
House of Representatives, and the Com-
mittee on the Judiciary of the House of Rep-
resentatives a report on the audit required
under paragraph (1).”.

(b) CLERICAL AMENDMENT.—The table of
contents for the Foreign Intelligence Sur-
veillance Act of 1978, as amended by section
204 of this Act, is amended by inserting after
the item relating to section 605 the fol-
lowing:

‘‘Sec. 606. Periodic audit of FISA compli-
ance by Inspector General.”.
SEC. 402. INTELLIGENCE COMMUNITY PARITY
AND COMMUNICATIONS WITH PRI-
VACY AND CIVIL LIBERTIES OVER-
SIGHT BOARD.

(a) WHISTLEBLOWER PROTECTIONS FOR MEM-

BERS OF INTELLIGENCE COMMUNITY FOR COM-
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MUNICATIONS WITH PRIVACY AND CIVIL LIB-

ERTIES OVERSIGHT BOARD.—Section 1104 of

the National Security Act of 1947 (50 U.S.C.

3234) is amended—

(1) in subsection (b)(1), in the matter before
subparagraph (A), by inserting ‘‘the Privacy
and Civil Liberties Oversight Board,” after
“Inspector General of the Intelligence Com-
munity,”’; and

(2) in subsection (c)(1)(A), in the matter be-
fore clause (i), by inserting ‘‘the Privacy and
Civil Liberties Oversight Board,” after ‘‘In-
spector General of the Intelligence Commu-
nity,”.

(b) PARITY IN PAY FOR PRIVACY AND CIVIL
LIBERTIES OVERSIGHT BOARD STAFF AND THE
INTELLIGENCE COMMUNITY.—Section 1061(j)(1)
of the Intelligence Reform and Terrorism
Prevention Act of 2004 (42 U.S.C. 2000ee(j)(1))
is amended by striking ‘‘except that’ and all
that follows through the period at the end
and inserting ‘‘except that no rate of pay
fixed under this subsection may exceed the
highest amount paid by any element of the
intelligence community for a comparable po-
sition, based on salary information provided
to the chairman of the Board by the Director
of National Intelligence.”’.

TITLE V—PROTECTIONS FOR UNITED
STATES PERSONS WHOSE SENSITIVE IN-
FORMATION IS PURCHASED BY INTEL-
LIGENCE AND LAW ENFORCEMENT
AGENCIES

SEC. 501. LIMITATION ON INTELLIGENCE ACQUI-

SITION OF UNITED STATES PERSON
DATA.

(a) DEFINITIONS.—In this section:

(1) APPROPRIATE COMMITTEES OF CON-
GRESS.—The term ‘‘appropriate committees
of Congress’ means—

(A) the congressional intelligence commit-
tees (as defined in section 3 of the National
Security Act of 1947 (50 U.S.C. 3003));

(B) the Committee on the Judiciary of the
Senate; and

(C) the Committee on the Judiciary of the
House of Representatives.

(2) COVERED DATA.—The term ‘‘covered
data’ means data, derived data, or any
unique identifier that—

(A) is linked to or is reasonably linkable to
a covered person; and

(B) does not include data that—

(i) is lawfully available to the public
through Federal, State, or local government
records or through widely distributed media;

(ii) is reasonably believed to have been vol-
untarily made available to the general pub-
lic by the covered person; or

(iii) is a specific communication or trans-
action with a targeted individual who is not
a covered person.

(3) COVERED PERSON.—The term ‘‘covered
person’ means an individual who—

(A) is reasonably believed to be located in
the United States at the time of the creation
or acquisition of the covered data; or

(B) is a United States person.

(4) INTELLIGENCE COMMUNITY.—The term
“‘intelligence community’’ has the meaning
given such term in section 3 of the National
Security Act of 1947 (50 U.S.C. 3003).

() STATE, UNITED STATES, UNITED STATES
PERSON.—The terms ‘““‘State’’, ““United
States’”, and ‘‘United States person’ have
the meanings given such terms in section 101
of the Foreign Intelligence Surveillance Act
of 1978 (50 U.S.C. 1801).

(b) LIMITATION.—

(1) IN GENERAL.—Subject to paragraphs (2)
through (7), an element of the intelligence
community may not acquire a dataset that
includes covered data.

(2) AUTHORIZATION PURSUANT TO COURT
ORDER.—AnN element of the intelligence com-
munity may acquire covered data if the col-
lection has been authorized by an order or
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emergency authorization issued pursuant to
the Foreign Intelligence Surveillance Act of
1978 (50 U.S.C. 1801 et seq.) or title 18, United
States Code, by a court of competent juris-
diction covering the period of the acquisi-
tion, subject to the use, dissemination,
querying, retention, and other minimization
limitations required by such authorization.

(3) AUTHORIZATION FOR EMPLOYMENT-RE-
LATED USE.—An element of the intelligence
community may acquire covered data about
an employee of, or applicant for employment
by, an element of the intelligence commu-
nity for employment-related purposes, pro-
vided that—

(A) access to and use of the covered data is
limited to such purposes; and

(B) the covered data is destroyed at such
time as it is no longer necessary for such
purposes.

(4) EXCEPTION FOR COMPLIANCE PURPOSES.—
An element of the intelligence community
may acquire covered data for the purpose of
supporting compliance with collection limi-
tations and minimization requirements im-
posed by statute, guidelines, procedures, or
the Constitution of the United States, pro-
vided that—

(A) access to and use of the covered data is
limited to such purpose; and

(B) the covered data is destroyed at such
time as it is no longer necessary for such
purpose.

(5) EXCEPTION FOR LIFE OR SAFETY.—An ele-
ment of the intelligence community may ac-
quire covered data if there is a reasonable
belief than an emergency exists involving an
imminent threat of death or serious bodily
harm and the covered data is necessary to
mitigate that threat, provided that—

(A) access to and use of the covered data is
limited to addressing the threat; and

(B) the covered data is destroyed at such
time as it is no longer necessary for such
purpose.

(6) EXCEPTION FOR CONSENT.—AnN element of
the intelligence community may acquire
covered data if—

(A) each covered person linked or reason-
ably linkable to the covered data, or, if such
person is incapable of providing consent, a
third party legally authorized to consent on
behalf of the person, has provided consent to
the acquisition and use of the data on a case-
by-case basis;

(B) access to and use of the covered data is
limited to the purposes for which the con-
sent was provided; and

(C) the covered data is destroyed at such
time as it is no longer necessary for such
purposes.

(7) EXCEPTION FOR NONSEGREGABLE DATA.—
An element of the intelligence community
may acquire a dataset that includes covered
data if the covered data is not reasonably
segregable prior to acquisition, provided that
the element of the intelligence community
complies with the minimization procedures
in subsection (c).

(¢) MINIMIZATION PROCEDURES.—

(1) IN GENERAL.—The Attorney General
shall adopt specific procedures that are rea-
sonably designed to minimize the acquisition
and retention, and to restrict the querying,
of covered data that is not subject to 1 or
more of the exceptions set forth in sub-
section (b).

(2) ACQUISITION AND RETENTION.—The proce-
dures adopted under paragraph (1) shall re-
quire elements of the intelligence commu-
nity to exhaust all reasonable means—

(A) to exclude covered data not subject to
1 or more exceptions set forth in subsection
(b) from datasets prior to acquisition; and

(B) to remove and delete covered data not
subject to 1 or more exceptions set forth in
subsection (b) prior to the operational use of
the acquired dataset or the inclusion of the
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dataset in a database intended for oper-
ational use.

(3) DESTRUCTION.—The procedures adopted
under paragraph (1) shall require that if an
element of the intelligence community iden-
tifies covered data not subject to 1 or more
exceptions set forth in paragraphs (2)
through (6) of subsection (b), such covered
data shall be promptly destroyed.

(4) QUERYING.—

(A) IN GENERAL.—Except as provided in
subparagraphs (B) and (C), no officer or em-
ployee of an element of the intelligence com-
munity may conduct a query of covered
data, including covered data already sub-
jected to minimization, in an effort to find
records of or about a particular covered per-
son.

(B) EXCEPTIONS.—Subparagraph (A) shall
not apply to a query related to a particular
covered person if—

(i) such covered person is the subject of a
court order or emergency authorization
issued under the Foreign Intelligence Sur-
veillance Act of 1978 (50 U.S.C. 1801 et seq.) or
title 18, United States Code, that would au-
thorize the element of the intelligence com-
munity to compel the production of the cov-
ered data, during the effective period of that
order;

(ii) the purpose of the query is to retrieve
information about an employee of, or appli-
cant for employment by, an element of the
intelligence community, provided that any
covered data accessed through such query is
used only for such purpose;

(iii) the query is conducted for the purpose
of supporting compliance with collection
limitations and minimization requirements
imposed by statute, guidelines, procedures,
or the Constitution of the United States,
provided that any covered data accessed
through such query is used only for such pur-
pose;

(iv) the officer or employee of an element
of the intelligence community carrying out
the query has a reasonable belief that an
emergency exists involving an imminent
threat of death or serious bodily harm, and
that in order to prevent or mitigate such
threat, the query must be conducted before a
court order can, with due diligence, be ob-
tained, provided that any covered data
accessed through such query is used only for
such purpose; or

(v) such covered person or, if such person is
incapable of providing consent, a third party
legally authorized to consent on behalf of
the person has consented to the query, pro-
vided that any use of covered data accessed
through such query is limited to the pur-
poses for which the consent was provided.

(C) SPECIAL RULE FOR NONSEGREGABLE
DATASETS.—For a query of a dataset acquired
under subsection (b)(7)—

(i) each query shall be reasonably designed
to exclude personal data of covered persons,
unless the query is subject to an exception
set forth in paragraph (4); and

(ii) any personal data of covered persons
returned pursuant to a query that is not sub-
ject to an exception set forth in paragraphs
(2) through (7) of subsection (b) shall not be
reviewed and shall immediately be de-
stroyed.

(d) PROHIBITION ON USE OF DATA OBTAINED
IN VIOLATION OF THIS SECTION.—Covered data
acquired by an element of the intelligence
community in violation of subsection (b),
and any evidence derived therefrom, may not
be used, received in evidence, or otherwise
disseminated in any investigation by or in
any trial, hearing, or other proceeding in or
before any court, grand jury, department, of-
fice, agency, regulatory body, legislative
committee, or other authority of the United
States, a State, or political subdivision
thereof.
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(e) REPORTING REQUIREMENT.—

(1) IN GENERAL.—Not later than 180 days
after the date of the enactment of this Act,
the Director of National Intelligence shall
submit to the appropriate committees of
Congress and the Privacy and Civil Liberties
Oversight Board a report on the acquisition
of datasets that the Director anticipates will
contain information of covered persons that
is significant in volume, proportion, or sensi-
tivity.

(2) CONTENTS.—The report submitted pur-
suant to paragraph (1) shall include the fol-
lowing:

(A) A description of the covered person in-
formation in each dataset.

(B) An estimate of the amount of covered
person information in each dataset.

(3) NOTIFICATIONS.—After submitting the
report required by paragraph (1), the Direc-
tor shall, in coordination with the Under
Secretary of Defense for Intelligence and Se-
curity, notify the appropriate committees of
Congress of any changes to the information
contained in such report.

(4) AVAILABILITY TO THE PUBLIC.—The Di-
rector shall make available to the public on
the website of the Director—

(A) the unclassified portion of the report
submitted pursuant to paragraph (1); and

(B) any notifications submitted pursuant
to paragraph (3).

(f) RULE OF CONSTRUCTION.—Nothing in this
section shall authorize an acquisition other-
wise prohibited by the Foreign Intelligence
Surveillance Act of 1978 (50 U.S.C. 1801 et
seq.) or title 18, United States Code.

SEC. 502. LIMITATION ON LAW ENFORCEMENT
PURCHASE OF PERSONAL DATA
FROM DATA BROKERS.

Section 2702 of title 18, United States Code,
is amended by adding at the end the fol-
lowing:

‘‘(e) PROHIBITION ON OBTAINING IN EX-
CHANGE FOR ANYTHING OF VALUE PERSONAL
DATA BY LAW ENFORCEMENT AGENCIES.—

‘(1) DEFINITIONS.—In this subsection and
subsection (f)—

“‘(A) the term ‘covered governmental enti-
ty’ means a law enforcement agency of a
governmental entity;

‘“(B) the term ‘covered organization’ means
a person who—

‘(i) is not a governmental entity; and

‘‘(ii) is not an individual;

‘(C) the term ‘covered person’ means an
individual who—

‘(i) is reasonably believed to be located in-
side the United States at the time of the cre-
ation of the covered personal data; or

‘‘(ii) is a United States person, as defined
in section 101 of the Foreign Intelligence
Surveillance Act of 1978 (50 U.S.C. 1801);

‘(D) the term ‘covered personal data’
means personal data relating to a covered
person;

‘“(BE) the term ‘electronic device’ has the
meaning given the term ‘computer’ in sec-
tion 1030(e);

“(F) the term ‘lawfully obtained public
data’ means personal data obtained by a par-
ticular covered organization that the cov-
ered organization—

‘(i) reasonably understood to have been
voluntarily made available to the general
public by the covered person; and

‘“(ii) obtained in compliance with all appli-
cable laws, regulations, contracts, privacy
policies, and terms of service;

‘(G) the term ‘obtain in exchange for any-
thing of value’ means to obtain by pur-
chasing, to receive in connection with serv-
ices being provided for monetary or non-
monetary consideration, or to otherwise ob-
tain in exchange for consideration, including
an access fee, service fee, maintenance fee,
or licensing fee; and

‘“‘(H) the term ‘personal data’—
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‘(i) means data, derived data, or any
unique identifier that is linked to, or is rea-
sonably linkable to, an individual or to an
electronic device that is linked to, or is rea-
sonably linkable to, 1 or more individuals in
a household;

‘(ii) includes anonymized data that, if
combined with other data, can be linked to,
or is reasonably linkable to, an individual or
to an electronic device that identifies, is
linked to, or is reasonably linkable to 1 or
more individuals in a household; and

‘‘(iii) does not include—

‘(I data that is lawfully available through
Federal, State, or local government records
or through widely distributed media; or

“(II) a specific communication or trans-
action with a targeted individual who is not
a covered person.

¢“(2) LIMITATION.—

““(A) IN GENERAL.—

‘(i) PROHIBITION.—Subject to clauses (ii)
through (x), a covered governmental entity
may not obtain in exchange for anything of
value covered personal data if—

‘() the covered personal data is directly or
indirectly obtained from a covered organiza-
tion; or

‘“(II) the covered personal data is derived
from covered personal data that was directly
or indirectly obtained from a covered organi-
zation.

‘(i) EXCEPTION FOR CERTAIN COMPILATIONS
OF DATA.—A covered governmental entity
may obtain in exchange for something of
value covered personal data as part of a larg-
er compilation of data which includes per-
sonal data about persons who are not cov-
ered persons, if—

‘(D) the covered governmental entity is un-
able through reasonable means to exclude
covered personal data from the larger com-
pilation obtained; and

‘““(II) the covered governmental entity
minimizes any covered personal data from
the larger compilation, in accordance with
subsection (f).

¢“(iii) EXCEPTION FOR WHISTLEBLOWER DIS-
CLOSURES TO LAW ENFORCEMENT.—Clause (i)
shall not apply to covered personal data that
is obtained by a covered governmental entity
under a program established by an Act of
Congress under which a portion of a penalty
or a similar payment or bounty is paid to an
individual who discloses information about
an unlawful activity to the Government,
such as the program authorized under sec-
tion 7623 of the Internal Revenue Code of 1986
(relating to awards to whistleblowers in
cases of underpayments or fraud).

‘“(iv) EXCEPTION FOR COST REIMBURSEMENT
UNDER COMPULSORY LEGAL PROCESS.—Clause
(i) shall not apply to covered personal data
that is obtained by a covered governmental
entity from a covered organization in ac-
cordance with compulsory legal process
that—

““(I) is established by a Federal or State
statute; and

“(II) provides for the reimbursement of
costs of the covered organization that are in-
curred in connection with providing the
record or information to the covered govern-
mental entity, such as the reimbursement of
costs under section 2706.

‘‘(v) EXCEPTION FOR EMPLOYMENT-RELATED
USE.—Clause (i) shall not apply to covered
personal data about an employee of, or appli-
cant for employment by, a covered govern-
mental entity that is—

‘(I) obtained by the covered governmental
entity for employment-related purposes;

““(IT) accessed and used by the covered gov-
ernmental entity only for employment-re-
lated purposes; and

‘“(ITI) destroyed at such time as the cov-
ered personal data is no longer needed for
employment-related purposes.
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‘“(vi) EXCEPTION FOR USE IN BACKGROUND
CHECKS.—Clause (i) shall not apply to cov-
ered personal data about a covered person
that is—

‘“(I) obtained by a covered governmental
entity for purposes of conducting a back-
ground check of the covered person with the
written consent of the covered person;

‘“(IT) accessed and used by the covered gov-
ernmental entity only for background check-
related purposes; and

“(III) destroyed at such time as the cov-
ered personal data is no longer needed for
background check-related purposes.

“(vii) EXCEPTION FOR LAWFULLY OBTAINED
PUBLIC DATA.—Clause (i) shall not apply to
covered personal data that is obtained by a
covered governmental entity if—

‘“(I) the covered personal data is lawfully
obtained public data; or

‘“(IT) the covered personal data is derived
from covered personal data that solely con-
sists of lawfully obtained public data.

‘(viii) EXCEPTION FOR LIFE OR SAFETY.—
Clause (i) shall not apply to covered personal
data that is obtained by a covered govern-
mental entity if there is a reasonable belief
than an emergency exists involving an immi-
nent threat of death or serious bodily harm
to a covered person and the covered data is
necessary to mitigate that threat, provided
that—

‘“(I) access to and use of the covered per-
sonal data is limited to addressing the
threat; and

‘“(IT) the covered personal data is destroyed
at such time as it is no longer necessary for
such purpose.

‘“(ix) EXCEPTION FOR COMPLIANCE PUR-
POSES.—Clause (i) shall not apply to covered
personal data that is obtained by a covered
governmental entity for the purpose of sup-
porting compliance with collection limita-
tions and minimization requirements im-
posed by statute, guidelines, procedures, or
the Constitution of the United States, pro-
vided that—

‘“(I) access to and use of the covered per-
sonal data is limited to such purpose; and

‘(IT) the covered personal data is destroyed
at such time as it is no longer necessary for
such purpose.

“(x) EXCEPTION FOR CONSENT.—Clause (i)
shall not apply to covered personal data that
is obtained by a covered governmental entity
if—

‘“(I) each covered person linked or reason-
ably linkable to the covered personal data,
or, if such covered person is incapable of pro-
viding consent, a third party legally author-
ized to consent on behalf of the covered per-
son, has provided consent to the acquisition
and use of the data on a case-by-case basis;

“(IT) access to and use of the covered per-
sonal data is limited to the purposes for
which the consent was provided; and

‘“(IIT) the covered personal data is de-
stroyed at such time as it is no longer nec-
essary for such purposes.

‘(B) INDIRECTLY ACQUIRED RECORDS AND IN-
FORMATION.—The limitation under subpara-
graph (A) shall apply without regard to
whether the covered organization possessing
the covered personal data is the covered or-
ganization that initially obtained or col-
lected, or is the covered organization that
initially received the disclosure of, the cov-
ered personal data.

¢“(3) LIMIT ON SHARING BETWEEN AGENCIES.—
An agency of a governmental entity that is
not a covered governmental entity may not
provide to a covered governmental entity
covered personal data that was obtained in a
manner that would violate paragraph (2) if
the agency of a governmental entity were a
covered governmental entity, unless the cov-
ered governmental entity would have been
permitted to obtain the covered personal
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data under an exception set forth in para-
graph (2)(A).

‘‘(4) PROHIBITION ON USE OF DATA OBTAINED
IN VIOLATION OF THIS SECTION.—

‘““(A) IN GENERAL.—Covered personal data
obtained by or provided to a covered govern-
mental entity in violation of paragraph (2) or
(3), and any evidence derived therefrom, may
not be used, received in evidence, or other-
wise disseminated by, on behalf of, or upon a
motion or other action by a covered govern-
mental entity in any investigation by or in
any trial, hearing, or other proceeding in or
before any court, grand jury, department, of-
ficer, agency, regulatory body, legislative
committee, or other authority of the United
States, a State, or a political subdivision
thereof.

‘(B) USE BY AGGRIEVED PARTIES.—Nothing
in subparagraph (A) shall be construed to
limit the use of covered personal data by a
covered person aggrieved of a violation of
paragraph (2) or (3) in connection with any
action relating to such a violation.

“(f) MINIMIZATION PROCEDURES.—

‘(1 IN GENERAL.—The Attorney General
shall adopt specific procedures that are rea-
sonably designed to minimize the acquisition
and retention, and to restrict the querying,
of covered personal data, and prohibit the
dissemination of information derived from
covered personal data.

¢“(2) ACQUISITION AND RETENTION.—The pro-
cedures adopted under paragraph (1) shall re-
quire covered governmental entities to ex-
haust all reasonable means—

“‘(A) to exclude covered personal data that
is not subject to 1 or more of the exceptions
set forth in clauses (iii) through (x) of sub-
section (e)(2)(A) from the data obtained; and

“(B) to remove and delete covered personal
data described in subparagraph (A) not sub-
ject to 1 or more exceptions set forth in
clauses (iii) through (x) of subsection
(e)(2)(A) after a compilation is obtained and
before operational use of the compilation or
inclusion of the compilation in a dataset in-
tended for operational use.

‘(3) DESTRUCTION.—The procedures adopted
under paragraph (1) shall require that, if a
covered governmental entity identifies cov-
ered personal data in a compilation de-
scribed in clause (ii) of subsection (e)(2)(A)
not subject to 1 or more exceptions set forth
in clauses (iii) through (x) of such sub-
section, the covered governmental entity
shall promptly destroy the covered personal
data and any dissemination of information
derived from the covered personal data shall
be prohibited.

““(4) QUERYING.—

‘““(A) IN GENERAL.—Except as provided in
subparagraphs (B) and (C), no officer or em-
ployee of a covered governmental entity may
conduct a query of personal data, including
personal data already subjected to minimiza-
tion, in an effort to find records of or about
a particular covered person.

‘(B) EXCEPTIONS.—Subparagraph (A) shall
not apply to a query related to a particular
covered person if—

‘‘(i) such covered person is the subject of a
court order or emergency authorization
issued under this title that would authorize
the covered governmental entity to compel
the production of the covered personal data,
during the effective period of that order;

‘‘(ii) the purpose of the query is to retrieve
information obtained by a covered govern-
mental entity under a program established
by an Act of Congress under which a portion
of a penalty or a similar payment or bounty
is paid to an individual who discloses infor-
mation about an unlawful activity to the
Government, such as the program authorized
under section 7623 of the Internal Revenue
Code of 1986 (relating to awards to whistle-
blowers in cases of underpayments or fraud),
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provided that any covered personal data
accessed through such query is used only for
such purpose;

‘‘(iii) the purpose of the query is to re-
trieve information about an employee of, or
applicant for employment by, a covered gov-
ernmental entity that has been obtained by
the covered governmental entity for employ-
ment-related purposes, provided that any
covered personal data accessed through such
query is used only for such purposes;

‘“(iv) the purpose of the query is to retrieve
information obtained by a covered govern-
mental entity for purposes of conducting a
background check of the covered person with
the written consent of the covered person,
provided that any covered personal data
accessed through such query is used only for
such purposes;

‘“(v) the purpose of the query is to retrieve,
and the query is reasonably designed to re-
trieve, only lawfully obtained public data,
and only lawfully obtained public data is
accessed and used as a result of the query;

‘(vi) the officer or employee of a covered
governmental entity carrying out the query
has a reasonable belief that an emergency
exists involving an imminent threat of death
or serious bodily harm, and in order to pre-
vent or mitigate that threat, the query must
be conducted before a court order can, with
due diligence, be obtained, provided that any
covered personal data accessed through such
query is used only for such purpose;

‘“(vii) the query is conducted for the pur-
pose of supporting compliance with collec-
tion limitations and minimization require-
ments imposed by statute, guidelines, proce-
dures, or the Constitution of the United
States, provided that any covered personal
data accessed through such query is used
only for such purpose; or

‘‘(viii) such covered person or, if such cov-
ered person is incapable of providing con-
sent, a third party legally authorized to con-
sent on behalf of the covered person has con-
sented to the query, provided that any use of
covered personal data accessed through such
query is limited to the purposes for which
the consent was provided.

‘(C) SPECIAL RULE FOR COMPILATIONS OF
DATA.—For a query of a compilation of data
obtained under subsection (e)(2)(A)(ii)—

‘(i) each query shall be reasonably de-
signed to exclude personal data of covered
persons, unless the query is subject to an ex-
ception set forth in subparagraph (B); and

‘‘(ii) any personal data of covered persons
returned pursuant to a query that is not sub-
ject to an exception set forth in clauses (ii)
through (iii) of subsection (e)(2)(A) shall not
be reviewed and shall immediately be de-
stroyed.”.

SEC. 503. CONSISTENT PROTECTIONS FOR DE-
MANDS FOR DATA HELD BY INTER-
ACTIVE COMPUTING SERVICES.

(a) DEFINITION.—Section 2711 of title 18,
United States Code, is amended—

(1) in paragraph (3)(C), by striking ‘‘and”
at the end;

(2) in paragraph (4), by striking the period
at the end and inserting a semicolon; and

(3) by adding at the end the following:

‘“(6) the term ‘online service provider’
means a provider of electronic communica-
tion service, a provider of remote computing
service, any information service, system, or
access software provider that provides or en-
ables computer access by multiple users to a
computer server, including specifically a
service or system that provides access to the
Internet and such systems operated or serv-
ices offered by libraries or educational insti-
tutions; and”’.

(b) REQUIRED DISCLOSURE.—Section 2703 of
title 18, United States Code, is amended—

(1) in subsection (a), in the first sentence,
by striking ‘‘a provider of electronic commu-
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nication service’’ and inserting ‘‘an online
service provider’’;

(2) in subsection (¢c)—

(A) in paragraph (1), in the matter pre-
ceding subparagraph (A), by striking ‘‘a pro-
vider of electronic communication service or
remote computing service” and inserting
‘‘an online service provider’’; and

(B) in paragraph (2), in the matter pre-
ceding subparagraph (A), by striking ‘““A pro-
vider of electronic communication service or
remote computing service” and inserting
‘“‘An online service provider’’; and

(3) in subsection (g), by striking ‘‘a pro-
vider of electronic communications service
or remote computing service” and inserting
‘‘an online service provider’’.

(¢c) LIMITATION ON VOLUNTARY DISCLO-
SURE.—Section 2702(a) of title 18, United
States Code, is amended—

(1) in paragraph (1), by striking ‘‘a person
or entity providing an electronic commu-
nication service to the public’” and inserting
‘‘an online service provider’’;

(2) in paragraph (2), by striking ‘‘a person
or entity providing remote computing serv-
ice to the public” and inserting ‘“‘an online
service provider’’; and

(3) in paragraph (3), by striking ‘‘a provider
of remote computing service or electronic
communication service to the public” and
inserting ‘‘an online service provider”’.

SEC. 504. CONSISTENT PRIVACY PROTECTIONS
FOR DATA HELD BY DATA BROKERS.

Section 2703 of title 18, United States Code
is amended by adding at the end the fol-
lowing:

‘(i) COVERED PERSONAL DATA.—

‘(1) DEFINITIONS.—In this subsection, the
terms ‘covered personal data’ and ‘covered
organization’ have the meanings given such
terms in section 2702(e).

‘“(2) LIMITATION.—Unless a governmental
entity obtains an order in accordance with
paragraph (3), the governmental entity may
not require a covered organization that is
not an online service provider to disclose
covered personal data if a court order would
be required for the governmental entity to
require an online service provider to disclose
such covered personal data that is a record
of a customer or subscriber of the online
service provider.

““(3) ORDERS.—

‘“(A) IN GENERAL.—A court may only issue
an order requiring a covered organization
that is not an online service provider to dis-
close covered personal data on the same
basis and subject to the same limitations as
would apply to a court order to require dis-
closure by an online service provider.

‘“(B) STANDARD.—For purposes of subpara-
graph (A), a court shall apply the most strin-
gent standard under Federal statute or the
Constitution of the United States that would
be applicable to a request for a court order
to require a comparable disclosure by an on-
line service provider of a customer or sub-
scriber of the online service provider.”.

SEC. 505. PROTECTION OF DATA ENTRUSTED TO
INTERMEDIARY OR  ANCILLARY
SERVICE PROVIDERS.

(a) DEFINITION.—Section 2711 of title 18,
United States Code, as amended by section
503 of this Act, is amended by adding at the
end the following:

‘(6) the term ‘intermediary or ancillary
service provider’ means an entity or facili-
ties owner or operator that directly or indi-
rectly delivers, transmits, stores, or proc-
esses communications or any other covered
personal data (as defined in section 2702(e) of
this title) for, or on behalf of, an online serv-
ice provider.”.

(b) PROHIBITION.—Section 2702(a) of title 18,
United States Code, is amended—

(1) in paragraph (1), by striking ‘“‘and’” at
the end;
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(2) in paragraph (2)(B), by striking ‘“‘and”
at the end;

(3) in paragraph (3), by striking the period
at the end and inserting ‘‘; and’’; and

(4) by adding at the end the following:

‘“(4) an intermediary or ancillary service
provider may not knowingly disclose—

‘“(A) to any person or entity the contents
of a communication while in electronic stor-
age by that intermediary or ancillary service
provider; or

“(B) to any governmental entity a record
or other information pertaining to a sub-
scriber to or customer of, a recipient of a
communication from a subscriber to or cus-
tomer of, or the sender of a communication
to a subscriber to or customer of, the online
service provider for, or on behalf of, which
the intermediary or ancillary service pro-
vider directly or indirectly delivers, trans-
mits, stores, or processes communications or
any other covered personal data (as defined
in subsection (e)).”.

TITLE VI—_TRANSPARENCY
SEC. 601. ENHANCED REPORTS BY DIRECTOR OF
NATIONAL INTELLIGENCE.

(a) IN GENERAL.—Section 603(b) of the For-
eign Intelligence Surveillance Act of 1978 (50
U.S.C. 1873(b)) is amended—

(1) in paragraph (2)(C), by striking the
semicolon and inserting *‘; and’’;

(2) by redesignating paragraphs (3) through
(7) as paragraphs (6) through (10), respec-
tively;

(3) by inserting after paragraph (2) the fol-
lowing:

‘(3) a description of the subject matter of
each of the certifications provided under sec-
tion 702(h);

‘‘(4) statistics revealing the number of per-
sons targeted and the number of selectors
used under section 702(a), disaggregated by
the certification under which the person was
targeted;

‘() the total number of directives issued
pursuant to section 702(i)(1), disaggregated
by each type of electronic communication
service provider described in section
701(b)(4);7’;

(4) in paragraph (9), as so redesignated, by
striking ‘‘and’ at the end;

(5) in paragraph (10), as so redesignated, by
striking the period at the end and inserting
a semicolon; and

(6) by adding at the end the following:

““(11)(A) the total number of disseminated
intelligence reports derived from collection
pursuant to section 702 containing the iden-
tities of United States persons, regardless of
whether the identities of the United States
persons were openly included or masked;

‘“(B) the total number of disseminated in-
telligence reports derived from collection
not authorized by this Act and conducted
under procedures approved by the Attorney
General containing the identities of United
States persons, regardless of whether the
identities of the United States persons were
openly included or masked;

“(C) the total number of disseminated in-
telligence reports derived from collection
pursuant to section 702 containing the iden-
tities of United States persons in which the
identities of the United States persons were
masked;

(D) the total number of disseminated in-
telligence reports derived from collection
not authorized by this Act and conducted
under procedures approved by the Attorney
General containing the identities of United
States persons in which the identities of the
United States persons were masked;

‘““(E) the total number of disseminated in-
telligence reports derived from collection
pursuant to section 702 containing the iden-
tities of United States persons in which the
identities of the United States persons were
openly included; and
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“(F) the total number of disseminated in-
telligence reports derived from collection
not authorized by this Act and conducted
under procedures approved by the Attorney
General containing the identities of United
States persons in which the identities of the
United States persons were openly included;

‘(12) the number of queries conducted in
an effort to find communications or informa-
tion of or about 1 or more United States per-
sons or persons reasonably believed to be lo-
cated in the United States at the time of the
query or the time of the communication or
creation of the information, where such com-
munications or information were obtained
under procedures approved by the Attorney
General and without a court order, subpoena,
or other legal process established by statute;

‘(13) the number of criminal proceedings
in which the Federal Government or a gov-
ernment of a State or political subdivision
thereof entered into evidence or otherwise
used or disclosed in a criminal proceeding
any information obtained or derived from an
acquisition conducted under procedures ap-
proved by the Attorney General and without
a court order, subpoena, or other legal proc-
ess established by statute; and

‘“(14) a good faith estimate of what per-
centage of the communications that are sub-
ject to the procedures described in section
309(b)(3) of the Intelligence Authorization
Act for ©Fiscal Year 2015 (560 U.S.C.
1813(b)(3))—

‘“(A) are retained for more than 5 years;
and

‘“(B) are retained for more than 5 years be-
cause, in whole or in part, the communica-
tions are encrypted.”’.

(b) REPEAL OF NONAPPLICABILITY TO FED-
ERAL BUREAU OF INVESTIGATION OF CERTAIN
REQUIREMENTS.—Section 603(d) of the For-
eign Intelligence Surveillance Act of 1978 (50
U.S.C. 1873(d)) is amended—

(1) by striking paragraph (2); and

(2) by redesignating paragraph (3) as para-
graph (2).

(c) CONFORMING  AMENDMENT.—Section
603(d)(1) of the Foreign Intelligence Surveil-
lance Act of 1978 (50 U.S.C. 1873(d)(1)) is
amended by striking ‘‘paragraphs (3), (5), or
(6)” and inserting ‘‘paragraph (6), (8), or (9)”.

TITLE VII—LIMITED DELAYS IN
IMPLEMENTATION
SEC. 701. LIMITED DELAYS IN IMPLEMENTATION.

(a) DEFINITION.—In this section, the term
‘“‘appropriate committees of Congress”
means—

(1) the congressional intelligence commit-
tees (as defined in section 3 of the National
Security Act of 1947 (50 U.S.C. 3003));

(2) the Committee on the Judiciary of the
Senate; and

(3) the Committee on the Judiciary of the
House of Representatives.

(b) AUTHORITY.—The Attorney General
may, in coordination with the Director of
National Intelligence as may be appropriate,
delay implementation of a provision of this
Act or an amendment made by this Act for
a period of not more than 1 year upon a
showing to the appropriate committees of
Congress that the delay is necessary—

(1) to develop and implement technical sys-
tems needed to comply with the provision or
amendment; or

(2) to hire or train personnel needed to
comply with the provision or amendment.

By Mr. MCCONNELL (for himself,
Mrs. CAPITO, Mr. BARRASSO,
Mrs. BLACKBURN, Mr. BOOZMAN,
Mr. BRAUN, Mrs. BRITT, Mr.
BuDD, Mr. CASSIDY, Ms. COL-
LINS, Mr. CORNYN, Mr. COTTON,
Mr. CRAMER, Mr. CRAPO, Mr.
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CRUZ, Mr. DAINES, Ms. ERNST,
Mrs. FISCHER, Mr. GRAHAM, Mr.
GRASSLEY, Mr. HAGERTY, Mr.
HOEVEN, Mrs. HYDE-SMITH, Mr.
JOHNSON, Mr. KENNEDY, Mr.
LANKFORD, Mr. LEE, Ms. LUM-
MIS, Mr. MARSHALL, Mr. MORAN,

Mr. MULLIN, Ms. MURKOWSKI,
Mr. PAUL, Mr. RICKETTS, Mr.
RISCH, Mr. ROMNEY, Mr.
ROUNDS, Mr. SCHMITT, Mr.

ScoTT of Florida, Mr. ScOoTT of
South Carolina, Mr. SULLIVAN,

Mr. THUNE, Mr. TILLIS, Mr.
TUBERVILLE, Mr. WICKER, and
Mr. YOUNG):

S.J. Res. 65. A joint resolution pro-
viding for congressional disapproval
under chapter 8 of title 5, United
States Code, of the rule submitted by
the Environmental Protection Agency
relating to ‘‘Reconsideration of the Na-
tional Ambient Air Quality Standards
for Particulate Matter’”’; to the Com-
mittee on Environment and Public
Works.

Mr. McCONNELL. Madam President,
on another matter, last week, in the
State of the Union Address, President
Biden bragged that he was taking ‘‘the
most significant action on climate ever
in the history of the world.”

What he failed to mention is that his
radical climate policy almost always
comes at the expense of American
workers and job creators.

Just recently, the Biden administra-
tion rolled out yet another job-killing
mandate that would impose more uni-
lateral economic pain here at home.
This one goes well beyond the regu-
latory standards of most of our Euro-
pean allies, let alone our top strategic
competitor, China.

The EPA wants to tighten limits on
fine particulates in the air, known as
PM2.5, despite its own data showing
that concentrations have actually gone
down by over 40 percent in the last two
decades. The vast majority of these
emissions come from sources like
wildfires and dust from agriculture and
roads that are not easily contained
and, in some cases, impossible to con-
trol. We are talking about a climate
boogeyman conjured out of smoke and
dust.

The EPA’s new standard is so strict
that when it takes effect, 30 percent of
U.S. counties, including many in my
home State, would immediately find
themselves out of compliance, ground-
ing manufacturing growth to a halt.
Meanwhile, the job of actually imple-
menting the EPA’s new mandate will
fall to the States that are forced to in-
herit all the costs of this bad policy—
from offshore manufacturing jobs to
greater reliance on China to higher
prices when Americans can least afford
it.

In order to keep up with President
Biden’s new mandate, American manu-
facturers would be forced to import
raw materials, like concrete and steel,
for virtually any construction
project—the kind of projects that grow
our economy and support good-paying
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jobs. In other words, the Biden admin-
istration is saying, in no uncertain
terms, that they are willing to make
our economy more—more—dependent
on foreign supply chains just to ap-
pease the green activists in this coun-
try.

So it is no surprise that State leaders
are pushing back on this ruling. Ken-
tucky Attorney General Russell Cole-
man is leading a lawsuit with West Vir-
ginia to challenge the EPA’s mandate;
and so far, nearly half of our States
have signed on. Unlike the Biden ad-
ministration, local and State leaders
understand just how damaging this
new rule would be for workers and for
job creators back home.

So today, I am happy to announce
that Senate Republicans stand ready to
do our part. Today, I am introducing a
resolution under the Congressional Re-
view Act that would prevent the EPA
from plowing ahead with this senseless
regulatory overkill.

I am thankful to more than 40 col-
leagues who have joined my resolution,
so far, as cosponsors. Senate Repub-
licans will continue to stand with
American workers and job creators, es-
pecially when the Biden administration
tries to make their work so much hard-
er.

Madam President, I ask unanimous
consent that the text of the bill be
printed in the RECORD.

There being no objection, the text of
the bill was ordered to be printed in
the RECORD, as follows:

S.J. RES. 65

Resolved by the Senate and House of Rep-
resentatives of the United States of America in
Congress assembled, That Congress dis-
approves the rule submitted by the Adminis-
trator of the Environmental Protection
Agency relating to ‘‘Reconsideration of the
National Ambient Air Quality Standards for
Particulate Matter” (89 Fed. Reg. 16202
(March 6, 2024)), and such rule shall have no
force or effect.

———

SUBMITTED RESOLUTIONS

SENATE RESOLUTION 588—RECOG-
NIZING MARCH 14, 2024, AS
“BLACK MIDWIVES DAY”

Mr. BOOKER (for himself and Ms.
BUTLER) submitted the following reso-
lution; which was referred to the Com-
mittee on Health, Education, Labor,
and Pensions:

S. RES. 588

Whereas recognizing March 14, 2024, as
“Black Midwives Day’ underscores the im-
portance of midwifery in helping to achieve
better maternal health outcomes by address-
ing fundamental gaps in access to high-qual-
ity care and multiple aspects of well-being;

Whereas the Black Midwives Day cam-
paign, founded in 2023 and led by the Na-
tional Black Midwives Alliance, establishes
March 14th as Black Midwives Day as a day
of awareness, activism, education, and com-
munity building;

Whereas March 14, 2024, is intended to in-
crease attention on the state of Black mater-
nal health in the United States, the root
causes of poor maternal health outcomes for
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