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the status of the Department information se-
curity program, based on the results of the an-
nual audit.

(3) Conducting investigations of complaints
and referrals of violations as considered appro-
priate by the Inspector General.

(Added Pub. L. 109461, title IX, §902(a), Dec. 22,
2006, 120 Stat. 3451; amended Pub. L. 111-275, title
X, §1001(m)(1), Oct. 13, 2010, 124 Stat. 2897.)

Editorial Notes
AMENDMENTS

2010—Subsec. (g)(2). Pub. L. 111-275 inserted ‘‘the’’ be-
fore ‘‘Department’’.

§5724. Provision of credit protection and other
services

(a) INDEPENDENT RISK ANALYSIS.—(1) In the
event of a data breach with respect to sensitive
personal information that is processed or main-
tained by the Secretary, the Secretary shall en-
sure that, as soon as possible after the data
breach, a non-Department entity or the Office of
Inspector General of the Department conducts
an independent risk analysis of the data breach
to determine the level of risk associated with
the data breach for the potential misuse of any
sensitive personal information involved in the
data breach.

(2) If the Secretary determines, based on the
findings of a risk analysis conducted under para-
graph (1), that a reasonable risk exists for the
potential misuse of sensitive personal informa-
tion involved in a data breach, the Secretary
shall provide credit protection services in ac-
cordance with the regulations prescribed by the
Secretary under this section.

(b) REGULATIONS.—Not later than 180 days
after the date of the enactment of the Veterans
Benefits, Health Care, and Information Tech-
nology Act of 2006, the Secretary shall prescribe
interim regulations for the provision of the fol-
lowing in accordance with subsection (a)(2):

(1) Notification.

(2) Data mining.

(3) Fraud alerts.

(4) Data breach analysis.

(5) Credit monitoring.

(6) Identity theft insurance.
(7) Credit protection services.

(c) REPORT.—(1) For each data breach with re-
spect to sensitive personal information proc-
essed or maintained by the Secretary, the Sec-
retary shall promptly submit to the Committees
on Veterans’ Affairs of the Senate and House of
Representatives a report containing the findings
of any independent risk analysis conducted
under subsection (a)(1), any determination of
the Secretary under subsection (a)(2), and a de-
scription of any services provided pursuant to
subsection (b).

(2) In the event of a data breach with respect
to sensitive personal information processed or
maintained by the Secretary that is the sen-
sitive personal information of a member of the
Army, Navy, Air Force, Marine Corps, or Space
Force or a civilian officer or employee of the De-
partment of Defense, the Secretary shall submit
the report required under paragraph (1) to the
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Committee on Armed Services of the Senate and
the Committee on Armed Services of the House
of Representatives in addition to the Commit-
tees on Veterans’ Affairs of the Senate and
House of Representatives.

(Added Pub. L. 109461, title IX, §902(a), Dec. 22,
2006, 120 Stat. 3455; amended Pub. L. 116-283, div.
A, title IX, §926(h), Jan. 1, 2021, 134 Stat. 3831.)

Editorial Notes
REFERENCES IN TEXT
The date of the enactment of the Veterans Benefits,
Health Care, and Information Technology Act of 2006,

referred to in subsec. (b), is the date of enactment of
Pub. L. 109-461, which was approved Dec. 22, 2006.

AMENDMENTS

2021—Subsec. (¢)(2). Pub. L. 116-283 substituted ‘‘Ma-
rine Corps, or Space Force’ for ‘‘or Marine Corps’.

§5725. Contracts for data processing or mainte-
nance

(a) CONTRACT REQUIREMENTS.—If the Secretary
enters into a contract for the performance of
any Department function that requires access to
sensitive personal information, the Secretary
shall require as a condition of the contract
that—

(1) the contractor shall not, directly or
through an affiliate of the contractor, disclose
such information to any other person unless
the disclosure is lawful and is expressly per-
mitted under the contract;

(2) the contractor, or any subcontractor for
a subcontract of the contract, shall promptly
notify the Secretary of any data breach that
occurs with respect to such information.

(b) LIQUIDATED DAMAGES.—Each contract sub-
ject to the requirements of subsection (a) shall
provide for liquidated damages to be paid by the
contractor to the Secretary in the event of a
data breach with respect to any sensitive per-
sonal information processed or maintained by
the contractor or any subcontractor under that
contract.

(c) PROVISION OF CREDIT PROTECTION SERV-
ICES.—Any amount collected by the Secretary
under subsection (b) shall be deposited in or
credited to the Department account from which
the contractor was paid and shall remain avail-
able for obligation without fiscal year limita-
tion exclusively for the purpose of providing
credit protection services pursuant to section
5724(b) of this title.

(Added Pub. L. 109-461, title IX, §902(a), Dec. 22,
2006, 120 Stat. 3456.)

§5726. Reports and notice to Congress on data
breaches

(a) QUARTERLY REPORTS.—(1) Not later than 30
days after the last day of a fiscal quarter, the
Secretary shall submit to the Committees on
Veterans’ Affairs of the Senate and House of
Representatives a report on any data breach
with respect to sensitive personal information
processed or maintained by the Department that
occurred during that quarter.

(2) Each report submitted under paragraph (1)
shall identify, for each data breach covered by
the report—
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